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ABSTRACT

This report presents the findings of a study of the contributions of human performance to
risk in operating events at commercial nuclear power plants. The Nuclear Regulatory
Commission (NRC) Accident Sequence Precursor (ASP) Program and the Human
Performance Events Database (HPED) were used to identify safety significant events in
which human performance was a major contributor to risk. Conditional core damage
probabilities (CCDPs) were calculated for these events using Systems Analysis Programs for
Hands-on Integrated Reliability Evaluation (SAPHIRE) software and Standardized Plant
Analysis Risk (SPAR) models.

Forty-eight events described in licensee event reports and augmented inspection teamn
reports were reviewed. Human performance did not play a role in 11 of the events, so they
were excluded from the sample. The remaining 37 events were qualitatively analyzed.
Twenty-three of these 37 events were also analyzed using SPAR models and methods.
Fourteen events were excluded from the SPAR analyses because they involved operating
modes or conditions outside the scope of the SPAR models.

The results showed that human performance contributed significantly to analyzed events.
Two hundred and seventy human errors were identified in the events reviewed and multiple
human errors were involved in every event. Latent errors (i.e., errors committed prior to the
event whose effects are not discovered until an event occurs) were present four times more
often than were active errors (i.e., those occurring during event response). The latent errors
included failures to correct known problems and errors committed during design,
maintenance, and operations activities. The results of this study indicate that multiple errors
in events contribute to the probabilistic risk assessment (PRA) basic events present in SPAR
models and that the underlying models of dependency in HRA may warrant further
attention.
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EXECUTIVE SUMMARY

To better understand how human performance influences the risk associated with nuclear power
plant operations, the U.S. Nuclear Regulatory Commission (NRC) Office of Nuclear Regulatory
Research (RES) requested the Idaho National Engineering and Environmental Laboratory (INEEL)
to identify and characterize the influences of human performance in significant operating events.
The INEEL used the Accident Sequence Precursor (ASP) program to identify events associated with
high-risk sequences and the Standardized Plant Analysis Risk (SPAR) models to calculate measures
of risk associated with human performance in those sequences.

Analysis results suggest a number of findings regarding the influence of human performance on the
sample of significant operating events analyzed. The following six findings were considered to be
the most important to probabilistic risk assessment (PRA) by the analysis team.

Human error contributed significantly to risk in nearly all events analyzed. Forty-one percent of
events involved partial or complete loss of either onsite or offsite power, twenty-two percent
involved loss of Emergency Core Cooling Systems (ECCS) and nineteen percent involved loss
of feedwater. The increase in event risk for the operating events studied varies from 1.0E-6 to
1.0E-3 over the nominal core damage probability (CDP), which ranged from 1.3E-5 to 1.2E4.
The average human error contribution to the change in risk was 62%.

Latent errors were present in every event analyzed and were more predominant than active errors
by a ratio of 4 to 1. Latent errors were noted in all facets of performance studied, including
operations, design and design change work practices, maintenance practices and maintenance
work controls, procedures and procedure development, corrective action program, and
management supervision. The degree of latent error involvement in risk-significant operating
events warrants attention. A study of the contribution of latent errors to the important basic
events in models of plant risk would provide useful information especially in cases where the
cause of the failure is important. This would help to focus resources on plant programs that are
important contributors to plant risk.

Without exception, the operating events analyzed included multiple contributing factors. On the
average, the 37 events contained 4 or more human errors in combination with hardware failures.
Fifty percent of events contained five or more errors. Many events contained between six and
eight human errors.

Human errors can result in the failure or increased likelihood of failure of risk-significant
equipment. For a sample of ten events with the highest event importance, human error was
determined to contribute to component failure. There were three events where a single human
error contributed to a single PRA basic event, and seven events where multiple human errors
contributed to multiple PRA basic events. Dependency between maintenance and design errors,
and dependency between preceding and subsequent component failures in several event
sequences suggests that the issue of the representation of dependency in human reliability
analysis (HRA) needs to be given detailed consideration and failure rates for dependency
determined.

Design and design change work practice errors were present in 81% of events, maintenance
practices and maintenance work control errors were present in 76% of events, and operations
errors were present in 54% of events. Additionally, more maintenance and operations errors
mapped to basic events in the PRA model than did design and design change errors.

Forty-one percent of the analyzed events demonstrated evidence of failure to monitor, observe,
or otherwise respond to negative trends, industry notices, or design problems. This suggests that
inadequacies in licensee corrective action programs may play an important role in influencing
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operating events. Indicators for determining when these processes are flawed, and what impacts
on safety and performance may be expected, are recommended.

Areas for Potential Enhancement of HRA

This study has identified several areas for potential enhancements to HRA. They were characterized
by the analysis team and are presented below for future consideration.

1.

A method for using human performance data from operating events to support HRA should be
considered. Updates to human error probability (HEP) reference values and distributions based
upon operating experience would be a significant improvement for HRA.

HRA applications can be directed toward characterizing latent errors and a portion of work
process variables present in events. Guidelines on how this can be integrated with existing fault
tree and event tree models, including level of HRA analysis, should be developed as part of the
HRA process.

Data on activities related to maintenance, surveillance, test, calibration, installation, and
corrective action prioritization and processing would provide a technical basis that could be used
in conjunction with the analysis of operating events for assessing the root causes of equipment
failures and for potential recovery actions.

The mechanisms by which small, multiple errors impact risk and the linkages by which they
combine should be better understood. After an initial human error, dependency calculation
methods often increase subsequent HEP estimates. However, many small errors are often not
considered or are discarded after the screening analysis. Often these small, multiple errors cross
systems and components, but do not become important until the occurrence of the initiating
event.

The percentage of hardware unavailability due to human error as opposed to random hardware
failures is not known. If this were determined by review of plant specific data then the risk
reduction associated with increased human reliability in these areas could be better
approximated.
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1. INTRODUCTION AND BACKGROUND

The purpose of this report is to describe how
human performance has affected recent
operating events in commercial nuclear
power plants and the root causes of that
performance. Selected events were
evaluated to determine the impact of human
performance on those events. The work is
intended to support the technical basis for
identifying and priontizing human
performance research and to highlight the
potential use of event analysis to better
understand and identify the context' for
human error

The present study also supports Task 1
objectives of the Nuclear Regulatory
Commission Human Reliability Analysis
(HRA) Research Program to: provide data to
support quantification of failure probabilities,
support and improve existing HRA models,
and to further define HRA data needs.

The approach selected to identify the
contribution of human performance to
significant events was to analyze ASP events
that had a calculated conditional core
damage probability (CCDP) of 1.0E-5 or
greater, in which human performance was an
important contributing factor. Details
regarding event selection are described in
Section 2.

Because this study focuses on the human
contribution to increased risk as observed in
operating events, there is no consideration
given to the positive impact of human
performance on nuclear power plant risk.
This does not imply that human performance
has no positive impact, indeed, quite the
opposite is true. Every event analyzed in this
study was successfully terminated by actions
of the operating crews.

1.1 Key Terms and Definitions

1 The phrase “context” as used here refers to
combination of the individual and crew
characteristics including experience and skill,
task requirements, plant systems and conditions,
and environmental factors that may influence
human error.

The following are definitions as used in this
report.

Active Error — active errors are those that
result in initiating events, or those that occur
as a post-initiator response to an initiating
event.

Basic Event — refers to the lowest level of
component failure mode modeled in the PRA
and can include human actions, as well as
hardware unavailabilities and failures.

CCDP - conditional core damage
probability. The core damage probability for
a nuclear power plant given a set of
component failures and human errors as
observed in an operational event.

CDP - core damage probability. The
likelihood of a nuclear power plant
experiencing core damage over a given
peniod of time based on the nominal core
damage frequency (CDF). This is the base
case for comparison to the CCDP in event
assessment.

Event — operating event analyzed in the NRC
ASP Program and used in this study.

Failure — the inability of a component or
human to perform its functions as required
by a probabilistic risk assessment (PRA)
model. Failures are generally modeled as
individual and independent basic events in a
PRA.

Human error categories — represent the
consolidation of error subcategories
possessing a common theme. In the present
study, six categornes were identified:
operations design and design change work
processes, maintenance practices and
maintenance work control, inadequate
procedures and procedures revision,
corrective action program and learning, and
management oversight.

Human error subcategories - those errors
identified through INEEL review of Licensee
Event Report (LER) and Augmented



Inspection Teams (AITs) data sources.
Twenty-one subcategories were identified
and definitions for each are presented in
Section 3.1.1.

Latent Error -latent errors are those errors
that are committed pre-initiator and whose

effects are not realized until the event occurs.
Reason (1990) notes those latent conditions
that influence events can be present for long
periods of time before combining with
workplace factors including active errors to
produce an event.



2. METHODOLOGY

2.1 Approach

For this research, the INEEL reviewed events
that had been previously selected by the ASP
Program at Oak Ridge National Laboratory
(ORNL) and found to have a CCDP of
1.0E-5 or greater. This is consistent with
Regulatory Guide 1.174 where the
acceptance guidelines for increases in CDF
generally do not allow changes greater than
1.0E-5. A subset of these events in which
human performance appeared to be an
important factor was selected and analyzed.
Following the ASP methodology, the INEEL
calculated a CCDP using specific
standardized plant analysis risk (SPAR)
models. The INEEL developed these plant
models using the Systems Analysis Programs
for Hands-on Integrated Reliability
Evaluation (SAPHIRE)’ PRA software
package. To distinguish these models from
full PRA models in SAPHIRE, they are
called SPAR models.

SPAR models exist for all nuclear power
generating stations; however, only limited
coverage is provided for operating modes
other than full power. Some of the risk
significant operating events selected
occurred in a plant mode for which SPAR
models are not currently available. In those
instances, qualitative analyses were
performed and human errors that contributed
to the event and were present in the LER or
AIT sources were noted.

An INEEL team consisting of a plant
systems and SPAR analyst, a human factors
and HRA analyst, and a plant operations
analyst, conducted qualitative analyses of
events. The selection process for analysis
first emphasized those events for which AIT
or incident investigation team (IIT) reports
were available. Forty-eight events were
identified and reviewed to determine whether

2 K. D. Russell et al., NUREG/CR-6116, Vol. 1-
8, Systems Analysis Programs for Hands-on
Integrated Reliability Evaluations (SAPHIRE)
Version 5.0, US Nuclear Regulatory
Commission, July 1994.

human performance contributed to the event.
Eleven events had no direct human actions as
root causes, and were not given any further
consideration. There was no discemible
pattern in terms of CCDP for the 37 events
with human performance contributions
versus those events having limited or no
human performance contribution. There was
no apparent correlation between the CCDP
values and the degree of human performance
involvement for the events evaluated.
Human performance was an important
contributor in all 37 events. All events were
analyzed qualitatively, but only 23 events
were analyzed quantitatively. In every
instance, the team reached consensus
regarding the presence of a human failure
and the category associated with that failure.

2.2 Event Selection Criteria

Selection of the events for analysis began by
review of the LERs and other reports for
ASP-identified events that had occurred
between January 1, 1992, and December 31,
1997, and that had an ASP-calculated CCDP
greater than 1.0E-05. Dunng the course of
the study two additional events (Indian Point
2 event on August 31, 1999 and Hatch on
January 26, 2000) occurred that were deemed
pertinent to the project and were added to the
others.

With one exception, these event analyses
used Rev. 2QA versions of the Level 1
SPAR models. (e.g., Standardized Plant
Analysis Risk Model for Wolf Creek
Generating Station 1997). The Rev. 3i
SPAR model was used for the Millstone Unit
2 event assessment. Rev. 31 SPAR models,
currently under development at the INEEL,
incorporate the large loss-of-coolant accident
(LLOCA) and medium loss-of-coolant
accident (MLOCA) initiating events that are
required for the analysis of the Millstone
Unit 2 event on January 25, 1995.

SPAR analyses of these events allowed for
estimating the contribution of human errors
to the increased CCDP. It is not possible to
extract this information from the ASP



program LER analyses reported in
NUREG/CR 4674, Volumes 17 through 25,
Precursors to Potential Severe Core Damage
Accident, because these reports are
summaries of earlier analyses. Thus, they
typically do not document the base CDP.
Calculation of the risk factor increase (RFI)
and other event importance measures used in
the present study requires the CDP as input.
Also, the ASP and SPAR programs have
made significant changes to methods and
data, and it was decided to employ the latest
generation of models.

For each event analyzed with a SPAR model,
both a CDP and CCDP were calculated.

The SPAR mode]l results do not necessarily
match the results reported by the ASP
program, nor should they be expected to do
so. Differences are due to model version
(enhanced detail of components and systems)
and analysis methodology differences. For
example, the models and software platform
for ASP have evolved from split-fraction to
linked fault tree analysis. Underlying basic
event and initiating event probabilities have
been refined as well.

SPAR model analysis was run for each
event. Nominal and event-specific sequence
CDPs were determined. The contribution of
human performance to CDP, RFI, and the
event importance were also characterized.
Additionally, human performance issues
underlying the events were described in
detail.

Appendix A contains summaries of events
taken from Human Performance Event
Database (HPED) and the AIT or LER
reports, human error descriptions, indication
whether the error was active or latent, and
associated error subcategory. Typically, the
event assessment for each of the events made
use of the analyses performed within the
ASP program when those were available.

2.3 Determination of Risk Measures

Risk factor increase and event importance
measures were used in the present study.
Regulatory Guide 1.174 provides guidance
for interpretation of event importance
measures.

The contribution of human performance to
the event importance was determined in the
present study. It was calculated as the ratio
of the portion of event importance attributed
to human errors, relative to the total event
importance. In equation form this is:

Human Event Contribution (%) =

CCDPHE — CDP
CCDPEvent — CDP

% 100%

Terms used in the formula:

CCDPHE: the portion of CCDP due to
human influences, determined by the
analysis team who reached concurrence
regarding whether the basic event cause in
the LER could be attributed to human
performance. Details regarding the
screening questions used by the team to
support their determination of cause are
found in section 3.1.

CCDP: total CCDP for the event

CCDPHE - CDP: event importance due to
human error contributions

CCDP Event — CDP: total event
importance.

CDP - core damage probability. The
likelihood of a nuclear power plant
experiencing core damage over a given
period of time based on the nominal CDF.
This is the base case for comparison to the
CCDP in event assessment.



3. EVENT ANALYSIS RESULTS

This section presents CDF, CDP, and
corresponding conditional core damage
frequency (CCDF) or CCDP results that
were used to derive insights regarding the
influence of human errors on event risk.
Summary data regarding the type of human
error present across all events analyzed in
this study follows. Human error findings on
an event-by-event basis are also presented
along with a discussion of error category and
subcategory results. For a synopsis of
events, refer to Tables A-1 and A-2.
Appendix B summarizes each event in terms
of the presence of active and latent errors.

3.1 Quantitative Event Analysis:
ASP/SPAR and Human Performance
Findings

Table 3-1 summarizes the PRA model
evaluation findings for events analyzed in
this study ranked by event importance. Rev
2QA SPAR models yielded different CCDP
values than did the earlier ASP models.
These differences reflect model changes
made over time. Risk factor increase
measures for every event are also presented.

The “ASP reference” column in Table 3-1
includes the CCDP values for individual
events that were obtained from the ORNL

risk analysis performed in the ASP Program’.

Event descriptions that appear in this report
were developed from LERs and AIT sources
reviewed by the INEEL team. LER numbers
are supplied for all events reviewed in this
report and event dates and LER numbers are
obtained from the NRC Sequence Coding
and Search System (SCSS) database.

Basic event values in the SPAR model were
determined as part of the SPAR model
development program. A basic event
includes the failures of individual
components and/or explicitly modeled

* NUREG/CR-4674, Precursors to Potential
Severe Core Damage Accidents: 1992, A Status
Report, Vol. 17-26, Oak Ridge National
Laboratory.

human actions. In event assessment, the risk
associated with the basic event failures
present in an operating event are considered
and compared to the risk calculated prior to
the event. There are different ways in which
to characterize resulting differences between
the two. For example, the importance of the
operating event (CCDP-CDP) or the risk
factor increase (CCDP/CDP) can be used to
evaluate the difference in risk between the
PRA base case and the actual event.

An event importance measure of greater than
or equal to 1.0E-6 was used as the criterion
for retention of events in this study. This is
consistent with guidance suggested by
Regulatory Guide 1.174, where any risk
increase less than 1.0E-6 is considered
insignificant. Additionally risk factor
increase was developed as a measure of
relative risk significance of an event.* This
measure is the ratio of the event CCDP to the
nominal CDP value.

The human error contribution to the event
importance calculated in the present study
represents a ratio of the portion of the event
importance attributed to human error to the
total event importance.

As part of the analysis, the percent human
error contribution to event importance was
considered. The team reviewed the
components failed in the event and asked a
number of questions to decide whether the
component failure or unavailability was due
to or influenced by human error.

* The risk factor increase compares the analyzed
event CCDP to the baseline CDP (CCDP/CDP).
For example, a factor increase of two represents a
doubling of the core damage probability when
given sets of components are guaranteed/
postulated to be failed. For events with a CDP of
1.0E-05 or greater a factor increase of 1.1 would
represent a risk change (delta) of at least 1.0E-06
meeting the guidance of Regulatory Guide 1.174
(1998).
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The team worked on the events individually
and then met to discuss the events and
component failures with a set of questions for
guidance. The following questions were used:

. Was the likelihood of component
failures influenced by inadequate
maintenance, surveillance, or testing?

. Did operators or maintenance
personnel operate or maintain
equipment improperly, influencing the
likelihood of failure or unavailability?

J Did work package design, procedure
development or reviews influence the
likelihood of the failure(s)?

L Did the level of technical knowledge of
the staff influence the likelihood of
initiating events, failures or
unavatlability for components modeled
in the PRA?

° Did the organization fail to respond to
industry notices or delay corrections to
known design deficiencies that may
have prevented the event from
occurring?

The typical methods used to determine
contributors to risk or importance to risk
require evaluation of the risk equations
generated in a PRA. This limits the results to
only the risk elements that are explicitly
modeled. A considerable amount of additional
analysis is needed to get to contributors that are
implicitly in the model through data or
assumptions. Such an analysis was not within
the scope of this study. To gain some insights
regarding the involvement of active and latent
human errors, an evaluation was made based on
the answers to the above questions. Consensus
resulting in affirmative answers to any of these
questions for a component that was modeled as
failed in the PRA resulted in a determination
that the percent human error contribution to
that component’s failure was 100%. This
represents a screening analysis of the impact of
human performance.

The total human error contribution assigned to
the event is determined by how the impacted
components come together in the logic of the
nisk equation (i.e., the cutsets coming out of the
event analysis). For example, the value of 82%
listed for the McGuire 2 loss of offsite power

(LOOP) resulting in a reactor trip event
represents a calculation of the contribution of
human error to a subset of all failed
components for that operational event. Since
human performance was only responsible for a
portion of the failures, the total contribution to
the risk increase is less than 100%. The exact
contribution is determined after cutsets are
quantified. Human performance figured
prominently in all events. For instance, the
human contribution to the top four events
whose importance was on the order of 1.0E-03
or greater was 100%. At the other end of the
spectrum, the human performance contribution
to events with lower event importance
measures was also 100% in most cases. SPAR
model analysis for these 23 events resulted in
CCDP values that ranged from 9.6E-06 to
5.2E-03. The range for risk factor increase was
from 1.04 to over 24,000, indicating a wide
range in departures from the base case values,
as shown in Table 3-1.

Human errors associated with SPAR-modeled
events were combined with those from the
qualitatively analyzed events to construct Table
3-2, the Summary Table of Human Error
Categories and Subcategories for Analyzed
Operating Events (the percentages are based on
the total number of errors identified, 270).
Table 3-3 presents the percent of events (N=37
events) associated with specific error
categories. Table 3-4 provides information
regarding the type of accident sequences
involved in the events analyzed. Appendix B,
Table B-1 presents human error category and
subcategory information determined on an
event-by-event basis. Appendix C, Table C-1
presents results of a mapping exercise in which
the relationship of human errors to the SPAR
model basic events for nine events with the
highest CDF listed in Section 3.1.1 below.

Human Error Categories

Table 3-2 shows the human error categories
and subcategories observed in the events.
Categories were derived by their frequency of
occurrence as determined through reviews of
LER and AIT sources. Supporting definitions
for the 21 error subcategories determined by
HRA and operations analysts to guide the error
analysis are provided in Table 3-2.



Table 3-2. Summary of Human Error Categories and Subcategories for Analyzed Operating Events

No. of Latent No. of Active
Category Description [Count / % of Total Errors (270)] Errors Errors
Operations (72/27 %)
Command and control including resource allocation 4 14
Inadequate knowledge or training 15 8
Operator Action/Inaction 3 13
Communications 9 6
Design and Design Change Work Practices (70/26%)
Design deficiencies 24
Design change testing 9
Inadequate engineering evaluation and review 18 1
Ineffective abnormal indications 1 2
Configuration management 1S
Maintenance Practices and Maintenance Work Control (58/21%)
Work package development, QA and use 15 1
Inadequate maintenance and maintenance practices 28 3
Inadequate technical knowledge 5)
Inadequate post-maintenance testing 6
Procedures and Procedures Development(26/10%)
Procedures and procedures development [ 25
Corrective Action Program (33/12%)
Failure to respond to industry and internal notices 8
Failure to follow industry practices 4
Failure to identify by trending and use problem reports 9
Failure to correct known deficiencies 12
Management and Supervision (11/4%)
Inadequate supervision 8 1
Inadequate knowledge of systems and plant operations 1
Organizational structure 1
Subtotals 220 50
Total = 270/100%

Table 3-3. Summary of Error Category Presence in Operating Events (N=37) By Percent

Error Category Description Percentage of Operating Events
Operations 54%
Design and Design Change Work Practices 81%
Maintenance Practices and Maintenance Work Controls 76%
Procedures and Procedures Development 38%
Corrective Action Program 41%
Management and Supervision 30%




Table 3-4. Analyzed Events Classified By Type of Accident Sequences Impacted.

Description

No. of Events

Plant (LER)

Loss or potential loss of emergency core
cooling system

Catawba 1 & 2 (413-93-002)

D.C. Cook (315-95-011)

Limerick 1 (352-95-008)

Millstone 2 (336-95-002)

Perry 1 (440-93-011)

Robinson (261-92-013, 261-92-017, and
261-92-018)

St. Lucie 1 (335-97-011)

Wolf Creek Generating Station (482-96-001)

Partial or complete loss of power
(offsite or onsite)
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Beaver Valley 1 (334-93-013)
Byron (454-96-007)

Calvert Cliffs 2 (318-94-001)
Catawba 2 (414-96-001)
Haddam Neck (213-93-006, 213-93-007)
Indian Point 2 (247-99-015)
LaSalle (373-93-015)
McGuire 2 (370-93-008)
Oconee All (269-92-018)
Oconee 2 (270-92-004)
Oyster Creek (219-92-005)
Point Beach 1 (266-94-002)
Quad Cities (265-93-010)
Sequoyah All (327-92-027)
Turkey Point (250-92-001)

Reactor coolant system leak, including
steam generator tube rupture

Ft. Calhoun (285-92-023)
Oconee 2 (270-97-001)

Overfeeding of reactor power vessel or

Hatch (321-00-002)

steam generator 1

ANO 1 Unit 1 (313-96-005)

ANOI1 Unit 2 (368-95-001)

Comanche Peak 1 (445-95-003 & 445-95-004)
Dresden (249-96-004)

Oconee 3 (287-97-003)

River Bend (458-94-023)

Seabrook (443-96-003)

Loss of feedwater or emergency
feedwater 7

Loss of annunciators 1 Callaway (483-92-011)

Salem 1 (272-94-007) Loss of Cooling/SI
Initiation/PORY initiations

South Texas Project (498-93-005 & 498-93-007)
Loss of diesel generator (DG) and Emergency
Feedwater

Combination of categories 2

Loss of shutdown cooling or loss of
reactor pressure vessel level during

shutdown cooling 1 Wolf Creek Generating Station (482-94-013)

operations department. This includes
inappropriate assignment of personnel

3.1.1 Human Error Subcategory Definitions

Operations resources to properly conduct operations
and monitor maintenance in progress.
l. Command & Control Including
Resource Allocation - Senior operations 2. Inadequate Knowledge or Training -

Operations department personnel lacked
adequate system knowledge or practical
training for proper conduct of the

personnel lacked adequate real-time
command presence and control of
activities under the cognizance of the




activity in progress.

Incorrect Operator Action or Inaction -
Licensed or non-licensed operators took
Incorrect actions relative to an activity
in progress or failed to take appropriate
action when required to mitigate an
undesirable result. This includes failure
to follow actions contained in
established procedures.

Communications - Communications
between on-watch operations personnel
or between operations and other
department personnel, such as
engineering or maintenance, were
lacking or otherwise ineffective.

Design and Design Change Work Practices

)

Design Deficiencies - Either the
original design or a change to the
existing design was deficient to achieve
the intended equipment function.

Design Change Testing - Testing
performed after a design change was
inadequate to properly test the
operability of the design change
feature.

Inadequate Engineering Evaluation or
Review - Engineering evaluations or
reviews were not performed or if
performed, were not adequate to
determine sufficiency of the design to
achieve its intended purpose. This
includes engineering reviews that
produced erroneous conclusions.

Ineffective Abnormal Condition
Indication - The indications available
were inadequate or not available to
provide effective monitoring for the
personnel to take appropriate actions
for abnormal conditions.

Configuration Management including
Equipment Configuration - Either the
documentation for equipment
configuration was lacking or in error,
or the actual equipment was not
physically configured as required by

10

valid documentation.

Maintenance Practices and Maintenance
Work Control

10.

11.

12

13.

Work Package Development, Quality
Assurance (QA) & Use - The work
package preparation was deficient in
some way, including QA of the work
performed. This includes failure to
conduct adequate briefings, lack of
specificity in the package, or failure to
follow the work package to achieve the
desired final product.

Inadequate Maintenance &
Maintenance Practices - The
maintenance activity performed was
either inadequate, was performed
incorrectly, or did not follow skill of
the trade expectations. This includes
aspects of failure to maintain
cleanliness, improper torquing,
carelessness, and aspects of preventive
maintenance when improperly
performed.

Inadequate Technical Knowledge
(Maintenance) - Maintenance personnel
did not possess adequate technical
knowledge relative to the specific
equipment or system being maintained.

Inadequate Post-Maintenance Testing —
Post-maintenance testing was
inadequate or insufficient to correctly
determine the operability of the
equipment after the maintenance was
considered complete.

Inadequate Procedures/Procedure
Development

14.

Inadequate Procedures or Procedure
Development - Procedures used were
not complete, concise, clear, or
otherwise in error or in need of revision
prior to use. Generally this category
refers to operations and surveillance
procedures but could apply to generic
maintenance procedures as well.



Corrective Action Program and Learning

15. Failure to Respond to Industry &
Internal Notices - The licensee failed to
properly process, assess, or act upon an
industry, NRC or internal company
notice that identified an applicable
condition that required some action to
prevent an undesirable occurrence.

16. Failure to Follow Industry Practices -
The licensee failed to follow or leam
from a recognized industry practice for
maintenance or operation of equipment.

L2 Failure to Identify by Trending & Use
Problem Reports - The licensee failed
to trend an off-normal condition or use
existing problem reports to identify an
adverse condition that required
corrective action.

18. Failure to Correct Known Deficiencies
- The licensee failed to correct known
deficiencies in a timely manner, which
led to undesirable effects in plant
equipment or operations.

Management Oversight

19.  Inadequate Supervision - Maintenance
activities or evolutions in progress did
not have adequate supervision to ensure
adherence to established requirements.

20.  Inadequate Knowledge of Systems &
Plant Operations by Management -
Management did not have adequate
knowledge of plant systems or plant
operations to effectively make correct
decisions relative to conduct of
operations, engineering, or work
planning.

21.  Organizational Structure - The
organizational structure of the licensee
impeded efficient and proper conduct of
work, engineering or operations
activities.

11

3.1.2 Analysis of Errors Present in Individual
Events

Table B-1 Appendix B, presents human error
category and subcategory findings for
individual events. Tables 3-2, and B-1,
collectively address the following two
questions: (1) “What were the total number and
types of important human errors across events
and, (2) “What human error categories and
subcategories were present in individual
events?”

Reviewing individual events yields potentially
unique insights when compared to a broader
view across events. Events such as Salem 1 or
Indian Point 2 that contain a large number of
individual failures would unduly influence the
total score in Table 3-2 compared with an
events having relatively few failures. In Tables
B-1 and B-2, each human error subcategory is
presented for each event along with a
corresponding error frequency. Thus it is easy
to determine the number of events in which a
particular human error subcategory was
present. The number of human errors does not
correlate with risk significance measures. That
1s, events with the most human errors did not
necessarily have the highest conditional core
damage probabilities.

A comparison by error category between the
total number of human errors (see Table 3-2)
and error categories present in individual events
(Tables B-1) was performed. Review of the
data as a function of either total errors or by
percent involvement in events reveals that three
categories dominated findings: For example, in
terms of total errors, design and design change
work practices, operations, and maintenance
practices and maintenance work control had the
highest occurrence in events. The ordering of
these three error categories was different when
reviewed as a function of the number of events
containing a particular error category.
Inspection of Table 3-3 reveals that errors in
design and design change work practices
contributed to the greatest number of events
(81%) followed by maintenance practices and
maintenance work controls (76%) and
operations (54%).



3.1.3 Human Error Subcategories Findings

Referring to the subcategories presented in
Table B-1, page B-5, the largest number of
errors were categorized as inadequate
maintenance practices (31), followed by design
deficiencies (24), and procedures and
procedures development (26). Operator
knowledge and training contained 23 errors.

In terms of the percent of events affected by a
particular error subcategory, a similar trend was
noted. Maintenance practices was highest
(54%), followed by design deficiencies (49%),
and procedures (38%). Maintenance work
package errors were involved in slightly more
events (35%) than were errors in operator
knowledge and training (41%). Errors in
communication and errors in configuration
management were each present in 27% of
events. (page B-5).

There was a trend for events with multiple
human error categories such as Indian Point 2
and Oconee Unit 2 1992 to have a large number
of individual latent and active human errors
present. For example, each of these events
spanned 8 or more human error subcategories
and each consisted of 20 or more human errors.
Other significant events such as Haddam Neck
(page B-2) or Sequoyah (page B-4) spanned 6
human error subcategories and had 10 or more
individual active or latent human errors.

Linkages among multiple errors are not well
described in the HRA literature. Discussion
regarding dependency findings is presented in
Section 4.

3.1.4 Event Classification

The effects of component failure and/or
unavailability were analyzed in one of two
ways; by an initiating event assessment or by a
condition assessment. An initiating event
assessment was performed whenever the event
caused an upset in the plant. These events
include reactor trips, LOOPs, loss-of-coolant
accidents (LOCAs), etc. A condition
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assessment was performed whenever
equipment was failed, degraded or unavailable
without a plant response. These types of events
typically involve problems with standby
components and equipment. Table 34 shows
the results of these analyses.

From Table 3-4, it can be determined that 41%
of events involved partial or complete loss of
onsite or offsite power. The next most frequent
effects were loss of emergency core cooling
system (ECCS) (22%) and loss of feed water
(19%).

The diversity of the human errors, plant
designs, and nature and number of failed and
unavailable components within each category
precluded identification of common themes or
trends in events. From this it may be concluded
that human errors are probably most usefully
viewed at a higher level such as in Table 3-2 in
this section.

The team also compared the human
performance evident in the five events with the
highest CCDP to events with the lowest CCDP.
No differences were identified between causes
of the events or responses to the events. The
length of the event, the required response to the
event, and the number and type of component
failures and human errors followed no discrete
identifiable pattern. Similar conditions
appeared in both the highest five and lowest
five events (by CCDP). For example, Hatch
Unit 1 and Oconee 1, 2, and 3 1992, which had
higher CCDPs, involved design process
inadequacies. Similarly, Arkansas Nuclear One
(ANO) 1 Unit 2 1996, with a lower CCDP,
involved design process and design review
inadequacies. The Perry and 1996 Wolf Creek
Generating Station events, with high CCDPs,
exhibited inadequate maintenance practices and
management controls. Similarly, the LaSalle
1993 and ANO Unit 1 1996 events, with lower
CCDPs, also exhibited inadequate maintenance
practices and timeliness of corrective actions
program. There were slightly more active
human errors in the high CCDP group but this
was mainly attributed to by the 1996 Wolf
Creek Generating Station event.



4. EVENT ANALYSIS DISCUSSION

The analyses performed to date underscore the
significant contributions that human
performance has made to operating events.
This includes human errors that caused event
initiation, equipment unavailability, or demand
failures. Models were used to analyze the
sensitivity of plant risk to these human errors.
In addition to human errors, random system and
equipment failures also occurred during several
events.

4.1 Event Importance and Risk

Event importance measures for the 23 events
ranged from 5.2E-3 to 1.0E-6. The percent
contribution of human error to event
importance ranged from 10% (Comanche Peak
1) to 100% for the nextl9 events analyzed.
Three other events demonstrated strong human
error contribution to event importance (i.e.,
McGuire 2, 82%; Haddam Neck, 48%; and
D.C. Cook, 80%).

The risk increases shown in Table 3-1 were due
to errors committed by personnel and
organizations that operate and maintain these
plants. For example, component failures due to
human error led to initiating events at Oconee
Unit 2 1992 and Dresden 3. The corresponding
event importance for the Oconee 2 event was
3.6E-03, the event importance for Dresden 3
was 2.6E-05.

Human errors resulted in initiating events
without additional component failures. Such
events occurred at Sequoyah 1 and 2 1992
(CCDP = 1.1E-04) and Beaver Valley 1 1993
(CCDP = 6.2E-05). These events have CCDPs
that represent a noteworthy departure from the
nominal case.

During the course of the analysis, 16 initiating
event (IE) assessments were conducted,
including LOOP, steam generator tube rupture
(SGTR), small loss-of-coolant accident
(SLOCA), and transient (TRANS). Two of the
events (McGuire 2 and ANO Unit 1) combined
two initiating event assessments.

The initiating event for the Sequoyah Unit 1
operating event involved a circuit breaker

failure that led to a LOOP and was the result of
a failure to test the devise prior to installation
and in proper planning of the maintenance..
The initiating event at Beaver Valley involved
maintenance crew errors during an outage
leading to inadvertent application of 125 V DC
in the switchyard. This resulted in the opening
of seven breakers in the 345 kV system; three
breakers in the 138 kV system, initiating the
loss of electrical load at Unit 1. At Dresden 3,
the failure of a feedwater regulating valve
(FRV) leading to subsequent reactor trip and
ECCS actuation could be traced to maintenance
practices and running with only one FRV
operational. At Oconee 2 1992, switchyard
faults resulting from failure to respond to
industry notices and internal engineering
notices led to a LOOP, the recovery of which
was complicated by inadequate procedures and
poor work package preparation. During other
operating events analyzed, human errors
resulted in other equipment unavailability. As
a result of these unavailabilites, plant systems
did not perform their intended functions when
demanded to do so by an automatic signal or
manual command.

At Seabrook Unit 1 1996, nonstandard
maintenance practices for seal installation, and
lack of integrating information regarding
previous seal failures, coupled with lack of
specific direction to use dial indicators as
required during maintenance, led to sparking in
the turbine-driven emergency feedwater system
(EFW) pump during a surveillance test. Lack
of design test adequacy resulted in main steam
safety valve failure to close at ANQ, Unit 1,
and main feed pump failure to run. Latent
failures in the design review process for ANO,
Unit 2 contributed to auxiliary feedwater
(AFW) motor-operated valve common cause
failure. Design deficiencies, combined with
configuration management problems at Indian
Point 2, resulted in loss of vital AC power and
loss of DC power. Key to this event was
failure to control setpoints on safety-related
equipment and failure to maintain the load tap
changer in position as required by the plant’s
licensing basis.

At ANO Unit | , operations continued with



multiple workarounds that challenged operator
response to the transient. There were
longstanding deficiencies with the safety
parameter display system that forced operators
to perform hand calculations. Steam generator
design deficiencies complicated condenser
response during the event, and known problems
with the atmospheric dump valves caused
concern regarding potential for thermal binding
of the valves.

4.2 Latent Errors

Latent errors at the 1996 Wolf Creek
Generating Station event included errors in
warming line design, lack of technical
knowledge regarding conditions that cause
frazil icing, failure to respond to industry
notices, errors in technical specification
interpretation, and maintenance failures for
packing of the turbine-driven auxiliary feed
pump. These factors, coupled with active
errors of declaring equipment operable without
performing either engineering evaluation or
root cause analysis and failure to transfer
information concerning the state of the ultimate
heat sink, contributed to the event. The risk
factor increase for this event, 24,578, was the
largest observed in the sample of operating
events analyzed. It is significant that almost all
of this increase in risk was due to human
performance issues. The event importance for
this event was 5.2E-03. Human performance
was a key factor in the initiation of these events
and the risk increase that resulted.

Qualitative analyses of all events produced
further insights regarding the role of human
performance in operating events. Table 3-2
summarizes human error categories6 and
subcategories.

The errors that contributed most often to plant
events and caused the greatest increases in
plant risk were latent errors. Two-hundred and

. Attempts were made to assign a single error to an
individual performance category. In instances
where an error crossed two categortes, a 0.5 value
was assigned to both error categories. This
prevented double counting of a single error. In this
present study, there are six instances where
representation for an error in more than one
category is appropriate.
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seventy errors were identified. Of these, 19%
were active and 81% were latent. This
situation reflects the fact that most often active
errors have immediate observable impact.
Latent errors can accumulate over time until
they are manifest by the right conditions.

Review of these data suggests that latent errors,
including those associated with maintenance,
were important contributors to the significance
of the highest conditional core damage
probability events that have occurred in recent
years. However, latent errors are seldom
explicitly modeled in PRAS, instead they are
combined into a single equipment failure event.
Data on latent errors would provide a more
specific description or a root cause for this
equipment failure event.

Functional failures and component failures can
be introduced by a variety of human and
organizational sources, some of which
influence the significance of operating events.
In general, the work processes by which human
errors are introduced include design review,
configuration management of drawings,
procedures, and equipment; maintenance,
surveillance, and corrective actions. In a later
work based on the review of numerous major
accidents from around the world, Reason
(1997) introduced the term latent conditions.
This was to characterize problems resulting
from poor design, gaps in supervision,
undetected manufacturing defects, maintenance
failures, unworkable procedures, clumsy
automation, shortfalls in training, or less than
adequate tools and equipment. Such conditions
may be present for many years before they
combine with local circumstances and active
failures to cause operating events.

4.3 Multiple Errors

Multiple errors and failures occurred in the
events analyzed. On the average these events
contained four or more errors in conjunction
with hardware failures. Fifty percent of events
contained five or more errors. Many events
contained between six and eight errors.
Individual errors were mostly minor,
insufficient by themselves to cause an event.
Their effects are cumulative and challenged
plant systems and resources. For example, an



inadequate design review may be insufficient to
produce a major event. However, it can result
in a latent condition that leads to failure once
certain conditions occur. For example, in the
1996 Wolf Creek Generating Station event, the
warming line design was inadequate. However,
this error did not become apparent until frazil-
icing conditions were present.

4.4 Dependence

Dependence within events can be inferred in a
number of different ways. First, there 1s
dependence among human errors such as
multiple latent failures involving maintenance
practices or engineering practices. For example,
at Wolf Creek (1996) engineers failed to
rigorously test and verify assumptions
regarding frazil icing documented in the plant’s
specifications that were used by the operations
personnel. This influenced the failure of the
crew to detect and recognize frazil icing
conditions. Thus, latent errors combined to
influence the probability of an active error, the
ability of the crew to detect and recognize the
frazil icing conditions.

In some instances, through common cause
mechanisms, human errors can impact more
than one basic event. At South Texas Project,
errors committed while performing a common
task caused both diesel generators to become
unavailable.

Additionally, errors can influence the
likelihood of failure for one component that
can, in turn, influence the likelihood of failure
for subsequent components in a particular event
sequence. At Wolf Creek Generating Station,
human error contributed to traveling screen
freezing. Failure of the traveling screens in
turn, failed multiple systems due to loss of
ultimate heat sink.

In the present study, INEEL performed a
preliminary mapping analysis on a sample of
events’ to: (1) identify evidence of multiple
errors combining to cause or contribute to a
single basic event, (2) evidence of a single error
causing or contributing to a single basic event,

” Ten events from Table 3-1 having the highest
CCDP were selected for analysis and are presented
in detail in Table C-1.

and (3) evidence of multiple errors combining
to cause or contribute to multiple basic events.
This analysis is summarized in Table 4-1. The
following summarizes general findings about
the type of dependency identified through
analysis of events.

4.5 Relation of Errors to PRA Basic Events

Multiple Errors Mapping to A Single PRA
Basic Event. For example, the LOOP initiating
event at Indian Point 2 is an example of
multiple human errors (6) causing or
contributing to the initiating event. The diesel
generator basic event in that model (EDG #23)
also contains evidence of multiple errors (3)
causing or contributing to one basic event.
Three human errors combined to cause or
contribute to common cause failure of the
suppression pool strainers at Limerick 1.

A Single Error Mapping to a Single PRA Basic
Event. Limerick 1 provides evidence of a single
human error causing or contributing to a
transient initiating event, i.e., engineering
review of test results on the safety relief valve
(SRV) failed to recognize seat leakage coming
from the pilot valve. An improper valve lineup
at Haddam Neck caused or contributed to an
increased failure rate for the Power Operated
Relief Valve (PORV).

Multiple Errors Mapping to Multiple PRA
Basic Events. At Robinson 2 two human errors
caused or contributed to three basic events in
the PRA model. Errors in debris removal and
inadequate QA of system cleanliness caused or
contributed to the failure of two safety injection
trains. The 3" train was modeled as having
increased potential for failure due to this
common cause failure mechanism.

In the Wolf Creek Generating Station, Perry,
and Robinson events, human error caused or
contributed to widespread safety system
impacts throughout the plant. The Wolf Creek
event was a failure of the ultimate heat sink, the
Perry event was a failure of all ECCS systems,
and the Robinson event was a failure of all
safety injection.

In other cases, human error caused or
contributed to hardware failures that triggered



the initiating events, and which also degraded
response to the events. This includes the
Oconee 1997 SLOCA with failure of 1 train of
high pressure injection (HPI) cold leg injection,
and the Limerick transient and loss of ECCS.

Differences were noted regarding the mapping
of human error to PRA basic events versus

operating events. In the case of PRA basic
events, multiple errors were most frequently
observed to cause or contribute to single basic
events. In the case of operational events,
multiple errors were observed most frequently
to contribute to or cause multiple system or
component failures. In important events human
error’s impact is widespread causing

Table 4-1. Summary of Human Error Contribution to PRA Basic Events Included in SPAR Models

Event Human Error Affected Basic Events Involved Components
Mapping to PRA or Systems
Basic Event Failures

Wolf Creek (1996) — 7 Human errors combined to 1 Transient initiating event A-train for auxiliary

Frazil icing buildup cause or contribute to 1

leads to potential loss TRANSIENT initiating
of ultimate heat sink event and 12 Basic Event
failures

1 Basic event did not involve
human error

These 12 basic event failures
included the common cause
failure of :

Auxiliary feedwater (AFW)
pumps,

Chemical volume and control
(CVC) pumps,

High pressure injection
(HPl)pumps,

Residual heat removal (RHR)
pumps, and

Emergency diesel generators
(EDGs).

And loss of individual
component function for:

AFW pump,

CVC pump,

HPI pump,

RHR pump,

RHR heat exchanger, and
EDG.

Other basic events included

Main feedwater human error —
No recovery

Failure of the C train turbine
driven AFW

feedwater (AFW),centrifugal
charging pump (CCP), diesel
generator (DG), high
pressure injection (HP1)
pump, and the residual heat
removal system (RHR)

Oconee 2 (1992) -
Manipulation of
battery charger and bus

transfer problems leads
to LOOP

3 Human errors combined to
cause oOr contribute to a
LOOP initiating event

10 Human errors combined
to cause or contribute to 1
basic event failure

2 Human errors combined to
cause or contribute to 2 basic
event failures

1 LOOP initiating event
Common cause failure of both
Keowee Units

Failure of main feeder buses 1
&2

Keowee hydro units

Keowee hydro units and
main feeder buses 1 & 2.

Perry (1993) — Failure
of all suppression pool
strainers leads to
failure of all
emergency core
cooling

4 Human errors combined to
cause or contribute to 1
Basic event failure

Common cause failure of
suppression pool strainers

RHR suppression pool
strainer
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Oconee 2 (1997) -
Small LOCA condition
assessment with
assumed failure of HPI
cold leg injection path

6 Human errors combined to
cause or contribute to a
SLOCA initiating event and
1 basic event failure

1 Small LOCA initiating
event

Failure of HPI cold leg
injection path A

HPI injection cold leg path A

Limerick 1 (1995) -
Poor testing of safety
relief valves; material
control and
cleanliness problems
lead to common cause
failure of suppression
pool strainers.

1 Human error caused or
contributed to the
TRANSIENT initiating
event and one basic event
failure

3 Human errors combined to
cause or contribute to 1 basic
event failure

1 transient initiating event

Main steam safety relief valve

Common cause failure of the
suppression pool strainers

Main steam safety relief
valve (MSSRV)

Suppression pool strainers

Indian Point 2 (1999) -
Reactor trip followed
by spurious trips leads
to LOOP

6 Human errors combined to
cause or contribute to a
LOOP imtiating event

3 Human errors combined to
cause or contribute to 1 basic
event failure

3 Human errors combined to
complicate event response
but did not directly cause or
contribute to any basic event
failure

1 LOOP initiating event

Failure of emergency diesel
generator 23

Station auxiliary load tap
changer

Emergency diesel generator
(EDG 23)

Hatch (2000) - Partial
loss of feedwater event

1 Human error caused or
contributed to a
TRANSIENT initiating
event

3 Human errors combined to
cause or contribute to | basic
event failure and many failed
sequence recoveries

1 transient initiating event

Operator failure to control
HPI sources

Transient sequence XX
recovery sources

Inlet valves

HPI sources

McGuire 2 (1993) -
Failure of turbine
generator runback
feature leading to

3 Human errors combined to
cause or contribute to a
LOOP

1 LOOP initiating event

Turbine generator runback &
bus line insulators

LOOP 4 Human errors combined to 1 steam generator tube rupture Steamn generator (SG)
cause or contribute to a initiating event
SGTR initiating event and
one basic event Failure to isolate a ruptured
steam generator
No human errors mapped to Unaffected basic events: PPR
5 basic events involving -SRV -CO
PORVs PPR-SRV-CO-SBO,PPR-
MOV FC, CC, PPR- SRV -
CC-PRV1
Robinson 2 (1992) - 2 Human errors combined to 1 LOOP initiating event Start up transformer

Maintenance and
design leading to start-
up transformer trip
followed by LOOP

cause or contribute to a
LOOP initiating event

2 Human errors combined to
cause or contribute to 3 basic
events

Common cause failure of
safety injection pump trains
AB,&C

Safety injection (SI) pumps

Haddam Neck (1993)

— Motor control center
bus failure and PORV
failure

2 Human errors combined to
cause or contribute to 1 basic
event

1 Human error caused or
contributed to 1 basic event

Failure of motor control
center (MCC) #5

Failure of Power operated
relief valve (PORV)

Electrical bus failure

PORV

support system failures, safety system failures,
or a combination of initiating events and

responses to those events. In some cases,
similar errors and failures were involved. For
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example, two of the three boiling water reactors
(BWRs) reviewed in Table C-1 experienced
common cause failure of the suppression pool
strainers as a result of multiple human errors.

4.6 Inattention to Recurrent Problems

Utility inattention to recurrent problems was
evident in 41% of events. This included
inattention to NRC inspection findings, internal
engineering department notices, industry
notices, vendor notices, and previous LERs. In
many cases, problems that should have been
known from previous experience were not
identified, or acted upon. This includes
operating with known design deficiencies,
permitting “workarounds” (i.e., alternate
operator actions — usually manual actions to
operate the system), or documenting problems
and solutions but failing to take action in time
to prevent an equipment or system failure.
Failure to follow plant or industry trends,
respond to industry notices, owners’ groups
reports, or pay attention to recurrent problems
figured prominently.

4.7 Active Errors

Of the total active, post-initiator errors, 28%
involved command and control and resource
allocation failures. For example, command and
control between Oconee Unit 2 1992 and
Keowee hydroelectric station compromised
plant response. Keowee staff was performing
actions that affected emergency power at
Oconee without notifying or obtaining
permission from Oconee control room
management. The Beaver Valley 1 LOOP
event failed to include operations in
maintenance planning and there were no clear-
cut protocols for the Unit 2 staff to direct
operations at the switchyard. At McGuire 2,
during the LOOP event the duties and
responsibilities for the senior reactor operator
(SRO) during emergency conditions were not
well defined. Command and control was an
issue at other plants. Staffing problems and
interference from the field also influenced crew
response at Salem 1 when cooling water was
lost during river grass intrusion.

Based on the experience of the authors, these
types of command and control failures do not
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appear to be explicitly modeled in PRAs. As
with most details of pre-initiator errors, these
types of problems are included in the raw data
used to determine the component failure rates
or test and maintenance unavailabilities.

4.8 Inclusion of Errors in PRA

Many of the significant contributing human
performance factors observed in operating
events are not explicitly modeled in the human
reliability analyses of the current generation of
PRAs, including the individual plant
examinations (IPEs) (see Section 5 and
Appendix D for more discussion). The current
generation of PRAs does not explicitly treat
differences among types of latent errors, or the
combining of multiple latent errors determined
by analysis to be important in these operating
events.

Most HRAs in current generation PRAs
separate human actions into two basic
categories: pre-initiator actions and post-
initiator actions. Pre-initiator actions are those
that, if performed incorrectly, can impact the
availability of systems and components when
they are needed to respond to an accident
initiator. These actions typically include errors
in calibrating instrumentation or errors in
restoring systems after maintenance. Post-
initiator human actions are typically classified
as either response actions (actions required for
proper plant response, generally called out in
procedures) or recovery actions (restoring
failed or unavailable systems in time to prevent
undesired consequences).

By their very nature, latent human errors tend
to be more closely aligned with pre-initiator
human actions and failures of standby
components and systems upon demand.
NUREG-1560 found that while all of the
various PRAs addressed pre-initiator human
actions, their treatment varied across plants.
Several PRAs addressed pre-initiator human
actions by arguing that their failure
probabilities are insignificant or contained
within the system unavailability data. Other
PRAs used a screening approach and only
quantified explicitly those events that proved
important after initial accident sequence
quantification. None of the IPEs performed an



analysis that explicitly factored observed latent
errors into the model or assign human action
failure probabilities based upon multiple,
underlying, latent conditions.

The review contained in NUREG-1560
determined human performance to be an
important contributor to risk. For example, in
the pressurized water reactor (PWR) PRAs,
switchover to sump recirculation was observed
to account for 1 to 16% of CDF (average of
6%). Contribution to CDF for feed and bleed
initiation was observed to range from 1-10%
with an average of 4%. An overall impact of
the set of all modeled human actions was not
provided as part of the report, but in some
instances a single human action was involved
in as much as 40% of the CDF. Generally,
PRAs find that human performance is
important in sequences that require operator
actions to initiate or operate plant systems to
mitigate the effects of an initiating event and
subsequent equipment failures. Examples of
such actions include switchover to sump
recirculation mode, initiation of “feed and
bleed” or once through core cooling, and
depressurization and cooldown.

In the events studied, both BWRs and PWRs
were susceptible to the influence of latent
errors. For example, known design problems
for components and systems that have not been
acted upon by the licensee are considered to be
latent errors. Inadequate engineering
evaluations, problems in configuration
management, and poor work package
preparation, are additional examples of latent
errors. The distribution of significant events in
this study follows the general percentages
among BWRs and PWRs in the U.S.

Of the 48 events initially selected for this study,
11 were determined to have no human error
contribution, 23 were quantitatively evaluated
and 14 were only qualitatively evaluated. For
the events where a numerical contribution was
determined, the average human error
contribution to the change in nisk was 62%.
Recall that the events were selected because
they were thoroughly documented, the effects
of human performance were well characterized,
and the influence of human performance was
likely to be noteworthy. This selection of
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events naturally skews the results to emphasize
human performance significance.

Not withstanding, it can be stated that improper
human performance can severely impact risk
and changes in risk.

In contrast to errors modeled in most PRAs,
omussions and commissions in following
procedures or taking actions within a given
time were not found to be the major
determinants of nsk increase. Furthermore,
active human errors, although important,
represented a smaller proportion of human
errors and failure events. Latent errors were
the primary contributors to the events studied;
active failures by operations personnel were
not. Of course, the events modeled in the ASP
program are only precursors to core damage
and rarely proceed far enough to challenge
many of the procedures or actions modeled in a
PRA.

In most cases, it was not possible to say that a
single error or failure caused the event, but that
multiple factors were contributors. Combined
with other failures, however, human errors
produced challenges to plant systems and
resources. In many events, inadequate attention
to industry and NRC notices, as well as known
deficiencies in the plant, contributed to the
event. In nearly all cases, plant nsk more than
doubled as a result of the operating event and in
some cases increased by several orders of
magnitude over the baseline risk presented in
the PRA. This increase was due, in large part,
to human error.

Even though the events selected were biased to
emphasize human performance issues, the large
number of latent errors and conditions
identified in these operating events suggests a
degree of detail not previously modeled. This
level of detail may be needed if individual
contributions to hardware failures are desired
(for example, in studies where mechanisms by
which the prevention or detection of latent
errors could be improved). In addition, further
analyses may be needed to better understand
the impact of smaller, less-significant errors,
and the mechanisms by which they combine to
produce larger, more significant effects.
Dependencies among latent and active human



errors should be investigated to determine
impacts on failure probabilities.

Other issues that may warrant additional study
include the work processes and practices by
which licensees control maintenance work, and
mechanisms by which recurrent problems and
notices are addressed. Note that the recent
implementation of the NRC’s maintenance rule
and industry corrective action initiatives may
have improved detection and correction of
latent errors; however, no summary evidence is
available at the current time to confirm this.

In terms of modeling, there is a question of how
best to integrate the potential impact of latent
errors on accident sequences in PRAs. For
example, is the true impact of human error
adequately assessed in PRA when latent errors
are only accounted for in equipment failure?
Should new contributors to initiators or
sequences be considered? Should changes to
screening approaches be considered to better
account for latent error? Are there enough
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similarities in the number and types of latent
errors evidenced in events that failure rates and
distributions for them can be determined?

Are the existing logic structures used in PRA
the appropriate ones for incorporating this
information? How does this information from
events complement or support current efforts in
the field of HRA to address the issues of errors
of commission and context? What further
research of events is needed to support the
technical basis underlying the NRC inspections
process?

The NRC has issued its recommendations for
reactor oversight process improvements and
implementation (SECY-99-007). Based in part
on insights from the review of operating events
obtained from this project, a need was
identified to characterize the extent to which
performance issues observed in significant
operating events will be accounted for in the
reactor risk oversight process.



5. SUMMARY, FINDINGS, AND IMPLICATIONS OF
ANALYSIS

A sample of 48 events identified as significant
through the ASP program was selected and
analyzed to determine the impact of human
performance on risk contributors. In all but 11
cases, the influence of human performance was
present. Those 11 events were not analyzed
further. The 37 remaining events were
evaluated qualitatively. Where possible, events
were also analyzed using SPAR PRA models.
Analysis results suggest a number of findings
regarding the influence of human performance
on this sample of significant operating events.

5.1 Analysis Findings
5.1.1 Effect of Human Performance

Human error contributed significantly to risk in
nearly all events analyzed. Forty-one percent
of events involved partial or complete loss of
either onsite or offsite power, twenty-two
percent involved loss of ECCS, and nineteen
percent involved loss of feedwater. In the
events, the event importance’s ranged from
1.0E-6 to 5.2E-3. A characterization of the
contributions to the risk increases shows that
human performance contributed between 10%
and 100% for any given operational event. The
average human error contribution to the change
in risk was 62%.

5.1.2 Latent Errors

Latent errors were present in every event
analyzed and were more predominant than
active errors by a ratio of 4 to 1. This is similar
to other recent studies concerning the impact of
organizational factors (Reason 1998) and the
diffuse impacts of work processes upon plant
risk (Gertman et al., 1998).

Latent errors were noted in all facets of
performance studied, including operations,
design and design change work practices,
maintenance practices and maintenance work
controls, procedures and procedures
development, corrective action program and
management and supervision. The degree of
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latent error involvement in risk-significant
operating events warrants attention. A study of
the contribution of latent errors to the important
basic events in models of plant risk would
provide useful information especially in cases
where the cause of the failure is important. This
would help to focus resources on plant
programs that are important contributors to
plant risk.

A related need is further analysis of the impact
of smaller, less significant errors. Specifically,
this research raises the questions of how they
combine to produce larger, more significant
effects, and what the risk implications are
associated with dependencies among multiple
human errors.

Errors and deficiencies in work practices can be
a root cause for latent failures. Implicitly, work
process deficiencies were present in a large
number of events analyzed and are evidenced
by errors in design and design change practices,
maintenance practices, maintenance work
controls, and corrective action program

failures.

5.1.3 Multiple Human Errors

Without exception, operating events analyzed
in this study included multiple human error
contributing factors. On the average, the 37
qualitatively analyzed events contained 4 or
more human errors in combination with
hardware failures. Fifty percent of events
contained five or more human errors. Many
events contained between six and eight latent
human errors. These errors were diverse, and
included factors such as failure to enforce
standards, lack of quality assurance during
procedure writing, duties and responsibilities
not clearly understood during events, failure to
trend and address previous problems, and
failure to test after equipment malfunctions.



5.1.4 Human Errors Impact PRA-Significant
Equipment

Human errors can result in the failure or
increased likelihood of failure of PRA-
significant equipment. Of the 37 events
involving human performance issues, 23 were
analyzed by quantitative methods. The risk
increases associated with these events ranged
from 1E-6 to 5.2E-3. In the vast majority of
these events, human errors were prevalent.
They were sometimes modeled explicitly in the
PRA model, but for the most part, the impact
was reflected in component failure or increased
unavailability of hardware components
modeled in the PRA. Findings highlight the
need for increased understanding of the risk
impact of latent errors on operating events as a
key step in furthering our knowledge regarding
risk contributors. This trend regarding the
importance of latent conditions and errors may
change as the sample of events is increased, but
based on the present study, this finding 1s
unequivocal.

Human error was determined to contribute to
component failures. There were three events
where a single human error contributed to a
single PRA basic event, and seven events
where multiple human errors contributed to
multiple PRA basic events. Dependency
between maintenance and design errors, and
dependency between preceding and subsequent
component failures in several event sequences
suggest that the issue of the representation and
failure rates of dependency in HRA needs to be
given greater consideration.

Failure rate information that reflects combining
human errors in events is also needed. To do
so first requires being able to characterize the
linkages between these errors and functional,
system, and component failures. Since many
errors resulting in equipment unavailability and
demand failure occurred as a function of
inadequate work processes, research aimed at
understanding work process influence on
maintenance and operations may be key to
understanding these errors and associated
dependencies. A better understanding of latent
errors would also lead to the development of
HRA methods that are more robust in modeling
human error inter-dependencies and the

272

contribution of pre-initiator human errors.
5.1.5 Error Category Findings

Design and design change work process errors
were present in 81% of events, maintenance
practices and maintenance work control errors
were present in 76% of events, and operations
errors were present in 54% of events. The
percentages of all other error categories ranged
from 3041%. Additionally, more maintenance
and operations errors mapped to basic events in
the PRA model than did design and design
change errors.

Errors in procedures and procedure
development were present in 38% of events,
management and supervision errors were
identified in 30% of events. The analysis team
expected the presence of errors in these
categories above. The extent of recurrent plant
problems and errors in the corrective action
program was less expected and is treated
separately below.

5.1.6 Recurrent Problems

Forty-one percent of events demonstrated
evidence of failures to monitor, observe, or
otherwise respond to negative trends, industry
notices, or design problems. This suggests that
inadequacies in licensee corrective action
programs may play an important role in
influencing operating events. Indicators for
determining when these processes are flawed,
and what impacts on safety and performance
may be expected, would prove useful.

5.2 Areas Identified for HRA Enhancement

This research has identified several areas for
potential enhancements to HRA models, data,
or quantification. The six potential
enhancements identified by the analysis team
for future consideration are listed below.

1) A method for using human performance data
from operating events to support HRA should be
considered. Updates to human error probability
(HEP) reference values and distributions based
upon operating experience would be a
significant improvement for HRA. This study



demonstrates an approach for identifying those
errors leading to unsafe acts by mapping
multiple latent errors to PRA basic events.

2) HRA applications can be directed toward
charactenzing latent errors and a portion of work
process variables present in operating events.
Guidelines on how this can be integrated with
existing fault tree and event tree models,
including level of HRA analysis, should be
developed as part of the HRA process.

3) Data on activities related to maintenance,
surveillance, test, calibration, installation, and
corrective action prioritization and processing
could provide a basis for assessing the root
causes of equipment failures rates and for
potential recovery actions and decisions with
risk impact potential.

4) The mechanisms by which small, multiple
errors impact risk and the linkages by which
they combine should be better understood. After
an initial human error, dependency calculation
methods often increase subsequent human error
probability (HEP) estimates. However, many
small errors are often not considered or are
discarded after the screening analysis. Often
these small, multiple errors cut across different
systems and quite different components, do not
become important until the occurrence of the
initiating event.

5) It is difficult in many situations to consider
the impact of variables such as latent error that
are only considered implicitly. The percentage
of hardware unavailability due to human error as
opposed to random hardware failures is not
known. If this were determined, then the risk
reduction associated with human reliability in
these areas could be better approximated.

5.3 Relation of Event Duration and Event
Severity

The events were analyzed for duration to see if
the events with a higher conditional core damage
probability occurred over a longer period of time
than others. The top four events (i.e., those
having the highest CCDPs) were compared to
those with the lowest CCDP numbers. We
questioned whether events that were mitigated
more slowly might pose a greater risk than those
that were handled more quickly. No such trend
was found.
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5.4 Errors in Operations

For events involving errors related to operations,
two types dominated. In the first type, operators
erred due to deficiencies in command and
control and resource allocation (Salem, Wolf
Creek Generating Station, Oconee—Keowee,
McGuire). The second major source of
problems during operations was ineffective
diagnosis (Catawba, Oconee Unit 3).
Additionally, compromised situation awareness
and communications errors further influenced
events. Insufficient technical understanding
coupled with inadequate procedural guidance
also degraded operator performance. Currently,
HRA methods do not typically address problems
in communications other than through
performance shaping factors.

The most often-observed human error category
for active errors was command and control and
resource allocation. The dynamics of these
factors in operating events are not well
understood. There are no HEPs in traditional
sources either for command and control errors,
or for aspects of distributed decision making
such as those errors that occurred in the
Oconee—-Keowee and the Salem river grass
intrusion events. A Technique for Human Event
Analysis (ATHEANA) and other methods may
provide a structured means to characterize
important factors used in deriving estimates via
consensus expert opinion. However, there is no
data set of peer-reviewed values or distributions
to which one can turn for guidance when
performing quantification.

5.5 Relationship to IPE and Current Industry
Efforts

5.5.1 Relationship of Errors in Events to IPE

Most of the latent human errors observed in the
37 qualitatively-analyzed operating events are
neither explicitly modeled nor documented in
the current generation of utility IPEs. Such
errors are generally captured in the
unavailability values assigned to the impacted
equipment or components (and their failure
modes). In this manner the overall numerical
risk calculations are more nearly complete with
respect to latent human errors than the explicit
description of these errors in the PRA. The IPEs



(see NUREG-1560) primarily estimate the
human contribution to plant risk through
explicitly modeled operator actions in response
to upset plant conditions. While this is a
legitimate human performance source of risk,
this study shows that it is not the only source.
By not explicitly modeling the latent human
errors, sensitivity and importance studies to
determine the influence of human performance
on risk using the IPEs may under-estimate the
impact of human performance on risk.

5.5.2 Ties to Industry Efforts

The Institute of Nuclear Power Operations
(INPO) documents several practical suggestions
for promoting excellent human performance at
nuclear power plants (Building on the Principles
for Enhancing Professionalism: Excellence in
Human Performance, Institute of Nuclear Power
Operations, September, 1997). They emphasize
that these suggestions should be followed during
design, construction, operation, and maintenance
rather than just targeting work outcomes (an
end-state). “Human error,” they state, “is caused
by a variety of conditions related to
organizational practices and values.” Therefore,
“to optimize task execution at the job site, it is
important to align organizational processes and
values.” Effective team skills are an important
part of this. But at the same time, INPO
emphasizes that individuals need to
conscientiously confirm the i