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Director’s Forum

A Message from the Defense Standardization Executive

I was very pleased to recently be appointed as nity a unique opportunity to positively mflu-
the Defense Standardization Executive. This ence the outcomes of defense acquisinon pro-
new role strongly complements my responsi- grams. One of those positive opportunities 1s
bilities as the Director of Systems Engineering to make standardization a more eftective engi
tor the Department. I believe a robust and pro- neering tool m restoring disctphine and consis-
ductive partnership between the standardiza teney to our acquisiton and sustainment

tion and systems engieering conumunities engineering processes.

will significantly enhance the Department’s

s . . : a I'he Department of Defense develops and
etfectiveness and improve our weapon systems

oLl xS ) e Vb delivers to our soldiers, sailors, airmen. and
acquisiton and sustainment capabihites.

Marines incredibly eftecrive but increasingly

Recent congressional acquisition reform ini- complex weapon systems. As the complexity
natives and Secretary of Defense guidance call of our systems has increased, so has the need
for increasimg the Department of Defense’s tor etfective engineering throughout the hite
emphasis on our engineering capabilities. The cycle. We face challenges i implementing
2010 Quadrennial Defense Review executive controlled engineering processes, trom re-

summary highlights acquisicion reforni and
systems engineering, stating that the Depart-
ment needs to “improve how it matches
requirements with mature technologies, main
tains disciplined systems engineering ap-
proaches, isututionahzes rapid acquisition
capabiliies and implements more comprehen-
sive testing,” The Weapon Systems Acquisition
Reform Act of 2009 (Public Law 111-23) es-
tablishes the statutory requirement for a Direc-

tor. Systems Engineering, who is the “principal

systems engineering advisor to the SECDEF

i T e Stephen Welby
and the USD(AT&L).” This emphasis at the Director, Systems Engineering
most senior level offers the technical commu and Defense Standardization Executive
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quircments identification and analysis, through
technology and architecture selection and
assessinent, analysis and coordination of com-
plex system design, development, and execu-
tion, to delivering rigorously tested production
systems with a full complement of sustainable
hardware and software capabilities. In the past,
the acquisition community has largely focused
on the execution of programs at Milestone B
and beyond. We are now increasingly focused
on addressing carly acquisition phases, mclud-
ing requirements definition, development
planning, and carly acquisition systems engi-

neering support.

To achieve successtul program outcomes de-

mands eftective acquisiion management based
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on a disciplined approach to systems engineer-
ing. Standards help provide that discipline by
creating common solutions that reflect our
corporate technical process memory and en-
abling communication of requirements be-
tween and across the Department, industry,

and our allies.

The Department of Defense is challenged to
drive best systems engineering practices back
mto the way we do business. With the energy,
focus, and talent of our engineering and stan-
dardization communities, 'm confident that

we can meet those challenges.






DoD’s Office of the Director, Systems Engineering (IDSE), is actively nvolved with
international standards organizations working on systems engineering and software
engineering processes. That involvement has created synergies for both DoD and

the standards organizations over the past 15 years.

Background

In 1994, then—Secretary of Defense, Dr. Wilham Perry, 1ssued a memorandum,
known as the “Perry memo,” directing the use of performance and commercial
specificadons and standards in heu of military specifications and standards, unless
no practical alternative existed to meet the users needs. Shortly after the Perry
memo was issued, the Systems Engineering office, under the direction of Mr.
Mark Schaeffer, became a member of the U.S. Technical Advisory Group (TAG)
to Subcommittee 7 (SC7) of Joint Technical Committee 1 (JTC1), a component
of the 1SO/International Electrotechnical Commission (IEC). DoD’s purpose in
joming the TAG was to help ensure that mternational commercial standards
would meet the needs of DoD) in the areas of systems and software engineering.
Dob also tasked the Institute for Defense Analvses (IDA) with participating in in-
ternational standards organizations to help achieve DoD’s goals for the use of

commercial standards.

About the Standards Organizations

ISO prepares and publishes international standards across a broad range of technical
and functuonal areas. This work is done through 1SO’% 209 technical committees
(TCs). In addition, ISO participates with the IEC in JTC1, whose focus is informa-
tion technology. The 1EC, which has 219 TCs and subcommittees (SCs), prepares
and publishes international standards for all electrical, electronic, and related tech-

nologies.

JTC1 has 18 SCs of its own, including SC7. When DoD began its involvenient in
the mid-1990s, SC7 was named “Software Engineering,” but it was the only stan-
dards organization for systems engineering process standards. In 2000, thanks in
part to DoD)’s efforts to revitalize systems engineering, SC7 changed its name to
“Software and Systems Engineering,” with a focus on standardization of processes,
supporting tools, and supporting technologies for the engineering of software
products and systems. In 2002, SC7 published 1its first systems engineerff;g life-
cycle process standard, ISO/IEC 15288, “Systems and Software Engincering—

System Life Cycle Processes.” &
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SC7 now consists of 37 participating national bodies, 20 observer countries, and li-
aisons with 1SO TCs, IEC TCs, and other international organizations. SC7 1is di-
vided into 14 working groups (WGs) and additonal study groups (SGs) as needed.
The United States is a participating national body with full voung privileges. Oper-
ationally, the day-to-day work on behalt of the United States is performed by the
U.S. Technical Advisory Group: the TAG consists of task groups (TGs) that corre-
spond to SC7% WGs. Do) and IDA mainly parucipate in TG7 and WG7, whose

focus is life-cvele management. Figure | shows the structure for JTC1 participation.

Figure 1. The Structure for JTC1 Participation
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The other organization of interest is the Institute of Electrical and Electronie En-
gincers (IEEE), a professional organization dedicated to advancing technology. The
IEEE Computer Society is an international orgamization that develops and dissem-
inates standards related to computer technology and is a haison organization to
SC7. In its role as haison, it also has a special relanonship with SC7 whereimn stn-
dards are developed and disseminated under both ISO/IEC and IEEE banners.
Such a relatonship avoids duphcation and ensures alignment and harmonization

among ternational standards for software and systems engineering.
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International Standards Related to Systems Engineering

SC7 and WG7 have undertaken a concerted effort to produce a harmonized and inte-
grated set of “framework™ standards that provide the overall structure of life-cycle
processes. In particular, SC7 and WG7 updated two framework standards, aligning them
as closely as possible. The two standards, each of which consists of a purpose statement,

outcomes, activitics, and tasks, are as follows:

B ISO/IEC 15288:2008, “Systems and Software Engineering—System Life Cycle
Processes™
B ISO/IEC 12207:2008, “Systems and Software Engineering—Software Life Cycle

Processes.”

Recogmzing that organizations would need a life-cycle model to implement the
processes in the framework standards, SC7 and WG7 are developing a multipart technical
report (ISO/IEC 24748, “Systems and Software Engineering—Life Cycle Manage-
ment”) describing the development and use of life-cycle models. Part 1,“Guide for Life
Cycle Management.” expected to be pubhshed in 2010, contains information on life-
cycle concepts and descriptions of the purposes and outcomes of representative life-cycle
stages. Tt also illustrates the use of a life-cycle model for systems in the context of
ISO/IEC 15288 and provides a corresponding illustration of the use of a life-cycle
model for software in the context of ISO/IEC 12207. In addition, Part 1 contains a de-
tailed discussion and advice on adapting a life-cycle model for use in a specific organiza-
tional environment, project, domain, discipline, or specialty. Parts 2 and 3 of ISO/IEC
24748, both in the committee stage of the development process, are the guides for 15288
and 12207, respectively. Part 4 will update IEEE 1220-2005,“1EEE Standard for Applica-
tion and Management of the Systems Engineering Process™; ISO/IEC 24748-4 will ad-
dress systemss engincering planning and the content requirements for a systems
engineering management plan. WG7 also has discussed a proposal to develop a Part 5 to
address software engineering planning and the content requirements for a software de-

velopment plan.

The “how to™ implementation of the life-cycle processes is left to lower-level standards.
Figure 2 hists the system hife-cycle processes (from ISO/IEC 15288:2008), grouped into
four categories: organization project-enabling, agreement, project, and technical. The
software lite-cycle processes (ISO/IEC 12207) are essentially the same, but also include
processes for software implementation, support, and reuse. Below are some of the pub-

lished process standards:

B [SO/IEC 15939:2007,“Systems and Software Engineering—Measurement Process”
B ISO/IEC 16085:2006,Systeins and Software Engineering—Life Cycle Processes—
Risk Management™
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Figure 1. System Life-Cycle Processes in ISO/IEC 15288:2008
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1 ISO/IEC 15289:2000,"Systems and Software Engineering—Content of Systems and

Software Lite Cycle Process Information Products (Documentation).”

SC7 s conunuing to develop or revise other standards related to one or more ot the
lite-cycle processes, including the following:
1 ISO/IEC 29148, “Software and Systems Engineermg—Life Cycle Processes—
Requirements Engineering” (under development).

1 ISO/IEC 15026, Systems and Software Engineering—Systems and Software Assur-

ance”'(being revised). Part 4 of this four-part standard, *Assurance 1 the Life Cycle”
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will provide systems and software process views (which describe using the activities and
tasks of existing processes to achieve a specified purpose and set of outcomes); Part 4

is closely related to Do) guidance on systems assurance and program protection.

Other standards of interest are in the areas of architecture, requirements engineering

a software

b=t

and configuration management tools, software maintenance, software testin
quality characteristics, and software quality management. Standards for process definition

and assessment also are relevant.

SC7 has pubhshed a collection of technical reports that are guides to using these stan-
dards, all of which are designed to work together harmoniously with a common vocab-

ulary.

Related DoD Activities

Along with contributing to ISO/IEC standards development, Dol) participates m SGs
tocused specifically on improving harmonization across life-cycle processes and relevant
standards. For example, DoD 1s participating on a WG7 SG tasked with further defining
the relationships between the multitude of processes, activities, and tasks in the areas of
validation and verification. The scope of the SG is to refine the understanding between
the objective of evaluation (verification, validation, test, etc.) and the evaluation tech-
niques used to meet the objective. This SG will conclude its work with a report high-
lighting recommendations for a consistent and economical terminology related to
validation and verification, analysis of documented evaluation techniques, and recom-
mendations for an evolutionary path for users of standards and technical reports that arc

to be revised or replaced.

Other Dol) activities include the alignment of Defense Acquisition Guidebook with
ISO/IEC 15288, the ahgnment of NATO’s quahity management process with 15288, and
the coordination of the Body of Knowledge and Curriculum to Advance Systems Engi-
neering (BKCASE) project with ISO/IEC TR 19759:2005, “Software Engineering—
Gude to the Software Engincering Body of Knowledge (SWEBOK).”

DEFENSE ACQUISITION GUIDEBOOK

To align with 15288, Chapter 4, *“Systems Engineering,” of Defense Acquisition Guidebook
describes 16 processes that Dol) considers important to its implementation of systems
engincering. The processes are categorized as technical management processes or techni-
cal processes, as shown n Table 1. Although these processes do not exactly duplicate
those in 15288, they align at the activity and task levels. DSE and 1DA mamtain that

alignment through various versions of both the standards and the guidebook.
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Table 1. Processes Important to Implementation of Systems Engineering

Technical management processes Technical processes
Decision analysis Stakeholder requirements definition
Technical planning Requirements analysis
Technical assessment Architectural design
Requirements management Implementation
Risk management Integration
Configuration management Verification
Technical data management Validation
Interface management Transition

NATO QUALITY MANAGEMENT PROCESS

When DoDs Systemis Engineering office was helping to prepare the 2002 version of

ISO/IEC 15288, 1t was also active i the quality management actuivities ot NATO. Dur-
ing an international meeting of WG7, Do) ensured that a quality management process

was incorporated into ISO/IEC 15288:2002 at the enterprise level.

Subsequently, in 2003, NATO reorgamzed and created a Lite Cycle Management
Group, which adopted ISO/IEC 15288:2002 us the standard tor life-cycle management.
Now, NATO is in the process ot adopting the 2008 version of 1ISO/IEC 15288 and has
approved plans to develop a NATO standardizanion agreement based on 15288 tor ratiti-
cation by NATO nations. Ratification is the commitment that nations will implement
the standard. NATO 15 also developing an implementaton  guide tor 1SO/IEC
15288:2008 to add NATO-specitic requirements while awaiting the release of 1ISO/1EC

24748 Part 2.

ISO/IEC 15288 is the basis tor the life-cycle processes i the 2000 series of the Alhed
Quality Assurance Publications. Those publications and the NATO standardization
agreements trom this series are reterenced in Chapter 11, Program Management Activi-

ties,” of Defense Aequiisition: Guidebook.

BKCASE PROJECT

The BKCASE project 1s one ot the worktorce development mnitiatives of DSE and its
Systems Engineering Research Center. An SC7 working group has a similar effore, main-
tenance of SWEBOK (ISO/IEC 19759). The Head of Delegation of the U.S. National
Body to WG7, Mr. Garry Roedler of Lockheed Martin, is participating in the BKCASE
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project through his reladonship with the International Council on Systems Engineering.
In a great coordinanion eftort at the last SC7 plenary meeting in May 2010, SC7 mem-

bers agreed to serve as reviewers on the project.

Conclusion

Systems engineering standards will continue to be important to DolD and, in parucular,
to DSE. DoD’s commitment to systems engineering standards is evidenced by its recent
realignment of DSP to DSE’s Mission Assurance team. That team 1s the gatekeeper for
systems engineering standards and specifications to be adopted by Dol and maintained
in the ASSIST-Online database for use by the Do) components. Partcipation in the de-
velopment of international systems and software engineering standards and inclusion of’

those standards in the ASSIST database has benefited both Do) and SC7.

About the Authors

Karen Richter is a senior analyst and project leader with the Strategy, Forces, and Resources
Division at the Institute for Defense Analyses, a research organization for the Department of
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Parts Management
in Systems Engineering

By Dan McLeod and Jay Mandelbaum
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Parts management is a design strategy that seeks to mmimize the number of unique or spe-
cialized parts used in a system (or across systems) to reduce the logistics footprint and
lower total ownership costs. As part of the engineering process, parts management Is an in-
tegrated effort to streamline the selection of preferred or commonly used parts during the
design of weapons systems and equipment within an overarching systems engineering (SE)
framework. Typically, preferred parts are those described by non-government standards or
military standards, or parts already i use in the Dol supply system. This process deter-

mines optimum parts while considering all factors that may affect program outcomes.

Parts Management

Parts management 1s the practice of considering the application, standardization, technol-
ogy (new and aging), system reliability, mamtamabihty, supportability, and cost in select-
g parts and addressing availability, logistics support, Diminishing Manufacturing
Sources and Material Shortages (DMSMS), and legacy issues i supporting them

throughout the life of the systems.

It 1s important to understand what part types are being addressed by the parts manage-
ment program. The term “part” could denote different hardware levels, depending on
how the term is used. In the context of a parts management program, these part types are
one or more pieces jored together, which are normally not subject to disassembly withowr destruction
or impatrment of their intended design nse. Microcircuits, connectors, resistors, capacitors, fas-
teners, bearings, valves, screws, and rivets are some examples of these part types. They are
the building blocks from which systems are created and, as such, greatly affect hardware
dependability and readiness. Because the reliability and maintaiability of the end item is
dependent upon these building blocks, the tmportance of selecting and applying the

most effective parts management program cannot be overemphasized.

It parts management sounds like an important acquisition engineering design consider-
ation, 1t 1s, especially in today’s acquisition environment characterized by rapidly chang-
ing designs and technologies and by increased risk to DoDD weapon systems and
equpment due to 1ssues with parts that atfect relability, standardization, and supportabil-
ity. Parts management takes on even greater importance in the overall defense environ-
ment—aftordability. In remarks delivered in Abilene, KS, on May 8, 2010, the 65th
anmiversary of the allied victory in Europe, Secretary of Defense Robert M. Gates high-

lighted the importance of aftordabihty:

As a matter of principle and political reality, the Department of Defense cannot go to
America’s elected representatives and ask for increases each year unless we have done every-
thing possible to make every dollar count—unless there is real reform in the way this de-

partiment does its busimess and spends taxpayer dollars.
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DEFENSE MANAGEMENT REVIEW AND ACQUISITION REFORM

In the 19805, parts control was a mandatory requirement for major acquisition programes.
(At that e, the program was “parts control™ and not “parts managenent.”) Over tme,
the parts control requirement and its enforcement became overly preseriptive, burden-
some, and costly for many programs. In 1991, under the Detense Management Review,
the regulatory requirement for parts control was ehmmated. Parts control became a dis-
cretionary practice tor major acquisition programs. In 1996, under Acquisition Retorm,
the parts control military standard was canceled and superseded by a parts management

guidance handbook.

The well-meaning intent of eliminaung both the policy mandaung parts control and
the parts control mihitary standard was not to eliminate the need tor etfective pares man-
agement, but to free the program oftice and contractor from what was perceived as an

.

overly prescriptive process and allow them to niake “smart” decisions. The message that
was supposed to be sent was that we want to replace a canibersome, costly, and tme-
consuming “parts control” process with an agile “parts management” process that
achieves specitied performance outcomes to optinmze system performance and supporta-
bility throughout the life cycle. Unfortunately, the unintended consequence of elinnnat-

ing the requirement and method tor parts management was that many programs stopped

addressing any torm of effective parts management.

PARTS MANAGEMENT REENGINEERING

In March 2004, DSPO established an ad hoc committee of government and industry
representatives to reengineer parts nanagement. This effort revealed that parts manage-
ment lacks discipline and is decentralized and undertunded. Morcover., responsibility tor
parts management is widely spread and poorly defined, which limits its value to Dol
The committee recognized that realizing the tull potenaal of parts management would
require tundamentl changes mvolving several organizations. The needed changes would
improve interoperability, increase operational availability, shorten system development

time, and reduce the logistics footprine and total ownership cost.

After studving the sttuation and identitying problem areas, the ad hoc committee pub-
lished recommendations to significanty improve detense parts management. Two ot the
most important recommendations were to

B make parts management a policy and contractual requirement and

B revitahize parts management within the systems engineering discipline.

These recommendations are mterconnected, because systems engineering 1s the arca re-

sponsible for the parts management contractual requirement.
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Systems Engineering

Parts management is an SE design consideration. Selecting the right parts is fundamental
to achteving many SE and manufacturing objectives, and it influences cost, schedule, and

performance.

To implement the committee’s recommendations, DSPO collaborated with the SE
community to cratt and reintroduce parts management language into SE policy, guidance
documents, and training. The response was very positive, because systems engineers are
acutely aware of the importance of using optimum parts in design. The Parts Standardiza-
tion and Management Committee (PSMC) is responsible for implementing strategies for
carrying out the recommendations for reengincering parts management. The PSMC is a
DSPO-chartered government and industry forum that influences and supports parts

management and standardization.

The PSMC, with strong systems engineering participation, has made significant
progress concerning the recommendation for parts management in the policy and con-
tractual requirement arca. MIL-STD-3018, “Parts Management,” and an associated Data
Item Description, DI-SDMP-81748,* Parts Management Plan.” have been developed for
contractual implementation of parts management requirements. DSPO published SD-19,
Parts Management Guide, to provide government and industry managers a pragmatic ap-
proach to parts management that will enhance weapon systems operational and logistics
readiness and will reduce the logistics footprint and total ownership cost. When used
with MIL-STD-3018, the guidance in SID-19 will help ensure successtul parts manage-
ment to support current acquisition strategy. A directive memorandum that would re-
quire weapon systems and equipment acquisition contracts to address parts management

is being considered.

Progress also has been made concerning the revitalization of parts management within
systems engieering. A recent event that will help ensure success in this regard was the
transition of DSPO to the Mission Assurance team of the Office of the Director, Systems
Engineering. This is a good fit because the parts management discipline is now in the
same specialty engineering group as several related disciplines: reliability, availability, and
maintainability (RAM); supportability, quality, and manufacturing and producibility;
DMSMS; and value engineering/reduction in total ownership cost. In addition to having
a direct positive impact in these areas, parts management will contribute to the overall SE

mission in the risk identification and management and the life-cycle focus areas.
Systems engineering’s representatives on the PSMC identified four goals for revitalizing
parts management within systems engincering:

b Eusure parts management is adequately reflecied in SE policy and gnidance. Recent accom-

plishments include the addition of parts management language in Defense Acquisition
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Guidebook, Chapter 4,7 Systems Engmeering,” Secuon 4.4.12. Other key SE policy,
contractual, and guidance documents are under review for potential inclusion of parts
management language.

B Conduct outreach on the importance and benefits of a proactive parts management approach.
Among the accomplishments i this area are presentations at PSMC conferences; de-
velopment ot a Defense Acquisition University course (CLL206, Pares Management
Executive Overview) as a continuous learning module; parts management traming, SE
presentations, and discussion panels at the annual DPMSMS and Standardization con-
terence; and journal articles. Opportunities going forward in this area mnclude presen-
tations at conferences hosted by industry associations; the Othice of the Director, Systems
Engmeering; the Othice of the Under Secretary of Detense tor Acquisition, Technol-
ogy and Logistics; and service program executive othices and systems commands.

B Build ou the parts management relationship 10 RAM. This goal should not be difficult to
accomiphish, because the relanonship between RAM and parts management has al-
ways been strong. RAM guidance documents address some torm of parts manage-
ment or part selection, but the verbiage needs to be strengthened and updated.

B Exploit parts management contributions to manufacturing readiness. This goal needs further

review to determmne how best to address parts management considerations.

Although much work renains to be done, the Dol parts management program is now

under the optimal organization tor accomphishing these SE goals.

Gonclusion

One cannot overstate the importance of systems engineering—and the specialty engi-
neermg disciplines associated with 1t—rto successtul, cost-eftective acquisition. Parts man-
agement contributes to the overall SE mission in the risk identification and nunagement
and the life-cycle focus areas. Today's parts management program is becoming more flex-
ible, more user triendly tor contractors, and more comprehensive due to a major reengi-
neering effort that is sull underway. The nme is right for parts management to be
emphasized m the SE area. The PSMC will continue to address SE parts management
mnitiatives with help from the SE and parts management communities. To be involved in
this eftort, please contact DSPOS Donna McMurry at Donna.McMurry@dla.nnl or
703-767-6874.
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Mitigating DoD’s
Acquisition Risks

By Brian Mansir




When buying commercial items and nondevelopmental items (NDIs), Dol) acquisition
teams must be aware of and take steps to mingate the risks associated with three potenual
problems: Diminishing Manufacturing Sources and Matenal Shortages (IDMSMS), coun-
terfeit parts and components, and components without leaded solder and tinishes. These
problems can have large regulatory compliance and life-cycle cost imphications, as well as

issues with performance.

Diminishing Manufacturing Sources and Material Shortages
THE PROBLEM

DMSMS situations arise when a source for an item stops producing the product, when
the manufacturer changes the product enough that it cannot directly replace the origimal
product, or when procurements tail because of product unavailability. Conmmercial items
and NDIs are particularly prone to DMSMS situations. Many of these items, espectally
those containing electronics, have short hte cycles. Such productis are cominuously being
improved or replaced by next-generation products. A typical connmercial electronic
product may be available for only 2 or 3 vears before a new generation of products
emerges or before the item is replaced by newer technology. This trend conthets with
DoD’s cfforts to sigmficantly prolong the life of weapon systems that contain such prod-
ucts. As a resule, repair parts disappear long betore the end of the weapon system’s life

cycle.

Obsolescence of nonelectronic and commercial oft-the-shelf items also poses a signifi-
cant problem to weapon systems sustmnability. When a commercial item or NDI has
been ncorporated into a defense system designed to be in service for 30 to 40 years,
most ot those items will eventually become obsolete and potentially become a DMSMS

problem.

RISK FACTORS
The risk of DMSMS 1s due to several factors:

B Rapid change. Commercial markets are driven by competition, profits, and market share.
In the electronmies technology sector, rapid technological advances drive rapid intro-
ducnion ot newer, more capable products. In chis rapidly evolving environment, new
product versions may not be interchangeable with earlier versions.

B Limited product data. Commercial item data are generally hmited to spectfications, op-
erating mstructions, and maintenance documenuation. Buyers of commercial 1tems

may obtain intertace and performance characteristics but have lictle or no sight nto
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the internal composition of a product. This lack of insight may greatly complicate the
process of identifying suitable replacement items when a DMSMS situation arises.

B Confignration and content variation. While developing and producing commercial 1tems,
manufacturers face constantly changing prices and availability of components such as
microchips, diodes, resistors, capacitors, disk drives, memory devices, and displays. As
a result, different production lots can be functionally equivalent but contain different
components and subassemblies. The product manufacturer may or may not idenufy
these configuration changes.

B fuventory costs. 1t 1s not in a manufacturer’s best imterest to warehouse quantities of an
existing product (or repair parts) when the product will soon be replaced by a next-
generation product. To avoid both costly warehousing expenses and unmarketable ex-
cess imventory, a manufacturer will minimize his aging stock, thereby linmting product
availabihity.

B Eud of producrion. When a commeraial item will soon go out of production, the eftects
of the end of production must be examined and understood at both the product and
system levels to determine what actions 1f any are needed.

B Eud of support. As new commeraial itenis are introduced into the market, manufac-
turers must determine when to stop supporting the older products. To avoid alienat-
ing the customer base using the older product, a manufacturer may support the
product even if doing so is not profitable. However, at some point, support by the
original equipment manufacturer (OEM) will end. (Third-party sources may be avail-

able to provide support services.)

Other Information Related to DMSMS

Defense Standardization Program Office, Diminishing Manufacturing Sources

and Material Shortages: A Guidebook of Best Practices and Tools for
Implementing a DMSMS Management Program, SD-22, September 2009.

RISK MITIGATION STRATEGIES

Solving DMSMS problems 1s complex, data mtensive, and expensive. The best way to mie-
1gate the risks of DMSMS s to design systems that enable frequent technology upgrades
or refreshments through the insertion of newer items as they become available. For exam-

ple, systems should be designed with standard interfaces and plug-and-play modules.

Risk mitigation does not stop when the design phase 1s completed. Rather, it must con-

tinue throughout the system’s life cycle. The following are among the risk mitigation
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strategies often used by integrated product teams:

Involve individuals who understand the interrelationships among commercial marker
torces, market research, technology trends, commercial standards, commercial product
risks, and risk mitgation strategies.

Involve users early and throughout the program life cycle to identify and resolve con-
stramts related to commercial items. Early end-user mvolvement helps to ensure that
requirements accurately reflect user needs. Users also can help prioritize requirements
and 1dentify and resolve potential suitability issues.

Perform continuous commercial item market research. Market research includes sys-
tem obsolescence protiling to plan for the continued support or replacement of soon-
to-be obsolete products.

Project the manufacturers product support period and inventories.

Integrate market research results with ficld data, including information technology,
obsolescence projections, system supportability, performance requirements, reliability,
maintainability, availability, and logistics.

Ensure that product obsolescence iformation is part of the overall system hfe-cycle
planning,.

Plan und provide tor testing. Commeercial products change rapidly and may have undis-
closed design changes. In additon, products being considered for system technology
refreshment need to be tested within a system context to verity tunctionality. Testing
1s necessary to ensure that engineering changes do not have a negative cttect on sys-
tem performance.

Use product selection factors that include product maturity: manufacturer produc-
tion and support history, stability, and flexibility; market share; and upward/downward
compatibility. These need to be weighted as to their relative importance and influence
on DMSMS risks.

Continually analyze the product to project and prioritize product obsolescence 1ssues;
to refine budget estimates; to identify emergent or unplanned commercial item sup-
port 1ssues due to changing business or market conditions such as bankruptcies, merg-
ers, and product line changes; and to determine alternatives to avoid obsolescence
situations.

Tailor risk analyses to take into account such factors as market conditions, technology
longevity and supportability, optimuni technology retresh cycles, numbers of system

configurations, and risk mitigation strategies.

The risk mingation strategies should be identified m the mregrated program plan. a

“living” document that is continuously updated to address overall strategic planning, in-

cluding program decisions and changes, and to project the system’s evolution. The plan
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also should address commercial item support options such as end-of-life buys, extended
warranties, license extensions, techuology refreshment, third-party maintenance, and data

rights.

Counterfeit Parts and Components
THE PROBLEM

Counterfeiting of parts and components occurs in nearly every type of commodity,
whether electronic or mechanical. A counterfeit part is a part that is a copy or substitute
offered without legal right or authority to do so or a part whose material, performance,
or characteristics are knowingly, or unknowingly, misrepresented by a suppher in the sup-
ply cham. Thus, a counterfeit part could be, for example, a used product sold as new, a
commercial product sold as military grade, a product stolen from the manufacturer’s pro-
duction line, a product built without authorization from the intellectual property rights

holder, or a product containing pure tin, but sold as containing lead.

The counterfeiting problen is huge. Rescarch from Businessiveek indicates that counter-
feit products probably make up at least 7 percent of world merchandise trade. The total

for counterfeit merchandise may have been as much as $512 billion during 2004,

A 2009 Deparmment of Commerce survey, focused on discrete electronic components,
microcircuits, and circuit board products, found that 45 percent of participating organiza-
tions had encountered counterfeit parts. The participating organizations represented the
entire supply chain from manufacturer to end user. The high percentage of organizations
with counterteit incidents indicates the pervasiveness of the counterfeit threat, which is
of particular councern to Dol) and the aerospace industry because of the potennal threat

to safety and security.

That same survey also found that incidents of suspected or confirmed counterfeit parts
rose by more than 240 percent from 2005 to 2008. The survey showed that item resale
value 1s not a major factor in determining what products are counterteited: of the re-
ported counterfeit incidents, most parts had a selling price between $10 and $100. Parts
need not be expensive to be lucrative i the counterfeit marketplace. The counterfeiters
do not have the costly research, development costs, or marketing expenses. In addition,
counterfeit goods are typically manufactured with deficient raw materials and substan-

dard manufacturing processes.

RISK FACTORS

The risk of counterfeit parts and components entering the supply chain is due, in large
part, to DMSMS and electronic waste (e-waste). The hnk between DMSMS and coun-

terfeit parts 1s strong. Counterfeiters find markets with serious shortages and scize the op-
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portunity to fill the shortages with counterteit parts. At the same time, the counterfeit
market 1s lucrative, because customers seeking to fill a crincal need will often buy from
risky sources, either in spite of the danger or because they are unaware of the danger. To
put it another way, DMSMS creates a demand for hard-to-find conmiponents. In many iu-
stances, these components are essential to keep older weapon systems or equipment op-

erating. Parts obsolescence often forces buyers to seck out unfamiliar sources when

known and trusted sources can no longer supply the needed items. The vast majoriey ol

counterfert parts enter the supply chain through unauthorized distributors, or those most
removed from the original component manufacturer (OCM). Although unauthorized
distributors make up the largest part of this problem, sometmes counterfeits are passed

along, unknowingly, from trusted sources.

The hnk between e-waste and counterfeit products also is strong. Many clectronic
components contain hazardous materials such as lead, barium, berylliun, mercury, cad-
mium, or arsenic. The danger associated with environmental contamination from equip-

ment containing those substances has led to legislation or directives in Europe and other

places governing and restricting the disposal of e-waste. Two of the most important of’

these directives—Reduction of Hazardous Substances (RoHS) and Waste Electrical and
Electronic Equipment (WEEE)—were issued by the European Union and apply to such
electronie items as computers, cell phones, televisions, appliances, tools, toys, and sports

cquipment.

Key Standards and Other Information
Related to Counterfeits

SAE Aerospace Standard AS5553, “Counterfeit Electronic Parts; Avoidance, Detection,
Mitigation, and Disposition.”

IDEA-STD-1010-A, “Acceptability of Electronic Components Distributed in the Open
Market.”

U.S. Department of Commerce, Defense Industrial Base Assessment: Counterfeit
Electronics, January 2010,

Compliance with the legal requirements greatly mcreases the cost of recycling e-waste.
Consequently, tons of scrapped clectronic products are shipped from around the world to
nations where these requirements do not exist or are not enforced. (The National Safety
Council estniates that 75 percent of all personal computers ever sold are now part of the
e-waste stream.) The majority of this e-waste is shipped to China and a handful of other
Astan nations. Those nations, i turn, strip components from the e-waste: re-mark them
with new part numbers and recent date codes, update the packaging, and so on: and re-

turn the items—now counterfeits—to the global supply chain. Counterteit parts and

dsp dla.mil




components originate in many ditferent countries, but according to some estimates, ap-
proxmmately 80 percent of all counterfeit items come from China. The top 10 countries
are China, Taiwan, India, Malaysia, Philippines, Indonesia, Singapore, Thailand, Russia,
and South Korea. Eastern Europe, South America, and the Middle East are also known

sources of counterfeit parts.

RISK MITIGATION STRATEGIES

The risk of counterferts can be nutigated in one of two ways:

I Avoid buving parts and components from unknown sources; mstead, purchase such

products only from trusted suppliers

B If no known, trusted supplier is available, subject the purchased products to rigorous

mspection and testing.

The degree of trust, and the risk of counterfeits, varies with the type of supplier, as

shown in Figure 1:

B The OCM designs and engineers the part, owns the intellectual property rights, and

can eastly provide a pedigree or proof of a part’s authenticity.

I A franchised distributor has a contractual agreement with the OCM to buy, stock,

repackage, sell, and distribute its parts.
B An authorized distributor is officially authorized by the OCM to sell its parts.

I An aftermarket manufacturer has permussion from the OCM to manufacture and sell

the OCMSs intellectual property as replacement parts.
I An OEM produces or builds equipment or systems containing OCM parts.

I An independent distributor purchases parts with the intention to sell and redistribute
them, generally with no contract, authorization, or direct relationship with the OCM.
® A stocking distributor ts an imndependent distributor that stocks large mnventortes of
parts. These parts may be purchased from any number of sources.

e A broker distributor 1s an independent distributor that searches the market and lo-
cates parts that meet the customer’s requirements and target price. Brokers locate
parts but do not necessarily stock parts. A broker distributor may, in some instances,

be a single individual operating out of a private home, warehouse, or storefront.

According to organizations that have mvestigated the counterfeiting problem, the best
mitigation strategy 1s to procure items only from OCMs and therr franchised or author-
1ized distributors. When the original manufacturer no longer makes the required item, or
the item is 0 short supply, users must obtain these products on the open market, which
increases the risk of purchasing counterfeits. Therefore, purchasing on the open market

warrants special precautions.
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Figure 1. Relationship between Type of Supplier and Level of Risk and Trust
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The most effective precaution is to purchase from suppliers that maintaim tull traceabil-
itv. The most nmportant document for traceability is the certificate of conformance, a
formal declaration by the supplier that all requirements have been met. Responsible sup-
phers must provide traceability cernficates that trace parts back to the OCM. Lacking a
certificate, the next best trail 1s an unbroken chain of documentation (certitications,
packaging shps, ctc)) tracing the movement of the parts back to the OCM. Although
traceabihty provides some level of assurance, be aware that, just as parts can be counter-

feited, certificates can be faked as well.

Products backed by the original manutacturer’s warranty ofter the greatest assurance of’
integrity and traceabihity. Each step turther away trom the OCM adds a new layer of un-
certainty about the pedigree, decreasing buyer confidence in the product’s authenticity
and increasing the risk that the part may be a countertert. Another precaution is to know
what the 1tem should cost. If a supplier’s prices are significantly lower than expected, or

significantly lower than the competition’ prices, the supphier may be offering counterfeits.

If 1t 1s nnpossible to avoid buying products from an unknown or less trusted source, the

purchased products should be subjected to rigorous inspection and testing to determine
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Checklist of Key Best Practices for Mitigating

Q Determine if distributor has
membership in GIDEP.

Q Determine if distributor has
history of suspected counter-
feits in GIDEP.

3 Provide institutionalized policies
and procedures on how to
avoid and handle counterfeit
components.

3 Provide clear written guidance
on how to test, handle, and
track incoming and outgoing
parts and how to manage and
dispose of suspected counter-
feits.

Q Purchase electronic compo-
nents through reputable dis-
tributors with stringent
quality-control procedures.

Q Determine if a distributor is
certified by ISO (SO 9001:2000),
SAE International (AS9120),
and Electrostatic Discharge
Association (ESD S-2020-2007).

O Determine if a distributor
follows IDEA-STD-1010-A
inspection techniques for
counterfeit detection.

Q Determine if a distributor has
CTI CCAP-101 certification for
counterfeit avoidance and
detection.

2 Determine if a distributor has
memberships in leading trade
organizations such as IDEA and
ERAI

Q Check with the Better Business
Bureau or similar organizations
to assess whether a distributor
uses ethical business practices.

the Risk of Counterfeits

Q Maintain a register of approved
suppliers.

Q Review the distributor’s past
business practices, request
letters of recommendation, and
schedule on-site visits.

QO Determine if a distributor offers
potential buyers enough time
to carefully inspect or test
component lots prior to final
payment.

2 Before trading with an un-
known supplier, check trade
references.

Q Build strong relationships with
suppliers you trust.

3 Specify a preference to procure
directly from OCMs or author-
ized distributors.

Q When possible, buy parts di-
rectly from OCMs and their
authorized distributors.

2 Require supply chain traceabil-
ity to the OCM or aftermarket
manufacturer.

2 Require suppliers to trace parts
back to OCMs in order to prove
part authenticity.

Q Require suppliers to provide
proof of a valid OCM warranty.

3 Specify quality requirements in
contracts and purchase orders
intended to minimize the risk of
being provided counterfeit parts.

a Avoid buying batches of com-
ponents with different colors,
dates, or batch codes.

2 Determine if a distributor uses
escrow accounts and offers
product warranties.

O Visit or audit potential suppliers
to verify their quality practices,
including their ability to per-
form authenticity testing,
ensure compliant parts, and
identify and block counterfeit
parts.

Q Periodically test components
to confirm that they meet or
exceed OEM specifications.

Q Verify how the components
were handled, stored, and
shipped.

O Confirm that suppliers use
effective counterfeit avoidance
policies and practices.

Q Ensure that suppliers maintain
effective processes for mitigat-
ing the risks of buying and sell-
ing counterfeit parts

Q Assess potential sources to
determine the risk of receiving
counterfeit parts.

A Communicate with suppliers,
monitor supplier performance,
and provide feedback to sup-
pliers.

Q Require independent third-
party inspection and testing.

Q Use contractual clauses that
help protect the buyer from
counterfeit parts.

2 Train all employees who handle
electronic parts (including pur-
chasing, quality assurance,
and receiving personnel) on
how to inspect parts and iden-
tify possible counterfeits.

3 Conduct training and increase
awareness about counterfeit
risks and risk mitigation.

Notes: CCAP = Counterfeit Components Avoidance Program, CTi = Components Technology institute, ERAl = Electronic
Reseliers Association, Inc., GIDEP = Government-Industry Data Exchange Program, and IDEA = independent Distributors of

Electronics Association.

Other sources of information: Aerospace industries Association's Counterfeit integrated Project Team, Coalition Against Coun-
terfeiting and Piracy, Government Electronics and information Technology Association, and National Electronics Distributors

Association.
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their authenucity. The mspectors should look for signs of counterfeiting n two places:
the products themselves, and the documentation and packaging accompanying the prod-

ucts. Table 1 1dentfies some visual cues or indications of possible counterteit parts.

Table 1. Indications of Possible Counterfeiting

Component Documentation and packaging

Blacktopping Misspellings

Indents Poor use of English

Body molds Missing manufacturer’s logo or label

Part markings Mismatch between the logo or label on the product

Locations where the parts were made and that on.the manufacturer’s website or on
previous shipments

Part texture Impossible date codes (e.g., in the future)

Leads Mismatch between date codes or lot codes on the

Evidence of prior use [c)grégicate of conformance and the codes on the

Variations in size or shape

Improper fit

Packaging variations

Variations in graphics and colors

Products that pass the mitial mspection should then be subjected to various types of
testing:

B Thermal-cycle testing

B Electrical testing (continuity, functional, parametric, and radio-/high-frequency teste-
ing for parasitics)
Burn-m
Curve-tracer testing

RoHS comphance testing

Microscopic mspection using advanced microscopes and cameras with charge-coupled
devices

R X-ray and x-ray fluorescence

B Destructive physical analysis

B lnternal visual verificaton using decapsulation.

Sonie counterfert detection approaches may not be cost-ettective tor all parts and com-
ponents. The best application is on larger units such as avionics, computers, mstruments.

and actuators or on anything that is deemed a safety- or mission-critical component.

[ sum, the procurement process is the main entry point for counterfeits due to the use
of unapproved suppliers, lack of part authentication procedures, lack of communication
and cooperation between supphers and customers, insuthcient inventory control proce-

dures, and Imited counterfeit-avordance procurement pohcies and practices.
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The strategies for mitigating the risk of counterfeiting should be documented in a
counterfeit parts control plan. The plan should, among other things, address the detec-
tion, verification, and control of m-process and in-service suspect counterfeit parts; de-
tection of counterfeit parts before formal product acceptance; supply chain traceability to
the OCM or aftermarket manufacturer; procedures for assessing potential sources of sup-
ply and maintaining a register of approved suppliers; flow down of applicable require-
ments; and methods for physical identification, segregation, quarantine, and control of
suspect or confirmed counterfeit parts to preclude their use or installation. The plan also
should require reporting of all occurrences of counterfeit parts to internal organizations,
customers, Government-Industry Data Exchange Program, industry-supported reporting
programs (e.g., the Electronic Resellers Association, Inc.), and criminal investigative au-
thorities (Federal Burcau of Investigation or Department of Commerce). Finally, it

should discuss requirements for certificates of conformance and testing certifications.

Components without Leaded Solder and Finishes
THE PROBLEM

DoD> and the U.S. acrospace mdustry want clectronic components, particularly those
used m applications requiring high-rehability performance, that are made with leaded
solder and finishes. However, finding such components is difficult because of various bans
on the use of lead. Without lead, solder 1s more brittle and, therefore, may not be able to

handle mechanical stresses such as the g-force created when spacecratt lift off.

Lead-free finishes can be problematic because of the risk of tin whiskers. Tin whiskers
are elongated, electrically conductive crystalline structures that grow spontaneously from
pure-tin surfaces. Tin whiskers have caused failures in electronics by short-circuiting to
adjacent conductors. Aircraft, satellites, and mussiles also have failed due to tin-whisker
short circuits. In 1998, a2 $250 million Galaxy 1V communications satellite was lost after
two processors failed; the backup satellite could not be used because tin whiskers had
shorted it out a year before. At least 10 other satellite failures have been blamed on tin
whiskers. Most tin whisker-related failures occur after 1 to 3 years of service, early in the

life cycle of defense weapon systens.

RISK FACTORS

The nisks related to leaded versus lead-free components are twofold: the difficulty of
finding manufacturers that will produce electronic components using lead solder and fin-
1shes, and the difficulty of distinguishing between parts that appear to be identical but are,

in fact, different in terms of their lead content—some are lead free while others are not.

Lead has long been known as hazardous to humans and the environment, and its use

has, tor many years, been banned in plumbing, coatings, gasoline, paint, and other prod-
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ucts. In an ettort to turther reduce the risks, the European Union nations sought to re-
duce the amount of lead in the manufacturing process by issuing the RoHS and WEEE
directives, which became European law m 2003, Begimning on July 1, 2006, the Euro-
pean Union began banning the import of electronic components that include lead and
other heavy metals. The United States, Japan, China, South Korea, Argentina, and Aus-

tralia have taken similar measures.

To be able to sell parts to countries in Europe and beyvond, and to remain competitive,

manufacturers must comply with the RoHS and WEEE directives. The RoHS and
WEEE directives do not apply to defense and acrospace products. However, the defense
and aerospace industries depend on commercial manufacturers as their sources for elec-

tronic components. Manutacturers design and produce electronic components primarily

for the commercial market, and those products are lead free. Producing the same product,

but using lead, tor the detense and aerospace industries would not be economical, be-
cause the defense and acrospace requirement for clectronic components accounts for less
than | percent of the electronic components market. Few, 1f any, can aftord to operate
two independent manutacturing lines for the same product, one without lead and one
containing lead. The end resule is that many key components and assemblies used in acro-

space systems are now available only in their lead-free forms.

Even when the defense and aerospace mdustries can obtain electronic components
with lead solder and finishes, they risk mistakenly using lead-free parts in applications re-
quiring high-rehability performance unless they implement practices that will mitigate

the risk.

Key Standards Related to Leaded Solder
and Finishes

GEIA-STD-0005-1, “Performance Standard for Aerospace and High Performance
Electronic Systems Containing Lead-free Solder.”

GEIA-STD-0005-2, "Standard for Mitigating the Effects of Tin Whiskers in Aerospace in
High Performance Electronic Systems.”

GEIA-STD-0005-3, “Performance Testing for Aerospace and High Performance
Electronic Interconnects Containing PB-free Solder and Finishes.”

GEIA-HB-0005-1, “Program Management/Systems Englneering Guidelines for

Managing the Transition to Lead-Free Electronics.”

GEIA-HB-0005-2, “Technical Guidelines for Aerospace and High Performance
Electronic Systems Containing Lead-Free Solder and Finishes.”

GEIA-HB-0005-3, “Rework and Repair Handbook for Aerospace and High Performance
Electronic Systems Containing Heritage SnPb and Lead-Free Solder and Finishes.”

GEIA-HB-0005-4, “Impact of Lead Free Solder on Aerospace Electronic System
Reliability and Safety Analysis.”

ASTM F2725-08, “Standard Guide for European Union's Registration, Evaluation, and
Authorization of Chemicals (REACH) Supply Chain Information Exchange.”

dsp.dia.mil g



RISK MITIGATION STRATEGIES

Itis essential to understand trom the outset whether an application needs RoHS-compli-
ant (lead-free) components or whether it needs components containing lead. RoHS-
compliane components should be used in all applications except those requiring high
reliability; this practice will preclude penalties associated with noncompliance. On the
other hand, it a military or aerospace applicadion requires high relability, then only com-
ponents with traditonal tn-lead solder (63 percent tin and 37 percent lead) and lead fin-
ishes should be used. Below are a few best practices that may help to avoid potential

issues related to leaded versus lead-free components:

B Ensure chac suppliers fully understand the issues of using leaded versus lead-free com-
ponents.

B Venfy chat suppliers use different pare numbers for leaded and lead-free components
that are othenwise idendcal. If different part numbers are not issued, it is difficule to dis-
tinguish lead-tree parts from leaded pares. This is also an issue when components are
returned or when they are recycled.

B Whenever possible, buy from trusted sources. Avoid unknown sources offering ques-
tionable products ac a low price.

B Seek components that have a clear pedigree to verify whether components are lead
free or not.

B Upon receipt of the components, verify thac chey are truly RoHS compliant or con-
tain lead, whichever 1s needed to meet the requirements. Sample and tese parts when-
ever a pedigree for the part is not available. An x-ray process can cell if there is lead in
the part, without destroying the pare, but it cannot detect all of the hazardous mate-
rals listed i the RoHS directive. The most certain way of testing a part involves de-
stroying 1t to get a complete chemical breakdown.

B Never comingle leaded and lead-free components in inventory or applications. Al-
though maintaining dual inventories and manufacturing lines can be costly, the costs
of tailures can be far greater.

B Stay informed about research on solder alloys being tested to replace tin-lead. Al-
though none vet is a proven replacement for tin-lead, research may soon yield an ac-

ceptable substituce that will meet high-rehability requirements.

About the Author
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The Defense Logistics

Agency s Long-Range Plan
for Managing Technical Data

By Denise Duncan




Technical data are “invisible assets” that enable DoD to build and repair its weapon and
other systems and to keep our nation’s warfighters supplied with the material they need
in-theater. In other words, Dol is dependent on technical data to ensure that planes, ve-
hicles, and other systems are repaired and returned to the warfighters as quickly as
needed. And, like any other organization, DoDD wants to do this effectively and at the

lowest possible cost.

The technical data required to build and repair Dol systems are developed as part of
the systems engineering processes in the acquisition life cycle. Decisions made through-
out that life cycle determine what data will be available for system support. Below are

examples of data-related decisions made in the different life-cycle phases:

B Material solution analysis phase. This phase includes establishment of a program man-
agement office and development of a technology development strategy. The technol-
ogy development strategy addresses, among other things, plans for data management
and technical data rnights.

B Technology developuient phase. This phase includes initial definition of the product sup-
port strategy and mitial development of an evolutionary acquisition strategy. Among
the topics addressed in the acquisition strategy is the data management strategy.

B Low-rate initial production phase. During this phase, the acquisition strategy, including the
data management strategy, is refined.

B Deployment phase. In this phase, product support and performance-based logistics rely
on technical data acquired in the preceding phases. This phase also includes manage-

ment of new technical data developed as part of continuous technical refreshment.

The complexity of major defense systems and the length of time their technical data

must be usable

it 1s not unusual for a DoD system to remain in use for decades—pose a
challenge to the organizations that support those systems once they are fielded. To suc-
cessfully meet the challenge, support organizations must depend on many processes that
occur in the development and production phases of the system life cycle to obtain the
technical data and correct rights to the technical data needed to support the systems.
Without good technical data, the rights to use those data, and the effective management

of the data over decades, system support can suffer.'

The Defense Logistics Agency (IDLA), DoD’s largest logistics combat support agency, is
facing that data management challenge. Another challenge for DLA is that the organiza-
tion responsible for managing the technical data for a particular system changes over the
system acquisition life cycle. During the development phase of the life cycle, a program
management office in the military service that “owns” the system is responsible for acquir-

ing and managing the technical data about the system. After the system has been deployed,
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the service’s engineering support activity (ESA) controls the technical data. Consequently,

DLA must work with many organizations across 1301 to ensure that it wall have the rights

to use the best technical data to procure the correct parts for Dol) systems.

DLA recently articulated a long-term wvision for the use of technical product data:

“DLA will have access to a continuous flow of authoritative product data sufficient for

economical reprocurement.” This vision encapsulates DLA'S need to locate, for a particu-

lar product part, the best source of technical data that can be used in procurement and

that will result in the best pricing for the part.

To achieve its vision, DLA has set the following specific goals:

Ensure that DLA employees can casily locate and aicess the anthoritative sonrce of product data

for the procurement of a specific parr. This goal implies that the authoritative source of

data for a part can be casily identified and that the informaton systems used by the
military services to store techmcal data have complete metadata to allow DLA to iden-
ufy the authoritative source of the data. This goal also implies that DLA acquisition
support personnel will have online access to those product data systeins. To achieve this
goal, DLA must haise with the military services to understand their enterprise re-
source planmmng (ERP) systems and their product data management (PDM) systems.
DLA must also work with the Office of the Secretary of Detense (OSD) and the mil-

itary services to establish standard metadata for product data files.

Use complete, accurate, anthoritative, and up-to-date product data. This goal focuses on the
content of the product data files. regardless of the PDM systems in which they are
maintained. For example, the three-dimensional model ot a part may be in one data-
base, and the associated manufacturing process, finish, and other mformation may be
i another. In other words, to procure a part with the correct torm, tit. and function
for a particular system, DLA needs a wide variety of technical information, such as
geometry, dimensioning and tolerancing, numeric control machine code, text in-
structions, and material. Finally, all components of the product data must be easily
found, hinked, and accessed. To achieve this goal, DLA must collaborate with the mil-
itary services, sharing information on DLA's and the services” ERP and PDM systems
and identifying techmical data packages that merit investment to improve their utility

I parts procurement.

Ensnre that Do product data enable cfficient, cconomical reprocurernent. This goal implies that
the preferred form of product data 1s one that is complete and is easily used by the
manutacturing base. In today’s environment that means a three-dimensional model
with associated matertal and process data that have been approved by the service’s ESA

for use i procurement. This goal also miplies the use of standardized product data
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formats. Establishing a limited set of standardized product data formats will require
collaboration between DLA and the services. For example, they may jointly agree
upon a set of native, neutral, and viewable formats. DLA has already started this process
through 1ts membership in the Do) Engineering Drawing Modeling Working Group,
which is working on common practices and formats for three-dimensional models
for engineering weapon systems. Figure 1 shows a two-dimensional drawing and a

three-dimensional model of the same item.

Figure 1. Comparison of a Two-Dimensional Drawing and Three-Dimensional Model
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Three-dimensional model

B Obtain product data and data rights for all new nonconumercial parts entering the logistics sys-
tent. To achieve this goal, DLA must depend on other DoD orgamzations; in other
words, this goal 1s executed entirely through collaboration with those organizations.
DLA will work with OSD to establish policy, procedures, and practices that wall en-
sure the acquisition of complete product data for new parts. DLA can also review all
new parts presented for cataloging to ensure that product data are complete and us-

able for procurement.”
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B Straregically modermize legacy techmical data packages. Achieving this goal requires DLA to
assess the legacy data packages 1t uses to identify those meriting an investment to ini-
prove therr content. In other words, DLA needs to analyze the costs and benefits of
improving select data packages. In some cases (for example, a data package for an m-
frequently used part), DLA may find that it cannot jusafy the cost, while in other cases
(for example, a data package for a high-volume part that could be produced by mul-
tiple manutacturers), DLA may tind that although costly, the benefits of improving the
content of a particular data package will be signiticant. DLA will work with the serv-
ices” ESAs to obtain their approval of the improved data for procurement.

Provide the DLA workforce with the training and rools it needs 1o use modern product data ¢f-
featively. If DLA succeeds in all the activities described above, the technical data avail-
able to the parts procurement workforce will be very ditterent than now; the tools

and business processes also will be different. To gain maximum value from these im-

provements, worktlows may be adjusted, and the staft muse be trained.

By actively pursuing its vision tor improving the technical data needed to keep DoD's

systems operational, DLA will be positioned to supply needed parts quickly and at the

best cost.
"Lloyd Arrowood and Paula George, “Standardization and Management of Nondestructive Testing
Data.” Defense Standardization Program Journal, October/December 2009,

Ric Norton, *Addressing the Need for Good Data Management,” Detense Srandardization Program
2 & ! Ty
Journal, October/December 2009,
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Technical excellence 15 a requirement for good systems engineering. Initiatives that
address the enhancement of an organization’s technical excellence are key to the organ-
ization’s maintaining a high level of performance on current programs and projects as
well as preparing tor new programs and projects. This article addresses the interrela-
tionships of technical excellence and systems engineering, as well as some key initia-
tives, of which technical standards are a part, associated with technical excellence and

thus with good systems engineering,.

Technical Excellence

Technical excellence 1s the goal of all engineering organizanons and individuals,
whether 1 government or private industry. national or international. What do we
mean by technical excellence? Most people have their own ideas and interpretation as
to what constitutes technical excellence. Entering “technical excellence”™ into the
search page of Google produced over 28 nullion results. evidence that technical excel-
lence is important to a large number of orgamzations and people, whether m the sys-

tems engineering discipline or other disciplines.

According to "Mr. Webster,” excellence 1s defined as the state, quality, or condition of

excelling; superiority. To excel is to be better than, or to surpass, others. We believe
most, if not all, people would be comfortable with this defininion. However, because
the intent of this article is to demonstrate the importance ot technical excellence rel-
atwe to systems engineering, it may be good to explore some statements that have
been made concerning technical excellence. One author, Teresa Vanhooser, defined
technical excellence as an effort to ensure that well-considered and sufficient techni-
cal thoroughness and rigor are applied to programs and projects under an uncompro-
mising commitment to safety and mission success.” Another author, Chris Scolese,

identitied four guiding principles to achieving technical excellence:”

Clearly documented policies and procedures
Etfective training and development

Engineering excellence

Continuous conmmunications.

According to Scolese, two fundamental attributes must be considered when pursu-
ing technical excellence: (1) personal accountability, whereby each individual must
understand and believe that he or she is responsible for the success of the organiza-
tion’s mission, and (2) organizational responsibility, whereby the orgamzation provides

the proper training, tools, and environment.’

NASA's Acronautics Research Mission Directorate 1s an example of one orgamzation

that stresses technical excellence. On the NASA website, the directorate has noted its
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commitment to technical excellence, to technical accomplishments that benefit the public,
and to its role as steward of the scientific and technical workforce and facilities responsible
for civil acromautics research. In addition, each vyear, the directorate highlights the technical

accomplishments of its scientists and engineers.”

It has also been noted that due to the rapidly expanding technology and science, engi-
neers and technologists in the 21st century must have a strong technical background in
therr fields and understand technology at the interface between traditional fields. They
must be creative, skilled problem solvers who can think critically using sound principles

and concepts.’

Louts Armstrong is understood to have remarked that “if you have to ask what jazz 1s,
vou will never know.” This remark could also apply to technical excellence. This becomes
clear when one tries to quantify the meaning of technical excellence by producing met-
rics to establish whether a particular objective or goal has been achieved. For example,
what provides a measure of the technical excellence achieved by an organization: number
of patents received? number of professional journal publications? number of individuals
with advanced degrees? number of engineers versus nonengineers at work? positive ver-
sus negative feedbacks on products? equipment or system successes versus failures? profit

a company makes?

In the acrospace and defense engineering arena, one can certainly equate organizational
technical excellence and thus good systems engineering to mission success, at least in the
eyes of the public and in the eyes of Congress. In the final analysis, technical excellence
may be the most important systems engineering goal of any engineering organization.
How one achieves and maintains it 1s another question for which there is no simple an-
swer. Unquestionably, an organization with recognized technical leaders who have vi-
ston, superior technical competence, and the desire to excel will achieve technical
excellence. Thus, technical leadership 1s key for an organization’s success and the ability

of the managers assigned to carry out the organization’s mission.

Technical excellence 1s also related to the strategic management of an organization’s
human capital. The technical excellence of its workforce 1s an organization’s most critical
asset in accomplishing its mission. Therefore, ensuring the continued development of sci-
entific and technical expertise is necessary to preserve an organization’s, and the nation’s,
role as a leader in technology. It is also significant to achieving technical excellence and,

accordingly, good systems engieering,.

[n an attempt to identify a few outstanding characteristics of managers or management
approaches that would ensure a program’s success, NASA, after completing the very suc-

cesstul Saturn-Apollo program, undertook a research study in 1974. The study identified
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three “tall poles™ important to progrant management:”

B “Pay attenuon to dewil” (George M. Low)
B “Leave no stone unturned.” (Werner von Braun)

B “Be aggressive—not passive,” (Lee B, James).

These philosophies create policies and management methods that are highly conducive

. to program success or, in other words, technical excellence,

Systems Engineering

Like the term “techmeal excellence.” the term “systems engimeering,” when entered mto
the Google search page, produced a significant number of results, evidence that systems
engineering 1s recogmzed as being important for the success of essentally all products.
Because most readers of this article will be rather well versed m Dol documents con
cerning systems engineering, as well as many of those by other agencies and nongovern
ment organizations, | have elected to share some of the points made on this subject in a
document developed by the European Cooperation for Space Standardization (ECSS), a

component of the European Space Agency.

The systems engineering process is intrinsically iterative across the

whole life cycle of the project and is produced under the leadership of

engineering talents with technical excellence attributes.

The ECSS document defines systems engmeering as “an interdisciplinary approach
govermng the total technical effort to tanstorm requirements into a system solution.”
Here, “system ™ is defined as an integrated set of elements to accomplish a defined objec
tive. These elements include hardware, software, firmware, human resources, information,
technmiques, tacihites, services, and other support clements. The systems engimeering
process is intrinsically iterative across the whole life cycle of the project and is produced
under the leadership of engineering talents with technical excellence attmbutes, Systems
. engineering 1s not an administered, focused, or led tunction, Technical excellence is the

kev to successtul systems engineering and, thus, a successful project.

A recent article that addressed the synergies between systems engineering and Dimin-

ishing Manufacturing Sources and Material Shortages made two nmportant points:

B Svstems engineering principles and best practices should be applied to enhance

| p.dia mit E




reliability, availabihty, maintainability, and sustainability through the entire life of a
prograni.

I Managing major programs eftectively requires sound systems engineering.

Accordingly, technical excellence and the associated “tall poles™ noted above are integral
to ensuring that the application of the principles and best pracuces of systems engineer-

ing to DoD programs, as well as to other programs, achieve the intended goals.

Technical Authority and Technical Excellence

In August 2003, the Columbia Accident Investigation Board issued a report documenting
1ts investigation of the February 1,2003, loss of the Space Shuttle Columbia during reen-
try.” One of the board’s recommendations was to “establish an independent Technical En-
gineering Authority that 1s responsible for technical requirements and all waivers to
them, and will build a disciphned, systematic approach to idenufying, analyzing, and con-
trolling hazards throughout the life cycle of the Shuttde System.” With this introduction
of independent technical authorities, the board placed further emphasis on the develop-

ment and identification of technical excellence within NASA’S workforce.

Technical authority is about ensuring that decisions on technical excellence balance
program pressures with technical needs. According to Vanhooser, technical excellence in-
volves thoroughtiess and rigor of the work performed, along with a commitment to
safety and mission success. Obviously, one endeavors to ensure that those people identi-
fied as the technical authority for a discipline also reflect the organizaton’s people with
recognized and respected technical excellence in the discipline. Thus, technical excel-
lence 1s recognized by the individuals accomplishments and by the products of the or-

ganization.

Following the Columbia Accident Investigation Board’s recommendation, NASA 1m-
plemented an independent technical authority to set and approve technical requirements
for all flight programs and projects. The intent was to ensure safe and rehable operations.
Technical authority, with the responsibility to execute, was delegated by the NASA chief

engineer to specific individuals.

What are some of the attributes of an orgamzation’s culture that reflect a commiunent
to techmical excellence and, therefore, to good systems engineering? Vanhooser suggests

the following:

B Highest value integrated engineering products
B Continual growth, learning, and diversity of experience

B Technical conscience
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Responsive and technically engaged leaders at all levels
Shared accountability for successes and failures
Proactive, engaged, and predictive approach to rechnical content

Teams whose members complement and complete each other

Recognition that engineering requires versatiliey and mobility to meet the needs of
the organization

B Placement of “the right person at the right place at the right time.”

Some Examples of Technical Excellence Initiatives

In 2007, NASA undertook a technical excellence mtiative to 1dennty and resolve engi-
neering challenges.” The iminative was designed to provide quality solutions and work
that will rranslate into an agency investment strategy for application to present and future
missions. Among the attributes of this mitatve are improvement to overall technical ca-
pability: development of analysis and testing beneficial to muluple missions, programs,

and projects; and advancement to tool/technique capability.

[n 20006, the aerospace industry released a position paper that argues for standards based
on technical excellence rather than the source of a standard.” Experts from the Aero-
space Industries Assoctation’s Strategic Standardization Forum for Aerospace prepared a
position paper on the use of acrospace standards in response to growing concern that
certain policies and legislaton may be putting the industry—and consumers—at risk.
The paper argues that the aerospace industry must select standards based on safety, quality.
and techmical merit, rather than based on which organization developed them. Thus, the
paper recognized technical excellence relative to ensuring that the products of good en-

gineering can be achieved.

The philosophy relative to enhancing techmeal excellence through the interplay of

standards and their use on international missions 1s retlected in the following remarks by

Michael Grithn, NASA Administrator from 2005 to 2009:

Onme aspect of this discussion 1s the need to set certain engineering technical standards to
ensure compatibility and interoperability in our exploration architecture. Analogous to my
previous contments about spoken languages for future space explorers, it is unportant that
the engineering standard for NASA's architecture be specitied with the international metric,
or SI, standards as the base unit of measure, with English units only by exception when it
makes sense for NASA to do so. Thus, we hope for a high degree of compadbility of inter-
faces and standards, as space-faring nations explore the Moon, Mars, and near-Earth aster-

: "
oids together.
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Thus, technically excellent standards, especially engineering technical standards, are
crucial to ensuring the compatbility and interoperability of a system’s architecture. Good

systems engineering is important to achieving this goal.

Role of Technical Standards

Various endeavors are undertaken to ensure technical excellence and thus good systems
engineering. Determining how to measure and ascertain the degree to which technical
excellence has been achieved is another matter. Technical standards are an integral part of
technical excellence. In this regard, those responsible for the development of technical

standards must collaborate closely with the engineering elements within an organization.

Perhaps we should again consult *Mr. Webster” for what we mean by a “standard.” The
term means, among other things, a degree or level of requirement, excellence, or attain-
ment. It is this meaning that we associate technical standards and their role in technical

excellence.

Technical standards are an integral part ot all systems engineering and related engineer-
ing development eftorts, especially those in the acrospace and defense industry. Designers
and engineers should be among the most aggressive supporters of strong technical stan-
dards. Standardization activities establish engineering and technical applications for
processes and practices and, in doing so, enhance all engineering capabilities and promote
technical excellence. Thus, they enable designers to not dissipate their energies on the

costly exercise of “reinventing the wheel.”

The motivations for technical excellence and the associated development of technical
standards vary considerably. One most often sees economic issues as the principal motiva-
tion. Applications to regulatory matters are another strong motivation. Among the prin-
cipal motivations for technical standards are international competitiveness; commodity
confidence; sateguards for health, safety, and environment; risk reduction; facilitation of
commercial communications; and technology transter. However, enhancing systems en-
gineering capabilities and technical excellence, although readily recognized as a key mo-
tivation, 1s not often seen in the list of motivations for the development and promotion

of technical standards. The American National Standards Institute noted the following:

Within the US. standardization system, stakcholders—companies, government agencies,
public interest organizations, and individuals—follow the method of standards development
and the conformity assessment scheme most appropriate for their particular needs. Rapidly
evolving fields have requirements that are far different from those of traditional manufactur-

" ]
ers or highly regulated technologies.

Enhancing technical excellence is the key to the nation’s future in the rapidly growing

globalization of industry. For the United States to remain competitive and maintain its
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technical leadership in the world, enhancing the nations engineering capabilites will be
critical. These capabiliies can be realized only by achieving technical excellence. This s
necessary for the education of tuture engineers and the improvement ot current engineers.
Technical standards provide a major opportunity to achieve the goal ot enhancing engi-
neermyg capabilities and providing a means whereby technical excellence can be mfused

into the process, whether by DolD, other government agencies, or industry in general.

Enhancing an organization’s systems and other associated engineering capabilities and
technical excellence is an important value of technical standards, especially when coupled
with atlied intormation such as engineering lessons learned and expertences with the use
of the standard. Such must be the thrust of any viable orgamization’s techmical standards
acuvity. This chrust 1s reinforced and expanded based on feedbacks from the engineering
statt of the organization, its contractors, and users of 1ts products. This integration is one
step toward the goal of significantdy enhancing the systems engineering capabilines and
technical excellence of the acrospace and detense industry to meet demands for nmely,

productive, and rehable systems, plus contribute to improved costs.

Concluding Remarks

This articke has endeavored to tocus on the subject of technical excellence and its impor-
tance to good systems engmeering and to provide readers with some mtormation and
motivations that will enhance the quest for technical excellence. Not only 1s the need tor
technical excellence a significant matter tor the aerospace and defense industry, both for
government and nongovernment organizations, but 1t 1s equally important tor all indus-
tries. Technical standards are an important clement of technical excellence. The role stan-
dards play m achieving technical excellence includes the transter of systems and other
associated engimeering experiences, lessons learned, best pracuices, and mtusion of new
technology tor the turther enhancement of technical excellence within all organizations.
Thus, not only do technical standards support the achievement of technical excellence,
and thus good systems engineering, they also enable technical excellence to be passed on
to others. Although techmcal excellence 15 not casv to quantity, there is no doubt 1t 1s
readily recognized, both by those involved in engineering acuvities and by those who are

.

the “customers.” be they public, congressional, or otherwise.
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Ensuring Quality
through Product Testing

By Joe Doyle and Yasmin Virani




High-quality products are the aim of systems engineering. The International Council on
Svstems Engineering defines systems engineering as
an enginecring discipline whose responsibility 1s creating and executing an interdisciplinary
process to ensure that the customer and stakeholders needs are satistied 1n a high quality,

trustworthy, cost ethcient and schedule conplhiant namizer throughout a system's entire life

cycle.!

The Defense Acquisition University further defines systems engineering as

a technical management and problem-solving process applied through all stages of develop-
ment to transtorm needs and requirentents uto 1 set of svstemn product and process descrip-

tions (addimg value and detail with each level of development).”

Ensuring that the products procured by Dol) are of the requisite quality requires con-
tinual monitoring, an important nission of the Defense Logistics Agency (IDLA). DLA
monitors quality through its Product Verification Program (PVP), which encompasses
comprehensive product testing and quality assurance tor DLA-managed commodities.

This article addresses DLA'S efforts to improve the product testing processes.

Background

DLA admmisters four modern laboratory facilities, called product testing centers (PTCs),
that are critical contributors to the agency’s ability to monitor products destined for our
nation’s warfighters. The PTCs conduct professional scientific evaluations and related
services across a wide range of DLA-nanaged commodities, and they provide product
testing services along with engineering analysis and technical assistance in support of
DLA’s acquisition of spare parts for its customers. In short, these PTCs ensure that DLA

purchases, stores, and delivers products that fully meet warfighter requirenients.

The four PTCs are as follows:

B Analytical/Chemical PTC, which is located at IDLA Troop Support, Philadelphia, PA.
The Analvtical/Chemieal PTC conduets ballistic, electrostatic decay, optical, textile,
and other testing to ensure the quality of articles that are critical to the personal safety
and comfort of our nation’s warfighters. For example, this PTC tests Marine Corps
hot-weather and temperate-weather boots to ensure that they retain an adequate
moisture vapor transnission rate and do not leak.

B Elcctronics PTC, which is collocated with PTC headquarters at DLA Land and Mar-
itime, Columbus, OH. The Electronics PTC performs electrical, environmental, per-
formance, and similar testing to ensure the conformance of electronic compo-
nents—tor example, microcireuits and connectors—to functional and safety specifi-
cations. Electronic components play a critical role in the performance of DoD's major

weapon systems.
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1 Two Mechanical PTCs—Mechanical Central, which is located at DLA Land and Mar-
1me, and Mechanical West, which is located at Sharpe Army Depot in French Camp,
CA.The Mechanical PTCs conduct dimensional, fimish, metallurgical, and tensile test-
g of components for weapon systems such as Mine Resistane Ambush Protected ve-
hicles to ensure that their composition, durabihty, and strength are within specifications

to provide the requisite protection to vehicle occupants.

DLAS PVP and its PTCs use the DLA Enterprise Business System (EBS) to manage
their product testing processes and record transactional data. EBS, DLAY enterprise re-
source plinnig platform for supply chain management, provides visibility across the en-

tire supply chain, from order placement to item dehivery.
Each PTC 1s ISO 9001 complunt.

Opportunities for Process Improvement

DLA recognizes the challenges it taces in maintaining a strategic view of the monitoring
mission across the expansive DLA testing environment. As part of its ongoimg efforts to
ensure product quahity, DLA 15 embarking on a series of studies to evaluate aspects of the
testing processes that could be improved, for example, by making moderate admmistra-
tive changes or enhancing user guidance. Such changes could materially nmprove the de-
cision-making ability of DLA qualicy assurance personnel and deliver numerous benefits
to Dol). Some carly candidates for investigation are increased standardization of testing
terninology, priorinzation of testing types, and procedures for selecting the proper sam-

pling method and sample size.

Implications for DLA Product Testing

DLA takes its monitoring mission seriously. The agency 1s contunually exploring ways to
mmprove decision making for a broad range of DLA testing personnel. The nation’s
warfighters will ulomately reap the rewards. Other benefactors of enhanced product test-
mg could mclude DLA headqguarters personnel, PV and supply chain personnel, and
PTC lab managers and techmcians. Used in concert, increased standardization and other
improvements i the testing processes assist DLA with mectng its monitoring mission—
perform product verification that ensures that the items procured are of the requisite
quality—Dby

B helping DLA understand the total cost of product testing;

B assisting PVP and supply chain personnel with making wise choices of lab assigniment

for targeted and high-nisk populations;

B providing testing methods that consider failure rates, item criticality, and counterfeit

potenual; and




B allowimg PVP, supply chain, and lab personnel to choose scientifically suitable sampling
£ pply p y phng

methods and select the most appropriate sample size.

Potential Benefits across DoD

We owe it to our warfighters to provide them high-quality commodities while making
the best possible use of Do)’ resources. The entire Department could benefit from en-
hanced product testing of DLA-procured or -managed items. Below are examples of ad-

vantages that could accrue at different levels of the Department:

B For the warfighter
® Greater confidence in DLA commodities
e Increased availability of commodities
e lmproved product quality
B For DLA headquarters
e Informed decision making
e Enhanced data integrity
® Reduced cycle time
B For DoD
e Higher likelihood of detecting counterfeit material and unauthorized product sub-
stitutions
® Less waste

® Lower total cost of ownership.

'See http://wwsw.incose, org/practice/ fellowsconsensus.aspx.
*See hutps://acc.dau.mil/ Community Browser.aspx?id=250180#definition.
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R ews

Topical Information on Standardization Programs

NATO Standardization Agency Plans Poliey Update

The NATO Standardization Agency is slated to promulgate changes to the NATO policy for
standardization and the directive tor the production, maintenance, and management of’
NATO standardization documents (AAP-03]). The most notable changes in these policy and
procedure documents ave the updates to the principles, the mtegration ot civil standards and
itellectual property rights, the close linking of standardization agreements to interoperabihty
requirements, the implementation of traceability between standardization documents and the
mital requirements, and the mtroduction of a new standardization document type, the stan-
dardization recommendation. These policy documents will be available in ASSIST. For more
information about the updates, please contact Latasha Beckman at 703-767-6872 or

latasha.beckman(@dla.mil.

Qualified Products Database Users Group Meets

at Wright-Patterson Air Forece Base, OH

The Air Force hosted a DSPO-spousored qualified products database (QPD) users group
session at Wright-Patterson Air Force Base, OH, on June 16, 2010.The event, attended by Air
Force and Army qualiticanon personnel employed in the region, focused on the QPD soft-
ware updates that have been released over the past year. The event provided participants with
a forum to ask questions and recommend potential enhancements. The database, which went
live in 2000, is the ofticial repository of qualified products and suppliers that wmeet technical
requirements stipulated in specifications. To date. 90 percent of the 743 qualified products lists
and qualified manufacturers lists have been converted from static paper documents to elec-
tronic files and published m the QPID. The use of qualified products or suppliers eliminates
the need tor first-article testing and thus can shorten acquisition lead-times and reduce costs.

Attendees provided positive feedback and oftered helptul suggestions.
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GIDEP Announces an Interim Policy Change
on Suspect Counterfeit Reporting

On September 15, 2010, the program manager of the Government-Industry Data Exchange
Program (GIDEP) announced an mterim pohicy change concerning reporting of suspect
counterfeit parts and materials through GIDEP Specifically, the interim policy change removes
the requirement to name the supply source of suspected counterfeit parts or materials. The
change is based on feedback from a number of government-industry committees and sup-
ported by data from recent Government Accountability Othice and Department of Commerce
reports indicating that far more companies and agencies have encountered counterfeits than
were reported through GIDEP. When this information is withheld, the whole detense and in-

dustrial base community sufters.

For the next 3 months, GIDEP members will be able to report their suspected counterfeits
through GIDEP without having to name their source of supply. If the change results in an in-
crease in the number of organizations willing to report instances of suspected counterteit
parts or materials, the intertm policy will be renewed on December 15, 2010, If the number
does not increase, the interim policy will expire. The 3-month test will help the federal gov-
ernment develop sound and comprehensive federal policy concerning suspect counterfeit
parts and materials reporting requirements. Follow this link to see the mterim policy: heep://

www.gidep.org/mgmt/opmanual/gidep_interim_counterfeit_policy_change_15sep2010.pdf.

DSP Recognizes Achievements in Standardization

Annually, the DSP recognizes individuals and teams from the military departments and defense
agencies who have achieved significant improvements i mteroperabihity, cost reduction, qual-
ity, reliability, and readmess through standardization. Since 1987, DSP has recognized these
outstanding performers in a formal ceremony. The ceremony recognizing the 2009 award win-
ners was held on July 7 at the Pentagon’s Hall of Heroes. Mr. Greg Saunders, Director, DSPO,

officiated the ceremony with help from Mr. Stephen Welby, Director, Systems Engineering.

This year, for the first time, DSPO identified two individuals as being equally deserving of

the Distinguished Achievement Award:

B Martin Snyder, for developing the worlds first 24-volt military vehicle headlamp using
only light-emitting diodes, signtficantly reducing the danger to our warfighters

B David Leight, for developing a specification for fiber optic connectors that can be used in
hundreds of shipboard, submarine, and avionic military applications, greatly reducing the

logistics footprint.
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Mr. Snyder and Mr. Leight each received an engraved crystal Pentagon and a check for

£5.000.

The remaining awards were presented to four teams:

B Army team from the Weapons and Materials Research Directorate, U.S. Army Rescarch
Laboratory, for overhauling three major armor steel specifications and developing two new
specifications, ensuring that the Army is getting an adequate supply of high-quality armor
steel produced by the most etfective processing available

B Navy team from the NATO SEASPARROW Project Ofhice, tor creating a common set
of test equipment that can be used by all missile testing facilities, resulting in a doubling
of final test yields, a doubling of maximum surge capacity, and a 50 percent increase in
steady-state throughput

I A team from the Navy Automatic Intoriation Technology Program Oftice, Naval Supply
Systems Command, for designing and implementing a passive radio trequency identitica
tion system to support receipt-and-issue transactions for the entire Navy Department

B A Navy team led by individuals from the Naval Surtace Warfare Center, Carderock
Division, and the Naval Sea Systems Commuand, for the simultaneous revision of five
specifications attecting critical end-use subiarine components—specifically, rubber gas-
kets, seals, and other rubber parts—identitied by the Navy as being used in "SUBSAFE™

applications.

2009 DISTINGUISHED ACHIEVEMENT AWARD WINNERS

/
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Pictured above are, left to right, Mr. Martin Snyder and Mr. David Leight.

News
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2009 DisTINGUISHED ACHIEVEMENT AWARD WINNER
Light-Emitting Diodes Brighten the Warfighter’s World

Pictured above are, left to right, Mr. Stephen Welby, Mr. Martin Snyder, Ms. Marta Tomkiw, Mr. Fred
Krestik, Mr. Thomas Mathes, LTG James Pillsbury, and Mr. Ron Davis.

2009 DisTINGUISHED ACHIEVEMENT AWARD WINNER

Standardized Fiber Optic Connectors Save Millions

Pictured above are, left to right, Mr. Stephen Welby, Mr. David Leight, Mr. Michael Radecki,
Mr. Samuel Merritt, Mr. James Jobe, Mr. Bill Lee, and Ms. Christine Metz.
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ACHIEVEMENT AWARD WINNERS

Warfighters Now Have More—and Better—Steel

Pictured above are, left to right, Mr. Stephen Welby, Mr. Richard Squillacioti, Mr. Kirk Stoffel, Mr. Matthew Burkins,
Mr. William Gooch, Mr. Jonathan Montgomery, Mr. Ernest Chin, Mr. Jeffrey Zabinski, LTG James Pillsbury, and

Mr. Ron Davis.

“Flex” Factory Improves Missile Production

Pictured above are, left to right, Mr. Stephen Welby, Mr. Donald Hoffman, Mr. John Pieti, Mr. Bruce Tuskey, CAPT
Michael Anderson, CAPT Jerry Reid, and Mr. Scott White (Navy Departmental Standardization Officer).
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ACHIEVEMENT AWARD WINNERS

Pictured above are, left to right, Mr. Stephen Welby, Mr. Robert Bacon, Mr. Douglas Verhagen, CAPT Jerry Reid, and
Mr. Scott White (Navy Departmental Standardization Officer).

Improved Rubber Keeps Our Submarines Safer

= = = T T T

Pictured above are, left to right, Mr. Stephen Welby, Mr. Mark Lattner, Mr. Forrest Pilgrim, Mr. Steve Lutgen,
Mr. Roland Lemieux, Mr. Richard Dempsey, Mr. Edward Godfrey, Mr. Beau Brinckerhoff, Mr. John Lee,
Mr. Robert DeNale, CAPT Jerry Reid, and Mr. Scott White (Navy Departmental Standardization Officer).
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Mr. Greg Saunders officiated at the Defense Standardization
Program Awards ceremony.
Mr. Stephen Welby, Director, Systems Engineering, also
officiated at the ceremony.
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August 14-18, 2011, Las Vegas, NV
60th Annnal SES Conference

The 60th Annual SES Conference will be held
at the Encore at Wynn, Las Vegas, NV. The con-
ference theme will be “The Evolving World of
Standards: What’s on the Horizon?” The confer-
ence includes a welcome reception, keynote
address, and 2 days of technical sessions. Two pro-
fessional development courses will be offered for
an additional cost. The keynote address and tech-
nical sessions will be broadcast live from the
Encore on August 15 and 16, 2011, as a virtual
conference. If you are not able to make it in
person, plan to attend virtually. For more infor-
mation, please go to the SES website at

htp://www.ses-standards.org.

August 29-September 1, 2011,
Fort Lauderdale, FL
DMSMS and Standardization Conference

Mark your calendars now and plan to attend the
2011 Diminishing Manufacturing Sources and

Material Shortages (DMSMS) and Standardiza-
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tion Conference at the Westin Diplomat Hotel in
Hollywood, FL. Once again, the conference will
include multiple tracks of topics, including one
featuring topics relating to the Defense Standard-
ization Program and another on the Govern-
ment-Industry Data Exchange Program. As the
conference planning develops, key information
will be posted on the DMSMS 2011 website. For
more information, please go to the DMSMS

website at heep://www.dmsms201 1.com.

October 24-27, 2011, San Diego, CA
14th Aunual Systems Engineering Conference

Mark your calendars now and plan to attend the
14th Annual Systems Engineering Conference,
which will be held at the Hyatt Regency Mission
Bay in San Diego, CA. Though details are sull
being worked out, prospective attendees are
encouraged to check the conference website at
htep://www.ndia.org/meetings/2870/Pages/
defaultaspx for information as it becomes avail-
able.
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People in the Standardization Cofnfnunity

Welcome

Chris Paquette, of the Naval Sea Systems Command (NAVSEA), was recently named
Navy Departmental Standardization Otheer (DepSO). Mr. Paquette has been with the
Navy tor more than 27 years. Currently, he is the deputy director for Technical Policy
and Standards, where he leads the related value streams of technical autharity, technical
standards, systems engineering, and svstem safety for NAVSEA. Mr. Paquette has been

serving as the Command Standardization Othicer for NAVSEA since 2007,

James Dwyer, of the U.S. Army Mateniel Command (AMC), is serving as Actung
Army Standardization Executive. Mr. Dwyer s a retired Army Colonel with more than
27 years of mulitary experience, specifically m combat logistics. He is now serving as the

Deputy G-4 for Support Operations, Headquarters AMC,

Ramon Campos. of AMC, was recently named Army DepSO. Mr. Campos assumed
the duties of chiet of the Industrial Base Capabilines Division, Headquarters AMC,
Deputy Chief of Statt G/4/7/9. Mr. Campos started s career with the government
when he joined the Army i 1985, He comes to Headquarters AMC from the Theatre
High Alutude Arca Defense Launcher Product Othice, where he served as the depury

product manager.

Farewell

Ron Davis has transterred to a new posinon with the US. Marme Corps. Previously.
he served as Deputy G3 for Industrial Operations as well as the Army Stndardizadon

Executive.

Scott White, formerly with the Naval Air Systems Command, left for a job with in-

dustry. In lis most recent positon, Mr. White served as the Navy DepSO.
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Defense Parts Management Portal-DPMP

The DPMP is a new public website brought to you by the Parts Standardization
and Management Committee (PSMC) to serve the defense parts management
community.

The DPMP is a new resource, a new marketplace, and a “one-stop shop” for parts
management resources. It 1s a navigation tool, a communication and collaboration
resource, and an information exchange. It gives you quick and easy access to the
resources you need, saves you time and money, connects you to new customers or
suppliers, and assists you with finding the answers you need.

This dynamic website will grow and be shaped by its member organizations. A
new and innovative feature of the DPMP is its use of “bridge pages.” Organizations
with interests in parts and components are invited to become DPMP members by
taking control of a bridge page. Chances are good that your organization is already
listed 1in the DPMP.

There 1s no cost.

Explore the DPMP at https://dpmp.Imi.org. For more information, look at the
documents under “Learn more about the DPMP” Click “Contact Us” to send us
your questions or comments.

collaboration
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Upcoming Issues
Call for Contributors

We are always seeking articles that relate to our themes or
other standardization topics. We invite anyone involved 1in
standardization—government employees, nulitary personnel,
industry leaders, members of academia, and others—to sub-
mit proposed articles for use in the DSP Journal. Please let us

know if you would like to contribute.

Following are our themes for upcoming issues:

Issue Theme

January/March 2011 Science and Technology

April/June 2011 Standardization Stars

July/September 2011 Materiel Readiness

If you have 1deas for articles or want more informaton, con-
tact Tim Koczanski, Editor, DSP Jonurnal, Deftense Standardiza-
tion Program Ofhice, 8725 John . Kingman Road, STP 5100,
Fort Belvoir, VA 22060-6220 or e-mail DSP-Editor@dla.mil.

Our othce reserves the right to modity or reject any sub-
mission as deemed appropriate. We will be glad to send out
our editorial guidelines and work with any author to get his

or her material shaped into an article.




