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This paper examines the concept of technological surprise and offers insights as
to where future investments might most be needed. Analysis of recent trends and
studies on technological surprise present a rich resource for development of analytical
criteria to evaluate current efforts toward preventing or overcoming technological
surprise. The analytical criteria are then used to evaluate the current organization and
strategy of the United States Navy in this area. Finally, recent historical examples of
technological surprise are evaluated against this analytical scheme to develop potential
areas for improvement. This paper argues for a systematic, approach to technology
analysis, awareness and information sharing. It examines the expansion and
investigation of massive multi-player gaming environments to facilitate expert education,
collaboration and experimentation. Finally, it recommends a focus on red team analysis
and experimentation as a means of minimizing strategic surprise from technological
sources. To fully explore potential strategic futures DOD must adopt a systematic
approach to ensure education, collaboration and experimentation amongst operational,

scientific and technical intelligence expert communities.






STRATEGIC TECHNOLOGY

The Department of Defense (DOD) spends extraordinary effort, time and money
considering future challenges, and the environment in which they will occur. This is
likely no different from the efforts of political and military leaders from the time of
Themistocles; it is in fact basic to the concept of civilization. For a civilization to survive,
it must consider future challenges, prepare for winter, for example, or more specifically,
prepare for war. But unlike the challenges leaders faced in 500BC or even 1942, current
leaders face a pace of technological and societal change that is so broad and rapid it
defies understanding. Dr. George Heilmeier in a 1976 article for Air University Review
pointed out that the key to surprise “is in the recognition or awareness of the impact of
technology and decisiveness in exploiting it.”* In Dr. Heilmeier's view then, surprise is
the gap between technological change and doctrinal understanding and integration. If it
is accepted that the rate of technological progress is accelerating, then the influence of
technology on possible future scenarios must be seen as increasing. Due to this, the
world has become both smaller and infinitely larger during the last two decades;
challenging our ability to understand it conceptually and practically. It has become
smaller in the familiar sense of the “shrinking planet.” For example, individuals from all
walks of life, religion and ethnicity have unparalleled physical and intellectual access to
one another and, more importantly, to the ideas, knowledge, and concepts that span
humanity. One no longer has to master the Urdu language to read the local newspaper
from Attock, Pakistan,? for instance. It is accessible in a variety of languages on any
mobile device with a data-link. This also shows how the world has expanded. Not only is

there nearly unlimited access to knowledge and data, but we have created a new



domain, cyberspace, that theoretically, at least, has no permanent limits. Paradoxically,
cyberspace has created unique opportunities for adversaries and new forms of access
not limited by physical proximity. Cyberspace and wireless technology have also made
possible commercial off the shelf (COTS) command, control, communications, and
intelligence systems.

These technologies, and many others like them, represent a growing challenge
to DOD’s capability to understand and prepare for current, developing and future
challenges. Given the nature of defense planning and programming, there is an
unceasing pressure to define the future operational environment and adversary
scenarios. Yet, as the Joint Operating Environment (JOE) 2010 points out, the pace of
change across demographics, science, society, and many other areas makes these
potential futures quite difficult to understand with much clarity. These accelerating
trends leave us with one sure prediction, and that is for the increasing potential and
scale of technological or capability surprise in the future. Recent history has ample
evidence of this trend and points with some clarity to effective approaches that could
minimize the potential for technology surprise and reduce its impact.

Strategically, we have guidance to prepare for a wide range of potential
scenarios from defeating Al-Qaeda to neutralizing weapons of mass destruction.
Specifically, with regards to surprise, we are directed to build forces and capability that
are “adaptable.” Despite pervasive guidance to strive for adaptability, DOD has
struggled to either predict technology shifts or to adapt quickly and efficiently when

confronted with technology surprise.



Strategic guidance since 1990 reveals a growing understanding of increasing
strategic uncertainty and risk of doctrinal or technological surprise. Since that time,
there have been numerous instances of technological surprise that have in turn led to
significant efforts to understand and analyze its origins and character. The Defense
Science Board study on Capability Surprise® and other studies on technological or
capability surprise offer consideration of best practices and decision processes to
minimize its potential impact. An alternate approach to consider is through the lens of
successful historical efforts to achieve technological surprise. These examples show
how this type of surprise was accomplished and provide insights to strategic choices
that might minimize or prevent them. All of the services have an array of organizations
focused on preventing this type of strategic setback. For brevity, the U.S. Navy
organization and strategy will be examined. Recent examples of technology surprise will
serve as contrast to examine what kind of failures have been experienced even with
current organizational and strategic approaches and perhaps understand where efforts

to improve should focus.

Background

U.S. strategy has gradually shifted focus during the last two decades due to the
demise of the Soviet Union, the continued extensive U.S. involvement in the Middle
East, international anti-terrorism efforts, and global efforts to restrict the influence and
reach of international “bad-actors.” The demise of the Soviet Union continues to
represent a strategic discontinuity for the U.S. in the sense that strategic thinkers and
planners no longer have a crisp focus on the primary threat. The U.S. is no longer
engaged in a calculated competition with a near-peer competitor, in which both sides

shift their capabilities investments based on careful study and analysis of a primary



adversary. Instead, the defense enterprise finds itself struggling to define the most likely
nature of future strategic threats and, correspondingly, to define the nature of
operational challenges. Some believe that future operations have a strong likelihood of
resembling either of the last decade’s counter-insurgency efforts in Iraq or Afghanistan.
Others emphasize that we rarely refight the last major conflict and find reasons to focus
on potential near-peer competitors and more conventional combat operations.

Cold War strategies were by necessity threat-based, largely due to the relatively
well defined nature of the primary adversaries and their military, operational and
technical capabilities. During the last two decades, the Department of Defense strategic
guidance has shifted from the Cold War threat-based paradigm to a capabilities-based
paradigm. This started immediately following the fall of the Soviet Union with Secretary
of Defense Dick Cheney stating “we are building defense forces today for a future that is
particularly uncertain, given the magnitude of recent changes in the security
environment.” He goes on to write “we are striving to provide a future President with the
capabilities five, ten or fifteen years from now to counter threats or pursue interests that
cannot be defined with precision today.” This uncertainty continues today and is
reflected in all current strategic guidance from the Joint Operating Environment 2010
(JOE) to the most recent National Military Strategy 2011 (NMS).

Strategic Guidance

In the forward to the JOE 2010, General James N. Mattis takes pains to
emphasize the speculative nature of efforts to define future environments and
challenges. We do this, he says, to ensure we “think through the nature of continuity
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and change in strategic trends to discern their military implications.” The context of his

comment is that, while our speculation will have only limited success, the exercises of



analysis, scenario development and course adjustment are crucial to the process of

“services adaptations.”’

The JOE focuses on the time frame of 15 to 25 years in the
future and stresses repeatedly the difficulty of precisely predicting future challenges and
environments. Paradoxically, as Richard Danzig points out, “the U.S. military relies on
prediction to forecast needs and influence the design of major equipment.” ® Prediction
is central to DOD capability requirements, acquisition, and budgeting efforts, yet we are
in an era where prediction efforts are becoming less reliable, while development and
acquisition timelines continue to lengthen. DOD interest and focus on technology
surprise is driven by a relatively new environment where “technology and globalization
have empowered first- and second-tier states, non-states, and even individual
extremists alike.” This new environment has given the potential for WMD or WMD-like
effects to many actors beyond the traditional “great nations.” Also, growing
interdependencies from social to cultural to technical make the understanding, analysis
and prediction of unrest extremely difficult.”® In the final analysis, the demise of the
Soviet Union has reduced the international focus on the “great conflict” and created a
broad array of security challenges which stress the nation’s capacity to analyze, predict
or prepare for an uncertain future environment.

The strategy to minimize the impact of technological surprise hinges on
improving U.S. ability to innovate and adapt. The Quadrennial Defense Reviews
(QDRs), since 1990, still place significant emphasis on a combination of predictive
scenarios to provide context. The 2010 QDR emphasizes ongoing efforts to win today’s
wars and it provides future focus through eight descriptive challenges.™* While this list

does not represent threat-based planning, it can be assessed as something of a mix of



capabilities-based planning and threat-based planning. While it is clearly anchored in
the current fight and current strategic requirements, the 2010 QDR provides guidance in
broad terms that can be interpreted to cover the spectrum of future conflict and
engagement.

Technology Surprise

Francis Fukuyama, in his introduction to the book Blindside, summarizes recent
events saying “the past decade and a half has demonstrated that nothing is as certain
as uncertainty.”? While he was not focused specifically on technology, his statement
captures the growing trend of uncertainty in international affairs that can, in part, be
traced to the pace and scale of capability and technological advancement. The Defense
Science Board (DSB), in its 2008 Summer Study on Capability Surprise, categorized
surprise into two distinct groupings: known surprises and surprising surprises.*® The
DSB identifies known surprises as those for which potential, evidence and
consequences are readily available and clearly understood.** For these types of
surprise, the U.S. could and should have been prepared, but failed to take adequate
measures. These are the types of surprises that Heilmeier and Mahan referenced as
preventable through thorough study and experimentation.* Surprising surprises,
according to the DSB report, are those for which evidence and consequences are much
less clear.'® An example of this is the successful use of advanced mathematics by the
Allies during World War Il to decipher Axis communications.

Another approach to defining surprise comes from the National Research Council
(NRC) in its report from a recent symposium on the subject:

Type 1: A major technological breakthrough in science or engineering.



Type 2: A revelation of secret progress by a second party which may have an
unanticipated impact.

Type 3: Temporal surprise, when a party makes more rapid development or
advancement in a particular technology than anticipated.

Type 4: Innovative technology applications, such as using an airplane as a
weapon, or increasing the lethality of improvised explosive devices.’
This delineation of surprise has been endorsed by the Defense Intelligence Agency’s
(DIA) Defense Warning Office (DWO) and will be used to examine and understand
various scenarios of technology surprise.

In the book, Managing Strategic Surprise, the authors do not define surprise, but
focus instead on the idea of risk. Risk they define as the product of likelihood and
consequences and they approach the idea of risk by examining how it is managed in
other disciplines.® This approach to surprise is especially relevant as it closely
correlates to the recommendations of the DSB on capability surprise. The authors of
this study contend that this systematic examination of requirements, combined with a
study and understanding of the necessary convergences, could provide significant focus
to investment in research and development areas. In his book on surprise, Meir Finkel
advocates technological and doctrinal surprise as primary categories, saying “the
importance of the technological dimension has surpassed the operational.”*® He goes
on to explain that the increasing pace of technological progress leads to an expanding
divergence of timing and complex interaction that is difficult to forecast.? Interestingly,
this point of view is not supported by recent U.S. experience with improvised explosive

devices (IEDs) or with other technology surprises such as advanced 4" and 5™



generation fighter capabilities. In each of these cases, the technology was not the cause
of surprise as much as doctrinal integration and implementation.

In his book on the concept of innovation, Stephen Peter Rosen urges us to keep
a distinct separation between the ideas of “technological innovation” and “behavioral
innovation.”** Technological innovation is defined as “the process by which new
weapons and military systems are created,” except where new technologies drive
organizational adjustment.?” This is an important concept when examining past
examples of technological surprise, from the perspective of understanding how they
were accomplished and how to best avoid them.

Convergences

For another perspective on technology surprise, the U.S. Army’s STAR21
(Strategic Technologies for the Army of the Twenty-First Century) researchers
examined the methodologies used to make specific technological forecasts for the U.S.
Army and made recommendations to adjust future efforts. # They also reviewed similar
studies conducted by the U.S. Navy and U.S. Air Force and determined that all three
sets of studies had used similar methodologies. The major findings of this study were
twofold. First, they found that “forecasting is difficult due to the unpredictable nature of
technology and often exponential technological advances.”* Secondly, that the nature
of the exponential technological surprises that forecasting efforts had failed to predict
were tied to the concept of “technological convergences”.? The definition of
convergences is inexact but can be summarized as “the confluences — of individual

sciences and technologies that could enable”®®

surprising technological capabilities.
The STAR21 study recommends a methodical approach to studying

convergences related to specific warfighter capability requirements; however this same



concept could be effectively focused on examining potential new threat capabilities and
vectors. The approach used would be to determine a continuum of near, mid, and far
term operational requirements. An iterative approach is recommended using subject
matter experts (SMES) to first determine the end state capabilities required for far-term
mission sets. Then the SMEs would study actual operational capabilities (regardless of
science and technology maturity) matched to the end states, and finally devolving
operational capabilities into base science and technical breakthroughs that must be
achieved.”

Related to the STAR-21 finding, the United States Marine Corps (USMC)
Warfighting Lab has experimented with an innovative methodology for examining
disruptive technologies called “commercial hunter” or commercial technology
assessment (CTA).? This approach focused teams of college students on prescribed
Marine Corps scenarios that incorporate detailed U.S. capabilities and gaps. The teams
were tasked to combine readily available (had to be mature within 5 years) technologies
in innovative ways to produce unexpected threat vectors. The initial test of this
approach was considered to be a success in that the teams produced imaginative and
effective solutions.?® Two additional CTAs have been conducted subsequently and there
is evidence that this approach offers an effective methodology for discovering potential
new threats. Notably, the CTA effort represents confirmation of the STAR-21 reports
recommendation and perhaps a model for service based technology assessment.
Addressing technology assessment (TA) from the perspective of ethical considerations,
Richard Sclove highlights various approaches similar to that of Commercial Hunter,

further validating this concept.*® What is not clear is what would be the best combination



of comprehensive approaches to capture layperson, potential adversary, and
professional military assessments that inform doctrine, tactics, and capability acquisition
decisions.

The STAR-21 report and the “commercial hunter” effort illuminate two distinct
ways that convergences can be effectively examined. STAR-21 developed the
methodology and necessity for internally focused assessment, with future capability
potential and requirements as the focus. The STAR-21 effort used operationally
knowledgeable and tactically proficient SMEs along with expert knowledge of future
technical capabilities to examine potential capabilities. The USMC study pointed to
another aspect of this type of study, which is using a study group that is relatively less
experienced in military operations and tactics to examine how future technologies and
capabilities might be used to undermine expected U.S. capabilities and doctrine.

Robert McCreight, of the George Washington Institute for Crisis, Disaster, and
Risk Management, argues persuasively for a national Technology Assessment (TA)
mechanism.*! He points out that the commercial potential of rapid advances in
“biotechnology, nanotechnology, plasma physics, materials science, space science,
propulsion dynamics, and artificial intelligence” among many others combined with the
global economy means that rapid change is inevitable.* His recommendations include
national and international TA mechanisms, but are more aimed at identifying potential
technologies for government sponsorship. This aspect of TA should be monitored by
DOD analysts but may not meet the specific needs of military doctrine, strategy, and
capabilities assessment. Specifically, Dr. McCreight’'s recommendations call for an open

and transparent process that informs the international as well as national community.
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This type of effort, while laudable for reasons of international stability, peacekeeping,
and health would likely reduce the critical military advantage that such analysis might
provide. For DOD purposes, TA efforts that include blind studies and classified studies
may be more valuable and desirable since vulnerabilities and advantages might be
revealed during these processes.

Dr. McCreight provides a useful definition of technology assessment:” the
systematic evaluation of innovative, novel, and unique discoveries and developments in
all fields of science and technology to examine both the immediate and long-term
societal, political, and ethical impacts of new ideas and advancements to ascertain
whether their impact is either positive or negative.”* A modified definition may prove
more useful for DOD purposes: the systematic evaluation of discoveries and
developments in all fields of science and technology to examine both the immediate and
long-term strategic, operational, and tactical impacts to current capabilities, strategies,
and doctrine.

Probably the most comprehensive recent effort to examine technological surprise
was the Defense Science Board’s 2008 Summer Study on Capability Surprise. While
the DSB definition of capability surprise is slightly different than that for technology
surprise provided by the NRC, their recommendations and finding are useful for this
discussion. The DSB study recommended a five step process to manage surprise:

1. A scanning and sifting process that narrows the many possibilities to the

most worrisome few
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2. A “red” capability projection function that takes a “deeper dive” on the
worrisome few through analysis, simulation, experimentation, and/or
prototyping

3. A net assessment process in which the deeper understanding of “red”
gained through capability projection is played against blue capabilities in
order to assess the degree to which the nation can address the threat or
adapt capabilities already in hand

4. An options analysis team to provide an unbiased evaluation—or “rack and
stack”—of the alternatives should blue capabilities prove inadequate

5. An ability to produce a decision package that can be acted upon by senior
leadership®

These recommendations coincide with and expand on the proposed DOD
definition of technology assessment. It is significant, however, that the DSB study
emphasized the need for a major red teaming capability. This coincides with expert
recommendations compiled in the findings of the 2009 National Research Council
Symposium on technology surprise.® One of the speculations of the keynote speaker at
this event was on how information technology might be used to facilitate the “sharing of
ideas” across broad audiences of differing educational and experiential backgrounds.>®
While the speaker did not delve into this subject, it is worth examining in some detail.
One of the difficulties experienced in technology assessment is well documented in a
full reading of the book, Winning the Next War.*" In the last three chapters the author
examines the problem of managing technology surprise. One of the key issues he

uncovers is the need to share cultural and experiential knowledge across critical
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communities of experts. For military technology, these communities are the operational,
scientific, and technical intelligence communities. How this expert knowledge can best
be shared, disseminated, and used to establish understanding of critical decision
spaces remains inexact. However, modern information technology might provide
solutions that remain relatively untapped.

Examination of various aspects of technological surprise related to electronic
warfare and armored warfare during WWII provides ample evidence for two
recommendations. First, as Stephen Rosen has documented, sufficient adversary
technical intelligence must drive military capability development.® U.S. development of
ordnance and armor capabilities prior to WWII progressed with little or no understanding
of the adversary, resulting in significant technological and doctrinal advantage for Axis
forces. On the other hand, later in the war, significant understanding of German radar
and radio technology led to a decisive U.S. and British advantage in electronic
warfare.* Allied understanding of how Axis forces were using the electro-magnetic
spectrum contributed significantly to development of effective jamming and radar
capability and doctrine. These efforts were partially responsible for the defeat of the
Axis bombing campaign against Great Britain.

In his examination of approaches to manage uncertainty, Dr. Rosen compares
potential approaches. He makes a strong case for a “hedging strategy,” that pursues a
broad research approach investing in “the development of many different weapons up to
the point where their costs and military performance” can be understood.* This
approach methodology provides depth and context to the “net assessment” process

recommended by the DSB. Another recommendation that this approach assumes is
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comprehensive experimentation that facilitates the understanding of military
performance and implications for strategy and doctrine. As an example of hedging, he
outlines how the U.S. used this strategy starting in 1946 to develop understanding of the
decision space for strategic guided missile technologies.** This hedging strategy was
particularly successful given the extremely poor understanding of the operational
scenarios for strategic nuclear weapons. It set the stage for concrete production and
further development in the mid 1950s that would establish and maintain U.S. advantage
in nuclear weapons capacity and technology for the next 40 years.

These efforts provide a useful discreet set of recommendations for strategies that
can be used to minimize and mitigate technology surprise:

e Convergence analysis that leverages expert communities (operational,
scientific research, and technical intelligence) to examine and prioritize
potential game changers

e Red Team convergence analysis that examines unexpected combinations
of technologies that lead to disruption

e Net assessment or experimentation, which examines both red and blue
options to develop understanding of potential future disparities

e Leveraging information technology to capitalize on broad range of
expertise, education, and experience (operational, scientific, intelligence)

e Sufficient technical intelligence to understand adversary current and
intended capabilities

These recommendations provide a potential lens through which service strategy,

organization, and implementation of technology surprise mitigation and prevention can

14



be viewed and perhaps effectively evaluated. While a full analysis of DOD strategy and
organization is outside the scope and scale of this paper, analysis of a single service’s
efforts will provide a benchmark for these proposed strategies.

Navy Technology Assessment and Experimentation

Having examined the idea of technology surprise, how is DOD organized to
prevent it and what, if anything, can be done to improve our posture? All of the services
and the joint community have specific organizations whose goals include preventing
technological and doctrinal surprise, but for brevity, this paper will examine the U.S.
Navy’s organization and strategy.

The Office of Naval Research (ONR) is the Department of the Navy’s lead in
sponsoring scientific research and its “mission, defined in law, is to plan, foster, and
encourage scientific research in recognition of its paramount importance as related to
the maintenance of future naval power, and the preservation of national security; and to
manage the Navy’s basic, applied and advanced research to foster transition from
science and technology (S&T) to higher levels of research, development, test and
evaluation.” ONR publishes its plan of execution in the “Naval S&T Strategic Plan”
which lays out how it “sponsors research efforts that will enable the future operational
concepts of the Navy and Marine Corps.”® ONR’s S&T vision is spelled out in four basic
mission areas:

e Pursue revolutionary, game-changing capabilities for Naval forces of the
future
e Mature and transition S&T advances to improve existing Naval capabilities

¢ Respond quickly to current Fleet and Force critical needs

15



e Maintain broad technology investments to hedge against uncertainty and
to anticipate and counter potential technology surprise*

ONR’s investment portfolio is overseen and managed by a hierarchically nested
system of boards that starts at the Vice Chief of Naval Operations (VCNO) and
Assistant Commandant of the Marine Corps (ACMC) level and ends with direction to the
Director of ONR. This board system is meant to ensure that ONR investments are
focused on operational priorities, while still ensuring a broad base approach to future
technology requirements.*

In general, the demand signal for ONR comes from Navy and Marine Corps
staffs (such as 2" Fleet or 3" Marine Amphibious Group), fleet or force enterprises
(such as NAVAIR, NAVSEA) and “other” stakeholders. The introduction to the “Naval
S&T Strategic Plan,” emphasizes the need for increasing the engagement levels of
senior Navy and Marine Corps leadership in the S&T process.*® To summarize, ONR
can be viewed as having the Department of the Navy mission to foster and develop new
and future technologies and for organizing and prioritizing current technology
challenges.

The Navy Warfare Development Command (NWDC) is “the Navy’s champion for
the rapid generation and development of innovative, game changing solutions in
concepts and doctrine to enhance maritime capability at the operational level across the
full spectrum and enable seamless integration in the joint and coalition arena.”™’ In this
role, NWDC has the Navy lead to develop and integrate capability at the operational

level and shape current and future force employment through its “core competencies:
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e Innovative concepts generation and development that is collaborative in
nature and anticipates the requirements of and serves our primary
customer the Fleet.

e Outstanding design and execution of experimentation and exercises with
accompanying observation and analytical rigor that informs the continuum
of gap analysis and solutions development.

e State of the art, forward leaning modeling and simulation to enable the
Navy’s end to end training continuum and assist with future force
development.

e Dynamic Lessons Learned applied rapidly and logically to effect solutions
in training and doctrine.

e Authoritative and well written current doctrine that is user friendly and
enables clear, concise command and control and unity of effort.”®

NWDC therefore provides leadership, organization, and integration for experimentation

efforts within the Navy and for naval capabilities within the Joint environment. An

important core competency listed for NWDC is its “innovative concepts generation”
competency. This function, along with the role of experimentation and innovation,

partially answers what much of the research on technology surprise recommends as a

mitigating strategy. It appears from the NWDC mission statement that this effort is

primarily focused on looking at technology integration and doctrinal development, but
does not cover the “red” aspect of challenging U.S. Navy capabilities and doctrine.
The Naval War College (NWC) has a primary mission of using gaming, analysis,

and research to help define the future Navy and its roles and missions. The primary
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goals of these efforts are to “anticipate future operational and strategic challenges;
develop and assess strategic and operational concepts to overcome those challenges;
provide analytical products that inform the Navy’s leadership and help shape key
decisions.”® In this role, the NWC serves as the Navy’s premier war gaming center,
providing high quality gaming, analysis of results, and research to understand potential
futures. NWC uses collaborative as well as individual research efforts to include various
dedicated research groups to develop understanding of current and future warfighting
issues.® A review of the publications and research efforts available at NWC shows
significant investment, analysis and focus on both “blue” and “red” technology use.
From a scholarly aspect, the NWC clearly provides intellectual challenge of current
doctrine and speculation and analysis on the impact and significance of future
technological developments. It is unclear what level or frequency of systematic review of
technical intelligence or technology assessment is used to facilitate the ongoing
research and analysis.

Approaching innovation from another direction, the Chief of Naval Operations
(CNO) has established the Strategic Studies Group (SSG). The SSG’s primary mission
is to generate “revolutionary naval warfare concepts.” These concepts, are by definition,
the kind that would upset the existing order of capabilities and doctrine, and would be
non-consensual to operational forces. In this role, the “SSG focuses its efforts on
warfighting concepts that appear to have great potential, but Navy organizations are
currently not pursuing.”™ The SSG was formed in recognition of the fact that many past
successful innovations were brought about by “the iteration of thought between

operators, technologists, and analysts.”* The CNO receives input from the SSG
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directly, then selects and directs implementation for the most promising revolutionary
concepts. The SSG is meant to accomplish the sharing of expert understanding
between operational, technical intelligence, and scientific experts to address complex
operational challenges. In this role, the SSG works hand in hand with NWDC to develop
and integrate conceptual proposals into Fleet Battle Experiments (FBES), which seek to
challenge and/or validate revolutionary ideas.

While there are many organizations involved in Technical Intelligence for the U.S.
Navy, the Farragut Technical Analysis Center leads the way on strategic scientific and
technical intelligence (S&TI). This center coordinates or conducts S&TI analysis of
foreign capabilities, foreign material exploitation, signal intelligence analysis, modeling
and simulation, and acoustic intelligence. Part of its mission is to provide information
and services across the scope of Navy acquisition managers, weapons and systems
developers, operational forces, and national security policy-makers.

To summarize, the overall U.S. Navy strategy and organization to prevent
technology surprise appears to be well developed when compared to the
recommendations of recent studies and experts. It arguably has multiple “convergence
analysis” efforts from multiple levels of operational expertise, at least focused on
improving U.S. capabilities. The Navy has a dedicated organizational investment in
technical intelligence, with a focus on informing appropriate communities of decision
makers and analysts. With NWDC, it has focused experimentation and concept
development for U.S. capabilities. Finally, through the mechanism and focus of the SSG
and NWC, the Navy has scholarly research, review, and analysis of adversary

technological and conceptual futures. Despite all of this effort and focus, has the Navy
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managed to largely prevent technological surprise, or is there still room for
improvement?

Signs of Failure

A recent and well documented example of technological surprise stems from the
U.S. experience in Iraq since its invasion in 2003. The emergence of improvised
explosive devices as a crucial tool for Al-Quada in Iraq and the Iragi insurgents was a
significant technological surprise for the U.S. military. After the coalition efforts during
Operation Joint Endeavor in 1997, one of the lessons learned was that the use of IEDs
could be a critical insurgent/guerilla tactic.>® And there was significant scholarly work
dedicated to the premise that indirect means of offensive weaponry, such as booby-
traps or IEDs, would play an important role in guerilla tactics and strategy.> From
Southwest Asia to South America, insurgencies during the 1990s used IEDs as one of
their primary offensive weapons. While the use of IED’s is properly considered a tactic,
the effect in this case was strategic. U.S. forces quickly shifted operational focus and
tactics, but many U.S. capabilities were not adequate to the new challenges of counter-
insurgency. From the survivability of wheeled and tracked vehicles, to detection
capabilities and procedures, to understanding and controlling/exploiting the electro-
magnetic spectrum U.S. forces had systematically underestimated the environment.

When setbacks began to occur in Iraq, the U.S. was slow to develop a strategic
response. From the time of Ambassador Paul Bremer’s fateful decisions in May of 2003
to “de-Bathify” the Iraqi government and disband the Iraqgi military, it took only a few
short months for clear signs of a mounting insurgency to develop.>® From this time,
September and October 2003, it took a little over three years for the U.S. military and

political leadership to come to grips with the scale, scope and context of the insurgency
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and implement an effective strategy.>® What started as technological surprise resulted in
extended doctrinal surprise which almost proved to be the U.S. undoing in Iraq.

But in contrast, understanding and adaptation to the IED threat began almost
immediately. By July of 2004, DOD had initiated the Joint IED Defeat Task Force to
bring together various efforts toward defeating the IED threat. This organization was
transitioned to the Joint IED Defeat Organization (JIEDDO) in February of 2006. What is
remarkable about this effort is that by March of 2007, insurgent IED emplacement
efforts had increased by a factor of six while IED casualties had actually declined.®’
While the U.S. experience with IED’s appears to be a clear instance of technological
surprise, it also demonstrates the U.S. capacity to adapt and respond to surprise. The
resulting rapid fielding of sensor, electronic warfare, armor upgrade, and various other
IED defeat capabilities, represents a remarkable and successful effort to protect U.S.
troops and defeat an adversary’s primary offensive weapon.

The technique and lethality of the IEDs in Iraq represents an example of NRC
Type-4 technology surprise, innovative use of technology. The potential critical failure
here appears to be primarily a combination of failure of technical intelligence and red
team experimentation.

A recent example of technology surprise in the aviation realm is the relative
performance of the Indian Air Force SU-30 MK/MKIi versus U.S. 4™ generation fighters.
U.S. understanding of this capability began at COPE INDIA 2004, a bi-lateral training
exercise conducted at Gwalior in central India. During this exercise, U.S. fighters
performed surprising poorly against a combination of Indian SU-30, Mig-29, and Mig-21

aircraft in air-to-air training exercises. At the time, the Chief of Air Combat Command
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commented that “we may not be as far ahead of the rest of the world as we thought we
were.”*® While some of the technical details of this event remain classified, subsequent
description of the event detail various “exercise-isms” that contributed to the poor U.S.
performance. Primarily, U.S. fighters were restricted to visual range missile shots or
guns, and were engaged at a disadvantage of 3 to 1. While these might seem like un-
realistically biased restrictions, it is important to understand that even under these
circumstances U.S. fighters and pilots were expected to outperform Russian 4™
generation fighters and Indian pilots. Four years later, India again exercised the SU-30
during the U.S. Air Force’s Red Flag exercise. During this exercise, the SU-30 MKi was
deployed but was restricted to using its advanced radar in a training mode and
restricted from using its electronic warfare suite.>® With these restrictions, the aircraft
and aircrew still performed comparatively well, fighting U.S. 4™ generation fighters to
relative parity.®® This case appears to represent both technological surprise and
doctrinal surprise because India’s Air Force (IAF) pilot training level and tactics and SU-
30 MKi capabilities were unexpectedly advanced. Since both U.S. and Indian
participants in this exercise were constrained from using full combat capabilities, such
as certain aspects of electronic warfare and acquisition radar, it is too soon to draw
definitive conclusions about the SU-30 MKi capabilities. The exact capability level of the
SU-30 MKi remains unknown, but the demonstrated flight characteristics and avionics
might be considered to constitute a Type 3 and possibly a Type 4 technology surprise.
Another critical advantage of U.S. fighters in this exercise was their use of fully
integrated network-centric capabilities, whereas the Indian fighters were limited to

onboard radar, electronic warfare, and voice communications.®* Even if U.S. technical
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intelligence on SU-30 MKi accurately documented the aircraft’s capabilities, and
comparable characteristics to U.S. 4™ generation fighters, the reaction of the U.S.
military aviators seems to demonstrate, at a minimum, a failure to communicate that
intelligence. This revelation has implications for U.S. capability matchups with China
and any other Russian customers and raises concerns about current U.S. fighter
capability acquisition strategies. While the U.S. has maintained what is considered a
decisive technical advantage in the air-to-air role with the F-22, the acquisition strategy
for the F-22 may make the U.S. vulnerable to mass quantities of the exponentially less
expensive SU-30 MKi.** In addition, China and Russia have also demonstrated what are
considered to be 5" generation fighter capabilities, leading to potential technical parity
over time.®®

In another example of recent technological surprise, the Peoples Republic of
China (PRC) has developed the “Anti-Access/Area-Denial” (A2AD) strategy to reduce
the access and influence of U.S. military power in the East Asia sphere of influence.
This strategy combines unexpected advances in technical capacity (Type-2) and
unexpected combinations of technology (Type-4) to provide the PRC with a new
capacity to challenge U.S. control of sea and air spaces. The most powerful example of
technology surprise by China is in the development, testing, and fielding of guidance
technology for long range ballistic weapons. The potential for this type of guidance was
understood within the U.S. weapons development community, but the PRC was not
expected to have the capacity to develop and field operational capability. As
understanding of PRC capability deepened during the 2002-2010 timeframe, the U.S.

Navy found itself unprepared to defend against a potentially devastating weapons
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technology. This example of technology surprise appears to have been caused by a
combination of poor technical intelligence and poor understanding of adversary decision
spaces. A combination of better technical intelligence that accurately captured Chinese
developmental capacities or better “red team” analysis may have generated this as a
likely approach. The ballistic guidance technology, sensor technologies, and other
A2AD systems could have been captured with a combination of shared technology
analysis awareness and adversary red team analysis.

What is revealing with these examples is that they confirm Dr. Heilmeier’s
definition of surprise as the “difference in the recognition or awareness of the impact of
technology and decisiveness in exploiting it.”** These examples support the advice of
Alfred Thayer Mahan, writing on the subject of surprise in 1894, that surprise can be
remedied by “careful study of the powers and limitations of the new ship or weapon, and
by consequent adaptation of the method of using it to the qualities it possesses.”®
Modern warfighters must make an art of this “careful study” recommended by then
Captain Mahan. Where the operational art, science, and technical intelligence of
potential technology choices were once within the cognitive capacity of a small group or
even a single individual, the vast modern spectrum of potential choices require
integration of complex specialist knowledge.

Another aspect of these examples of technology surprise is that the most
damaging surprises, for instance IED use in Iraq or guidance technology for ballistic
weapons, were not major technological breakthroughs (Type 1). They were Type 4 and
Type 2 or a combination thereof. One could argue that the primary means to mitigate a

Type 2 surprise would be technical intelligence. In essence, we would have to have
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special knowledge of the adversary’s decisions and/or technical focus. But, are these
necessarily a failure of technical intelligence, or could these surprises stem more from a
failure to understand the adversary’s position and understand his strategic technology
choices? For instance, in the case of China, could a combination of red team
assessment and technology assessment have developed a better comprehensive
understanding of their decision space and provided a focused understanding of likely
choices and focus? At a minimum, such an analysis would have added context to
known technical intelligence and could have kept U.S. capabilities ahead of potential
adversaries.

Recommendations

Type 1 technology surprise remains a potential threat, but analysis of the U.S.
Navy’s organization and strategy shows that this is already the primary focus of the
research and development community. The Navy is well positioned to prevent or
mitigate this type of technology surprise investing over 45 percent of its research and
development dollars in broad fundamental research.®® A review of the recent studies
and analysis on technology surprise failed to provide any recent examples of
strategically significant Type 1 technology surprise.

A comparison of recent examples of technology surprise to the “discreet
recommendations” developed earlier is useful in order to identify potential focus areas
and approaches for reducing the potential and severity of technology surprise. Two
conclusions can be gleaned from the Type 2 and Type 4 examples discussed earlier.

The first observation is that these examples reveal a need to have a deep
understanding of the adversary’s technical and operational viewpoint. Where technical

intelligence might be unobtainable, a logical framework of adversary decision spaces

25



and likely choices could provide additional focus for future U.S. technology investments.
Whether and to what extent this type of analysis is conducted and integrated within the
DOD and USN technology assessment decision processes is not clear. The value of
this analysis would be to provide a critical secondary sensing system for adversary
technology strategies. Where technical intelligence fails to provide critical
understanding, convergence analysis, combined with a “red team” approach, might
serve as a second system of understanding.

The second observation is that in order to have understood the potential for
technological surprise from IEDs or ballistic guidance technology, DOD needed a way to
experiment with and assess these potential adversary capabilities. This is an example
of “net assessment and experimentation;” one of the discreet recommendations for
avoiding or mitigating technology surprise. The Navy Warfare Development Command
(NWDC) fulfills the experimentation and concept development role for the Navy, but
does not appear to focus on adversary perspective. That is to say, NWDC'’s
experimentation role is primarily focused on integrating new capabilities and
experimenting with improvements in existing and future U.S. capabilities and concepts.
What does not appear to be well developed within the U.S. Navy architecture is an
organization focused on “red team” experimentation. Analysis of the recent
recommendations on technology surprise shows a need for an organization that finds
and experiments with concepts, technologies and techniques that defeat friendly
capabilities and concepts.

Examination of the findings and recommendations of the various studies on

technology surprise reveal a repeated theme of utilizing information technology to help
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solve the problem of cross pollination across diverse groups of experts. For instance,
ONR is currently experimenting with an IT approach to collaborative analysis. ONR’s
Office of Innovation has established the Massive Multiplayer Online Wargame
Leveraging the Internet (MMOWGLLI) to enable large scale, broad participation in
technology assessment events. While this effort is in the early stages of
experimentation, it will provide further understanding of the potential of networked
approaches to provide cross-domain education, experimentation and learning. For
example, forecast technologies, materials, or weapons can be integrated within a virtual
environment that operational, scientific, and technical intelligence professionals “play”
in. This environment might provide the platform to examine how either tactical
professionals or technically proficient novices (such as college students) might use a
particular technology in innovative ways. From another perspective, it could be used to
garner insight from the disparate expert communities of operational art, technical
intelligence, and research and development. Facts and assumptions about the utility of
a potential technology or capability could be tested and experimented with while
research efforts are still in the earliest stages. Another use of this type of networked
game environment might be to examine how relative novices would use technology in
novel ways to overcome existing capability mismatches, similar to the Commercial
Hunter experiments, but on a larger scale.

Conclusions

Recent symposiums, studies and articles on technology surprise might lead one
to the conclusion that DOD is poorly postured to understand, mitigate and prevent this
strategic game changer. However, many of the insights and recommendations on

technology surprise have already been integrated into the U.S. Navy strategic approach
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to this subject. These insights may still prove useful in examining the broader DOD
architectures of research and development, technical intelligence and concept
development. Nonetheless, examination of recent and historical examples of technology
surprise provides potential areas for improvement. Red team approaches to
convergence analysis and experimentation do not appear to be well developed aspects
of U.S. technology strategy. Variations of gaming environments may provide a means of
eliciting cross-domain expert participation to drive “novel intersections and complex
interactions of ideas which would not"®” otherwise occur. None of the approaches
described here could, by themselves, prevent technological surprise. However, a
systematic approach with multiple, mutually supportive processes of analysis and
experimentation will better position DOD to minimize the instance and impact of

technological surprise.
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