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Current uses of M&S Covering Support to Operations, 
Human Behaviour Representation,  

Irregular Warfare, Defence against Terrorism and 
Coalition Tactical Force Integration 

(RTO-MP-MSG-069) 

Executive Summary 
The importance of Modelling and Simulation (M&S) and its impact on training, experimentation and 
analysis in NATO and nations is well-known and continues to grow. The Committee this year decided 
against a single Symposium Theme and chose instead to seek papers across a number of topically key 
themes that many nations are currently engaged in and would merit further discussion. 

All of the above-mentioned themes continue to benefit from advances in low-cost, high power computers, 
graphics from the commercial and telecommunications markets, and developments in the military 
environment to enable better interoperability and reuse between simulations and the integration of 
Command & Control systems. 

During this two-day conference, 21 papers were presented in seven sessions. The sessions grouped NATO 
and national contributions into categories of common topics covering all of the aspects included in the 
main topics for this conference. Due to interest and to the distribution of papers received, two sessions 
were needed to accommodate all selected papers on Human Behaviour Representation and Defence 
Against Terrorism. 

This year, a fairly large number of nations contributed to the programme, 11 nations were presenting 
including presentations from current NMSG Technical Activities MSG-048 and MSG-088 and also ACT. 
It is worth mentioning the inclusion of Ukraine contributing for the first time to an NMSG event. 

This year, an homogeneous blend representing the three pillars covering participants from Government, 
Industry and Academia was achieved. 

The Keynote Address from Admiral Canova (ACT) created the required climate of participation and 
interest that remained though the whole conference. It was clear from the presentations that 
Interoperability issues regarding simulations, Open Standards, M&S and C2 systems, new technologies 
incorporated though readily available COT/GOT products remain as top priority topics for Nations and 
NATO bodies and as such, can be proposed as future topics for the annual NMSG conference. 

In summary, the keynotes and papers presented during the conference give a good overview of current 
capabilities and ongoing efforts of NATO, its Nations and its partners and how M&S can help, decrease 
cost and increase efficiency in all those areas where additional R&D is needed. M&S does not yet meet all 
defence challenges, but the foundation is solid and open gaps are starting to be addressed. 
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Utilisation actuelle M&S couvrant le soutien aux 
opérations, la représentation du comportement humain, 
la guerre asymétrique, la défense contre le terrorisme et 

l’intégration d’une force tactique de coalition 
(RTO-MP-MSG-069) 

Synthèse 

L’importance de la modélisation et de la simulation (M&S) et leur impact sur la formation, 
l’expérimentation et l’analyse au sein de l’OTAN et des nations est bien connue et continue à se 
développer. Le Comité s’est prononcé cette année contre un symposium à thème unique et a choisi à la 
place de chercher des contributions parmi un certain nombre de thèmes clés sur lesquels beaucoup de 
nations sont actuellement engagées et qui mériteraient davantage de discussion. 

Tous les thèmes mentionnés ci-dessus continuent à tirer bénéfice des avancées en matière d’ordinateurs de 
forte puissance à faible coût, des documents graphiques présents sur les marchés commerciaux et de 
télécommunications, ainsi que des développements de l’environnement militaire afin de leur permettre une 
meilleure interopérabilité et leur réutilisation entre la simulation et l’intégration dans les systèmes 
d’information et de commandement. 

Pendant cette conférence de deux jours, 21 contributions ont été présentées au cours de 7 sessions.  
Les sessions ont regroupé des contributions de l’OTAN et des contributions nationales par catégories de 
sujets communs couvrant tous les aspects des principaux domaines de cette conférence. En raison de 
l’intérêt et de la répartition des contributions reçues, deux sessions ont été nécessaires pour traiter les 
documents sélectionnés concernant la Représentation du comportement humain et la Défense contre le 
terrorisme. 

Cette année, un assez grand nombre de nations ont contribué au programme, 11 nations ont assuré les 
présentations comprenant les présentations des activités techniques en MSG-048 et MSG-088 et d’ACT.  
Il convient de mentionner la participation de l’Ukraine qui contribuait pour la première fois à un 
événement NMSG. 

Cette année un mélange homogène de participants représentant les trois piliers – gouvernement, industrie 
et milieu universitaire – a pu être réalisé. 

L’exposé d’ouverture de l’amiral Canova (ACT) a créé le climat de participation et d’intérêt voulu, climat 
qui s’est maintenu pendant toute la durée de la conférence. Il était clair à l’issue des présentations que les 
problèmes d’interopérabilité concernant les simulations, les normes ouvertes, les systèmes M&S et C2,  
les nouvelles technologies incorporées alors que les produits de COT/GOT sont déjà disponibles, restent 
les sujets prioritaires pour les nations et les organes de l’OTAN et, comme tels, peuvent être proposés en 
tant que futurs sujets pour la conférence annuelle de NMSG. 

En résumé, les éléments essentiels et les contributions présentées pendant la conférence donnent une 
bonne vue d’ensemble des capacités actuelles et des travaux continus de l’OTAN, de ses nations et de ses 
partenaires et de la façon dont la M&S peut aider, diminuer les coûts et augmenter l’efficacité dans tous 
les secteurs où une R&D additionnelle est nécessaire. La M&S ne relève pas encore tous les défis de la 
défense, mais les fondations sont solides et les fossés encore ouverts commencent à être comblés. 
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OVERVIEW 


The NATO Modelling and Simulation Group (NMSG) Symposium (MSG-069) “Use of M&S in Support to 
Operations, Irregular Warfare, Defence against Terrorism, and Coalition Tactical Force Integration” 
was conducted in Brussels, Belgium on 15 & 16 October 2009. All sessions of the Symposium were 
unclassified. The Symposium audience included experts from NATO countries, Partners-for-Peace (PfP) 
nations, as well as invited nations. 


Out of the submitted proposals, 20 papers were selected and submitted for presentation. In addition, one 
paper was an invited paper and three keynote presentations were given. The conference contributions 
were presented in the keynote session followed by seven topic sessions. This technical evaluation report 
summarizes the core ideas and results presented in this wide variety of valuable contributions from NATO 
countries, PfP nations, and invited nations by capturing the main ideas in the flow of the symposium and 
connecting related papers with each other. Furthermore, the report provides an overview of discussions 
conducted during the symposium following each presentation and gives recommendations.  


1 INTRODUCTION 


The importance of Modelling and Simulation (M&S) continues to grow and its impact on training, 
experimentation, and analysis in NATO and other nations is well recognised. Recent conferences focused 
on special development areas. For this year’s conference, the committee decided against a single focus 
area but looked for papers across a number of emerging topically key themes that many nations were 
currently engaging in and would merit further discussion, such as: 


• Support to Operations 


• Human Behaviour Representation 


• Irregular Warfare 


• Defence Against Terrorism  


• Coalition Tactical Force Integration  


All of the above have and continue to benefit from advances in low cost, high power computers, graphics 
from the commercial and telecommunications markets, combined with advances in the military 
environment to enable better interoperability and reuse between simulations and the integration of 
command & control systems.  
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There have been many technical activities and successes within NATO and nations to improve 
interoperability and ensure effective reuse. From an Alliance perspective in particular the vision of Project 
Snow Leopard, in particular, to create a persistent distributed network for training and experimentation is 
a significant step towards this goal. Furthermore, the following MSG activities should be highlighted. The 
HLA STANAG 1516, the SEDRIS STANAG series, MSG-027 Pathfinder Integration Environment, 
MSG-048 Coalition-Battle Management Language (C-BML) MSG-053 Rapid Scenario Generation, and 
several more activities often summarized under the Pathfinder programme provided valuable 
contributions. 


With NATO engaged in long term operations ACT mission is focussed on both the short term and long 
term benefits to the warfighter. This increases the need to look for improved representation and rapid 
insertion of technology into training systems and interoperability. This conference focused on papers that 
highlight or demonstrate where technology is pushing the boundaries and making a difference in those key 
areas. In addition, the themes of research, development, and the application/adaptation of models and 
simulation in the defence and commercial environments were addressed. 


The Research and Technology Organization (RTO) of NATO is coping with related topics in other panels 
as well. The recent events and developments have resulted in a radical change of tasks that the armed 
forces have to fulfil. These new tasks focus not so much on attrition, movement, and warfighting 
operations, but on reconstruction, crisis prevention, police tasks, and many other efforts that are conducted 
in collaboration with or in support of civil agencies and organizations. Challenges of these changing tasks 
require a new view on M&S support as well, as a “whole of society” approach is needed, focusing on 
human, social, cultural, and behavioural modelling. For a “whole world” approach that is no longer 
dominated by technical defence questions but includes all aspects of Human, Social, Cultural, and 
Behavioural (HSCB) models and methods, a close collaboration of all panels is needed, in particular 
between MSG, the Systems, Analyses and Studies (SAS) and Human Factors and Medicine (HFM) 
panels. Also, the results and findings need to be integrated with command and control systems, so 
alignment with the Information Systems and Technology (IST) panel is needed. 


The papers and presentations highlighted various aspects of the resulting challenges. The evaluations 
summarized in this report focus on the presented and discussed aspects. The interested reader is referred to 
the papers for details. The topics “human behaviour representation” and “defence against terrorism” were 
presented in two topic sessions each during the symposium; however, they are comprised in one section 
for this report each. 


2 KEYNOTE PRESENTATIONS 


The conference started with two host nation keynote presentations, both focusing on the use of M&S in 
the Belgian Armed Forces. 


• Regis Benoit presented the TTF Navy Simulator and its use to train Belgian and Dutch members of 
the Armed Forces at the Mine Warfare School. With the introduction of new technologies and 
systems, like, e.g., the mine hunter system “Seafox”, new simulation for training and education 
became necessary as well. The development of the new Mine Warfare Training Centre offered the 
opportunity to apply several of the recommended solutions from earlier NMSG activities. For 
example, the same software used in the operational systems is used in the centre as well, so that 
interoperability of training system and operational systems is designed into the solution from the 
beginning. Also, instead of expensive central server solutions the centre uses distributed clustered 
solutions running on commercially available computers providing a powerful and adaptive 
infrastructure. Furthermore, requirements for a build-in scenario tool reducing the time to prepare a 
new training scenario from weeks down to hours were fulfilled, even allowing users to change 
scenario elements during execution without having to reset all participating systems. Another feature 
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recommended during presentations in earlier MSG conferences is the identification of common 
components that build the structure for reusable simulation support, such as a common environment 
simulator, damage simulation, communications simulation, providing of 3D pictures for virtual 
cameras, etc. 


• Major Thierry Vanden Dries presented the Belgian Land Component Simulation Program. Within the 
Belgian Armed Forces, the focus shifted from services towards capabilities, which is reflected by the 
use of the term Land Component instead of Army. The focus of current developments is on the 
development of a driving simulator (clear go), a tactical simulator (making progress), and a dual 
purpose simulator (in its infancy). A major constraint for the Armed Forces is that new systems were 
needed for the new military tasks, but no additional money was available for extra systems to be used 
for training and education. New systems, like the Dingo, were immediately used for operations, so 
that simulation alone could be used to train soldiers at home. New requirements to keep the education 
of soldiers on a higher level, like having a certain amount of annual driving hours to be eligible to 
operate certain systems in operations, also require the use of simulation. Although currently legacy 
systems and their simulations are still used, better adaption is needed. The new simulation nucleus 
will focus on common equipment and capabilities that can be extended and enhanced by additional 
modules. 


Both host nation keynote presentations emphasized the intensive use of M&S within the Armed Forces of 
Belgium and the use of new technologies as identified in the introduction. 


The third keynote presentation was given by Admiral (RADM) Christian Canova, Deputy Assistant Chief 
of Staff Future Capabilities, Research and Technology, Allied Command for Transformation (ACT). The 
focus of this keynote was the use of M&S within NATO in general and within ACT in particular. ACT is 
the leading agent for change, identifying gaps or areas of improvement, but it is not the force agent of 
change. As such, ACT’s role is to define new requirements and provide first solution idea. M&S is 
integrated into these tasks. The ACT vision on M&S summarizing these ideas was officially approved in 
2008. A close collaboration of ACT and the United States Joint Forces Command (JFCOM) has been 
identified as a major key to success. M&S is integrated into the procedures of ACT. It is one of the main 
decision aids used today. ACT is looking at MSG in support of providing solutions for the identified 
requirements. 


Remark: Papers 4, 12, and 14 were withdrawn and are not part of the report.  


3 INVITED PRESENTATION 


MP-MSG-069-01 Collaboration and Synergy among Government, Industry and Academia in the M&S 
Domain: Turkey´s Experience by Isler V. and Aydemir H. (TUR)  


The invited paper presented a systemic approach to M&S by the Turkish Armed Forces and the Under-
Secretariat for Defence Industries and the roles the academia and local industries play within this 
approach. Turkey summarized its vision in a master plan. The master plan envisions common components 
shared between users on the tactical level, interoperable solutions on the operational level, and aligned 
solutions on the strategic level. The respective projects are showing the feasibility of such ideas, ranking 
form technical evaluations to work on conceptual models to identify and bridge the gaps between different 
viewpoints, such as operational command and control and required featured in training and analysis. The 
projects utilize the findings and recommendations of several MSG task groups, including ideas derived 
from rapid scenario generation, support to operations, and more. 


The role of academia is research, education and dissemination of information. As part of the education, the 
Informatics Institute offers a Master of Science in Modelling and Simulation. Academia is also often 
asked for independent consulting and providing of unbiased evaluation of technical maturity and 
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appropriateness of proposed or recommended solutions as well as for first feasibility studies and proofs of 
conceptual new ideas. 


The role of industry is to provide the professional workforce and deliver the products. Using national 
conferences, the local industry could well identify their needs and start building competitive capability in 
M&S. Industry is in collaboration with academia while working on R&D projects. 


The systemic approach using national conference to orchestrate academic and industrial R&D addressing 
the warfighters needs was proven to be successful in Turkey. 


4 HUMAN BEHAVIOR REPRESENTATION 


MP-MSG-069-02 Comparative Analysis of Computer Generated Forces’ Artificial Intelligence by 
Abdellaoui N. (CAN) 


The objective of the presented study was the development of better computer generated forces (CGF), 
particularly for training applications. CGF’s are mainly used to drive the behaviour of simulated forces in 
a realistic and situation-adequate manner. In lieu of good CGFs, human experts have to provide the input. 
To reduce the amount of subject matter experts (SME) needed to conduct an exercise, better CGFs are 
needed. Artificial Intelligence (AI) provides tools to support this objective. 


The presentation demonstrated how to set up scenarios to compare AI enhanced CGFs based on 
established requirements. To allow subjective assessment allowing variation of coverage, four degrees of 
compliance were defined. The paper shows that this does not only allow the comparison of an available 
solution alternative, it can also be applied to identify capability deficiencies common to currently-
available products. The approach was applied to compare Government Off-The-Shelf (GOTS) and 
Commercial Off-The-Shelf (COTS) simulation products as well as some serious games. 


There are still significant gaps to be closed, particularly in the domains of learning and self-organization. 
Also, reusability of AI methods across several alternatives is still an issue, as many solutions are still hard-
coded into proprietary solutions. 


MP-MSG-069-03 Light and Human Vision Based Simulation Technology by Delacour J., Fournier L. and 
Prados T. (FRA) 


To make the case for more realistic simulation of visual effects influencing perception, as this is a driving 
factor for decision making of the trainees, this paper introduces the requirement to simulate the human 
vision as well as enabling light models. The objective was to drive the expected behaviour of trainees. 
Enablers were physics-based models of light, reflection, projection, etc. The results were not yet to be 
applied to agents or CGF, but used to produce a more realistic synthetic environment for trainees, e.g., by 
introducing glare effects, diffusion of light, etc, to the simulation display system. The underlying physics 
allows to model natural lighting as well as artificial lighting (interior and exterior). Adding a model of the 
human vision allows taking additional factors realistically into account, such as colour perception and 
luminance detection variations depending on the age of the observer (visual acuity). 


The presented examples show that the desired effects could be achieved. In addition to providing more 
realistic training, it allows both ergonomists and designers to improve the conditions of global visibility by 
day and by night taking into account the user’s age, artificial support by additional lights, etc. 
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MP-MSG-069-05 Human Character Representation for Military Operations in Urban Terrain – The 
Middleware Approach by Kamp D., Starmer B. (GBR) and Pujol O. (FRA)   


Military operations in urban terrain are not new, but the focus of training on urban warfare in the scope of 
new military operations has changed. The request for more detailed representation of environments, 
buildings, interior, etc., as well as the representation of military and non-military characters exposing 
realistic and situation adequate behaviour needed to be satisfied. The high resolution posed two big 
challenges: better correlation of environment and object representation in simulators and alternatives to 
the scripted paradigm to control CGFs. 


Commercial solutions provide a good basis for correlation. The presentation emphasized the need to 
publish to the best available format. Publishing in this context means to support all data and metadata 
required by the most demanding model using this format. 


The recommended approach using middleware given in the presentation combined two aspects: sharing 
perception based on a common representation and sharing higher-level orders that are broken down by AI 
methods into actionable items within the CGF. This middleware approach has been applied in 
government, military, and gaming domains. It should be a subject of further research to evaluate to what 
degree this solution may provide some answers to the challenges identified in paper MP-MSG-069-02. 
Another positive aspect of the recommended middleware approach is that the raw source data used for 
perception sharing is identical to the data shared between operational systems as well. This facilitates later 
integration. 


MP-MSG-069-06 Engaging with Complexity – Human Behaviour Representation by Dack L., Sanderson 
J., Allen J., Schranz N. and Beautement P. (GBR) 


The presentation was rooted in two projects conducted within the UK: Decision Support in Complex 
Environments (DSCE) and the Hybrid Conflict Context Model (HCCM). Both were conducted by 
Niteworks, which is staffed by employees from MOD and its’ Industry Partners and Associates, a group of 
some 50 companies including most of the major UK defence providers as well as small and medium 
enterprises, research establishments, and major consulting companies. As such, Niteworks is an approach 
similar to the aligned collaboration presented in paper MP-MSG-069-01. 


DSCE copes with the question regarding which techniques, tools, and resources does a modular brigade 
HQ require in order to enhance its understanding of an increasingly complex operating environment 
(COE) in order to support the decision  maker’s planning function? The approach taken by Niteworks is to 
apply a ‘landscape’ of complex environments to identify the issue, a capability review that identifies 
potential solutions, and the HCCM that provides a high-level visualisation of possible outcomes, all 
described in more detail in the paper. 


The HCCM combines the fields of human sciences, military doctrine, and plain common sense to provide 
the basis for actors – representable as agents – and places them in an environment of physical, political, 
and human geography allowing them to act based on the cognitive dimension (human behaviour), 
organisational dimension (interaction between actors), and geographical dimension (operational 
environment). The model has been implemented using system dynamics. 


This model was not design to produce good answers but helps decision makers ask good questions and 
evaluate underlying assumptions. This may be a new way to apply models. Current research focuses on 
academic underpinnings as well as better user interfaces. 
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MP-MSG-069-07 Data Farming in Support of Military Decision Makers by Horne G., Sanchez S. (USA), 
Seichter S., Nitsch D. and Haymann K. (DEU) 


While data mining is looking for valuable data required by decision makers, data farming produces such 
valuable data sets based on M&S and evaluations. Data farming is an iterative process that uses many 
simulation runs to first debug the model and its implementation sufficiently and then produce data sets to 
be used to answer customers’ challenges. The data farming activities around Project Albert, originally 
designed for the US Marine Corps, and now internationally applied and discussed in workshops, is a good 
example. 


Currently, there are insufficient models as well as data in the domain of Political, Military, Economic, 
Social, Information, and Infrastructure (PMESII) and Diplomatic, Information Operations, Military, or 
Economic (DIME). However, data farming can help to identify bifurcation points in decision parts, tipping 
points of effects, and other tendencies relevant to the warfighter. 


The Simulation Experiments and Efficient Designs (SEED) Center for Data Farming at the Naval 
Postgraduate School (NPS) in Monterey, California, has been established to cope in detail with underlying 
questions. 


The German Federal Armed Forces Transformation Center currently supports two models that are also 
designed in support of data farming efforts: the model PAX for peace support operations is an agent-based 
model used for analysis; the model ABSEM is an agent-based sensor-effecter-modelling to evaluate 
complex technical systems with a detail physical approach. Both models use methods aligned with the 
SEED recommendations and methods. 


MP-MSG-069-08 Transitioning Human, Social, Cultural Behaviour (HSCB) Models & Simulations to the 
Operational User by Starr S. and Baranick M. (USA)   


The R&D community has developed many good tools that have never made it into the hands of 
operational users. The presentation emphasises how to transition tools dealing with human, social, 
cultural, and behavioural (HSCB) challenges to the operational user. It summarizes the results and 
findings of two workshops conducted at the National Defense University (NDU) in Washington, DC. In 
this workshops, HSCB modelling needs were classified into three expert groups and twelve interrelated 
categories. The driver for the needs arises from the representative questions from operational users and 
senior decision makers (first expert group). For this group, four key categories were identified: data, 
VV&A, education and training, and outreach. Four categories are of particular concern to the social 
sciences experts (second group): definitions, basic research, Measures of Merit, and theories. Operations 
analysts (third group) identified the following four topical domains: tools, representation in tools, 
explorations of “possibility space”, and design of experiments. In order to align these different approaches 
and schools, communities of interest and communities of practice are needed, as supported by SAS 
activities. Several related activities are enumerated in Section 11 - Summary and Recommendations. As 
key steps, the experts that meet in SAS and NDU – and also in parallel workshops conducted by the 
Military Operations Research Society (MORS) – workshops identified the following: 


• Develop a lexicon to enhance multidisciplinary communication; 


• Sustain a Community of Interest/Community of Practice; 


• Evolve a methodology that can be employed by operational users; 


• Evolve an HSCB data repository; 


• Enhance the education and training of all stakeholders; 
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• Refine HSCB requirements; 


• Employ an evolutionary acquisition process to develop an operational testbed. 


A close collaboration of experts of all relevant domains is needed to address these challenges efficiently 
and avoid stove-piped community specific solutions. MSG must play an active role in these efforts. 


5 SUPPORT TO OPERATIONS 


MP-MSG-069-09 Serious Gaming Contribution to Concept Development and Experimentation within the 
French Battlelab by Cantot P. and Martinet J. (FRA)  


The French Battlelab supports analysis studies on the capability and system-of-systems (SoS) level. It 
supports the iterative process of starting by first doing an analysis of concepts, then applying M&S to 
evaluate the system in the context of SoS, then by doing experimentation with prototypes, and finally 
testing the prototypes before they are introduced. 


The PHOENIX 2008 experiments are used as an example for the use of the Battlelab. The objective of the 
experiment was to evaluate new tool sets and their net enabling capability. The question to be answered 
was how to support the Army-Unit Commander in the future using networks, sensors, and better fire 
support. A mixed team of procurement, industry, and French army experts conducted the iterative steps 
described before. 


One question dealt within the paper was how to use “serious games” in this chain of processes. In the 
experiment, the tool VBS2 was used to support scenario generation, mission rehearsal, producing virtual 
videos during execution, and to conduct after action reviews. Overall, the results were promising, but 
several of the shortcomings identified in recent NATO M&S conferences are still valid, particularly the 
validation and verification of doctrine and behaviour as it is represented in the underlying game. 


MP-MSG-069-10 Socio-Technical Systems Models of the Information Chain in Unmanned Vehicle 
Operations by Baber C. and Houghton R. (GBR) 


The work presented here was motivated by an HFM technical activity dealing with human integration into 
the net-centric environment. It uses calculus as proposed by Miller and Shanahan (see [2] in MP-MSG-
069-10). The approach allows formulating event chains as motivated in traditional command and control 
views and deriving logically equivalent events that are alternatives to the original plan. Using these 
taxonomical structures allows users to pull or push information in blackboard style from and to the 
network, making the approach net-enabled. Furthermore, the notion of dynamic use cases then can be used 
to evaluate resiliency and redundancy of solutions. 


Another application is to identify the best points from supporting decision makers with decision support 
tools, although this was only covered in the oral part of the presentation. Nonetheless, these methods may 
be very valuable for analysing plans provided by applications described in MP-MSG-069-11 or even the 
ongoing efforts on Coalition Battle Management Language (MSG-048). 


MP-MSG-069-11 Modelling a Simulation-Based Decision Support System for Effects-Based Planning by 
Moradi F. and Schubert J. (SWE) 


Sweden is currently supporting an effort to develop an integrated M&S-based Decision Support Systems 
supporting effect-based planning. The presented approach proposes three categories to cope with the 
resulting challenges: the decision support challenges, the modelling challenges, and the simulation 
challenges. The study uses the definition of JFCOM for effect-based operations. 
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The decision support challenge can be summarized by the task to support building an operational plan, 
defining a user-friendly and understandable input and output interface, and identifying indicators for the 
decision maker. In the modelling challenge category it is necessary to identify applicable and sufficient 
models for the plan, activities/actions/events, actors, environment, and the scenario. The simulation 
challenge is to implement these models and provide effective means to provide a decision maker with a 
good decision when required. In particular, the study recommends the use of an A*-search algorithm for 
recommended solutions. 


It may be worth evaluating the recommended modelling approach for operational plans, activities, actions, 
events, actors and their capabilities is of interest for integration with operational C2 systems as well their 
contribution to efforts regarding the Coalition Battle Management Language (MSG-048), as the approach 
emphasises the simulation view instead of being derived from operational constraints. 


The system is still in its infancy. During the discussion, the point was made that similar approaches – 
although based on expert systems – were conducted earlier without success. New technologies like agent-
directed simulation and improved understanding of data (such as data engineering, data farming, and data 
mining) may support this new approach sufficiently to make it a success. 


6 DEFENSE AGAINST TERRORISM 


MP-MSG-069-13 Similarity Search in a Large Collection of Biometric Data by Zezula P., Batko M., 
Dohnal V., Novak D. and Sedmidubsky J. (CZE) 


The topic of this presentation was presented and awarded in several conferences and is even featured in a 
recent book. The underlying thesis is that M&S maps well to the challenges of complexity and systems. 
The research is mainly applicable but not limited to data engineering and management aspects, the Multi-
Feature Indexing Networks (MUFIN) that are extensible, scalable, and infrastructure independent. The 
driving idea is to understand data as points in a metric space and similarity that can be defined by distance 
measures. As various models use various metrics, the second pillar is the definition of similarities of 
metrics, captured in the Metric Similarity Search Implementation Framework (MESSIF). 


The method has been implemented and applied for image search, browsing the database of the online-
image-sharing system “Flickr” with more than 100 million images and presented live during the 
presentation. It should be mentioned that the search is driven by data and similarity metrics in a metric 
space, therefore the method is directly applicable to evaluate farmed data as described in MP-MSG-069-
07 and related applications. 


MP-MSG-069-15 Predicting the Structure of Covert Networks using Genetic Programming, Cognitive 
Work Analysis and Social Network Analysis by Baber C., Stanton N. and Houghton R. (GBR) 


The objective of the presented project is to build prospective social networks on the basis of plausible task 
models using a process involving compiling intelligence, building task models, exploring alternative 
network structures, and comparing and analysing social networks. The underlying method uses 
assumptions-based planning. Using the taxonomical structures of assumptions-based planning, genetic 
programming can be applied to “breed” new possible social networks and derive new communication 
structures that should be observed in such networks. 


The application for defence against terrorism is to combine assumed networks and observed behaviour in 
a common model. The assumed networks can use initial seeds to breed new networks. The intelligence 
reports are used to report observed behaviour that can be clustered with predicted behaviour of new 
networks. 
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MP-MSG-069-16 Serious Games for Training and Education on Defence Against Terrorism by Bruzzone 
A., Tremori A. and Massei M. (ITA)   


The presentation introduces serious gaming as logical evolutionary step in the process of using 
simulations for training and experimentation. In order to fulfil its promises, emphasis on graphics and 
representation is not sufficient. The human component needs to be fed by realistic serious human 
behaviour models as well. The detail and emphasis of these models must be appropriate for the serious 
game to be an improvement. 


The paper documents a reusable model approach for serious games called Polyfunctional Intelligent 
Operational Virtual Reality Agents (PIOVRA). It was applied in support of role playing supporting games 
and demonstrated in the multinational effort Simulation of an Intelligence Board for Interactive Learning 
and Lofty Achievements (SIBILLA). The game SIBILLA was applied to educate users regarding critical 
infrastructures and the need to collaboratively share data in teams. The players get information on planned 
terrorists’ activities. If they share the data they can avoid the attacks. The budget of each agency is 
increased with success. The architecture supported by SIBILLA is open and scalable, allowing multi-user 
level in locally distributed environments. The game SIBILLA was successfully applied in international 
experiments. The technical details were also presented during the recent Summer Multi-Simulation 
Conference 2009, Istanbul, Turkey. 


MP-MSG-069-17 Modelling of Conflict Controlled Networks by Ignatenko O. (UKR) 


This presentation was the first presentation given in Ukraine during an MSG conference. The topic of the 
presentation is cyber attacks on the Internet, emphasising denial of services attacks. In general, a denial of 
service attack is any attack which makes an online service unavailable. To cope with this issue from an 
M&S perspective, the Internet can be modelled as a controlled system using network models. The real 
physical networks are normally very complex. However, for the purposes of control design it is normally 
possible to construct models of reduced complexity. Such simplified networks can be used to derive 
effective control solutions for the physical system of interest. They also serve to enhance intuition 
regarding network behaviour. 


The demonstrated model OMNeT++ is an object-oriented modular discrete event network 
simulation framework. It has a generic architecture allowing modelling of wired and wireless 
communication networks, protocol modelling, modelling of queuing networks, modelling of 
multiprocessors and other distributed hardware systems, and validating of hardware architectures. 
The simulator was so far mainly applied to validate the approach, but can be scaled for real 
network developments. 


MP-MSG-069-18 Streamlining Simulation Development Using a Commercial Game Engine by Myers S. 
(USA) 


The paper and presentation provided an overview on how developments in computer technology, sensor 
technology, and gaming grow together from the viewpoint of the featured product: Checkpoint Recon. 
This game is a rules of engagement trainer and is a single person system for classroom education. The 
underlying game engine provided the necessary plug-ins for realistic movement and behaviour for the 
identified scenarios. 


The paper makes contributions regarding “lessons learned” on how to set up a serious game derived from 
warfighters’ requirements and training needs. The ideas and application experiences were also presented 
during recent I/ITSEC events referenced in the paper. 
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7 COALITION TACTICAL FORCE INTEGRATION 


MP-MSG-069-19 Architecture for a Distributed Integrated Testbed by Neugebauer E., Nitsch D. and 
Henne O. (DEU) 


This contribution presented the current German efforts to set up a common distributed integrated testbed. 
Several efforts of industry partners are orchestrated by the Federal Office of Defence Technology and 
Procurement, giving another example of successful orchestrated alignment of activities as recommended 
in the invited presentation. 


The distributed integrated test bed system demonstrator “VIntEL” will comprise live, virtual and 
constructive simulations and real systems. As in many other NATO nations, the major use of simulation 
systems is still training. The objective of the described effort in Germany is to broaden the application 
and, in particular, to support the fast and effective evaluation of technical solutions. It shall provide a 
realistic and operational test environment for the development and acquisition of material and equipment 
including providing a net-centric environment. To this end, three fields are aligned to support a cohesive 
approach: common architecture concepts using a common reference architecture, application of data 
farming tools allowing the effective evaluation of solution parameters, and common control and 
orchestration of the leading agency ensuring verification and validation, common workflows, etc. 


The common reference architecture specifies a bus-oriented net-centric communication structure 
supporting HLA connectivity for simulation systems, effective data distribution for data intensive 
applications – such as exchange of maps or bulks of data –, and access to common general services, such 
as common terrain, weather, communications, etc. The three categories of systems that connect to this 
triple bus structure are simulation systems, real operational systems, and service providing systems. The 
triple bus structure supports a practical view of information exchange between the systems: each system 
can be connected to several buses fulfilling various needs, e.g., using the data bus for initialization data, 
using the service bus to get access to the common services, and using the HLA bus to access the RTI for 
information exchange within the federation. First implementations were successfully demonstrated. 


Of particular interest is the “fair fight” challenge in the testbed. The use of common services has been 
proven to be necessary, but not sufficient to solve the problem. From a user’s perspective, reliability of 
results is as important as reproducibility of experiments and reusability of components. 


This approach combines several of the ideas presented during this and earlier workshops and benefitted 
from recommendations from MSG task groups, such as scenario generation (MSG-018 and MSG-053), 
integration environments (MSG-027), verification and validation (MSG-019), reusability (MSG-042), and 
more. 


MP-MSG-069-20 Virtual Ships: NATO Standards Development and Implementation by Duncan J. and 
Henry G. (GBR), De Kraker J. (NLD), McTaggart K. (CAN) and Reading R. (USA) 


The NATO Naval Armaments Group Sub-group 61 (SG 61) on Virtual Ships applies M&S on a large 
scale. The NATO Submarine Rescue System (NSRS) is a jointly funded project by France, Norway, and 
the United Kingdom. One of the main challenges is the rigorous definition of hardware interfaces to be 
provided by all partners to allow that NSRS can actually by applied to all submarines to be rescued as well 
as all vessels that support the operations. The design of these interfaces needs to be assessed as early as 
possible to discover design and safety flaws. This can be supported by the use of M&S. 


Applying a general purpose standard like IEEE1516 does not provide the necessary guidance to allow for 
seamless integration as desired in the SG 61 context. Within SG 61, a repository was envisioned that not 
only comprises reusable components, but these components should provide standard interfaces directly 
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supporting the SG 61 vision. The underlying idea is using the IEEE1516 High Level Architecture and 
extending the Simulation Interoperability Standards Organization (SISO) standardised Real-time Platform 
Reference Federation Object Model (RPR-FOM) into the Virtual Ship Reference Federation Object Model 
(VSR-FOM). The paper comprises descriptions of three simulation projects that used these extensions 
successfully in support of SG 61. 


The presentation concluded with the observation that the goal of rapidly creating simulations of complex 
ship systems from reusable components can be achieved by mandating a standard data exchange 
mechanism and creating and maintaining a repository of components that respect that standard. The 
Virtual Ship STANAG and associated repository will be able to realise this goal. For physics-based 
simulations that share common physical standardized interfaces as well, this standards-driven approach is 
possible and was proven to be successful. 


MP-MSG-069-21 Multi-Platform Operations in the Underwater Warfare Testbed (UWT) by Keus D., 
Benders F., Grootendorst H. and Fitski H. (NLD) 


This presentation demonstrated – similar to the approach presented in MP-MSG-069-19, but on a different 
scale and for another application domain – the advantages of using a common modifiable and composable 
infrastructure. The underwater warfare testbed uses the same architecture for all active entities of the 
simulation, such as submarines, torpedoes, diver devices, etc. The components are used for the same 
capability, which allows using the same solution multiple times and ensuring consistency in case of 
changes. 


Modelled activities are torpedo defence (supporting procurement and deployment), anti submarine warfare 
(underwater detection), multi-static operations – which combines active and passive sonar components 
(procurement and deployment), and mine warfare (hunting and sweeping effectiveness and operations). 


Several applications were demonstrated showing the broad applicability of the proposed approach. The 
tool was adapted to warfighter needs by developing a user friendly scenario editor (with less degree of 
freedom than the research prototype exposed). 


MP-MSG-069-22 Supporting Coalition Battle Management Language Experiments with Scripted Web 
Services by Pullen M. (USA) and Heffner K. (CAN) 


The activities of MSG-048, which is nearing completion at the end of 2009, were presented during several 
MSG symposia as well as on other conferences, such as the Simulation Interoperability Workshop of 
SISO, the Symposia on Distributed Simulation and Real-Time Applications (DS-RT), and more, showing 
the broad interest of various communities in this topic. 


The update presented in this paper emphasizes the scripted web service application, which connects two of 
the three conceptual layers of Coalition-Battle Management Language concepts. The lowest level is the 
systems representation, which is JC3IEDM based and uses transactionals of the NATO data model as its 
atomic components. The middle layer is the language defined by the BML grammar. The highest level is 
doctrine represented by the language. The approach described here is “mediating” between the 
representation and the language using scripts. 


The web services is driven by scripts based on the Command and Control Language Grammar (C2LG) as 
presented to MSG before (2007 Conference MP-MSG-060-07). The script defines implementation of 
consistently exchangeable business objects, also defined as transactionals in related publications 
(constituents of the higher-level BML grammar), over the JC3IEDM data model. The presentation gave 
several examples on how the scripts work and showed how it supported the recent MSG-048 
demonstrations. 
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8 IRREGULAR WARFARE 


MP-MSG-069-23 Using Agent Based Distillation to Explore Issues Related to Asymmetric Warfare by 
Adelantado M. and Mathé J-M. (FRA) 


This paper is an example on how to use agent-based modelling on the technical level to help understand 
issues related to asymmetric warfare. To this end, the commonly available definitions of asymmetric 
warfare are used to build a model using the NetLogo software to exemplify the applicability. 


The agent-based simulation paradigm has been recognized as a powerful tool helping to introduce findings 
from the social sciences. The Synthetic Environments for Analysis and Simulation (SEAS) system was 
used as an example what degree of analysis is already supportable by agent-directed simulation. 


In contrast to traditional simulation systems, agent-based systems should be used to gain insight into the 
systems behaviour using agent-based distillations. These are defined as agent-based simulations that 
attempt to model scenarios by implementing a small set of rules that allow agents to adapt within each 
scenario. The main insight is not a single recommendation for one course of action, but a broader 
understanding how agents do adapt in certain scenarios. This maps well with observations captured in 
MP-MSG-069-06. 


MP-MSG-069-24 Asymmetric Warfare in the Simulated Training Environment: Comprehensive 
Approach Wanted! by Necas P., Liska M., Harakal M. and Andrassy V. (SVK) 


This presentation summarizes the viewpoint of the presenter and his co-authors on where NATO can and 
should go regarding training for asymmetric warfare. Urban terrain prevails in this context and should be 
evaluate at least regarding its physical, functional, and social structures. This human terrain is also defined 
by urban networks, including transport, communication, and utilities. The most challenging part, however, 
remains the social subsystem. As addressed also in MP-MSG-069-06 and MP-MSG-069-08, current M&S 
support of these topics is still in its infancy. 


On the other hand side, the urban warfare is a complex environment characterized by unfriendly non-
combatants, a high operational tempo and a short decision process, potentially high casualty rates, and 
other challenges requiring improved training of NATO personnel before being exposed to such an 
environment. The authors proposed a Comprehensive Integrated Simulation and Training System to 
effectively support NATO with Live, Virtual, and Constructive simulation components that are federated 
to support mission planning, training, and rehearsal. The integration of sensors, communications, and 
operational command and control systems is mandatory for success. 


9 SUMMARY AND RECOMMENDATIONS 


This section presents the major trends as observed by the technical evaluator in the papers as well as in the 
discussions following the presentations and the sessions. Each paragraph summarizes a main trend and 
gives a recommendation on how NATO, in general, and the NMSG, in particular, should act regarding the 
results of the technical evaluation. 


• A topic that was mentioned in various papers is the alignment of efforts by government agencies or 
technical leaders of consortia. While until recently such efforts were often characterized by mandating 
common technical standards, such as using the IEEE1516 HLA or focusing on a common Federation 
Object Model, the new approaches apply increasingly common reference solutions with well defined 
management procedures. This effort allows reuse as well as diversity of solutions. The management 
efforts described in paper MP-MSG-069-01 and the common reference architecture described in MP-
MSG-069-19 should be mentioned in particular. 
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• Collaboration and alignment of efforts was also recognized for NATO efforts across panel borders. 
Paper MP-MSG-069-08 presented the findings on NATO System, Analysis and Studies (SAS) 
activities on defining challenges to be solved regarding IW. However, as recognized in the context of 
an international expert panel conducted under the umbrella of the Society for Modelling and 
Simulation (SCS) earlier this year,1 the mutual information about project is not sufficient. Common 
symposia and tutorials that inform the other audiences about the capabilities available in the panel are 
necessary. The current effort on “Human Modelling for Military Applications” (HFM RSY-202) is 
one such common symposium organized by the panel on Human Factors and Medicine (HFM) in 
collaboration with MSG and SAS. In order to systematically address the challenges of human, social, 
cultural, and behavioural (HSCB) modelling as well as IW, such events must be organized on a 
regular basis and cannot be one-time events.  
Another example for the need of more collaboration exceeding mutual information is the activities of 
the NATO Armaments Groups. While this MSG conference presented and demonstrated diverse 
national and NATO solutions in direct support of procurement and acquisition, the knowledge transfer 
of solutions from MSG expert to these groups as well as the requirement transfer from such groups to 
MSG experts is improvable.  


• The use of common services and common components to represent comparable or the same concepts 
and processes in federations was another theme of the conference. The host nation keynotes both 
addressed this idea, and several papers followed. Of special interest is the rigor that is applied for 
defining a common information exchange model for the NATO Naval Armaments Group Sub-group 
61 (SG 61) on Virtual Ships for two reasons: 


• For physics-based models, this approach is very promising, as the rigor of engineered 
solutions is transferred into the M&S domain. If mechanical interfaces between systems are as 
well defined as in the real world (literally defining nuts and bolts), interoperation is 
significantly easier to achieve than with non-application specific agreements. 


• For cognitive and social models, or even for tactical and operational models, it is doubtful that 
such definitions will be possible, as this would mean to standardize psychological and social 
theories or doctrine. 


• The Coalition Battle Management Language (MSG-048) effort faced similar challenges. The 
solution chosen here by the group is the definition and standardization of minimal 
exchangeable concepts as captured in the representation (so called transactionals) 
accompanied by the standardization of the combination rules. 


NATO task groups have to carefully evaluate in which category of possible standardization challenges 
their projects belong.  


• Interoperability is not a cookie-cutter function. It has been defined in layers by many scientists and 
approaches, introducing layers of interoperation. Although several approaches exist, at least the 
following three layers have been observed in most of them: 


• The infrastructure layer that allows the distributed execution of simulation systems. Standards for 
networks and distributed computing are applicable on this layer. Also, the mixed use of various 
bus systems and their orchestration is dealt with here. In their analysis of an early version of the 
Levels of Conceptual Interoperability Model (LCIM2), Page and colleagues3 refer to these 


                                                      


1  Tolk, A. (2009) Emerging Challenges for Human, Social, Cultural, and Behavioral Modeling,” Proceedings of the 
Summer Computer Simulation Conference, July 13-16, Istanbul, Turkey 


2  Tolk, A., Turnitsa, C.D., and Diallo, S.Y. (2008) Implied Ontological Representation within the Levels of Conceptual 
Interoperability Model,” International Journal of Intelligent Decision Technologies (IDT) 2(1): 3-19 
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challenges as the realm of integratability. Integratability contends with the physical/ technical 
realms of connections between systems, which include hardware and firmware, protocols, 
networks, etc. 


• The implementation layer addresses issues and challenges to achieve interoperability of 
simulation systems. Interoperability contends with the software- and implementation details of 
interoperations; this includes exchange of data elements via interfaces, the access of middleware, 
mapping to common information exchange models, etc. Most recent M&S standardization efforts 
focus on the implementation of simulation systems. 


• What is needed in addition is a layer that addresses the challenges derived from the fact that 
model-based solutions use different conceptualizations. Each model is a purposeful abstraction 
from reality, so each viewpoint is slightly different. Only because models deal with the same 
domain doesn’t insure that they use the same data, processes, and constraints. What 
interoperability does for simulation systems is achieved by composability for models. Therefore, 
composability contends with the alignment of issues on the modelling or abstraction level. In 
particular for net-centric systems it is essential that M&S services are not only technically 
interoperable, but that they are also conceptually aligned. This topic was already addressed in last 
year’s conference (MP-MSG-069-TER) and needs further attention. 


The NATO approaches to interoperability should use at least these categories to document standards, 
results, and recommendations. As the multitude of contributing nations and supported different 
national doctrines are likely leading to different conceptualization, capturing this composability 
questions is of high importance for NATO. As no other panel of RTO focuses with the same detail on 
model-based solutions supporting the warfighter, it should be the responsibility of MSG to address 
these issues and drive towards solutions. 


• The use of agent-based methods was discussed in several contributions. Whether agent-based models 
are used to generate input for data farming efforts, or if they are used to produce reliable and situation 
adequate input using agent-in-the-loop instead of human-in-the-loop structures, or if they are in a new 
generation of simulation systems, agents have become an accepted paradigm in NATO M&S 
community.  
However, the use of agents is manifold and it may be worth to use categorizations as successfully 
applied in the academic community. Yilmaz4 introduced the categories for “agent-directed 
simulation” system. Based on his characterization, agent-directed simulation consists of three distinct, 
yet related areas that can be grouped under two categories as follows:  


                                                                                                                                                                           


• Simulation for Agents involves the use of simulation modelling methodology and 
technologies to analyze, design, model, simulate, and test agent systems. 


• Agents for Simulation involves the use of agents in support of simulations, with two main 
sub-categories:  
(1) Agent-supported simulation dealing with the use of agents as a backend and/or frontend 
support facility to enable computer assistance in simulation-based problem solving;  
(2) Agent-based simulation focusing on the use of agents for the generation of model 
behaviour in a simulation study. 


• Unfortunately, the rigor of academic definitions is not always applied in all NATO supporting R&D 
efforts, often leading to confusion and misunderstandings or even to misjudgement of the applicability 


 


3  Page, E.H., Briggs, R., and Tufarolo, J.A. (2004) Toward a family of maturity models for the simulation 
interconnection problem. Proceedings of the Spring Simulation Interoperability Workshop, IEEE CS Press, 
Washington, D.C. 


4  Yilmaz L., and Oren, T. (Editors): Agent-directed Simulation and Systems Engineering, Wiley 2009 
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of methods, tools, or paradigms. Several challenges identified in papers on the use of agent-based 
methods already have been covered in detail in academic conferences like conferences of the Military 
Operations Research Society (MORS), the Command and Control Research and Technology 
Symposia (CCRTS), the Winter Simulation Conferences (WSC) and the Spring and Summer Multi-
Simulation Conferences of the Society for Modeling and Simulation (SCS). Often, solutions are 
already implemented by industry partners and presented during the Simulation Interoperability 
Standards Organization (SISO) Simulation Interoperability Workshops. 


The references used in the papers, however, show clearly that the cross-fertilization of MSG know-
how with these organizations is still in its infancy and MSG experts being “at home” in more than one 
of these conference groups are the exception. This bears the danger of reinventing the wheel or come 
up with stove-piped or otherwise sub-optimal solutions. It may be of interest to the MSG to establish 
closer connections in form of observers or liaisons to these conferences. 


• A significant number of papers addressed new application domains of M&S. While the focus of recent 
conferences was often training, the view has been broadened. In particular, this is also true for the 
application philosophy. Data farming views models no longer as a way to preserve and communicate 
knowledge or to evaluate several options to look for the best solutions; it understands M&S as a way 
to gain new knowledge in otherwise hardly understood areas. The statement, “[t]his model is not 
design to produce good answers but helps the decision makers to ask good questions and evaluate 
underlying assumptions” describes a new school of thought regarding the use of M&S. Oren did 
foresee this trend and introduced five forms of knowledge processing using M&S:5  


• Computational activity: generation of model behaviour to simulation-based problem solving 
environments (training, optimization, etc.) 


• Systemic activity: the application of system-theoretic approaches, including, but not limited 
to, data mapping and farming activities (input data, system states, and output data are 
correlated) 


• Model-based activity: construction of simulation-based computer-aided problem solving 
environments, including ontological mappings (axioms of data, processes, and constraints) 


• Knowledge generation activity: model-based experiential knowledge generation, integration 
into other knowledge generation activities (free combination of knowledge parts to generate 
new knowledge) 


• Knowledge processing activity: combination of modelling, model processing, and other 
knowledge processing engines to have advanced simulation environments (modelling of 
models, model bases, use of artificial intelligence to create models) 


The trend shown in this conference is therefore a necessary step towards a higher level of maturity 
– eventually even leading to a paradigm shift – regarding the use of M&S within NATO. 


• Several papers also introduced mathematical background concepts for applications of M&S. The most 
explicit paper of this category was MP-MSG-069-13, but other papers identified the necessity for 
more rigorous and unambiguous theories as well. Similar ideas have been discussed in the context of 
net-centric M&S services as well.6 The reason for this requirement is that in order to define a problem 
to be solved, identify applicable services, select the best services in the context of the current 
federation, compose these services to deliver the needed functionality, and finally to orchestrate their 
execution, all constraints and requirements must be provided in machine-understandable form. 


                                                      


5  Oren, T. (2009) Modeling and Simulation: A Comprehensive and Integrative View. In Yilmaz & Oren: Agent-
directed Simulation and Systems Engineering, Wiley 2009 


6  Yilmaz, L. 2004. On the Need for Contextualized Introspective Simulation Models to Improve Reuse and 
Composability of Defense Simulations. Journal of Defense Modeling and Simulation, 1(3). pp. 135-145 
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Machines – including intelligent software agents – understand logic, hence mathematical models are 
necessary. The approaches can be applied to capture interoperability and composability challenges as 
well.7 The MSG may be interested to evaluate such mathematical models for interoperability and 
composability and their extension towards interoperability and composability maturity matrices 
further and work on Best Practices for practitioners, resulting in applicable tools and methods rooted 
in established academic foundations. For NATO, both of these aspects are necessary. 


• The MSG may be interested to furthermore support a symposium on agent-directed simulation, as this 
paradigm is of interest for data farming and knowledge processing as well as for new approaches to 
combat modelling including Political, Military, Economic, Social, Information, and Infrastructure 
(PMESII) domains. Also, several models are free and can be used for NATO research, such as the 
agent-based model Pythagoras (V.1.10.5) that is accessible via the NPS website http://harvest.nps.edu. 
There are more facets to this topic than human behaviour modelling. It is worth evaluating if a lecture 
series will be effective in sponsoring for MSG, SAS, and HFM to create a common technical 
understanding and identify common areas of application interest. 


In summary, the symposium gave an excellent overview on how much the NATO M&S Community has 
evolved in the recent years and what new trends are starting to emerge. All presenting nations and 
organisations are clearly in a stage of mature M&S application and are applying sound engineering 
principles including the sharing of solutions based on open standards and open architectures and starting 
to work towards mathematically sound models. New application paradigms, spearheaded by the data 
farming community, are expanding the use of M&S from simple computing to knowledge processing. In 
order to cope with the challenges of new application domains, in particular human, social, cultural, and 
behavioural modelling tasks for IW and Defence against Terrorism, a close collaboration with experts 
from human and social sciences is needed.8 The necessity for education in enabling methods and the 
alignment with experts of other NATO RTO panels has been realized. 


Using M&S in Support to Operations, Irregular Warfare, Defence against Terrorism and Coalition 
Tactical Force Integration is a complex endeavour, but the papers presented in this conference are clear 
evidence that MSG experts are starting to work on solid foundations. What is needed is a clearer 
“landscape” of challenges that helps place the different solutions into a context that makes it easier to 
learn from each other and identify a common way forward. This, however, is not a task for the presenters 
but for the MSG, who is ultimately in charge of all technical activities and their results. Knowledge 
management and transfer, as currently evaluated by MSG-052 for Federation Architecture and Design, 
needs to be extended respectively and is more important than ever before. 


                                                      


7  Tolk, A., Diallo, S.Y. and Turnitsa, C.D. (2008) Mathematical Models towards Self-Organizing Formal Federation 
Languages based on Conceptual Models of Information Exchange Capabilities, Proceedings of the Winter Simulation 
Conference, Miami, FL 


8  Davis, P.K. and Cragin, K. (2009) "Social Science for Counterterrorism - Putting the Pieces Together," RAND 
Report, Los Angeles, CA 
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Abstract

Modeling and Simulation Technologies have been used in both military and civil areas for a long time in Turkey. In the last decade, relevant parties in this area have started to follow a more systemic approach in order to utilize and advance the state of the art modeling and simulation technologies. In this new approach, government, industry and academia have been working in collaboration with each other. In this paper, Turkey approach to exploit and advance modeling and simulation technologies will be presented with the future plans.


1.0
INTRODUCTION

Optimal utilization of M&S technologies are inevitable for the armed forces of modern world to overcome the new kinds of threats based on unconventional warfare. M&S technologies are crucial from tactical level to strategic level in many areas of an army such as training, analysis, doctrine development, concept development and exercise. Besides, embedding simulation components into weapon systems has started to emerge to support the forces on the battlefield. On the other hand, non-military use of M&S has also started covering a wide range of areas such as homeland security, transportation, environment, communication, energy,  etc.  Use of M&S in civil areas facilitate the solution of some complex problems. 

As a country being aware of increasing importance of M&S, Turkey has been using modelling and simulation technologies effectively and extensively both in military and civil areas for the last couple of decades. Many governmental and non-governmental organizations make use of M&S not only for training their personnel and for designing complex systems but also for receiving decision support at higher level of management. Currently, there are over 300 training simulators being used in Turkish Armed Forces (TAF).  On the other hand, civil organizations also have been using M&S Technologies at a certain level. This usage has been in various sectors such as finance, construction, transportation, environment, For instance, Turkish railways has been using train simulators since a few decades Turkish ministry of environment in collaboration with undersecratiat for maritime affairs mandated all sea ports to get ready to hazardous situations such as oil tanker accidents by carrying out risk and contingency plans based on M&S. All Turkish sea ports prepared these plans to the authorities by modelling their sea region and performing some simulation runs to take detailed measures and intervention in case of an accident or a natural disaster. 

The extensive usage of  M&S technologies in Turkey and the current procurement policies has triggered the industry to develop capabilities in this direction which is also facilitated by the Undersecretariat for Defence Industries (SSM), the major defence procurement authority of Turkey. Two of the strategic goals of the undersecretariat is to increase the portion of meeting the system requirements through local infrastructure to 50 percent and “cost +” procurement strategy for R&D projects. Additionally, R&D grants from several sources such as Turkish government or EU’s Framework Programmes motivated the local industry to build capability and develop products also in M&S area. 


As the importance and thus the demand for M&S technologies started to increase in Turkey, Turkish Armed Forces and Undersecretariat for Defence Industries initiated various kinds of research collaborations with some prominent universities in Turkey eleven years ago.  One of the results of this initiative is MODSİMMER which is an M&S R&D Center established at Middle East Technical University. More information about MODSIMMER is given in Section 3.  . 

Regulations put forward for R&D projects in Turkey necessitate collaboration among industry, academia and government.  Therefore, industry is also involved in the R&D projects carried out by universities supported by TAF and SSM. Industry, government and academia collaborate not only in R&D projects, but also in MODSİM Platform in which national strategies, policies, standards, etc. in M&S area are discussed and the authorities at various levels are informed and trained about M&S technologies. MODSİM platform is elaborated in the following sections. 

The organization of this paper is as follows: in the following section, the approach of TAF and SSM is given and the projects initiated are listed with brief descriptions. In Section 3.0, the role of academia, mainly MODSİMMER which is located at Middle East Technical University, is discussed.  In the next section, we describe how to disseminate information and how to create awareness on M&S in Turkey.  In Section 5.0, the role of local industry is given. In the final section, the paper is summarized.  

2.0
A Systemıc APproach  to M&S BY TURKISH ARMED FORCES AND THE Undersecretariat for Defence Industries

TAF and SSM have a systemic approach to M&S since 1996 when  preparation of an M&S Master Plan started and completed in 1998.  The tasks in this master plan have been realized with a strong support of SSM. As seen in Figure 1, there are some projects defined at strategic, operational and tactical levels besides to infrastructure level. Some projects on interoperability of the M&S and C2 Systems have also been defined and planned in the master plan. Below, some of the R&D projects which are carried out by industry and academia jointly are briefly presented.
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Figure 1: An Overview of M&S Projects in the Master Plan


SENSIM: SENSOR SIMULATION OPTIMIZATION

This is the first project started at MODSİMMER in 1999.  The goal is to determine the optimal positioning and number of moving (land and air) and fixed sensor platforms by considering their types and some cost criteria. The optimization is based on a genetic algorithm. The project also involves synthetic environment creation and visualization of sensor coverage.

KAMMOS: MODELLING AND SIMULATION OF LAND-LAND BATTLES: This project started in 2000, ended  in 2005 and was performed in two stages [1]. The goal is to model tactical level land combat from the allied forces’ viewpoint using a semi-dynamic method which decomposes the battle between heterogeneous forces into stages and mini battles. The developed models are used in a decision support system that incorporates optimization of force allocations, prediction of whether stage targets are reached or not, update of weapon cost/effectiveness. The second stage of the project has the following additional features: scenario definition tool,  more realistic modelling of weapon and ammunition  planning intended for  land-land battles, a novel planning methodology that includes  the update of static weapon ammunition values and evaluation of control parameters. 

SAVMOS: MODELING AND SIMULATION OF SMALL SCALED  CONTINGENCY OPERATION: The first phase of this project carried out at MODSİMMER between 2002 and 2004 [2,4]. Next, Havelsan converted the resultant prototype into a commercial product. The functions of the product which is being used can be listed as:

· Analysis of the efficiency of the resources, such as weapons,  personnel,  ammution etc. 


· Enhancement of  the instantaneous decision making capability of leaders by providing trainings of small-scale “attack/defense operation”, “trail operation”, “internal security operation”, “post defense” and “special forces operations” on digital environment 


· Reconnaissance by using terrain database of synthetic environment that has an ability of 2D and 3D visualization 


The commercialized product is now being used by TAF to enhance the planning capability of leaders for small scale operations . 
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Figure 2: A Screen Shot from BASKIN System


The system includes the following features:

· Scenario Preparation


· Simulation Management and Control


· Agent Management and Control


· 2 and 3 Dimensional Synthetic Environment Visualization


· Simulation Data Logging


· Report Generation and Data Export Capability


· Replay and Analysis Tool



SAMMOS: LAND BASED ACTIVE AIR DEFENCE SIMULATION SYSTEM: The purpose of this project is to develop a simulation system to analyze Land based Air Defense systems at strategic and operative level. The aim is to build a simulation model library, a mission library and a set of software tools, which are simulation execution tool, scenario preparation tool, model development tool, analysis & report tool and system management tool. Libraries and the software allow analysts to generate air defense scenarios to measure and analyze the command control strategies and architecture, utility of military systems, defense achievement of weapon systems and deployment strategy of the forces. The project has also some technical concerns such as having an interoperable, reusable and extendable constructive simulation environment.

KAMA: A TOOL SET FOR C4ISRMOS CONCEPTUAL MODEL DEVELOPMENT: This project is developed between 2005-2007 [3]. Since modeling and simulation projects include challenges such as interoperability and integration of domain knowledge from various sources, a conceptual modelling toolset is developed for modelling C4ISR mission space in a convenient, effective and efficient manner. The toolset also allows multi user collaboration and reusability to define  conceptual models at several levels of detail. Conceptual models of all M&S projects are to be defined and stored centrally in a warehouse using this toolset,  named as KAMA. 

          JTFSIM: JOINT TASK FORCE MODELLING and SIMULATION: JTFSIM is used to analyze and evaluate the complicated combat environments defined by tactics, scenarios, weapon systems, perception systems. The resultant tool will enable the followings: military operation planning, simulation based acquisition, effectiveness analysis of weapon and sensor systems, force structure, and analysis and decision support by means of these features: 

· scenario generation and planning support tools  for preparing simulation models, synthetic environment, force structure, combat plan


· Simulation Management and Control 


· 2 and 3 Dimensional Synthetic Environment Visualization 


· Simulation Data Logging 


· Report Generation and Data Export Capability 


· Replay


The tool is based on constructive and distributed simulation compliant with HLA 1516. The main scenario involves a brigade attacking a battalion where units at the team level and a single autonomous soldier carrying an anti-tank missile.

DEHOS: A NAVAL WAR GAME SIMULATION SYSTEM: This system has been developed for Turkish Naval Forces Command by Meteksan Savunma since 2007. The aims are to evaluate and enhance mission execution effectiveness of Turkish Navy in the sea area of its interest and its influence with all combatant elements, to experiment and evaluate existing operational plans. Additionally,  to evaluate and experiment effect of possible systems and platforms to the existing forces and to provide a simulation environment to enable vision to form and use forces. Main Categories of DEHOS Models are listed as:

· Platforms (surface, submarine etc...)


· Sensors (Radar, Sonar, IR etc...)


· Weapons (Guided Missile/Missile, Naval Mine /Torpedo Mine/Ascending Mine,  etc…)


· Counter Measure (IR Decoy, Acoustic Decoy, Chaff etc…)


· Communication (RF Communication devices etc…)


· DEHOS, with models listed above, supports:


· Surface to Air, Air to Surface, Surface to Surface, Surface to Ground engagements


· Attachment and Detachment between platforms


· Surveillance, ECM, ECCM


· Mine operations


· Amphibious operation


· Logistic Operations


2.0 Academia Role 

The M&S initiative started by TAF and SSM also involve academic and research institutes besides industry.  An R&D Center  called MODSİMMER   at Middle East Technical University (METU) takes place at a crucial position of this initiative.  Additionally, METU collaborated with TAF to open a graduate program on M&S for military personnel. More information on MODSİMMER and graduate program is given in the following two subsections.

2.1    A Center of Excellence for Modeling and Simulation: METU-TAF MODSIMMER 


Middle East Technical University - Turkish Armed Forces Modeling and Simulation Research and Development Center (METU-TAF MODSIMMER) is established to facilitate the development of an integrated Joint Operations Simulation System (JOSIMS) in line with 21st Century technologies and standards based on a collaboration agreement among Turkish Armed Forces (TAF), Undersecretariat for Defense Industries (SSM) and Middle East Technical University (METU). 


The METU-TAF Modeling and Simulation (MODSIM) joint activity was first initiated in June 1999 as a Research and Development (R&D) laboratory. Later, in May 2001, it took the center status, known as METU-TAF MODSIMMER. Nowadays, the center is planning to expand its activities in order to become a Center of Excellence for Modeling and Simulation Technologies with the support of State Planning Organization (DPT). Missions of the center include the followings:


· To help conduct basic and applied research and development necessary to realize analytical and simulation systems required for the achievement of JOSIMS, in terms of prototypes and products. 


· To facilitate the creation of technical infrastructure for JOSIMS, in terms of standards, procedures and technologies. 


· To provide education and training to raise the level of awareness and expertise regarding Military MODSIM applications. 

The center focuses on building national MODSIM capabilities, through raising the awareness and importance of development of defense related MODSIM technologies and the required infrastructure. The center has been involved in the development of high resolution virtual and constructive visual simulation systems as well as integrated advanced analytical models.


With the progress of basic and applied research work, the center facilitates the necessary academic support for the development of MODSIM based systems in order to contribute to the national defense industry. The cooperation between academia and industry is expected to contribute to the peace time operational defense capabilities, as well as industry and University’s R&D achievements in MODSIM field. 


By increasing the national R&D activities required for the MODSIM based systems in Turkey, it will be possible to consciously influence the future direction and amount of investment and procurement in this field. 

In the light of the principles, rules, standards and priorities mentioned in TAF MODSIM Master Plan Document, the following activities are executed:


· Developing analytical models and simulation systems that are ready to use, credible, integrated with C4ISR systems. 


· Creating synthetic environments and/or virtual prototypes of concepts and technologies related with information, material procurement and weapon systems that TAF (Turkish Armed Forces) plans to acquire, and analyzing these during research, development and engineering phases.


· Identifying and updating principles and standards related with development of national models and simulation systems. 


· Coordinating MODSIM research activities within Middle East Technical University and nationwide.


· Serving as a MODSIM consultant to Turkish Armed Forces.


· Organizing scientific and technical meetings (seminars, conferences, workshops, etc.).


Academic activities are as follows:

· To conduct R&D to achieve the conceptual basis for the MODSIM technologies and create the necessary infrastructure. 


· To create a research environment for the military personnel enrolled in the METU MODSIM Master of Science and other academic programs to contribute to the R&D in the defence related MODSIM applications. 


The objectives of METU academic activities are:


· To help creating know-how and expertise needed by Turkish Armed Forces and the defence industry in the field of MODSIM


· To sponsor and develop interdisciplinary R&D in the field of MODSIM based defence applications


· To provide MODSIM education and training for the TAF personnel working in the field


· To construct a bridge between the national defence long/midterm MODSIM needs and educational and training needs of the industry in this field


METU Departments Involving in MODSİM Projects


· Aerospace Engineering

· Computer Education and Instructional Technology

· Computer Engineering 


· Electrical and Electronics Engineering 

· Industrial Design

· Industrial Engineering 

· Mechanical Engineering

· Psychology


· Informatics Institute


2.2 Master of Science in Modeling and Simulation

As a part of the mentioned systemic approach,  Informatics Institute opened a Master of Science in Modeling and Simulation (MSc in MODSIM) in 1999. This is an interdisciplinary program focusing on operations research modeling, virtual environments, and computer simulation. The curriculum is designed to develop and integrate modeling and simulation skills with special emphasis on application of these skills in virtual environments. The objectives of the program are:


· to educate graduates from different disciplines in the theoretical  and practical aspects  of modeling, virtual environments, and computer simulation

· to support and encourage interdisciplinary research in this field

· to meet modeling and simulation education needs of defence industry and TAF 


MODSIM Program has two tracks: Decision Models and Virtual Environments. Each track has background requirements, core courses, and elective courses as defined in the curricula. the list of courses that can be taken by a MODSİM MSc student are Deterministic Decision Models, System Simulation, Object-Oriented Programming, Distributed Simulation, Stochastic Decision Models, Mathematical Modeling and Applications, Computer Graphics, Software Engineering, Elective Courses Mathematical Models in Defense Analysis, Combinatorial Analysis, Scheduling Models, Decision Analysis, Decision Support System Design and Implementation, Simulation Output Analysis, Statistical Data Analysis, Virtual Reality, Artificial Intelligence, Human Computer Interfacing, Fundamentals of GIS, Physics-Based Modeling, Logistics Engineering and Management.

2.3
DISSEMINATION OF INFORMATION ON M&S 


The most important arena for dissemination is biannual national m&S conferences, called as USMOS. It is the only conference in the defence modeling and simulation (MODSIM) area in Turkey which is organized by METU-TAF-MODSIMMER, with the support of Ministry of Defence, General Staff and Undersecretariat for Defence Industry; and with the cooperation of Defense Sciences Institute of Military Academy, Naval Science and Engineering Institute of Naval Academy, Aeronautics and Space Technologies Institute of Air Force Academy. The number of  papers and their categories presented during USMOS 2005, USMOS 2007, USMOS 2009 is given in Figure 2. 

The basic and applied researches on MODSIM that are performed by TAF, academia, civil and military and research agencies has created a proper environment in order to disseminate the results about the technology and the system development projects. 



[image: image3.emf]CATEGORIES OF PAPERS PRESENTED IN USMOS 2005 2007 2009


Agent Based Applications for Decision Support And Training 7 8 6


Interoperability and Infrastructure Issues Development 8 20 10


Optimisation and Analysis Models 7 11 9


Physiscs Based Models for M&S Applications 4 8 11


TOTAL 26 47 36




Figure 3: Categories of the Papers Presented in USMOS Conferences


In addition to USMOS conferences, workshops, seminars and meetings are organized mainly by MODSİMMER. Some of these are sponsored by MODSİM Platform. We also try to find opportunities to contribute to the M&S worldwide. For instance, this year, “The 2009 Summer Simulation Multiconference (SummerSim'09)” is hosted by MODSİMMER in İstanbul, Turkey. SummerSim’09 is an annual conference sponsored by The Society for Modeling and Simulation International.  

3.0   LOCAL INDUSTRY IN THE AREA OF M&S

Local defence industry  started building competitive capability on M&S in the last decade. There are some factors in increasing the competitive capability level of the industry. First of all, due to an excellent coordination and strategies carried out by SSM, local defence industry has developed a significant capability not only in M&S but also in other technological areas. Next, there have been many M&S projects initiated by TAF and SSM in recent years.  Next, industry is in collaboration with academia while working on R&D projects as recommended and sometimes required by SSM and TAF. This  makes researchers at the universities to get familiar with the problems being dealt by the industry. Universities are now doing research in this area. Finally,  government provides various incentives and grant opportunities for R&D projects in the last decade. There are now hundreds of companies doing R&D and collaborating certain attractive incentives and grants are provided to the industry for their R&D projects. The R&D incentives even increase more when the R&D projects are carried out in the technopolises which are created after with universities in theses technopolises. 

3.1   MODSIM Technology  Platform


In 2008, MODSİMMER initiated a technology platform, called MODSIM Platform in which industry, university and government get together to discuss strategies, policies, regulations  and standards on M&S. Another mission of MODSİM Platform is to create awareness about M&S technologies by training the relevant parties and by organizing seminars and workshops. MODSİMMER leads this platform which is coordinated and carried out within its premises. The financing of this platform is mostly provided by the key players of the local M&S industry. The industry members of the MODSİM Platform can be found at http://www.modsim.org.tr/platform.  MODSİM Platform has a three year long project in which four main work packages exist:

1. Proposing  M&S strategies and policies to the authorities after performing a SWOT analysis and market research


2. Studying M&S standards and technologies and proposing them to the relevant parties


3. Developing project ideas by considering local and international needs and cooperating with international partners


4. Creating awareness among all stakeholders of the M&S community including university students and disseminating the information collected in this project.

Finally, as a part of this initiative,  MODSİM Platform started to publish an M&S portal (www.modsim.org.tr)  in Turkish last year. 

4.0 Summary 

The usage and the importance of M&S technologies increases not only in the world but also in Turkey in the last decade. In order to utilize this critical technology effectively and efficiently especially in military, Turkish Armed Forces and the Undersecretariat for Defence Industries followed a systemic approach to M&S by assigning roles to academia and industry at all stages of procurement process for M&S tools. The systemic approach includes the followings:  forming an M&S master plan, establishing an R&D center on M&S, starting a series of M&S projects carried out by both industry and academia and creating a technology platform on M&S.

MODSİMMER which is at a critical location of Turkey M&S approach received a significant financial support of State Planning Organization (DPT) of Turkey in 2007 to enhance its infrastructure and extend its activities also for dual use. In the near  future, as the planned M&S projects will continue to be developed, an update of M&S master plan is to be considered. M&S projects for non-military use are to be started by making use of the current know-how and experience.
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Abstract 


Computer Generated Forces (CGFs) are a key component in constructive simulations and are being increasingly used to control multiple entities in Synthetic Environments (SEs). Being a cost-effective way to providing extra players in SEs, they are becoming a possible alternative in various activities, such as Concept, Development and Experimentation (CD&E), analysis, training, tactic development, and mission rehearsal. The predictable nature of many current CGFs behaviour is one of their biggest problems, making it easy for the trainee to distinguish between human-controlled and computer-controlled entities in the simulation environment. This can result in negative or ineffective training as the trainee quickly learns to predict the behaviour of the CGF entity and easily defeats it in a way that would not happen with a human opponent. This results in a requirement for humans to control synthetic entities, thus limiting simulation exercises by the availability of operators. If instead the Artificial Intelligence (AI) of these entities could be improved, the number of operators required will, thus, be reduced. The first step in such an effort is evaluating the AI capabilities commonly available in CGFs. Such an analysis was performed at the Defence Research & Development Canada (DRDC), revealing the common strengths and weaknesses of available CGFs, and suggesting which might be most useful as a platform for further AI research. This document presents the methods and results of this analysis.


1.0
Introduction


Modelling and Simulation (M&S) are extensively used in a wide range of military applications, from development, testing and acquisition of new systems and technologies, to operation analysis and provision of training and mission rehearsal for combat situations. In military areas, such as Exercise, Defence Planning and Support to Operations, and processes’ effectiveness; the importance of M&S is steadily increasing. 

M&S allows for exercises to be run with few real people involved with the remaining hundreds or even thousands of other battlefield entities being computer simulations.  The possibility to deploy simulated entities possessing specific and distinct characteristics and behaviours whose parameters can be user-definable per any single entity, is of major importance as it contributes in solving some very significant problems inherent to the lack of personification of these simulated entities.

1.1
Background


In the last few years, significant advances have been made by the Computer Generated Forces (CGF) and Semi-Automated Forces (SAF) communities to make synthetic military environments more realistic. However, human reaction, adaptability and decision making in these environments are still far from being fully understood, and their modelling is still fairly simplistic. To overcome these limitations in current CGFs, synthetic entities are either controlled directly by a human or have their behaviour managed by a human (e.g. correcting strange or incorrect behaviour). The human operator provides the knowledge and skills to ensure that synthetic entities perform in a realistic manner so the training can be effective or the experimental results valid. The number of critical entities is thus limited by the number of available operators. The lack of realism and full autonomy of synthetic entities thus limits CGF ability to replace human operators. Obviously, a more realistic AI modeling is needed: something that mimics human behaviour, including plausible mistakes and correct decisions.


Often, current CGF systems do not adequately model such complex human behaviour because their entities are governed by static scripts. By design they behave predictably, which makes them unable to respond to unexpected events. Also, scripting is time consuming and cumbersome way to capture possible behaviours. If something not anticipated by the script developer happens, the script may have no proper response[12]. Furthermore, scripted entities will not learn from or leverage previous experiences [3]. We seek an alternative system that reacts appropriately to the situation without having to anticipate and script everything at the design phase. Ideally, learning can be combined with this to develop new responses when something previously unseen happens, whether through offline training [9]or during the simulation [6].

1.2
Purpose


The goal of this research is to develop a reliable, realistic, and robust human behaviour modelling capability; and by ricochet, to reduce the staffing needed to operate and manage complex simulations by improving the autonomy and realism of synthetic entities’ behaviour. This can be accomplished by improving artificial intelligence (AI) in computer generated forces (CGF). This will be achieved by developing an AI module that acts either as a federate in a distributed simulation, or as an integrated plug-in with selected CGFs. The AI module will take full control of the constructive entities, improving their behaviour and reducing human interventions [7].

2.0
Comparative Analysis

The initial step in this process is the selection of tools that can be used to develop, and demonstrate a CGF AI module. This is accomplished by conducting an evaluation of existing CGF tools. There are two key questions to be answered by the comparison:


1. What are the AI-features missing from the considered products? This deficiency identification will tell us the status of synthetic entity’s autonomy and realism. The end goal is the development of an AI module designed to address these gaps, where the missing capabilities will be met by academia, industry, and other fields such as games.

2. Which tools are convenient platforms for our AI research? Tools are required that can be compatible with an external AI component and with enough modularity to be able to add new features. Existing features should be leveraged to the full extent possible.

The analysis was based on a requirements wish list, which includes things such as realism, autonomy, and learning capability. Evaluation criteria were then elaborated based on these requirements. These criteria were used to classify the CGFs relative to each other as well as to the overall requirements list. 

The tools selected for evaluation were based primarily on those CGFs that are used or can be made available to the project’s client, the Canadian Forces Aerospace Warfare Centre (CFAWC). The evaluation candidate list contains Government Off-The-Shelf (GOTS) and Commercial Off-The-Shelf (COTS) simulation products as well as some serious games. The list was created starting with a catch-all list of possible CGFs and AI products found via web survey. The list was shortened in consultation with our client. The short list candidates are given in Table 1.

		GOTS CGFs

		Commercial CGFs

		Serious Gaming



		JSAF


ONESAF


XCITE

		MÄK Technologies - VR-Forces with Kynapse


Presagis – STAGE Scenario with AI.Implant

		BIA – Virtual Battlespace (VBS) 2


Sonalyst Combat Simulations - Dangerous Waters





Table 1: List of Candidate Products

3.0
ai module Requirements


AI module requirements are based on addressing AI anomalies observed in simulations [3], as well as ideas for improving entity behaviour. The requirements are classified into five categories: autonomous operation, learning, organization, realism, and architectural requirements. The categories are broken into subsets of assessment criteria. Figure 1 shows a mindmap of the requirements.
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Figure 1: AI Module Requirements

3.1
Autonomy 


Autonomy is the ability of a synthetic entity to act reasonably without a human’s direct intervention. Increased autonomy reduces the need for human supervision and control. This is demonstrated by evidence of a “sense, think, do” loop. The used criteria are identified in accordance with the client’s needs and seek to answer questions like:


· Does the AI have access to its own state, sensors, and effectors? 

· Does it have decision rules, production rules, and a goal hierarchy (or more advanced features)? Can it behave unexpectedly? Can it perform target acquisition, fire weapons, and dispense countermeasures?

· Can AI predict expected actions of adversaries? 

· Does the AI prevent obvious mistakes from happening, like ships grounding themselves? 

· Are collisions handled realistically – do they model damage and velocity changes? Does this work when entities are of different types?

· Can the AI follow a planned route without human intervention? Does it avoid dynamic obstacles?


3.2
Learning and Adaptation


A learning process could make it easier to achieve correct AI behaviour without having to program it directly. In doctrine development scenarios, the entities could, learn and adapt to behave appropriately through human-directed training. For concept development and experimentation, the AI could discover effective behaviours on its own, possibly of interest to doctrine developers.

Learning can be accomplished in reflection after the scenario (e.g. processing event logs). The after-fact learning requires event recording, or monitoring tools for post-simulation analysis. Online learning requires specific capabilities to be built in to the AI.

The learning assessment is based on:


· 
availability of learning strategies


· 
automatic generation of doctrine based on experience and performance


· 
a good interoperable mechanism for import/export of AI knowledge (e.g. open format)


· knowledge artefacts organized in a non-proprietary database 

3.3
Organization


In this survey, organization means a method of generating sought group behaviour. The organization is created from relationships between entities resulting in a team with qualities not found at the individual level. This could be demonstrated by the ability to give team-level orders that a group of units can carry out without further intervention. Organization also covers realistic behaviour of clutter targets [13]. 

Organization is rated by the following criteria:


· 
sociality, or the ability to communicate with multiple other entities


· 
the existence of a protocol for representing and transmitting information, goals, and decisions


· 
coordination, or the ability to perform an activity without conflicts with other entities


· 
cooperation, or the ability to work with other entities to achieve a common purpose together


· 
competition, or the ability to work towards a goal where its achievement implies the failure of other entities


· 
negotiation, or the ability of synthetic entities to reach an agreement about something


· 
allegiance alteration, or the ability to leave and join groups

3.4
Realism


Realism is a very subjective characteristic. In this context realism means that the autonomous entity behaves as if it is controlled by a human. Ideally a human playing against an entity with adequate realism wouldn’t be able to tell whether their opponent was human or AI [14]. Realism can also be defined as behaving correctly given the situation; in other words, having a plausible doctrine [8]. Realism also covers the perception of information at the entity level – do sensors sense the SE or are they provided with “ground-truth”?

When looking at realism, we also consider the following: 


· 
availability and variety of doctrine for CGF entities,

· 
ability to modify doctrine, and

· 
speed of decision making – is it similar to a human? 


AI computational performance is also considered; it must be able to perform in real-time, which depends on the scenario’s scope and power of computer(s) running the simulation. The approach taken was to gradually increase the number of entities, while running a simple scenario; whenever the simulation falls behind real-time, the present number of entities is the maximum for that specific CGF.


3.5
Architecture


Architecture is a broad category, covering the arrangement of the AI entities, external interfaces, support for different modes of operation, and technical support and documentation.


The architecture assessment consists of the following criteria:


· Built-in capability:


· the availability of built-in AI models (e.g. finite state machines, neural networks, etc.) and the flexibility for adding new ones


· the ability to modify entity behaviour, at building-time as well as at run-time


· the diversity of entities’ types (land, sea and air) 


· the modularly structured entity behaviours database and its interoperability with other formats for import and export


· External Interface: availability of a programming interface that allows entity control, simulation events’ passage and sensor information transfer.

· Modes of operation: availability of recording and playback tools, configuration management, and support for human in loop and Monte Carlo simulations.

· Technical Support: mundane details like supported operating systems, quality of documentation and availability of technical support, ease of installation, and robustness of the software.


4.0
description of evaluation process


To assure a fair evaluation a consistent process was followed for each product. The process consisted of eight steps: product installation, documentation review, performance analysis (CPU load), scenario configuration, baseline scenario evaluation (without AI), AI configuration (using CGF tools), intelligent scenario evaluation, and summary of results. A common scenario was built in each tool as a basis for the evaluation, and scored  criteria were developed based on the AI requirements.

4.1
Scenario description


The evaluation scenario was developed in consultation with CFAWC The scenario’s theme is smuggling detection and prosecution in a littoral environment. Smugglers using small aircraft, helicopters, cigarette boats, and/or unmanned vehicles transport contraband assets from offshore vessels into Canadian or US territory or across the Canada/US border. Using air, land, and marine assets, the friendly forces will detect and if possible prosecute smugglers. The scenario takes place off the south coast of Nova Scotia, encompassing the coastline from St. John, N.B. to Halifax, N.S. 


The scenario was designed as such to highlight the problems identified in this research, such as unrealistic background traffic (creeping over ground of surface platforms, damage-less collisions, etc). Taking place in a peacetime environment means there is a high volume of air and marine traffic to provide the necessary volume for performance evaluation of a high number of entities. Also smugglers are highly adaptive and reactive, a combination well suited to the characteristics of AI we wish to investigate.


4.2
Scoring


The detailed evaluation criteria are derived from the AI requirements, and scores were awarded according to test methodology, assessment type, and priority weighting [7]. The test methodologies are demonstration, inspection, test, or analysis. The two assessment types are binary or subjective.

Binary assessment (Yes/No) is assigned to criteria requiring the existence of a capability. Two points are awarded for a “Yes”, and zero points for a “No”. An example of this type is the ability to support both deterministic and stochastic behavioural modelling. If scenarios can be configured both to produce repeatable results and accept a level of randomness that would allow variations in the outcome of the scenario, the assessment would then be “Yes”.


Subjective assessment is used for requirements allowing variation in coverage. The subjective assessment allows for four degrees of compliance (abbreviated NDME):


· N for “Not Met” (CGF performance did not meet the requirement), 0 points


· D for “Deficient (CGF performance was less than the requirement), 1 point


· M for “Met” (CGF performance met the requirement), 2 points


· E for “Exceeded” (CGF performance significantly exceeded the requirement), 3 points.


The basis for awarding an NDME score is specific to the evaluation criterion. For example, assessing available learning strategies will score as follows: N – no learning strategies are implemented, D – evidence of a partial implementation, M – if one learning strategy implemented, and E – if more than one learning strategy implemented. 


Each scored criteria is multiplied by a weighting factor according to whether it was: Key (x3), Important (x2), or General (x1). The key criteria are defined as those most critical to the effective completion of this research. The idea is that at the end of the program all key criteria should be met by the selected tool or tools. If they are not met by available products, they will be developed within this research project. It is worth noting that this approach does not preclude a different assessment according to a different weighting, for example for a different end-user’s priorities.

Because categories have different numbers of requirements and different proportions of binary and subjective assessment criteria (which offer different numbers of points), this procedure led to categories having very different point totals. Consequently, the overall score is not necessarily representative of a product’s overall standing and a meaningful product comparison must be performed across categories. To emphasize this, category scores are reported as a percentage of the total possible points. This focuses attention on the category score and avoids bias due to total point differences.


5.0
results

Table 2 shows each product’s score per category, expressed as a percentage of the maximum possible score. The “Standard” score located adjacent to the category name shows the met threshold. This is the score for a hypothetical product earning a “Yes” for every binary criteria and “Met” for every subjective criteria. The overall product score represents the average score over all weighted requirements – in other words, the total points received divided by the total number of possible points. The red lettering of the Virtual BattleSpace (VBS2)[2] score indicates that it is based on an incomplete evaluation. Where evaluation criteria were incomplete, to ensure an unbiased evaluation, the missing criteria were given the average score of all other products. As a result VBS2 scores for those categories are not meaningful. Nevertheless, this approach makes it possible to include the partial evaluation about VBS2.


5.1
Common strengths and deficiencies across the products


The background colour of each table entry shows how close its score is to achieving the “met standard” score. Arbitrary divisions have been applied for the sake of visual aid, where white indicates that the product scored within 5% of the standard, light-gray that the product scored between 25% and 5% below the standard, and dark-gray that the product is more than 25% below the standard. The colours reveal some patterns of compliance, where nearly half of the squares are dark-gray (lower than 25% of the standard), a third are light-gray (lower than 5% of standard), and only eight of thirty-five are white (above 5% of standard).

		

		GOTS

		Commercial

		Serious Games



		CATEGORY

		Standard

		JSAF 2007

		OneSAF

		Xcite

		VR-Forces /Kynapse

		Stage / AI.Implant

		Virtual Battlespace 2

		Dangerous Waters



		Autonomous Operations

		85%

		77%

		71%

		47%

		82%

		86%

		77%

		56%



		Learning

		67%

		25%

		33%

		0%

		33%

		25%

		33%

		25%



		Organization

		62%

		24%

		55%

		28%

		55%

		52%

		24%

		24%



		Realism

		67%

		75%

		83%

		54%

		74%

		83%

		58%

		49%



		Architecture

		76%

		60%

		71%

		32%

		71%

		63%

		57%

		51%



		OVERALL PRODUCT SCORE

		71%

		61%

		69%

		38%

		70%

		70%

		65%

		47%





Table 2: Candidate Products Compliance

The top scores were COTS and GOTS, but serious games did not produce a single white score in any category. The commercial products had 5 out of the 8 white scores (commercial products are catching up on the legacy GOTS).

This analysis distinguished the met and unmet requirements. Figure 2 shows how many requirements were met by how many products. Of the 52 scored requirements, 47 were achievable to an acceptable level by at least one of the candidate products. In other words, 90% of the desired capability could be met by using a hypothetical integration of all the candidate products. 


Nine requirements were adequately addressed across all products [7]. These are from Autonomous Operation, Realism, and Architecture categories. Met autonomy requirements included the use of logical rules to control entity behaviour, route following, autonomous piloting of own ship, and the ability to perform target acquisition, fire weapons, and dispense countermeasures. Met realism requirements included realistic physical and motion models. Met Architecture requirements included HLA and DIS interoperability and the ability to conduct adequate training. These capabilities are safely out of the realm of current research. 
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Figure 2: Depth of Requirements Coverage

Six requirements were not addressed by any candidates [7]. These belong to learning, organization, and autonomous operation categories. From the learning category, the learning strategies as well as the procedures were lacking coverage. Learning strategies are methods for learning, such as chunking or reinforcement learning, where learning procedures are processes for developing new behaviours. To meet the procedure’s requirement there must be a well-defined or automated process for generating AI behaviour based on recorded performance. From Organization category, the deficient criteria were behaviours for competition and negotiation. Competition describes interactions where different entities seek the same goal, but one entity’s success implies the failure of others. A fight is one example, but competition also includes non-lethal interactions where the entities are aware of the competition and it affects their decision making. Negotiation is a process of cooperative decision-making between concerned parties regarding the resolution of a conflict. The goal of negotiation is to develop a settlement that is acceptable to both parties.  A typical example would be a hostage-taking situation. From Autonomous Operation the deficient criteria were unexpectedness and initiative prediction [5]. Unexpectedness is defined as emergent behaviour that is not explicitly specified by doctrine [9]. This was not a rated criterion, but it was not observed in any of the CGFs. Initiative prediction is the ability of AI to assess the intent and expected actions of adversaries. As a result of this analysis initiative prediction, the learning, and the organization are the areas that will be considered for future research.


5.2
Specific product evaluation and platform selection


This section compares products within their product categories. Overall, COTS and GOTS categories did well, while serious games scored below expectation. This was generally because the scope and purpose of the GOTS and COTS products was better suited to our requirements than that of games.

Serious games are designed for a specific user domain, such as training vs. what-if gaming. Those we evaluated were aimed at a specific service (e.g. army or navy) instead of supporting all forces. They had limited or no Monte Carlo support and limited entity count for adequate performance. The commercial Dangerous Waters has a weak AI capability, limited external API, limited doctrine available, and lack of configurability, low entity count, limited entity database. Dangerous Waters doesn’t support Monte Carlo simulation out of the box, but DRDC has previously commissioned a custom version in which this capability was added [10]

 REF _Ref239842931 \r \h 
[11]. VBS2 has low entity count, limited sensor support, no Monte Carlo simulation, limited programming interface, and limited entity database. As mentioned above the evaluation of VBS2 was incomplete; however it was sufficient to exclude it from our consideration. These factors all hurt the serious games performance in our rated criteria.

The COTS candidates scored very well, each with no key requirement deficiencies. They are both integrated with professional standalone AI engines (Kynapse for VR-Forces, AI.Implant for STAGE). These AI engines focus on obstacle avoidance and path-finding, which made the scoring of their companion CGFs high in those areas. They both had good Monte Carlo simulation support. VR-Forces generally had an excellent AI capability built-in, supported by Kynapse/B-Have. It scored among highest for Architecture, with very good documentation and technical support, and support for data logger export to SQL, Matlab, and Excel. Stage scored high in realism and architecture, had excellent AI, good support, rich documentation, and appropriate external API. The difference in scores (about 10%) between Stage and VR-Forces is due solely to the weighting of obstacle avoidance and Monte Carlo simulation. VR-Forces with Kynapse and Stage Scenario were both fully compliant and are good candidates as platforms for follow-up development. 

Other than Xcite [1], the GOTS products (JSAF [4], [17]and OneSAF [15], [16]) also did well. The version of Xcite available to DRDC did not have any AI capability, which led to low scores in most of our criteria. Other GOTS products are mainly focused on training and human-in-the-loop simulation. The AI in JSAF & OneSAF is based on built-in scripting as opposed to the external tools used by the COTS candidates. JSAF had just one key deficiency, in its complexity to create, manage, and modify entities. It also scored low on documentation. However, it has been used in the past with an external AI integration (e.g. Soar). OneSAF has exceptional entity AI, good realism and architecture, but poor documentation and support. OneSAF met the requirements, though its limited documentation means training would be helpful to maximize use of the product. Both OneSAF and JSAF are suitable for this research, with OneSAF coming out ahead.


The preceding analysis offers enough tools and equipment for recommending products that will fit this research’s purpose. Basic requirements include a basic level of configurability, AI performance, and the ability to run Monte Carlo simulations. This need eliminates DW and VBS2. Xcite is also not suitable because of the lack of AI capability. The remaining candidates are more or less evenly matched. Overall, Stage, VR-Forces, and OneSAF all scored within 5% of the “met standard” score, with VR-Forces having the best score. JSAF was within 10% of the met standard; its lower score was due entirely to minor architectural factors. Because of the tight scoring differences among the succeeding products, any of these products can be suitable for the rest of the research. As a result JSAF, OneSAF, VR-Forces, and Stage CGFs were all judged to be suitable as development platforms.


6.0
conclusion


This study evaluated a list of candidate CGFs to measure their AI capabilities. One goal of this process was to identify capability deficiencies common to currently-available products. This study revealed that 90% of the capabilities sought were available across the candidate products, but the best fit product addressed 70% of those capabilities. Few requirements were fulfilled by none of the available candidates. The major gap was the absence of any learning process that can automatically generate behaviour based on experience. From an organizational perspective, there was no evidence for negotiation or competition between entities. From an autonomy viewpoint, no CGF has any sort of prediction capability (i.e. entities predicting others’ intent) nor demonstrated emergent behaviour. These areas represent research directions for follow-up work.


The second goal was to evaluate each candidate independently and as a platform for this research. The serious games evaluated were not suitable for this research; however, all the Off-The-Shelf candidates were found to be suitable. VR-Forces, Stage Scenario, OneSAF, and JSAF are satisfactory, with VR-Forces as the overall winner.


In the next stage of work is the design of an AI module that addresses the missing requirements. It will interface with one or more of the selected CGFs. This evaluation helped identify the basic capability gaps that will form the basis of the AI module design. These are based on the desire for entities to operate autonomously in a synthetic environment, learn from experiences, participate as part of a larger organization, and perform realistically. Improving the autonomy and realism of synthetic entity behaviour will make the CGF supply those needed and rarely available wingmen, ground control, and other support personnel. By offering convincing synthetic entities we can reduce the level of staffing required for simulation-based training and concept development. Such simulations can offer an alternative to expensive live training exercises and provide opportunities for new concept development. By making this capability more available to our military forces, we will contribute to their success in current and future missions.


7.0
references

[1] Air Force Research Laboratory, Expert Common Immersive Theater Environment – Research and Development (XCITER&D) User’s Manual Version 1.0, Mesa, Arizona, USA, April 2007.


[2] Bohemia Interactive Australia, VBS2 VTK Application Scripting Interface (ASI) 1.0 Interface Control Document, 2008.


[3] Fletcher, M., “A Cognitive Agent-based Approach to Varying Behaviours in Computer Generated Forces Systems to Model Scenarios like Coalitions”, Proceedings of the IEEE Workshop on Distributed Intelligent Systems: Collective Intelligence and its Applications, 2006.

[4] Hassaine, F., et al, Effectiveness of JSAF as an Open Architecture, Open Source Synthetic Environment in Defence Experimentation, Meeting Proceedings RTO-MP-MSG-045, Paper 11. Neuilly-sur-Seine, France, September 2006.

[5] Laird, J.E., .It Knows What You.re Going To Do: Adding Anticipation to a Quakebot., AAAI 2000 Spring Symposium on Artificial Intelligence and Interactive Entertainment, March 2000.


[6] Montemerlo, M. et al “Winning the DARPA Grand Challenge with an AI Robot”, AAAI, 2006.

[7] Parkinson, G., Abdellaoui, N. Scientific Authority, Artificial Intelligence (AI) in Computer Generated Forces (CGFs) Comparative Analysis- Summary Report, DRDC Ottawa Contract Report, October 2009.


[8] Sandercock, J., Padgham, L., Zambetta, F., “Creating Adaptive and Individual Personalities in Many Characters Without Hand-Crafting Behaviors” Springer Berlin / Heidelberg, ISBN 978-3-540-37593-7,.2006, 


[9] Sandercock, J, Papasimeon, M., Heinze, C., “An Agent, a Bot and a CGF Walk Into a Bar…” , Proceedings of SimTecT 2004 Conference, Canberra, Australia, May 2004.

[10] Sonalysts Combat Simulations, Dangerous Waters MALO Database Editor, date unknown.


[11] Sonalysts Combat Simulation, Dangerous Waters MALO Monograph on NSE doctrine language, date unknown.

[12] Spronck, P. et al., “Adaptive Game AI with Dynamic Scripting”, Kluwer Academic Publishers, The Netherlands, 2005.

[13] Sycara, K., Lewis, M., “Agent-based Approaches to Dynamic Team Simulation” Millington, TN 38055-1000 NPRST-TN-08-9, September 2008.

[14] Turing, A.M., Computing and Machine Intelligence, Mind, 59:433-460, 1950.

[15] US Government, OneSAF Users Manual and Help for OneSAF International V1.0a, 2008.


[16] US Government, One Semi Automated Forces (OneSAF) International Installation.

[17] US Government, Joint Semi-Automated Forces (JSAF) User Manual, 2007.


[image: image3.emf] 
























































RTO-MP-MSG-069
2 - 1

2 - 2
RTO-MP-MSG-069

RTO-MP-MSG-069
2 - 7




[image: image1.wmf]{


}


å


ò


ò


ò


ò


ò


Î


=


=


¥


+


=


=


=


¹


=


B


G


R


c


i


i


i


i


r


r


i


i


i


i


i


i


i


i


i


r


r


i


i


i


i


i


r


r


r


d


d


c


c


L


d


d


d


L


L


,


,


2


0


2


0


0


2


0


2


0


)


sin(


)


cos(


)


,


,


,


,


(


)


,


,


(


)


sin(


)


cos(


)


,


,


,


,


(


)


,


,


(


)


,


(


p


q


p


j


l


p


q


p


j


j


q


q


q


j


q


j


q


r


j


q


l


j


q


q


q


l


j


q


j


q


r


l


j


q


j


q


[image: image31.wmf][image: image32.jpg]}
A NATO
\4% OTAN




[image: image33.png]







[image: image34.png]



[image: image35.png]



[image: image36.png]



Light and Human Vision Based Simulation Technology







[image: image37.jpg]



[image: image38.jpg]



[image: image39.jpg]



Light and Human Vision Based Simulation Technology



Light and Human Vision Based Simulation Technology 

Jacques DELACOUR, Optical Engineer, Founder & CEO, OPTIS

ZE La Farlède, BP 275


83078 Toulon Cedex 9


France 


jdelacour@optis.fr

Abstract

Sight is the most important sense in the decision-making process: 85% of the information we receive comes from what we see.


Traditionally, simulators aim to focus on reproducing critical situation as best as possible. They are more focused on representing the 3D environment when moving than real perception of the scene. Faithfully simulating visual perception is the goal of the technology presented in this paper.

Thanks to two research and development projects, in simulators and in realtime visualization, both applicable in virtual reality centres, company OPTIS is developing an advanced true visual rendering technology, developed to be used in the design of new systems and for training purposes. The aim of the technology is to reproduce, on a display and in a virtual reality centre, the visual perception that a human would have of a scene in real life.


It is the first time a simulator is treating all lighting effects including ultraviolet and infrared band, encountered in a scene. Targeted effects include, but are not limited to, natural lighting, human machine interfaces, reflections on windshields and materials, display emission, infrared observation, street lighting, opponents and moving targets.

1.0 
Introduction


Designing a realtime simulator requires high speed calculations to provide images, sometime stereoscopic, to the operator. Realistic rendering images are important for ensuring that the trainee behaves authentically during the simulation: 85% of the decision is taken based on vision. In concrete terms, how can we really take a decision if we do not see the object we are supposed to see, because of the sun that dazzles you, or simply because of a reflection coming from a street light around you?


As in many domains of numerical simulation, having realistic behaviour requires adding physics models in the loop. Light, as well as optical simulation, is part of this and is often approximated to geometric perception without taking into account the energetic balance. Providing a correct image to the observer first requires a correct simulation of light emission, propagation and all effects that will not only be in the field of view but also around the observer.


Providing realistic images means going one step further, as the goal is to model the way the light will be perceived. It therefore requires the modelling of a human sense: vision. A correct model of the human eye requires the handling of linear and non linear functions, since human vision involves multiple sensors, with variable resolution, and effects such as glare which affect central and peripheral vision.


This paper describes the development of a new realtime technology integrating both light effects and human vision perception.


2.0
Methodology


2.1
State of the art


Traditionally, simulators aim to focus on reproducing critical situation as best as possible. They are more focussed on representing the 3D environment when moving than the real perception of the scene which is the goal of this new technology. This type of technology is strongly based on graphics shaders or the using of GPU libraries, which offer low level optical models of light sources and surface qualities.


In driving simulation, some systems are focused on night driving and virtual testing of headlamps enabling you to simulate the effect of light on a virtual road. They provide a field of vision of the lit road which is displayed on a large screen and sometimes several displays to enlarge the driver’s field of view.


Adding physics to simulators, however, requires the development of more accurate optical models both for light source emission and for light diffusion. This means it is necessary to rebuild a realtime algorithm able to handle full light propagation. 


Going further, it is necessary to take into account human vision to simulate effects that projection systems can't reproduce because of their gamut and dynamic.

2.2
Goal of the project


What we propose with this new approach to simulators is to start from physical data to achieve a final accurate rendering allowing users to take decisions on the scene they are seeing. We will illustrate this, using different types of simulators in day and night conditions, for vehicles, aircraft, ship and land applications. The earlier we can detect a danger, the better it is for the design process.

The goal of the project described in this paper, is to develop a new simulator technology fully based on physics and the physiological perception of light, taking into account all the light effects which occur during operations. This simulator technology will be fully compatible with virtual reality centres.

2.3
A physics based approach to rendering


2.3.1
Energetic consideration 


First, to make an accurate rendering, it is necessary to take into account the real energy in the scene. This requires spectral simulation. Most of the current real time simulators use a RGB spectrum approximation. However when looking at the rendering equation [1], it appears that reflected radiance computed with spectrum integration is different to the radiance computed with RGB approximation:
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Where :


· θ is the angle between face normal and considered direction


· φ is the angle between face binormal and considered direction 


· λ is the wavelength

· Lr is the reflected radiance (W.sr-1.m-2)


· Li  is the incoming radiance


· 
 is the BRDF.


In the night simulation with street lighting for example, it is particularly important because of the spectra singularity: most standard lamp used for street lighting and vehicle headlamps are emissive gas lamps which are usually ray spectra (High or Low Pressure Mercury or Sodium, Xenon, ...). LED light systems which are increasingly used today also present a relatively thin peak in the spectrum.

If you are in the presence of an object absorbing this spectrum ray you will have a wrong perception and contrast of this material colour and reflectance using a RGB approach.


Another advantage of spectral simulation is the ability to simulate near infrared camera perception and restitution. Today’s tactical situations require the use of such a system to detect potential dangers arriving. The camera sensor acquires infrared wavelengths and converts it into an electric signal in order to display in a control area or on a head up display for instance. We can also simulate the ultraviolet part of the spectrum to enhance the visibility of white objects by night.

2.3.2
Light source emission

All light sources may be characterised by their emission spectrum and their intensity distribution. Both characterise the way the light source emits photons anywhere in space. The intensity distribution is normalized using IES format and is provided by the lighting supplier.
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Figure 1: Left : OSRAM HP Hg Lamp ray spectrum (visible part) - Right : intensity distribution

2.3.3
Light/matter interaction

Going further, to be physically correct, we have to capture the spectral response of each surface reflectance by acquiring its real Bidirectional Reflectance Distribution Function (BRDF). This can be done using a spectral goniophotometer and the portable OMS² system. This BRDF has to fulfil the energy conservation law with an integral ≤ 1. This basic condition is not usually satisfied with standard real time BRDF models such as Phong shading model.


These measurements have been done for different types of material inside the scene (paint, metal, leather, apparel, signs ...) to enable visibility studies to be carried out.
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Figure 2: BRDF function represented for one wavelength / one incident angle


2.3.4
Light measurement

It is crucial to calculate radiance data as this correspond to what a human is sensitive to. 

Indeed, the quantity of light coming back to the observer depends on the scene material (macadam, concrete) and if the surfaces are wet or dry. The perception of the environment can greatly differ depending on the light ambiance too. This effect is due to the fact that inside the eye, light is diffused by the surfaces and media encountered, before illuminating the retina. It is described by [2][3][4]. This stray light decreases sensitivity that may prevent the observer from identifying an important signal. That’s why our algorithm is able to handle a high variation of the level of luminance, like moon light and its reflection on the road, and sunlight.


In a vehicle, interior lighting with disturbing dashboard reflections in the windshield depends on the different surfaces involved in light propagation. As specular reflections change with the point of view, it is necessary to compute them in real time and allow the trainee to move his head inside the vehicle to avoid disturbing reflections. LCD displays must also be placed carefully inside the vehicle in order to avoid reflection and limit the glare effect on pilots. Head up displays and night vision goggles can be located inside the vehicle in order to adapt their luminance level. For all these cases, the choice of surface BRDF model and reliable physics algorithms is crucial in order to have an accurate estimation of the nuisance caused by these reflections. Thanks to this technology, using this information, even designers can adapt interior materials and colours to reduce and consequently avoid these phenomena.


The entire processing phase is done using physical units (watt, meter, ...) with floating point precision, using multi-core Central Processing Unit (CPU) and the high parallelism that the Graphic Processor Unit (GPU) offers as a 128 bit SIMD processor. Working on floating point values allows the production of High Dynamic Range (HDR) spectral images. The benefit of HDR images is now widely recognized for image production. The latest GPU improvements on shaders are used in our solution for colour evaluation. Computations are done at the pixel level to take into account sharp (thin gaussian for example) BRDF effects. For each source, we add the source contribution to the final rendering applying the corresponding BRDF for the observer direction, the considered source direction and spectrum. Using this method, we are no longer limited in the number of sources whereas OpenGL is usually limited to eight sources.

2.4
Modelling human vision


This process allows us to take into account the HDR image perception with human colour perception. A human vision model was developed in collaboration with worldwide specialists in visual perception to transform spectral luminance into perceived visual information. This model includes a day / night vision mode based on physiological aspects, and takes into account the eye’s response to light levels, colour, contrast, as well as rapid changes in surrounding luminosity. The human eye has a high range of luminance detection, able to detect luminance level from 10-6 cd/m² to 108 cd/m². Projection systems used in a simulator don’t have such a high dynamic. So it is necessary to develop special functions better able to display the final image, as if the scene were seen by a human. To adapt the luminance level included in the HDR image to the screen used to display the result, we perform a compression taking into account human vision properties and namely these described in [5][6].


Sun and oncoming lights from an opponent cause glare for an observer. This glare reduces observer’s perception of the contrasts of the scene and the displayed information. Higher intensity light around the observer (either coming from the surroundings or from a source such as street lighting) reduces glare experienced by the observer, as the contrast between ambient and oncoming light is reduced.
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Figure 3: Simulation of glare effect due to sun. Being physics based, the software results are so reliable that measurements can be taken in the projected image.


In a vehicle or in a ship, increasing the level of interior lighting causes the equipment to be reflected in the windows which is also a distraction for the pilot- something designers want to avoid. By simulating the same scene using different interior lighting levels, the ergonomist will be able to use this application to find the best compromise between glare from opponents, and reflections of the equipment in the windows. This physiological model also integrates the fact that the optical performance of the human eye progressively declines with age [7][8]., causing loss of contrast sensitivity and acuity, increase in discomfort glare. The amount of light scattered into the different media of the eye increases with age [2]. Figures 4 illustrate this phenomenon.
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Figure 4: Simulation of the increase of light scattered by different media of the eye when driver age increase. Age of the driver is 20 on left image and 60 on right image.


This technology will soon take into account the temporal adaptation of the human eye. Indeed, the human visual system needs a release time before reaching the final stage of adaptation. The dark adaptation refers to how the eye recovers its sensitivity in the dark following exposure to bright lights. This type of adaptation is observed when an officer enters in a dark control room after receiving glare due to the sunlight. The light adaptation refers to how the eye recovers its sensitivity in the day following low light exposure, observed for example when an officer leaves a dark area.

At the end of the simulation process, with a view to addressing an RGB projection system, we compute the final RGB colour from the resulting spectrum. This computation is based on CIE standard observer functions to transform spectrum to XYZ colour space. This last step takes into account the ICC display profile to better match real colours. That way we can also compensate colour variation over the lamp’s lifetime.


To improve the user’s immersion, this graphic pipeline can be duplicated computing two different images, one for each eye in stereoscopic mode, using head tracking. Using an accurate BRDF model improves the realism as, for sharp BRDF, one eye can see a disturbing reflection while the other is not affected. This reflection behaviour improves the surface aspect rendering, which is the only information to address visual perception.


3.0
Implementation


The actual implementation of our simulator is based on Virtools. Virtools is a development platform allowing prototyping and industrial applications, it also manages integration with Virtual Reality Centres such as CAVE-like systems, Reality Centres, Workbenches, ... and also manages a wide range of VR devices (trackers, glasses, haptic systems, ...). Inside Virtools, the OPTIS rendering part is completely separated from the behaviour part. This separation allows the developer to manage all the interactions of the trainee with his environment and the user interface, to implement his own lighting strategy, to add new geometry, lights, change the lighting configuration, ... All the rendering information (sources intensity diagrams, source spectrum and BRDF) is transferred to the OPTIS rendering part in order to compute the resulting images in mono and stereo. Input files (intensity diagrams, BRDF, ...) are directly loaded into Virtools environment using new OPTIS Building Blocks inserted as a Virtools plug-in. 


4.0
Applications


4.1
Projectors validation


One application to be addressed is the use of light projectors to enhance vision, for instance helicopter trackers. This application allows the evaluation of light levels in a city and represents on a display what the pilot can really observe from his helicopter.


This also allows the light beam to be checked in static mode, and moreover evaluate illuminance levels everywhere, even on a 3D building.
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Figure 5: Irradiance level on the road and on a regulation plane.

Thanks to this simulator technology, engineers can validate tracking light systems. The orientation of light beams can be automatically calculated according to the position and movement of both the observer and target. Engineers can implement this tracking function inside the simulator to test it and check the lighting properties in different scenarios.
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Figure 6: Light simulation (top view). Illuminance levels on the road surface.

4.2
Security and safety enhancements

Enhancements to night time safety and security are a goal for governments. This physics based simulator can help to improve safety on the road and security in a city checking new equipments such as safe jackets, road signs, road paints ... by taking into account the real behaviour of light reflection thanks to the use of an accurate BRDF function.
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Figure 7: light reflectance (BRDF) applied on a virtual mannequin to check its visibility

The following application presents a 3D scene illuminated by the sun (Fig. 8), the moon (Fig. 9) and using night vision goggles by night (Fig. 10).

 SHAPE  \* MERGEFORMAT 


 Figure 8: day scene of a city

 SHAPE  \* MERGEFORMAT 




 SHAPE  \* MERGEFORMAT 




Figure 9: night scene of a city
Figure 10: same scene by night wearing night goggles

4.3
Optimize the ergonomy of a cockpit


As described previously, this technology can greatly help designers and ergonomists in their tasks. Designers can directly check the influence of surfaces and materials inside a vehicle and their behaviour in different lighting conditions. For instance common Sodium Lamp, Mercury Lamp, Tungsten reading lights, Zenith sun,... will all produce a different colour effect after reflection on the material covering the dashboard or on the instrument panel. The designer can virtually test in real time a plastic, leather, and brushed metal from his library and select the most appropriate one. This selection can be done both from an aesthetical point of view to enhance perceived quality and from an ergonomic point of view to avoid unwanted reflections that would disturb the pilot. It is particularly the case in night driving situations where each interior light can produce a reflection on the windshield or on side windows, but also during the day in the case of clear materials.
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Figure 11: the cockpit may directly come from a 3D CAD CAM software allowing troops to be trained on a system which does not yet exist.   Left : aircraft – Right : ship
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Figure 12: Different light configuration can be selected and virtually tested during training

4.4
Performances


The current implementation of our simulator in a case of ten light sources, in high definition images (1920x1024) with spectral data and algorithm, with thirty (30) different BRDF files on an NVidia Quadro FX 5600 provide a twenty frame per second (20 fps) application reaching performances of traditional simulators.


5.0
Conclusion


The approach to vision simulation described in this paper is a new technology developed to improve simulators by displaying visual information as seen in real life. It offers an understanding of the visual perception of critical situations, allowing us to better train people: We mustn’t forget that a human perfectly detects what he expects to see.

Consequently the human machine interface of any control system can be improved.

The photometric simulation part has been fully validated over more than ten years by worldwide users in optronics, lighting, display, automotive, aerospace, naval and consumer goods applications. This development was certainly a key to obtaining the light information essential for vision simulation. The results obtained with this vision simulation have been compared with success to common visual tests with a view to being validated.


The algorithm used enables us to simultaneously measure the impact of new technology lamps on the observer, and optimize the display design, the position and orientation of the display in a vehicle, taking into account all light effects inside the vehicle wherever the light is coming from, whether inside or outside.


This tool will also enable ergonomists and system designers to improve the conditions of global visibility, and in so doing the global perception of the environment that the observer will see by day and by night, whatever their age. Results provided include luminance (Cd/m²) perceived by the driver allowing also to check legibility using standard as CIE 145:2002 [9], MIL-STD-1472F or ISO 150008:2003.
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Figure 13: OPTIS landing simulation as seen from the control room with realtime glare effects
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Figure 14: Detailed view of glare effects showing sparkling and diffraction effects

[image: image30.emf] 
























































With glare







Without glare



















[image: image42.jpg]



[image: image43.png]Shape

sz Center Dimension,
¢ Rl B s m S
~ Foboon V[ETE wEs m
™ Surface 3D
ez e
| | | Voo [romseniiz a2 || vaue [FEZRE et
— wfigso0 X[535ert

 Horzontal e Y[1286e+002 mm
 Vaticalne:

C Userline | Average[54526e002  cdim2
e

Bayycentie X [T 401001 ™™
Export Bacenre ¥ [1 39724002 mm

[ 59ex002  mm

Signax[1112e+001  mm
Sigma ¥ [1.075e+001 MM

Sigma [§208e+001  cd/m2
Contrast [0.3544





RTO-MP-MSG-069
3 - 1

[image: image44.jpg]



[image: image45.png]Shape

3| Center Dimension,
¢ BB o P
" Polygon v|-140.41 m Ry |375 mm
™ Surface 3D
ez e
| | | Voo [isiimiiz a2 || e [eEETEIE et
— wfiEe01 [

 Horzontal e Y[ 341e002 mm
 Vaticalne:

C Userline | Average[3050e+001  cdim2
e

Bayycente X [1.082e+001 ™™
Export Bacenre ¥ [ 410e4002 mm

Y[ 3ses02  om

Signax[E.75%+000  mm
Sigma ¥ [1.031es001 MM

Sigma [3131e+001  cd/m2
Contrast[0.3935





3 - 6
RTO-MP-MSG-069

[image: image46.jpg]m"— m g 0 --
e HEEE
R HEEE
A T 3 --





RTO-MP-MSG-069
3 - 5



_1314181616.unknown



_1314181686.unknown




[image: image1.wmf]SoDs


Actors


Support 


tasks


Mission


Tasks


Demand


Reserves


Regions


Coalitions


Activities


Conquest


Supporters


Resource 


Generation


R


e


s


o


u


r


c


e


s


Groups


Planning


Attitudes


QoL


Perception 


Decisions 


Behaviour


Actions 


Memory 


Permissiveness


Consequences


Events


Interventions


Effectiveness


SoIs


Approval 


[image: image6.wmf]



Engaging with Complexity – Human Behaviour Representation







Engaging with Complexity – Human Behaviour Representation



Engaging with Complexity – Human Behaviour Representation

Lawrence Dack, Jim Sanderson, Jessica Allen, Nicola Schranz, Patrick Beautement


Introduction


Niteworks is a partnership between Ministry of Defence (MOD) and the UK defence industry.  Its mission is to serve defence as the definitive partnership providing decision support to enhance current and future military capability. 

This paper describes aspects of one Niteworks project, entitled Decision Support in Complex Environments (DSCE).  Complex environments – a term which includes the concepts of Irregular and Hybrid Warfare - result in complex outcomes to decisions, creating a requirement to support planners and decision-makers. The DSCE project seeks to derive and develop capability requirements that, if met, will enhance understanding of increasingly complex and dynamic environments.  It has three main outputs:

· A Complexity think-piece which sheds light on the ‘landscape’ of complex environments;


· A Capability review providing pan-Defence Line of Development (DLoD) recommendations of improvements to capability;


· A Hybrid Conflict Context Model (HCCM) which provides a high-level visualisation of possible outcomes, generating insights and indicators for real-world situations.


Hybrid conflict will bring new challenges to the military decision maker as traditional methods to manage complexity in the battlespace come under pressure from: ‘blurring’ of command and control lines (UK National/Coalition/Other national); the number of actors involved in Stabilisation; the consent of the local population; the nature of the insurgent (within the spectrum of the society); and the transition of responsibilities back to the Host Nation government. 

Each aspect of a complex environment could be taken as a single component and modelled to help provide some improved understanding.  In reality the components overlap and interlock, therefore a holistic solution rather than single component analysis is required.  It is the relationships and behaviours that link the components that are most critical to understand and exploit.

The DSCE project has used System Dynamics to create a simulation model that explores relationships and behaviours in a complex environment.   It is flexible, agile, and light-weight in use – meaning that minimal war-fighter interaction is required. The model is focused on the relationships and behaviours between: the actors in an operational environment, the consent of local population groupings, and the physical environment, in order to provide a greater level of insight and understanding to decision-makers. It has recently undergone a series of validation reviews that have deemed it fit for Training and Experimentation activities within the British Army; there remains an aspiration to mature it into a model suitable for support to Operations. 


Relevance to Symposium


The relevance of this work to the symposium is in the approach taken to use rapidly developed and deployed models to improve military understanding of complex environments and provide a mechanism to support systemic capability development.  The model reaches across the topics of Human Behaviour Representation, Support to Operations and Irregular Warfare.

Rationale


Complex environments are often heavily interconnected, in ways that bring about counter-intuitive results through feedback loops.  Some are adaptive; they change in response to events.


Military commanders work with complex situations all the time.  Some even deliberately bring them about to achieve their ends. So, in principle, some commanders at least 'get' complexity - but others may not.  Certainly past studies using computer simulations
 have shown that even experienced managers and leaders find it difficult to apply strategies which provide long-term success in complex situations; there is a tendency to focus too much on short-term gain and ignore lagged, but eventually significant, aspects of the problem until it is too late.  


The selection criteria for a tool that allows representation of the dynamics of a complex situation are demanding.  ‘Classic’ System Dynamics addresses some aspects – it provides a good way to visualise the effects of feedback loops at a high level, but is not adaptive. A related tool, Simile, augments Systems Dynamics with some Object-Oriented (OO) concepts that allow some adaptive behaviour to be expressed.  


The DSCE project has used Simile to construct the HCCM model as a tool to illustrate possible effects of decisions. The model is, by design, very much the servant of its user; its purpose is to illustrate possible futures and so provide the decision maker with the ability to ‘ask good questions’.  As such, it can be exploited in a variety of contexts.  The DSCE project was directed to consider three: 


· Training - in which the mindset of a decision-maker can be acclimatised to complex situations;


· Experimentation – in which new approaches to complex situations can be developed;


· Operations – in which alerts and indicators can be derived to support decisions concerning a particular complex situation.


Methods and Results


The HCCM brings together military judgment and human sciences to explore, understand and provide insight to questions by exploring the type and nature of relationships between actors (physical forces), operational environment and human behaviour.

The model has three main components; Actors (clustered into Coalitions), Regions, and Groups.  The value of the model lies in the manner in which Coalition Interventions in a Region have significant Consequences for a population Group, and Coalition Influences on a Group affect the Permissiveness of a Region and thus impact the effectiveness of Interventions there.  
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Figure 1: The main features and interactions of the HCCM

The red portions of Figure 1 above describe how Actors receive  Resources from all sources – Supporters, internal actions, and Groups, and transform them into Activities which contribute to Coalition Interventions (directed at Regions) and Influences (directed at population Groups).  

Interventions either change the state of territory within a Region (between Clear, Hold, and Build) or change ‘ownership’ of territory from one Coalition to another.  They also have Consequences on the Groups living in those territories.


A Group summarizes the behaviour of collections of people whose attitudes and behaviours are likely to be coherent.  The divide could be (for example) along political, ethnic, or religious boundaries.  The main features of human behaviour represented in the model are shown in Figure 2 below.


Every Coalition Activity carries a message and has an impact on the population in the region in which it takes place.  For some Interventions this may be the main point of the activity; for others (Combat) it may be a by-product.  Each group is assumed to evaluate these impacts in terms of its own Quality of Life (QoL in Fig 1).   The contentedness of a group is assumed to relate to the difference between current state and expectations.
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Figure 2: Human behaviour representation within the HCCM


Groups model Attitude – what individuals within a group think – and Behaviour – how they act.  Attitudes are measured in terms of the Consent each Group awards to a given Coalition – so for example 10% of Group A might be Loyal to Coalition X, 50% Agnostic to X, and 40% Antagonistic to X.   Attitudes are derived from a Group’s Quality of Life, but modified by the attribution of beneficial or harmful activities (so it is possible that the credit for the good deeds of one Coalition might be given to another).


The Behaviour of a Group towards a Coalition is related to its Attitude towards that Coalition, but the two are not in lockstep. Influence activities by the different Coalitions – either Persuasion or Coercion - may cause a Group to behave in ways that are at odds with its attitudes. 


A Group has certain resources available to it; it may choose to gift some or all of these to a Coalition.  The offering of a gift involves a cost. The exploitation of that gift brings a benefit to the donor – but the Coalition may not exploit the gift, so each Group is taking on a certain cost in the uncertain hope of benefit.  The experience of each Group impacts future decisions – a costly gift spurned makes a Group less likely to offer similar gifts in future.  In a more general way, the attitude of a Group also impacts the permissiveness experienced by the Coalition governing the Region a Group lives in.


Using the Model


Figure 3 shows an overview of the model usage cycle.  The model itself exists in two parts (Simile and a Spreadsheet). Within Simile there is the System Dynamics representation of the model which can be explored by the user.  The model contains a number of parameters which must be set.  Direct entry of these quantities requires more knowledge of the model’s behaviour than can be expected of a non-expert user, so a spreadsheet has been created which insulates the user from the model internals; instead it prompts for data that relates to the British Army’s ‘7 Questions’ estimate process, from which it calculates the parameters the model requires. 


[image: image3.wmf]0


5000


10000


15000


20000


25000


1


5


9


13


17


21


25


29


33


37


41


45


49


53


57


61


65


69


73


77


81


85


89


93


97


101


A


r


e


a


 


o


f


 


r


e


g


i


o


n


 


i


n


 


a


 


p


a


r


t


i


c


u


l


a


r


 


s


t


a


t


e


 


(


s


q


u


a


r


e


 


k


m


)


.


 


 


Time (days)


Graph to show how each coalition's Sphere of Dominance within a region changes state 


(between contested, secure & stable) over time


Central territory 


-


contested for Attica


Central territory 


-


contested for Elis


East territory 


-


contested for Attica


East territory 


-


contested for Elis


West territory 


-


contested for Attica


West territory 


-


contested for Elis


Central territory 


-


secure for Attica


Central territory 


-


secure for Elis


East territory 


-


secure for Attica


East territory 


-


secure for Elis


West territory 


-


secure for Attica


West territory 


-


secure for Elis


Central territory 


-


stable for Attica


Central territory 


-


stable for Elis


East territory 


-


stable for Attica


East territory 


-


stable for Elis


West territory 


-


stable for Attica


West territory 


-


stable for Elis


Spreadsheet:


Configuration,


Data entry,


Analysis


Control,


Monitoring 


and Logging


Model




Figure 3: Overview of model use

When the model is executed, a monitoring and control panel is also displayed.  This allows control of the simulation and variation of model input parameters, and interactive display of any model element.  Model elements can be logged to file, and these files opened for further post-run analysis in Excel.


Exploitation


At inception the DSCE project was directed to consider model exploitation in three related areas Training, Experimentation, and Operations.  As Figure 4 shows, these concepts are related: Experimentation develops the techniques, Training teaches practitioners to map techniques to appropriate situations, and Operations applies those techniques to real-world issues.
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Figure 4: The learning relationships between Experimentation, Training, and Operations


In its current state of maturity the HCCM has obtained validation for use in Experimentation and Training, but not Operations (the model, and more importantly its calibration data, requires further testing to demonstrate confidence in the model outputs).  This testing falls within the scope of the next phase of HCCM development; we can, however postulate likely exploitation routes.


Experimentation.  Experimentation is undertaken to provide evidence for the worth of new ideas and techniques.  Its aims can be qualitative discovery and exploration, or quantitative assessment and/or prediction.


Experimentation using this model will likely seek to assess novel ideas in challenging environments; perhaps exploring new doctrine against emergent threats. It is unlikely that extant historical data will be comprehensive enough to demonstrate the validity of the entire model configuration. This suggests that the model is more appropriately used for the exploration of a complex space (high coverage, lower burden of proof) rather than selection of a solution option (low coverage, higher burden of proof). 


Training.  An SD model can assist educative training in several ways:


· Didactically – providing a dynamic visual aid which illustrates points that the instructor wishes to make.


· Immersively – creating a virtual situation posing challenges to which a trainee must respond.


Neither of these approaches requires factual accuracy (arguably quite the reverse), nor high fidelity (it would be quite in order to strip a situation of distracting irrelevancies) but they do require a good representation of effect. Ultimately the model should do ‘interesting’ things that have relevance to the real world, but it is not necessary that the model should represent the real world.  


Conclusions

Military simulation models have tended to provide detailed representations of quantitative and complex interactions.  They are typically produced to large scale, over a long period of time and to a high degree of validation, as the basis from which balance of investment decisions may be made.  


The HCCM is ideally placed to explore questions where complex feedback mechanisms may initially cloud the effects of the activities that are undertaken and investigate where a re-balancing of effort may be of value to achieving the goals of the scenario.  We believe the model can support investigations in to:


· Exploring the balance between kinetic and non-kinetic strategies.

· Exploring the impact of a dynamic threat e.g. the change that out of area fighters might bring to a localised insurgency.

· Exploring the balance between persuasive and coercive influence strategies.

· Exploring the tensions between gaining control of territory and gaining the peoples' allegiance within territory.

· Exploring the relationship between quick impact projects ("do good things") and supporting the development of Host Nation Capability. 

Therefore Niteworks anticipates that the military could derive significant benefit from developing simulation models on the more agile end of the scale of use (such as HCCM).  This approach has the advantage of being, direct, short-term, small-scale and allows the practitioners to derive timely insights.  
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Abstract


Data farming combines the rapid prototyping capability of certain simulation models with the exploratory power of high performance computing to rapidly generate insight into questions.  The aim is to develop a better understanding of landscapes of possibilities as well as outliers that may be discovered through simulation experiments. In this paper we will provide an overview of the overall data farming process as well as discuss methods and techniques that are used within the process.  These methods include the application of design of experiments to computational experiments in an iterative process of team-based rapid model prototyping, optimized statistical sampling of the experimental design space, high performance computing, multi-dimensional analysis and visualization, and tools and interfaces for executing these actions.


After the concept of data farming was put forth in 1997, the United States Marine Corps utilized the techniques in their Project Albert.  This project focused on questions that were fundamental to decision makers, but could not be answered through traditional methods.  It relied on the combination of small simulation models, high performance computing, and data farming.  During the project, which existed from 1998 to 2006, an international community of interest developed around the topic of data farming.  Multi-disciplinary teams of researchers, military officers, and subject matter experts have been using the techniques in collaborative environments since the first international workshop in 1999 and have continued since the project ended.


A great deal of sharing and knowledge transfer takes place at these International Data Farming Workshops (IDFWs). In the past year, IDFW 17 was held in Garmisch-Partenkirchen, Germany and IDFW 18 was held in Monterey, California, USA.  At the Naval Postgraduate School in Monterey, much continued work takes place at the SEED (Simulation Experiments and Efficient Designs) Center for Data Farming.  And much work has taken place in other NATO and PfP countries. In our paper, we describe these and other continuing data farming efforts around the world, including the exploratory work on data farming support to NATO by NMSG ET-029.


We also describe various efforts to develop simulation models and apply them within data farming environments in support of military decision makers.  One such model is the agent-based model PAX, developed by EADS Germany on behalf of the German Bundeswehr.  PAX has successfully been applied during the international workshops since 2002. In that context, PAX has been used in concert with data farming, allowing the possibility of performing thousands, even millions of simulation runs on high performance computers.  PAX focuses on analyses dealing with Peace Support Operations (PSO) and, recently, operations in support of Humanitarian Assistance.


1.0 Data FARMING


Imagination is more important than knowledge. Knowledge is limited.  Imagination encircles the world.


 —Albert Einstein 


Data farming combines the rapid prototyping capability of certain simulation models with the exploratory power of high performance computing to rapidly generate insight into questions.  The aim is to develop a better understanding of landscapes of possibilities as well as outliers that may be discovered through simulation experiments.  Data farming focuses on a more complete landscape of possible system responses, rather than attempting to pinpoint an answer. This “big picture” solution landscape is an invaluable aid to the decision maker in light of the complex nature of scenarios that NATO forces are faced with in today’s uncertain world.  Data farming allows the decision maker to more fully understand the landscape of possibilities and thereby make more informed decisions.  Data farming also allows for the discovery of outliers that may lead to insightful findings.


In the past, data farming has been used to seek insight into questions such as:


· What is the role of trust, or other so-called ‘intangibles’, on the battlefield?


· What impact will net-centric warfare and complete information sharing have on the effectiveness of military units?


· How can we best protect our homeland from a martyr-based offense?


· How can a bio-terrorist attack be mitigated in a free society?


· What system characteristics are important in military convoy protection systems?


· What factors are most important in defeating improvised explosive devices?


Of course, there are many other questions which are of interest, and these are but a few of the ones that teams have attempted to address using data farming.


Data farming is an iterative team process (Horne and Meyer 2004). Figure 1 presents the data farming process as a set of imbedded loops. This process normally requires input and participation by subject matter experts, modellers, analysts, and decision-makers.
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Figure 1: Iterative Data Farming Process


After the concept of data farming was put forth in 1997 (Horne, 1997), the United States Marine Corps utilized the techniques in their Project Albert.  This project focused on questions that were fundamental to decision makers, but could not be answered through traditional methods.  It relied on the combination of small simulation models, high performance computing, and data farming.  During the project, which existed from 1998 to 2006, an international community of interest developed around the topic of data farming.  Multi-disciplinary teams of researchers, military officers, and subject matter experts have been using the techniques in collaborative environments since the first international workshop in 1999 and have continued since the project ended.


A great deal of sharing and knowledge transfer takes place at these International Data Farming Workshops (IDFWs).  Results have been documented in the proceeding from workshops 13 through 18 (Horne and Meyer, 2006, 2007a, 2007b, 2008a, 2008b, 2009) In the past year, IDFW 17 was held in Garmisch-Partenkirchen, Germany and IDFW 18 was held in Monterey, California, USA.  At the Naval Postgraduate School in Monterey, much continued work takes place at the SEED (Simulation Experiments and Efficient Designs) Center for Data Farming.  And much work has taken place in other NATO and PfP countries. 


NMSG ET-029 has been chartered to explore the possibilities in developing a task group to assess the data farming capabilities that NATO, PfP, and Contact Countries, schools, and agencies have that could contribute to the development of improved decision support to NATO forces. Proof-of-concept explorations involving questions and models of interest to NATO nations also will be undertaken if the task group is approved. This group would then take the results of both the assessment and explorations to recommend and demonstrate a way forward for implementing data farming methods and processes in NATO modelling and simulation contexts. Harnessing the power of data farming to apply it to our questions is essential to providing support to NATO decision-makers not currently available.  This support is critically needed in answering questions inherent in the scenarios we expect to confront in the future.  Concurrently there is a crucial need to assess the capabilities of NATO, PfP, and Contact Countries, schools, and agencies that could contribute to the development of the science underlying data farming.


The simulations available to NATO analysts are often large and complex.  And even the smaller more abstract agent-based models can have many parameters that are potentially significant and that could take on many values.  In addition, response surfaces can be highly non-linear. Thus efficient experimental designs and other methods have been employed in the data farming process to begin to get at many of the questions that were previously intractable. We will describe some of our efforts in this area in the next section.


2.0
Designing Simulation Experiments


Political, social and economic programs are usually more valuable than conventional military operations in addressing the root causes of conflict and undermining an insurgency.


—FM 3-24 Counterinsurgency

The U.S. military uses models for course of action analysis, training and rehearsal, and evaluation for acquisition (Comittee on Organization Modeling, 2008).  These models may lack utility—and are potentially harmful—if they do not adequately reflect contemporary operations.  Yet as conflicts around the world shift from conventional warfare toward irregular warfare, civilian populations are often the determinants of success.  Consequently, interest has progressively grown in the development of models that can simulate social behavior as it pertains to military operations. To date there has not been a validated model designed for irregular warfare that covers the instruments of national power:  Diplomatic, Information, Military, Economic (DIME) or the Political, Military, Economic, Social, Infrastructure, and Information (PMESII) indicators on which progress in irregular warfare is based (Marlin, 2009). According to the U.S. Defense Modeling and Simulation Analysis Committee, the data to instantiate such a model is either nonexistent or woefully inaccurate, and the validation process of such a model would have to be completely rethought (Committee on Modeling and Simulation for Defense Transformation, 2006). 


Yet despite the dearth of data and lack of validated models, it is our belief that many in the defense simulation community can dramatically improve their analyses by using design of experiments (DOE) developed specifically for exploring complex computer models.  This, in turn, can provide valuable input to decision-makers.  As mentioned earlier, data farming refers to using high performance computation to grow data.  The harvested data can then be analyzed using data mining or other statistical techniques. Experimental design is key to successful data farming because it specifies how to grow the data.  What you reap from the data you grow depends on how effectively you design your experiments.

2.1
Potential Goals


All models are wrong, but some are useful
—George Box (1979)


We believe that the following goals are appropriate for studies of complex simulations—such as those involving models of irregular warfare, peace support operations, and defense against terror.



(i) Developing a basic understanding of a particular model or system.  That is, seeking insights into the high-dimensional space by identifying dominant factors, significant interactions, and finding regions, ranges, and thresholds where interesting things happen.  In the context of simulating irregular warfare and defense against terror, we are typically interested in gaining insights about potential futures, and data may not exist.


(ii) Finding robust decisions, tactics, or strategies.  In other words, identifying settings for decisions, tactics, or strategies that tend to lead to good outcomes—despite the presence of uncontrollable uncertainties.  Since many aspects of social dynamics and irregular warfare are uncertain (and may even be difficult to measure), robustness is particularly important in these domains of M&S.


(iii) Comparing the merits of various decisions or policies.  Simulation experiments can provide valuable insights to decision makers by demonstrating that one simulated alternative is better than another, or by separating alternatives into those that appear promising and those that can be eliminated from further consideration.



We remark that this requires a change of mindset for those used to viewing simulation experiments as a means of obtaining accurate predictions at untried inputs, optimizing a function of the simulation inputs, or calibrating the simulation results to match physical data; these three goals were espoused by Sacks et al. (1989) in their classic paper on computer experiments, but we argue that they are often not appropriate for simulations of conflict or other complex phenomena.  For example, we use the term insights rather than predictions because it is almost always impossible (due to a dearth of data) for us to provide any warranty on the accuracy of the predictions for potential future occurrences (Hodges, 1991).  We seek robust solutions rather than optimal solutions in part because the sheer number, uncertainty, and complexity of uncontrollable factors usually makes optimization infeasible without fixing many uncertain variables.  Similarly, calibration is often dubious because there is a shortage of reliable data for many of the situations that we wish to simulate. In some situations, such as disaster relief efforts or large-scale terrorist attacks, we are thankful that these events are not every-day occurrences, and hope that data continue to be scarce.  An expanded discussion on this new view on the goals of many analyses using complex simulations can be found in Kleijnen et al. (2005).


2.2
Choice of Design


[We seek designs that] allow one to fit a variety of models and provide information about all portions of the experimental region—Santner et al. (2003)


The selection of an experimental design for simulation experiments depends, of course, on many things.  Among the primary considerations are the number of samples that can be taken, the number and levels of factors we desire to vary, any a priori assumptions on the response, and the types of models (e.g., regression or graphical models) that we would like to be able to fit using the response data.   Fortunately, a rich number of designs have been developed that are appropriate for different experimental settings.  


Physical experiments are typically applied in settings when there are not too many factors being explored and the response surfaces are fairly simple; e.g., the response in the region of interest is a reasonably smooth (e.g., a linear or quadratic) function of the input factors.  Despite their ubiquity, these may not be the most appropriate designs for simulation experiments because of the complexity of the model; they also fail to take into consideration the additional degree of control that a simulation analyst has over someone conducting live experiments.  More recently, designs have been (and continue to be) developed for situations in which there are many variables requiring investigation, and the relationships between the inputs and the outputs are more complex. These are the designs that our experience suggests are most appropriate for extracting information in irregular warfare and counter-terror studies.  In these situations there are usually multiple responses of interest and little a priori knowledge about the forms the response function may take.  It thus seems prudent to adopt Santner et al.’s (2003) principle of selecting designs that “allow one to fit a variety of models and provide information about all portions of the experimental region.” While it is almost always impractical to perform physical experiments on more than a handful of factors in physical experiments, it is feasible—with the right software and hardware—to vary scores or hundreds, or even more, factors in computational experiments.  Indeed, facilitating this is what the SEED Center for Data Farming is all about.


An in-depth discussion of the types of designs is beyond the scope of this paper.  Instead, we refer the reader to Sanchez and Wan (2009) for details about a variety of designs, as well as a flowchart and table to assist analysts in choosing a design.  However, of the multitude of designs we have used, in scores of simulations studies, the closest to an all-purpose class of designs when the factors of interest are mostly continuous and there is considerable a priori uncertainty about the response are based on Latin hypercube (LH) sampling.  When constructing LH design matrices, the input variables are treated as random variables with known distributions.  For each input variable xi, “all portions of its distribution [are] represented by input values” by dividing its range into “n strata of equal marginal probability 1/n, and [sampling] once from each stratum,”  (McKay et al., 1979).  For ease of generation and to provide good space-filling, we usually sample from a discrete uniform distribution.  That is, for each xi, the n equally-spaced input values are assigned at random to the n cases.  This generates column xi in the design matrix, and is done independently for each of the k input variables.  

We have found LHs to be good all-purpose designs for several reasons:  (i) design flexibility:  We can readily generate an LH for most any combination of continuous factors and sampling budget.  Indeed, if n is large, simple rounding enables us to generate reasonable designs for just about any combination of number of factors and number of levels; (ii) space-filling: LHs sample throughout the experimental region—not just at corner points.  Specifically, if we look at any group of factors we will find a variety of combinations of levels; and (iii) analysis flexibility:  The resultant output data allow us to fit many different models to multiple MOEs.  In particular, these designs permit us to simultaneously screen many factors for significance and fit very complex meta-models to a handful of dominant variables.  This flexibility also extends to visual investigations of the data as we get many cameras on the relationships between inputs and outputs.


Randomly generated LHs have been used for many studies over the years.  For any given combination of sampling budget (n) and factors (k), there are (n!)(k-1) possible LH designs generated from discrete uniforms, as specified above.  Rather than select one of these at random, we prefer to use a design matrix whose columns are orthogonal (or nearly orthogonal) and that has good space-filling properties; see Cioppa and Lucas (2007).  A spreadsheet containing several variations of these “good” LHs for designs involving up to 29 factors can be downloaded from the SEED Center’s website (http://harvest.nps.edu).  This spreadsheet is regularly updated as new designs become available.


There are many situations where designs other than LHs are more appropriate.  This is especially true if we have goals such as factor screening or are willing to make certain assumptions (e.g., the response is linear in the region of interest) about the relationships between inputs and outputs.  Our goal is to provide simulation experimenters with a portfolio of readily available designs for use in high-dimensional explorations. For example, fractional factorial and central composite designs have been cornerstones in industrial and laboratory experimentation for decades (Montgomery, 2005).  These designs allow experimenters to estimate main effects (linear and perhaps quadratic) and lower order (e.g., two-way) interactions.  In most cases, however, these experiments involve a relatively modest set of factors.  Consequently, almost all readily available resolution V designs are for experimental situations involving less than about a dozen or so factors; see, for example, NIST/SEMATECH (2009).  


To enable analysts to easily generate large resolution V fractional factorial and central composite designs, an algorithm utilizing a fast Walsh transformation (Sanchez and Sanchez, 2005) is available on the Center’s website.  This algorithm has been used to generate designs as big as 2443-423, and catalog them with a simple list of Walsh indices rather than extensive tables of confounding patterns. While 220 (roughly a million) runs is a lot, we have taken even larger samples in some of our simulation studies (Vinyard and Lucas, 2002).  Furthermore, 220 is a lot less than 2443.


Other approaches that can be useful for computational experiments include sequential screening methods.  Many simulations contain a large number of input factors, of which only a small proportion have noteworthy effects.  In such cases, one is often interested in identifying those significant factors—perhaps so that additional experimental efforts can focus on them.  Recently, several sequential methods for simulation screening have been proposed.  First, Bettonvil and Kleijnen (1997) proposed a method called sequential bifurcation (SB) that iteratively screens groups of factors until each input factor is classified as either significant or not.  They show that this approach is very efficient when the directions of effects are known and there are only a small proportion of critical effects.  Wan et al. (2006, 2009) improve on SB, with a method they call controlled sequential bifurcation (CSB), by allowing the user to specify limits on both type I errors and power for all effects.  Building off of Wan’s et al.’s CSB designs, hybrid two-phase approach that combines efficient fractional factorial experiments with CSB.  These new designs have proven robust to some of the strong assumptions required in SB methods (such as being able to specify the direction of effects) and they are surprisingly effective and efficient; see Sanchez et al. (2009), Shen et al. (2009).  


2.3
Benefits of Designed Experiments


What may not be obvious at first glance is how quickly it becomes computationally infeasible to conduct full factorial designs on individual factors—even for a relatively simple simulation model.  For example, suppose that the simulation has twenty factors that can be varied, the scenario has ten factors, and there are four manipulations.  A full factorial design involving only low and high levels (i.e., no intermediate levels) for each factor for this single organization has 220 x 210 x 4 runs per replication.  Even if the computational model runs in one second, this requires 136 years of computer processing time!  And, unless the response variances can reasonably be assumed to be constant, two or more replications are needed in order to estimate the effects with any statistical validity. Given that there are hundreds or thousands of factors in many models of military operations, it is easy to see why practitioners unaware of the power of experimental design have limited their studies to a small number of factors or groups of factors.  However, this also severely limits the types of insights that can be gleaned from a single simulation study.


3.0
SEED CENTER FOR DATA FARMING


Once you have invested the effort to build (and perhaps verify, validate and accredit) a simulation model, it’s time to let the model work for you! –Lucas and Sanchez, 2009

Complex simulations will continue to be an increasingly important tool for those charged with informing decision makers in defense, including irregular warfare and counter-terror operations.  It is our belief that much more information can be extracted from these simulations by combining relatively inexpensive, high-performance computing; a new mindset on the information gleaned from many simulations; and DOE tools for high-dimensional simulation exploration.  Of course, the vast majority of simulation practitioners are not experts in designing simulation experiments.  Thus, we must make doing so easy for them.  For this purpose we have created the SEED Center for Data Farming, and are working to strengthen ties in the international defense modeling and simulation communities.  


The Center provides many resources online at http://harvest.nps.edu, including links to student theses that use a variety of designs on a diverse set of models and studies.  Indeed, SEED Center techniques have been used to investigate issues relating to the following areas:  Fighting the global war on terrorism, convoy operations, peacekeeping, non-lethal weapons, urban combat, unmanned (air, ground, sea, and subsurface) vehicles, logistics in support of urban humanitarian assistance, future networked enabled forces (such as the Future Combat System FCS, Marine Distributed Operations (DO), and the Future Force warrior (FCS))—and many more.  These applications are a good source for finding information on the output analysis techniques we have found useful for exploring, large sample, high-dimensional, simulation output data.  


Spreadsheets and software for generating the designs are also available from the SEED Center’s web pages, along with publications that provide details about the methodological advances and a variety of applications. Finally, the SEED web pages have links to other resources, including information about the bi-annual International Data Farming Workshops.  The next IDFW is scheduled for November 2009 in Auckland, New Zealand.  


4.0
Simulation models – Two examples


This section describes two efforts to develop simulation models with different scopes and strengths exemplarily.  The first agent-based model named PAX (Latin word for “peace”) was developed by EADS Germany with the goal to model human factors and has successfully been used during the International Data Farming Workshops since 2002.  The second model named ABSEM (agent-based sensor-effector model), is also being developed by EADS Germany and focuses on a physics based model of sensors and shooters. This tool has been used during the IDFW since spring 2008.  Both models allow the possibility of performing thousands, even millions of simulation runs on high performance computers in data farming analyses. They have been developed on behalf of the German Bundeswehr. It is planned to merge the two models due to their basic compatibility on model and representation level to get a data farmable model with strengths in the areas of human behaviour representation as well as a complex physics model and combinations thereof.


4.1
The agent-based model PAX


PAX models human factors with the focus on the behavior and interaction of both military personnel and civilians.  The modeling approach includes the process of human decision-making, the psychological aspects regarding the evolving aggressiveness of non-military entities, and a detailed representation of individuals and groups consisting of civilians as well as soldiers.  The dynamics of emotional states such as fear and anger and their impact on the behavior of actors as well as stress are also modeled.  PAX allows analyses of Peace Support Operations (PSO), operations in support of Humanitarian Assistance and enables investigations in the context of irregular warfare (IW).


[image: image9.wmf] 


PAX agents basically represent individuals.  The civilian agent model contains 3 basic processes which determine the individual level of aggression.  Needs and emotions influence the level of aggression and a process of de-individuation determine the contribution of personal norms of anti-aggression.  "Need", "anger", "fear" and the "readiness for aggression" are modeled as state variables.  The value of these variables will change dynamically, depending on events in the agents’ environment (e.g. actions of other agents).  De-individuation describes a state of the agent in which he considers himself as part of a crowd and not as an individual.  It is the basic concept that allows to model groups of agents and group cohesiveness.  
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Figure 2: The (simplified) core 


of a civilian agent in the model PAX


Figure 2 depicts the civilian agent model.  The civilian agent's behavior mainly depends on his motivation.  Besides fear and anger, there is (among others) a basic motive to satisfy a certain need, e.g. to get a food package.  Motives are correlated each to a specific goal and compete against each other.  The motive with the highest intensity at a particular point of time is selected as action-leading motive and predetermines the main direction of the behavior. 


The soldier agents in PAX can be assigned different tasks, such as guarding the entrance to a camp or supporting the distribution of food packages, for example.  In case of aggressive actions of certain civilians, the soldiers may react with pacifying, threatening or defensive actions towards these civilians. The soldiers' RoE can be implemented by respective rule sets that describe the agents’ goals and personalities. The following is a simple example for a mainly de-escalating rule set description:  If civilians act aggressively, soldiers try to calm down the situation by always trying to pacify the civilians, no matter what the situation is like. Threatening or defensive actions are never chosen.


PAX agents interact with each other.  A soldier agent’s actions such as pacifying, threatening or defending are, in a first step, assessed by the other agent (event assessment). Depending on the type of event and the agent's personality, the cognitive assessment may evoke fear, anger and arousal, and possibly cause stress.  
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Understanding the complex dynamics of human behavior and interaction is extremely important for PSO.  The type of challenges coming along with this kind of operations might best be described by an Example:  Recent war activity and relocation of civilians to refugee camps have given way to a new set of challenges for military forces.  The challenges faced by military personnel stationed in a refugee zone are quite different from those in a classic conflict situation such as a war zone.  For example, military forces stationed in a refugee camp are usually not confronted with a heavily armed enemy, but with hungry, scared, or in some cases enraged civilians.  The involvement of military forces requires the understanding of the given situation and contextual behaviors of the people involved in the situation.  In the case of the refugee scenario, it is necessary to understand how civilians will react within the camps.  Important questions to understand include: Will the civilians in the refugee camp remain peaceful or will they become aggressive?  Should the soldiers keep a low profile or take strong actions to maintain peace in the camp?  What level of involvement is necessary to de-escalate a situation created by an enraged civilian?  Are the current rules of engagement adequate or should they be modified to better address issues that may arise in a refugee camp?  The answers to these questions are required for the operational and tactical aspects of military involvement in such a refugee scenario.  


PAX studies attempt to analyze these kind of questions using the described human factors and behaviour modeling.  The main application of PAX is to study and potentially modify current Rules of Engagements (ROE) for specific scenarios in the context of PSO.  Another matter subject to investigations with PAX is to better understand situations of interest and how they could evolve with the goal of identifying indicators by which potential escalations might be recognized in an early state.  Examples for examined scenarios are operating refugee camps, securing elections or crowd and riot control. 


4.2 
Agent based sensor effector model (ABSEM)


[image: image14.emf]Analyzing the advantages of networked sensors and effectors for military capabilities in network centric operations (NCO) becomes more and more important in times of asymmetric warfare. Former studies showed, however, that existing agent based models are rather limited in terms of modeling and simulating complex technical systems on a sound physical basis. For this reason a new agent based model that aims to fulfill the requirements to be used for analyzing the combination of various sensor and effector systems in NCO and taking into account underlying physical theories was developed. Therefore objectives for modeling complex technical systems were defined: examining the performance and value of existing sensors and effectors - those under development and future ones during military operations -, analyzing the combination of various sensor and effector systems in NCO, support simulation of different levels of abstraction and the possibility to use the model within the data farming process (as distillation model) as well as within distributed simulation networks (higher level of detail). 

A first prototype of ABSEM was presented to the International Data Farming Community at IDFW 17 (Figure 4).


ABSEM is an agent based realistic and dynamic simulation with dynamically and individually interacting entities and the possibility to consider non-linearities and intangibles, so that the highly dynamic character of multi-party scenarios can be captured. The driving force behind agents' behavior is list of goals and tasks, e.g. motion tasks (patrol, move to, follow, escape), battle tasks (attack, defend), communication tasks and transportation tasks. The allocation of tasks is initially (when setting up the scenario), dynamically (at runtime, as a reaction to outside influences or as an result from an internal decision processes) and state-oriented (defining what has to be achieved, but not how).


In addition to a distillation model for data farming, that is significantly faster than real time, ABSEM supports a high resolution model for detailed analyses in a federation of networked simulation systems. This implies the necessity to stay close to RPR-FOM where the agents' "public" state (entity type, force identifier, damage state, spatial…) is described. In the high resolution mode ABSEM is able to be part of and to provide computer generated forces for a VIntEL experiment (see publication: Distributed Integrated Testbed in these procedures). In addition ABSEM is used to prepare VIntEL experiments by data farming the relevant parameters and setups as well as post process the high resolution results via data farming. 

For modeling sensors in ABSEM a detailed physical approach is used in contrast to the probability based approach which is used in previous agent based simulations. So far normal human viewing, residual light amplifiers (short waved IR), thermal camera (middle and long waved IR - Figure 5) and radar sensors are modeled. The ABSEM sensor input consists of background information, e.g. (temperature, contrast), target information (temperature, signature) as well as atmospheric conditions and weather history. The ABSEM sensor output is a list of perceived entities in the sensor's field of view / field of search, along with the attribute “detected”, “classified” or “identified”.


For effectors in ABSEM the goal is to determine the point/area of impact as well as the damage done to the target. Two types of weapons are distinguished: weapons with point impact (e.g. pistols, rifles) and weapons with area impact (e.g. grenades, mines). The hit probability and kill probability depends on the weapon system, the environmental parameters and the target characteristics. ABSEM differentiates between the six damage levels: no effect, mobility kill, firepower kill, mission kill, communication kill and catastrophic kill. ABSEM as a data farming model makes an idealization and stochastic modeling necessary to some extent to simplify very complex processes. Consequences are a parabolic idealization of ballistic trajectory, an impact point which depends on dispersion and no detailed physical attrition modeling.


During the last three IDFWs a camp protection scenario was used to validate and test the performance of ABSEM (see Figure 6). During these experiments, the sensor performance of different sensors with the measures detection/ classification/ identification times and distances under varying conditions (day and night, different atmospheric conditions and seasons - Figure 7) was analyzed. Additionally the performance of different weapons was examined, varying the marksman dispersion and recording caused damages.




 Figure 7: ABSEM weather: fog, day, night

As results the advantages of different sensor types for given scenarios and conditions can be evaluated by the defined measures of effect (MOE) like destroyed vehicles in a patrol convoy (Figure 8). The important factors for the MOE can be evaluated with regression trees as shown in Figure 9.
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Figure 5: Infrared view 







Figure 6: ABSEM camp protection scenario 







Figure 4: ABSEM logo 







Figure 3: Refugee Camp in PAX 3.0 and PAX 3D







Figure 8: MOE over different sensor types







Figure 9: Regression tree
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Abstract


One of the major challenges facing the Modeling & Simulation (M&S) community is successfully transitioning human, social, cultural behavior (HSCB) M&S to the operational user. To achieve that objective, this paper presents a framework to characterize HSCB needs and gaps. The framework subsumes contributions from operations analysts (e.g., representation in tools; tools; explorations of “possibility space”; design of experiments), social scientists (e.g., basic research; measures of merit; social science theories), and key stakeholders including operational users (e.g., definitions; data; verification, validation and accreditation (VV&A); education and training; and outreach). For each of these areas the paper identifies key needs to facilitate the transition of HSCB M&S to the operational user. Furthermore, based on the current state of the practice, the paper identifies key gaps in each of these twelve areas.


Subsequently, the paper identifies key time-phased steps to enhance the transitioning of existing HSCB M&S to the operational users. The emphasis is on actions to correct shortfalls in existing Doctrine, Organization, Training, Materiel, Leadership & Education, Personnel, and Facility (DOTMLPF) factors.


The paper concludes by identifying key steps that should be taken to enhance the transition of HSCB products to the operational user. They include the need to develop a lexicon; sustain a community of interest/community of practice; evolve a methodology for operational users; evolve an HSCB data repository; enhance the education and training of all stakeholders; refine HSCB requirements; and employ an evolutionary acquisition process to develop an operational testbed.

I.Introduction

This paper documents the challenges in transitioning Human, Social, Cultural Behavior (HSCB) Models and Simulations (M&S) to the operational user. 


The paper consists of four additional sections. As background, the next section provides context for the paper, identifies the paper’s goal and objectives, and briefly discusses the approach that was taken. 


The next section provides insights on the nature of the problem. It decomposes the problem into its component parts and provides selected observations and needs. A more complete characterization of observations and needs is provided in Appendix A.


The following section provides selected findings and recommendations that emerged from selected Combatant Command (COCOM) panels. It characterizes the key shortfalls in key areas, identifies areas that warrant research, and identifies actions to correct existing shortfalls in existing Doctrine, Organization, Training, Materiel, Leadership and Education, Personnel, and Facilities (DOTMLPF). 


The final section identifies key steps that should be taken to enhance the transition of HSCB products to the operational user. They include the need to develop a lexicon;  sustain a Community of Interest/Community of Practice (COI/COP);  evolve a methodology for operational users; evolve an HSCB data repository;  enhance the education and training of all stakeholders; refine HSCB requirements; and employ an evolutionary acquisition process to develop an operational testbed.

II. Background


Important context for this paper was established at FOCUS 2010. The meeting was convened at the Westfields Conference Center, Chantilly, VA, August 5 – 7, 2009. At that conference, approximately 150 papers were presented on HSCB products. These papers were divided into eleven tracks that ranged from human behavior to transitioning to the operational user.


In one of the keynote addresses, Dr. Bob Foster, Director, BioSystems Research Directorate, OSD, DDRR&E, observed that “Transition is key – who’s going to use this tool you’re building?”

Consistent with that question, the goal of this paper is to identify the steps that should be taken to transition HSCB products to the operational user. Consistent with that goal, five specific objectives will be addressed in this paper.


First, steps need to be taken to create a Community of Interest/Practice (COI/COP) (e.g., government, academia, FFRDC, industry) that is more knowledgeable about the COCOMs planning process. Second, there is a need to determine what capability requirements for HSCB tools are needed to address the HSCB challenges confronting COCOM decision-makers and analysts in planning, assessing, analyzing, and executing campaign plans. Third, it is important to identify current COCOM methods, tools, data, intellectual capital, and processes to address these capability requirements. Fourth, there is a need to compare capability requirements to current capabilities to identify gaps that may be addressed with DoD HSCB methods, tools, data, intellectual capital, and process development efforts. Finally, it is important to determine what changes in DOTMLPF may be needed to transition HSCB tools, efficiently and effectively, in a sustained manner, to the operational user. 


To address this goal and objectives, two workshops were convened at NDU. The first workshop was conducted in June 2008 and charged with identifying broad operational needs (Reference 1). To address that issue, approximately 120 operational analysts and social scientists were assembled. That group explored the problem from a disciplinary perspective (e.g., macro- and micro-social scientists and operations analysts) and a cross-disciplinary perspective (e.g., focusing on the issues of deterrence; counter-insurgency; counter-terrorism; and security, stability, transition, and reconstruction (SSTR) operations). Based on these deliberations, the issue was parsed and key observations and needs were identified (see below).


Subsequently, a second meeting was convened at NDU in June 2009 to facilitate the transition of HSCB products to the COCOMs (Reference 2). That meeting was organized around four COCOM teams: AFRICOM, EUCOM, PACOM, and SOUTHCOM. Each of these teams also had representatives from CENTCOM and SOCOM, as well as operational analysts and social scientists. The results of these deliberations are discussed below. 


III. Insights on the Nature of the Problem


This section provides insights on the nature of the problem. It decomposes the problem into its component parts and provides selected observations and needs for the HSCB data problem.  


In the June 2009 NDU workshop, the findings and recommendations from the initial HSCB workshop were summarized. Consistent with the findings of Workshop I, Workshop II elected to decompose the HSCB modeling problem into 12 key sub-areas (see Figure 1). For each of those sub-areas key shortfalls were identified and preliminary needs were identified to address those shortfalls.
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Figure 1. Capabilities Needed for HSCB Modeling


HSCB modeling needs were classified into twelve interrelated categories. As noted in the above figure, the driver for the needs arises from the representative questions from operational users and senior decision makers. There are four key categories where the needs transcend disciplinary needs: data, verification, validation, and accreditation (VV&A), education and training, and outreach. Four categories are of particular concern to the social sciences: definitions, basic research, Measures of Merit (MoMs), and theories. Four categories are of particular concern to operations analysts: tools, representation in tools, explorations of “possibility space”, and design of experiments. 


To illustrate the insights that were derived from workshop I, the following discussion addresses key HSCB data needs. The associated observations and needs for the other areas are summarized in Appendix A.


The workshop participants identified three basic data issues. First, they observed that existing HSCB data sets are diffused, difficult to find and access. Second, the data lack the necessary information to support analysis (e.g., adequate metadata, indications of pedigree). Finally, they observed that data are rarely ready for use; they require clean up, conversion to fit current needs.


To address these issues, the workshop participants identified six key themes for data needs. First, there is a need to develop appropriate HSCB taxonomies and ontologies. Second, it was observed that there is a need to implement efforts to tailor HSCB data to satisfy the intended purposes. Third, it is important to perform and record data V&V efforts (e.g., integrity, consistency, reliability, source) as metadata. Fourth, it is vital to avoid “stale” data. Thus, there is a need to update local and national data, with appropriate periodicity. Fifth, the complexity of the questions requires that we capture data capabilities in many dimensions. As a partial listing, we need data in the areas of the environment, medical, attitudes, affiliations, and legal systems. Finally, given the dispersion of the data, it was recommended that we perform an assessment of the desirability of a Central HSCB Data Repository.  That study should address a variety of issues including classification, access, open source data, legal, granularity, qualitative data, maintenance, and dissemination.

IV Findings and Recommendations


The following section provides selected findings and recommendations that emerged from the COCOM panels in workshop II. It characterizes the key shortfalls in key areas, identifies areas that warrant research, and identifies actions to correct shortfalls in existing DOTMLPF factors.

Each of the panels used “stop light” charts to evaluate the “As Is” HSCB process. Table 1 was generated by assigning numerical values to each of the “stop light” colors (as documented in the legend) and averaging across them. As can be seen in the table, there was broad agreement that the key factors (i.e., tools, data, methodology, Measures of Merit, and Intellectual Capital) range from major shortfalls (e.g., tools) to significant problems (e.g., intellectual capital). It was noted that most of the panels regarded the challenge of VV&A as a responsibility of others. However, since the COCOM decision maker is responsible for accrediting key results, a significant role in VV&A should be played by the operational user and the decision maker.
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Table 1. Assessment of HSCB “As Is” Process


In the area of basic research, two key areas were identified by the AFRICOM panel. First, they noted that they faced considerable challenges in the area of data (e.g., they lack access; the academic community is not familiar with the DoD requirements). In addition,  there are major problems in the area of Intellectual Capital (e.g., it is not clear how subject matter experts (SMEs) are identified, vetted, selected, and used). The PACOM panel also identified data research issues (e.g., weighting of qualitative information). However, the PACOM panel also noted shortfalls in social science theories (e.g., organizational affinity/loyalty; violent predispositions).


In the area of applied research, the AFRICOM panel called out challenges in tools (e.g., how generalizable is it?), education and training (e.g., need greater relevance to the military context), data, and VV&A (e.g., tests and exercises have already been done to judge the utility of models, but these results are not transparent). However, the PACOM panel cited the need for enhanced data (e.g., data dictionary, lexicon; design of a common data base and data repository) and VV&A.


Clearly, additional work is needed to fully articulate the research interests of the COCOMs and to prioritize them.

Overall, the AFRICOM. EUCOM. PACOM, and SOUTHCOM panels formulated several major recommendations to enhance significant shortfalls in existing DOTMLPF factors.


In the area of doctrine, there was broad support to develop a Whole of Government plan for HSCB. One aspect of this plan would be to share HSCB information effectively with the Interagency. In addition, there was interest in enhancing the community’s interactions with social scientists.


In the area of organization, there was broad agreement that the COCOMs lack the organic intellectual capital needed to deal with HSCB issues. Consequently, there was a consensus to enhance the COCOM’s reach-back capability. Furthermore, organizational change was required to reduce the “seams” that exist with HSCB factors (e.g., DoD-Interagency)


Many of the panels placed extremely high emphasis on the challenge of HSCB education and training. For example, it was stressed that it was vital to enhance education in the areas of culture, language, and religion. Furthermore, it was recognized that military personnel are ill-prepared to perform HSCB analysis. Thus, high priority should be given to addressing the education and training needs of military personnel for HSCB analysis prior to arriving in the theater.

In the area of materiel, it was broadly recognized that we lack the tools necessary to support HSCB analysis. It was recommended that we enhance key tools by enhancing the collection of data, analyzing social networks, and enumerating the evolving capability to support HSCB analysis. In addition, there was strong agreement that we needed to improve visualization tools.


In the area of leadership it was understood that we need HSCB “champions”. Consequently, it was important to educate leaders with respect to HSCB. In addition, several panels emphasized the importance of developing social science skills.


In the area of personnel each of the panels stressed the importance of developing HSCB SMEs. In addition, to provide continuity in HSCB analysis, several panels cited the need to create a disciplined career path.


Finally, in the area of facilities, several panels suggested that it would be useful to establish Centers of Excellence for HSCB. In addition, since several of the evolving tools make substantial demands on computational support, facilities should be created to satisfy that need.


V. Key Next Steps


The final section of this paper identifies key steps that should be taken to enhance the transition of HSCB products to the operational user. They include the need to develop a lexicon; sustain a COI/COP; evolve a methodology for operational users; evolve an HSCB data repository; enhance the education and training of all stakeholders; refine HSCB requirements; and employ an evolutionary acquisition process to develop an operational testbed.

1. Lexicon

It is clear that it is difficult for the operational and HSCB communities to communicate. There are three major reasons. First, both communities speak in (non-intersecting) “acronymese” and jargon. For example, during one of the working groups, one of the social scientists asked the meaning of the abbreviation “ISR” (i.e., “Intelligence, Surveillance, and Reconnaissance”). Furthermore, most of the social science participants lacked familiarity with major DoD products (e.g., the 2006 Quadrennial Defense Review (Reference 3); DoD directives (Reference 4)). Overall, there is a need for “semantic interoperability”! However, it may be more feasible to develop a “Rosetta Stone” that translates jargon across the various communities. Note that NATO Studies Analysis and Studies (SAS)-071 identified this as an issue that should be resolved (Reference 5).

2. COI/COP

The NDU workshops served to bring together the key stakeholders in the process (e.g., operational users, social scientists, computational social scientists, operations analysts). In general, the foundation for a “two-way” dialogue was established. The HSCB participants achieved a deeper understanding of the COCOM planning process and the COCOM participants were exposed to the “state of the art” in HSCB thinking. However, this is just the start of the process. All the stakeholders in the process will require enhanced interaction if inter-disciplinary teams are to emerge that manifest trust and confidence.

3. Methodology

There is no agreement on the methodology that COCOMs might employ to support operational planning needs. As one possibility, The TRADOC Analysis Center (TRAC) is pursuing an Irregular Warfare Campaign that envisions interaction among wargames (e.g., son-of-Peace Support Operations Model (PSOM)) and selected M&S (e.g., adjudication using TRAC-Monterey’s Cultural Geography Model in conjunction with the Simulations, Experiments, and Efficient Design (SEED) Center’s Design of Experiments). This initiative should be evaluated for “lessons recorded”. Note that this approach was recommended at the Military Operations Research Society (MORS) workshop on Irregular Warfare that was convened at the Naval Postgraduate School (NPS) in December 2007 (Reference 6).

4. Data

The HSCB data problem is extremely challenging. As noted above, there are many issues that must be overcome if timely, complete, usable data are to be available to the key stakeholders. Figure 2 suggests some of the challenges that confront the HSCB community.
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Figure 2. Data: The Nature of the Problem


Overall, there is broad agreement that we lack adequate HSCB data. As noted in NATO SAS-071, the current HSCB data foundation is analogous to “quick sand”. As one initial step, it may be desirable to conduct a workshop to clarify the nature of the problem and to formulate a plan of action. To initiate the process, it may be desirable to use CENTCOM’s Afghanistan-Pakistan (AFPAK) operation as a basis for a prototype effort.

5. Education and Training (E&T)

There is broad agreement that our Education & Training (E&T) process is broken. There is a need for an E&T process that deals with all of the key stakeholders (e.g., senior decision makers; operational users; operations analysts; social scientists). As an initial step, a workshop is envisioned that will formulate a plan of action to support E&T for the key stakeholders

6. Requirements

There is a need for capability requirements to enhance the communications between the operational users and the HSCB community. Initial steps towards achieving those requirements have been taken through the NDU workshops


However, it is necessary to refine those requirements through a survey and interviews with operational users. Thus, a survey is envisioned that will begin with the needs indentified at the NDU workshops and elicit operational user inputs (e.g., validate; modify; augment; subtract). That survey will be followed up with in-depth interviews with the key stakeholders.

7. Operational Testbed

The operational users have expressed an interest in an operational testbed in which they can get introduced to HSB products, receive E&T for key HSCB products, and understand the evolving process (e.g., use of reach-back).

Figure 3 graphically depicts the key features of the evolutionary acquisition approach to transitioning HSCB insights to the operational user. It can be seen that the process begins with an understanding of the nature of the problem and an associated needs analysis. This leads to the creation of an open framework that is created in the anticipation of future evolution. The intent is to field a core capability as soon as possible to begin to satisfy the operational user’s basic needs. Subsequently, the objective is to augment the core, periodically, with increments that reflect operational lessons learned from the user’s experience and that reflect technology advances in our understanding of HSCB issues. Note that this process should be able to generate a mix of tools and data which may not need to be electronically linked.
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Figure 3. Adopt an Evolutionary Acquisition Approach for an Operational HSCB Modeling Testbed

8. Summary

The challenge of transitioning HSCB products to the operational user is a difficult one. As discussed in this paper, it will require at least seven, inter-related activities. These include developing a lexicon to enhance multidisciplinary communication; sustaining a COI/COP; evolving a methodology that can be employed by operational users; evolving an HSCB data repository; enhancing the education and training of all stakeholders; refining HSCB requirements; and employing an evolutionary acquisition process to develop an operational testbed. In the near-term, a series of workshops and initiatives are planned to address each of these challenges.

Appendix A. Needs Identified at the HSCB Modeling Workshop

Introduction. During the course of the first NDU Workshop on HSCB modeling, key needs were identified in twelve interrelated areas (see Figure 1). These needs arose from the canonical questions that are posed by operational users and senior decision makers. This appendix briefly identifies the types of questions that are posed to the HSCB modeling community. That is followed by a brief statement of the needs that emerged for the twelve areas of interest.

Questions. Many of the questions from operational users and senior decision makers can be assigned to five areas. First, there is interest in predicting a future state. For example, there may be interest in predicting refugee flows, contagion of disease, or authenticity of cultural change. Second, there is interest in supporting an activity. As an example, analysts are frequently asked to support the generation of Theater Security Cooperation Plans (TSCPs). Third, there is often the need to balance competing activities. For example, a request may be made to balance flow through the SSTR process (e.g., characterize which activity should be done, when). Fourth, there is interest in prioritizing among competing options. This can range between investing resources (e.g., among S&T options) to support to operations (e.g., which SSTR operations to undertake). Finally, there is pervasive interest to understand the context or root causes. For example, there is interest in understanding, inter alia, failed states, legitimacy, why people become insurgents, deterrence/influence /containment, unintended consequences, and governance. Consistent with these questions, the participants at the workshop identified the following HSCB modeling needs.


Data Needs. As noted above, the workshop participants identified six key themes for data needs. First, there is a need to develop appropriate HSCB taxonomies and ontologies. Second, it was observed that there is a need to implement efforts to tailor HSCB data to satisfy the intended purposes. Third, it is important to perform and record data V&V efforts (e.g., integrity, consistency, reliability, source) as metadata. Fourth, it is vital to avoid “stale” data. Thus, there is a need to update local and national data, with appropriate periodicity. Fifth, the complexity of the questions requires that we capture data capabilities in many dimensions. As a partial listing, we need data in the areas of the environment, medical, attitudes, affiliations, and legal systems. Finally, given the dispersion of the data, it was recommended that we perform an assessment of the desirability of a Central HSCB Data Repository.  That study should address a variety of issues including classification, access, open source data, legal, granularity, qualitative data, maintenance, and dissemination.

Definition Needs. At the workshop, it was noted that for HSCB modeling the social scientists needed to develop more specific definitions and define commonalities across disciplines to drive action. Specifically, there is a need to develop a variety of products including, inter alia, a library of ontologies, semantic descriptions, a thesaurus, a dictionary, data lexicons with metadata, and standards. Many of these needs overlap with the data needs, cited above.

Measures of Merit (MoMs) Needs. Historically, the operations research community has been comfortable with the concept of formulating MoMs subsuming Measures of Performance (MoPs) and Measures of Effectiveness (MoEs). However, practitioners of the social sciences are less familiar with this approach. Thus, we need to tailor the MoMs to HSCB problems of interest and develop relationships that link key MoPs and MoEs. Furthermore, we need to display HSCB MoMs to operational users and senior decision makers in a fashion that conveys appropriate levels of uncertainty and risk.

Theory Needs. As demonstrated at the workshops, the social sciences have formulated competing theories for many subjects of interest (e.g., root causes of terrorism). When multiple theories exist, we need codes of best practice/guidelines on which theory to use, when. In addition, there are many areas where the social sciences have not yet developed theories in forms useful for HSCB modeling. We need to develop appropriate social sciences theories to address these key gaps or mismatches.


Basic Research Needs. There are many areas of interest to national security where basic research in the social sciences must be performed to support HSCB modeling.  For example, we need studies of influencers on attitude/behavior of civilians based on ethnic, tribal, cultural, religious, and political considerations. It is important to develop a comprehensive list of these areas where basic social science research is needed and to prioritize this list from a national security perspective.

Tools Needs. There was broad agreement at the workshop that we require an expanded set of HSCB tools. However, the proper architecture/framework for these HSCB tools is an open question. The workshop did, however, elicit the following needs with respect to tools: the suite of tools should include a balanced mix of techniques that take advantage of the strengths of the tools while ameliorating their weaknesses (e.g., system dynamic models; agent based models; wargames); consideration should be given to creating a “collaborative environment” in which selected models can be linked/federated and evaluated (particularly with respect to “precision”); consider the use of a “service bus” or Global Information Grid for data repositories; ensure that models are tailorable; employ hierarchical modeling with meta-model/meta-data aggregation/disaggregation; and assemble a resource repository of models and data.

Representations in Tools Needs.  The question in this area is what real-world factors should the tools represent?  The participants at the workshop warned against “mirror-imaging”. Thus, it is important that we use creativity in modeling ourselves as well as “others”. In addition, the workshop subdivided the social scientists into the categories of “micro” and “macro” representations. This is an artificial distinction and we need to provide feedback between “micro” and “macro” representations. Overall, there is a need to capture phenomena from multiple perspectives. These include organizational performance, cultures and institutions, all types of operations, and situational awareness of all parties.

“Possibility Space” Exploration Needs. Above, we cited representative questions that might be posed by the operational users and senior decision makers. It is important to clarify the extent to which we can perform HSCB modeling to “predict” outcomes. As an example, at least four possible levels of prediction are envisioned. These include: “hard” predictions of events (with “error bars” to characterize uncertainty); “soft” predictions of likelihoods (e.g., for multiple possible results); explorations of possibilities (e.g., “what if…?”); or situational awareness and understanding.

Design of Experiments Needs. It was clear from the workshop presentations that many of the users of HSCB models were not familiar with efficient, effective designs of experiments. We should draw on the insights developed in academia (e.g., at NPS for M&S characterized by large numbers of variables) to characterize the interesting parts of response surfaces using innovative experimental designs (e.g., focused fractional factorial designs). In addition, due to the uncertainties associated with HSCB models, consideration should be given to exploratory analyses to more fully capture the response surfaces of those models over a broad range of assumptions.


Verification, Validation & Accreditation (VV&A) Needs. One of the key themes of the workshop was the need to perform VV&A for HSCB models. To achieve that objective, there is a need to generate guidelines that enable us to perform V&V credibly, with acceptable levels of resources. Historically, the operations research community has focused on V&V of models and data. However, the workshop emphasized that the social sciences pose additional challenges in order to V&V relevant theories and SMEs. Note that the V&V process must be documented, transparently, to facilitate implementation of the accreditation function. In addition, the working group on VV&A recommended that we use V&V to create “tags” for theories, methods, models, and data to allow retrieval of desired items when needed. Furthermore, there is a need to create open data on the detailed VV&A status of models and data.

Education and Training (E&T) Needs. Four E&T needs emerged from the workshop. First, there is a need to augment the curriculum for social scientists and operations analysts to give them adequate education to enhance cross-discipline communication. Second, it is vital to create and sustain a HSCB COI/COP to foster high performance, multidisciplinary teams. This COI/COP should provide continuity of action using a variety of approaches (e.g., electronic interaction; face-to-face meetings). This continuity might be achieved by drawing on MORS’ proposed Social Science COI/COP. Third, there is a need to educate senior decision makers about our current and projected capability to perform HSCB modeling. At a minimum, there is a need to develop a “check list” that will enable senior decision makers to better pose the key questions that they pose to the analysis community. Lastly, there is a need to develop the tools and data needed to “train as we fight” to support both the E&T and operational communities.

Outreach Needs. The workshop highlighted three areas where enhanced HSCB modeling outreach is needed. First, it is vital to expand the HSCB COI/COP to include balanced interagency participants (e.g., National Security Council, US Institute of Peace, Department of State, Department of Justice). Second, there is a need to participate actively in international forums that address HSCB modeling issues. These would include NATO SAS initiatives on HSCB and Irregular Warfare. Finally, there is great sensitivity to the attitudes of many members of the social sciences community who believe that it would be unethical to work with the DoD. To address that issue, it is important to develop a compelling narrative to explain the value of a collaborative relationship between the social sciences community and DoD.

Appendix B. Abbreviations and Acronyms


		Abbreviation/Acronym

		Meaning



		AFPAK

		Afghanistan-Pakistan



		AFRICOM

		Africa Command



		COCOM

		Combatant Command



		COI/COP

		Community of Interest/Community of Practice



		CENTCOM

		Central Command



		COTS

		Commercial-off-the-Shelf



		DDR&E

		Director, Defense Research & Engineering



		DoD

		Department of Defense



		DOTMLPF

		Doctrine, Organization, Training, Materiel, Leadership & Education, Personnel, Facilities



		E&T

		Education & Training



		EUCOM

		European Command



		FFRDC

		Federally Funded Research & Development Center



		HSCB

		Human, Social, Cultural Behavior



		M&S

		Modeling and Simulation



		MoE

		Measure of Effectiveness



		MoM

		Measure of Merit



		MoP

		Measure of Performance



		NDU

		National Defense University



		OSD

		Office of the Secretary of Defense



		PACOM

		Pacific Command



		PSOM

		Peace Support Operations Model



		SAS

		Systems Analysis & Studies



		SEED

		Simulations, Experiments, & Efficient Design



		SME

		Subject Matter Expert



		SOCOM

		Special Operations Command



		SOUTHCOM

		Southern Command



		SSTR

		Stability, Security, Transition, and Reconstruction



		TRADOC

		Training and Doctrine Command



		TRAC

		TRADOC Analysis Center



		TSCP

		Theater Security Cooperation Plan



		V&V

		Verification & Validation



		VV&A

		Verification, Validation, and Accreditation
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Abstract 


By defining the primary functions involved in conducting Unmanned Vehicle missions, it is possible to evaluate different configurations of organisations to support these functions.  These could vary, for instance, from a linear chain to a highly connected network. Each structure has different advantages and disadvantages, in terms of information flow, and each poses different costs in terms of organisational behaviour and management. By representing the alternative structures in terms of use-case diagrams (which are aligned to the NATO Architecture Framework), and by modelling the activity described in these views, it is possible to compare and contrast structures and explore their resilience.  Modelling is performed in two ways. First, Event Calculus is used to consider the binding between tasks in order to explore unintended consequences of particular configurations. This helps demonstrate how some configurations can lead to potential problems and errors in information flow. Second, a form of dynamic use-case modelling is used to show how binding of tasks to actors can lead to changes in the structure of the organisation, particularly when the availability of actors becomes compromised or when tasks become blocked; thus, providing a novel approach to consider resilience in these networks.

1.0 Introduction


The purpose of the present paper is to describe two different, but complimentary, approaches to analysing military socio-technical systems (that is, systems comprising of people and technology) that we feel are most useful to promoting the design of safe and resilient systems for modern warfighting. Another motivation for the present work was to pilot these approaches prior to further work that will include an elicitation stage; as such the models considered herein should be regarded as ‘strawman’ that are not necessarily accurate to real operations. The present concept assumes a series of activities in military operations from a person on the ground calling in a UAV to its dispatch; these activities include planning, coordination and seeking legal clearance. One approach would be to see this as a linear chain of events. However, increasingly uncertainty in enemy identification and movement, together with rules of engagement intended to limit “blue-on-blue” and collateral damage may mean that linear chains are not always appropriate, particularly when the tempo of change in ground truth is particularly rapid.  However, there is a tension between safety and assurance and flexibility that must be balanced. In the present work therefore we model the same concept of operations in two different ways that embody different paradigms; linear workflow and distributed operations aided by computer support. Both models are produced using a formalism called the Event Calculus that allows reasoning about events over time using logical propositions. We then consider how these two different approaches could be manned using dynamic use cases.

2.0 THE EVENT CALCULUS


The event calculus (EC) is a logic-based formalism for reasoning about events and time [1,2]. Although originally motivated by an interest in formalising the logical representation time and applications in database updating and narrative understanding, this technique has been used since in myriad applications including commonsense reasoning for artificial intelligence [3,4]; making business systems more flexible [5]; and high-level vision for cognitive robotics [6].  We propose it may also be used to represent and model time-varying elements of sociotechnical systems.

The four key elements of the event calculus are sorts, fluents, events and time. Sorts are things in the world that we use to anchor our model upon (e.g., we might talk about a sort called a “target”and a specific type of target might be a “Suspicious vehicle”). Fluents are properties of the the world that have different truth values over time. Events, which occur at different points in time, alter the truth of values of fluents. Thus if a door opening event occurs at a given point in time, the truth value of the fluent “door closed” changes from true to false. We generally assume by default that the ‘commonsense law of intertia’ holds, that is, we assume that the door then remains open until an event occurs that causes it to be closed (or an event occurs that causes a door closing event to occur and so on). Furthermore, unless we know otherwise, we also assume that other events, such as switching on a light-switch, do not affect the state of the door. These assumptions mean that we do not have to write out large lists of all the things events do not do, just those things they do. Four basic EC predicates set out the formal relationship between fluents, events and time (Table 1). Combined with standard first-order logic, the EC has broad descriptive power not limited to; context-sensitive effects, triggered events, concurrency, indirect effects, nondeterministic effects, continuous change, and the representation of space, mental states, emotions etc. subject to a sufficient axiomisation.

		Predicate

		Explanation



		Happens(e,t)

		Event e happens at time t



		HoldsAt(f,t)

		Fluent f is true at time t



		Initiates(e,f,t)

		If event e occurs at time t, fluent f will be true after time t



		Terminates(e,f,t)

		If event e occurs at time t, fluent f will be false after time t





Table 1. Event calculus predicates

In terms of putting a system together, we combine a narrative of events (what events happened when and what the state of the world was at different points, see Figure 1), an axomisation of the domain of interest (what events do) together with the logic underlying the EC itself to produce a model that can be queried as to the truth value of fluents at given timepoints. Since the EC can be implemented using a computer these pieces of information take the form of a computer program that takes the form shown in Figure 2. In the present paper we focus on the ‘Discrete Event Calculus’ which represents time as integer timepoints [3] that we treat as arbitrary epochs.
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Figure 1. A narrative of events
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Figure 2. Elements of an event calculus model (adapted from Mueller, 2006)


While such a model would be useful in itself for checking, for example, whether the system as we understand it can be predicted to reach a successful end state (i.e., the truth value of a fluent standing for ultimate success of a mission is true) given a certain narrative of events, the event calculus also allows, by virtue of treating time symmetrically, different types of reasoning to take place (Figure 3).
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Figure 3. Different types of temporal reasoning using the event calculus

Given a start state and an ordered list of events, we can deduce what the possible end state(s) would be by deduction. Given an end state and a narrative of events we can also work out what the possible start state(s) were. Finally and perhaps most powerfully, given a start state and an end state we can also carry out a form of reasoning termed abduction, that is, we can generate a plan or set of plans leading from the start state to the end state. We may also wish to use a partial narrative/set of observations concerning the state of fluents in the world and use the event calculus to generate ways of filling the gaps consistent with those facts. For example, if we know a door was closed and the room was empty at timepoint 1, and that someone was in the room at timepoint 5, then it can be deduced that some point in between, the door was opened to allow someone to enter. If the door was also locked, this would imply that had to be unlocked and imply it turn that the person who unlocked it had a key and so on.

Therefore in terms of modelling and evaluating a system, we have two main approaches that we can employ. We can change the system (as it were) by altering its constituent axioms, and we can change the narrative to test that system across different patterns of events. Indeed, by giving a narrative with a (semantically) negative ending (e.g., the fluent “target reached” is false) we can also generate narratives that expose latent and perhaps complex chains of events that can cause system failure [7]. While this is arguably a reductionist way of representing events and tasks within a system, it does to some extent avoid the worst excesses associated with representing tasks as either hierarchical or ordered in a manner that is brittle in the face of changing demands or elaboration [8,9]. Where events can be fluidly ordered or concurrent, this will be demonstrated, and if events do fall within a strict order, the reasons for this are directly demonstrable within the domain of interest itself (i.e., they result from genuine causal constraints and contingencies) rather than emerging as result of the analyst’s need to impose order. Further, with reference to the meanings of the fluents changed by events, events can also be considered as meaningful and are given a specific context relative to what we might call a ‘work story’ rather than being regarded as generic ‘operations per unit time’. 

Given the EC has broad powers of representation, in modelling any domain, particularly one as complex as a socio-technical system, it is necessary to decide at what level of analysis it is to be modelled and what sort of ontology should be used. For example, it would be possible (although not necessarily useful in the present case) to represent the system spatially, with entities that occupy particular positions in space. Alternatively, the mental states of a single individual could be represented in great detail. In the present instance we decided the most appropriate level of representation was to consider the decision chain as if it were a workflow model and as if it were distributed system governed by a contract-like protocol in which participants are aware they can only do certain things if specific conditions are met. This is related to extant work in the EC literature for considering protocols in terms of commitments between entities [5,10] and the general area of modelling contracts and legal discourse in logic e.g., [14]. 

2.1 System as workflow

The first implementation of a work-flow for planning and tasking was based around considering tasks as part of a largely linear workflow as shown in Figure 4. The model was inspired by the author’s own observations of command teams at work although it should not be necessarily considered accurate but rather stands as a generic ‘strawman’ example to illustrate the approach. The purpose of the system is, from the entry point of target identification, to move through various forms of planning (threat assessment, coordination of airspace) and coordination/orgnisation (seeking approvals and clearances) until the point at which a UAV asset can be tasked and dispatched. Thus target identification can be regarded as the start state that initiates the process, and tasking assets can be regarded as the final endstate and goal.
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Figure 4. Workflow from target identification to the tasking of assets

This was modelled in DEC (Discrete Event Calculus, see [3]) using an axiomisation suggested by Nihim Kesim Cicekli and Yakup Yildirim [11] that meets the standards put forth Workflow Management Coalition to represent; sequential activity, AND-splits/joins, XOR-splits/joins and iteration [12]. 

A set of axioms allow for activities to be in a state of being of either Active or Completed owing to Start and End activity events;


Initiates(Start(activity),Active(activity),time).



Terminates(Start(activity),Completed(activity),time).



Initiates(End(activity),Completed(activity),time).



Terminates(End(activity),Active(activity),time).


Further axioms implement the logic of workflow, so for example in Figure 4, Activity B (Recommend target) can only occur once activity A (target identification) has Ended and when Activity B is not itself already active
.


Happens(Start(B),time -> !HoldsAt(Active(B),time) &


!HoldsAt(Repeatlock(B),time) &


HoldsAt(Completed(A),time).

Once axiomised a model is produced that can then be tested; given a fixed time frame of 26 epochs only a set of models were produced. Given this time limit, the left-hand thread (B→C→D1/D2→E→F→I) is constrained to only ‘fit’ if D1+D2 are concurrent; meanwhile there other models were possible but this only concerned when activities G (Engagement options) and H (JAG clearance) occurred; the limiting factor being JAG Clearance had to be completed in time to meet the synchronisation point of Final Approval (J) (see Figure 5; the latest that event H could have started would be epoch 14, thus the latest G could end would be epoch 13). Counterfactual models, where for example Assess Threat (D1) took an epoch longer to complete than Evaluate Assets (D2), because the chain as a whole cannot complete in time;  or when Final Approval (I) was given without Engagement Options (G) (because it meant in turn JAG clearance could not happen) occurring  were ruled out.
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Figure 5. A legal path through the workflow model; S=Start (event), A=Active (fluent), E=End (event), C=Completed (fluent), in the dashed cells the fluents Active and Completed are both false.


When a longer time frame was supplied (30 epochs) a wide range of plausible models were then possible, but clearly delays before synchronisation points propagated forward, thus in domain terms a delay in Coordinating Airspace (E) pushed back the eventual Task Assets (K) to at least a commensurate degree assuming no delays after that point.  


This way of modelling a decision chain highlights some of advantages and disadvantages of managing organisations in this way. A signal advantage of the workflow approach is that, for example, we can be assured that assets are not tasked before JAG clearance has been given as a prior synchronisation AND-gate at the point of final approval requires that it has already happened. However, the issue of delays prior to synchronisation points propagating forward illustrates the disadvantages of working in this manner. Thus by choosing an axiomisation we can represent a way of thinking about things, in this case, the notion that decision chains should be largely linear and that through AND gating can be synchronised at given decision points (points E, I and K in the above). 

2.2 A distributed system


An alternative way of considering (and thus axiomising) a decision chain is in terms of information requirements and the states prior decision reach. This is broadly the notion that Network Enabled Capability/Network Centric Warfare will allow more distributed activities through the shared provision of information and great situational awareness not just of the situation in the field but also of what colleagues (perhaps geographically distributed across the battlefield or maybe even the world) are doing. With such information available to be pulled from and pushed onto the network on demand, there is no longer necessarily the requirement to wait to be passed that information sequentially in the planning process. This can increase efficiency and also allow the system to be more responsive to changing circumstances and perform more flexibly to take advantage of fleeting opportunities. However, there is the risk that such approaches could lead to desynchronisation of the team as a whole and dangerous or unwanted events occurring. This poses a problem for analysis and management: how can we be sure given that activities could occur in myriad orders that we have designed a protocol that will be safe? We suggest one way is to model the protocol using the Event Calculus.


Another way of thinking about this is to consider a system protocol as a contract. As with written contracts, at various stages in the lifespan of contract certain things must be true for it to continue. In the event these things fail to be true, either the contract as a whole fails or certain tasks must be undertaken or re-undertaken in rectification. As well as a statement of what must happen, a contract will also describe various things that must not happen or else the contract to fail. Changes in these states either allow further actions that were anticipated to occur or trigger specific events in response.  Note that owing to the temporal extension of the contract, states may switch back and forth between being true and false during its lifetime. A particular problem in temporally extended contracts is where events and states might interact in unforeseen ways; this may occur because the contract itself is badly structured (this stepping back from the analogy, the decision chain has potential flaws) or because events have not unfolded in the order originally anticipated. 


In formalising a decision chain we used various fluents to represent this time not the status of given activities, but rather their outcomes; knowledge of the target’s location, JAG approval and so on, has planning been completed and so on. For example the fluent KnowLocationofTarget can become true only after target identification:

Initiates(Targetidentification(target),KnowLocationTarget(target),time).

(i.e., After target identification of a target, it becomes true that we know the location of a target).


In the case of some activities they may alter more than one fluent. For example, in the case of coordinate airspace we use a fluent to record that this has occurred (because it is necessary for packaging the mission) and also that airspace has been deconflicted (which is later necessary at the point of tasking assets). 


Initiates(Coordinateairspace(target), Airspacecoordinated(target),time).


Initiates(Coordinateairspace(target), Deconfliction(target),time).


Similarly, other activities are possible only when multiple fluents are true; for example; it is only valid to give final approval (making the mission approved) when it is true that approval has been given and JAG clearance issued and we know the location of the target:

Happens(Finalapproval(target),time)-> HoldsAt(Approved(target),time) & HoldsAt(JAGcleared(target),time)& HoldsAt(KnowLocationTarget(target),time) 

It may at first blush appear curious that we have included the requirement to know the location of the target at such a late state as presumably we would have to know target location in advance of giving initial approval and JAG clearance. The point of its inclusion is that if we force a change in that fluent to false (i.e., we have lost the target), it is clear how the decision chain can shutdown or reiterate to a previous point depending on the circumstances. Final approval could not occur as there would be an inconsistency in narrative between not knowing the location of the target and needing to give final approval which requires knowledge of the location of the target:


!HoldsAt(KnowlocationofTarget(Suspicioustruck),5)


Happens(Finalapproval(Suspicioustruck),5)


Furthermore by including these indirect dependencies we can ensure the same level of security that all that needs to be decided and known has been decided and known under more fluid orderings of events than a fixed task flow. Similarly, if we recast JAG approval as something that is either true or untrue at any point in the process (rather than making it a specific decision point in a linear chain) then this distributed protocol shows how it would be possible to withdraw approval at any point in the life of mission planning (as for example new information comes in) rather than at a single point.  Such an approach would be possible given modern IT and furthermore would arguably be more appropriate to warfighting in highly dynamic circumstances that feature high levels of uncertainty. The point at stake here is that ground truth can change faster than the planning cycle can be completed and executed, it may be necessary to look at ways of reorganising planning. 

An EC model can also ‘trap’ dangers inherent in a protocol. While in Figure 4 we see coordinating airspace is a procedural step dependent on the prior assessment of threat and assets, in our information requirements model we had not expressed this, nor had we made it a requirement for command approval; thus it was possible to find a path through the model that allowed a mission to be launched without airspace deconfliction having taken place. However, because the EC is elaboration tolerant, it was straight-forward to add a clause that airspace deconfliction should be in place prior to mission packaging. In terms of constructing a model of a real-life domain, at such points the analyst would return to subject matter experts/observational data/documentary evidence and consider whether the problem lies in their knowledge of the domain or whether a real problem has indeed been identified. 

On setting these definitions up such that abduction (plan finding) could take place we found a range of models that complete all the required activities within 20 epochs. The general form of this class of models is shown in Figure 6. It is to be noted that while Figure 4 (workflow) was drawn and then formalised, this task flow was generated by the EC logic program itself and then drawn to permit comparison. It might also be considered slightly misleading in that in contrast to the workflow axiomisation, the event “Request BDA” is in point of fact as dependent upon “Target Identification” (which changes the KnowLocationOfTarget fluent from false to true) as it is on the preceeding “Engagement options” event (which changes the fluent Missionplanned from false to true). 
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Figure 6. Process generated by EC model on the basis of information requirements

We did not use the same 2-state (active/completed) formalisation for each activity, but when adjusted into this form for post-hoc for comparison, we find Figure 7. Although it was not our intention to necessarily aim to find faster ways the decision chain could complete, owing to greater parallelism this version can complete at least six epochs (arbitrary time units) faster than the workflow form of the same concept of operations. It is also to be noted that, given a sufficiently long time limit, the workflow model in Figure 4 was also one of the alternate models that could be produced; the distributed representation does not necessarily contradict the previous approach, rather it expands upon it and finds wider options on the basis of the information given to it.

From the point of managing this process, we see that the approval and final approval activities have become pivotal synchronisation points, but that further, activities prior to the tasking of mission assets could take place before, rather than after, this point is reached. This could present challenges particularly in terms of commanders becoming situationally aware of the progress of the planning process itself. We assume that technology could have a part to play in this; indeed, the EC simulation we have produced (although not very user friendly at this stage given it consists entirely of textual logical propositions) could in fact form the backbone of a software package to assess in real-time what activities were possible, where bottlenecks were forming and whether (perhaps assuming various typical timings) the planning process can complete on time. We hope to undertake future work to evaluate this possibility of repurposing EC simulations as decision support tools.

[image: image7.png]TIMEWACTIVITY A B C D1D2E F G H | J1J2K

START

6C c BUsIS-

7CCAAAL

B

8C [ EVEVEN-

s -

9c c c c c sisic 8I-
HcccccAACAL-
Mc cclcc EECE-
2ccccccciceh

AL -

B

c 8-
c AL
c El-

13ccicccecccek

Hcccecceccece-

15c clclcccicicclicc-
16C cccccicccAaccC-
17c clclccciciccElcc-

#8C ccccccceccccs
19c ccccccccccca
2aciccccicccclcccE

ccicciccclccceccle

END






Figure 7. A legal path through the distributed model found by the EC planner carrying out logical abduction. S=Start (event), A=Active (fluent), E=End (event), C=Completed (fluent), in the dashed cells the fluents Active and Completed are both false. Activity coding is per Figure 4.

3.0 USE-CASES


One way of examining the resilience of a task-actor network to disruption is some form of stress testing. Various approaches to the analysis of network resilience have been proposed [15] although there is little consensus at present as to which techniques and measures are most appropriate in given situations. In the present case we are concerned with networks of actors and functions which differ from the sorts of physical networks (e.g., the internet, transport networks) and intelligence networks (e.g., organization of terrorist cells) in that they are in a sense 2nd order representations of a pattern of behavior in a work situation rather than entities in and of themselves. Therefore we first staffed the tasks described in Section 2 in a generic manner (in the absence of more detailed real-world data identifying specific individuals) considering actors: Recce, Ops, Plans, Intel, JAG and Command. The pattern of staffing is shown in Figure 8. Recce is the agent outside the command group itself who makes the initial identification of the target.
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Figure 8. Use-case (actors x tasks)


A pattern of interactions between actors by shared tasks is shown in Figure 9. For example, the Recce (who call in the target) are connected indirectly to other actors via Ops who receive the call and begin the planning process.
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Figure 9. Collaboration graph


We then submit this network to the removal of actor nodes. Because the networks represent what work actors could perform in given situations, we examine what it would mean for system functions if they did not perform that work and assume that each function requires at least one person to perform it. The stress test was carried using a simple Python script together with the NetworkX library [18]. In pseudo-code the script was as follows:


START


Load and parse WESTT
 file format



Construct networks



Calculate network metrics


Rank nodes by degree (n of edges)



Loop start:




Calculate network metrics


Remove node (in     ascending or descending order of degree)




Carry out clean-up




Remove orphan nodes




Report removal of orphaned task nodes


  Loop end



END

The outputs of this process are shown in Figure 10. Two types of node removal were used. In the ascending pattern, actors were removed in ascending order of degree (that is, the number of connections they have). Conversely, in the descending pattern actors with the highest degree were removed first. When task nodes were orphaned, that is, no actor was connected to them (and thus no actor was doing that work) they were also removed and this was recorded. Taken together, the ascending condition gives what might be a best-case pattern (the ‘busiest’ in connectivity terms removed first) for node removal and the descending condition a worst case. Other patterns of disruption would fall between these extremes (subject to combinatorial possibilities that could be probed by trying random permutations). 
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Figure 10. Graph of usecase stress testing.


The present example is arguably a little too small and straightforward to get the best out of this approach, but from the stress testing we see that the present design, as we have staffed it, puts great reliance on the availability of Ops and Command personnel without whose input things quickly deteriorate, with slightly less emphasis being put on Plans and Intel, and finally with JAG (and Recce, as we might expect) being relatively peripheral. 

Because personnel are considered in terms of manning each activity, the usecase for both the workflow and distributed forms of the decision chain are the same. However, this does not take into account the workload that performing multiple actions at the same time would impose on staff; thus if we make the (simplistic) assumption that only one named person can carry out one action per epoch, and that where there is redundant capacity these individuals will be allocated to tasks they can perform, we end up with the slightly different usecase in Figure 11. This includes multiple Command, Intel and Ops staff to meet the potential for simultaneous demands on their time.

This perhaps illustrates one of the downside of flexible scheduling of operations; it is possible that for individuals that either they may face considerable amounts of workload simultaneously or else, a larger staff may be required to make sure ‘peak demand’ can be met. In contrast, workflow-based systems are less likely to suffer from this as opportunities for workload to vary are restricted by the structure of tasks.
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Figure 11. Distributed use-case

In future iterations of our EC-related work we intend to examine the issue of workload scheduling by staff in addition to consideration of the structure of activities.


4.0 Conclusion


The purpose of the present work was to pilot test two relatively novel forms of analysis for sociotechnical systems. In our view both EC and dynamic usecases have different strengths and weaknesses. These can be summarised thus;


· The event calculus is well-suited to modelling how systems perform over a period of time.


· By using different axiomisations via EC, it is possible to compare different paradigms one might wish to apply to sociotechnical systems on a like-with-like basis.


· There is a learning curve involved in forming adequate and appropriate propositions to capture the key elements of systems; however the output of this process is arguably much easier to understand than, for example, mathematical outputs, as logical statements translate easily into normal English.


· Furthermore, the rather involved process of constructing axioms has the useful side effect that it forces the analyst to clarify their understanding of the system in a formal manner; arguably if we lack the information to construct axioms, we lack a detailed understanding of the system. Thus there is a benefit “in the doing” in addition to the output itself.

· Constructing these models is time consuming. While not excessively so compared to comparable human factors methods, for larger and more complex systems than those considered here  it might be necessary to write a computer program that can itself produce EC logic programs rather than as in the present case, writing each line by hand. This approach has been used previously in work applying the EC to natural language understanding that employed a parser [13].


· Usecases are useful for visualising the relationships between agents and tasks (and the relationships between agents via tasks) and make it clear ‘at a glance’ which agents are most immersed in a given set of activities (and thus perhaps, most critical) and, through considering the number of connections, which agents face the greatest potential variations in workload.


In terms of how the EC and usecases may fit in and around other analysis techniques in Human Factors and Systems Engineers, we suggest the overarching process from elicitation to measurement in Figure 12. Thus we begin with an elicitation and representation phase in which information about an existing system or specifications for a future system are collected. At this point, something like Hierarchical Task Analysis might take place which would also lead to the initial draft of an EC model. Then, through model finding (abduction in the EC), various forms the system could take are produced on the basis of the elicited facts. At this stage it may well be necessary to go back to elicit further information in order to “sanity check” outputs and also to tighten up any aspects of the axiomisation that appear unclear or open to question. Thus we see the construction of EC models as in part an interactive process where the models are ideally tested against reality as they are developed.
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Figure 12. Suggested method for analytical prototyping


Once models have been found, these can then be submitted to simulation and measurement (this may include dynamic use cases, and also Petri Nets and other workload and error analysis techniques). Event calculus could also be present at this stage to see whether the system is compatible with different (and perhaps exceptional) narratives of events.
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� The ‘Repeatlock’ fluent is used to prevent repeated triggering of B in response to Completed(A) being true; it is only allowed to occur once. Mueller (2006, p. 258-259) utilises the expression  !HoldsAt(Completed(A),time-1) to limit perseveration but this requires that B be triggered immediately after A is completed and only immediately after A is completed. 







� The WESTT (Workload, Error, Situation Awareness, Time and Teamwork) application is a system for representing and analysis team-based work and is described in [16] and [17].
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Abstract

Models constitute an important component in decision support functions of C4I systems. They improve the military commander’s abilities to create situation awareness, analyse threats and make proper decisions. Computerized models can be exploited for the purpose of simulation, which enables us to cover a much wider range of options and go deeper in impact assessments. In this paper we describe decision support and simulation techniques to facilitate Effects-Based Planning (EBP). In our approach, by using a decision support tool, a decision maker is able to test a number of feasible plans against possible courses of events and decide which of those plans is capable of achieving the desired military end-state. The purpose is to evaluate plans and understand their consequences through simulating the events and producing outcomes which result from making alternative decisions. Plans are described in the Effects-Based Approach to Operations (EBAO) concept as a set of effects and activities that together will lead to a desired military end-state. For each activity we may have several different alternatives. Together they make up all alternative plans, as an activity tree that may be simulated. The simulation of plans is designed to deliver results, indicating the (so far) best sequence, at each point of time. Hence, we have chosen to use the A*-search algorithm for traversing through the activity tree and choosing the next activity to be simulated. This method helps us to decide at any point of time which sequence of activities has the best result so far, i.e., has resulted in a system state that is “closest” to our end-state. The paper also includes a description of our model, different objects, their relations, and the structure of our simulation kernel. The system is still under development hence there are no experimental results obtained so far.

1.0
Introduction


Models constitute an important component in decision support functions of C4I systems. The work of military commanders was previously mainly based on using mental models and maps for creating situation awareness, analysing threats, investigating different actions and making decision based on those. The development of computers has meant opportunities for a radical increase in capacity for these activities. By leveraging databases with information about the enemy, environment and past experience, we are strengthening our models and thereby our understanding. By further formulating our models in computerized form we also increase our ability to exploit them for simulations, by which we can both cover a much wider range of options and go deeper in impact assessments [1].

With regard to information interpretation, i.e., creation of situation awareness and situation understanding and threat analysis, models play a central role when it comes to assimilate large amounts of complex information from various sensors (including humans). One application is Information Fusion, which can be seen as a real-time simulation of the real course of events. Information Fusion gives the commander and his staff better ability to quickly discern which reports are linked and what is going on. It also improves the commander’s ability to control its sensory resources to achieve desired situational awareness [2].

Another way to use models in information interpretation is the so-called indicator modelling [3]. Here we assume a case database where situations from previous missions are stored together with a set of events that follow that situation, and a final event, such as a riot. With an appropriate situation model, we can then compare a current situation with the database situations, and select those that are most similar. The decision-maker is thus made aware of the similar corollary events, which indicate that the corresponding end event can occur even now.


As for evaluating the impact of alternative decisions, it is possible to use expert systems - models which simulate experts’ way of drawing conclusions [4]. They allow for “faster” decision-making for the experienced, and “safer” decisions for the less experienced, by ensuring that “no” relevant aspects are forgotten. The disadvantage is that they can easily lead to a stereotyped and predictable behaviour, which might be partly handled by making the system self-learning.

However, a more flexible decision support can be achieved with a tool that in addition to an expert system also includes a model with which we can simulate the events and produce outcomes resulting from making alternative decisions [5]. Such a tool should not only simulate a single thread of activities, but rather calculate statistical values of outcomes of different threads. It must also have a high credibility, and be fast to allow many simulations. Hence, the model may not be too detailed. Nevertheless, large plans with many alternative activities may take a long time to execute. A more practical simulation system should be able to, at any moment in time, suggest an alternative that best suits the commander’s criteria of a successful plan. Furthermore, it must have a flexible and easy to use interface, which enables us to quickly and easily define different alternatives and modify the model as our knowledge of other actors’ characteristics/capabilities grows.

 “Real-time Simulation for Supporting Effects-Based Planning” is an ongoing research project at the Swedish Defence Research Agency, which was initiated in 2008 with the goal of designing and developing a simulation-based decision support system for supporting the planning process of the Effects-Based Approach to Operations (EBAO) [6, 7]. In this paper we present the approach employed in the project to achieve the above goal. The decision support system enables a decision maker to test a number of feasible plans against possible courses of events and decide which of these plans is capable of achieving the desired military end-state. The purpose is to evaluate plans and understand their consequence through simulating the events and producing outcomes which result from making alternative decisions. The simulation of plans with a sequence of alternative activities is designed to deliver results, indicating the (so far) best sequence, at each point of time. Hence, we have chosen to use the A*-search algorithm [8, 9] for traversing through the activity tree and choosing the next activity to be simulated. This method helps us to decide at each point of time which sequence of activities has the best result so far, i.e., has resulted in a system state that is “closest” to our end-state.


The remainder of the paper is structured as follows. In Sec. 2 we describe the overall Decision Support System giving support on operational planning by testing and evaluating alternative operational plans. In Sec. 3 we present our model, different concepts, and their relations. Sec. 4 gives an introduction to our simulation and its structure. Finally, Sec. 5 concludes the paper with current status of the project, general conclusions and future work.


2.0
Decision Support


In EBAO as in any other planning process, there is a need to assess possible plans before execution (Effects-Based Execution (EBE) in the context of EBAO) and to perform re-planning when necessary. The aim is to evaluate the plans, including discovering its weaknesses and understanding its implications. An important prerequisite for good planning is to find and use appropriate indicators so that intelligence questions can be asked.


2.1. Analyzing the operational plan


Analyzing and simulating the operation plan can be made at any time. When an operation begins to take shape one should be able to analyze and simulate several alternative plans that are in the main direction of interest. This task uses large numbers of simulations with different alternative plans against various possible scenarios. The goal is to find robust groups of plans that have similar implications.


We assume the plans and let them control the evaluation process. All activities of the plans are to be simulated against all events in the chain of events. The operational plan is simulated by providing a wide range of simulation tasks to the simulator. Any such assignment is made up of a particular alternative for a particular activity. This simulation task has a specific location in a tree of plans, where each level represents a new activity, and each branch one of the different options available for this activity.

The decision maker can prioritize between different plans by letting the simulator know his current area of interest, times of interest, and through an activity clustering choose groups of prioritized activities, see figure 1.
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Figure 1: Through an input interface the user may select which part of the plan the simulator should focus on such as, an area in a map, start and end time in a Gantt schema, or clusters where activities that strongly influence each other are grouped together. These inputs are fused in the lower right area using the function  (see below).


This guidance will allow the simulator to focus on alternatives that are of interest to the decision maker. The function  is showing decision-maker current interest in a particular activity. We have,
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where {j} is drawn from all the views that the decision-maker uses for his prioritization of simulation tasks to the simulator.


An event’s overall significance from an effects-based approach is obtained by the a priori information given by the function  This information is retrieved from a cross-impact matrix (CIM) [10]. We have,
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An assessment is made of how well each activity is managed by its mission. All such estimates based on various simulation tasks are stored in order to rapidly be re-used by future simulation and is transferred to decision support system so that a consolidated assessment can be made. The compilation of partial results from all simulation activities can be made by the statistical method developed for subjective Effects-Based Assessment (EBA) [11], where each assessment activity takes place separately, and are then fused statically to an overall assessment of entire operation plan. Plans are judged by their robustness. This is measured, not by the score the plan receives itself, but rather by the minimum score of all other plans that are structurally close, as well close in their consequences.

We use an information measure to measure the structural distance between two plans Pi and Pj, or between two events Hi and Hj. We choose the Hamming distance [12]
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Using this measure, we compare each activity in two different plans to calculate the distance between the plans. For each activity we observe the alternative chosen in both plans.


2.2. Finding indicators


We can support the intelligence service by finding key indicators through a range of simulations. The hypothesis is that there are families of plans with family of events that have similar consequences.


We seek to find indicators that intelligence at a later stage can use to determine if a turn of events belongs to one or other family of events. These indicators describe the dividing line between groups of different plans with similar consequences. The idea is that for all events in the group, all have similar consequences.
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Figure 2: In the output interface, decision support is given regarding the most robust operational plans, with explanations on potential problems to avoid (left side). A second output is on indicators found by the systems. These are events boundaries between events that lead to drastic consequences if plans cross them (right side).


We use the Hamming distance to measure the structural distance between the plans and add to this an absolute distance of its consequences.


Finally, all plans are clustered with their consequences [13]. The difference of the event parts in between clusters are the indicators (see figure 2, right side). They can be found using a support vector machine [14, 15].


3.0
Modelling actors and activities


In order to develop the simulation system which is the heart of our decision support tool, two main questions have to be answered;


· How should the reality be modelled and what aspects to be captured?


· How should the simulation engine be designed?


How we model a phenomenon depends on the purpose of the model and the questions we want to be answered. Obviously, since our simulation system aims to support decision-making within EBAO the modelling has to be done based on EBAO and the concepts used within it, such as plan, activity, effect, end-state, etc.

3.1 Plan and activities


A plan as it has been defined in the context of EBAO is a sequence of activities that together lead to a desired end-state which is set by a military force. These activities, which can be considered as events initiated by own forces, require different types of resources in order to be executed. They can affect each other and be affected by external events. These external events can either be initiated by other actors or be spontaneous/natural events. The former could be planned, i.e., an actor’s action according to its agenda and regardless of our activities, or responsive (dependent on our activities), such as the enemy force’s response to an attack, or the local population’s reaction to an operation. The spontaneous/natural events are unpredicted incidents, such as weather conditions, natural catastrophes, an unprovoked attack or an accident.

Based on the above discussion there are three different types of events in our model: the launch of an activity (our own action or any other actor’s action) observations and reactions made by an actor, external events. Each event is interpreted by each actor as more or less hostile or friendly. It depends on the state of the actors and their relations, such as degree of aversion. It is graded along a hostility scale from 1 (exposed to attack) to -1 (friendship strengthening initiative). Similarly, every event has a certain effect on one or several environmental objects (discussed in Sec. 3.3), e.g., lowers their functionality with 2 units.

3.2 Actors


An actor is defined as an entity with resources, an action repertoire, an agenda and an internal state. Entities can be groups of people, who somehow have a common identity and purpose [16]. They may be more or less clearly defined and organized, everything from police forces, relief agencies, well-organized militia units, and state administrative bodies to loosely coupled groups and social clusters, which are only held together by one common interest (which at the moment is in the focus). In exceptional cases, the actor might even be a single individual, such as a prominent opinion maker, a political leaders or a financial potentate. A special actor is “we”, i.e., the group that is to use this simulation.


The action repertoire is a set of possible actions that an entity is capable of performing. It is determined by its resources and knowledge, and what is ideologically desirable but not yet possible for the actor to achieve. Depending on the ideology and strategy many of the possible actions are extremely unlikely because they would for instance be counterproductive and not good for the actor’s image. However, as the state of the actor changes based on the events and other actors’ activities, certain actions in its action repertoire become more probable and others less. The agenda is the plan that an actor is supposed to follow in order to achieve its goals. The state can be defined as a combination of resources, mood, solidarity, short-term agenda, etc. The states of the actors changes as a response to the activities and events, together with the probability of performing different actions. Hence, each action has a probability associated with, which are changed according to some functions. Actor attributes can be seen in table 1.


Table 1: Actor attributes divided into resources and internal state


		Resources:

		Weapon Strength: firepower, movement



		

		Crew: number capable of bearing arms, no of sympathizers, location



		

		Economy : scale, stability, spatial dominance



		

		Logistical capacity to use resources optimally: infrastructure, propaganda channels



		

		Soft power: contacts, reputation



		

		



		Internal state:

		discontent - perceived distance to the ideal desired end-state



		

		relationships - the degree of aversion to each of the other players



		 

		teamwork - cohesion



		

		ideological conviction



		

		purposefulness



		

		cunning - wisdom





Probabilities of performing actions and the agenda are not directly affected by the other actors’ actions or external events. It is rather through changes in the actor’s internal (mental) state. The suggested attributes are graded fairly coarse, 0, 1, 2 and 3. For instance, in the case of “discontent”, this could be interpreted as appalling, bad, hopeful respectively good. However, here long-term goals and short-term goals have to be considered. And in the case of “relationships” a similar interpretation would be that another actor is perceived as hostile, extraneous, temporarily on the same line as oneself or ally.

How a suitable action repertoire should look like is obviously dependent on the scenario at hand. The following table presents an example of possible actions for two types of actions, military actions and guerrilla.

Table 2: Military and Guerrilla type of actions as represented in an action repertoire


		Military

		Guerrilla



		Bomb plants

		Destroy infrastructure



		Bomb transports 

		Mass kidnapping



		Insulate and tie the opponent’s resources 

		Attack on authority outposts



		Regroup 

		Destroy crops



		Eliminate opponents positions

		Hijack transports



		Secure transport corridor

		Destroy depots 



		Secure storage area

		



		Secure area

		



		Search an area

		



		Prevent view 

		



		Sniper

		



		Capitulation 

		





3.3 Scenario and Environment


The simulation scenario consists of participating actors, their initial state and probability distribution for different actions, environmental data, as well as the plan that is to be evaluated. Furthermore the scenario contains an event list which consists of actions derived from the other actors’ agendas, and spontaneous/natural events. The list is dynamic and changes during the course of the simulation.

The environment consists of various facilities and sites with symbolic value. The facilities may consist of:


· Functional buildings, such as hospitals, schools, housing, and management centres, etc.


· Transportation routes and transfer points, such as roads, bridges, pipelines, ports, airports, etc.


· Utilities such as natural resources like arable land, mines, etc. and processing facilities such as power plants, factories, warehouses, etc.


· information channels such as radio and TV stations, networks, transmission masts, etc.


· The symbolical sites can be geographical areas, statues or other memorials, religious buildings, etc.


Environmental objects have different significance and value to different actors. Moreover, they have various levels of vulnerabilities. The impairment is graded on the scale 0, 1, 2 and 3.


4
Simulation


As described in the previous section our model consists of actors which are groups of people that can be understood in terms of sociological models. These actors do not exist in a vacuum, but in an environment with perhaps passive object but yet with symbolic or functional value. The system state, Sn can therefore be described by all actors’ state parameters and all environment parameters.


Now consider the activity An. It transforms the system state Sn according to Sn = f (Sn-1, An), in the time interval (tn-1, tn). The implementation of An is rarely instantaneous. Instead, it is an interaction between our own activity, other actors’ agendas and response operations, and other external events, which is rather complicated. Hence, our function f (Sn-1, An) is designed as an event-driven simulation model in order to manage the complex interactions in a transparent manner. The events in this case are; launching of activities (our own or any other actors’), an actor’s observations of initiated activities, and occurrence of an external event.


Furthermore the outcome of An can vary depending on the circumstances (the operation may even fail), which is addressed by making the simulation stochastic, where the outcome of an activity depends on a number of random variables drawn according to some given distributions. The disadvantage of this is that we can obtain a per se reasonable, but rather unlikely outcome, which would mean that we might needlessly throw a mostly good plan. In order to avoid this we use Monte Carlo simulations, thereby obtaining a frequency function of the entire outcome space.

A consequence of implementing the function f (S, A) as an event-driven stochastic simulation model is that, although the state parameters from the beginning are absolute values, after a completed action will be represented by statistical distributions. Hence, we choose to represent the initial states by statistical distributions. Similarly, the external events can be listed from the beginning with typical probabilities for the actual operational theatre, season, etc.

The goal of the simulation is to execute different plans and identify those plans that result in system state that are “closest” to our end-state, i.e., has the shortest distance. Given the above approach the distance to the end-state will be stochastic. By calculating the distance value in each Monte Carlo loop we create the distribution of this distance in the form of a histogram (which approximates the frequency function). This requires the A*- algorithm (described in the next section) to evaluate not only a single distance value, but also the importance of the spread in the given situation. A large spread around a little average value indicates that we are on track, but that path is very unstable and could easily lead to failure.


During this actual time interval (tn-1, tn) our activity An is initiated. It is observed (via an information channel) by the other actors immediately or eventually. Directly, or after a period of analysis (which may be biased or coloured by the information channel), respective actor’s state is changed, which can lead to a new set of probabilities in the action repertoire. An action from each actor’s action repertoire is randomly chosen and placed in the event list.

Probable external events are in the same way chosen and placed in the event list according to their given distributions. As the simulation proceeds and actions/events in the event list are executed new actions/events are added in the list (as the result of observations and reactions) until the end of the time interval is reached. Our Monte Carlo simulation is therefore structured as follows:


For each round of the Monte Carlo loop:

 
Initialize event list with our action A

 
Randomly draw the external events and add them to the event list

 
Randomly draw a starting state for each state parameter from resp. distribution

 
For each actor:

 

Randomly draw the next action from the current agenda and add to the event list.

For each event in the event list as long as time is less than tn:

 

Environmental parameters may change (which could generate new events).

For each actor (including “our own” operator “):

Note directly or indirectly through filtered or biased information

Analyse the information → internal state and resources are changing

Action repertoire is updated with new probabilities

Randomly generate the next action


Add a new action to the event list.

Save the results for each state parameter.


Create a summary of results for each state parameter in the form of a histogram, which serves as an approximation for resp. output distribution.


4.1
A*-search


One of the main requirements of our simulation system is to be able to, at any moment in time, suggest an alternative sequence of activities that best suits the decision maker’s desired end-state. Such a simulation system can neither be designed according to the principle of “breadth first search” nor “depth first search”. In the former case it will take probably a long time before we reach a reasonably correct prediction. In the latter case we get stuck in a subset of plan options (alternative activities), and probably will not have a general view when we are asked to forecast the best approach. Instead, we are applying the combination, known as A*-search [8, 9]. It means that we on the basis of a given system state simulate the effect of each relevant option in our plan, but only one step at the time. Doing so, for every option we get a new system state, whose “distance” to the desired end-state is then calculated. Given the option that is best, i.e., “closest” to our end-state, we simulate possible subsequent options provided, but again only one step ahead in our activity/event list. One of these options leads to a condition that is “closer” than the others. However, it is possible that all the options actually lead away from the target as seen by figure 3. Therefore, we must also compare the new “distance” with the best of the “distances” that have been (simulated and) recorded in the previous simulation steps, but then had opted out in favour of a better option. The best option now becomes the basis for the next simulation step. At any time the user can then ask for the option, which at that time seems to be the best, i.e., the option that leads to a simulated state, which is “closest” desired end-state. Activity lists in the investigated plans are obviously not infinite, which means that they will gradually terminate. Consequently the simulation program continues to execute the options that follow the “second best” system state. Given enough execution time all options will eventually be investigated. For the tool to function in this way the simulation system stores a list of all executed activities, the corresponding system state, and the “distance value”. Simulation kernel provides therefore services to store all this information in a dynamic list and also be able to restart the simulation from a previously stored state.


4.1.1 Functions of distance calculations in A*

A central problem in applying A*-search algorithm is to find a proper distance function. In our model the states of the actors and the environment are described by a large amount of parameters with varying resolution and weight, which complicates the task of the defining a credible distance function. The solution chosen in this case is to define a function that calculates the distance based on the difference between parameter values of a given state and the parameter values of the end-state. These differences are absolute values and are weighted according to the importance of the parameters and their impact on the success of the plan. As described earlier, our parameters are not represented as real numbers rather as histograms. 
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Step 4: Activities following S 11  are now simulated and S 212  is  the “closest” and next to simu late.   


Step 2: After execution of alternative activities that follow  S 12,  S 222  is the  “ closest ”  to the target .  


Step 4: From S 222  all the alternative activities  that are presented are executed. S 11 ,  which was  calculated earlier appears to  be “closest” now.  


Step  1:  From the initial state all  available alternatives are simulated. S 12   appears to be  “c losest ”  to the target.  




Figure 3: An example illustrating the four first steps in a simulation of a plan starting with initial system state S0 with the distance of 100 to the desired end-state. The available activity alternatives Ax are executed successively in the currently most favourable plan option.
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 where the first 0.2 is the frequency of “0”, and 0.5 the frequency of “1”, etc.,
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where yi is the current sequence of choices made for all activities A1 to Ai. The initial stated is called S0,0, and the end-state is called Se.
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where the distance DS is calculated as
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and where w is a vector of length n with elements wj, where [image: image19.wmf]w
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where the total distance is
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5 Conclusions


In this paper we present our design of a simulation-based decision support methodology with which we can test operational plans as to their robustness. Primarily, this methodology highlights the dangerous options in an operational plan, leaving the decision maker free to focus his attention on the set of remaining robust plans. Furthermore, we have suggested a methodology that can find important indicators, towards which the intelligence service may put intelligence questions. Results of these questions should work as early warnings if plans start to go wrong, leaving some time for re-planning. The system is still under development hence there are no experimental results obtained so far. We are currently testing the first version of the system. Our results are preliminary and no precise conclusions can be drawn about adapted design choices. Future work includes testing the system with actual operational plans, a more precise actor profiles, and detailed functions for calculating probabilities of actions in the action repertoires.
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Step 4: Activities following S11 are now simulated and S212 is the “closest” and next to simulate. 









Step 4: From S222 all the alternative activities that are presented are executed. S11, which was calculated earlier appears to be “closest” now.









Step 2: After execution of alternative activities that follow S12, S222 is the “closest” to the target.









Step 1: From the initial state all available alternatives are simulated. S12 appears to be “closest” to the target.
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Abstract


The new field of terrorism informatics is not only multidisciplinary but also requires new approaches to processing its complex underlying collections of data. In this paper, we introduce Multi-Feature Indexing Network (MUFIN) which is able to manage and search a large class of digital data according to the metric model of similarity. It is also scalable with respect to the data volume as well as the query execution throughput. At the same time, its performance can be tuned by mapping the search structure on a needed computation infrastructure. We illustrate the capabilities of MUFIN by outlining some of its current applications. Finally, we show how MUFIN can be used to deal with many biometric data and illustrate such possibility on the face retrieval application.

1.0 INTRODUCTION

The multidisciplinary field of terrorism informatics – aiming at accurately and efficiently monitoring, analyzing, predicting and preventing terrorist activities – has recently experienced tremendous growth. Accordingly, the development and use of advanced information technologies, including methodologies, models and algorithms, infrastructure, systems, and tools for national/international and homeland security related applications have provided promising new directions for study. Terrorism informatics is a highly interdisciplinary and comprehensive field. The wide variety of methods used in terrorism informatics are derived from computer science, informatics, statistics, mathematics, linguistics, and social sciences, and these methods must manage collections of huge amounts of many types of digital information from varied and multiple sources. Information fusion and information technology analysis techniques – which include data mining, data integration, language translation technologies, and image and video processing – require suitable search mechanisms to play central roles in the prevention, detection and remediation of terrorism.


An important category of data for terrorism informatics concerns the biometric data. Biometrics refers to the use of a person's physical characteristics or personal traits – such as fingerprints, faces, voices, or handwritten signatures – for identification. Nowadays, there is a technology capable of producing large amount of digital biometric signatures, and it is believed that biometric-based systems will become increasingly important tools for identifying known and suspected terrorists. Biometric-based systems could provide automatic, nearly instantaneous identification of a person by converting the biometric into a digital form and then comparing it against a computerized database. They can be used to improve security and thereby help safeguard our communities against future terrorist attacks in critical areas such as: (1) controlling access to sensitive facilities at airports, (2) preventing identity theft and fraud in the use of travel documents, and (3) identifying known or suspected terrorists. There is no high-tech silver bullet to solve the terrorism problem, and several biometric characteristics have to be typically combined to get reliable results. Exact match in biometric collections have very little meaning and only a relative ordering of database objects with respect to a reference can be achieved by means of a ranking function or a similarity measure. Consequently, standard search technology fails and new similarity search engines must be developed. In other words, the central issue determining effectiveness of such technologies is the way they deal with similarity of processed entities.


As the biometric systems are trying to substitute people in identification or authentication processes they must deal with similarity because the ability to access similarity lies close to the core of human cognition. In fact, the sense of sameness is the very keel and backbone of our thinking. Similarity serves an organizing principle by which individuals classify objects, form concepts, and make categorizations. In practice, people organize, group and categorize things based on their degree of similarity and separate them based on their degree of difference or dissimilarity. The digital biometric characterization of people must be processed by analogy.


Though similarity has been the focus of many investigations in psychology, cognitive and behavioral sciences for over 100 years and it is one of the most important and researched constructs, the application of these concepts to audio-visual and biometric digital data is complicated mainly for the following three reasons. First, we need a single system which is able to process many, possibly all, forms of similarity which occur in the range of given application, because the cost of building such system is excessive. Second, the system must be able to provide performance required by the given application – online processing is typically needed. Third, the properties of the system must scale with respect to the volume of data as well as the user processing workload.


In this paper, we present basic concepts and implementation strategies of a similarity search engine called MUFIN (Multi-Feature Indexing Network). It is an extensible, scalable, and infrastructure independent engine, based on the metric space vision of similarity. We describe and explain its architecture in Section 2. Section 3 is devoted to the implementation background of the MUFIN system. The properties of extensibility and scalability are demonstrated in Section 4 by running applications operating on several collections of image data. Section 5 starts by presentation of a face retrieval application and demonstrates how many other biometric applications can be developed by analogy. The paper concludes in Section 6.

2.0 MUFIN ARCHITECTURE

From a general point of view, the search problem has three dimensions shown in Figure 1: (1) data and query types, (2) index structures and search algorithms, and (3) infrastructure to run the system on. The MUFIN offers a complex solution that is highly flexible in all three aspects.
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Figure 1: The three aspects of the search problem in the MUFIN system.

The data processed in MUFIN are modeled using the metric space approach. It means that the data can be practically anything that has a digital representation if a method to measure their similarity exists. More formally, the mathematical metric space is a pair 2, where D refers to a domain of objects and d is a function able to compute the distance between any pair of objects from D. It is assumed that the smaller the distance, the closer or more similar the objects are and the zero distance means that the objects are identical. For any three distinct objects x, y, z ( D, the distance must satisfy properties of reflexivity, 2, strict positivity, d(x, y) > 0 EQ , symmetry, d(x, y) = d(y, x) EQ , and triangle inequality, d(x, y) ( d(x, z) + d(z, y). Such definition allows us to specify a number of similarity queries, including the similarity range and nearest neighbor queries. Many similarity functions defined for various data types satisfy these three natural properties. For example, the commonly used Euclidean distance on 2D or 3D coordinates is a metric function, strings can be compared by edit distance, the document full-text search uses cosine distance, sets can be compared by Jaccard coefficient or Hausdorff distance, vectors can use Lp metrics or Earth mover’s distance, and so on. From that point of view, the MUFIN system is highly a extensible multi-purpose engine that can supply efficient similarity search in various areas.

The MUFIN system achieves the search scalability by adopting paradigms of structured peer-to-peer networks: (1) dynamically distributing workload on independent peers for potential parallel query execution, (2) avoiding bottlenecks formed by a single entry point or centralized directories - typical for traditional client-server architectures, and (3) improving fault tolerance by replication of data and adopting multiple search strategies. It is possible by using the concept of virtual processing units (peers) to which the MUFIN system maps the respective parts of the search engine. Due to this open architecture, the system can adapt to virtually any amount of data and also the throughput of the system – the number of simultaneous queries that can be solved without slowing down – is increasing, since queries can be posed from any peer. Additionally, peers can be replicated transparently on the system level not only improving the system robustness but also its throughput. The concept also allows running several indices for different aspects of the data, e.g. facial features, fingerprints and palmprints of a person, together. The system then makes a combined search possible, e.g. it can identify people according to several methods while taking the respective methods’ accuracies into account.

Even though the ideas of the system design come from structured peer-to-peer networks, MUFIN is perfectly suitable to run in more controlled environments like computer clusters, GRIDs or even multi-CPU servers. Actually, implementing a MUFIN searching service on computing clouds (e.g. Amazon EC2) yields a cost-effective fully scalable solution with guaranteed availability. The system hardware abstraction layer allows MUFIN to map its peers onto different hardware architectures. This allows tuning the performance of the system dynamically – if a higher throughput or faster query response is required the system can utilize additional hardware without changes in the underlying indices. On the other hand, when the system is under-loaded (e.g. at night or during weekends) it can shrink freeing the computational resources that can be used by other tasks. The MUFIN system also maintains the actual object data independently from the index structures thus allowing effective utilization of various storage architectures as well as caching the data in main memory.

3.0 MUFIN IMPLEMENTATION

The implementation of the MUFIN system builds on a framework called Metric Similarity Search Implementation Framework (MESSIF) [1] which is designed to ease the task of building metric-based indexing techniques. Basically, the framework is a collection of modules schematically depicted in Figure 2. The metric space module encapsulates support for metric data objects, the operations module offers a framework for data querying and manipulation methods, and the storage module provides interfaces for creating and maintaining various data storages. The communication module allows exchanging information via the computer network by means of sending and receiving messages. Modules for centralized and distributed index structures encapsulate implemented indexing techniques providing a unified access to searching and data manipulation regardless of the particular implementation details. Finally, the statistical module allows gathering performance characteristics of all the other modules, e.g. it can be used to monitor the number of I/O operations during the search or to measure the amount of data sent over the network.
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Figure 2: Overview of Metric Similarity Search Implementation Framework (MESSIF).

A wide variety of metric indexing techniques is integrated into the MUFIN system – from traditional tree-like structures (e.g. M-Tree [2], PM-Tree) through governor-based parallel indexes (e.g. M-Grid [3]) to fully distributed indices (e.g. GHT* [4], M-Chord [5]). Since the system has a unified public interface defined for the indices, integrating additional techniques or linking with external services is easy. Data within the system can be manipulated and queried via several user interfaces. The batch interface is suitable for building huge indices or insertions of data bulks as well as running automatic experiments. Developer APIs are available for linking with other systems using standardized technologies like WebServices or Java RMI. And finally, specialized web application interfaces allow users to interact with the system web browser.


4.0 DEMONSTRATION APPLICATIONS


In this section, we illustrate capabilities of MUFIN by several applications which use various data types with different ways of assessing similarity. Presented systems use datasets of diverse volumes and run on various hardware infrastructures.

4.1
Large-scale General Image Search


The first application is a large-scale searching system for general images from the World Wide Web. The images are searched according to their content. It demonstrates both the applicability of MUFIN to this issue and its ability to efficiently manage Web-scale datasets [6].

Data


The dataset consists of 100 million digital images from the CoPhIR dataset
. The images were crawled from a photo-sharing system Flickr
 and preprocessed – five different visual descriptors were extracted from each of the image. These descriptors are specified in MPEG-7 standard [8] and they capture various color, shape and texture characteristics of the image. For each of the descriptors, there is a metric function to measure similarity of two images with respect to the descriptor [9]. We combine the five descriptors into a single metric space by means of a weighted sum of individual descriptors’ distances. See Table 1 for details about the used descriptors and their weights.

		MPEG-7 Descriptor

		Metric

		Weight



		Scalable Color

		L1 metric

		2



		Color Structure

		L1 metric

		3



		Color Layout

		sum of L2 metrics

		2



		Edge Histogram

		weighted sum of L1 metrics

		4



		Homogeneous Texture

		weighted sum of L1 metrics 

		0.5





Table 1: CoPhIR visual descriptors and their combination.

Index and Infrastructure

This specific instance of the MUFIN searching system is formed by a distributed index called M-Index [10] that is based on peer-to-peer principles. This architecture is highly scalable and also flexible in terms of the hardware infrastructure it runs on – in this case, the index is formed by 500 logical peers hosted by six IBM servers (8 CPU cores, 16GB RAM, and 6 disks). The performance of the system (in terms of response time and query throughput) can be directly tuned by altering the HW infrastructure.

Example

In general, large volumes of data have positive influence on quality of similarity search results. Figure 3 demonstrates this “power of volume” – the upper and lower rows show results of MUFIN similarity search in 10 and 100 million Flickr images, respectively (the first image is the “query” and the rest are the most similar images). We can see a noticeable improvement in the search effectiveness caused by growing number of images that are more similar to the query image. This application is publically available at http://mufin.fi.muni.cz/imgsearch/.
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Figure 3: Results of similarity search in 10 million and 100 million Flickr images.


4.2
Multiple Visual Aspects

In the system described in the previous section, the images are searched according to a single combination of various visual aspects – colors, shapes, texture. In the following application, we have created multiple indexes to let user select which visual aspect to use for searching.

Data


In this application, we use a dataset of 10,000 images of e-shop commodities. The following MPEG-7 descriptors were extracted from every image: Region Shape, Edge Histogram, Scalable Color, Color Structure, and Color Layout. These descriptors can be now combined in a specific way to emphasize specific visual aspects.


Index and Infrastructure

We have built separate indexes for the following three combinations of visual descriptors: 


· shapes: Edge Histogram and Region Shape;

· colors: Scalable Color, Color Structure, and Color Layout;

· shapes & colors: combination of all five descriptors.


Because each of these combinations forms a metric space, they can be straightforwardly managed by MUFIN. Namely, all the indexes use the M-Index structure and can be stored in main memory because the dataset is not large.

Example

Figure 4 shows an example of similarity search for one query image according to the three combinations. The first row shows result images searched with a focus on shapes, the second on colors, and the third with contribution of both aspects.
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Figure 4: Example of similarity search by multiple visual aspects.


4.3
Local Descriptors

Both the applications introduced above use global visual descriptors, which capture visual characteristics from the image as from a whole. The local descriptors [11] such as SIFT [12] work in a slightly different way – first an algorithm identifies so-called keypoints in the images and then special descriptors are extracted from each of the keypoint.


Data and Index

The dataset is formed by approximately 15,000 logo images downloaded from the Web. From each image, we extract both the five MPEG-7 global descriptors described in the previous section and SURF local descriptors [13]. The global descriptors are combined and managed in the same way as in the applications above and the sets of local descriptors extracted from each image are compared by a special metric function and managed by a disk-oriented version of the M-Index structure.

Example


Figure 5 shows an example of search results using the global and local visual descriptors. We can see that while the global descriptors capture the overall composition of the image, local descriptors can identify relations between fragments of the images, for instance a similar font used in various parts of the images.
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Figure 5: Results of similarity search using global and local visual descriptors on a logo dataset.


4.4 Searching by GPS Location

It becomes more and more common that digital photographs contain information about the GPS location where the image was taken. This piece of information is either created automatically by the digital camera itself or added later by user, and it is typically stored within Exif metadata (Exchangeable image file format). The GPS locations can be used for searching.

Data and Index


The 100 million CoPhIR dataset, described in the first application section, is composed mainly by digital photos and about 9% of them contain GPS location information. We use this 9 million dataset and search it according to the space distance between individual locations. As this distance is naturally a metric we can use standard MUFIN technologies to implement this index and search.

Example


Figure 6 shows an example of the MUFIN GPS search. User specifies GPS coordinates by selecting a location at the map and the results are photos taken near the specified location. This search system was created within European project SAPIR, and MUFIN is used as a service called from the user frontend.
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Figure 6: MUFIN image search using the GPS locations stored in digital photographs.


4.5 Video Similarity Search

Recently, we can observe a mass production of audiovisual data. As well as other complex data types, video can be either searched by annotations or by content of the data itself. As MUFIN is based on general principles, it provides a number of ways to index and search such data by their content. 

Data and Index

In the video application, we use a sample of 40GB of news video (15 hours) provided by BBC for European project SAPIR. The data are pre-processed in the following way: standard software is used to identify keyframes in the video sequences and then five MPEG-7 descriptors are extracted from each keyframe in the same way as in the application introduced in Section 4.1. These descriptors are indexed and searched as digital images.

Example

Figure 7 shows an example of the result from the BBC news video search. Please, note that global visual descriptors were used in this application to capture the overall composition of the scene – in this example it is “a newscaster in a studio with the same background image”.
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Figure 7: Example of audiovisual data search according to keyframe similarity.

5.0 THE CHALLENGE OF BIOMETRIC DATA


In general, biometrics is automated methods of recognizing a person based on the person’s physiological and behavioral characteristics. Biometrics include a wide variety of technologies ranging from traditional fingerprints over facial or iris recognition and retinal scanning to DNA testing, speech verification and gait recognition. There are two types of biometric recognition problems:


· Verification – the aim is to verify whether the person is who he/she claims to be, i.e. verifying authenticity of the person;


· Identification – a person exposes biometric characteristic and the aim is to tell who the person is.


The main advantage of most biometric characteristics is their uniqueness and stability over time, i.e. they usually do not change over a short period of time. Biometric characteristics cannot be lost, forgotten or stolen, so it prevents impersonation and repudiation. It is also very hard, or at least unusual, to hide the characteristics, e.g. gait (the way a person walks) is very difficult to change.

Accuracy of biometric devices depends on the quality of the scan of a biometric characteristic. This leads to false rejects or false accepts. These errors can be handled by improving capturing capabilities of individual biometric devices or by using a more different characteristic and proceeding biometric data fusion. There are several levels of biometric data fusion:


· Sensor level – a person’s characteristic is captured multiple times and the sensor/device combines the scans to improve the resulting quality or multiple sensor are used to capture data;


· Feature level – several algorithms can be used to extract different features from the same biometric scan, i.e. each of the algorithms can focus on a distinct property of the scan;


· Instance level – more instances of the same kind are used to capture biometric data, e.g. fingerprints of more fingers or iris scans of both eyes;


· Characteristic level – different biometric characteristics are used to verify/identify a person, e.g. face and fingerprint.


A solution to the problem of identification clearly requires a similarity search engine capable of online processing large databases. In verification, such an engine does not necessarily be applied since a person states its identity and the person’s authenticity is verified. In particular, biometric scans can be retrieved from a database by the person’s ID, so a conventional primary-key search technique can be used. However, the application may require testing biometric scans for uniqueness during a new person’s enrolment to the system, i.e. the new person is added to the database. In this case, a similarity search engine is a must. On the other hand, applying a biometric technology usually requires significant computational resources. The MUFIN technology is directly applicable to these aforementioned issues since it offers similarity search and scalability in terms of computational and storage resources while retaining an acceptable query response time. In the following, we summarize details about selected biometric modalities.


5.1
Fingerprints


Famous applications of fingerprints are in criminalistics and in border and immigration control. Minutiae is one successfully applied method of comparing ridges in fingerprints [14]. It identifies places where ridges start, stop or bifurcate (branch), refer to Figure 8. These places are then observed as points with a direction and are converted to polar coordinates. As a result, a fingerprint is described as a sequence of points in polar coordinates. Two sequences are then matched using a weighted edit distance function. The weights used do not break metric postulates, so this distance function is directly applicable to MUFIN.
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Figure 8: Example of minutiae extracted from a fingerprint image (taken from [14]).

Another approach to match fingerprints uses both local and global characteristics of each fingerprint, which is the advantage over the previous technique that focuses on local ones only. This approach is called Filterbank-based matching [15]. Each fingerprint is divided to regions and Gabor filters detecting a certain direction of ridges are applied. To catch global and local characteristics, the filters are tuned to eight directions (by 22.5 deg.), see Figure 9. The individual regions are then expressed as a single number (average absolute deviation from the mean of gray pixel values). These values form a high-dimensional vector. The Euclidean distance is applied to measure the similarity.
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Figure 9: Extraction of Filterbank-based features (taken from [15]).


5.2
Hand recognition


Hand biometrics are successfully commercially used, e.g. to verify identity of employees in nuclear power plants. Basically, there are three types of biometric features extracted from a hand image: hand geometry, palmprint and finger surface. In [17], the authors propose an algorithm that extracts hand silhouettes from regular scans. After removing the background, a hand contour is obtained. It is further processed by global registration that rotates and translates the contour to a standard position. Next, ring artefacts are removed and individual fingers are rotated, please refer to Figure 10. Contours of two hands are compared by a modified Hausdorff distance. The modifications made by the authors do not break the metric function properties, thus it is directly applicable to MUFIN.
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Figure 10: Example of registering two hand contours of the same person: (left) fingers are not registered, (right) fingers are registered (taken from [17]).

5.3
Gait Recognition


Gait, or the way a person walks, is a unique and idiosyncratic characteristic of the person. Its advantage for biometrics is that it is difficult to conceal and it can be easily captured even at long distances. In paper [16], the gait information is extracted from a video sequence. In particular, a silhouette of the walking person is determined for each video frame by subtracting the background of the image. The sequence of silhouettes is divided in subsequence, each of them representing one gait cycle (two steps). Then, an average silhouette is computed for each subsequence, please refer to Figure 11. The binary silhouettes are then compared using the Euclidean distance.
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Figure 11: Example of average silhouette extraction (taken from [16]).


5.4
Face Recognition


Photographs of faces are widely used, for example, in ID documents. An advantage is that few people object to having their photo taken, so face recognition as a biometrics discipline can be used. Another advantage, shared with the gait recognition, is that photographs can be taken covertly and at long distances. On the other hand, the precision of face recognition can be influenced by physiologic changes as such growing facial hair. Basically, there are two approaches to process faces: image-based and feature-based. The former analyses the raster image of the face while the latter captures geometric characteristics or other metrics such as spatial relationships. In the following, we describe an application of MUFIN that uses the image-based face recognition.


Data and Index


In this system, we use a collection of 10,000 photos from a photo database of Masaryk University. We have used publicly available software to detect 16,000 faces in these photos and then extracted MPEG-7 Advanced Face Descriptor [9] for these faces. This descriptor operates on the normalized image. By applying principle component analysis (PCA), eigenvectors are extracted. The eigenvectors with large eigenvalues capture information that is common for a group of faces while the vectors with small values represent information specific to a particular face. The similarity of descriptor vectors is evaluated by the Euclidean distance, which again allows the straightforward application to MUFIN. 


Example


Figure 12 shows an example of result from the MUFIN face retrieval application. We can see a query face (in the red rectangle) and the search results. The seven found faces demonstrate that the query face has been found in the Masaryk University database and no false faces have been returned. On the right, the original photo with detected faces for one of the retrieved faces is shown.
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Figure 12: Face recognition application of MUFIN.


6.0 CONCLUSIONS

There are no doubts that the modern similarity search paradigm finds also a lot of applications in terrorist informatics. In this paper, we have briefly introduced the MUFIN system which serves as a universal engine for similarity searching. The MUFIN architecture is designed on the concepts of: (1) extensibility – to achieve applicability for diverse data collections comparing objects by varied measures of similarity, (2) scalability – to also process extremely large collections of data queried by many concurrent requests, and (3) infrastructure independence – to tune performance according to requirements of specific applications. We have also exemplified the capabilities of MUFIN by several demonstration applications. Then we have analyzed some biometric descriptors and shown that they can be easily processed by MUFIN, because most of them satisfy the metric properties. Finally, we have demonstrated the universality of MUFIN by the face retrieval application which looks for the most similar faces stored within a database to a given one. Our future research directions focus on large-scale experiments on varied biometric characteristics.
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Abstract 


A significant challenge in intelligence analysis involves knowing when a social network description is ‘complete’, i.e., when sufficient connections have been found to render the network complete. In this paper, a combination of methods is used to predict covert network structures for specific missions. The intention is to support hypothesis-generation in the Social Network Analysis of covert organisations. The project employs a four phase approach to modelling social networks, working from task descriptions rather than from contacts between individual: phase one involves the collation of intelligence covering types of mission, in terms of actors and goals; phase two involves the building of task models, based on Cognitive Work Analysis, to provide both a process model of the operation and an indication of the constraints under which the operation will be performed; phase three involves the generation of alternative networks using Genetic Programming; phase four involves the analysis of the resulting networks using social network analysis. Subsequent analysis explores the resilience of the networks, in terms of their resistance to losses of agents or tasks.  The project demonstrates that it is possible to define a set of structures that can be tackled using different intervention strategies, demonstrates how patterns of social network structures can be predicted on the basis of task knowledge, and how these structures can be used to guide the gathering of intelligence and to define plausible Covert Networks.


1.0 Introduction


Social network analysis is often problematic because one cannot always guarantee sufficient data to know that a network is complete [12.]. To this end, constructing networks on the basis of observed communications might provide partial views of such networks; because some communications might not be observed, or some connections might lie outside the normal scope of intelligence gathering, or some connections might represent ‘noise’ (in the sense that they are part of the network but not suspicious).  From this, we argue that it does not make sense to speak of a ‘complete’ network (because there will always be the possibility of more connections than have been observed), but that it does make sense to speak of a ‘useful’ network.  A useful network is one which provides details of the associations between key actors in the pursuit of a particular goal, and that might further influence intelligence gathering activity.  



Figure 1: Initial Process Model 

Figure 1 shows the process model followed in this work. We assume that networks are built and managed in pursuit of some purpose, and that functions are allocated to Actors to fulfil this purpose. The strategy provides a means of modifying functions in the light of constraints. The idea of building network structures from task models has been previously explored by [4.] and  [1.]. However, this work tends to consider single networks that could represent the task model. In our work, we are concerned with the exploration of a space of possible networks. 


Early studies of criminal organisations uncovered business-like ‘crime families’ with a core leadership involving strong family ties [5.]. However, even these crime families exhibited connections across multiple small networks often specialising on specific functions or relationships [2.], and contemporary research shows there appear to be more than one ‘network’ at play [17.] [16.] [19.]).  A study using ‘wiretap’ conversations of drug networks  identified 294 individuals in a loose social network with very limited connectivity, i.e., very few individuals contacted more than 2 people, and if these links were removed, the network would be able to maintain its existence through a host of ‘weak-ties’ [15.].  We assume, following [8.], that covert networks are not necessarily organisationally different from overt networks, i.e., a drug trafficking network will exhibit many similarities with a conventional supply-chain. What differentiates the covert from the overt network is the level of risk (personal, financial and operational) involved in their operations, and the need to retain an air of secrecy.  This need for secrecy, on the one, provides a protection for core members of the network and for the network’s assets, but could also compromise the ability to share information, e.g., an individual in the network might not have a clear view of all preceding and succeeding steps in the process (although this is not an unusual state of affairs in the overt supply chains).  We assume that covert networks will involve short communication paths, typically based on a need-to-know basis and related to the process of tasks being followed.  The approach involves four phases, as detailed in the following sections.

Phase One: Compile Intelligence: We assume that there exists a set of intelligence (either gathered through ongoing operations, or held as experience by analysts).  Overall, the approach follows the model proposed by [6.]. This is similar to [9.] analysis of competing hypotheses, in that these approaches define Intelligence Analysis as an iterative process of hypothesis (or assumption) testing.  Figure 2 outlines an approach which requires the Intelligence Analyst to develop intelligence gathering plans on the basis of plausible events. We take the notion of plausible events, from a Human Factors perspective, to imply the development of a task model, and the process of assumption testing to relate to the problem of crew management, i.e., how does a ‘system’ assign tasks to individuals in order to complete a mission, and how do these individuals interact during the course of the mission? 


[image: image1]

Figure 2: Assumptions-Based Planning


Phase Two: Build Task Model: A task model can be described in many different ways.  At the most basic, it would simply be a flowchart showing the tasks required to achieve a given goal. At a more detailed level, it would be a process model which shows the relationship and dependencies between tasks in pursuit of a goal and some of the contextual factors which could have a bearing on performance. At a still more detailed, one could employ Cognitive Work Analysis to define the relationship between task, context and constraint.  The idea of using CWA for developing task models of covert networks has been explored by [14.], but they were less concerned with either generating social networks from these models or with exploring the space of possible network structures (preferring to consider Bayesian models of how tasks might relate to available resources). The approach to task modelling in this work uses Cognitive Work Analysis [11.], and employs two function decomposition strategies: the Abstraction Hierarchy, which maps the Functions required to achieve an objective, in terms of available resources, and is used to provide an overview of the type of Mission to be analysed. This would be developed and elaborated by available intelligence and by the Intelligence Analysts knowledge and experience, and Social and Organisational Analysis of Contextual Activity, which allows the analyst to map plausible relationships between Actors and Tasks.  Figure 3 shows possible functions in heroin trafficking. Different Actors are represented by different shading, functions are aligned to specific Situations, and the ‘box-and-whiskers’ show the possibility that Functions could occur in more than one Situation. 

		       Situations


Functions

		Farm / Plantation

		Market/ Bazaar

		Refinery

		Border

		Europe



		Cultivation of poppy




		

		

		

		

		



		Extraction of morphine




		

		

		

		

		



		Bulk sale of ‘pure’ heroin




		

		

		

		

		



		Preparation of ‘street grade’ heroin

		

		

		

		

		





Figure 3: Contextual Activity Template


Phase Three: Explore Alternative Network Structures: In order to translate from the Contextual Activity Template to a  network that links Actors together, we make the assumptions that consecutive Functions require liaison between Actors and that Functions which involve more than one Actor could require liaison between these Actors. This allows an initial version of a Social Network to be constructed. However, this does not provide any indication of the number of alternative networks that could be produced, and we argue that it is necessary for the Intelligence Analyst to be able to conceive of alternative networks in order to define intelligence requirements and to consider plausible alternatives. Thus, we explore the biding of Actors to Functions through the application of Genetic Programming (GP) algorithms [13.]  GPs are typically represented in the form of tree structures in which the nodes represent particular operations (see figure 4). T program seeks efficient routes through the tree to reach a given solution.  In very broad terms, one can contrast a GP approach with Artificial Intelligence (AI).  Imagine one wishes to develop a system which ‘learns’ a set of rules to run a maze.  One approach in AI might be to provide some basic rules to the system and then expose it to a number of mazes. The system would apply the rules it has, and the programmer might provide feedback to the system in terms of its performance.  GP takes a very different approach in that it does not assume any combination of rules but rather has components of the system which specific abilities. The components are able to respond to the maze and their ‘fitness’ is assessed, e.g., if a component is able to move in the maze then it survives, otherwise it dies. Over a number of trials, components can evolve, breed or otherwise develop, such that the components which survive early trials continue to tackle subsequent trials. In this way, the behaviour is not due to specification of rules but rather arises from the mapping between component behaviour and environmental conditions.  The evolution of these structures is influenced by mutation and crossover (both of which can be supported easily by tree structures). Crossover occurs when two parent nodes in the tree are exchanged. Mutation occurs when a parent node in the tree is randomly selected and its sub-tree is replaced by a new one.  Crossover and mutation are applied separately.

If we assume that the main problem to be solved is the efficient utilisation of available Actors in order to produce an optimal supply-chain, then one can imagine a set of algorithms that will be relate the availability of Actors (in terms of whether they are currently performing a Function) and the ability of Actors (in terms of whether they can be associated with the Function).  From this, one might assume that some Actors will not be available, with the result being either a delay or a reduction in the probability of success.  An application has been written in MS Visual C++ to run under Microsoft Windows XP.  The model maps Actors to Function, using Genetic Programming. In this application, each mission is represented as a tree that can grow (through mutation or crossover) to a maximum size of 1000 nodes.  As the GP tree is evaluated it produces a vector of real numbers.  This vector is analysed and interpreted in the context of a "grammar".  In this work, this grammar is defined by the binding of Actors to Tasks, e.g., "Actor #: Number of tasks, task 1...task x”. 

The tree structure will be populated by numbers and operators.  At various points in the tree structure’s iteration a ‘write to file’ command is issued and the product of the tree is read off.  For example, the following tree combines randomly generated numbers on its branches that can be combined using operators to produce the number 4.9 (i.e., 10 – (5 + 0.1) = 4.9).




Figure 4: Example Tree Structure

In a sense, the tree represents the genome.  The phenotype, in this instance, is a string of digits read from the tree, e.g.,


		4.9

		1.7

		3.2

		1.05





Figure 5: Vector String


This string of digits defines the vector of real numbers. Initially, each vector is examined from left to right.  A novel aspect of our approach is that each vector will be examined in four ways (by rotating the string to produce four versions).  Take, for example, figure 5 above {4.9, 1.7, 3.2, 1.05...}. For the first number in this string, 4.9, we drop the 4 and are left with 0.9.  Using the range, 0 – 1, we bin this range according to the maximum number of Functions we will assign to any Actor, such as 4. So, in this case, the range 0 - 1 is divided into 4, i.e., 0.25, 0.5, 0.75, 1.0.  As 0.9 is greater than 0.75 but less than 1.0 we get to the 3rd bin so the Actor will be assigned 3 Functions. In order to determine which Functions are assigned to this Actor, we move to the next number, 1.7.  Again, we drop the 1 to have 0.7.   Assume that are 20 tasks in the mission. The range 0-1.0 is binned into 20 chunks.  The number 0.7 equates to class 14.  So, that means that Actor 1 can do Function 14.  Then we look at the next number, 3.2, which we interpret as Function 4 (because 0.2 falls on the 4th division). We repeat this with 1.05, to get 0.05 (which equates to task 1).  Thus, we interpret the vector to mean: {Actor 1is assigned 3 Functions which are: 14, 4, 1}. This represents an initial solution to the binding problem.  Once a sequence of tasks has been assigned, and a mission defined, the GP generates a new vector. If the vector has been previously produced, it is not analysed.  By recording each novel string, the GP generates several combinations of Actors to Function (given any constraints placed on the Actors) and this combination is then run in the model (defined by the Task model). The GBG software tool, developed to support this activity, requires the following steps:

Step 1: Define Task Model: The Analyst can Add a Task to the set (on the left of the screen).  Each Task can be linked to other Tasks because it provides an Output to other Tasks (or receives Input from them). In this way, the Task Model can be constructed as a sequence of dependencies between Tasks. In this work, we are only building Task Models with simple, linear dependencies. This is partly due to the source material we are using and partly due to desire to keep each element in the modelling work as simple as possible. However, there is no reason why the Task Model could not include multiple dependencies and parallel activity (but this would be the subject of subsequent research).

Step 2: Define Actors: The Analyst can Add Actors to the model.  At present, the Actors can either be assigned Tasks manually or have Task assignment through the Genetic Programming (see step 3d). Future work would develop Actor capabilities so that they could be allocated to Tasks in terms of their ability to perform them.

Step 3: Build Task Model: Each Task can be further defined in terms of a Time (defined as a Gaussian distribution) and a timing model.  The sequence of Tasks, taken from Step One, is shown graphically, and the timing model is used to determine whether the dependent Task will start on termination of the current Task or at some point during the Task. There are three possible points (beginning, middle, end) of the each task.
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Figure 6: Defining parameters for Task Model

Step 4: Run GP: The allocation of Tasks to Actors can be  assigned by the Analyst through selecting each Task (on the left) and then selecting which Actors could perform the Task. This results in a grid (on the right) showing the allocation of Actors to Tasks (in blue).  The Genetic Program will use this information to randomly pick possible Actors for each Task in the sequence.
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Figure 7: Assigning Tasks  to Actors


Step 5: Explore Results: The GBG tool generates permutations of Actors and Functions and selects those which result in the mission being completed. These permutations can then be visualised in terms of the allocation of function to actors, the timeline of the process, or the communications between actors (see figure 8).  
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Figure 8: Output Analysis from GBG (resulting task model and social network matrix for model) The task model, on the left,  shows the Actors who could be assigned a given Function (in blue) and the Actors who the GP solution actually assigns (in red). Thus, the algorithm offers alternatives, in terms of who might perform the Functions, but only selects one person to do the work.  This echoes the earlier discussion of covert network structure.


Phase Four: Compare and Analyse Social Networks: The communication between actors, produced by GBG, can be saved as a .csv file (for wither specific instances or as an amalgamation of instances which share common features). In this part of the work we employed the WESTT tool developed under the HFI-DTC [10.]. The .csv file is edited in MS Excel and then saved as a MS Excel before being imported into WESTT for analysis. As figure 9 shows, the WESTT tool produces a social network diagram and performs several analyses related to the connections and distance between actors in the network.
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Figure 9: Example of Social Network Analysis in WESTT

2.0 Case Study: marijuana smuggling network


Objective: compare networks generated from task models, using gbg, with network compiled from intelligence (taken from [18.] ).

Outline: The analysis of drug smuggling rings in [18.] focused on the export rings and the import rings.  The book does not detail the growing and processing of the cannabis, nor does it detail much about the distribution and sales after the main wholesaling.  The main research is concerned with the interaction of the export ring with the import ring, and the manner in which the Customs and Drug Enforcement Agencies attempt to detect, infiltrate and defeat these rings.


Compile Intelligence: Daniels negotiates with farmers and landowners for the price of cannabis, and buys-off the military, police and narcotics control.  He also puts investors and financiers together to fund shipments.  His deals could be in the order of 20 tons of Thai Sticks at a time.  He arranges for all of the cannabis to be brought to a central warehouse where it was compacted and vacuum packed to preserve it.  Daniels also has a system organised to prevent searching of his crates containing cannabis at the port.  He has a blue crest stamped ‘passed’ onto a tag.  All crates with this tag were not inspected by the customs men, in return for payment.  By bribing the military, police and narcotics control personnel at all levels he received tip-offs as well as assistance in his smuggling operations. The Import Ring is the ‘Coronado Company’ in table 1. The four main players in the ‘Coronado Company’ are Villar (who handled procurement and negotiations), Weber (who was the pilot and mechanic), Otero (who was the beach-master and organised the landing and offloading of cannabis), and Acree (who was in charge of sales and distribution).  They employ people to captain the ship for bringing cannabis into the country, and also employ an offload crew to get the cannabis off the ship to a safe stash house.  The ‘Coronado Company’ has a communications house with a high power antenna and a ship-to-shore radio, so that movement of the coast guard could be reported and the drop off could be arranged.  


Create Task Model: The task model begins with an outline of actors and the functions with which they are associated. For the purposes of this analysis, this information is taken from a reading of [18.] and presented in table 1. Figure 10 shows that there is mixture of 'discrete', 'inter-dependent' and 'multiple' (i.e., several Actors could perform a specific Task) role allocation in the function-situation matrix, and the relationships between Actors is illustrated by figure 11.

 Table 1: Actors and Functions in Case Study Two

		Agent Role

		Description



		Farmers

		Grows marijuana using traditional farming techniques



		Landowners

		Own the land on which the farmer grows marijuana



		Military

		Mostly army in Thailand, may be used to protect transport of marijuana to dockside 



		Police

		May provide intelligence of impending operations and steer operations away from Daniels



		Narcotics officers

		May provide intelligence of impending operations lso do not search cargo with ‘Passed inspection’ labels on them in return for payment



		Investors

		Putting up money to finance shipment in return for cut of the profits



		Financiers

		People lending money to the investors



		Daniels

		Key link between the Export ring and Import ring; specialises in putting all the people together and stays in the background of the operation, but takes large profits for himself.



		Chris (captain)

		Experienced sailor, hired on an occasional basis for a large fee



		Villar (procurement)

		Skilled negotiator and has multiple languages.  Understands about the quality of marijuana.



		Weber (mechanic)

		Skilled mechanic, looks after all the equipment 



		Otero (beachmaster)

		Offloading the marijuana from the ship to the stash house.



		Acree (sales)

		Has a wide sales and distribution network.



		Del Mar (distribution)

		One of the distribution networks.



		Offload crew

		The team that work under Otero.



		Truck drivers

		Drivers of trucks.



		Guards

		People used to guard the marijuana at various points on  its journey.
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Figure 10: Contextual Activity Template for Case Study 
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Figure 11: Social Network constructed from initial ‘intelligence’

Explore alternative network structures: It was assumed that there would be a degree of constraint in the allocation of Tasks to Actors. The construction of the GBG model involved translating table 1 into a process model and assigning Actors to Tasks based on figure 12. This would provide sufficient constraint on the binding between Actors and Tasks to reduce to number of connections. One possible problem with this approach is that the Task Model we were using is quite simplistic (on the basis of the details provided in the source material), and one might anticipate a more robust Task Model to be developed from Intelligence materials.
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Figure 12: GBG model for Case Study Two


Having created the process model and defined plausible actors for each task, the model was run with a population of 1000 over 3 runs. This produced 16 solutions for run 1, 15 solutions for run 2, and 18 solutions for run 3.  Overall, the solutions had a range of fitness scores, as shown in table 2.


Table 2: Number of Solutions for different Fitness Score


		Fitness Score

		Number of Solutions



		2.99151

		38



		2.99123

		3



		2.99068

		4



		2.99041

		1



		2.98986

		1



		2.98904

		2





The 38 solutions with maximum score we saved and used to populate WESTT for subsequent analysis. 

Compare and Analyse Social Networks: Each network was subjected to basic Social Network Analysis, using metrics that relate to the number of connections for each node and the distance between nodes in the network. The results of this analysis are compared against metrics produced from review of [18.].
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Figure 13: Examples of Social Networks derived from GBG Tool

Figure 10 shows the network that could be derived from a reading of [18.].  Broadly, it shows what looks like a clique centred on Daniels, and another clique centred on the Beachmaster.  One possible explanation of the structure of the network shown in figure 19 is the desire to maintain separation between Actors other than the key Actors.  Thus, the ‘production’ Actors (in the top right of the figure) have no connection with the ‘distribution’ Actors (in the top left of the figure).  Another explanation might simply be that the source material was focussing primarily on the role of Daniels (the ‘Boss’) and the Coranado Company (involving named individuals in an import ring). Both Daniels and the Beachmaster were identified in table 1 as being key players in this network (the other key players being Mechanic and Procurement). Figure 10 contains more actors than each of the networks shown in figure 13. This can be explained simply by virtue of the fact that the networks produced in figure 13 were developed to perform the specified tasks and had a limit on the number of actors who could perform a task, whereas figure 10 does not represent the performance of a specific task so much as the summation of all contacts mentioned in the book.  While we have assumed a network structure that links Actors on the basis of Functions, this produces small networks with little redundancy.  If we follow the description of ‘structural holes’ put forward by [3.], then we might assume that there are information and resilience benefits to be gained from larger networks with many non-redundant contacts.

Clustering Coefficients: A series of routines, using PySNA a Social Network Analysis library in Python
, was used to read the output files generated by the GBG tool, in order to construct models, calculate clustering coefficients and perform simple resilience analysis (figure 14).  
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Figure 1410: Graph showing networks by clustering coefficient

Figure 14 shows the results of the analysis.  One can see that the network model from the source material lies towards the right hand side of the figure, and that the GBG model produces many networks with much lower clustering coefficients.  In part this is because the Task Model we have used implies a linear chain of activity which could require limited connection between Actors.  A more detailed Task Model, in which Tasks are either performed in parallel or in which there are ‘dummy’ Tasks could lead to a more highly connected network.  However, it is worth noting that an aim of the covert network must be to maintain sufficient connectivity to operate with minimal connection of critical Actors and maximal separation of key Tasks.

Testing Resilience: In addition to considering clustering, the PySNA tool allowed the exploration of resilience.  In this analysis we simply removed Actors one at a time from the network to explore the impact on the number of links. Figure 16 illustrates the impact of removing Actors from the Network developed from the source material. One can see that removing the key Actors (using SNA metrics from the highest to lowest score) has a dramatic a rapid destruction of the network (the pink line in figure 15). 
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Figure 15: Removing Key and Peripheral Actors from the source material Network


This is to be expected because the highly connected Actors hold the network together and their removal leads to rapid destruction, i.e., removing ‘Daniels’ splits the network into two separate regions and removes a bunch of Actors who only connect to this Actor.Removing Actors from the periphery (i.e., with low SNA scores) has limited impact and implies that the network could continue functioning with the removal of some dozen or so Actors before problems occur. The point of interest is that such ‘targeted destruction’ of the network relies on both the opportunity to attack the network and the identification of high status nodes.  It also implies, perhaps, that all networks can be attacked in a similar manner but this is not the case. Some networks might require targeted destruction whereas others could be dealt with through random attack. Applying this resilience analysis to all of the networks produced by the GBG model, we see varying effects of targeted and random attacks. This is illustrated by graphs in figure 16.  The blue and pink lines represent ascending and descending SNA scores (as in figure 16) and the other lines represent 3 different random attacks, i.e., removing Actors irrespective of their scores.   For the Low Clustering Coefficient, it seems as if there is little to choose between the various approaches and that all attacks result in a similar, linear degradation with the number of nodes removed. This means that for around 12 or so networks produced by the GBG tool, a random attack would be sufficient to disrupt them.  For the Medium and High Clustering Coefficient Networks, the picture is a little more complicated. Some random attacks would result in similar performance to the removal of high status nodes, others would be slightly less effective. However, the random attacks tend to lead to faster disruption than the removal of the low status nodes. This implies that it might be possible to disrupt such networks without high investment in intelligence gathering.  
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Figure 116: Comparison of Targeted and Random Attack on Networks with Different Clustering Coefficients

Both sets of networks suggest that removal of the high status nodes while obviously leading to rapid disruption to the network might not be key to attacking the networks produced by the GBG model.  Of course, there is a strong caveat to be made here: the GBG model is only as good as the Task Model that informs it. This points to further work which would involve the analyst in conducting ‘what-if’ assessments of different network types in order to further explore assumptions of how the network might function and how it might be disrupted. Thus, is possible to evolve social networks on the basis of function-actor mappings and to provide opportunities for exploring disruption. Current work is exploring situations in which tasks can be allocated to several individuals on the basis of the knowledge, skill and ability, such that loss of individuals need not compromise the network. Initial explorations suggest that, as one might expect from scale-free networks, only a few nodes represent significant losses to the network and many other nodes can be lost with little cost.
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Abstract


This paper proposes a serious games application, named Sibilla devoted to simulate intelligence agencies. The project was developed by a distributed international team to develop a training tool for learning group dynamics and information management in a counter-terrorism scenario.


The application is web-based, built on game theory for competitive and co-operative training over a network using intelligent agents to manage the data. 


In terrorism prevention and, in general, in asymmetric warfare operations it is crucial to collect and validate as much information as possible. Information usually comes from several, different sources often not trusted.


Decisions makers can be overwhelmed from the huge amount of data collected form wide informative sensors networks: among these data it is necessary to identify what to evaluate and what is not true (either accidentally or due to counter information activity), which is the value of information; at the same time some important info could be missed by some organisation and collected by other ones.


Collaboration and data analysis are the two main skills that can be trained by Sibilla.


1. INTRODUCTION


Non conventional warfare (asymmetric or terrorism) is, and will remain, a central threat in the international scenario. Security forces (armies and intelligence) are involved every day to prevent and operates against this kind of threats both in domestic and in international scenarios.


Sibilla in particular is focused on a counter terrorism actions in a single nation where intelligence agencies are co-operating in these activities, keeping in mind their identity and peculiar goals..


Both in reality and in Sibilla there is a large galaxy of terrorists groups that operates; their aim are not always clear and often there are alliance between different organisations that lead to act of violence.


It’s difficult getting reliable information about terrorist’s activities even for the growing number of them and the surprising links between them. In Sibilla players are acting as Intelligence and Security Agencies Directors and have to value intelligence information in real time and mine them. They have to understand the importance to share and check data arriving from different sources (official or not, trusted or not, etc…). In fact information sources can be very different and they can be the clue for the same criminal plan. In Sibilla, exactly as in real life, different agencies can have different pieces of information useful and complete only if they are in a right scheme. This is the only way to understand plans of criminal minds and successfully prevent attacks


Serious games are nowadays a largely consolidated tool to train staff in defence sector 


2. SIBILLA


Sibilla (Simulation of an Intelligent Board for Interactive Learning and Lofty Achievements) is a computer based serious games developed to train the staff involved in preventing terrorist attacks forcing them through the game to learn to share information, value the quality of information and improving their analysis skills (Bruzzone et al.2009); in fact Sibilla core is represented by a web based distributed stochastic discrete event simulation (Bruzzone et al.1999).


Players in this game are the higher level operators in the counter terrorist agencies; they have to front incipient terrorists threat on their territory. Aim of the games is to understand what terrorist want to do using the information they can collect and prevent in this way the attacks. 


More in general Sibilla is devoted to train:


· Management of competitive and/or co-operative environment,


· to pay attention on importance of maximum utilisation and effective uses of  group resources,  


· to analyse data and to stimulate analysis of problems of gathering and  assessing information


· to understand the importance of co-operation and in particular of sharing information among partners and allied groups.


It could be applied to organisational staff, managers and individuals to increase their awareness of such values and threats.


It’s also important to underline that Sibilla can be used either by groups and individuals with different goals. Individuals can improve analysis capability while for groups it’s also possible to develop relationship and negotiation capabilities and group management skills.


It’s now under development the possibility that other players can be acted by simulation system, see Future development chapter.


Team and individual training is based on a very broad base of research and practice  (Pantelli and Duncan, 2004; Bennis 2002; Elfrey1982, Cartwright et al.1960, Schutz, 1958; Argryis et al., 1958; J.L. Moreno 1947 and others).


It’s clear that a team composed by unknown people can be easily affected by a lot of problems due to lack of trust. Theories assert that is crucial that trust is developed quickly and it has to be maintained along the whole team action time. In game intent the players will have to accept, negotiate and construct a synthetic trust that is the way to succeed in the game for one of them. 


Sibilla starts with the game philosophy: 


· The training is about co-operation, 


· Players do not have all the necessary information


So no co-operation could mean failure for every player.  


With Sibilla trainees play and learn both gather and connect fragments of data in order to operate effectively in a sequence of crisis scenarios in which they deal with limited resources with a sequence of critical events that they have to predict and plan proper counter measures.


The idea arose from an experience carried out with a structured Role-Playing Game (RPG). The reference has a history: “Utilizing Group Resources” adapted by P. Elfrey et al. (2001) from a research by D.Nylen et al (1967), Handbook of Staff Development and Human Relations Training, NTL, which credited version from A. Bavelas, “Communication Patterns in Task-Oriented Groups” in D. Cartwright & A. Zander (1960), Group Dynamics: Research and Theory (Evanston, Ill., Row, Peterson). 


The Role-Playing Game implies decision-making with distributed information among a number of players or groups who must share and obtain information that others possess. With no sharing player are unable to make a wise or accurate decision. It has often been used in staff development exercises to provide powerful lessons in focusing on goals and specific situations when working in important time-constrained tasks. 


Sibilla is based on similar philosophy and some concept from Tit for Tat game theory (Axelrod 1981) are reused, in fact the game proves effective for teaching people about the importance of sharing knowledge in order to achieve common goals with two fundamental improvements respect the traditional RPGs:


· time-pressured threat,


· computer-based intelligent agents.


The first one is very important for creating realistic stress situation. While the importance of intelligent agents is briefly described in the following paragraph


Intelligent Agents For Training


By the use of Computer Based Intelligent Agents (Bruzzone et al. 2004, 2005) you can have two main advantages:


1. it is possible to reduce personnel involved in the Computer Aided Exercise (CAX) because you have the computer that “plays” the enemies role


2. every training session is not affected by subjective factors such as staff capabilities to use the tool or expertise in realistic situation.


While the first one is very important for budget constrains the second one is fundamental for successful and objective training development. In fact by the usage of Intelligent Agents acting as players (both friends and foe) the trainees are provided with homogeneous situations and problems to be solved (Bruzzone et al. 2008). This is very fundamental also for the trainers to evaluate every training session.


Why Sibilla?


· The title, Sibilla, refers to Sibilla Cumana (the Cumaean Sibyl), an Apollo prophetess from mythological history. The story of Sibilla stressed the importance of situational awareness and attention to details. In fact the story tells that a soldier asked the prophetess if he will return safely from battle and she answered “ibis redibis non morieris in bello” (literally: “you go-you come back-not-you die- in war”). It’s immediately clear the importance for a detail: a comma determines real dramatically meaning.


· In fact the phrase can have opposite meanings based on comma place. It can be: “Ibis redibis, non morieris in bello”: “You go and come  back, you do not die in war.” Or it can be, with the comma moved: “Ibis redibis non, morieris in bello”: “You go and You do not come back, You die in war”. Comma placement can mean life or death. 


· The Sibilla tale is a metaphor for the importance of precision in communication as well as the challenge that communication presents to mere mortals (it was already crystal clear to Ancient Greece several centuries B.C.). 


· The tale fashion was such strong that authors decided to use it for the serious game name where SIBILLA, is in reality stays for Simulation of an Intelligent Board for Interactive Learning and Lofty Achievements.


· In the game, the participants have to face a crisis, a potential undefined terrorist strike.  There is no time for people to learn about one another, go slow and consolidated relationships, nor consider interpersonal relations, for example, from the standard  perspective of inclusion, control, and affection. 
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Figure 1.  Serious Games Use


3. SIBILLA GAME STRUCTURE


In Sibilla, as we have seen, each player (or a group of players) operates as an agency whose goal is to prevent terrorist’s attacks against the nation.


In fact the players in the game operate agencies with similar goals, but with specific budget and resources based on their identity. The participants know that that various terrorist organisations are actively engaged in planning and preparing threatening activities. They do not know who or what is most dangerous or credible nor when such attacks might occur, where it may happen or how much and what is at risk (Bruzzone et al.2003). 


The game begins with each agency (playing in the game) provided with some suggestions about the importance of group dynamics in a temporary team, communication, co-operation and collaboration. An initial budget is allocated and it is provided a general review of the risks the nation faces from a set of terrorist groups. 


The terrorist organisations are played by agents that decide to plan initially and prepare subsequently attacks in specific town, targets with specific devices and people; during these activities info are collected on different channels and each agency receives these information (usually partial and randomly) based on their efficiency on the info channels; in this way the intelligence agencies collects the information about potential suspected terrorist acts. 


At the same time dummy information are mixed to real one.


Every agency has limited resources: funds, data, personnel and time to be allocated in data collection and attacks prevention. If the agency succeed to prevent an attack the next shift it receives more funds.


In fact the National intelligence budget it is shared among the different agencies based on their success rate, therefore the overall budget evolves (increase and decrease) based on the success in preventing or failing in the protective actions; so succeeding in prevention results in a general benefit (the total funds growth) and individual success (National Budget Share of the specific agency increase).


The players must leverage their knowledge, intuition and their budgeted money to improve the quality and quantity of information they have on terrorist activity and suspected subjects. 


There are different available channels for collecting data:


· Surveillance of suspects


· Financial and Bank operations


· Police Records 


· Informants and Crime Organisations 


· Media


· Communication Interception


· Web Watching


· Customs and Border Protection


· Satellites


· Rumours and Answers to inquiries. 


By sharing information and investing money intelligently on these channels, players increase the possibility of getting better evidence and clues that will allow them to understand the nature of the threat or threats and develop counter measures to dismantle.


Players are enable to decide to share, or not, any information with other agencies. The mechanism inside the Sibilla algorithm allows any player/agency to deny collaboration with others or accept and share information based on negotiated exchange of information or money. When teams collaborate they earn credit in terms of trust from the other agencies. It is possible to formalise agreements with other agencies to exchange information. Trust is an important parameter to be considered: because an agency with a lot of credit in term trust has much more opportunities to obtain information from other players.


An important aspect in the game it is represented by Sibilla Awarding Algorithms that is based on a set of matrixes that allow to calculate the rewarding system for every agency. 


The more efficient is a player in analysing and preventing attacks the more is awarded, this is summarised in term of budget allocation to the specific agency.


The competition for understanding as fast as possible terrorists plans leads the whole group of players to increase their skills about dealing information and making link between evidence, clue and news.
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Figure 2.  Awarding and Winning Conditions 


This happens because when a player understands the plan and makes a correct prevention for dismantle the treat, or an attack took place, all the players understand the meaning of information they had and they can start a rapid on-going review of their action and learning from mistakes. At the end of the game the review system help to understand negative and positive collaboration activity and assess the group dynamics, individual and group  communication as well as the level and results of trust and mistrust.


4. SHARING A GOOD WAY TO WIN


In Sibilla share information is important to warranty safety contrasting terrorists organisation with prevention campaign; the main goal of the game is to train people to prevent attacks; dismantle organisation when they are still planning/preparing terrorist actions to pursue their believes and their political issue. During the game terrorists are improving their skills and they efforts to strike their target involving bigger logistic preparation; but the bigger is the attack the more information they leave around. The players collect the data they receive and screen the useful one searching for more evidences about the criminal plans ongoing in terrorist mind (Bruzzone 2009).


As in the real world terrorists don’t spread a lot of information about their activity; intelligence operators  have to link small clue coming from various sources like on field observations, customs and border trespassing, financial movement to people assembly and meeting . Small piece of information could results in a big hint for discovering a plan if correctly interpreted, otherwise these can pass unnoticed. Of course some information can be useless or impossible to be interpreted if not linked with others.


In the game it’s necessary that antiterrorism agencies identify the proper policy to evaluate the value of the information and decide how to apply it in information sharing. Anti terrorism agents needs to get access from other agencies database and expertise to complete analysis about attack plan. In the game there are several agencies that interact at the same time to protect the national interests.
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Figure 3 – Sibilla Information Generation Process


All the agencies receive some information random during their activities, but every agency has to invest its budget to find more useful information. So the player has to understand in which direction spend its limited money, but on the other hand he has also develop a good strategy to share already paid information with other players/agencies. Players desperately need more information to scan what they have, more information mean having more chance to understand who, when, where and how is menacing national interests. Every player has to be faster than terrorist, but they have even to be faster than concurrent agencies. In this way it is possible to create a realistic co-operative and competitive environment.


According to game rules it is also very important to analyse and understand which are the good partners for exchanging information. Budget and time are limited and it is important to spend them in the more effective way. 


The game provide even the opportunity for Every player to learn criteria devoted to choose which information is convenient to share with other players and which is the correct price or counterpart for sharing; it is also possible to sell false information to other agencies. 


In this way Sibilla player has often to negotiate with a human counterpart in his search for information; game architecture improves player negotiation’s skill (Bruzzone et al.1998).


Player becomes more conscious about benefit coming from sharing information, but at the same time he develops critical skills and becomes aware of risks to negotiate with subjects outside his own organisation and in competition with him.


Sibilla is a simulator for training personnel with high level in hierarchical structure of intelligence. Player has to deal with other high level agencies; player has to be focused on the strategic scenario instead of observing details. He obviously is enabled to modify the quality and the orientation of the research of his agencies because players are allowed to modify budget allocation to on-field operator that produces reports. 


5. THE IEPAL EXPERIENCE


SIBILLA represent the evolution of a set of training experience applied to business in a Transatlantic cooperative framework between USA and European Community. In fact in the beginning of the new millennium it was activated a joint Intensive Educational Program in Advanced Logistics between European Union and USA; in particular the program involved Genoa University (Italy), Magdeburg University (Germany), Marseille University, CFLI (Industrial EU Consortium), Stevens College (NJ USA), Boston College (MA USA), UCF (FL USA) and NCS (Hi Tech USA Consortium). So IEPAL represented a Great Opportunity to experiment Transatlantic Experiences in Enterprises and Universities working on Projects in World-Wide Distributed Teams focusing on the Advances in Modelling & Simulation for Logistics and Supply Chain Management (Elfrey et al.2001)


IEPAL was a flexible educational program for engineering students interested in current and emerging advances in research and applied technology During the internships coordinated by NCS in 2003 the students experienced an RPG (Role Playing Game) for teaching the importance of knowledge share; this RPG was a classical board business game, however it is impact on the student was very effective. Since this time the authors involved in IEPAL were evaluating to reuse these concepts to develop a more articulated game framed into a simulator (Bruzzone & Mosca 2003).


6. SIBILLA MODEL STRUCTURE


Model structure under Sibilla Game is based on payment matrix; there are matrix for every player action combination, through these matrix are generated the pay off for the players. 


The implementation of Sibilla is based on web technologies as proposed in the following graph
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Figure 4.  Sibilla Web Architecture


The interface for the user is accessible through the web by regular browser as proposed below.


[image: image5.wmf]

Figure 5.  Sibilla Browser Graphic User Interface


Figure  6. Graphics User Interface Attacks menu


[image: image6.wmf]

Figure  7 Graphics User Interface Chat


Sibilla is an Object oriented model that involves the following classes (Bruzzone 1996):


· Terrorist Attacks


· HE Bomb


· Chemical Weapon


· IED


· Radiological Dispersal Device


· Biological Weapon


· Media Attack


· Cyber Attack


· ...


· Terrorist Movements


· Alfa 


· Beta


· ...


· Terrorist Leaders


· Mr. X


· Mr. Y


· ...


· Locations


· Rome


· Milan


· Turin


· Genoa


· ...


· Final Targets


· Airport


· Railways


· Port


· Stock Exchange


· Shopping Centre


· City Hall


· Educational Institution


· Company Headquarters


· ...


· Intelligence Events During Attack Planning


· Meeting


· Phone Interception


· Detection


· Training Sessions


· Crossing Custom/Border


· Arrival At Airport


· Arrival At Station


· Arrival At Port


· Email Interception


· Web Meeting


· Teleconference


· Information Request


· Symptoms Cyber Attack


· Detection of CW Compounds


· Detection of BW Compounds


· Detection of RDD Compounds


· Accessing Information on IED


· Accessing Information on BW


· Accessing Information on CW


· Accessing Information on RDD


· ….


· Intelligence Events During Attack Preparation


· Money Transfer


· Explosive Stolen


· CW Stolen


· BW Stolen


· Radioactive Material Stolen


· Explosive Trade


· CW Trade


· BW Trade


· Radioactive Material Trade


· Computer Security Violation


· Password Sniffing


· Suspicious Person Signals


· Suspicious of Infiltration


· Personnel Abnormal Behaviour


· Personnel Disappeared


· Communication Suspicious Noise


· Media Abnormal Information


· Suspicious Contraband


· Weapon Trade


· Nuclear Scientist Disappeared


· Chemical Scientist Disappeared


· Bio-Scientist Disappeared


· Hacker Disappeared


· Psychologist Scientist Disappeared


· Intelligence Agency


· MIA


· ICPP


· IS6


· ...


· Intelligence Sources


· Custom & Border Protection


· Finance


· Crime


· Police


· Network Patrol


· Governmental Dbase


· Satellites


· Field Intelligence

· …
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Figure 6.  Sibilla Objects

Sibilla metrics includes different types of scenario matrices; among the others the following functions are pretty important:


· To regulate increase in informative reports related on budget allocation


· To give the pay off for collaboration agreement between agencies 


· To allocate national security budget based on agencies results.


The first kind of matrix is unknown to players because it allows calculating probability to find more information about terrorists plans investigating in a particular area (i.e. customs or financial institutions); obviously these chances have to be a variable depending only by terrorist wishes. There isn’t an equal distribution of probability; there are some fields that are more likely to give better information to the enquirer depending on terrorist’s plans. Numerical value and the function that fill the matrix have to fit the knowledge on the terrorist modus operandi. According to subject matter expert (SME) evaluation it is possible to create various terrorists behaviours; this kind of matrix can be filled with time-related values that are included in a given stochastic range (Bruzzone et al.2001). 


In this development stage the practice adopted to evaluate the fitness to reality of the simulator was to submit the parameters configuration to SMEs judgement for every scenario in which it’s intended to develop training sessions (Bruzzone 2007).


The second family of matrixes is the ones for evaluating consequences of agreements on sharing information with other agencies.


At this early stage of simulator development we have implemented the basic payoff structure; anyway the system is devoted to evolve based on the interaction with modules and agents adding complexity and considering additional aspects in the evaluation of the co-operation/competition .


In fact it is possible to use classic game theories (i.e. the prisoner dilemma) for setting up the pay off matrix to evaluate the choice to cooperate between agencies, of course by changing these parameters winning strategies changes. Agencies in reality have much reason for not cooperate with other agencies, but better results for national interest are obtained with collaborations. Players have much more to gain if they trust other. In Sibilla Games the pay off of the matrix assign credits and penalties to agencies after that terrorist actions are discovered or an attack succeed. 


When the terrorist plan is clear even because it’s happened or because it’s dismantled Sibilla simulator let players review the quality of shared information. Players make a synthetic report on their collaboration in which they state only if the collaboration was correct or was just a tricky one. Every player knows the pay off inside this matrix; this helps them to develop their will to collaborate and search for win-win solutions.


The third kind of matrix it’s used to distribute the national security budget among players while the simulation time runs. The improvement is calculated considering how many attacks the player has prevented. The player that a sum more dismantled terrorist plan is the first classified. In fact the master of the game is enabled to set-up the matrix; for instance in the following it is presented an example.
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Table 1.  Assigned budget


It’s set penalties for player that makes a wrong forecast about terrorist plans. In this way there is an increasing gap while time goes by between the firsts and the lasts; it’s a sort of natural selection of the fittest.


Currently the authors are developing different strategies and regulation in order to investigate budget variation effects on agencies surviving or effects of different distribution criteria.


7. FURHTER APPLICATIONS AND FUTURE DEVELOPMENT


A game as Sibilla could find useful applications in the study of algorithms for data analysis, identifying modalities through which the entire informative system analyzes and uses the data available, rendering the application of techniques of artificial intelligence in the delicate field of information data fusion. Analyzing the informative flows and identifying the several alternatives of game it could be possible to use the available resources and to realize specific algorithms for optimize the result. 


From another point of view, it is possible to find and resolve lack of information or lack of exchange information between different agency and the necessity of more accurate sensors in some particular aspect.


An enhancement of Sibilla under development it is focusing on having other agencies played by computer based intelligent agents. In this way it will be possible to have complete training even for single player.


Another development of this tool is to model the lower levels of intelligence organisations: in this way it will be possible to reproduce the whole chain of information. In the actual version of Sibilla information are provided to player as simple report. It could be more realistic to have to interact with other player (virtual or human) representing hierarchy of the agency.


In addition the new release of the game will consider the possibility to play concurrently multiple scenario where the different players have different co-operation/competition configurations (i.e. co-operating in an area and competing in another one).


Several international joint projects using Sibilla as environment are under evaluation.


There are, for instance, studies to include virtual framework based on game library in use in DIPTEM and LAMCE (Bruzzone et al.1998; Bruzzone et al.2009). 


Another joint project under conceptual development with DIPTEM, MAST and VMASC intends to use Sibilla to set up an international scenario that needs support integrated with ELICIT (Experimental Laboratory for the Investigation of Collaboration, Information-sharing, and Trust) to evaluate the information exchange between the partners. The system could be integrated in virtual distributed environment (i.e. 2nd Life) to allow training "in one room" even if the participants are in distributed around the world. 


Authors are also developing new enhancements of Sibilla, based on interaction with smart phones and PDAs in order to create complex live-constructive scenarios with real people operating on the field interacting with intelligence co-ordination.


8. CONCLUSIONS


Sibilla Game results in an effective training system based on stochastic simulation; so Sibilla provides an opportunity to learn strategies in information management within a competitive/co-operative framework by challenging; in fact the challenges in the serious game provides an effective motivation as well as an effective system for debriefing especially thanks to the quantitative approach in identifying winning strategies and point boundary condition management: this allow to learn important concepts in information management and even to change attitudes. 


The web technologies adopted to distribute the game emphasise the effectiveness in organise training sessions even remotely.


Sibilla simulator is currently ready to use for training scope; with further developments devote to support its evolution into an useful tool for training and decision making in more sophisticated scenarios. 


A strategic advantage in this context it is represented by intelligent agents developed by the authors for being integrating in reproducing terrorist organisations, competing agencies and lower level in intelligence organisation. 


In fact intelligent agents allow to simulate even lower level on intelligence hierarchy for adding more realistic feed back to players and increasing the user number.


Future research programme on this model would look forward even to enhance the portability of Sibilla for letting player use it on PDA or mobile phone. The aim is to run  this model on PDA for using it for training staff in augmented reality environment linking with the game.


On the other side authors would like to simulate even lower level on intelligence hierarchy for adding more realistic feed back to players and increasing the user number.
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Abstract


Game theoretical techniques have recently become prevalent in many engineering applications, notably in communications. While developing an information network management system often encountered a situation where one should deal with malicious intrusion attempts aimed at obstructing the routing policy work. In this case, methods of networks management based on fluid models and a discrete controlled random walk model requires certain changes. In this work we propose an approach based on conflict control point of view that could be useful for modeling of attacking actions and response behaviour of the system. 

1.0 introduction

Today network models are related to very different areas – information networks, telecommunications, gas transportation and energy systems, distributed production processes. Complex networks are everywhere. Unprecedented developing of information networks (especially the Internet) gives example of dynamic interconnected system. And this system is still much less complex then biological organisms or society of agents. For example, degree and mode of connectivity in passive agents can combine to form images resembling crystals or snowflakes. The main focus within our own bodies is far more utilitarian. Endocrine, immune, and vascular systems adjust chemical reactions to maintain equilibrium in the face of ongoing attacks from disease and diet. In biology this is called homeostasis. In regulation of a network it is called control. So, there is need for methods to model networks in order to capture essential structure, dynamics, and uncertainty. Based on these models one could explore ways to visualize network behaviour so that effective control techniques can be synthesized and evaluated. According to [1], modelling for the purposes of control and the development of control techniques for truly complex networks has become a major research activity over the past two decades. 


Information network applications are especially important because they interfere with almost all sides of human activity. As a result, security and reliability of information flows directly affect the quality of service, efficiency and overall economic development of entire industries. Reliable working of the information networks has become vital for our day-to-day transactions for the most organizations. That’s why the Internet becomes an attractive target for cyber crime. Financially motivated, the crime we see today becomes more distributed, sophisticated and dangerous. 


A few years ago attackers widely use remotely exploiting servers identified by scanning the Internet for vulnerable network services. Significant facts of such scanning attacks were computer worms such as Code Red and SQL Slammer. Their huge scale threatens working of whole the Internet at risk; for example, SQL Slammer generated traffic sufficient to melt down backbones. Consequently, academia and industry developed effective ways to fortify the network perimeter against such attacks. Unfortunately, adversaries similarly changed tactics moving away from noisy scanning to more stealthy attacks. Not only did they change their tactics, but also their motivation. Previously, large-scale attacks were mostly expression of technical superiority. Now, cyber criminal are motivated by economic benefits. They try to not only exploit and seize control of compromised systems for as long as possible but to turn their assets into revenue.


The Web offers them a powerful infrastructure to compromise computer systems. Attackers achieve this by employing the Web to serve malicious Web content capable of compromising users’ computers and running special code on them. This has been enabled due to the increased complexity of Web browsers and the resulting vulnerabilities that come with complex software. For example, a modern Web browser provides a powerful computing platform with access to different scripting languages, (for example, Javascript) as well as external plugins that may not follow the same security policies applied by the browser (for example, Flash, Java). While these capabilities enable sophisticated Web applications, they also allow attackers to collect information about the target system and deliver exploits specifically tailored to a user’s computer. Web attacks render perimeter defences that disallow incoming connections useless against exploitation as hackers use the browser to initiate out-bound connections to download attack payloads. This type of traffic looks almost identical to the users’ normal browsing traffic and is not usually blocked by network firewalls.


That’s why computer and network security nowadays has become a major priority for both network design and implementation. Network engineers use simulation tools to help them understand and develop complex system. It is an effective tool to save time and money during development and implementation. To be able to simulate complex systems, modeling is a necessary foundation. Without an accurate model of the system or process there will be no successful simulation. Simulation depends on verified and validated models. 


Modeling and Simulation (M&S) tools are become standard procedure today before building computer networks to save time and money. M&S tools become more and more widespread to different areas in computer sciences as well as other fields for representing simulation of reality. 


Is it possible with help from M&S to simulate computer/network security mechanism such as firewalls, Virtual Private Network (VPN), key distribution, and what are the consequences of a simulate computer network attack? If it works, what is possible to simulate with M&S tools? The possible opposite case could be; is it possible at all to simulate computer network attacks and computer/network security on a computer today with an M&S tool? An ideal scenario for M&S tool would be if it could be used to model and simulate different computer network attack methods which test computer and network security. A network engineer could predefine his/her computer network in advance in a simulation tool such as OPNET before building the computer network in reality to see what will happen to the network and/or network nodes if the network is attacked with different kind of attack techniques. The network engineer would then have a virtual model of the network inside of the simulation tool and “press a button” to see what happens when the attack strikes. The simulated network will have network nodes such as workstations (with different kinds of services and Operating Systems (OS) such as; Windows, UNIX, and Mac OS), switches, routers, firewalls, Intrusion Detection System (IDS), and servers and other types of products you will find in a typical computer network. The different simulated computer network attacks would be used as a prediction tool to see what happen when attacks occurs on the network and how good the security is in the simulated network. Which nodes in the computer network will be attacked and affected of the attack? Will the whole network go down because a strategically node goes down? 


The fundamental question of issue is; is it possible to use M&S for modeling and simulation of computer/network security and computer network attacks. Network attacks are pure conflict situation, so we should turn our attention to theory of conflict between players. Game theoretical techniques have recently become prevalent in many engineering applications, notably in communications. With the emergence of cooperation as a new communication paradigm, and the need for self-organizing, decentralized, and autonomic networks, it has become imperative to seek suitable game theoretical tools that allow to analyze and to study the behavior and interactions of the nodes in future communication networks. 

In general, game theory can be divided into two branches: non-cooperative and cooperative game theory. Non-cooperative game theory studies the strategic choices resulting from the interactions among competing players, where each player chooses its strategy independently for improving its own performance (utility) or reducing its losses (costs). In this context, network denial of service attacks could be considered as a contest between two players (atacker and defense system) – a game or a conflict controlled system. 

2.0 Cyber crime. Denial of service attacks


The Internet (originally known as ARPANET) was first created in 1969 as a research network sponsored by the Advanced Research Projects Agency (ARPA) of the Department of Defense (DoD) in the United States of America. The original aim was to provide an open network for researchers to share their research resources. Therefore, openness and growth of the network were the design priorities while security issues less of a concern. The occurrence of the Morris Worm in 1988 marked the first major computer security incident on the Internet. However, the world was not so dependent on the Internet as it is now. The Internet was still limited to research and educational communities until the late 1990s. Hence, not much attention was paid to Internet security. 


In the last decade, the phenomenal growth and success of the Internet is changing its traditional role. The Internet is no longer just a tool for the researchers. It has become the main infrastructure of the global information society. Governments use the Internet to provide information to the citizens and the world at large, and they will increasingly use the Internet to provide government services. Companies share and exchange information with their divisions, suppliers, partners and customers efficiently and seamlessly. Research and educational institutes depend more on the Internet as a platform for collaboration and as a medium for disseminating their research discoveries rapidly. Unfortunately, with the growth of the Internet, the attacks to the Internet have also increased incredibly fast. According to CERT [2], a center of Internet security expertise located in the U.S., the number of reported Internet security incidents has jumped from 6 in 1988 to 82,094 in 2002, and the estimated number of Internet security incidents in 2003 is 153,140. The growth in the number of incidents reported between 1998 to 2003 is shown in Figure 1.
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Figure 1: Number of Internet security incidents

More importantly, traditional operations in essential services, such as banking, transportation, power, medicine, and defense are being progressively replaced by cheaper, more efficient Internet-based applications. Historically, an attack to a nation's critical services involves actions that need to cross a physical boundary. These actions can be intercepted and prevented by a nation's security services. However, the global connectivity of the Internet renders physical boundaries meaningless. Internet based attacks can be launched anywhere in the world, and unfortunately no Internet based services are immune from these attacks. Therefore, the reliability and security of the Internet not only benefits on-line businesses, but is also an issue for national security.


A DoS attack is a malicious attempt by a single person or a group of people to disrupt an online service. DoS attacks can be launched against both services, e.g., a web server, and networks, e.g., the network connection to a server. The impact of DoS attacks can vary from minor inconvenience to users of a website, to serious financial losses for companies that rely on their on-line availability to do business. On February 9, 2000, Yahoo, eBay, Amazon.com, E*Trade, ZDnet, Buy.com, the FBI, and several other Web sites fell victim to DoS attacks resulting in substantial damage and inconvenience [3]. As emergency and essential services become reliant on the Internet as part of their communication infrastructure, the consequences of DoS attacks could even become life-threatening. Hence, it is crucial to deter, or otherwise minimize, the damage caused by DoS attacks. 

In general, a denial of service (DoS) attack is any attack which makes an on-line service (e.g., Web Service) unavailable. The attack could involve a single packet (e.g., the \land" attack ) exploiting software bugs in a server, or a traffic stream with a tremendous number of packets that congest the target's server or network. We define a bandwidth attack as any attack that consumes a target's resources through a massive traffic volume. In this thesis, we focus on bandwidth attacks, and henceforth we mean bandwidth attack when we refer to denial of service attacks unless otherwise stated. The distributed denial of service (DDoS) attack is a bandwidth attack whose attack traffic comes from multiple sources. To launch a DDoS attack, an attacker usually compromises many insecure computers connected to the Internet first. Then a DDoS attack is launched from these compromised computers. The reflector attack is an attack where innocent third-parties (reflectors) are used to bounce attack traffic from the attacker to the target. A reflector can be any network device that responds to any incoming packet, for example, a web server. The attacker can make the attack traffic highly distributed by using many reflectors. The reflector attack is a type of DDoS attack.


Currently we have numerous DoS attack types. Each attack use some special exploit of Internet protocols or software weaknesses. For example, this attacks could be launched directly overwhelming by large packets (UDP, ICMP flood), using reflectors (Smurf, Fraggle), sending too long packets (Ping of Death), wrong packets (Land). Recently one can see progress in this field – new attack types cause damage to computer systems. Novel type of attack, with a low average rate, exploits the transients of a system’s dynamic behavior. The low-rate attacks introduce significant inefficiencies that tremendously reduce system capacity or service quality. In the literature, this kind of network assault is called shrew attack or Reduction of Quality (RoQ) attack. Various attacks has special characteristic. In work [4] we propose following parameter set. (Fig 2.):


· 
Attack type. Security experts segregate DoS attacks into two categories: distributed (attack from many sources) and non-distributed (attack from one computer). 


· 
Attack direction. Attack directions divided on network resources and target resources.


· 
Attack scheme. Generally speaking, attack scheme can be direct (direct sending of malicious traffic), reflector (traffic reflects from other computers) or hidden (malicious traffic hidden in legal).


· 
Attack method. Method defines vulnerability that used during attack. Targeted attack uses vulnerability of software, services, and protocols. The primary goal of a consumption attack is to consume all possible available resources (usually network resources) to shut down a system. Exploitive attacks target bugs in operating systems.
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Figure 2: Network System


3.0 Conflict controlled networks. modelling and simulations


Network models are used to describe power grids, cellular telecommunications systems, large scale manufacturing processes, computer systems, and even systems of elevators in large office buildings. Although the applications are diverse, there are many common goals (such that, stability, performance, robustness and flexibility). Although complexity of the physical system is both intimidating and unavoidable in typical networks, for the purposes of control design it is frequently possible to construct models of reduced complexity that lead to effective control solutions for the physical system of interest. These idealized models also serve to enhance intuition regarding network behavior. 

Networks considered here consist of finite set of nodes, each containing finite set of buffers. Packets arrive from outside the network to various buffers. One or more servers process packets at a given node, after which a packet either leaves the network or visits another node (Fig. 3). 
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Figure 3: Network node

A general fluid model can be described by the differential equation
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[image: image12.wmf])


(


t


u


, 

[image: image13.wmf])


(


t


v


 and independent function 

[image: image14.wmf])


(


t


a


. We consider model (1) as a starting point to investigate conflict problem of interaction between a routing policy and an attacker. If a successful design is obtained, we could generalize this solution on the case of Markov processes [1, 5]. The problem of finding of control 

[image: image15.wmf])


(


t


u


 can be described as follows.


We choose a control function 

[image: image16.wmf])


(


t


u


 in purpose of minimizing vector 

[image: image17.wmf])


(


t


q


 under several special conditions (e.g. for minimal time) and any possible functions 

[image: image18.wmf])


(


t


v


, 

[image: image19.wmf])


(


t


a


. Let us fix some function 

[image: image20.wmf])


(


t


u


, then solution of (1) can be found using following formula:




[image: image21.wmf]-


t


t


+


=


ò


t


-


-


t


t


t


A


t


t


A


d


Bu


e


t


q


e


t


q


0


0


)


(


)


(


)


(


)


(


0


)


(






[image: image22.wmf]ò


ò


t


t


a


+


t


t


-


t


-


t


-


t


t


t


A


t


t


t


A


d


e


d


Cv


e


0


0


)


(


)


(


)


(


)


(


                                              (2).


If we assume, that 

[image: image23.wmf]0


=


A


, 

[image: image24.wmf]I


B


=


, 

[image: image25.wmf]0


=


C


 and 

[image: image26.wmf]a


=


a


)


(


t


, (2) could be rewriting as:




[image: image27.wmf])


(


)


(


)


(


0


t


u


t


t


q


t


q


+


a


+


=


.                                                               (3)


This is well-known single server queue fluid model. The single server queue is a useful model for a dynamic investigation of very different systems. Now we introduce an extension of the fluid model [1] in the case of conflict process [6]. Let us consider dynamic system defined for an initial condition 
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Phase state is described by the phase vector 
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To solve (10) we should find an admissible strategy 
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 as the solution of game (5). Note that this result must be achieved over all an admissible functions 
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Control sets are respectively 
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. We solve this problem using the idea of the first direct method of Pontryagin [7, 8]. 


Theorem. Consider the conflict controlled system (6). If 
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, then we can construct the solution 
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(for proof see [9])

Simulations

Let us illustrate obtained result on the example. Consider the model (5). This model was implemented in discrete event network simulation framework OMNeT++ . OMNeT++ is an object-oriented modular discrete event network simulation framework. It has a generic architecture, so it can be (and has been) used in various problem domains: 

· modeling of wired and wireless communication networks 


· protocol modeling


· modeling of queuing networks


· modeling of multiprocessors and other distributed hardware systems


· validating of hardware architectures


· evaluating performance aspects of complex software systems and in general, it can be used for the modeling and simulation of any system where the discrete event approach is suitable, and which can be conveniently mapped into entities communicating by exchanging messages.


OMNeT++ itself is not a simulator of anything concrete, but it rather provides infrastructure and tools for writing simulations. One of the fundamental ingredients of this infrastructure is a component architecture for simulation models. Models are assembled from reusable components termed modules. Well-written modules are truly reusable, and can be combined in various ways like LEGO blocks.

Modules can be connected with each other via gates (other systems would call them ports), and combined to form compound modules. Modules communicate through message passing, where messages may carry arbitrary data structures. Modules can may messages along predefined paths via gates and connections, or directly to their destination; the latter is useful for wireless simulations, for example. Modules may have parameters, which can be used to customize module behaviour, and/or to parameterize the model’s topology. Graphical, animating user interfaces are highly useful for demonstration and debugging purposes (Figure 4.). 
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Figure 4: Network System


OMNet++ has the queue simulation library. This library includes modules for communication networks modeling. The model (5) was developed using standard and new modules (Figure 5.). It consists of users, attacking source, several queues with shared resource, classifier, router and sink nodes. Users send packets to a router. Router performs distribution among queues for processing. Queues use part of resource for working (if resource not available queue wait some time). Then packets go to DataProcessing node and left system. 

Attack source node try to disrupt working. Attacker starts the flooding attack by sending identical packets to router. Defense system makes filtration and drop out fixed percent of all flooding packets. 
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Figure 5: Model of network


Graph of packets delay rate shown on Figure 6.
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Figure 6: System dynamic

4.0 summary


“To make rapid advances in cyber security defense, we must improve the state of the art in evaluation of network security mechanisms. Evaluation is currently impeded by lack of scientific rigor, lack of relevant and representative network data, inadequate models of defense mechanisms, and inadequate models of the network and both the background and attack traffic data” [10]. Numerous features must still be implemented, verified, and validated before a serious attempt can be made for simulating computer and network security in M&S fashion. Verified and validated models of network traffic and attack traffic must be conducted to be able to make accurate simulation of a real event. Different attack models must be fabricated for verification and validation before they can be used for attack simulation. 

Very important issue is a theoretical background of attack models. The most natural approach for dealing with these interconnected networks systems is theory of conflict controlled processes or game theory. Game theory provides a formal analytical framework with a set of mathematical tools to study the complex interactions among rational players. Throughout the past decades, game theory has made revolutionary impact on a large number of disciplines ranging from engineering, economics, political science, philosophy, or even psychology. In recent years, there has been a significant growth in research activities that use game theory for analyzing communication networks.


This is mainly due to: 

· the need for developing autonomous, distributed, and flexible mobile networks where the network devices can make independent and rational strategic decisions; 

· the need for low complexity distributed algorithms that can efficiently represent competitive or collaborative scenarios between network entities.

In this work we proposed model of network system with conflict based on the differential game theory background. This approach could be useful for modeling of attacking actions and response behaviour of the system. The model was developed and simulated using environment OMNet++. Simulations results presented on graphs. 
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Abstract 


Recent sensor upgrades on the US Army’s AH-64D Apache helicopter have transformed the way modern combat is conducted.  The technological advances in this sensor allow Pilots and Co-Pilot Gunners to perform extremely accurate target identification and engagement activities to defeat terrorists and insurgents while truly minimizing collateral damage.  

The Commercial Game Industry has pushed the envelope in advancing computer graphics hardware & software, and is constantly raising the standards of what is possible in immersive games.  This technology allows for complex simulations to run within the context of a game, provided the underlying game engine foundation supports the full exploitation of the Graphics Processing Unit (GPU).


This paper will highlight how familiarization training can be dramatically enhanced by the application of COTS game engine and middleware features toward a training niche created by very modern tactical sensor technology.  The conclusion can then be drawn that creative, game based solutions can and should be applied to unique, newly emerging combat training requirements.

1.0
INTRODUCTION AND Background

Camber Corporation has a long history of Modelling & Simulation support to the US Army Aviation Program Offices (PMO) in high fidelity flight simulation and engineering analysis.  As part of this support, Camber has been in a unique situation to be able to integrate technology from the game industry into training systems for military applications.  Camber operates a full scale AH64 simulator to support pre-flight mission rehearsals and subsystem integrations.  This simulator has been cited by Apache PMO as a major cost saver [1] by reducing actual flight time.  This legacy contract work highlights both the Army’s long standing desire for Modelling & Simulation, and Camber’s expertise and ability to perform to the customer’s requirements.
 


2.0
Sensors Overview


As new technology is integrated into military and civilian equipment, training devices must be built that enable users to rapidly learn how to safely and effectively operate the equipment.  In this case a powerful Forward Looking Infra Red (FLIR) sensor has dramatically increased the vision of the co-pilot/gunner allowing engagements from much greater distances with much higher resolution imagery displayed in the cockpit.

2.1
Technology


This Sensor technology is largely made possible by advanced, proprietary real time image processing techniques that Camber played a role in evaluating and documenting.  This FLIR simulation includes a real time, distributed PC implementation of edge enhancement, range compression, histogram and other computationally intensive image processing functions. The result is a high contrast, high detail, near television quality display image. 

2.2
Usage in Combat


High resolution FLIR technology has been fielded for several years now and has been used extensively in current conflicts.  It has transformed the way tactical engagements take place due to the ability of the Apache to clearly view targets at greater distances and observe subtle activities with greater clarity. These recent conflicts have involved a very cunning and crafty enemy whose actions and intentions must be observed at the human behaviour level.  This requires an additional burden on the pilots and gunners to clearly interpret what they see before they fire.  Apaches are also in service now with modifications to allow a UAV to display its sensor video inside the cockpit, providing an additional set of eyes for situational awareness.  With this increased power comes increased responsibility along with a new set of communication and interoperability issues as pilots, UAV operators and foot soldiers all observe the same target from different perspectives.

3.0
Game Technology overview


The power of the advances in Game Technology is easily observed by anyone who has played video games or watched movies within the last few years.  The realism is stunning and the Commercial Game Industry fuels the fire of cutting edge advances in hardware and immersive experiences. It is also obvious to those in the Military Simulation and Training industry that a great effort has been made in recent years to embrace game technology at all levels. The US Army has an official Program Office for Gaming now, and there are many Serious Games organizations and development studios.  The Interservice/Industry Training, Simulation & Education Conference (IITSEC) even sponsors a Serious Games Contest, which Camber participated in as a selected Finalist two years ago.

3.1
Advances


The Commercial Game Industry has pushed the envelope in advancing computer graphics hardware (HW) & software (SW), and is constantly raising the standards of what is possible in immersive games.  This technology allows for complex simulations to run within the context of a game, provided the underlying game engine foundation supports the full exploitation of the Graphics Processing Unit (GPU).  The GPU is largely responsible for the superior look and lighting effects common to next gen games. 

Other advances in game engine technology that directly relate to better training simulations include support for larger, outdoor terrains and more natural human animation.  Large, realistic game worlds featuring outdoor landscapes and crowds of characters can now be more easily created using modern game engines. Very realistic characters and motion captured animations can be integrated to represent the real detail that is now visible in a modern Apache’s FLIR sensor, and necessary for effective training of the latest tactical scenarios.  

The Commercial Game Industry has also produced advances in Graphical User Interfaces (GUI) as games by nature must be very easy and fun to use.  The input devices, GUI development tools and middleware available today have set new standards for how efficiently functional and artistically engaging a human/machine interface can be.

3.2
Trinigy Vision


Based in Austin, TX, and Southern Germany Trinigy is a privately owned company committed to licensing game engine technology and first-class support to video game and serious game development studios across the globe. Trinigy’s Vision Game Engine has proven its versatility and reliability in more than 100 commercial game productions, applications and simulations all over the world.  

Rather than being a monolithic technology, Vision has been designed with a focus on flexibility and modularity. Both the runtime and tools have clean, well-structured Plugin APIs, so new features and modules can easily be added without modifying the engine’s source code. This modularity also makes it easy to integrate Vision into existing production pipelines.
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Figure 3-1: Representative Trinigy Vision Screen Shots


3.2.1
Streamlining Development, vendor perspective

Commercial game engines have been designed to streamline the development of games and serious game projects. The following chapters will highlight some features of Trinigy’s Vision Engine, specifically how it helps to streamline serious game development.


3.2.1.1
Using core technology out of the box


The Vision Engine includes a very efficient rendering core with state of the art lighting and shadowing techniques, various visibility culling techniques, an extensive and scalable animation system, an efficient particle rendering system and more features out of the box. Instead of first developing all this base technology, developers using Trinigy can directly start with game logic and application development instead - not losing any time at the early stage of the project.


3.2.1.2
Having tools from the very beginning 


Tools are definitely one major benefit of commercial game engines, such as Trinigy. Having powerful and tested tools at the very beginning of a project allows the team to immediately work on the game content and getting playable content up and running more quickly. 


The Vision Engine 7’s SDK provides an intuitive WYSIWYG (= what-you-see-is-what-you-get) workflow designed to maximize efficiency and to decouple level design from the programming side. Artists can export art assets like geometry, textures, animations, materials or lights from their preferred modelling software into the scene editor, vForge. The scene can be interactively populated, visual effects can be created and tweaked in runtime and all aspects of interaction can be tested with no turnaround times.

3.2.1.3
Middleware Integrations, ready to be used


The Vision Engine’s combination of runtime and tools provides a reliable infrastructure for any type of real-time application. It is thus the ideal platform for connecting additional middleware solutions, such as streamlined user interface components and vegetation rendering.


The Vision Engine provides an extensive set of middleware integrations out of the box, allowing the game developer to immediately use additional middleware without spending time on integrating them into the runtime and the tool chain. These integrations include common solutions for physics, network and AI as well as technology for procedural animations and geometry destruction.


3.2.1.4
Support & Customizing


As a technology partner Trinigy does not just deliver a product, but accompanies the developer during the complete development cycle of the project. This includes competent technical support provided by the founders of the company, as well as additional customization and development tasks. Having such an expert knowledge available is a significant benefit.


3.3
Application to Training


Game Technology applies to Military training in more than just the obvious upgrades in game engines and hardware. The increased visual realism and performance promote better immersion and help match the expectations of the generation of young pilots who have grown up playing video games.  Training effectiveness can be degraded with the old outdated visuals of many existing simulations. Large, operationally cumbersome training applications can be counter-intuitive and boring when contrasted to the graceful, stylistic interfaces many young aviators have been exposed to with their video games.  For familiarization training, the traditional “push this button”, “flip this switch”, PowerPoint intensive style can be replaced by an entirely new design methodology, games as a medium for embedded training.  

This is not a new concept since Serious Games have been promoted and in use now for years.  What is relatively new are actual, meaningful studies producing metrics validating training improvements from using games (not just game technology upgrades).


Recent studies have been performed [2] that produced real, scientifically derived metrics offering validation to games as a medium for training. The referenced study involved a Flooding Control Trainer (FCT) game developed for the US Navy Recruit Training Command (RTC).  A set of trainees who had been given the standard RTC training but had not yet taken the required evaluation test were divided into two groups.  A Treatment group that played the FCT game for one hour each, then took the test two days later, and a Control group that had no exposure to the game but took the same test. The results are summarized with striking differences.  Decision making errors were reduced by 50%, Communication errors reduced by up to 80%, and Situational Awareness skills were improved by 50% in those trainees comprising the Treatment group.

The previously mentioned game technology advances also allow for more complex and creative games to be used for training.  Games that resemble the more popular entertainment games involving elaborate storytelling and cinematic effects provide a more immersive and compelling experience to the player.  The underlying game engine technology today has much better support for high end, embedded multimedia content. Camber’s SPeAR process [3] promotes a story based game design as a better approach to training games.  This game design methodology utilizes a larger authentic mission context, and relevant engaging story, among other components, to progress the learner and unify the game experience.

4.0
Rationale for game based solution

So the real world military technology has been developed and deployed, the tactical benefits realized and  new niche training requirements discovered. 


General advancements in commercial game engine technology continue to push the envelope of what is possible in realistic and engaging entertainment.  

A generation of aviators have grown up playing high end video games, and expect a certain level of stimulation and engagement from their expensive training.

Recent studies provide real metrics that games can provide a more effective medium for familiarization training.


We now build a rationale for matching a game based solution using commercial technology to a specific training objective derived from modern Army Aviation combat.

4.1
Rules of Engagement


Rules of Engagement (ROE) describe how a pilot and co-pilot are to engage the enemy in order to maximize effective elimination of threats, minimize collateral damage and justify decisions to shoot as well as to not shoot. The burden of proof ultimately rests with the pilot and gunner to justify their decisions.  This can create apprehension toward the ROE as it can be quite involved, seemingly restrictive, and legally enforced.  Improper adherence to ROE can cost the lives of friendly troops and innocent civilians. Sometimes the decision to not shoot, brought about by ROE apprehension, endangers the lives of troops on the ground.  ROE varies according to theatre and specific ROE elements can be tightened or relaxed dependent on recent local activities. ROE training involving the new sensor technology in recent combat situations can be made more effective by presenting the trainee with as wide a range of realistic, classroom level scenarios and lessons learned as possible.  This visually intensive, decision centric training objective sets up well for a game implementation.

5.0
game concept


Camber’s Game Technology Research was funded to discover ways to engage the commercial game industry for new business as well as performance improvements to existing simulations. We have imposed it upon ourselves to feature our legacy Modelling & Simulation expertise with the Army in a game concept that required a high end, commercial game engine. A game concept that highlights our relevant experience in sensor technology, interoperability issues, and deployed desktop training solutions must be integrated with the ROE training objectives.

 5.1
Checkpoint Recon


Checkpoint Recon is a single player, classroom level familiarization training game.  Currently, its development status is a fully playable vertical slice of the proposed concept. The game is a 100% custom Camber development and features a fictitious game world that allows for the player to free roam in an Apache helicopter.  There are scripted vignettes of activity scattered throughout the city that draw the player’s attention.  These scenarios are created to represent the spectrum of encounters that an Apache crew might have to make.  Some characters behaviour is obviously hostile while other times the behaviour, location and objects possessed by a non-player character (NPC) require the player to exercise “tactical patience” and mark their observations.  When the player determines a hostile action or hostile intent being represented by an NPC he must follow representative ROE guidelines to register his decision to shoot or not-shoot.  The game rewards the correct decision, which, contrary to entertainment games, is sometimes a no-shoot decision. Screen shots from Checkpoint Recon can be seen in Figures 5.1 through 5.5
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Figure 5.1: Checkpoint Recon Game World
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Figure 5.2: Checkpoint Recon Player View, Pilot
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Figure 5.3: Checkpoint Recon Hostile Action Vignette
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Figure 5.4: Checkpoint Recon Player View, Co-Pilot
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Figure 5.5: Checkpoint Recon AAR Avatar


5.1.1
Streamlining Development, developer perspective

So how does a commercial game engine, specifically Trinigy Vision, help us streamline the development of our training game concept?  By providing every feature that helps us bring the full power of what’s available in 3D graphics technology into our game without burdening our dev team with having to write custom encapsulations and integrations.  Being a research project, the dev team is very small compared to most entertainment game teams. Allowing the developers to focus on game specific logic and asset creation, and not on engine development, is the most efficient use of our time and budget.

5.1.1.1
Next gen rendering power, lighting effects


A large portion of what streamlines development is the core of the engine itself.  A powerful rendering engine allows for detailed, normal mapped art assets to be immediately incorporated with realistic shadows, lighting effects, depth of field and a full integration of SpeedTree. These are some of the key features that lay the foundation for the outdoor scene realism required by the genre of our game.  Having these features available “out of the box” means that the games look and visual quality will match expectations generated by recent generation video games.

Another part of the game engine that is exploited in Checkpoint Recon is the support of advanced game quality character models and animations.  The Game Artist’s preferred, industry standard tools are supported throughout a full content creation pipeline seamlessly integrating assets into the engine.  Models created in Maya, textured and normal mapped using zBrush are then animated using animations from our own motion capture system as well as Motion Builder.  Animation blending is supported in the engine and then integrated with powerful Lua scripting to create more realistic character scenarios.  In order for the sensor simulation to look correct all art assets, especially characters, must be textured with an additional texture layer for an IR depiction.   Our artists have access to real source imagery from years of Camber contract support to the Army.

5.1.1.2
GPU Sensor Effects


The sensor simulation portion of the game is crucial.  Being able to replicate a generalized subset of the real time FLIR processing algorithms in the GPU means that the look presented in the game will be non-distracting from the training objective.  The entire game concept centers on how the sensors have created a niche training objective in the way Apache combat engagements are prosecuted.  This “simulation within the simulation” must look right to the user/trainee. Custom pixel shaders allow the image processing effects to be applied as a full scene multi-pass rendering process.  The Trinigy Vision engine provides a robust and reliable programmers interface to support implementing these GPU programs.  The real time, image processing effects currently implemented include optical blurring, detector non-uniformity error, residual non-uniformity correction, edge enhancement and Rayleigh histogram.

5.1.1.3
Scaleform GUI integration


Scaleform Gfx is a commercial game industry toolkit for embedding Flash based user interfaces and cinematic videos into 3D games and sims.  The integration with Scaleform Gfx middleware allows for easier implementation of game style GUI’s.  This streamlines development of the game by allowing creative Flash and multimedia artists to work in their familiar toolsets separate from game programmers, and have their content replicated exactly in the game.  

5.1.1.4
Vendor as team member


Using a commercial game engine streamlines development of a simulation game in ways other than through exact technical features.  If the commercial engine vendor can be viewed as a team member then you greatly increase the effective size of the dev team.  The vendors business is to track technical advances in gaming HW and middleware integrations.  This technology changes very rapidly and can easily disrupt development schedules if the dev team tries to keep up on their own.  When game developers need additional features in the engine they could modify the engine code themselves (provided they purchased a source code license option), or the vendor can implement the new features at the developers request. 

5.1.1.5
Personnel


Another way using a commercial game engine can streamline development is in the kind of people we are able to attract and retain.  Having creative, young game developers working for you will speed the process.  Having commercial game technology as part of your project will give incentive to experienced game programmers and artists come to work for a defence contractor when they probably wouldn’t otherwise.

6.0
Conclusions


This IRAD game project can now support several conclusions related to using commercial game engine technology for simulation based training games.  The reaction of real Apache pilots, those in training, active duty and retired has been very positive.  The game has been presented to many Army Aviators at trade shows and by their invitation to military bases.  This overwhelming positive reaction proves that the concept and supporting technology are valid for the training objective, Rules of Engagement familiarization. Using a commercial game engine has allowed our small Research and Development team to focus on our niche expertise, and the game concept implementation. Having a training game built on commercial technology also provides us with a stark contrast in image quality, performance and maintainability to that of existing, legacy technology training apps.
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Abstract


M&S is used in the German Armed Forces for supporting processes in the following application areas:


· analysis and planning,


· procurement,


· missions, and


· training and exercises.


These four areas of application are closely connected to each other, especially in the context of


· supporting the method of Concept Development and Experimentation (CD&E),


· support of networking and linking national and international simulations and information systems,


· the entailing support for the realization of Network Centric Warfare (NCW).

Therefore, the further development of M&S towards interconnected systems by applying a Distributed and Integrated Test Bed
 is indispensable to achieve the required capabilities and objectives.


Such a test bed can be used as an armament test bed for a fast and effective evaluation of technical and technological solutions in a realistic and operational test environment to support all phases of the development and procurement cycle of material and equipment as well as the other application areas of M&S. 


And such a test bed has to satisfy the demands concerning the acceptance of interconnected simulations as well as to meet the requirements resulting from the NCW idea of joint and combined missions by adapting to national and international standards. 


In this paper, we summarize the results of a large combined study of the German government, industry and research institutes that addresses the architectural aspects for such a distributed integrated test bed and encompasses issues like ensuring fair fight conditions as well as the reproducibility and reliability of simulation results.


1.0
Introduction


The provisions for modeling and simulation (M&S) in the German Bundeswehr are outlined in the Bundeswehr Concept (KdB) and are described in more detail in the Bundeswehr Modeling and Simulation Subconcept (TK M&SBw).

According to TK M&SBw, M&S is responsible in the Bundeswehr for supporting processes in these areas of application:

· analysis and planning,


· procurement,


· missions, and


· training and exercises.


As a part of the armament organization, the Federal Office of Defense Technology and Procurement (BWB) and its subordinate agencies have the task to guarantee that the Bundeswehr demand is met by supplying state-of-the-art technology and modern equipment at economic conditions. Therefore, the main task of the BWB concerning the TK M&SBw consists of equipping the Bundeswehr with simulation systems in all the above mentioned areas of application and of supporting the process of determination and satisfaction of demand according to CPM
 by means of special models and simulation systems.


The four areas of application are closely connected to each other in content, especially in the context of


· supporting the method of Concept Development and Experimentation (CD&E),

· support of networking and linking national and international simulation and information systems,


· the entailing support for the realization of the Network Centric Warfare (NCW - NetOpFü).

The report by the Directorate General of Armaments on realizing the transformation process concretizes the framework conditions established in the TK M&SBw by demanding the creation of a common defense modeling and simulation test bed. Such a test bed can be used as an armament test bed for a fast and effective evaluation of technical and technological solutions in a realistic and operational test environment to support all phases of the development and procurement cycle of material and equipment. Therefore, the main activities in the field of R&D for common modeling and simulation were pooled in the System Demonstrator VIntEL (SD VIntEL) in early 2008.


When approaching the SD VIntEL, BWB tried to link as many activities in the field of modeling and simulation as possible (see figure 1). Therefore, it does not only consist of a project with the central aspects process model and establishment of a stable, technical architecture, but also of a project called Agent Based Sensor Shooter Modeling (German short form: ABSEM) as a data farmable technical model, and the project Knowledge Management which shall assist developers and users to perform experiments. This paper deals mainly with the basic architecture of the SD VIntEL.

Such a test bed has to satisfy the demands concerning the acceptance of interconnected simulations as well as to meet the requirements resulting from the NCW idea of joint and combined missions by adapting it to national and international standards. 


Due to the fact that such a test bed requires a high flexibility and that there is an increasing demand for analysis, the implementation of new technologies is absolutely necessary. Such new technologies may be data farming to analyze probabilities and the so-called outliers in simulation runs, or an agent based simulation to represent simulation participants with a certain degree of artificial intelligence.




Figure 1: SD VIntEL


In this paper, we concentrate on the left pillar in figure 1: establishing an architecture for future projects where national and international simulation systems are linked together. The experience of the past shows quite clearly that the proper coupling of simulation systems beyond the technical level is not an easy task: reproducibility and reliability of the simulation results are still a severe challenge. Part of the problem is due to so-called unfair-fight effects, e.g. the different treatment of communication effects or weapon effects in different simulation systems. One solution can be the use of uniform procedures for these effects by all simulation systems. These procedures could be provided by specific services to all relevant systems.


2.0
Reference Architecture for the Test bed


2.1
General Requirements


The architecture for the test bed shall support any experiments coming from the above mentioned M&S areas of application. The following general requirements have been defined:


· reliability of the simulation results


· reusability of simulation systems, models and documentation


A reference architecture for a SD VIntEL test bed has to be deduced from these general requirements. This reference architecture describes only abstract component classes, service models, their interfaces and their relations, without any reference to a special experiment. Therefore, in the reference architecture, no specific simulation systems or services will be named, because simulation systems and services can vary from experiment to experiment.


For any specific experiment, an implementation architecture has to be deduced from the reference architecture. In this step, specific simulation systems, services and communication busses are selected, that are suited for the given task, and will be connected to each other, following the prescriptions of the reference architecture. Thereby, the abstract component classes of the reference architecture will be replaced by specific instances within the implementation architecture
. Component classes, which are not needed for a specific experiment, will be dropped completely. 

Other general requirements for the reference architecture are:


1. performance


2. scalability


3. Components that are implemented in the programming languages C#, C++ or Java, can be joined to the architecture.


4. Components can be distributed spatially (using LAN and WAN connections).


5. There exists an error management:


a. errors will be categorized


b. errors will be logged


6. Operations can be conducted asynchronously.


7. Components shall have an interface for initialization data.

2.2
Special Requirements


The reference architecture shall foster a higher degree of reliability of simulation results by the use of dedicated special services. These services shall support fair-fight conditions between simulation systems. Therefore, parts of the internal logic of the simulation systems must be transferred to the commonly used services. In a first step, the following services will be implemented and tested:


1. Geo-referenced Environment, Object and Infrastructure Service (GOIS)

This service is responsible for the uniform delivery of environmental data of any kind. 


2. Communication Effects Service (CES)

This service is responsible for the uniform evaluation of communication effects. A client has to ask the CES, whether a radio connection exists between a given transmitter and receiver. Only if a connection exists, the receiver is allowed to interpret a radio signal.


3. Weapons Effects Service (WES)

This service is responsible for the uniform evaluation of effects of ammunition against targets. A target may be a platform or an element of the infrastructure, e.g. a building. Due to restricted availability of vulnerability data, only special combinations of firing weapon, ammunition used and target material can be considered by the high fidelity vulnerability model of the WES. Low fidelity models may be used, if detailed information is missing.


A service may not only be used by simulation systems, but may be called by other services as well (e.g. the GOIS might be called by WES or CES). 


2.3
Proposed Architecture


In figure 2, the current proposal for the reference architecture is shown. The main elements of this architecture are simulation systems, services, interfaces to real systems, and busses. All components can be realized as independent processes, and can be freely distributed over LAN or WAN. 
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Figure 2: Proposed Reference Architecture


2.3.1
Simulation Systems


A simulation system maps a piece of reality onto a model. The details of the model depend heavily on the purpose and on the application area of the simulation system. Different simulation systems will therefore model the same part of reality differently. Consequently, this will usually lead to interoperability problems between the involved simulation systems, at least on the higher levels of interoperability (pragmatic, dynamic and conceptual). But experience shows that in general modifications or additions to the software of the simulation systems are necessary to accomplish the necessary interoperability. 


2.3.2
Services


Here, a service is defined as a component that delivers a well-defined functionality to applications or other services, using a standard interface. The main purpose of services is to provide uniform solutions to all involved systems, e.g. a uniform treatment of weapon effects, and to reduce thereby unfair-fight effects as much as possible.


To get a clear understanding of the role of services in contrast to simulation systems, we categorize services under application aspects as well as under technical aspects:


2.3.2.1
Application-dependent categorization of services


We distinguish services according to the role they are fulfilling in the architecture. Up to now, we have identified the following three categories:


1. Infrastructure services:

These services do not influence the outcome of simulations. Examples are services for initialization purposes, for format conversion, or monitoring.


2. Functional services:

These services represent a specific piece of reality, and therefore do influence the outcome of simulations. Examples are services for the evaluation of weapon effects, or communication effects.


3. Adapter services:

These services link e.g. real systems to the simulation federation.

A clear separation between services and simulation systems is hardly possible, mainly, because some services are kind of simulations. This applies especially to the functional services.

2.3.2.2
Technical categorization of services


Another way to categorize services is according to the way how they are integrated into the test bed. Again, we find three categories:


1. Federate:

These services are connected directly to the simulation bus. This approach is most advantageous if the functionality of the service depends heavily on the object states or on interactions in the federation. It might be that the data exchange model
 of the federation has to be enlarged in order to use these services
. An example is a weapon effect service, which transmits a weapon effect via an interaction to the effected simulation objects.

Simulation systems can use the established interface to the simulation bus in order to use these services. But it might be that they have to be adapted to an extended data exchange model.


2. Web-service:

These services do not use the simulation bus but a dedicated service bus or data bus. This approach might be useful if legacy simulation systems shall use a service, but there is no way to modify their simulation interface (e.g. a training simulation using DIS). Adaptations to these systems can then be limited to the interface to the service bus.


3. Use of service-proxy:

It is possible to implement a service not as a simulation (with a direct connection to the simulation bus), but to use a service-proxy for the connection between simulation bus and service. The advantage of this approach is that the simulations can still use their well-established interface to the simulation bus. An example is the connection of a real system without a simulation interface like HLA or DIS to a simulation bus.


In any case, a Service Canonical Object Model (S-COM) has to be defined for each service. The S-COM is the data exchange model of the service and should be kept independently from the specific implementation of the service.


According to this definition of S-COM, the S-COM must be mapped onto the used exchange model. If the service is realized as a federate, the S-COM will be mapped onto a Service Simulation Object Model (S-SOM), if the service is realized as a web-service, the S-COM will be mapped onto a WSDL-specification. Regardless of the technical category the service belongs to, the same semantics should be modeled in the same way, e.g. the semantic expressions describing geometrical abstractions like points should be modeled in the same way, regardless whether an HLA-SOM or a WSDL-interface is used.


2.2.3
Busses


Several busses are used for connecting the components of the reference architecture:


· a simulation bus for connecting the simulation systems,


· a service bus for connecting service providers and clients,


· a data bus for the transmittal of geo-referenced images or other voluminous data,


· one or more tactical busses for the coupling with C2-systems, e.g. via MIP or Link.


If needed, more busses would be possible (e.g. voice communication for controlling experiments).


As far as possible, international standards are used for all busses.


2.4
Process Model

To make sure that the reference architecture for test beds is applied properly in specific applications, the process model VEVA
 was set up. VEVA borrows heavily from the FEDEP (and its proposed successor, DSEEP) and from similar activities in other working groups, e.g. MSG-052. 


3.0
Verification of the architecture


To prove the applicability of the proposed reference architecture, a series of experiments was conducted. In these experiments, the following components were used (see figure 3 and 4 for examples):


1. simulation systems:


a. constructive simulations ABSEM (EADS) and PABST (IABG)


b. virtual vehicle simulations GeneSys and GenPlatSim (both IABG) 


c. virtual target simulation dome at WTD 81 in Greding


2. services:


a. geo-referenced environment service GOIS (IABG)


b. communication effects service KESS (Thales)


c. weapons effects service WES (IABG)


d. GEPARD-proxy (gateway between anti-air tank GEPARD an HLA)


e. Recce-proxy (gateway between reconnaissance systems and HLA)


f. C2SimProxy (gateway between MIP DEM and HLA)


3. busses:


a. simulation bus: HLA with MÄK RTI v3.x or PITCH pRTI v3.x and VIntEL FOM

b. service bus: HTTP / SOAP


c. data bus: XML over TCP/IP for synthetic environment data and STANAG 4609 for video data


d. tactical bus: MIP DEM


4. real systems:


a. anti-air tank: GEPARD (German anti-air tank)

b. reconnaissance system: AMFIS (evaluation of UAV data)


c. C2-system: FIS-H (C2-system of the German Army)


Three experiments were devoted to the use of services to reduce unfair-fight effects (use of a weapon effects service, a communication effects service, or a geo-referenced data service). In a further experiment, several real systems were linked with simulation systems and services.


The main findings of these experiments are described in the following sections.
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Figure 3: Screenshots of the services GOIS (top left), KESS (top right) and WES (bottom)
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Figure 4: Real system AAT GEPARD (left) and virtual target simulation dome in Greding (right)

3.1
Use of Weapon Effects Service (WES)


The Weapon Effects Service (WES) is used to deliver uniform weapon effects to all involved systems, concerning effects against platforms and infrastructure, e.g. buildings. For this experiment, the constructive simulations ABSEM and PABST and the virtual simulations GeneSys and GenPlatSim were used. The following results were obtained:


1. It could be established that the WES, triggered by an interaction MunitionDetonation, evaluates the damage effects of platforms and communicates the results into the federation via a new interaction WeaponEffect. 


2. The simulation systems could deactivate their internal evaluation of damage effects, and deduce the damage effects of their own entities from the interaction WeaponEffect. 

3. It turned out that the granularity of damage effects in the interaction WeaponEffect is very coarse. In the future, a more detailed description of damage effects will be introduced.


3.2
Use of Communication Effects Service (CES)


The Communication Effects Service (CES) is used to deliver uniform communication effects to all involved systems. For this experiment, the constructive simulations ABSEM and PABST and the virtual simulation GenPlatSim were used. The following results were obtained:


1. It could be established that the CES determines the probability of a radio connection, depending on the exact positions of sender and receiver.


2. Fair-fight conditions could be improved by applying the CES to the communication between both, blue and red platforms, modeled by different simulation systems.


3. Fair-fight has to be improved in the future by applying the CES also to the communication that is modeled internally in a simulation system.


3.3
Use of Geo-referenced Environment, Object and Infrastructure Service (GOIS)


The Geo-referenced Environment, Object and Infrastructure Service (GOIS) is used to deliver uniform information about the environment to all involved systems. The GOIS serves two use cases: initialization and dynamic change. In the use case initialization, an application can query the initial state of all buildings in an area of interest, before starting a simulation run (pull). In the use case dynamic change, the GOIS will inform applications about changes of buildings that occur during the simulation (push).


For this experiment, the virtual simulations GeneSys and GenPlatSim were used. The following results were obtained:


1. GOIS is able to manage buildings and their damage state, and can provide the relevant information to a client either after a pull or by a push.


2. The damage of buildings after a MunitionDetonation was determined in close collaboration with the WES: environmental data were sent from the GOIS to WES, modified by the WES, and sent back to GOIS. In this way, damages of buildings can be cumulated.


3.4
Coupling of simulation systems with real systems


In this experiment, several real systems were put into a synthetic environment:


1. a real anti-air tank GEPARD, joined into the HLA-federation via a special proxy service, 


2. the reconnaissance system AMFIS for the evaluation of UAV data, joined to HLA via a Recce-proxy.


3. the C2-system FIS-H, joined into the HLA-federation via a C2SimProxy.


The synthetic environment was simulated by the constructive simulation ABSEM, the virtual platform simulation GeneSys and the target simulation dome. The connection between the real systems and the synthetic environment is established by several gateways: the GEPARD-proxy, the Recce-proxy, and the C2SimProxy (see figure 5).
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Figure 5: Implementation of the architecture (here: coupling of simulation systems with real systems)


The systems were distributed over five locations in Germany and connected via a WAN.


An important observation during this experiment was that long latency times in the WAN corrupted the experimental results, e.g. position and detonation information were delayed in such a way that fair-fight conditions could not be guaranteed anymore by the WES. Possible solutions have to be examined in the future: stringent evaluation of time tags, or strict use of time management.


The process model VEVA was tested the first time in this experiment. The results showed that VEVA is very useful for organizing the experimental activities. Two conclusions from this first experience with VEVA are that more steps are needed at some points of the workflow, and that more details should be defined, concerning the documentation and other artifacts, which have to be produced during the single steps.

3.5
Summary of the experiments


In summary, the following results were obtained:


1. All experiments were based on the proposed reference architecture.


2. The models of WES, GOIS and CES can be used as starting points for the development of corre​sponding S-COMs. In addition, an S-SOM can be defined for WES, and a WSDL for CES.


3. For each experiment, an implementation architecture, and a Federa​tion Agree​ments Docu​ment were established. For all experiments, the VIntEL FOM was used (cp. footnote 5). The services KESS und WES and the simulation systems GeneSys, GenPlatSim and PABST were adapted to these specifications.


4. All functional services and time management were used successfully.


4.0
conclusions


A reference architecture for the distributed integrated test bed SD VIntEL was established. Special emphasis is set on the use of services which provide uniform functionality to other components and shall be used by all simulation systems instead of their own internal logic to reduce the effects of unfair-fight. Different bus systems were introduced to logically and physically separate the predominant communication standards for C2 systems, distributed simulations, services, real systems, and other applications. Proxies were used to establish information exchange between different busses. This reference architecture was able to support all verification experiments.


Several experiments were conducted. For each experiment a specific implementation architecture was derived from the reference architecture. Several constructive and virtual simulation systems were adapted to the use of services, thus reducing unfair fight, e.g. in the cases of weapon effects and communication effects. The services could be reused across the various experiments.

As expected, it turned out that the use of services for the reduction of unfair-fight effects is not for free – the adaptation of simulation systems has to be taken into account. But it was established that is it very useful for the implementation of specific experiments to re-use not only simulation systems and services, but the architecture as well. 

5.0
FuTURE Activities


The final presentation of the VIntEL program is scheduled for 2013. Right now, the reference architecture is evaluated further by preparing and conducting more extensive experiments. The process model VEVA will be elaborated. One of the most important aspects of future activities will be a more detailed exploration of fair-fight problems.


Considering the conditions and provisions described, the future Bundeswehr M&S landscape might present itself as follows: 


The simulation of tasks taken from the four areas of application is realized in test beds, in which the necessary basics, e.g. object and environmental data but also missions and framework conditions are deposited in data containers subject to revision control. They are complemented by an initialization service which deposits the start-up parameters of the simulators involved. These measures are essential for reproducibility and reusability.


All simulators involved in the test bed are limited to their core tasks, also in non-network operation, i.e. they simulate only what is not represented through common services. Thus, a large number of fair-fight problems can be resolved and costs can be saved. Furthermore, these test beds should be subjected to a VV&A process (Verification, Validation, and Accreditation) and be accompanied by a model management system. 


All test beds are based on the Bundeswehr Simulation and Testing Environment (SuTBw), which provides the technical foundations. In addition to the requirements for a test bed interoperability, SuTBw also defines the procurement standards for future simulations of the Bundeswehr, which are subjected to a pre-analysis that is supported by an agent-based simulation capable of data farming. 
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ABSTRACT 


M&S is used in the German Armed Forces for supporting processes in the following application areas: 


• analysis and planning, 


• procurement, 


• missions, and 


• training and exercises. 


These four areas of application are closely connected to each other, especially in the context of 


• supporting the method of Concept Development and Experimentation (CD&E), 


• support of networking and linking national and international simulations and information systems, 


• the entailing support for the realization of Network Centric Warfare (NCW). 


Therefore, the further development of M&S towards interconnected systems by applying a Distributed 
and Integrated Test Bed1 is indispensable to achieve the required capabilities and objectives. 


Such a test bed can be used as an armament test bed for a fast and effective evaluation of technical and 
technological solutions in a realistic and operational test environment to support all phases of the 
development and procurement cycle of material and equipment as well as the other application areas of 
M&S.  


                                                      
1 in German: Verteilte Integrierte Erprobungslandschaft, abbreviation: VIntEL 
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And such a test bed has to satisfy the demands concerning the acceptance of interconnected simulations as 
well as to meet the requirements resulting from the NCW idea of joint and combined missions by adapting 
to national and international standards.  


In this paper, we summarize the results of a large combined study of the German government, industry and 
research institutes that addresses the architectural aspects for such a distributed integrated test bed and 
encompasses issues like ensuring fair fight conditions as well as the reproducibility and reliability of 
simulation results. 


 


 


1.0 INTRODUCTION 


The provisions for modeling and simulation (M&S) in the German Bundeswehr are outlined in the 
Bundeswehr Concept (KdB) and are described in more detail in the Bundeswehr Modeling and Simulation 
Subconcept (TK M&SBw). 


According to TK M&SBw, M&S is responsible in the Bundeswehr for supporting processes in these areas 
of application: 


• analysis and planning, 


• procurement, 


• missions, and 


• training and exercises. 


As a part of the armament organization, the Federal Office of Defense Technology and Procurement 
(BWB) and its subordinate agencies have the task to guarantee that the Bundeswehr demand is met by 
supplying state-of-the-art technology and modern equipment at economic conditions. Therefore, the main 
task of the BWB concerning the TK M&SBw consists of equipping the Bundeswehr with simulation 
systems in all the above mentioned areas of application and of supporting the process of determination and 
satisfaction of demand according to CPM2 by means of special models and simulation systems. 


The four areas of application are closely connected to each other in content, especially in the context of 


• supporting the method of Concept Development and Experimentation (CD&E), 


• support of networking and linking national and international simulation and information systems, 


• the entailing support for the realization of the Network Centric Warfare (NCW - NetOpFü). 


The report by the Directorate General of Armaments on realizing the transformation process concretizes 
the framework conditions established in the TK M&SBw by demanding the creation of a common defense 
modeling and simulation test bed. Such a test bed can be used as an armament test bed for a fast and 
effective evaluation of technical and technological solutions in a realistic and operational test environment 
to support all phases of the development and procurement cycle of material and equipment. Therefore, the 
main activities in the field of R&D for common modeling and simulation were pooled in the System 
Demonstrator VIntEL (SD VIntEL) in early 2008. 


When approaching the SD VIntEL, BWB tried to link as many activities in the field of modeling and 
simulation as possible (see figure 1). Therefore, it does not only consist of a project with the central 
aspects process model and establishment of a stable, technical architecture, but also of a project called 
                                                      


2 CPM: Costumer Product Management (the procurement process of the BWB) 
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Agent Based Sensor Shooter Modeling (German short form: ABSEM) as a data farmable technical model, 
and the project Knowledge Management which shall assist developers and users to perform experiments. 
This paper deals mainly with the basic architecture of the SD VIntEL. 


Such a test bed has to satisfy the demands concerning the acceptance of interconnected simulations as well 
as to meet the requirements resulting from the NCW idea of joint and combined missions by adapting it to 
national and international standards.  


Due to the fact that such a test bed requires a high flexibility and that there is an increasing demand for 
analysis, the implementation of new technologies is absolutely necessary. Such new technologies may be 
data farming to analyze probabilities and the so-called outliers in simulation runs, or an agent based 
simulation to represent simulation participants with a certain degree of artificial intelligence. 


 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


Figure 1: SD VIntEL 


In this paper, we concentrate on the left pillar in figure 1: establishing an architecture for future projects 
where national and international simulation systems are linked together. The experience of the past shows 
quite clearly that the proper coupling of simulation systems beyond the technical level is not an easy task: 
reproducibility and reliability of the simulation results are still a severe challenge. Part of the problem is 
due to so-called unfair-fight effects, e.g. the different treatment of communication effects or weapon 
effects in different simulation systems. One solution can be the use of uniform procedures for these effects 
by all simulation systems. These procedures could be provided by specific services to all relevant systems. 


 


agent based simulation


data farming


data bases


version control


ABSEM 
(Agent Based Sensor Shooter Modeling)


knowledge management


System Demonstrator
Distributed and Integrated Test Bed


architecture


basic models


common services


Architecture for a Distributed Integrated Test Bed 


RTO-MP-MSG-069 19 - 3 


 


 







 


 


2.0 REFERENCE ARCHITECTURE FOR THE TEST BED 


2.1 General Requirements 
The architecture for the test bed shall support any experiments coming from the above mentioned M&S 
areas of application. The following general requirements have been defined: 


• reliability of the simulation results 


• reusability of simulation systems, models and documentation 


A reference architecture for a SD VIntEL test bed has to be deduced from these general requirements. This 
reference architecture describes only abstract component classes, service models, their interfaces and their 
relations, without any reference to a special experiment. Therefore, in the reference architecture, no 
specific simulation systems or services will be named, because simulation systems and services can vary 
from experiment to experiment. 


For any specific experiment, an implementation architecture has to be deduced from the reference 
architecture. In this step, specific simulation systems, services and communication busses are selected, that 
are suited for the given task, and will be connected to each other, following the prescriptions of the 
reference architecture. Thereby, the abstract component classes of the reference architecture will be 
replaced by specific instances within the implementation architecture3. Component classes, which are not 
needed for a specific experiment, will be dropped completely.  


Other general requirements for the reference architecture are: 


1. performance 


2. scalability 


3. Components that are implemented in the programming languages C#, C++ or Java, can be joined 
to the architecture. 


4. Components can be distributed spatially (using LAN and WAN connections). 


5. There exists an error management: 


a. errors will be categorized 


b. errors will be logged 


6. Operations can be conducted asynchronously. 


7. Components shall have an interface for initialization data. 


 


2.2 Special Requirements 
The reference architecture shall foster a higher degree of reliability of simulation results by the use of 
dedicated special services. These services shall support fair-fight conditions between simulation systems. 
Therefore, parts of the internal logic of the simulation systems must be transferred to the commonly used 
services. In a first step, the following services will be implemented and tested: 


1. Geo-referenced Environment, Object and Infrastructure Service (GOIS)  
This service is responsible for the uniform delivery of environmental data of any kind.  


                                                      
3 For the current VIntEL experimentation, some services are already realized, e.g. a weapon effects service. These services will 


be reused and further developed in future test bed applications. 
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2. Communication Effects Service (CES)  
This service is responsible for the uniform evaluation of communication effects. A client has to 
ask the CES, whether a radio connection exists between a given transmitter and receiver. Only if a 
connection exists, the receiver is allowed to interpret a radio signal. 


3. Weapons Effects Service (WES)  
This service is responsible for the uniform evaluation of effects of ammunition against targets. A 
target may be a platform or an element of the infrastructure, e.g. a building. Due to restricted 
availability of vulnerability data, only special combinations of firing weapon, ammunition used 
and target material can be considered by the high fidelity vulnerability model of the WES. Low 
fidelity models may be used, if detailed information is missing. 


A service may not only be used by simulation systems, but may be called by other services as well (e.g. 
the GOIS might be called by WES or CES).  


 


2.3 Proposed Architecture 
In figure 2, the current proposal for the reference architecture is shown. The main elements of this 
architecture are simulation systems, services, interfaces to real systems, and busses. All components can 
be realized as independent processes, and can be freely distributed over LAN or WAN.  


 
Figure 2: Proposed Reference Architecture 
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2.3.1 Simulation Systems 


A simulation system maps a piece of reality onto a model. The details of the model depend heavily on the 
purpose and on the application area of the simulation system. Different simulation systems will therefore 
model the same part of reality differently. Consequently, this will usually lead to interoperability problems 
between the involved simulation systems, at least on the higher levels of interoperability (pragmatic, 
dynamic and conceptual). But experience shows that in general modifications or additions to the software 
of the simulation systems are necessary to accomplish the necessary interoperability.  


2.3.2 Services 


Here, a service is defined as a component that delivers a well-defined functionality to applications or other 
services, using a standard interface. The main purpose of services is to provide uniform solutions to all 
involved systems, e.g. a uniform treatment of weapon effects, and to reduce thereby unfair-fight effects as 
much as possible. 


To get a clear understanding of the role of services in contrast to simulation systems, we categorize 
services under application aspects as well as under technical aspects: 


2.3.2.1 Application-dependent categorization of services 


We distinguish services according to the role they are fulfilling in the architecture. Up to now, we have 
identified the following three categories: 


1. Infrastructure services:  
These services do not influence the outcome of simulations. Examples are services for 
initialization purposes, for format conversion, or monitoring. 


2. Functional services:  
These services represent a specific piece of reality, and therefore do influence the outcome of 
simulations. Examples are services for the evaluation of weapon effects, or communication 
effects. 


3. Adapter services:  
These services link e.g. real systems to the simulation federation. 


A clear separation between services and simulation systems is hardly possible, mainly, because some 
services are kind of simulations. This applies especially to the functional services. 


2.3.2.2 Technical categorization of services 


Another way to categorize services is according to the way how they are integrated into the test bed. 
Again, we find three categories: 


1. Federate:  
These services are connected directly to the simulation bus. This approach is most advantageous if 
the functionality of the service depends heavily on the object states or on interactions in the 
federation. It might be that the data exchange model4 of the federation has to be enlarged in order 
to use these services5. An example is a weapon effect service, which transmits a weapon effect via 
an interaction to the effected simulation objects.  


                                                      
4 A FOM in the case of HLA. 
5 In the current VIntEL experimentation, we use a VIntEL FOM, which is an extension of the RPR FOM 2.0 D17. 
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Simulation systems can use the established interface to the simulation bus in order to use these 
services. But it might be that they have to be adapted to an extended data exchange model. 


2. Web-service:  
These services do not use the simulation bus but a dedicated service bus or data bus. This 
approach might be useful if legacy simulation systems shall use a service, but there is no way to 
modify their simulation interface (e.g. a training simulation using DIS). Adaptations to these 
systems can then be limited to the interface to the service bus. 


3. Use of service-proxy:  
It is possible to implement a service not as a simulation (with a direct connection to the simulation 
bus), but to use a service-proxy for the connection between simulation bus and service. The 
advantage of this approach is that the simulations can still use their well-established interface to 
the simulation bus. An example is the connection of a real system without a simulation interface 
like HLA or DIS to a simulation bus. 


In any case, a Service Canonical Object Model (S-COM) has to be defined for each service. The S-COM is 
the data exchange model of the service and should be kept independently from the specific implementation 
of the service. 


According to this definition of S-COM, the S-COM must be mapped onto the used exchange model. If the 
service is realized as a federate, the S-COM will be mapped onto a Service Simulation Object Model (S-
SOM), if the service is realized as a web-service, the S-COM will be mapped onto a WSDL-specification. 
Regardless of the technical category the service belongs to, the same semantics should be modeled in the 
same way, e.g. the semantic expressions describing geometrical abstractions like points should be modeled 
in the same way, regardless whether an HLA-SOM or a WSDL-interface is used. 


2.2.3 Busses 


Several busses are used for connecting the components of the reference architecture: 


• a simulation bus for connecting the simulation systems, 


• a service bus for connecting service providers and clients, 


• a data bus for the transmittal of geo-referenced images or other voluminous data, 


• one or more tactical busses for the coupling with C2-systems, e.g. via MIP or Link. 


If needed, more busses would be possible (e.g. voice communication for controlling experiments). 


As far as possible, international standards are used for all busses. 


 


2.4 Process Model 
To make sure that the reference architecture for test beds is applied properly in specific applications, the 
process model VEVA6 was set up. VEVA borrows heavily from the FEDEP (and its proposed successor, 
DSEEP) and from similar activities in other working groups, e.g. MSG-052.  


 


                                                      
6 VEVA = Vorgehensmodell für den Einsatz der VIntEL-Architektur = Process Model for the Application of the VIntEL 
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3.0 VERIFICATION OF THE ARCHITECTURE 


To prove the applicability of the proposed reference architecture, a series of experiments was conducted. 
In these experiments, the following components were used (see figure 3 and 4 for examples): 


1. simulation systems: 


a. constructive simulations ABSEM (EADS) and PABST (IABG) 


b. virtual vehicle simulations GeneSys and GenPlatSim (both IABG)  


c. virtual target simulation dome at WTD 81 in Greding 


2. services: 


a. geo-referenced environment service GOIS (IABG) 


b. communication effects service KESS (Thales) 


c. weapons effects service WES (IABG) 


d. GEPARD-proxy (gateway between anti-air tank GEPARD an HLA) 


e. Recce-proxy (gateway between reconnaissance systems and HLA) 


f. C2SimProxy (gateway between MIP DEM and HLA) 


3. busses: 


a. simulation bus: HLA with MÄK RTI v3.x or PITCH pRTI v3.x and VIntEL FOM 


b. service bus: HTTP / SOAP 


c. data bus: XML over TCP/IP for synthetic environment data and STANAG 4609 for video 
data 


d. tactical bus: MIP DEM 


4. real systems: 


a. anti-air tank: GEPARD (German anti-air tank) 


b. reconnaissance system: AMFIS (evaluation of UAV data) 


c. C2-system: FIS-H (C2-system of the German Army) 


 


Three experiments were devoted to the use of services to reduce unfair-fight effects (use of a weapon 
effects service, a communication effects service, or a geo-referenced data service). In a further experiment, 
several real systems were linked with simulation systems and services. 


The main findings of these experiments are described in the following sections. 
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Figure 3: Screenshots of the services GOIS (top left), KESS (top right) and WES (bottom) 


         


Figure 4: Real system AAT GEPARD (left) and virtual target simulation dome in Greding (right) 
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3.1 Use of Weapon Effects Service (WES) 
The Weapon Effects Service (WES) is used to deliver uniform weapon effects to all involved systems, 
concerning effects against platforms and infrastructure, e.g. buildings. For this experiment, the 
constructive simulations ABSEM and PABST and the virtual simulations GeneSys and GenPlatSim were 
used. The following results were obtained: 


1. It could be established that the WES, triggered by an interaction MunitionDetonation, evaluates 
the damage effects of platforms and communicates the results into the federation via a new 
interaction WeaponEffect.  


2. The simulation systems could deactivate their internal evaluation of damage effects, and deduce 
the damage effects of their own entities from the interaction WeaponEffect.  


3. It turned out that the granularity of damage effects in the interaction WeaponEffect is very coarse. 
In the future, a more detailed description of damage effects will be introduced. 


3.2 Use of Communication Effects Service (CES) 
The Communication Effects Service (CES) is used to deliver uniform communication effects to all 
involved systems. For this experiment, the constructive simulations ABSEM and PABST and the virtual 
simulation GenPlatSim were used. The following results were obtained: 


1. It could be established that the CES determines the probability of a radio connection, depending 
on the exact positions of sender and receiver. 


2. Fair-fight conditions could be improved by applying the CES to the communication between both, 
blue and red platforms, modeled by different simulation systems. 


3. Fair-fight has to be improved in the future by applying the CES also to the communication that is 
modeled internally in a simulation system. 


3.3 Use of Geo-referenced Environment, Object and Infrastructure Service (GOIS) 
The Geo-referenced Environment, Object and Infrastructure Service (GOIS) is used to deliver uniform 
information about the environment to all involved systems. The GOIS serves two use cases: initialization 
and dynamic change. In the use case initialization, an application can query the initial state of all buildings 
in an area of interest, before starting a simulation run (pull). In the use case dynamic change, the GOIS 
will inform applications about changes of buildings that occur during the simulation (push). 


For this experiment, the virtual simulations GeneSys and GenPlatSim were used. The following results 
were obtained: 


1. GOIS is able to manage buildings and their damage state, and can provide the relevant 
information to a client either after a pull or by a push. 


2. The damage of buildings after a MunitionDetonation was determined in close collaboration with 
the WES: environmental data were sent from the GOIS to WES, modified by the WES, and sent 
back to GOIS. In this way, damages of buildings can be cumulated. 
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3.4 Coupling of simulation systems with real systems 
In this experiment, several real systems were put into a synthetic environment: 


1. a real anti-air tank GEPARD, joined into the HLA-federation via a special proxy service,  


2. the reconnaissance system AMFIS for the evaluation of UAV data, joined to HLA via a Recce-
proxy. 


3. the C2-system FIS-H, joined into the HLA-federation via a C2SimProxy. 


The synthetic environment was simulated by the constructive simulation ABSEM, the virtual platform 
simulation GeneSys and the target simulation dome. The connection between the real systems and the 
synthetic environment is established by several gateways: the GEPARD-proxy, the Recce-proxy, and the 
C2SimProxy (see figure 5). 


 
Figure 5: Implementation of the architecture (here: coupling of simulation systems with real 


systems) 


The systems were distributed over five locations in Germany and connected via a WAN. 


An important observation during this experiment was that long latency times in the WAN corrupted the 
experimental results, e.g. position and detonation information were delayed in such a way that fair-fight 
conditions could not be guaranteed anymore by the WES. Possible solutions have to be examined in the 
future: stringent evaluation of time tags, or strict use of time management. 
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The process model VEVA was tested the first time in this experiment. The results showed that VEVA is 
very useful for organizing the experimental activities. Two conclusions from this first experience with 
VEVA are that more steps are needed at some points of the workflow, and that more details should be 
defined, concerning the documentation and other artifacts, which have to be produced during the single 
steps. 


3.5 Summary of the experiments 
In summary, the following results were obtained: 


1. All experiments were based on the proposed reference architecture. 


2. The models of WES, GOIS and CES can be used as starting points for the development of corre-
sponding S-COMs. In addition, an S-SOM can be defined for WES, and a WSDL for CES. 


3. For each experiment, an implementation architecture, and a Federation Agreements Document 
were established. For all experiments, the VIntEL FOM was used (cp. footnote 5). The services 
KESS und WES and the simulation systems GeneSys, GenPlatSim and PABST were adapted to 
these specifications. 


4. All functional services and time management were used successfully. 


 


4.0 CONCLUSIONS 


A reference architecture for the distributed integrated test bed SD VIntEL was established. Special 
emphasis is set on the use of services which provide uniform functionality to other components and shall 
be used by all simulation systems instead of their own internal logic to reduce the effects of unfair-fight. 
Different bus systems were introduced to logically and physically separate the predominant 
communication standards for C2 systems, distributed simulations, services, real systems, and other 
applications. Proxies were used to establish information exchange between different busses. This reference 
architecture was able to support all verification experiments. 


Several experiments were conducted. For each experiment a specific implementation architecture was 
derived from the reference architecture. Several constructive and virtual simulation systems were adapted 
to the use of services, thus reducing unfair fight, e.g. in the cases of weapon effects and communication 
effects. The services could be reused across the various experiments. 


As expected, it turned out that the use of services for the reduction of unfair-fight effects is not for free – 
the adaptation of simulation systems has to be taken into account. But it was established that is it very 
useful for the implementation of specific experiments to re-use not only simulation systems and services, 
but the architecture as well.  
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5.0 FUTURE ACTIVITIES 


The final presentation of the VIntEL program is scheduled for 2013. Right now, the reference architecture 
is evaluated further by preparing and conducting more extensive experiments. The process model VEVA 
will be elaborated. One of the most important aspects of future activities will be a more detailed 
exploration of fair-fight problems. 


Considering the conditions and provisions described, the future Bundeswehr M&S landscape might 
present itself as follows:  


The simulation of tasks taken from the four areas of application is realized in test beds, in which the 
necessary basics, e.g. object and environmental data but also missions and framework conditions are 
deposited in data containers subject to revision control. They are complemented by an initialization service 
which deposits the start-up parameters of the simulators involved. These measures are essential for 
reproducibility and reusability. 


All simulators involved in the test bed are limited to their core tasks, also in non-network operation, i.e. 
they simulate only what is not represented through common services. Thus, a large number of fair-fight 
problems can be resolved and costs can be saved. Furthermore, these test beds should be subjected to a 
VV&A process (Verification, Validation, and Accreditation) and be accompanied by a model management 
system.  


All test beds are based on the Bundeswehr Simulation and Testing Environment (SuTBw), which provides 
the technical foundations. In addition to the requirements for a test bed interoperability, SuTBw also 
defines the procurement standards for future simulations of the Bundeswehr, which are subjected to a pre-
analysis that is supported by an agent-based simulation capable of data farming.  


� 
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Abstract 


The NATO Naval Armaments Group Sub-group 61 on Virtual Ships is developing standards for modelling and simulation applied to ship and maritime systems acquisition. Its objective is to enable multi-national simulation re-use and interoperability, employing modular simulation components and standardised interfaces. Technical activity encompasses product data modelling, runtime simulation, and practical demonstration of virtual ship applications.


A standard agreement (STANAG) has been drafted which will codify SG61 results.  A companion ‘User Guide’ will be published as an Allied Naval Engineering Publication (ANEP). The Virtual Ships STANAG (STANAG 4684) is based on the High Level Architecture (HLA) for simulation; it is oriented toward HLA federations performing physics-based calculations where fidelity is generally of higher priority than runtime performance. The STANAG provides specific Federation Object Model (FOM) extensions to the standard Real-time Platform Reference FOM (RPR FOM). They include constructs for highly coupled ship systems, hydrodynamic forces, and propulsion. These extensions together form the Virtual Ship Reference FOM. It is envisaged that the Virtual Ship Reference FOM will ultimately be used to improve the next generation RPR FOM open international standard, thus achieving maximum dissemination and use.


Member nations’ experience with development of HLA federations is providing valuable input to the Virtual Ships STANAG.  Example federations have been applied to: landing of aircraft on moving ships, launch and recovery of smaller ocean vessels from a mother ship, and replenishment at sea with coupled ship motions. A multi-nation Memorandum of Understanding has been established to facilitate practical application of the STANAG.  Draft Project Arrangements will further international cooperation in systems design and testing for replenishment at sea operations, and for quiescent period prediction in seakeeping.


This paper provides a progress report on the work of Sub-group 61 and highlights selected practical applications.

1.0
INTRODUCTION


The requirements driving the designs of modern ships are becoming increasingly complex and demanding as new technologies are introduced and as ships take on increasingly diverse tasks.  To reduce risks, simulation methods have been successful in discovering design, interface and safety flaws for such systems.  Unfortunately, the production of simulations is often omitted because traditional simulation methods often incur long lead times and high costs.  The NATO Study Group SG/61 on Virtual Ships has been given the task of creating an international standard (Standard Agreement, or STANAG) that will allow the rapid construction of simulations at significantly lower cost to support the ship and equipment design process.  The STANAG is initially aimed at a class of simulations which feature closely coupled hydrodynamic, aerodynamic and mechanical interactions that typically arise when testing the interfaces between different equipment.  Examples of such systems are given below.

1.1
The NATO Submarine Rescue System

The NATO Submarine Rescue System (NSRS) is a jointly funded project by France, Norway and the United Kingdom and managed by the UK Defence Equipment & Support organisation. In the event of a serious submarine incident, a submersible (the Submarine Rescue Vessel, or SRV) would be launched to rescue and transport submariners from a distressed submarine to a surface vessel. The SRV is launched and recovered from the surface vessel using a complex A-frame system known as the Portable Launch And Recovery System (PLARS).   Figure 1 shows the live system in action. The surface vessel is not a dedicated NSRS ship, but a 'ship of opportunity', chosen from ships that happen to be near to the distressed submarine at the time. The ability to safely recover the SRV in high sea states is strongly influenced by the surface vessel sea keeping performance,  helm control and its generated stern-wake. Recovery of the SRV requires attaching a lift cable to the lift point on the SRV while it is being towed by the surface vessel.  A key user requirement is to be able to recover the SRV in high sea states, when it is not safe to use swimmers to attach the lift cable. To meet this requirement, a 'catcher' mechanism has been designed which can be attached to the lift cable and lowered down a guide wire to automatically latch onto the SRV lift point. 
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Figure 1: Deploying the SRV on NSRS trials in Norway (left) and using the catcher to recover the SRV off the Scottish coast (right) 

Illustrated at Figure 2 are some of the physical couplings between the NSRS systems. The interactions shown are limited to the physical interactions between the major systems - the mechanical handling system (PLARS), the submersible (SRV), the ship and the seaway.  Clearly, there are more complex interactions present inside the mechanical handling system. For a full picture, the interactions of the control systems (e.g. ship helm) would need to be added.
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Figure 2: Physical interactions for the SRV recovery system

1.2
Replenishment At Sea 

Replenishment At Sea (RAS) is an important naval operation where two ships come alongside to transfer supplies between them.  Two different mechanical systems are used to transfer solids and liquids supplies. The physical interactions for the transfer of solids are illustrated at Figure 3. Mechanical coupling between the ships occurs through the RAS transfer system, while hydrodynamic coupling occurs through the common seaway between the ships.
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Figure 3: Physical interactions for solids RAS

1.3
Aircraft Recovery


The recovery of aircraft to ships is another important naval operation that features aerodynamic and hydrodynamic coupling. In Figure 4 the air flow is disturbed as it flows over the moving ship's superstructure,  creating a turbulent airwake for the incoming aircraft. 
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Figure 4: Physical interactions for aircraft recovery

1.4
A Variety of Interfaces

The forgoing scenarios illustrate that the ship system designer needs to cater for a wide variety of interfaces.  In the case of NSRS, external interfaces include the surface vessels the PLARS is fitted to, and the large variety of submarines the SRV needs to mate with. NSRS internal interfaces include mechanical interfaces between the SRV and the catcher and the SRV and the surface vessel decompression chambers, all of which have been designed and built by different manufacturers. 


In the case of RAS, ships from different navies need to come together in close proximity and maintain safe relative positions. The different hull forms will produce  widely varying hydrodynamic interaction forces that are unique to that pair of ships. Furthermore, ships will need to interface with different designs of RAS rigs, which will have different performance characteristics and which will be influenced by the seakeeping performances of both ships.

It is clearly no longer sufficient to design a ship or equipment in isolation.  A ship or equipment design needs to support interfaces with other equipment and platforms, which can be from other navies and different manufacturers. 


2.0
THE CASE FOR SIMULATION

The design of these interfaces needs to be assessed as early as possible to discover design and safety flaws. At the design stage the ship or equipment does not exist in physical form, so the best means of testing the interfaces is often through simulation. In the case of testing the interoperability between existing ships and their equipment that are to meet for the first time, it is clearly preferable to try this out in the simulated world in order to anticipate possible safety and operational issues.


2.1
Simulation Road Blocks

The testing of such interfaces requires the simulation of systems that are closely coupled mechanically, hydrodynamically and aerodynamically. Traditionally, such simulations were constructed from the ground up, which resulted in a large, monolithic simulation built using custom interfaces.  Such simulations were unable to be re-used for other applications because they were too application specific and too highly customised. Considerable time and money was invested in the creation of such simulations.  When faced with trying to solve another similar problem, it was often easier to start the simulation development all over again rather than attempt to adapt the original simulation. This was a major obstacle to the use of simulation in the early design phases. The costs to create the simulations were too high and the time to realise them was simply too long.


2.2
The Solution – A Repository

Clearly another method of creating simulations is needed that is quicker and less costly.  It was noticed that the large simulations built in the past often contained within them re-usable components. If these components could somehow be given standard interfaces, this would allow the rapid construction of new simulations from the re-usable components. From this, the idea of a repository of re-usable simulation components was born. Such a repository could ultimately be populated by contributions from many different nations and companies.

3.0
REALISING A REPOSITORY

The creation of a repository, however, does introduce additional challenges:

· How can we ensure that the contributions to the repository will inter-operate?


· How can we protect the Intellectual Property Rights (IPR) of the repository contributors?


· How can we protect sensitive simulation components?


· How do we ensure the contributions are fit for purpose and have been sufficiently validated?


The NATO Study Group SG/61 on Virtual Ships has been tasked to meet these challenges by developing a standard known as the Virtual Ship Standard Agreement (STANAG) [1], supported by an on-line repository.  We discuss each challenge in turn.


3.1
Simulation Interoperability

To enable simulations to interoperate and exchange data requires simulations to share a common understanding of the data content, format and data exchange protocol. This common understanding needs to be expressed in the form of a simulation standard. 


Fortunately, such standards already exist and in this case SG/61 has adopted the IEEE 1516 High Level Architecture (HLA) [2]. This is a well proven standard used for assembling a large simulation (federation) from a number of smaller simulations (federates). While this looks as if this has solved our simulation interoperability problems, unfortunately it hasn't quite.  The problem is that the HLA gives the user complete freedom to design their own federation data exchange content and format. This data content and format is known as the Federation Object Model (FOM).  So while the HLA allows wide classes of simulations to be connected, they will still need to agree upon a common FOM.   

Now it is impractical to design a FOM that can be used by every possible kind of simulation - the simulation world is just too diverse.  What can be done, however, is to design a FOM for a particular class of simulations - in our case, ship and equipment simulations for the purpose of ship and equipment design and naval operations.  This FOM forms a key part of the Virtual Ship STANAG, and is known as the Virtual Ship Reference FOM (VSR FOM).  The Virtual Ship STANAG is therefore defined by the combination of the HLA IEEE 1516 standard and the VSR FOM.

3.1.1
The Virtual Ship Reference Federation Object Model

The Virtual Ship Reference FOM is an extension of the Real-time Platform Reference FOM (RPR FOM) [3] which is frequently used for HLA federations.  It is an orthogonal extension, in that if one were to delete the classes introduced by the VSR FOM, one would be left with an unaltered RPR FOM.  The VSR FOM specifically addresses the needs of naval simulations featuring coupled, multi-physics interactions. 


Table 1 shows the Object classes of the VSR FOM in the shaded cells. Some of the RPR FOM classes are shown in the un-shaded cells. The VSR FOM is currently under review, so its final form may differ from that presented here. To give an idea of how the VSR FOM has been structured, some of the classes have some of their attributes listed as bullets in the table.  The VSR FOM classes fall into two groups.  The first group, VS_Body, represents physical objects within the simulation, such as rudders and cables. The second group, VS_Env, represents environmental effects, such as aerodynamic and hydrodynamic effects.
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Table 1:  The Virtual Ship Reference FOM object classes.


Object classes are used when the entity being represented has some persistence in the simulation world. Physical objects and requests for aerodynamics and hydrodynamics data are usually persistent. These requests apply on a per object basis and usually do not have to be sent more than once.  Another kind of class exists in HLA known as interaction classes.  These are used for transmitting data that is viewed as transient in nature (lacking persistence). Interaction classes are often used to represent communications messages, for example. It is sometimes not clear whether one should use object classes or interaction classes.  In fact either can be used in practice. However, object classes have the distinction that an HLA object must be created in order to transmit the object's attributes.  Table 2 shows the interaction classes introduced by the VSR FOM.
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Table 2: The Virtual Ship FOM interaction classes


For representing the environmental effects, we distinguish between the large scale, slowly changing environmental data (such as the wave spectrum, wind and current) and the more rapidly changing data as a result of an object disturbing the environment (such as a ship wake).  The slowly changing data is handled by the VS_EnvironmentRequest interaction class and the VS_EnvironmentResponse object class.  The the rapidly changing data is handled by the VS_FluidDynamicsRequest object class and the VS_FluidDynamicsResponse interaction class. These classes of data have to be attached to a VS_Body or Platform object, as environmental effects are spatially dependent. Object classes have been used for the VS_EnvironmentResponse because the response data is rarely changing data that many federates need access to, and so could be obtaining simply by discovering the environment response object, or by raising an interaction to request creation of the response object. Object classes have been used for the VS_FluidDynamicsRequest because requests are typically issued only once, while the responses will be frequently updated. 

The ForceAndMoment attribute of the VS_Body class is used to communicate forces and moments.  This attribute is updated for each of the objects in other federates the body is applying forces to.

The VS_Body class divides into VS_RigidBody and VS_SoftBody classes.  The VS_RigidBody class represents rigid objects whose position and orientation can be defined using a single spatial attribute. Rigid bodies have a constant shape and so their bounding box (given by the Dimensions attribute) is well defined.  The Spatial attribute defines the world location and orientation (and their rates of change) of the rigid body. A mechanically attached rigid body is described by the VSRelativeSpatial attribute.  This is a compound data structure which identifies the parent object and the relative location and orientation (and rates of change) of the object with respect to the parent, expressed in the coordinate frame of the parent.


The VS_SoftBody class represents objects such as cables, nets and other deformable objects that require a different representation of their shape and location.  This is done using a vertex array (Vertices) for cables and an additional indexed array (Indices) for volumetric shapes.  


Finally, in the interaction classes, the VS_Controller class allows controller federates to send demand values for various types of actuators.

It is important to realise that the FOM classes are only used to define information that is passed between federates. For example, it is not the intention for a federate to completely describe to all other federates the insides of a mechanical system that it is simulating. As an illustration, a ship may have many federates simulating mechanical systems attached to the ship. These federates will publish the forces and moments acting on the ship, but have no need to publish the internal forces acting within each mechanism. Furthermore, there is usually no need for the ship federate to publish information saying that it is part of the mechanical systems.


3.2
Sensitivity Issues and IPR

A key method to overcoming obstacles in protecting Intellectual Property Rights (IPR) and other sensitivity issues is to make use of data driven models.  A data driven model is a generic model of a system that requires an external data file to be able to model a specific instance of a system.  The generic model is free of IPR and other sensitive issues as it does not, on its own, simulate any particular system.  It can only do so when provided with a data file that enables the generic model to simulate a specific system. The means by which the data file is created is typically where the IPR is held.  Companies will use their own private methods to generate the data file content. From the point of view of sensitivity, only the data file needs to be protected.  Clearly, the format and structure of the data file needs to be open source.

For hydrodynamics applications, a data-driven approach may take output from off-line Computational Fluid Dynamics (CFD) models in the form of computed hydrodynamic coefficients, which can then be used as source data for a model that calculates the hydrodynamics forces and moments acting on a ship as it moves through the seaway.  This is an example of a data driven dynamics. An example of data-driven kinematics is in the use of conventional Response Amplitude Operators (RAOs) for generating ship motion.

3.3
Quality Assurance

The VS STANAG ensures that simulations that are VS STANAG-compliant, in the sense that they are HLA federates that use the VSR FOM, will be interoperable and can be found within a VS Repository.  However there is a large amount of information to be absorbed by the engineer that uses the VS STANAG, VSR FOM and repository for the first time.


To assist the engineer, a user guide is being created in the form of an Allied Naval Engineering Publication (ANEP).  The user guide describes the details of the VSR FOM and recommends a process by which the new federation can be constructed and verified. The repository will be managed by a small team that will ensure the required verification and validation documentation is provided for VS STANAG-compliant federates.

4.0
RECENT PROJECTS


The UK has contributed to the development of the VS STANAG as a result of lessons learned from three major simulation projects. These are summarised below, including screen shots from the actual simulations:

		Ship Air Interface Framework (SAIF), predicting Ship/Helicopter Operating Limits for new ship designs. A pre-computed ship air wake is fed at real time rates to a manned flight simulator, which is used to assess the operational limits for recovering the aircraft onto the ship.
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		Replenishment At Sea (RAS) federation, predicting the behaviour of ships alongside when mechanically coupled by a solids transfer system.
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		NATO Submarine Rescue System (NSRS) federation, predicting the recovery system behaviour in high sea states.
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Table 3 summarises how each simulation (HLA Federation) was broken down into interoperable federates (we omit the visualisation federate that is common to all of these federations). 
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Table 3: Breakdown of the SAIF, RAS and NSRS federations into federates.


The RAS federation was a little inconsistent with the other federates in that it included the hydrodynamics and aerodynamics within the Environment federate. The most mature of these federations is the NSRS federation, which utilises the following seven federates:


· Environment federate: Responsible for providing the basic environmental data to all other federates that request it. This includes the wave spectrum, water density, ocean current, air density and wind velocity.


· Aerodynamics federate: Calculates the air flow field and provides air flow field data (including air flow induced forces and moments) to other federates that request it.


· Hydrodynamics federate: Calculates the water flow field and provides water flow field data (including water flow induced forces and moments and added masses) to other federates that request it.

· Ship motion federate: Responsible for collecting together all the forces and moments that act on the ship and integrating them to evolve the ship motion. The NSRS federation also included the ship propulsion forces and helm control within the same federate.

· Submersible federate: Responsible for collecting together all the forces and moments that act on the submersible and integrating them to evolve the SRV motion.

· PLARS federate: Responsible for simulating the behaviour of the PLARS mechanical handling system and providing the forces and moments it exerts on the SRV and ship.

· Visualisation federate: Responsible for providing one or more interactive displays of the simulation using three-dimensional graphics.

4.1
Quiescent Period Prediction Project Arrangement

One of the current activities of SG/61 is setting up a Project Arrangement (PA) for a Quiescent Period Prediction (QPP) simulation capability. This QPP PA aims at better prediction of quiescent periods for wave induced ship motions. Such motions, particularly in bad weather, limit the operational capability of the ship, for example they may hinder tasks like launch and recovery of Rigid Hulled Inflatable Boats (RHIBs), RAS, and Landing Platform Dock (LPD) – Landing Craft Utility (LCU) interactions. The use of QPP allows for better timing of these tasks to reduce operational limitations.


Classical prediction approaches use statistical data to assess whether a task can be executed or not. However, this may result in the outcome that an operation is never executed, whereas quiescent periods do exist. The basic principles QPP are illustrated in Figure 5. It shows an example where current methods indicate high wave induced motion (red rectangle) while short quiescent periods actually are present (green rectangles).
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Figure 5: Basic principles of Quiescent Period Prediction

One important aspect to consider for a task is the required length of the quiescent period. The available prediction horizon must be larger than this required time. A short prediction horizon, i.e. up to about five seconds, is sufficient for tasks like, for example, unassisted landing of Unmanned Air Vehicles (UAVs). Other tasks, including the tasks mentioned previously, require extended prediction horizons. It is recognised that for many wave limited tasks the length of the prediction horizons are about one minute [4].


The aim of the QPP PA is to develop a high fidelity simulation of a new QPP system that is capable of delivering such extended prediction horizons. This simulation is intended as a technology demonstrator utilising the VS STANAG, which can be further developed into an actual on-board prediction system.


It is envisioned that such predictions can be achieved by remotely measuring waves, using a ship-mounted radar or lidar system, combined with advanced signal processing and wave prediction. The draft conceptual model for this system is shown in Figure 6. The components in light blue represent the true wave environment and ship motions. These are required to provide an environment in which the measurements and predictions can be made. The green components represent the different sensors, which simulate measuring the waves and the ship motions. The dark blue components constitute the advanced motion prediction system. This comprises of the signal processor, wave predictor and the vessel motion predictor, which are controlled by a process manager that optimizes the prediction quality by tuning various simulation parameters. Further background and discussion on the feasibility of a QPP simulation can be found in Crossland et.al. [5].
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Figure 6: Draft QPP Conceptual Model


The status of the QPP PA is that an agreement is currently being drafted, which includes descriptions of the contributions from the participating nations, milestones and deliverables. It is expected that the actual QPP simulation development will commence in 2010.

5.0
FUTURE VISION


Here we describe our future vision of what it will be like to construct simulations when the VS STANAG and supporting tools have been well established.  As an example, we assume there is a requirement to determine the highest sea state for which the replenishment of a large ship can be safely undertaken. The replenishment involves the following processes:


· Fuel transfer from a tanker supply ship.


· Solids transfer from a fleet supply ship.


· Solids transfer from a fleet supply ship via helicopter.


It is clear that federates from the RAS, NSRS and SAIF federations can be re-used to construct the large ship replenishment federation. Although a federation using QPP has not yet been designed, we shall assume for the purpose of this exercise that a Ship Motion Sensor federate is available along with a QPP federate that predicts the quiescent periods. Federates from other nations may also be required. We will therefore assume the following VS STANAG compliant federates are available from the repository, this list of federates being sufficient to build the large ship replenishment simulation:


· Environment federate


· Aerodynamics federate


· Hydrodynamics federate


· Ship motion federate


· Lead ship helm control federate


· Following ship helm control federate


· Rudder federate


· Propeller federate


· Roll stabilisation federate


· Air vehicle federate


· Landing aids federate


· Liquids RAS federate


· Solids RAS federate

· Ship motion sensor federate


· QPP federate

· Visualisation federate


Most of the preparation work to create the large ship replenishment federation will be in the creation of the data files to drive the hydrodynamics and aerodynamics federates for the chosen classes of ships. Once that work has been completed, the federation experiment can begin.


We will assume that a tool is available to help the user construct and execute the federation. We will call the tool the Virtual Ship Federation Configuration Manager.  This tool will guide the user through the following steps:


· Choosing the federates from the list of available federates in the repository.


· Downloading of federate executables.


· Allocation of federates to each computer in the network.


· Configuration of each federate, in terms of what data files they will access.


· Copying the federate executables and their data files to each computer.


· Initiating the federation execution, ensuring that all required federates join the federation execution.


· Controlling the rate of execution of the federation and allowing pause and continue.


· Closing down the federation execution.


· Collecting the data files generated by the federation execution for results analysis.


This example clearly shows the power of the framework, in being able to rapidly assemble a completely new simulation from existing modules, with time being spent only on where it is needed most - on the aerodynamic and hydrodynamic analyses.

6.0
CONCLUSIONS

The goal of rapidly creating simulations of complex ship systems from re-usable components can be achieved by mandating a standard data exchange mechanism and creating and maintaining a repository of components that respect that standard. The Virtual Ship STANAG and associated repository will be able to realise this goal.  As part of the modularisation effort, data driven methods have evolved which help to protect Intellectual Property Rights and deal with other sensitivity issues. Multi-national simulation projects can be realised with greater efficiency by taking full advantage of the VS STANAG and repository.
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9.0
ACRonyms and abbreviations


ANEP

Allied Naval Engineering Publication


CFD

Computational Fluid Dynamics


FOM

Federation Object Model


HLA

High Level Architecture

IEEE

Institute of Electrical and Electronics Engineers

IPR

Intellectual Property Rights

LPD

Landing Platform Dock


LCU

Landing Craft Utility


MOU

Memorandum Of Understanding


NATO

North Atlantic Treaty Organisation

NSRS

NATO Submarine Rescue System

PA

Project Arrangement


PLARS

Portable Launch And Recovery System

QPP

Quiescent Period Prediction

RAS 

Replenishment At Sea

RAO

Response Amplitude Operator


RHIB

Rigid Hulled Inflatable Boat

RPR

Real-time Platform Reference


SAIF

Ship Air Interface Framework


SG

Study Group


SRV

Submarine Rescue Vessel


STANAG
Standard Agreement

UAV

Unmanned Air Vehicle

VS

Virtual Ship

VSR

VS Reference


XML

eXtensible Mark-up Language
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Surface vessels and submarines must be able to defend themselves against a torpedo attack. Several studies have shown the benefits of multi-platform and multi-static operations. To facilitate torpedo defence system studies and the development of future tactics, TNO Defence, Security and Safety started the development of the Underwater Warfare Testbed (UWT). This testbed integrates the simulation models TDSTB (Torpedo Defence System TestBed), MUST (MUltiSTatic facility tool) and ALMOST (Acoustic Loss Model for Operational Studies and Tasks).


The testbed models all relevant UWW assets, including vessels with sonars, helicopters with dipping sonars, and also enemy submarines (with their sonars and weapons). Each platform can use its own predefined tactics to operate alone or in task group formations. The UWT simulates the kinematics, communication and detailed acoustics signal levels (passive, active mono-static and bi-static, and intercept sonars) using the acoustic propagation and sonar performance model ALMOST. Within a simulation all systems will interact with each other. Simulated received signal levels are used to generate contacts and false targets for the tracker. The Detection, Classification and Localisation algorithms of the sonars can be modelled with high-fidelity and multi-resolution. This enables detailed runs and Monte-Carlo runs as well. The Underwater Warfare Testbed is used to evaluate operational tactics and future concepts for UWW. It is also applicable to develop submarine tactics operating in areas with multi-static sonar. The simulations in the UWT give the Royal Netherlands Navy valuable performance information for operational planning. In addition, it is also a useful tool for educational and training purposes. The authors will present the architecture and the applications of the Underwater Warfare Testbed.

1. Introduction


Surface vessels and submarines must be able to defend themselves against a torpedo attack. Consequently, the Netherlands Ministry of Defence (NL-MOD) has recognised the operational need for an effective torpedo defence system. The Royal Netherlands Navy (RNLN) uses torpedoes in its self-defence system. However, the currently deployed torpedoes need to be replaced in the near future. These considerations validate research regarding the procurement, operational introduction and evaluation of torpedoes and torpedo defence systems.


Beside torpedo defence modelling, several studies have shown the benefits of multi-platform and multi-static operations to perform anti submarine warfare (ASW). To facilitate our torpedo defence system studies and the development of ASW tactics in the near future, TNO Defence, Security and Safety started the development of the Underwater Warfare Testbed (UWT). In recent years, a multi-static facility tool (MUST) has been developed. This tool provides planning, analysis and evaluation of multi-static Underwater Warfare (UWW) operations. The Measures of Effectiveness can be evaluated, given the Measures of Performance of the systems. In addition to the evaluation of performance, it is also important to decide where the UWW assets should operate. Combined simulations with both torpedo defence and multi-static operations enable more research options. Therefore the Underwater Warfare Testbed (UWT) is being developed, which is an extension of our existing Torpedo Defence System TestBed (TDSTB) with multi-static assets as modelled in the multi-static facility tool MUST. 
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Figure 1 Underwater Warfare conceptual model


This paper focuses on the objectives, the architecture and the studies with the UWT. The multi-static facility tool, which will also be presented in this paper, has already proved its value by supporting several field trials.  Finally, the future use and extensions of the UWT are discussed. 


2. The Underwater Warfare Testbed (UWT) Architecture


2.1 Description of the UWT 


TNO started the first development on underwater warfare simulation frameworks in 1995 [1]. This work has now evolved into the Underwater Warfare Testbed UWT, which is used in the whole area of underwater underwater warfare simulation: Mine Warfare, Anti Submarine Warfare, Torpedo Defence Systems and Multi-static operations. 


The main models already available in the UWT are:


· TDSTB: simulating torpedo defence [2][3],


· HUNTOP: simulation of mine hunting operations [9],

· SWEEPOP: simulation of mine sweeping operations [6][7],


· MUST: simulation of multi-static operations of Low Frequency Active Sonar operations.


The latest development is the integration of the TDSTB and MUST. This integration enables the simulation of the underwater defence of a sea base and during transit operations.


Within the UWT a number of systems have been modelled:


· Torpedo: light and heavy weight torpedo, and more generic torpedoes;


· Frigate, helicopter, and submarine with the availability to define movements, reflection strength and radiated noise. All using systems to detect threats


· Countermeasure: 


· Jammer: acoustic noise jammer;


· Decoy: pulsed signals and noise producing decoy; 


The modelled targets (threats) in the UWT are submarines and frigates. The modelled detection systems of the UWT are the sonars, for example the torpedo, the hull mounted, towed low frequency active, and helicopter sonars. 


The large building blocks (see Figure 2) of the UWT are: sonar, movements, platform characteristics, and the environment. A platform is described by a set of subsystems. These subsystems can interact with each other. Some functionalities of a platform are combined in one subsystem (e.g. the sonar consisting of a sensor, source (actuator), and DCL). When new platforms are defined, the existing subsystems can potentially be reused.
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Figure 2. Building blocks within the UWT


Figure 3 shows the subsystems (which are part of the main building blocks) that can be reused across platforms, thus allowing new platforms to be built based on already modelled systems. Tactics and decision rules have been modelled to give behaviour to the platforms and their systems, and to define their interactions. Figure 3 shows the detailed model structure within the UWT.


The sonar systems in the UWT observe the environment by listening to transmitted acoustic signals (e.g. engine noise, sonar pulses). All signals propagate through the environment and are attenuated and scattered by the sea surface, bottom, and other reflecting objects (e.g. submarines). 
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Figure 3 Detailed model structure within the UWT.


Interaction between the platforms is simulated in multi-static simulations. The platforms are able to receive the signals transmitted by other platforms and also the reflection of target platforms via the environment. The platforms also exchange information about the transmission location and time, and transmitted pulse information. The combination of the knowledge of each others transmissions makes multi-static operation possible. The exchange of target/track information that is available at each platform allows UWT to support NEC studies.

Communication with other simulations is supported through implementation of High Level Architecture (HLA) and Distributed Interactive Simulation (DIS) interoperability. The simulation kernel of the UWT is a time-based event-driven simulation kernel. For the UWT, dedicated tools are built to support the user in all phases of the development and use of models. A code generator is used in the design and implementation phase to generate consistent and structured source code including documentation. This code generator facilitates the rapid model development by generating most of the standard code needed with respect to the model and kernel interaction (e.g. loading/storing scenarios and checking parameter ranges). The main focus of the work of the developers are on the algorithm implementations.


2.2 The acoustics in the UWT


The acoustic propagation is modeled by ALMOST (Acoustic Loss Model for Operational Studies and Tasks) [4], of which the development started in 1980. This model computes acoustic propagation of signals through the water. It computes the received signal levels at specified locations and also determines time delays that are due to the sound speed in the water, and bending of the sound waves through the water. The functions of ALMOST are available in a library which is used in several stand-alone applications used within TNO.


To facilitate the programmers that incorporate the model, all functions are embedded in three C++ objects, see also Figure 4: 1) RepasObject (for passive and intercept sonar), 2) ReactObject (for mono-static active sonars), 3) ReabisObject (for bi-static active sonars). These objects provide a user-friendly interface to the acoustic model and they hide details that need to be known to use the Fortran code in the right order. The Repas object is used to compute the propagation loss for passive and intercept sonars. These sonars do not transmit signals but only observe the environment. The React object is used when one sonar is transmitting and receiving its own signals. The Reabis object is only used when the transmitted signals are received by another sonar in the environment, which is only the case in more complex simulations. 


Within the UWT the propagation of the signals is modeled by the Environment object. This object is responsible for collecting and managing all signals that are produced in the environment. It also handles all reflections that are introduced by the reflecting objects in the environment. In the testbed sensors are introduced to observe the signals in the environment by creating observation collectors. Furthermore, the environment has the notion of the location time. This enables it to remove the signals when the levels drop below the background noise level. The environment uses the acoustic propagation model to build the bridge between the UWT and the ALMOST objects. 
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Figure 4 Model structure of the UWT


The computation of the received signal levels can be performed with different levels of fidelity. Especially in Monte-Carlo simulations, the fidelity of the acoustic modeling is chosen to be low, because otherwise the simulations last to long. In those cases the complexity of the calculations is reduced by parameter settings in the environment. This environment will then use derived classes of the Repas, React, and Reabis objects. These derived objects implement the propagation with a lower fidelity. Some of the functions in the ALMOST Fortran code are still used (e.g. calculations of time delays) but some are replaced by tables (e.g. propagation loss) or computed in a faster way. 


Testing of the simulation and acoustic model is done after integration and also can be done separately. Each of the objects (i.e. RepasObject) is used to build a separate executable that can be executed using the same input as is used within the simulation environment. This enables detailed testing and maintenance by the domain experts and also by the simulation builders.


2.3 Scenario editor


There are two scenario editors available: the scientific editor and an editor at (operational) user level. In the scientific scenario editor it is possible to create scenarios and change many of the platform parameters (e.g. about 80 parameters for a torpedo). The user level editor has fewer options and it is therefore faster and easier to create a scenario. In this editor the user is for example able to modify only 15 of the most relevant torpedo parameters. The scenario editor enables the user to define manoeuvres for ships. There are 14 possible options to define parts for a ship manoeuvre. The output information includes: visualisation of the ships and torpedo in a top and side view and also provides detailed level analysis support, for example acoustic logging. A simulation in the UWT can for example be defined with a generic torpedo, an environment, a ship, and a decoy. 
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Figure 5 Scenario editor of the UWT at (operational) user level.

3. Objectives and studies of the UWT


3.1 Objectives of the UWT


In general, Naval forces are faced with questions regarding the procurement, operational introduction and performance evaluation of future underwater systems. Self-defence can be approached as a modular concept. The first module involves Detection, Classification and Localisation (DCL). DCL triggers the second module: Evaluator. These systems include sonars, torpedoes, decoys, jammers, and complete Torpedo Defence Systems (TDS). Detailed, open source, technical and validated performance information is hardly available, which makes comparison and identification of candidate underwater systems of different manufacturers, complex. This also limits early conceptual integration of future underwater systems with other existing systems and delays the development of tactical guidelines. 


The UWT accepts existing platforms and generic or parametric underwater systems as input and provides insight in the performance of these systems against, or in combination with, other underwater systems in a specific environment. This allows evaluation and formulation of staff requirements and comparison of e.g. torpedo and TDS candidates. Studies with the UWT can be carried out into how to deploy own torpedoes and to deploy countermeasures or a complete TDS for defending own ship(s). Collaboration between units can be evaluated and positioning and manoeuvring of units for optimisation of (multi-static) sonar coverage against various threats can be analysed. Furthermore, sea trials for validation of developed tactics can be prepared by using the UWT.


3.2 Studies with the UWT


Studies with the UWT are concentrated on system evaluation, planning and evaluation of operations, and deployment of underwater systems. The following studies will be or have been carried out with the UWT:


1. System evaluation:


· Support of evaluation and procurement of LWT (Light Weight Torpedo), HWT (Heavy Weight Torpedo), countermeasures, and TDS candidates.


With the help of the UWT, potential successors of the light and heavy weight torpedoes can be evaluated. Research has been carried out into new torpedoes that meet the requirements of the RNLN. Information on torpedo candidates has been collected and evaluated. Based on expertise and simulations with e.g. the parametric or generic torpedo in the UWT, staff requirements and staff targets can be evaluated and formulated. Depending on the level of detail of the available input, the performance of several underwater systems can be mutually compared. Further, in addition to the planned LFAS systems on board the Multipurpose Frigates (M-FF) of the Royal Netherlands Navy.


· Evaluation of a cost-effective underwater defence.


Different torpedoes, decoys, jammers and other underwater systems can be evaluated for other navies in the same way as for the Royal Netherlands Navy. The extension of the present underwater systems in the UWT makes the UWT very suitable for consultancy studies for potential customers of underwater systems.
Also Smart underwater defence options can be evaluated. E.g. by analysing how disposable decoys can be launched from the AWW chaff tubes as a possible concept for torpedo defence.


· Validation of the heavy weight  torpedo modelling with the help of TFX- and WAF-runs.
The objective of this study was to perform a technical evaluation of the modelling of the heavy weight torpedo in the UWT. Real torpedo runs at sea have been simulated with the UWT. It concerns some TFX-runs (Torpedo Firing eXercise) carried out by RNLN and one torpedo run that has been simulated on the Weapon Analysis Facility (WAF) of Naval Underwater Warfare Centre (NUWC) in Newport (Rhode Island). The real sonar head of a torpedo is linked with the WAF. In this way the acoustic performance, the DCL, and the tactical decisions of a real torpedo can be studied.
The data stored by an exercise torpedo and the data that can be used for evaluation of the modelling in the UWT have been studied in detail. The data stored by the exercise torpedo have been compared with the similar data calculated with the UWT for the relevant runs. This study resulted in a list of proposed model extensions and improvements for the TDSTB.

· Demonstration of the operational value of classified underwater systems.


The operational value of existing torpedoes with sensitive data can be demonstrated by implementing the concerning torpedo as a black box in the UWT with the help of the manufacturer.


2. Planning and evaluation of operations:


· Area Torpedo Defence.
Defence operations do not always take place at individual level but can also be carried out collectively. In a formation of ships and in expeditionary operations, defence in depth and mutual interference are important aspects with great influence on self defence capability. This collective defence concept (Area Torpedo Defence, ATD) can substantially contribute to the defence capability. However, the extent of the contribution of STDS (Ship Torpedo Defence System) and ATD to the total protection of ships is not sufficiently clear.
With the help of the UWT insight can be gained into the added value of Area Torpedo Defence [5]. The value of a formation for torpedo defence will emerge. The formation of surface ships with the highest probability to detect hostile torpedoes will be determined. In response, the formation can deploy countermeasures: e.g. jammers, decoys, evasive manoeuvres and/or hard kill.

· Underwater defence of a sea base with the help of ASW, multi-static operations and torpedo defence.
The missions of the Royal Netherlands Navy are more often than before aimed at supporting and influencing land operations. After arrival in the coastal environment the task group operates in a stationary mode, for example if the task group acts as a sea base at a fixed position. In this static situation the operations including defence are relatively new and result in new problems. More insight has been gained in the way hostile units operate in a littoral environment. The underwater threats in scenarios for stationary operations have been analyzed, for example after arrival of the expeditionary task group in a littoral environment. The UWT is being extended to be able to investigate different options to defend a sea base against underwater threat consisting of submarines, Unmanned Underwater Vehicles, Diver Delivery Vehicles, and torpedoes. Protecting units can operate multi-statically with the help of LFAS sonars to improve detection capability against underwater threat.


· Planning and evaluation of multi-static trials.
The UWT has been used in the planning and evaluation of several multi-static trials, such as:

· Cerberus trial.
This trial was carried out by NURC (NATO), FWG (Germany) and DSTL (UK) near the southwest approaches (SWAPPS) to the UK in August 2001. The Cerberus trial was evaluated with the help of the MUlti-STatic facility tool (MUST). Conversely, the data of the Cerberus trial were also used to validate MUST. The outcome of the tool was compared with real data and the tool showed quite similar results.


· ADvanced mULTi-static Sonar (ADULTS) trial.
This trial was carried out by NURC (NATO) and TNO (Netherlands) in the neighbourhood of Sardinia in September 2003. MUST was used in both pre-planning and evaluation of the ADULTS trial.



3. Deployment of underwater systems:


· Simulation studies into tactical deployment of underwater systems.


Studies can be carried out into how to deploy own torpedoes and to deploy countermeasures or a complete TDS for defending own ship(s).


Further, the UWT can be used to provide insight into the operational consequences of LFAS deployment (taking into account limiting factors such as speed, curves).


With the help of the multi-static facility tool MUST, the operational value of LFAS systems in net centric operations can be compared to other underwater systems. The same holds for the operational value of LFAS systems in multi-static operations. MUST can also be used to lend support to the tactical deployment of platforms and systems in multi-static net centric operations, and to advise the Royal Netherlands Navy on the tactical deployment of multi-static ASW means.


Finally, the UWT can be used in support of: 


· formulating tactical guidelines for LFAS deployment by the Royal Netherlands Navy;


· formulating tactical guidelines for HELRAS deployment by the Netherlands Armed Forces.


· Anti Submarine Warfare.


The effectiveness of different ASW units operating stand alone or with other units can be determined in different areas, e.g. detection, classification, and prosecution.


· Network Enabled Capabilities.


Network Enabled Capabilities (NEC) aims at the improvement of the operation and coherence of military systems: better sharing and combination of information in the network will result in more effective operations of military units, which will increase the operational effectiveness as a whole [10].


In this specific study, the added value of a new concept for detecting and tracking an enemy submarine was considered with the help of the multi-static facility tool MUST. In this concept the positions of one or more ships are adapted dynamically in order to increase the tracking quality of the task group. The position of the ships can be adapted after the position, speed and heading of the submarine are known. New positions (or speeds and headings) of one or more of the ships can be determined to increase or maximise the tracking quality of the task group. The benefit, an increased tracking quality of the task group, will especially occur in the presence of shadow zones. Due to shadow zones, it is possible that the detection probabilities of all ships during some periods of time will be very low. By moving a ship (in particular, the ship with the active sonar), it is possible to prevent that the detection probabilities by all ships will be low during the same period of time.


These different aspects of NEC can be modelled in more detail in the UWT to determine the added value. With the help of the UWT, the operational value of net centric operations can be compared to platform centric operations. The same holds for the operational value of LFAS systems in net centric operations compared to other underwater systems.
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Figure 6 Example of submarines to be considered in the UWT


· Submarine modelling.


The modelling of the Walrus class submarine in a previous simulation model MORSE can be used to model the sonars, data processing, command and control, and tactics in the UWT. The MK48 torpedo has already been modelled in the UWT. Probably, the successor of the MK48 will also be modelled in the UWT.


4. Other:


· Simulation Based Performance Analysis (SBPA).


SBPA facilitates analyses and evaluations of not-yet-existing materiel with the help of simulations. This is applied in materiel acquisition projects (e.g. for the Royal Netherlands Navy)
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Figure 7 Example of a multi-static NEC simulation


4
Future


The UWT is structured and developed such that it can be easily extended with new models and linked to other application/testbeds. In the future TNO will use the UWT to evaluate torpedo defence systems and other underwater systems that will be purchased by the RNLN. 


Currently, operational research studies for above water and underwater warfare are done with separate testbeds. Since sensor and data fusion becomes more important to obtain a complete picture of the operational situation, combined studies within one simulation framework become important. Therefore a link between the above water models and the UWT will be developed to enable combined scenario modelling. The linked testbeds will exchange information and events to enable controlling platforms with above and underwater sensors. With these linked testbeds, the total system/platform performance can be studied including repositioning of platforms. Also signature balancing and NEC studies can be performed in more detail.


In the future the use of the own submarine in ASW scenarios can be studied to evaluate new tactics of operations. The UWT can also be used to study how the submarine could operate such that it will not be detected by hostile ‘multi-static’ operating sonars.


In the current implementation of the UWT, the models developed on the TDSTB architecture have an easier to use structure than the previously available mine warfare models (HUNTOP and SWEEPOP). The possibility of the reuse of subsystems in the new UWT architecture creates reuse opportunities for these models. When combined scenarios or complete modelling of large exercises including mine warfare [7] are required, the mine warfare models might be restructured to enable easier integration and linking. When Autonomous Underwater Vehicles (AUV) become operational, these systems will also be modelled and evaluated in the UWT. Then communication and collaboration between mine hunting systems can be studied too.


Beside systems also the environmental impact of naval operations can be modelled by the UWT. For instance by modelling marine mammals and their behaviour, the impact and disturbance of underwater transmissions can be studied. This will lead to a responsible used of underwater sounds (e.g. active sonars) by the navies during exercises.


The UWT is initially being built for research purposes, but can be used in tailor made standalone applications that study specific operational system aspect for the navy. Dedicated tools will be developed for use on board frigates and submarines to support the sonar operators in using their systems more effectively. Also quick-look analysis tools will be derived from the existing UWT models to analyse the system performance.


References


[1] Lentze, S., MOSES, development of an Underwater Warfare Testbed, UDT Europe, 2001.


[2] Grootendorst, H.J., Benders, F.P.A., Driessen, F.P.G., & Witberg, R., Torpedo Modelling in TORSIM and Torpedo Defence System Testbed, UDT Europe, 2001.

[3] Benders, F.P.A., Witberg, R., Grootendorst, H.J., Torpedo and countermeasures modelling in the Torpedo Defence System Testbed, UDT Europe, 2004.

[4] Schippers, P., REACT, a model for Active Sonar Range Predictions, UDT Europe, 1991.

[5] Grootendorst, H.J., Benders, F.P.A., Fitski, H.J., & Veldhoven, E.R. van, Operational Analysis on Torpedo Defence, UDT Europe, 2007.


[6] Keus, D., Beckers, A.L.D., Cleophas, P.L.H., SWEEPOP, a simulation model for      Target Simulation Mode minesweeping, UDT Europe, 2005.


[7] Veldhoven, J. van , Riet, M.W.G. van, Dol, H.S., Mohamoud, A.A., Keus, D. Beckers, A.L.D. A generic mine model, UDT Europe, 2009.


[8] Keus, D., Benders, F.P.A., Kraker K.J. de, Meer, R. van der, Langeslag, P.,   Huiskamp, W., Guidelines for reuse of multiresolution physical models, 09-SIW-32, 2009 spring SIW

[9] Kleijen, J.P.C., Statistical validation of simulation models, European Journal of Operational Research, vol 87, issue 1, November 1995, p 21-34.

[10] On Analysis of Network Enabled Operations, Final report of ANNCP WG IX Collaborative Project 20





















































RTO-MP-MSG-069
21 - 1

21 - 10
RTO-MP-MSG-069

RTO-MP-MSG-069
21 - 9






 
Dr. J. Mark Pullen 


Douglas Corner 
Center of Excellence in C4I 
George Mason University 


4400 University Drive 
Fairfax, VA 22030, USA 
Voice: (1) 703-993-3682 
Fax: (1) 703-993-1706 


mpullen@c4i.gmu.edu / dcorner@c4i.gmu.edu 


 
Dr. Kevin Heffner 


Command & Control Group 
Product & Technologies 


CAE Inc. 
Montreal, Canada 


Voice : (1) 514-341-6780 ext. 4486 
Fax: (1) 514-734-5698 


kevin.heffner@cae.com 


ABSTRACT 


Recent developments in Command and Control (C2) to Modeling and Simulation (M&S) interoperability 
have shown excellent potential to enable a range of coalition C2 and M&S systems to interoperate for 
training, mission rehearsal, and decision support. Achieving these capabilities is one of the major 
coalition challenges for the next few years. The NATO Modeling & Simulation Group has sponsored a 
Technical Activity, MSG-048, which is exploring recent advances in Command and Control-Simulation 
interoperability. The technology opportunity lies in Battle Management Language (BML), which supports 
effective communication among the C2 and simulation systems involved. The result promises to enable 
significant advances in simulation support for mission rehearsal, training, and mission planning for 
military operations. MSG-048 is in the fourth and final year of an experimentation program, intended to 
identify and validate the applicability of BML in support of coalition activities. This paper reports on a 
technical development, which has proved useful in enabling the rapid development of net-centric 
infrastructure for these experiments. The concept of scripted languages, recognized to be of high value in 
computing systems, enables an approach whereby the underlying functions of the BML Web Service are 
implemented in a scripting engine. This in turn facilitates a concise representation of the necessary 
mapping between BML and its supporting data model, resulting in an ability to implement changes in 
BML and the data model rapidly and accurately. The paper describes how the scripted services have been 
implemented and used to increase the effectiveness of the MSG-048 experimentation program. The result 
was that new capabilities and changes to existing services, requested by the experimentation group, could 
be made available rapidly and had fewer problems in implementation. The scripted services supported a 
six-nation interoperability demonstration in 2008 and are on track to support a full week of BML 
experimentation in 2009. 
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1.0 INTRODUCTION 


The capability for ready interoperation of Command and Control (C2) systems with Modeling & 
Simulation systems long has been recognized as an important enabler of coalition operations. Battle 
Management Language (BML) is being developed as a generic way to accomplish the needed 
interoperability in the network-centric environment [1-3]. Recent years have seen demonstrations of a 
highly promising capability, based on the Command and Control Lexical Grammar (C2LG) and the Joint 
Command, Control and Consultation Information Exchange Data Model (JC3IEDM) [4-11]. Of particular 
interest in the coalition environment are the Simulation Interoperability Standards Organization (SISO) 
Coalition Battle Management Language (C-BML) [12] and the NATO Modelling and Simulation Group 
Technical Activity 048 (MSG-048) [13-16]. SISO C-BML was chartered to develop an industry standard 
for BML in the coalition environment. MSG-048 was chartered to evaluate and demonstrate the 
effectiveness of BML in that same environment. The synergy between the two is evident and has evolved 
to a mode of operation where MSG-048 evaluates national BML technologies in experimental 
interoperation while SISO C-BML is able to adjust its standards development on their demonstrated 
effectiveness. 
 
This paper provides an introduction to a new technical approach to implementing the middleware 
repository used in the MSG-048 experiments and proposed for the SISO C-BML standards, which has 
evolved from the approach used in JBML [4]. The Scripted BML Web Service (SBML) produces the 
same database from the same BML inputs and produces the same BML outputs, but the scripts it uses 
require less time and expense to develop and maintain than the approach used in JBML. In following 
sections we first describe the layered approach to BML being pursued in SISO C-BML; then describe the 
motivation and design of SBML; we end with a description of the way these services are being used in the 
ongoing work of MSG-048. 
 


2.0 BML CONCEPT MAP 


The BML provides for a digitized representation of military documents (e.g. orders, requests, reports, 
plans) for use by C2 and simulation systems, with the underlying goal of increasing the efficiency and 
empowering the warfighter in a net-centric environment where the automated processing of these 
documents will be key to achieving, maintaining and exploiting an information superiority. 
 
Some of the likely benefits of BML-enabled information flow include more efficient and timely mission 
planning capabilities, enhanced decision support systems and more realistic, comprehensive mission 
rehearsal scenarios. Also, BML will facilitate the direct stimulation of C2 systems by simulations for the 
purposes of operator training.  
 
Figure 1 presents a layered concept map that represents BML as a means of conveying military –
documents, in the form of BML expressions, to and from the C2 and simulation systems. In an effort to 
clarify the BML “system boundaries,” the following paragraphs describe the relationships between the 
concepts that relate BML to the BML consumer/producers and the constituent information elements of the 
reference data model from which the BML expressions are composed. 
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2.1 Lexicon, Syntax and Semantics 
The three layers presented in figure 1 can be mapped roughly to three linguistic concepts: lexicon, syntax 
and semantics. The first layer represents the lexicon upon which BML is based and contains the set of 
terminals or words. The second layer – the current focus of SISO C-BML – deals with syntax which 
allows for the creation of non-terminal symbols (aka BML expressions) based on production rules that 
dictate how the lexical elements may be combined [20]. The third layer focuses on semantics -  the 
meaning of the BML expression as intended or interpreted by the BML producer/consumer - which 
greatly depends on the specific context, available knowledge and the knowledge representation.  
 
As semantic structure cannot always easily be derived from syntactic structure, and in an effort to reduce 
the ambiguity of the interpretation of BML expressions, the Command & Control Lexical Grammar 
(C2LG) [20] proposes a formal grammar that includes a set of semantic labels (or thematic roles) and an 
unambiguous mapping between these labels and the constituent elements composing the expressions. 
Indeed, as shown in the right of the figure, the grammar represents the principal BML link between the 
upper application layer and the reference data model.  
 
Achieving semantic interoperability between C2 systems and simulation systems ultimately is required in 
order to access the advanced capabilities described above. BML will provide the basis for semantic 
interoperability by allowing these systems to accurately exchange meaning. Ensuring syntactic 
interoperability - a prerequisite to semantic interoperability - implies virtually eliminating ambiguity at 
both the lexical and syntactical/structural levels. This is clearly one of the primary requirements of BML, 
but achieving the ultimate goal of semantic interoperability will likely require the development of domain 
ontologies to further ensure the accurate and unambiguous exchange of meaning. 
 


2.2 BML Reference Data Model 
BML expressions are composed of elements (most of which are) derived from the underlying reference 
data model the JC3IEDM, which contains a comprehensive set of data elements and business rules that 
allow for the detailed representation of military documents. However, for the purposes of BML, logical 
groupings of JC3IEDM data elements (also known as business objects or transactionals) can be created to 
facilitate the formation of BML expressions. Some examples of research in the area of JC3IEDM-based 
frameworks (see https://trac.fkie.fgan.de/JC3DEV) that facilitate the creation and processing of such 
transactionals include the OMG SOPES effort [21], the MIP-MDA IDA effort [22] and the ODU 
VMASC Model-Based Data Engineering [23]. Similarly, as describe in the following sections, SBML 
also deals with JC3IEDM transactionals. 
 
For the purposes of discussion, the representation captures the sum of the information elements required 
to interpret the BML expression. 
 
Although the JC3IEDM provides the vocabulary and data reference data model for BML, extensions to 
this model will likely be required - as indicated in figure 1. These extensions may include additional data 
elements, business rules and composite data elements. Such additional elements may or may not be 
accepted by the MIP as part of the JC3IEDM, but they will be required in systems that are to exchange 
BML expressions.  
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2.3 Battle Management Language and BML Usage 
BML itself is comprised essentially of the reference data model extensions (e.g. to the JC3IEDM), the 
mappings of transactionals onto the JC3IEDM, and the business rules or production rules that constitute 
the grammar and allow for the creation and validation of BML expressions. Conceptually, the grammar 
specifies how the information elements may be accessed and interpreted in a meaningful manner by the 
BML producer/consumers. 
 
Strictly speaking, doctrine is specific to a service or to joint, combined or coalition forces. Coalition BML 
or C-BML is intended to support coalition operations, but ultimately, in addition to NATO doctrine, must 
support specific doctrines from coalition countries. Therefore the BML grammar is required to construct 
expressions that comply with all of the supported doctrines; thus it must be based on common doctrinal 
constructs rather than be based on any one specific doctrine.  
 
For the purposes of discussion, representation, grammar and doctrine are depicted as abstract entities, 
and they are mapped to information exchange constructs (e.g. schemas) as follows: doctrine is expressed 
as (application) policy, grammar is comprised of BML business rules (also known as production rules) 
and representation is constrained by the reference data model business rules. In reality the three are 
mutally dependent, in a way that is similar to the relationship among the three sides of the BML triangle 
from reference [24] (e.g. doctrine, protocols, representation). 


Figure 1: BML Concept Map 
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3.0 BML NETWORK-CENTRIC ARCHITECTURE 


Figure 2 shows a general overview of the approach used in BML today, originally described in [3]. In 
principle, BML could be used for C2-C2 and Simulation-Simulation linkage. Also a capability for C2 to 
Robotic Systems has been considered, since the unambiguous nature of BML would fill a key 
requirement in that domain. However, work to date has focused on C2-Simulation, where there is a large 
and evident need that BML shows great promise of filling. The implementation of the BML middleware 
repository for orders and reports via Web services makes this architecture an excellent fit for the latest 
approach to Network-Centric systems, the Service Oriented Architecture (SOA). It also provides an 
excellent development environment, because various participating C2 and simulation software systems 
need not be operational simultaneously; each system can push and pull XML documents to and from the 
repository for testing. With an instance of the service available via Internet, this approach has been 
demonstrated by MSG-048 to greatly facilitate BML implementation by coalition teams working over a 
wide span of time zones and software technologies. 
 
An additional strong synergy between BML and SOA is the issue of namespaces. SOA development of 
distributed systems proceeds quite rapidly, but can only occur when the namespaces for participating 
systems provide a solid basis for interfacing. BML is an ideal SOA application because the language it 
defines for orders and reports serves as a specification for that namespace. 


 
 


Figure 2: BML Top-Level Architecture 
 
 


4.0 MOTIVATION FOR SCRIPTED SERVICES 


The interpreted implementation of the BML WS, described in [18, 19], is shown in Figure 3. The 
essential difference between this and previous BML WS is that the server code no longer implements the 
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transformation mapping from BML to JC3IEDM directly in Java. Instead, the server consists of an 
interpreter, while the logic of the required transformation and database transactions is contained in an 
external script. The BML transactions to/from the client, the BML schema, and the server script all are 
coded in XML; however, they contain very different information. 
 


• The BML transactions provide for Push and Pull of BML Orders and Reports. In effect, the BML 
WS is acting as a repository for this information. 


• The BML schema defines all legitimate BML inputs. 
 


• The server script describes how each possible BML transaction type will be carried out, in terms 
of its inputs, outputs, transformations, and get/put interactions with the JC3IEDM database. 


Close inspection of Figure 3 will reveal that the service implements two different JC3IEM data storage 
paradigms. The one discussed below is a typical Structured Query Language (SQL) interface to the open 
source MySQL database server. The other interfaces to the SIMCI JC3IEDM Java Reference 
Implementation (RI) described in [6]. 
 
 


 
 


Figure 3: Interpreted BML Service 
 


5.0 IMPLEMENTATION OF SCRIPTED SERVICES 


BML as a language is rooted in the Command and Control Lexical Grammar (C2LG) described in [7,  11, 
20]. For example, a Task takes the form: 
 
 OB  Verb Tasker Taskee  (Affected|Action) Where Start-When (End-When)  Why  Label  (Mod)* 
 
The values for Verb are taken from the JC3IEDM table “action-task-category-code”. Tasker represents 
the unit or individual that assigns the task, and Taskee is the unit that has to execute it. Start-When and 
End-When express when the task has to start and has to be finished, respectively. End-When is optional as 
indicated by the brackets. Why denotes a purpose for the assignment. Label is a unique identifier for the 
task: it is used to refer to the task in other expressions. Mod (modifier) is a wild card. 
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5.1 BML Namespace 
The XML tags associated with the C2LG elements have names derived from the traditional military 
description of Order information: “Who, What, When, Where, and Why.” However, close inspection of 
the elements of the grammar will reveal that a finer distinction is necessary in order to produce an 
unambiguous task definition. For example, the BML Task defines three types of Who: TaskerWho, 
TaskeeWho, and AffectedWho, in order to clarify precisely the role of each in the task. 
 
Figure 4 gives the BML schema for a Task, including the WhoType for TaskeeWho. (The latest posted 
schema can be found at http://netlab.gmu.edu/JBML.) In this figure, the influence of the C2LG is readily 
apparent. Figure 5 gives an example of the BML input, involving TaskeeWho. Figure 6 gives an example 
of the script which defines the mappings for TaskeeWho Business Object (BO) domain entity. 


5.2  Scripted BML Server Design 
The principal innovation in Scripted BML is the software architecture for an interpreted WS; the scripting 
language itself is not a significant innovation, but is a necessary part of the interpreted WS. We 
summarize it here to indicate its simple nature and scope, which are directly linked to the simplicity of the 
interpreter and also to the fact that a developer who knows the data model needs no expertise in Java 
programming. More detail regarding the scripting language is available in [18]. 


• The scripting engine works by stepping though the BML input file using the Document Object 
Model (DOM) parser. In due course, the entire BML file is processed. 


• A BO defined in a script is invoked when its name is found at the root node in the BML input 
data file during the parsing process. It can then call other BOs as needed, to complete processing 
the BML input. 


• The basic data element for the script is a character string. The interpreter maintains a table of 
workingVariables (WVs) which are associated with strings or aggregates of strings. The scope of 
these is local to the node where the BO is invoked, unless the WV is declared to be global.  


• A literalValue is available for assignment and comparison to the value of a WV. The value 
associated with a businessObjectTag at the XML node being parsed also can be assigned or 
compared to the value of a WV. 


• The supported aggregates are Row, a collection of named scalars associated with a row in a 
database table, and List, a multi-valued working variable, i.e. an array of strings. When a script is 
invoked on a List, each element is associated with an iterator (iteration index) value; all elements 
are processed in sequence.  


• The script can call a sub-script, much like a C function or Java method, and a sub-script can have 
parameter WVs. When the call is performed at a point in the input file containing multiple 
instances of a BML tag, it is automatically repeated for each instance. A WV defined within a 
sub-script has scope local to the sub-script. The sub-script can return a result or abort if it detects 
an error. 


• Processing elements in the script are tableQuery, which describes a database transaction; call; 
conditional, which supports an if-then-else construct based on relational operators; assign, which 
replicates the value associated with a WV; abort; and BusinessObjectReturn, which produces a 
string in the XML output produced by the interpreter before returning to the calling script. 


• It is noteworthy that the scripting engine is very general in nature; it could be used to create an 
SQL-based repository for any XML-based domain language. 
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Figure 4: BML Schema for TaskeeWho 


 


 
           Figure 5: BML Input for TaskeeWho 
 
 
  


       Figure 6: Interpreter Script for TaskeeWho 
 


<!-- Fragment of <OrderPush> --> 
 <Task> 
  <GroundTask> 
   <TaskeeWho> 
    <UnitID>UIE9 FA</UnitID> 
   </TaskeeWho> 
   . . . 


<!-- Fragment of code from WhatWhenPush --> 
<call> 
 <boName>TaskeeWhoPush</boName> 
 <anchorTag>TaskeeWho</anchorTag> 
 <parameter> 
  <workingVariable>task_act_id 
  </workingVariable> 
 </parameter> 
</call> 
. . . 
<BusinessObjectTransaction> 
  <transactionName>TaskeeWhoPush 
  </transactionName> 
  <parameter>task_act_id</parameter> 
  <tableQuery> 
   <!— implements: 0 GET unit
    formal_abbrd_name_txt = TaskerWho
    result <- unit_id --> 
   <databaseTable>unit</databaseTable> 
   <queryAction>GET</queryAction> 
   <resultName>unit_id</resultName> 
   <columnReference> 
    <columnName>formal_abbrd_name_txt 
    </columnName> 
    <businessObjectTag>UnitID 
    </businessObjectTag> 
   </columnReference> 
  </tableQuery> 
  . . . 


<xsd:complexType name="GroundTaskType"> 
 <xsd:sequence> 
  <xsd:element  name="TaskeeWho" 
         type="WhoType"> 
  </xsd:element> 
  <xsd:element  name="What" 
         type="WhatType"> 
  </xsd:element> 
  <xsd:element  name="Where" 
         type="WhereType"> 
  </xsd:element> 
  <xsd:element  name="StartWhen" 
         type="WhenType"> 
  </xsd:element> 
  <xsd:element  name="EndWhen" 
         type="WhenType" 
         minOccurs="0"> 
  </xsd:element> 
  <xsd:element  name="AffectedWho" 
         type="WhoType" 
         minOccurs="0"> 
  </xsd:element> 
  <xsd:element> name="Why" 
         type="WhyType" 
         minOccurs="0"> 
  </xsd:element> 
  <xsd:element  name="TaskControlMeasures" 
        
 type="TaskControlMeasuresType" 
         minOccurs="0"> 
  </xsd:element> 
  <xsd:element name="Transport" 
         type="TransportType" 
         minOccurs="0"> 
  </xsd:element> 
  <xsd:element name="Label" 
         type="LabelType"/> 
  </xsd:element> 
 </xsd:sequence> 
</xsd:complexType> 
. . . 
 
<xsd:complexType name="WhoType"> 
 <xsd:choice> 
  <xsd:element  name="Equipment" 
         type="EquipmentType” 
         maxOccurs="unbounded"/> 
  <xsd:element  name="OrgName" 
         type="xsd:string"/> 
  <xsd:element  ref="CompositeWho"/> 
 </xsd:choice> 
</xsd:complexType> 
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6.0 MSG-048 EXPERIMENTS USING SCRIPTED SERVICES 


Beginning in 2006, MSG-048 has presented progressively more complex and meaningful experimental 
demonstrations yearly. In 2006, a basic proof of principle was conducted by the US and France. In 2007, 
C2 and simulation software from six nations was integrated for a demonstration of Orders only [15]. By 
2008, MSG-048 had progressed to an ability to exchange both Orders and Reports in BML, allowing C2 
systems to provide orders for the simulations and show the results of those orders on the C2 systems’ own 
screens, with no human intermediary, as shown in Figure 7. Moreover, the 2008 configuration included 
air operations and enabled various national systems to interoperate on a “mix and match” basis, including 
multiple combinations, as described further in [19]. All of this was supported by the Scripted BML Web 
Services: 


• Netherlands ISIS C2 plus Germany C2LG GUI with Netherlands POLLUX simulation 


• Norway NORTaC C2 with France SCIPIO simulation 


• NATO ICC air C2 plus Germany C2LG GUI with US JSAF simulation (both operated by UK) 


• Netherlands ISIS C2 plus Germany C2LG GUI with France SCIPIO simulation 


• Norway NORTaC C2 with Netherlands POLLUX simulation 


The charter for MSG-048 expires in 2009; this final year’s goal is to build a set of user experiments 
around an expanded set of software that will include, in addition to the 2009 systems, a simulation from 
Spain (SIMBAD), a C2 system from the USA (MCS), and a simulation from the USA (OneSAF), and a 
C2 system (BattleView) and UAV simulation from Canada. All of these components will be supported by 
SBML, operating with a distributed JC3IEDM database as shown in Figure 8.  Two sets of military SMEs 
will be engaged in the experimentation; in addition to the supporting SMEs who have worked with MSG-
048 to create the capability, there will be a new, unbiased group of SMEs to evaluate the utility of BML 
in the coalition context, thus fulfilling MSG-048’s charter to validate the utility of BML for NATO. 
 


7.0 CONCLUSIONS AND FUTURE WORK 


Work on the Scripted BML WS continues. The scripting language has been refined, with the result that 
the current generation of scripts needs about half as many lines of code as the one described in [17]. Our 
current effort is focused on adding a publish/subscribe capability. This is needed to avoid the polling style 
of operation that has been required for our BML WS to date. In order to do this we will change from the 
Axis WS environment to JBoss, a different open source support platform that implements 
publish/subscribe via the Java Messaging Service (JMS). This approach is used in the SIMCI RI 
described in [6]. The scripted BML server will be posted as open source software on website 
http://netlab.gmu.edu/SBML as it becomes available in stable form.  
 
Based on results described above, we conclude that scripted operation, inplemented in a Web service, 
provides a powerful infrastructure for the continuing development of BML. A further value of the 
scripting language is the ability to define precisely a mapping from BML to JC3IEDM. SBML represents 
a powerful means by which to test and experiment within the SISO C-BML as the standard evolves. Its 
highly concise, XML-formatted scripting offers a paradigm for an executable specification of the BML-
to-JC3IEDM mappings that can result in a clear standard that is readily implementable. 
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Figure 7: MSG-048 Demonstration Configuration 2008 


 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


 
Figure 8: MSG-048 2009 Experimentation Configuration 
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Abstract

In this paper we present advantages and limitations of agent-based distillations in understanding and gaining insight into irregular/asymmetric military operations. Our study is based on experiments using NetLogo a cross-platform multi-agent programmable modeling environment under continuous development at the Center for Connected Learning and Computer-Based Modeling of Northwestern University, Evanston (IL), USA. The presented work is very much a work in progress, and this preliminary paper is intended to stimulate discussion, garner feedback, and foster refinement.

1.0
Introduction


Recent research shows that both conventional and asymmetric warfare are characterised by nonlinear behaviours and that engagement is a Complex Adaptive System (CAS) [26]. Furthermore, there is no doubt that the nature of warfare has changed in the last few decades, as indeed it has been constantly changing since pre-historic times. While this fact creates some uncertainty for defense planners, there is at least one thing we can be sure about: warfare will continue to change [3]. According to the Irregular Warfare Joint Operating Concept, OSD and Joint Staff, Version 1, Irregular
 Warfare is defined as “A violent struggle among state and non-state actors for legitimacy and influence over the relevant populations. Irregular warfare favors indirect and asymmetric approaches, though it may employ the full range of military and other capabilities, in order to erode an adversary’s power, influence, and will” [21]. Asymmetric warfare emphasized then social phenomena such as legitimacy and influence well known in social sciences studies. Despite conventional warfare models that often use simple physics equations
 to back decisions on courses of action and resource allocation, irregular warfare models should incorporate complex social phenomena to guide decisions of the military planners.

Modelling & Simulation tools and methodologies are needed to capture the uncertain, complex and varied space of asymmetric warfare even if social science theories, unlike physics theories, are not yet agreed upon. In this paper, we suggest an Agent Based Distillation (ABS) approach to capture some critical issues of asymmetric warfare. This approach offers an opportunity to analyse the behaviours intuitively expected on the battlefield. Through the use of this approach, analysts are able to gain understanding of the overall shape of a battle and what factors are playing key roles in determining the evolution of an engagement.

The objective of this preliminary work is not to publish innovative models of complex military or social behaviours involved during asymmetric engagements. Our concern is mainly to provide a reflection about the suitability of Agents Based Distillations for modeling asymmetric warfare. To illustrate our discussion NetLogo has been selected among a large number of platforms available. A similar study was published in 2005 by Scott Wheeler to evaluate benefits of NetLogo for modelling civilian assistance and guerrilla warfare [14].

This paper is organized as follows:


· The following section briefly recalls main issues related to asymmetric/irregular/hybrid warfare,


· Section 3 introduces Agent Based M&S as a powerful approach to model military applications including complex social behaviours,

· In section 4, we introduce the Distillation paradigm as a means to reach a trade off between sophistication and usability. We will focus on its ability to naturally discover emergent behaviours even when they are not explicitly programmed,

· Section 5 provides an example of ABS platform through NetLogo,

· Finally, section 6 is devoted to conclusions and future trends. 

2.0
The role of asymmetry in warfare

Asymmetric or irregular warfare originally referred to war between two or more belligerents whose relative military power differs significantly. Contemporary military thinkers tend to broaden this to include asymmetry of strategy or tactics. Today "asymmetric warfare" can describe a conflict in which the resources of two belligerents differ in essence and in the struggle, interact and attempt to exploit each other's characteristic weaknesses. Such struggles often involve strategies and tactics of unconventional warfare, the "weaker" combatants attempting to use strategy to offset deficiencies in quantity or quality [1], [2] and [22]. Perhaps a more concise definition of asymmetric warfare is an action that does not involve one conventional military force pitched against another. Flying an aircraft into a skyscraper is an asymmetric attack because (at least prior to Sept 11, 2001) there were no (military) measures in place to explicitly defend against it (although there were broader anti-terrorist measures) [3]. Irregular warfare situations include civilian assistance, peacekeeping operations under threat of insurgent activity, handling humanitarian tasks, guerilla warfare and manipulating the media.

Moreover, as the recent campaigns in Iraq and Afghanistan have manifestly demonstrated, victory is no longer achieved with the defeat of a conventional army through massive force-on-force engagements with clearly demarcated front lines and division rears. The modern commander must now define the operating theatre of operation in more than just kinetic and geographical terms, including political, economic, diplomatic, social and cultural factors.


While asymmetric warfare encompasses a wide scope of theory, experience, conjecture, and definition, the implicit premise is that asymmetric warfare deals with unknowns, with surprise in terms of ends, ways, and means. The more dissimilar the opponent, the more difficult it is to anticipate his actions. Knowledge in advance of how an opponent planned to exploit dissimilarities, could allow developing specific doctrine to counter his actions. Against asymmetric opponents, doctrine should provide a way to think about asymmetry and an operational philosophy that would take asymmetry fully into account [16], [17].

In [29] (in French), Jean-Jacques Patry and Jean-Luc Marret suggest that the definition of asymmetric warfare depends on the country in the following way:


· For USA, asymmetry hampers the maximum yield offered by conventional military facilities,

· For Great Britain, asymmetry provides a strategic effect through unconventional means,


· For France asymmetry refers to understandable or not understood engagements.

3.0
Agent-based M&S for military applications

3.1
Agent-based Approach

In order to support decision makers in those changing and complex environments, decision support and/or analysis tools must be capable of capturing the complexities of a broader and constantly evolving operational landscape. Agent-based paradigms are a relatively new technology within the simulation domain. They emerged as an expansion from work on Cellular Automata and initially focused on the simulation of primitive insect colonies. Today, Multi-Agents systems have been used in a plethora of applications including modeling of nations, economic factors and business activities. Nevertheless, there is no universal agreement on the precise definition of an agent-based simulation. In their most basic form, agents are software autonomous objects that perceive their environment through sensors and act on that environment.

Agents may be able to communicate directly with other agents, are driven by a set of tendencies in the form of individual objectives or satisfactions, possess resources of their own, are capable of perceiving their environment, possess skills, and whose behaviour tends towards satisfying its user-defined objectives [9]. In short, an agent can sense its environment, communicate with other agents, build perceptions, make decisions, and take actions in an attempt to simultaneously satisfy multiple objectives. ABSs are based on the idea that is possible to represent in computerized form the behaviour of entities which are active in the world, and that it is thus possible to represent an emergent collective behaviour that results from the interactions of an assembly of autonomous agents. Interesting and often unexpected emergent behaviours have been discovered in a diverse set of application areas. Since military conflicts can have many attributes that are consistent with complex adaptive systems, agent-based simulation continues to be increasing interest in military applications [18]. The agents within these simulations range from simple agents that follow a basic set of rules to highly detailed models with complex knowledge bases and rules sets. Their purpose are diverse including agents that control battlefield entities, command agents that act as high level commanders, information filtering agents and decision support agents.

3.2
Using Agent-based Technologies for Modelling Asymmetric Warfare

An illustration of using agent-based modeling and simulation of asymmetric operations (Afghanistan) has been recently given by the United States Joint Forces Command (USJFCOM) who conducted experiments using models and simulations that represent the cultural context of societies, through Synthetic Environments for Analysis and Simulation – Virtual International System (SEAS-VIS) from Simulex Inc [19]. This framework is an agent-based, multi-theory tool capturing the social, political, cultural and economic elements of society and the dynamics that form between them [5], [6], [7] and [8]. SEAS‑VIS represents each virtual community using five primitive constructs: individuals, organizations, institutions, infrastructures, and geographies (IOIIG). These five primitives are used to model the emerging higher order constructs such as geographical entities (nations, provinces, cities), political systems (type of government, political parties/factions), military (soldiers, institutions), economic system (formal and informal structures), social system (organizations, groups), information systems (print, broadcast, internet, social networks), and critical infrastructures (banking, oil and gas, electricity, telecommunications, transportation).


To represent a synthetic nation such as Afghanistan through SEAS, individual citizen agents are constructed as a proportional representation of the societal makeup of the real nation. Each citizen agent is encoded with static traits, such as gender, nationalism, ethnicity, race, income, education and religion, as well as dynamic traits, such as their political, societal and religious orientations, and well-being. In this way, agents in SEAS‑VIS are made to be culturally specific, holding opinions towards other entities and reacting to their perception of their needs. Agents also have memories, enabling individuals to respond based on personal experiences. SEAS-VIS is based on Kahnemann’s concept of subjective well-being [11], which refers to a person’s assessment of their perceived state of happiness. A citizen agent’s well-being consists of nine fundamental needs: basic, political, financial, security, religious, social, educational, health, and freedom of movement. Daniel Kahnemann was Nobel prized in 2002 “for having integrated insights from psychological research into economic science, especially concerning human judgment and decision making under uncertainty”. SEAS-VIS includes a hierarchical model of needs proposed by Abraham Maslow [12]. An interpretation of Maslow’s hierarchy of needs can be represented as a pyramid with the more basic needs at the bottom (physiological needs such as breathing, food, water, sleep) and the highest level needs at the top of the pyramid (self-actualization needs such as morality, creativity, problem solving abilities).

Agent-based modeling and simulation provides a powerful methodology to represent complex systems and interactions among them, aiming at studying self-organization properties arising from a set of individual rules (emergence) [9], [10]. However, complex tools such as SEAS-VIS are difficult to use, to maintain and to validate [6]. Those drawbacks motivated the appearance of a new approach of agent-based modeling commonly referred to as agent-based distillations.

4.0
Agent-based distillations vs. conventional agent-based systems

Agent-based distillations trade sophistication for speed and lower simulation costs. As a result simulations tend to be less scripted with less user input than high fidelity high cost combat simulation software or seminar war games.

Broadly speaking, distillations can be defined as simulations that attempt to model warfare scenarios by implementing a small set of rules that allow agents to adapt within each scenario [4]. Distillations are far less detailed than traditional simulations and rely on sensible global behaviour to emerge naturally, unlike traditional models that require this behaviour to be explicitly programmed. This simplicity gives distillations the characteristics of speed, transparency, ease of configuration and the ability to use the systems with minimal training. Unlike the traditionally firepower and equipment centric simulations, distillations can be considered to maneuver centric meaning that insights are predominantly gained not through the numerical results of simulation runs, but rather from an understanding of how the agents adapt to each other’s tactics [20]. Agent-based distillations provide a bottom-up approach to modelling combat scenarios [4]. Unlike traditional constructive simulations which specify an overall scenario, and then layer more and more levels of detail as they generate the components of that scenario, distillations require the analyst to develop the individual components and then observe the overall behaviour that emerges within the model [4].

Several engines, platforms and toolkits have already been proposed. Some of them have been extensively used for modeling Complex Adaptive Systems such as Crocadile
 [4], [20], MANA
 [31] or ISSAC
 while others are general purpose platforms such as StarLogo [32], NetLogo [15], [36] and Repast
 [33].

MANA has been recently used for comparing efficiency and performances of movement algorithms [35] and for validating human behaviour representation models [34]. NetLogo and StarLogo were designed in the spirit of the Logo programming language that is to enable easy entry by novices and yet meet the needs of high powered users. NetLogo was designed and authored by Uri Wilensky, director of Northwestern University’s Center for Connected Learning and Computer-Based Modelling, Evanston (IL), USA. NetLogo has many thousands of active users, is freely available for download and comes with an extensive models library including models in a variety of domains such as economics, biology, physics, chemistry, psychology and many other natural and social sciences.

5.0
Using Netlogo for modelling issues in asymetric warfare

In this section, we describe the main features of NetLogo including its powerful programming language allowing modelling behaviour of thousands of agents (turtles), and its both 2D and 3D viewer environment
. Explanations will be based on a “simple mind” model of asymmetric terrain where several kinds of agents have to compete. This model consists of a deep adaptation of the rebellion model designed by U. Wilensky [37], itself adapted from a model of civil violence proposed by Joshua M. Epstein [23].


5.1
The Simulated Models


As stated before, models are not realistic and are only used to experiment the ability of the platform in rapid prototyping behavioural models according to a bottom up approach. Several agents (turtles) are involved:


· Agents ‘individuals’ are characterized by their influence, energy and force. When an individual agent is hungry, he becomes ‘dislocated’ and from this moment will actively use brute strength to fight with individuals in the neighbourhood.  The strongest individual wins and the lowest die. At each step of the simulation, each individual moves and tries to reach a restaurant. If any restaurant is available in the surroundings his energy value decreases. On the contrary, the energy increases as soon as the individual finds a restaurant. Individuals influence each other and at any time each individual can be influenced by only one leader. At each simulation step, the individual who has the greatest influence becomes the leader of all people in the neighbourhood,

· Agents ‘food’ represent restaurants with an initial quantity of food which decreases when an individual eats and which increases periodically. When an restaurant becomes empty, it disappears from the simulated landscape,

· Agents ‘media’ represent information media but are not yet implemented,


· Agents ‘airplanes’ represent fighter bombers dropping bombs randomly. When a bomb hits the ground, it can destroy a building or a restaurant and kill an individual.

· Finally, agents ‘houses’ represent buildings,


The simulation algorithm is straightforward:



Create a set of agents (individuals, food, media, airplanes and houses) according to a normal distribution 

While (individuals are not all dead) do



Simulate a bomb explosion from a fighter bomber if any




Verify if the individuals become dislocated and in case of true, simulate a fight with an individual in the vicinity if any




Manage leadership of individuals




Manage restaurants


Move individuals


Move fighter bombers



EndWhile


5.2
The Platform Interface and 3D View

Figure 1 depicts the interface allowing the user to interact with the model. This figure is a screenshot of the interface before running the simulation.
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Figure 1: Example of NetLogo interface


At the top of main window are 3 tabs: ‘Interface’ tab is used to interact with the model; ‘Information’ tab displays explanations about the model itself and the corresponding terms of copyrights; ‘Procedures’ tab shows the program. ‘Initial Agent’s Density’ (density of individuals, foods, media and houses) are set through four sliders which represent global variables accessible by all agents.


They are used in models as a quick way to change a variable without having to recode the program every time. ‘Initial Values’ are sliders to set global variables (airplanes #, enforced influence #, radius of the agent’s neighbourhood and energy threshold). ‘Control Buttons’ are used to manage the simulation (setup, go one step, go continuously).

Finally, ‘Plots’ are created by the user and will be drawn as the model is running allowing to display the evolution of the corresponding variables. In this model, types of agents, media number, foods number and leader percentage are displayed. Figure 2 is a snapshot of the 3D view providing a visual representation of the world. Figure 2a displays the landscape after setting up the simulation, showing buildings, airplanes and other agents. Figure 2b shows the landscape after zooming. At the bottom of the window there are buttons to move the observer or change the perspective from which the user is looking at the world.
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Figure 2: The 3D view

A lot of functionalities are offered by the 3D viewer to control the simulation and the representation of world. Presentation of those functionalities is beyond the scope of this paper. Refer to the user manual for additional explanations
.
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Figure 3: Plotting some variables after 100 simulation steps


During the simulation, NetLogo displays in real time current values of selected variables as shown in figure 3 representing the status after one hundred steps. Although the models are rudimentary, some kind of stability appears after a few tens of steps. For example, Figure 3a plots the number of individuals according to their current status (dislocated in red, active in green, died of hunger in black and killed in combat in yellow). We observe that the system reaches a balance after a few tens of ticks. Respectively, the ‘foods’ number of empty restaurants (Figure 3c) rapidly decreases because the number of individuals decreases too. Notice that the number of both restaurants (Figure 3c) and media (Figure 3e) destroyed by bombs from fighter bombers, begins to increase after approximately one hundred of simulation steps. This is because the probability of being hit by a bomb increases drastically with time.

Those plotting tools are very useful to discover from a qualitative point of view some emerging behaviours that have not been explicitly programmed within individual agents.

The 3D viewer provides also the ability to select a given agent by clicking by the mouse as shown by the Figure 4 screenshot. The platform displays then the quantitative values of all attributes belonging to the selected agent.
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Figure 4: Displaying quantitative values of agents’ attribute

Finally, Figure 5 represents the situation at the end of the simulation (about 6000 steps) when all individuals have died either because they have been killed or due to the lack of food. In this model, since restaurants can be destroyed by fighter bombers, individuals have more and more difficult to find food and then finally disappear.
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Figure 5: Plotting status at the end of simulation

This interpretation is confirmed by the last experiment consisting of disabling bombing from fighter bombers. Figure 6 depicts the situation after about 25 000 simulation steps.
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Figure 6: Plotting status after 25 000 simulation steps


We observe that very soon the system reaches a steady state.

5.3
The Behaviour Space and Additional Tools


The Behaviour Space is an integrated software tool that allows the user to perform experiments with models. It runs a model many times, systematically varying the model's settings and recording the results of each model run. It lets the user explore the model's ‘space’ of possible behaviours and determine which combinations of settings cause the behaviours of interest.  Through the main ‘Tools’ menu the user opens a dialog box that lets him create, edit, duplicate, delete, and run experiment setups. Experiment setups are considered part of a NetLogo model and are saved as part of the model.

Additional tools include a shape editor for turtles and patches, a system dynamics modeller and an impressive library of models. Extensions to the NetLogo platform include a link with Mathematica
, a performance profiler as well as the ability to load vector GIS
 data.

5.4
NetLogo Programming Language


NetLogo is written in Java language. Nevertheless, it supports a higher level agents oriented language allowing applying commands to agents. To design a model, the user has to switch to the ‘Procedure’ tab of the main menu, since a program is considered as a set of procedures. Figure 7 is a screenshot of the ‘Procedure’ tab displaying the main procedure of our model
.
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Figure 7: Screenshot of the ‘Procedure’ tab


The ‘Procedure’ tab supports a conventional text editor allowing the user to write his code and immediately check its accuracy since neither compilation nor linking phase are needed.

A procedure consists of a set of commands that are applied to a set of agents (turtles). For example the following declaration


breed [agents agent]


defines a set of ‘agent’ turtles as a breed called ‘agents’. Those turtles represent ‘individual’ agents. Attributes of each ‘agent’ belonging to the ‘agents’ breed are defined through the following declaration:


 agents-own [


   influence                         ;Agent influence ranging from 0-1


   energy                             ;Agent energy ranging from 0-1


   force                               ;Agent force used only when dislocation is true 


   dislocated?                      ;if true, then the agent is actively using brute strength

   influence_of_leader         ;Influence of the leader of agents. Used to avoid multiple interactions


   leader_agent                    ;Number of leader for an agent


   number-of-influenced-agents        ;How many influenced agents has this leader


   on-top?                            ;Is the agent on top of a building?


]

Creation of a set of ‘agent’ turtles and setting the attributes is performed though the following powerful construct (z-of-agents is equal to 1):

create-agents round (initial-agent-density * .01 * (count patches with [pzcor = z-of-agents]) / (z-of-agents - min-pzcor + 1))


 [


      move-to one-of patches with [not any? turtles-here and pzcor = z-of-agents]

      set heading 0


      set influence random-normal 0.7 0.2


      set energy random-normal 0.8 0.1


      set force random-normal 0.6 0.3


      set dislocated? false


      set influence_of_leader -1


      set leader_agent -1


      set number-of-influenced-agents 0


      set on-top? false


      display-agent


 ]

The first complex construct (create-agents) calculates the number of agents as a density of the total number of patches in the 3D world. The keyword ‘pzcor’ is the z coordinate of the corresponding patch. The ‘move-to’ construct moves each agent on the floor (pzcor = 1) to the first patch that is not already occupied by an agent. Since individual agents have to check if other turtles are in their vicinity, we define a neighbourhood for each agent as follows (z-of-agents is equal to 1):


   ask patches with [ pzcor = z-of-agents ]

   [ 


      set neighborhood patches in-radius vision with [ pzcor = z-of-agents ]

   ]

At each step of the simulation loop (within the ‘go’ procedure), the following code is performed:

   ask turtles [

                                       ;Used to die the fired turtles when time-to-die is reached


      if fired? = true [last-explosion-handling]


                                       ; Simulating explosion


         explosion


                                       ;Are agents becoming dislocated ?


      if breed = agents [


         set dislocated? (energy < threshold)


         if fired? = true [set dislocated? true]

         if dislocated? [remove-links]    


         ifelse not on-top?


         [   


            move


         ]


         [   


            go-to-down


         ]


      ]

  ]


The block of the ‘ask turtles []’ construct will be applied to all turtles created by the initialisation phase. In that way only the behaviour of elementary agents are explicitly coded. On the contrary, the block of the ‘if breed = agents []’ construct will be applied only to turtles belonging to the ‘agents’ breed (individuals). ‘move’, ‘go-to-down’, ‘remove-links’, ‘last-explosion-handling’, and ‘explosion’ are user defined procedures.  The meaning of the remaining code is straightforward.

The following ‘fight’ procedure is interesting:


to fight


   let targets other neighborhood with [any? agents-here]

   let agent_force force                                                 

   if any? (agents-on targets) [ 


      let victim one-of (agents-on targets) with [force < agent_force]   

      if victim != nobody [ 


         set count-fighting-died count-fighting-died + 1


         move-to victim  


         ask victim [


            die-behavior

         ]


      ]


   ]               


end

This code allows selecting a weaker individual occupying a patch in the neighbourhood of each individual. If a victim exists, the winner moves to its position and the victim is killed (‘died-behavior’ procedure).

6.0
Conclusions and future trends


From preliminary experiments, the agent-based distillation approach seems to be a valuable technique for designing preliminary models, in minimal time and with minimal effort. We claim that in the domain of asymmetric/irregular warfare where complex behavioural models from social sciences have to be taken into account, M&S platforms such as NetLogo are suitable to first examine and validate less detailed models before integration within operational decision support systems at higher resolution level. For example, complex psychological components of human individuals/groups behaviour such as legitimacy, influence, violence tendency or evolution of attitude towards leaders, institutions or governments, needs an iterative bottom up approach with higher and higher resolution, to understand how agents interact with themselves and how overall behaviours emerge. Agent based distillation and associated tools provide efficient and useful means to successfully gain understanding of those complex psychological components.

In this paper we have not talked about emergence of phenomena or/and behaviours. Nevertheless, a simple example of emergence is given by the Figure 8 which is a snapshot of the 2D viewer of the ‘Traffic Basic” model taken from the model library of NetLogo [38]. This example models the movement of cars on a highway. Each car follows a simple set of rules: it slows down (decelerates) if it sees a car close ahead, and speeds up (accelerates) if it doesn't see a car ahead. Simulating the model provides the emergence of a traffic jam from the simple set of rules applied to individual cars. 
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Figure 8: A simple visual example of emergence

7.0
References

[1] Wikipedia, http://en.wikipedia.org/wiki/Asymmetric_warfare

[2] Robert Tomes, "Relearning Counterinsurgency Warfare", Parameters (US Army War College), Spring 2004

[3] Michael Lauren, « How Agent Models Can Address Asymmetric Warfare: An ANZUS Collaboration », www.siaa.asn.au/get/2395361053.pdf

[4] Adam Easton, Michael Barlow, « CROCADILE: An Agent-based Distillation System Incorporating Aspects of Constructive Simulation », 2002, www.siaa.asn.au/get/2395361059.pdf

[5] Alok R. Chaturvedi, Rashmi Chaturvedi, Brian Armstrong, “Understanding Emergent Effects in Globally Expansive Network of Networks through a Synthetic Mirror”, IFIP paper

[6] Major Mike Babilot, Daniel Snyder, «Continuous Validation of Agent Based Models: A case study of SEAS Deployment for ISAF », (08S-SIW-084), Spring Interoperability Workshop, April 14-18, Providence, Rhode Island

[7] S. Mellema, A. Chaturvedi, M. Mulpuri, G. Pinczuk «Continuous Validation Framework: A Case Study of SEAS and Afghanistan”, Interservice/Industry Training, Simulation, and Education Conference (I/ITSEC) 2008

[8] Martin Adelantado, Jean-Michel Mathé, “Expérimentation SEAS : analyse et évaluation du logiciel”, Technical Report 1/14676 DTIM, Mai 2009 (in French)

[9] Jacques Ferber, “Multi-Agent System: An Introduction to Distributed Artificial Intelligence”, Harlow: Addison Wesley Longman, 1999

[10] José M. Vidal, “Fundamentals of Multi-Agents Systems”, August 2007

[11] D. Kahnemann, E. Deiner, Dr. Phil Norbert Schwarz, « Foundations of Hedonic Psychology », Russell Sage Foundation, 1999

[12] Abraham.H. Maslow, « A Theory of Human Motivation », Psychological Review 50(4), 1943

[13] D. Grieger, « Using Agent Based Distillations to Support Land Warfare Studies », United States Marine Corps Warfighting Lab, Quantico, VA. Accessed 4/Feb/2005. Defence Science and Technology Organisation, Land Operations Division, Edinburgh, Australia

[14] Scott Wheeler, « On the Suitability of NetLogo for the Modelling of Civilian Assistance and Guerrilla Warfare », Australian Department of Defence, Land Operations Division, Systems Sciences Laboratory, DSTO-TN-0623, April 2005

[15] Web site of NetLogo : http://ccl.northwestern.edu/netlogo/

[16] Colonel Clinton J. Ancker III, Lieutenant Colonel Michael D. Burke, « Doctrine for Asymmetric Warfare », Military Review, July – August 2003

[17] Montgomery C. Meigs, « Unorthodox Thoughts about Asymmetric Warfare », Pentagon Report #A366584, January 2003

[18] Thomas M. Cioppa, Thomas W. Lucas, Susan M. Sanchez, « Military Applications of Agent-Based Simulations », Proceedings of the 2004 Winter Simulation Conference, R .G. Ingalls, M. D. Rossetti, J. S. Smith, and B. A. Peters, eds.

[19] Web site of Simulex Inc.: http://www.simulexinc.com/

[20] Michael Barlow, Adam Easton, « Crocadile – An Open, Extensible Agent-Based Distillation Engine », Information and Security, Volume 8, Number 1, 2002

[21] Dr. Deborah V. Duong, “Gaps, Tools, and Evaluation Methodologies for Analyzing the Global War on Terror”, Improving Cooperation Among Nations in Irregular Warfare Analysis, Simulation and Analysis Center, 11-13 December 2007

[22] Lt. Col. Franck G. Hoffman, “Complex Irregular Warfare: The Next Revolution in Military Affairs”, Published by Elsevier Limited on behalf of Foreign Policy Research Institute, Summer 2006

[23] Joshua M. Epstein, John D. Steinbruner, Miles T. Parker, “Modeling Civil Violence: An Agent-Based Computational Approach”, Center on Social and Economic Dynamics, Working Paper No. 20, January 2001

[24] Franck G. Hoffman, “Conflict in the 21st Century: The Rise of Hybrid Wars”, Potomac Institute for Policy Studies, December 2007

[25] Jorma Jormakka, Jarmo V. E. Mölsä, “Modelling Information Warfare as a Game”, Journal of Information Warfare (2005) 4 (2): 12 – 25

[26] Alex Ryan, “A Multidisciplinary Approach to Complex Systems design”, Doctor of Philosophy, The University of Adelaide, March 2007

[27] Ryan, A. J., “About the bears and the bees: Adaptive approaches to asymmetric warfare”, Interjournal, 2006

[28] Andy Llachinsky, “Complex Adaptive Systems, Multi-Agents based models and some heuristics regarding their applicability to URW”, Center of Naval Analysis, Talk, March 2007

[29] Jean-Jacques Patry, Jean-Luc Marret, « Les Forces Terrestres en Opération : Quels Modes d’Actions Adopter face à des Adversaires Asymétriques ? », Cahiers de la Recherche Doctrinale, Centre de Doctrine d’Emploi des Forces, Direction Recherche et Retour d’Expérience, en collaboration avec la Fondation pour la Recherche Stratégique, Octobre 2004

[30] John T. Plant Jr. “Asymmetric Warfare: Slogan or Reality?”, Defence and Strategy Journal, January 2008

[31] Isaac R. Porche III, Bradley Wilson, “The Impact of Network Centric Performance on Warfighter Effectiveness”, RAND Corporation, 2006.


[32] Web site of StarLogo: http://education.mit.edu/starlogo/

[33] Download web site of Repast: http://repast.sourceforge.net/

[34] Simon R. Goerger, Michael L. McGinnis, Rudolph P. Darken, “A Validation Methodology for human Behavior Representation Models”, The Journal of Defense Modeling and Simulation, Volume 2, Issue 1, January 2005 Page 5-17

[35] Dion Grieger, « Comparison of Two Alternative movement Algorithms for Agent Based Distillations »,Land Operations Division, Defence Science and Technology Organisation, Australia, Report DSTO-TN-0777, August 2007

[36] Wilensky, U. (1999). NetLogo. http://ccl.northwestern.edu/netlogo. Center for Connected Learning and Computer-Based Modeling. Northwestern University, Evanston, IL.

[37] Wilensky, U. (2004), “NetLogo Rebellion Model”, http://ccl.northwestern.edu/netlogo/models/Rebellion

[38]  Wilensky, U. (2004), “NetLogo Traffic Basic Model”, http://ccl.northwestern.edu/netlogo/models/TrafficBasic 





















































� In USA, the Army Capability Integration Center (ARCIC) declared in 2007 that there was no need for an official definition of asymmetric warfare, considering that its use was redundant to irregular warfare [30].



� Such as the Lanchester Equations.



�Conceptual Research Oriented Combat Agent Distillation Implemented in the Littoral Environment. 



� Map Aware Non-uniform Automata.



� Irreducible Semi-Autonomous Agent Combat.



� The Recursive Porous Agent Simulation Toolkit.



� We used the 3D NetLogo 4.1RC3 released available since June 2009.



� http://ccl.northwestern.edu/netlogo/docs/



� http://www.wolfram.com/



� Geographic information system.



� The name of the main procedure is mandatory (go).



� Keywords are in red colour.







RTP-MP-MSG-069
23 - 1

23 - 16
RTP-MP-MSG-069

RTP-MP-MSG-069
23 - 15




[image: image1.wmf][image: image2.jpg]}
A NATO
\4% OTAN








Asymmetric Warfare in the Simulation and Training                                                          Environment: Comprehensive Approach Wanted!









                                         Asymmetric Warfare in the Simulation and Training                       Environment:   Comprehensive  Approach  Wanted!


 




Asymmetric Warfare in the Simulation and Training Environment: Comprehensive Approach Wanted!


Col. Assoc. Prof. Eng. Pavel Necas, PhD. / Prof. Eng. Miroslav Liska, PhD. /                        Assoc. Prof. Eng. Marcel Harakal, PhD. / Maj. Eng. Vladimir Andrassy

The Armed Forces Academy of general Milan Rastislav Stefanik

Demänova 393, 031 01  Liptovsky Mikulas

Slovak republic

pavel.necas@aos.sk / miroslav.liska@aos.sk / marcel.harakal@aos.sk / vladimir.andrassy@aos.sk

Abstract 


Traditionally, the military has used live simulation as a primary means of training. With the high cost of such training and the growing shortage of adequate space for its conduct, constructive simulation and, more recently, virtual simulation have become increasingly important. The convergence of Live (real people and equipment but simulated results), Virtual (Real people but simulated equipment and environment) Constructive (Simulated people, equipment & environment, stimulated by real people) known as LVC simulation, provides the military (and others) with the ability to "mix and match" simulation methodologies to meet both the training objectives of the commander and the constraints (time, space, cost) imposed by the training context.


1.0
Introduction


Since the end of cold war, military forces have been dealing with a new challenge: the rapid deployment of forces in usually hostile territories in order to participate in peacekeeping or force projection operations or to assist international organizations and non-governmental organizations engaged in human relief operations. These types of operations widely addressed as Peacekeeping Operations (PO) or better Peace Support Operations (PSO) especially in the settings of an urban environment, are posing significant challenges in the entire decision making, mission planning and mission execution cycle. 


The characteristics that affect the aforementioned cycle are; the Operational Area, which is characterized by complex, ambiguous, and, at times, uncertain situations that may have some or all of the following: asymmetrical threats, failed states, absence of rule of law, gross violations of human rights, collapse of civil infrastructure or presence of displaced persons and refugees. The second characteristic, the Risk Management is a key topic. Leaders at every level must endlessly assess the risk to their forces and take appropriate actions to mitigate that risk. In addition, during early stages of deployment, military units may be required to conduct non-traditional military operations. 


And finally, PSO are unique, with their own political, diplomatic, geographic, economic, cultural, and military characteristics.

2.0
Present Situation: Bad Times OVER?

The fundamental concept of simulation dates back thousands of years to the ancient Egyptians and the famous Chinese war strategist Sun Tzu. Notwithstanding these initial attempts to replicate ancient battlefields, current day machine-based modelling and simulation (M&S) found its roots in the early 20th century. During this dawning era, the majority of M&S efforts were carried out in isolation. It is a fact one

may not find so surprising considering the fundamental definition of a model: a representation of an element of the real world for a specific purpose. 


Working in isolated domains on specific applications, M&S developers created bespoke solutions to precise problems, but with the evolution of networks and networked computer systems where modelling and simulation has undergone a significant maturation process over the past few decades. Early on, the M&S realm represented only a very small portion of the real world. Systems such as flight simulators, and Operational Analysis (OA) models, although based on real world requirements, had no direct physical connection to the real world domains. Technology growth led to an expansion within the M&S realm, allowing practitioners to address a larger subset of real world applications with more comprehensive and complex representations.


These components of the Live, Virtual and Constructive Simulation (LVC) can be divided into two categories: those associated with the science and technology of simulation itself and those more closely related to the human and cultural aspects of the M&S community. Considering the science and technology of simulation modelling, the Urban Battlefield environment is the most important challenge especially thanks to the existence and modelling of buildings, which remain by far the most important feature in the urban environment.


In most of the cases even in advanced simulators buildings resolution and representation is not adequate for enhanced perception of the environment, especially when dealing with multi-level building and subterranean structures. Referring to human and cultural aspects of urban environment, in most of the cases existing simulators do not support complex interactions with civilians and crowd during simulations, and impact of urban warfare to the friendly personnel due to the fact that urban warfare is exceptionally fatiguing both physically and mentally, as well as dangerous and it provokes highly destructive, stressful, high intensity close combat that leads to significant logistical and medical challenges. 


3.0
Asymmetric Operations: Urban Terrain Prevails 


The characteristics mentioned in the previous section are amplified whenever PSO are conducted in urban environment. Urban terrain is a complex, man-made environment unlike the terrain in which soldiers have traditionally trained for combat. It is characterized by three subsystems: physical, functional and social. Physically, urban terrain comprises of angular forms laid out in a grid pattern with a lot of cover and frequent, regular, channelled fields of fire and killing grounds. Buildings may be of many styles within one urban centre.


It is three-dimensional space, where the vertical dimension is of great importance. The vertical dimension not only provides extreme barriers to assault, but it also provides the defence with a man-made form of high ground and often also with a subterranean level for combat by way of cellars and sewers.


The force in possession of this terrain, especially with time to prepare defences, has a distinct opportunity to reduce any disadvantages that it may have compared to the attacking force. In particular, it usually forces the combatants into small unit engagements at close range. The urban terrain's non-physical environment is also very important. The functional subsystem represents the lifeblood networks of the city, such as transport, communications and utility networks. These networks permit the inhabitants to thrive and the enemy to survive.


Modern cities have formal subsystems characterized by centralized administration, industrial or post-industrial technologies, links and nodes. Whereas, primitive cities normally contain informal decentralized subsystems in which primitive or adaptive technology predominates, with patterns of individual and small group activity. If there are any nodes in primitive cities, they are highly decentralized. The social subsystem represents the human dimension, the culture, demographics, religion, and history of the urban setting. This is perhaps the most difficult subsystem to grasp because it is usually such a complex, interwoven network of factors. Culture is a particularly powerful influence. Culture relates to the way in which definable groups of people interact with their social and physical environment. It helps to define a group, especially in relation to other groups.


This applies to nations, races, religions, tribes, clans, professions, in fact to any group. Culture consists of learned behaviours arising from shared knowledge and it is passed on from one generation to the next. The behaviours that have become embedded as part of a group's culture are those that helped to ensure the group's survival in the past. Culture is reflected in the group's values, beliefs, rituals, symbols and behaviours. While culture changes, the change is usually slow, particularly in terms of military operations timeframes. Urban environments and foreign cultures can be complex terrain for the conduct of military operations. For the NATO military forces, for example, missions involving urban operations have so far been carried out on non-NATO member's soil, and this is probably the case for the foreseeable future.


This presents the potentially stressful prospect of operating in a complex, unfamiliar physical, political and social environment, perhaps a long way from home, and among a large population of non-combatants. Sometimes the non-combatants might be unfriendly. Often it may be difficult to identify friend from foe in the close-range encounters that might occur in urban areas. The structure of urban terrain provides good cover and many observation posts. These together with the presence of a large number of non-combatants have a significant restricting influence on the soldiers' traditional approach to fire and movement during the assault.


Small groups, down to section and even half-section will frequently be the unit of operation in the urban environment. There may also be other arms attached as part of the fighting teams. The structure and construction of urban terrain can be expected to have a significant negative effect on the command and control of urban operations. Fields of observation could be restricted and communication and navigation severely disrupted. 


The disrupted communications and navigation will create problems calling in fire support. It will also mean that the transmission of intelligence, both up and down the chain of command, will be disrupted. The operational tempo will be high, reducing the timeframe for decision making and reacting. Units may frequently become disoriented or confused. This may increase the stress for soldiers and the chances of significant human errors, such as firing on friendly forces or non-combatants. All of these factors make it more difficult for senior leaders (company, battalion, regiment, brigade commanders) to keep up to date with the progress of the battle, and may make it more difficult than in non-urban warfare for these leaders to provide feedback to operational and strategic commanders.


Urban terrain amplifies the ease and effectiveness of deception and leads to short range engagements with little time for preparation. It makes it difficult to identify friend from foe thus increasing the likelihood of fratricide. Casualty rates are very high, and ammunition and other supplies are consumed at a very high rate. Use of some weapons, designed for open space deployments, may be problematic in urban terrain, e.g. barrel depression or elevation on armoured vehicles and artillery. Coordination of air attacks, either for lodgement of forces or fire support may also be difficult. GPS may be blocked and radios will only work over shorter ranges making coordination and navigation difficult. Urban warfare is dangerous and exceptionally fatiguing (both physically and mentally). It provokes highly destructive, stressful, high intensity close combat, which often leads to significant logistical and medical challenges. 


3.0
Proposed Solutions Envisaged 


The key objective of the Comprehensive Integrated Simulation and Training System is the development of an integrated environment for mission planning, training and rehearsal for both staff and field personnel on tactical and operational level suitable for the modem Asymmetric Warfare using Commercial on the Shelf (COTS) technology. 


Having considered the incoherent present simulation and training conditions and platforms we propose following modification and improvements in order to set up comprehensive integrated simulation and training system comprising these elements:


· An integrated scenario building environment allowing for implementation of the concept of the User Defined Operational Picture (UDOP), which should be a consistent tool of the simulation toolbox of elements. Through customized user interface, the user will be able to determine the "What/When/How" of the presentation of available information. Most importantly, this environment will allow users to combine high-resolution imagery, real-time asset tracking, geospatial analytic tools, live video feeds and many other operationally relevant capabilities into one common 3D visualization interface, saving the user critical minutes "lost" in switching between applications inherent in current real and simulated Command and Control systems. The envisaged engine will be the starting point for interacting with other integral engines.


· The proposed simulations engines, should allow for the selection of different Man Machine Interfaces/Human Machine Interface (MMI/HMI) to demonstrate and test different interfaces and test their suitability and effectiveness during training in asymmetric environment.


· Modelling of Simulated entities as crowd, friendly, enemy personnel, weapons, explosions, will make it possible to review existing models of the aforementioned entities and will integrate them to both Virtual Reality and Operational Network environment.


· Communication and Interaction between entities at different simulation environments as C2, augmented reality, and war gaming interface will investigate the use of real communication and sensing equipment over suitable connectors. This approach provides significant advantages because the users work with equipment which is exploited in real actions on real terrain and there is no need for modelling traffic sources to deal with real data transfers between participants.


· Unified environment for After Action Reports (AAR) will allow the investigation of the trainees and or plan performance against predefined targets. The debriefing environment will support multilevel views and replays of the scenario played during the simulation. Furthermore the engine will provide instructors and trainees with meaningful reports considering their performance.


These elements should encompass a C2 and mission planning environment empowered by a 3D GIS environment (3D buildings) with blue and red tracking capabilities, a scenario building Engine, an Augmented Reality platform for enhanced situation replication, a Virtual World Multiplayer environment capable of realistic virtual representation of participants based on behaviour  modelling (representing soldiers, coalition forces, terrorists, OPFOR, and non-combatants, crowd), real-time communication between participants such as staff-field, vehicles, aircraft, and weapons, health management, computer-generated entities to populate the environment, environmental effects and an after action review system. 


To this aim, the measurable improvements within the user-friendly simulation environment to the harsh requirements of urban operations are foreseen, especially to the following areas such as Scenario Building Environment, Human Machine Interface, Interaction and Description of Ambient Entities/Environment, Modelling of Simulated entities (Crowd, friendly, enemy personnel, weapons, explosions, etc), Interaction/Communication between entities at different simulation environments (C2, augmented reality, and war gaming interface) and Fusion of Information gathered from sensors.


4.0
Case Study: Comprehensive  Integrated  Simulation and Training Centrum 


The basic concept establishes a simulation facility with a modular design that allows the interchange of equipment, software, tools, and protocols without requiring significant development. The Comprehensive Integrated Simulation and Training Centrum (CISTC) is equipped with standard simulation tools and equipment that are necessary in the planning, execution, and review phases of an exercise.  These tools support training for Command and Staff and the development of doctrine, training, tactics, and equipment. The CISTC contains a Simulation Software Engine (SSE), Stealth Viewer, Virtual Simulator, Data Logger, and an After Action Review capability. Additional CISTC features include Video Tele-Conferencing (VTC), Distributed Interactive Simulation (DIS) capability, and a migratory path to continually evolving computer technology. All functions are satisfied with commercial hardware and software that are compliant with industry practices and standards. 


CISTC performance can be enhanced by the incorporation of host specific weapons effects, vehicles and behavioural characteristics into SSE. Virtual and Live training systems can also be included to increase the realism of the combined arms battlefield. The CISTC is capable of incorporating available virtual simulations (weather, chemical effects, equipment performance, etc.) and simulators (M1, Bradley, T-72, etc.). The CISTC can be tailored to meet command requirements and still be interoperable with other DIS and High Level Architecture (HLA) compliant federations or simulations.


The CISTC package provides a Training Support Plan (TSP), hardware (when required), and software necessary for a complete site operation. The CISTC also includes a site survey and planning activities necessary to transform regular classrooms or training facilities into a computer-aided training and exercise facility that is tailored to meet the requirements of the host element.


The TSP will provide an Exercise Planning tool to develop training exercise materials and manage exercise data at the collective training task level. An example is the Training Exercise Development System (TREDS) tool that is useful when developing exercises in any collective training environment – Live, Virtual, or Constructive.  TREDS develops the Operations Order (OPORD). The OPORD is then input into the constructive simulation.  Such training provides the tools and experience to plan an exercise, develop the scenario and implement it in SSE, and execute the exercise. The TSP also includes training using provided simulation tools, exercise planning and execution, data recording and implementation into an After Action Review and hardware operation.


The provision of this training package establishes a resident knowledge base and channels it into the operation and functions of all CISTC systems. It is also the key to rapid and successful establishment of each centre. CISTC exercises start with small, simple exercises and then develop into large, complex exercises utilizing all of the CISTC tools and simulation equipment greatly reducing the time required to make a simulation facility function effectively. The basic CISTC hardware is commercially available computer workstations. Individual site requirements and their current hardware and software tools are considered prior to determining the CISTC hardware requirements for a new location.  This allows the CISTC costs to be controlled through the use of existing hardware and software and tailoring the size of the simulation capabilities. Currently, the CISTC simulations and exercise development tools are DIS compliant or have migrated to HLA standard.

The basic CISTC provides for Friendly and Opposing Forces, Exercise Control, Aviation, Air Defence, Artillery, and Logistics. CISTC provides all site-specific requirements and includes the equipment necessary for connection to long haul networks. The receiving host must provide the long-haul line or satellite communication links.


Each CISTC contains Semi-Automated Force (SAF), Stealth, Virtual Simulator, Data Logger and After Action Review (AAR) capabilities. These functions are needed to provide basic simulation components necessary to execute a combined arms exercise. The CISTC utilizes Personal Computer (PC) based simulations and tools to offer the highest performance at the lowest cost approach. This PC workstation approach provides flexibility, low cost maintenance, ability to perform multiple functions, easy upgrade potential and utilizes existing computer operator skills.


The SSE provided is a more automated version of Computer Generated Force (CGF) that provides automated behaviours for modelled equipment and behaviours. SSE is capable of generating the terrain, threats, and models with appropriate behaviours. SSE also supports operation in either a DIS or HLA environment. Host specific tactics and equipment performance can be tailored into SSE through coordination with each individual host. 


SSE provides the models and behaviour characteristics for most Armed Forces and a variety of other manufactured equipment, Air Defence functions, and Logistics functions. SSE provides over 200 models of vehicles, weapons effects, tactics, and threats. The models of NATO and other forces include ground vehicles, artillery, tank platoons, dismounted infantry, mines, and fixed wing assets. The behaviour characteristics modelled into SSE have been verified and validated. This ensures that the models and behaviours do not provide an unreal performance edge to any type of equipment or behaviour that could affect the exercise results. SSE provides a user-friendly interface that supports utilization of a host specific language through its user interface. 


The CISTC contain several terrain and SSE databases. Terrain databases are usually in CTDB and Open Flight format, for Stealth equipment in MDX format. The terrain databases are correlated with the SSE databases and support the stealth and virtual simulator functions in a SSE exercise. Additional databases may be developed from geo-specific terrain data through coordination with the requesting host. A Stealth viewer capability allows the exercise managers to view any area of the battlefield without impacting the conduct of the exercise. The stealth vehicle can be attached to any equipment to provide that perspective of the operation.


A Data Logger captures exercise events during execution and supports playback for mission evaluation. The After Action Review capability utilizes the data logger information to review critical points in the exercise and discuss “What if” alternatives. The AAR allows the exercise commander to criticize the performance of all functions and establish the preferred response. This leads to improved mission performance.


Through the use of selected commercial equipment and software simulation tools, the CISTC is designed to support evolving capabilities and missions. The basic CISTC is HLA/DIS compliant without significant investments in equipment or software. The modular approach of the CISTC may be utilized to provide future capabilities in the areas of Digital Data Communications, incorporation of live exercises, and Military Operations in Urban Terrain (MOUT). The CISTC can be further advanced through the incorporation of digital communications, evolving CGF capabilities, new databases, and the integration of virtual and live simulations.

The CISTC may also be expanded to cover Command, Control, Communication, Computers and Information (C2) systems and provide the commander and staff with the ability to plan and execute orders rapidly through digital communications.  Information from the simulation environment can be captured and converted into a message format compatible with the actual C2 system in use by local forces. The Fixed Tactical Internet is a concept to support training of the war fighters in their digital C2 system in an integrated live and virtual environment.  Virtual simulation provides the input for adjacent units utilizing SSE to create the entities and the Situational Awareness Tactical Internet Data Server (SATIDS) provides situational awareness and C2 messaging capability from the virtual to the live. 


This capability may be expanded to higher-level operations whenever new simulations are developed, released, and approved for distribution. The CISTC can also be expanded to include additional cells consisting of either site-specific virtual and live simulators or workstations for additional comprehensive operations.


5.0
Conclusions


Today, the M&S realm has achieved an overlap with the real world wherein simulation information is viewed coincidentally with the real world. Customarily, the military has used live simulation as a primary means of training. Mainly due to high costs of such training and the growing shortage of adequate space for its conduct, constructive simulation and, more recently, virtual simulation have become increasingly important. The convergence of Live (real people and equipment but simulated results), Virtual (Real people but simulated equipment and environment) Constructive (Simulated people, equipment & environment, stimulated by real people) known as LVC simulation, provides the military (and others) with the ability to "mix and match" simulation methodologies to meet both the training objectives of the commander and the constraints (time, space, cost) imposed by the training context. The advances and growth referred to above have resulted in a virtual explosion in the elements and components associated with simulation.


NATO Forces training has in the past usually provided a sound basis for adapting to new operational environments, but each environment should also be evaluated for its specific requirements. Recent experiences in various deployments of NATO, EU or UN military forces have reinforced the need for training specific to Peacekeeping or Peace Support Operations especially in urban setting, while still emphasizing the need for expertise in basic military field craft and skills. Therefore, it is necessary for NATO Military forces to re-evaluate doctrine, organization, training and equipment to make sure that the specific needs of urban operations are met.
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