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Abstract—Military networks are required to adapt their access 
control policies to the Information Operations Condition 
(INFOCON) levels to minimize the impact of potential malicious 
activities. Such adaptations must be automated to the extent 
possible, consistent with mission requirements, and applied 
network-wide.  In this paper, we present a Policy-Based Network 
Security (PBNS) management approach for tactical MANETs. 
This approach leverages the DRAMA policy based network 
management system and the Smart Firewall system to meet the 
above requirement. It allows administrators to specify low-level 
network access control policies for each INFOCON level using 
high-level policies (adapted from the Smart Firewalls approach). 
The high-level policies are securely distributed to all the policy 
decision points in the network, which evaluate and enforce 
policies in a distributed manner. As a consequence of enforcing 
policies in response to INFOCON level changes, appropriate 
access control policies will be derived and applied to local firewall 
devices without human intervention. Thus, operator burden can 
be significantly reduced and inadvertent errors can be avoided. 

Keywords: network access control; network operations; 
firewalls; MANET; security; policy-based management;  

I. INTRODUCTION

The dynamic nature of tactical MANETs (Mobile Ad-hoc 
Networks) makes it hard to manually manage their operations 
in a consistent manner across all network elements. Tactical 
MANETs must conform to war fighter requirements and at the 
same time adapt to changing network conditions such as 
intermittent connectivity. Security concerns within such 
MANETs are significant owing to the fact that network nodes 
are often vulnerable to capture and compromise. While 
Intrusion Detection Systems (IDSs) are able to detect potential 
threats, Information Assurance (IA) operations that mitigate 
these threats are usually left to the network operators. As in the 
case of other network management activities in MANETs, IA 
goals are difficult to achieve, especially if done using manual 

means. Changing network configurations in response to 
changing threat levels, if done manually, can be cumbersome 
and error prone. There is thus a need to automatically adapt IA 
operations, in response to changing threat levels, with minimal 
human intervention. This will ensure timely and correct 
adaptations to network threats. 

Policy based management is a promising approach for
automating threat level based adaptation of IA activities in a 
network. Policy based IA is a major research area at Defense 
Advanced Research Projects Agency (DARPA [7]).  
Continuous and active efforts in this area have produced 
systems such as [3], [4], [6], and [8]. The systems described in 
[4] and [8] provide and validate abstract models of access 
control lists (ACLs) and provide methods to support their 
management. However, these systems are not designed to 
automatically react to changes in network threat levels as 
described for example, by the Information Operations 
Condition (INFOCON [10]) system. The effort in [3] defined 
requirements for high-security MANETs and described 
selected aspects of their implementation. The authors addressed 
prevention of outsider and insider attacks using policy-based 
network management. However, the paper did not have 
additional information on how to apply such a system in a 
military environment. The authors in [6] describe a hardware 
implementation of a distributed security architecture without 
clarifying the details of the system to be used to manage the 
architectural components. 

In this paper, we describe an approach to Policy Based 
Network Security (PBNS) management for wireless ad hoc 
networks. The PBNS capability described in this paper is an 
extension of Dynamic Re-Addressing and Management for the 
Army (DRAMA [2]), a system for policy based network 
management. The extended system enables administrators to a) 
define network security policies for a MANET based on 
INFOCON levels, b) protect DRAMA agents from malicious 
node activities by leveraging input from Intrusion Detection 
Systems (IDSs), and c) secure the policy distribution process 
itself. Additionally, the design addresses some of the lessons 
learned in [7]. 

In Section II, we describe the concerns that motivate the 
securing of MANET communication as well as the network 
management process. In Section III, we describe the 
architecture and implementation of PBNS functionalities and 
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provide some performance results collected from our 
experiments using the implementation. Section IV summarizes 
our contributions and presents the directions for future work.  

II. NETWORK MANAGEMENT SECURITY CONCERNS

DRAMA is a policy-based management system for wireless 
ad hoc networks which was demonstrated in an outdoor 
environment at Fort Dix, New Jersey in 2005 and was assessed 
at TRL-6. DRAMA policy agents run on nodes within the 
network and collaboratively manage the MANET as a whole. 
At the highest level, the Global Policy Agent (GPA) manages 
multiple Domain Policy Agents (DPAs). A DPA can manage 
multiple DPAs or Local Policy Agents (LPAs). An example 
DRAMA hierarchy is depicted in Figure 1. Each policy agent 
performs local policy-controlled configuration, monitoring, 
filtering, aggregation, and reporting of network management 
data. Policies, a set of rules for network management, are 
disseminated from the GPA to DPAs and then to LPAs. Policy 
controlled configuration changes are enforced using software 
modules referred to as DRAMA Actions. Actions can be created 
within the DRAMA framework by following the DRAMA 
programming guidelines. A set of standard network 
management actions is delivered with DRAMA. In this 
architecture, any node can dynamically take over the 
functionality of another node to ensure survivability. Since 
each policy agent is able to make local decisions, only 
aggregated information is delivered through the hierarchy. 
Every node in the network has an identical set of active policies 
to ensure consistent behavior in the MANET. The separation of 
policy enforcement and policy content reduces network 
management bandwidth overhead. On the other hand, ensuring 
that correct and non-tampered policies contents are distributed 
to each policy agent is very important.  

Figure 1. DRAMA hierarchy for the example network 

The DRAMA network hierarchy may or may not directly 
reflect the physical topology of a network. The hierarchy may 
be physically connected as illustrated in Figure 2. In this 
example, there are four network management domains: Base, 
Carrier, Squadron, and Coalition. Streaming and web services 
are provided on different nodes as denoted in the figure. All 
wireless communication is assumed to be encrypted to ensure 
confidentiality. 
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Figure 2. Physical topology of a network 

Table 1 lists a brief summary of the network threat 
environment associated with each INFOCON level and the 
associated mitigation procedures. When the INFOCON level 
changes, Access Control Lists (ACLs) on each node may need 
to be modified. Manual configuration of each node may not be 
trivial and may be prone to error. Several existing management 
and analysis tools (e.g., [4] and [9]) can facilitate automated 
ACL configuration. These tools allow administrators to 
configure ACLs via high level abstractions of the network. The 
PBNS capability leverages such a tool [4].  

Table 1: INFOCON levels 
INFOCON Summary 
Level 5 A situation where there is no apparent hostile 

activity against computer networks. 
Level 4 A situation where increased monitoring of all 

network activities is mandated. 
Level 3 A situation where a risk has been identified. 
Level 2 A situation where non-essential networks may 

be taken off-line, and alternate methods of 
communication may be implemented. 

Level 1 A situation when attacks are taking place and 
the Computer Network Defense system is at 
maximum alertness 

The automated configuration of ACLs based on INFOCON 
level enables the MANET to rapidly react to changes in the 
tactical network. For network attack detection, we rely on 
information from existing Intrusion Detection Systems (e.g., 
NIDS [8]). This intelligence is incorporated into the DRAMA 
system as Intrusion Detection Message Exchange Format (i.e. 
IDMEF [5]) messages. When an intrusion is detected, manual 
reconfiguration prolongs the response to INFOCON level 
change. The PBNS uses IDMEF notifications to trigger 
DRAMA actions and thereby ensures that proper network 
configurations are applied in a timely manner. 
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III. POLICY BASED NETWORK SECURITY

A. System Architecture 
DRAMA provides a flexible agent-based infrastructure that 

allows dynamic insertion of new management functionality. 
We leverage this infrastructure to incorporate PBNS 
functionalities as illustrated in Figure 3.  

Figure 3. PBNS architecture in DRAMA 

Each policy agent (GPA, DPA, or LPA) consists of a 
firewall/router, a DRAMA engine and optionally several hosts 
or devices that are managed by the DRAMA engine. The 
policy agents typically communicate over a wireless network. 
The GPA provides a console for network administrators to 
remotely determine the active policy set for all agents in the 
MANET.  

We introduce a new component called the Security Policy 
Language (SPL) interface. The SPL interface runs on the GPA
and may be used by a network administrator to specify high 
level network access control policies, which we refer to as 
Smart Firewall policies (a.k.a., SF-policies). SF-policies, which 
are described later in this section, are used to construct 
DRAMA policies that pertain to network access control rules. 
These SF-policies are then translated into vendor independent 
access control rule sets (a.k.a. Smart Firewall Rules, SFRs) for 
each policy agent in the network. These SFRs are then 
delivered to each platform where they are translated into device 
specific access control lists such as iptables [1] rules or Cisco 
IOS [11] commands. The current implementation supports 
translation to iptables rules only. The SFRs are transmitted to 
all the policy agents via a secure transport.  

All DRAMA policies, including the ones that pertain to 
network access control, are transmitted via the updated secure 
policy distribution mechanism described later in this section. 
Another new component, the SFR Adaptor, translates SFRs 
into device specific access control rules. It includes a DRAMA 
action that enforces the rules on the local platform firewall 
when DRAMA policies are triggered.  

B. Security Policy Lanaguage 
We reuse the implementation from [4] and adopt the SPL 

concept to provide a single interface for managing network 
access control lists for heterogeneous devices such as firewalls, 
routers, switches, and hosts. A security policy is a collection of 
access control rules that allow network administrators to define 
the access privileges under a specific INFOCON level. Table 2 

lists three security policies that can be applied to our example 
network. By default all firewalls are configured to deny all 
services to assure information security [3]. The first security 
policy “NetOp-for-all” allows the different management 
domains to access the streaming and web services. The security 
policy “NetOp-USAF” allows only US air force to access the 
streaming and web services. The “No-Streaming” policy 
indicates that only web services accesses are allowed. 

Table 2: Security policy examples 
Name High Level ACL 
NetOp-for-all Allow Streaming from ������ ��		
�	�� ����


��

to �����	��
Allow Web from ����, �����	��, ����


�� to 
��		
�	
Allow Web from ����, ����


��, ��		
�	 to 
�����	��

NetOp-USAF Allow Streaming from ����, ��		
�	 to 
�����	��
Allow Web from ����, �����	�� to ��		
�	

No-Streaming Allow Web from ����, �����	�� to ��		
�	
[Implies: Deny Streaming from ANY to 
Squadron] 

These high level policies are then translated into the vendor 
independent SFR format. The PBNS functionality on each 
policy agent will then translate the SFR into corresponding 
device configurations. A summary of the translation flow is 
depicted in Figure 4.  

Figure 4. Security policy translations 

On the GPA, we define several DRAMA policies (as listed 
in Table 3) to apply different SFRs at different INFOCON 
levels based on the INFOCON level requirements described 
earlier in Table 1. Policy1 indicates that for INFOCON level 4 
and 5, apply the SFR named “NetOp-for-all”. When 
INFOCON is level 3 as matched in the condition for Policy2, 
then apply the SFR named “NetOP-USAF” and start 
monitoring the coalition DPA activity. Policy 3 applies the 
SFR named “No-Streaming” when INFOCON is in level 1 or 
2. With these policies in place, DRAMA policy agents will be 
able to apply the corresponding SFR based on the local 
INFOCON level. 
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Table 3: DRAMA policy examples 
Name DRAMA Policy 
Policy1 INFOCON > 3, 

Apply_SFR(NetOp-for-all) 
Policy2 INFOCON == 3, 

Apply_SFR(NetOp-USAF) and 
Monitor_Traffic(Coalition_DPA) 

Policy3 INFOCON < 3, 
Apply_SFR(No-Streaming) 

C. Secure Policy Language Interface 
The SPL interface combines network information, service 

definitions and security policies into SFRs as illustrated in 
Figure 5. Network information contains information on the 
logical management domains and on the physical devices 
(hosts). Physical device information includes IP addresses of 
interfaces and services that the device provides in details. This 
information can be obtained from the existing DRAMA 
system. The service definition allows the administrator to 
“name” a network communication protocol. This facilitates the 
expression of SF policy. The SF-policies are defined in XML 
format. 

Figure 5. SPL interface 

The SPL interface combines the network information, 
service definition, and a SF-policy into a set of SFR. Details 
can be found in [4]. 

D. Interworking with Intrusion Detection System 

Figure 6. Interworking with intrusion detection system. 

We assume an IDS can provide notification messages in the 
Intrusion Detection Message Exchange Format (i.e. IDMEF 
[5]). From this information, a policy agent is able to classify a 
remote policy agent as “trusted” or “malicious.” An abstraction 
of the integration architecture is depicted in Figure 6. The 

Protection Against Insider (PAI) component receives the 
IDMEF messages. The information of a “malicious” node and 
the corresponding timestamp is stored in the Attackers
repository. By default all nodes are considered as trusted unless 
notified otherwise by the IDS. When a remote policy agent is 
considered “malicious”, the PAI component will trigger the 
SFR Adaptor to enforce a firewall configuration that drops all 
packets from the “malicious” node. This operation will be 
performed immediately by the DRAMA policy agents. The 
assumption is that the IDS is trustworthy. In addition, the PAI 
component will send an event to the local DRAMA engine. 
The DRAMA system allows the network administrator to 
manually revert the status of a node from “malicious” to 
“trusted”. This process can be done only manually to defend 
against possible security breaches in PBNS. 

E. Secure Policy Distribution 
The security of a distributed architecture strongly relies on 

the security of information transmission. For over-the-air 
communications, in addition to the transport being encrypted, 
the transmitted content needs to be authenticated. These 
security concerns and basic architecture design were addressed 
in [3].  

In the DRAMA system, all policies are intended to be 
created at and distributed from the GPA. To avoid man-in-the-
middle attacks, where a compromised node injects policy 
operations as if they were issued by the GPA, policy operations 
are signed by the GPA. Nodes receiving policy operations 
always verify the signature to confirm message authenticity. 
Each operation uses a monotonically increasing sequence 
number to guarantee its uniqueness. The sequence number is 
part of the data being signed to defend against replay attacks. A 
compromised node cannot replay earlier operations and cause 
the installed policies to revert to an earlier set of policies. Note 
that once a remote node is identified as “malicious” by IDS, the 
communications to the remote node must be cut-off. This 
authentication, authorization, and replay protection is intended 
to protect DRAMA from attacks that occur before the IDS had 
detected the problem. Details of the protocol exchange 
mechanism are provided in [12]. 

The DRAMA system further ensures secure policy-based 
management of network resources by providing authentication 
services for distributed policies. All the DRAMA policies are 
signed with the GPA’s private key and then distributed to other 
nodes in the DRAMA management hierarchy. The recipients of 
these policies will validate the content by using the GPA’s 
public key. If the validation failed, the policy content will not 
be accepted. This authentication will prevent malicious nodes 
from attacking the DRAMA management system with spoofed 
policy updates. 

F. Implementation Performance 
The implementation of the PBNS extension discussed in 

this paper, except for the secure policy distribution, was tested 
and demonstrated on a 10-node virtual airborne network over 
the VAN testbed [13]. The virtual network was based on the 
network setup shown in Figure 2. The security policies, NetOp-
for-all, NetOp-USAF, and No-Streaming were converted to 
SFRs and delivered to all nodes prior to the mission. The 
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average size of a zipped SFR is about 8Kbytes. The SFRs were 
then translated into iptables rules by the SFR Adaptor. The 
DRAMA policy agent was loaded with the policies listed in 
Table 3. A GUI interface was used to disseminate INFOCON 
level change events from the GPA to all nodes. One key 
performance metric that was measured was the system 
response time for applying a security policy. The event 
dissemination time depends on the network condition and is not 
discussed here. With the SFRs in place, on average a DRAMA 
node takes 405ms to apply the iptables rules after a DRAMA 
policy is triggered. 

We used a simple IDS-surrogate to publish an 
IDS_NOTIFICATION trigger event to notify the PAI 
component about the detection of a malicious node. It took 
330ms on average for a DRAMA node to block the malicious 
node. 

IV. SUMMARY AND FUTURE WORK

DRAMA is a distributed network management system. In 
this paper we described the addition of a network access 
control feature that can adapt to the current INFOCON level. 
This was done by integrating SPL and IDMEF notification 
processing into the DRAMA system. We increase the 
communication security via signing payloads to provide 
authorization and replay protection. 

Potential future work includes 

• Use of the SPL interface to support “what-if” 
scenarios. Provide a user interface for network 
administrators to evaluate the impacts of a SF-
policy before deployment [7].  

• Integrate with operational IDS.  Technically, any 
system that supports IDMEF notifications can be 
integrated. 
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