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Introduction

This report provides a summary of research and development (R&D) activity and accomplishments, with
respect to the development of SPARNET, for U.S. Army contract number W911QY-11-C-0012 -
Integrated Short Range, Low Bandwidth, Wearable Communications Networking Technologies.

The research and development (R&D) efforts conducted in this project were aimed at the
implementation of an integrated short-range, low-bandwidth, wearable communications, sensing, and
networking, based on software-defined-radio (SDR) technology. The operating-objective of the system
is to enable the remote monitoring, analysis and display of summary activity, physiologic, and geo-
location data from free-roaming dismounted Warfighters in a variety of austere military training
settings. Work was executed to systematically advance the Technical Readiness Level (TRL) of the
current technological elements and expedite the realization of a fully-founded SPARNET system. The
purpose of the system is to provide a powerful means of protecting the health and well-being of Soldiers
while they are engaged in physiologically-challenging training that is conducted in harsh environments.

The technological elements on which the work was based are purpose-built, from scratch, to directly
address the goals and requirements for the Spartan Network (SPARNET), as described in the United
States Army Research Institute of Environmental Medicine (USARIEM) Performance Work Statement
(PWS) for SPARNET, dated 26 May 2010. The PWS sets forth specific demonstration and reporting
requirements. This document reports the activities that were conducted in the field and in the
laboratory, showing that the performance-objectives set forth in the PWS for SPARNET were achieved
during the span of the base year contractual requirement.

Research Discussions

By leveraging the significant investments already made by the Army in applicable, purpose-built,
technological elements, the design of the resulting, integrated network was optimized to meet project
objectives. Incremental advancement enables development of system-embodiments that can be more
immediately-available for use in small-sized groups, while larger groups can be supported as the
development progresses.

During the course of the project, R.F. circuit card assembly (CCA) engineering activity was accelerated
and software modifications were implemented to address two, known bugs, as identified in the project
proposal. One issue was related to node-registration in the network code and the other was related to
software defined radio timing-recovery loop. Additionally, improvements to individual algorithms that
support the SDR capability were made. Design and architectural approach for the performance
assessment software to facilitate the capture and storage of performance metrics were expanded.
Work was undertaken to reduce the processing time required by some algorithms and standard
functions. The data payload was increased from 32-bytes to 64-bytes. Newly assembled R.F. circuit card
assemblies (CCAs) hardware were paired and calibrated with existing digital boards.

The integration of liquid-crystal-displays (LCDs) into the squad-area radios, to enable display of radio-
and user-specific parameters was executed. Bluetooth functionality was advanced, tested and
integrated. Zephyr (Annapolis, MD) and POLAR (Lake Success, NY) heart-rate monitoring-capability are
supported via a purpose-built Bluetooth CCA. In addition, the repeater backbone was completed,
integrated and tested. A hybrid architecture of the automatic gain control (AGC) was designed to
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provide faster convergence over a broad range of signal strength. The enhanced registration scheme
was completed, integrated and tested. Optimizations of the network layer to advance the capabilities
towards the tasks of Option years (1 and 2) were implemented. Bi-directional communication was
attained as well as enhancements to the improvements to the TOC database/application and the
instructor’s map application.

Extensive testing was done to acquire field-test data and to validate the test plans for the executions of
Demonstrations 1-4. Issues observed in the field during the performance of Demonstrations 1-4, were
thoroughly investigated. Comprehensive testing of the system was performed to validate the
resolutions of the issues. Increased levels of indoor and outdoor testing were conducted to support
corrective and refinement work on software elements of SPARNET in preparation for the
demonstrations. Through numerous executions, the team enhanced its ability to efficiently execute
field-testing and demonstration scripts. Increased levels of indoor and outdoor testing were conducted
to support corrective and refinement work on hardware and software elements of SPARNET. Details of
these activities are reported, in the subsections that follow.

1 Specifications
The objective of this task area was to produce updated technical specifications, ensuring that all

requirements (functional, regulatory and environmental) are reflected in suitable detail to provide for
efficient use in the design and verification processes.

DD1494 activity was carried out at appropriate times during the project, when changes to the radiating
characteristics of network-elements took place. This included changes in modulation type, transmission
power-levels, antenna types and other relevant factors. We also worked with an officer from Center for
Health Promotion and Preventive Medicine (CHPPM) (Aberdeen Proving Ground, MD) to acquire
approval for use of rubber duck antennas, to file an updated Test Plan, and transference of approval of
Test Plan to current contract, W911QY-11-C-0012, Integrated Short Range, Low Bandwidth, Wearable
Communications Networking Technologies.

At the onset of the project, Elintrix and USARIEM collaborated to define the requirements that reflect
selected standards and user needs/preferences. The Performance Work Statement (PWS) for U.S. Army
contract number W911QY-11-C-0012 sets forth specific demonstration and reporting requirements. To
better understand the specifications and ultimately meet these requirements, a kick-off meeting was
conducted between Elintrix and USARIEM. USARIEM provided feedback to questions that were
periodically submitted by Elintrix, throughout the duration of the project.

To clarify various aspects of the requirements set forth in the PWS, Elintrix and USARIEM held several
telephone conferences to ensure that the test plan submitted to the USARIEM prior to the executions of
the four required demonstrations accurately established the activities that that were to be conducted in
the field and in the laboratory. These activities were to show that the performance objectives
associated with the fulfillment of the four required demonstrations for the Spartan network (SPARNET),
were achieved.

Updated specifications were written to ensure that all requirements were reflected in suitable detail to
provide efficient use in the design and verification processes. The resulting specifications guided the
engineering activities, ensuring that the specified functionality, configuration and performance levels
were successfully addressed. As the incremental development progressed through each stage, other
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specific requirements were expected to emerge. The emergence of such requirements was possible, in
part, because the architecture of the Squad Area Network (SAN) portion of the overall system
conveniently supports new, functional extensions and because the analyses of data collected from field
operations was expected to reveal helpful, situation-specific refinements.

2 SAN Radio

Work executed on the radio was done to bring the SDR CCAs and associated software to a level of
maturity that was foundational for refinement to a cost-reduced platform, in Option Year 1. The work
involved incorporation of candidate improvements that have been identified in the ongoing research
and development (R&D). Additionally, improvements to individual algorithms that support the SDR
capability were made. The SAN SDR was augmented with the addition of a Bluetooth-link capability.
The Bluetooth-link was substituted for I-PAN functionality, as Bluetooth capability is required to connect
with commercially-available, heart-rate monitors such as those produced by Zephyr and Polar. Design
and implementation of performance-assessment software to facilitate the capture and storage of
system metrics was executed. Work was undertaken to reduce the processing time required by some
algorithms and standard functions.

2.1 R.F. Design Improvements

The objective of this task was to execute perfective work that was aimed at optimizing the performance
of various elements of the R.F. circuitry. The work involved incorporation of improvements that were
identified in the ongoing research and development (R&D) of the R.F. CCAs. Exemplar achievements
include:

* Improved isolation between digital board and transceiver, reducing conducted interference
from the digital board

* Addition of a variable attenuator in the transmitter circuitry to provide for transmit power-
control

* Extended baseband filter response to allow for higher symbol rates

2.1.1 LNA Enhancement

Through the addition of a software-adjustable, variable resistor, the 1dB compression was made
controllable by the system processor. This modification allowed the low noise amplifier (LNA) to
dynamically adapt to hostile R.F. environments.

2.1.2 Improvements to Variable Attenuator

A PIN diode attenuator in the architecture was designed and simulated for an approximate, maximum
attenuation of 12 dB. Performance testing has shown that there was a need to decrease the insertion
loss and extend the attenuation range. This allowed for a more balanced front-end gain, in conjunction
with an internal limiter-circuit. These improvements to the design were executed under this task. A
high linearity, R.F. Digital step attenuator covering a 31.5 dB attenuation range in 0.5 dB steps was
integrated. The minimum predicted insertion loss is ~ 0.1dB with a maximum attenuation of ~11.5dB.
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Figure 1. PIN diode frequency response/attenuation vs. current drive (mA)
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Figure 2. Receiver chain
The pre-selector filter rejects out-of-band signals. The receiver/transmitter switch routes the signals

through the limiter and variable attenuator which combines to protect the LNA from high level in-band
signals. The tunable band pass filter (BPF) then attenuates in-band signals.
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Figure 3. Continuation of receiver circuitry

The tunable BPF is followed by a 2" LNA and tunable BPF. The signal is then sampled by the received
signal strength indicator (RSSI) and the detected voltage is scaled and sent to the variable attenuator. In
addition, the detected voltage is sent to the processor. This aids in detecting in-band interferers in scan
mode. The radio can be powered down except for the front-end prior to the RSSI detector and the
spectrum scanned for interference by using only the tunable filters. The RSSI also aides in determining
which power amplifier (PA) to select by measuring the received signal strength and assuming reciprocity,
determines if the low power PA can be used to save battery power.

2.1.3 Increase Drive to Power Amplifier

Performance and characterization tests have shown that a more efficient transmitter-chain design can
be achieved by adding amplification to the output of the up-conversion mixer, thus boosting the drive to
the power amplifiers. Under this task, amplification was incorporated and circuit-optimization was
advanced to achieve higher efficiencies.

To boost the drive to the power amplifiers, a circuit driver to control the amplification output of the up-
conversion mixer was executed. The switch to a lower power mixer, which required the addition of a
low gain driver amplifier, resulted in a more efficient transmitter chain design. This was the trade-off
between the added amplifier and the previous high power mixer. The added amplifier will allow for
appropriate drive levels to be added to each PA — Low Band (high-power), High Band (high-power) and
low-power. The Low Band and High Band designations refer to the frequency range. Low voltage PA’s
cannot maintain efficiency over a wide bandwidth, therefore to maintain output power with efficiency,
two PA’s covering the entire band are used.

Command line interface (CLI) modifications to provide the ability to change the attenuation level were
successfully completed. Investigative effort supporting perfective work on the transmitter driver chain
was concluded. An extensive characterization of the receiver and transmitter of the individual radios
was performed. Tracking filters on the R.F. hardware were re-tuned for better efficiency. This
enhancement increased radio sensitivity. Enhanced command line interface (CLI) to automatically
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program the transmit scale factors when setting power amplifiers (PA) from low-power to high-power,
eliminating the need for manual reprogramming was executed.

2.1.4 Modification of Filter to 25kHz Bandwidth

Simulations were performed to update values of the capacitors and resistors in the baseband filter to
enable a 25kHz bandwidth. The modification of the filter resulted in reduced transit time and an
increased symbol rate.

The symbol-rate and shape of the symbol determine the amount of frequency bandwidth that is
occupied during a transmission. Increasing the symbol rate increases the width of the frequency band
that it will occupy. The system is currently constrained to operate within a 25 kHz-wide band.
Therefore, the theoretical maximum symbol rate is 25 k symbols/second. Due to practical
considerations and limitations, the achievable symbol rate is significantly lower. We should expect to
achieve a symbol rate that is somewhere in the vicinity of 0.66 to 0.8 of the theoretical maximum,
resulting in a maximum data-rate of 30 kbps to 40 kbps. For purposes of discussion, assume a symbol-
rate of 15 k symbols/second. This will provide a data-rate of 30 k symbols/second.

As an aside, the principal reason that 25 k symbols/second cannot be used is because it will result in too
much energy being injected into adjacent bands. This is not permitted by the regulatory authorities. So,
it is necessary to lower the symbol rate, so that the occupied bandwidth is reduced, along with the out-
of-band energy.

In summary, the maximum symbol rate is limited by frequency-bandwidth considerations. Based on this
limit and because there are two data-bits of information per symbol, the data-rate is limited.
Collectively, this means that we don’t have the option of simply increasing the symbol-rate to achieve a
higher data-rate, unless we can obtain a wider frequency-band in which to operate, or we change to a
different modulation type (which would introduce other detrimental effects). The bottom line is that,
for now, we're likely to be limited to a data-rate around 30 kbps.

2.1.5 Optimization of Power Amplifier Matching

Work toward linearization of the high-power amplifiers was conducted. The work included:
measurements and simulations to characterize the frequency response of the transmit chain,
measurement of the compression points of the transmit driver amplifier, extraction of s-parameters and
compression point data, development of a simulation-model of the PAs, and simulations of the PA
layout to aid in refinement of impedance-matching were achieved during this period.

Below is the simulated result of the pre-distortion. It requires additional work to more satisfactorily
achieve a flattened gain-response, across the band, and to increase the power added efficiency.
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Figure 4. Initial simulation of PA pre-distortion

2.1.6 Layout Improvements

Improved tuning of the passband in the pre-selector was needed to reduce insertion loss. Simulations
indicate that this can be accomplished through optimization of the layout. Improvements to the pre-
selector were executed and refinements to the layout, to better tune passband, were advanced.
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To assist in the design of the board layout, EM (electro-magnetic) simulation was used to predict the
performance of the signals with the traces, trace to trace coupling, and circuits as a complete system. In
other words, after the circuits were simulated and verified, they were then added to the layout and a
final simulation of select circuits with the layout was performed. This type of simulation is particularly
useful in predicting the shifts in the filters due to the layout.

The insertion loss is ~ 1.5dB higher than simulated in portions of the passband. This lowers the output
power and raises the receiver noise figure.
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Figure 5. R.F. switches and pre-selector filter schematic
U1 is the SP4T switch that is used to route signals from the antenna to the pre-selector.
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o o
w 7]
f 2 34
3 i .
3 -
we <74 ! w's -5
~N NT
Rl ' N S o
& . \ 13

8 74

@

e

dB(b_|
8 8
™~
>y

st
y

00 01 02 03 04 05 06 07 08 00 1 "B 2 b B B B> W B o
freq, GHz freq, MHz

Figure 6. Plot illustrating the difference in response between the standard BPF topology and the one
used in the design without the layout
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The BPF corner frequencies are 225MHz to 380MHz. The response of the 1* iteration of the pre-selector
filter alone without the layout was simulated as follows:

[ Prototype Pre-Selector Nominal Response vs. Freq ]
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Figure 7. Simulated response of the 1% iteration of the pre-selector filter alone, without the layout

The 3dB bandwidth extends from 224.9MHz to 385.4MHz. The Monte Carlo response is as follows:
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Prototype Pre-Selector Monte-Carlo Response vs. Freq

'y @

104

-1203

00000 5000M 10010M 150.0M 2000M 250.0M 300 0M 350 OM 400.0M 450.0M 500.0M 550 0M 600 OM 650.0M 700.0M 750.0M 800 0M 850 0M 900.0M 9500M 1 000G
freq, Hz

8 im4

;mmnz MC2.52,1)~36.013) %m amcior MC2. 52,431,309 ; e ior_MC2. 5(2.1)0-38.200
or_ . tor_MC2. X o
ERm ez s ::ﬂ« St L N

Figure 8. Monte Carlo response of Figure 7

The worst case 50dB pts are ~ 159MHz and 530MHz.
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Figure 9. Worst case response at 225MHz and 380MHz are:~ -4.1dB and -2.6dB respectively
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The layout was simulated and then the components were added. This resulted in a change in
component values (2™ iteration) from the original design, as shown below:
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Figure 10. Schematic components change of caps and resistor values

The layout, including the vias that was simulated, looks like as follows:

Figure 11. Layout, including the vias

The blue designators indicate the ports used to attach the lumped element components. The cylinders
in the bottom diagram are the vias, attached to the 2" layer ground plane.

The new response with and without the layout is as follows:
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Response without layout (blue) & with layout (red) vs. Freq.
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From the attenuator the signal is amplified by the 1% LNA. This LNA has been designed for linearity as

well as noise figure. The following plots indicate performance.
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LNA Gain & lIP3 vs. Freq
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Figure 17. Plot of LNA performance with layout

Over the band of interest (225-380MHz) the noise figure is ~ 1.7dB. The gain simulates to ~ 19dB
without the layout effects. The input 3 order intercept is ~ -1dBm.
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Figure 18. Result of the simulations compared to the results without the layout effects
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As expected the gain with the layout effects included is ~ 1dB lower than without the layout effects. The
noise figure diverges from the predicted plot without the layout as the loss in the traces increases with
frequency.

Input IP3 & input 1dB compression point vs. Freq
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Figure 19. Input IP3 and input 1dB compression point vs. frequency response

The plots above that have circles on the data points indicate the response with the layout. The
compression pt and IIP3 improvement at the lower frequencies is due to the lower gain. At the higher
frequencies there is a mismatch at the harmonics which affects the linearity of the amplifier.
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Figure 20. Schematic of BPF
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The tunable BPF can be tuned for bandwidth as well as center frequency. This allows for narrowing up
the bandwidth in the case of a strong desired signal which provides for additional attenuation of the
signal. It also gives additional in-band blocker rejection.

Tunable Filter Response
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Figure 21. Plot of tunable BPF response

Using an optimizer and sweeping the filter the following plots were generated. They indicate the tune
range, filter BW, filter Q, and tune voltages.
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Figure 22. Tune range, filter bandwidth and tune voltages of tunable BPF

The design goal for center frequency is shown in the far left column. The 3dB BW goal was 15MHz. As
can be seen, the BW widened as the frequency increased however the tunable coupling helps to
minimize the change. Additionally the insertion loss changed from ~
374MHz. The tune voltages were as follows:

-11.6dB @ 225MHz to -6.5dB @

Centerf req_Tune

BW_Tune

GenterFreq=225.0 M
GenterFreq=250.0 M
CenterFreq=275.0 M
CenterFreq=300.0 M
CenterFreq=325.0 M
CenterFreq=350.0 M
Centerfreq=375.0 M
CenterFreq=380.0 M

664.7m

1.493
2.385
3.337
4.413
5.576
6.827
7.088

2228
3.878
6.199
9.786
10.00
10.00
10.00
10.00

With the layout effects the following results were generated:
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Figure 24. Tune range, filter bandwidth and tune voltages of tunable BPF, with layout

CenterFreq Tune BW_Tune
225.0M 864.5 5.928
250.0M 1.845 6.152
275.0M 2.811 8.270
300.0M 3.879 9.913
325.0M 5.081 9.906
350.0 M 6.398 9.849
375.0M 7.829 9.931
380.0 M 8.112 9.935

Figure 25. Tune voltages, with layout

2.1.7 Fabrication, Assembly and Debugging

Under this task, newly-fabricated, R.F. printed wiring boards (PWBs) were received and sent to the
contract manufacturer, where they were populated with components to produce finished circuit card
assemblies. Fully assembled R.F. circuit card assemblies were received in the Elintrix laboratory and
hardware debugging and performance characterization efforts to establish proper operation were
conducted.
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2.1.8 Performance Characterization and Verification Testing

The work performed included extensive characterization of the performance of the new design.
Afterwards, revision 7 R.F. circuit card assemblies were paired and calibrated with existing digital circuit
card assemblies. Laboratory and field tests were conducted to characterize the performance of the
newly-paired radios with the Revision 7 R.F. boards. Board pairs were tested in the laboratory to
validate that proper operation was achieved.

Characterization of the R.F. boards puts the transmit QPSK error vector magnitude (EVM) @ ~20dBm
and 30+ dBm is ~5.3% assuming no oscillation in the transmit driver. The receiver sensitivity is on the
order of -110dBm. That is based on a demodulated constellation from the analyzer with the recovered
symbols in the proper quadrate.

Software routines to optimize the timing of the RF transmit activation/deactivation relative to packet
transmissions were designed, implemented and verified. The optimization effort was successful. Highly
beneficial reduction of the packet-error-rates observed during field-testing has resulted from the
debugging effort.

2.2  Digital Design Improvements

A range of work was executed to optimize the performance of elements of the digital CCA, including
both hardware and software designs. The capabilities of the foundational design were adequate to
meet demonstration requirements, but some remedial modifications were undertaken. The work
increased the available number of radios to a level sufficient to conduct network and firmware testing
for the full duration of the year 1, base year.

Debugging and calibration activity were conducted to repair some digital CCAs that were previously
inoperable due to bad components. The eight boards that were required to conduct tests and
demonstrations were made operational and available to support R&D activities.

Modifications aimed at improving the stability of driver-circuitry that supplies input signals to the
analog-to-digital signal-conversion process were completed. Through investigative work, testing and
collaboration with digital-to-analog (DAC) experts at Analog Devices, resolution to a distortion issue was
achieved. This issue was resolved by adding small capacitors between the input pin of the DAC and
ground. This modification restored the signal integrity of the DAC output to and eliminated the problems
that affected the execution of Demonstration 1.

2.2.1 Improve Processor Access to Memory Resources

The digital CCA design includes two, dual-core, fixed-point, Blackfin processors and one, single-core
MSP430, digital signal controller. Modification to improve the flexibility of the design by providing the
dual-core processors with improved access to memory resources was defined. Application notes from
the manufacturers were analyzed to support communications between the hardware connections and
of processor functionality optimization.

A booting-issue with the two dual-core fixed-point processors was discovered. It was identified that the
serial peripheral interface (SPI) boot of DSP1 (1% processor) caused DSP2 (2™ processor) to boot with the
same code. The two processors were being booted from a single SPI FLASH and DSP1 and DSP2 were
configured as both SPI Masters. The intention was to modify the boot mode on DSP2 to SPI Slave and to
have DSP1 load a different application code in to DPS2.
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Because the memory space of DPS1 was adequate to support all operations required in Year 1 activity,
and due to the pressing nature of other project-activities, the changes necessary to expand the
capabilities of the dual-core processors, although fully defined, was postponed.

2.2.2 Digital Automatic Gain Control

CCAs circuits were reworked to implement digital management of circuitry that was previously driven by
analog circuits, placing adjustment of the on board, variable-gain-amplifier under the control of one of
the two, dual-core processors.

2.2.3 Verification of Circuitry for Voice- and Text-applications

Previously designed audio circuitry that resides on the digital CCA, aimed at supporting voice- and text-
driven applications were debugged and verified.

The author of Handheld Speech (Amesbury, MA) was consulted in regards to the performance necessary
to support its speech application-software. It was determined that additional work will be required to
support the speech application-software. In particular, the bandwidth of the hardware design must
exhibit a high-end corner-frequency of at least 8 kHz to ensure that the filter does not cut off before the
microphone. It was recommended that the hardware design be modified to begin rolling off at 450 Hz
and be strongly attenuated by 100 Hz.

The microphone filter/amplifier will require component value changes to adjust the bandwidth of the
filters for application usage. The DAC filter will need to be redesigned. Software code will need to be
written on the MSP430 or Blackfin to scale the DAC signal level. The microphone circuit is functional,
except for the upper frequency, and also requires additional modifications to efficiently support the
speech application.

There was an option to enable the current design to work with the application, but required digital
filtering. The high pass filtering will need to be carried out in the digital domain. The microphone
amplifier can operate with one OP-AMP and then will need to DC correct it into the analog-to-digital
converter (ADC). It was determined that the manufacturer’s part number, OPA209, would work the best
for this application. Modifications to the circuitry were postponed until Option Year 1, where the digital
CCA was scheduled for a design modifications and optimization of hardware elements.

The results of simulations were executed to define the required design changes are shown in Figure 26,
Figure 27 and Figure 28, below.
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Response of single low noise OP-AMP
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Figure 26. Response of OP-AMP
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Digital filtering help is required. In this case 100kHz sample clock, 100Hz 40dB down, Fc=150Hz.
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Figure 27. Response of OP-AMP, continued
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Figure 28. FIR version:

SDR Algorithm Improvements

SDR algorithm improvements were executed during this period, which included:

Implementation of low-cost rework to eliminate intermittent distortion caused by the
transmitter-chain digital-to-analog (DAC)

Identified/eliminated intermittent down-conversion hand-off index error

Identified/eliminated bug related to circular buffer used in data queue

Implemented routine to improve precision of R.F. transmit activation/deactivation

Implemented two-stage, digital, automatic-gain-control (AGC) to improve response to signal
dynamics

Introduced code to aid processing time budgeting of tasks within the main processing loop
Corrected a radio boot-up issue in receiver, where errors were seen on first received packet
Perfective work in the carrier lock detection scheme was completed. The scheme was revised to
use a derivative-based metric for lock-detection

Routines were amended to better control configuration of the R.F. board between transmit and
receive states
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Figure 29. Notional SDR Code-module Relationships

2.3.1 Transmit Chain

An issue was discovered in the power-up state of the differential driver in the transmit-chain circuitry.
The issue is related to dc offset levels of the differential lines and is only a concern for the first
transmitted packet, following turn-on of the radio. Resolution was pursued and accomplished using a
software fix.

2.3.2 Demodulator Carrier-Tracking

Code refactoring of the demodulator carrier-tracking loop was executed and improved packet-error-rate
performance. Refinements to the direct digital synthesis (DDS) and phase error calculation algorithm for
phase recovery were implemented and tested. Optimization of proportional and integral constants was
performed.

2.3.3 Received Signal-strength Indicator (RSSI)

Work to replace the analog RSSI scheme with a digital methodology was undertaken and successfully
completed. The digital approach relies on a new energy-calculation that is performed by the processor
on the sampled-data stream. Adjustment of the averaging interval was used to achieve the desired
smoothing. The RSSI value generated is used as a link fitness-parameter to decide when a new parent
node should be engaged.

2.3.4 Improved Computational Efficiency

Work was executed to reduce the processing time required by some algorithms, particularly some
standard functions in the processor library. Carrier-tracking performance was improved.

Characterization of processing-time required for data-packet transmit- and receive-transactions was
performed. This work was conducted as part of verifying proper bi-directional communication
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characteristics, such as validating message sequences between the instructor and student nodes. New
opportunities to reduce processing-time were identified.

2.3.5 Digital Automatic Gain Control Algorithm

2.3.5.1 Digital AGC Scheme

An initial, improved algorithm for the digital control of the automatic gain control (AGC) was
implemented. The code produced a metric that reflected the amount of gain-control applied to establish
the proper maximum-amplitude of packet-samples. This metric forms part of the information provided
to the network layer to facilitate evaluation of the suitability of transmitting-nodes as potential parent-
nodes. Performance utilities integrated in the radio were used to capture and analyze packet sample-
records under mobile conditions. These records were used to optimize the attack-rate of the algorithm.

2.3.5.2 Hybrid Automatic Gain Control (AGC)

Experimental results suggested that digital management of the variable-gain amplifier (VGA) that
provides initial AGC control would yield better results over a wider dynamic range of burst signals. A
digital algorithm to control the variable-gain-amplifier was implemented, followed by a second, all-
digital AGC module. Rapid, coarse adjustment is achieved using the variable-gain-amplifier AGC, while
the all-digital implementation performs fine adjustments to the received signal.

The digitally-controlled VGA provides gain-control over a range of, approximately 44 dB. Currently, this
control range modifies the amplitude of signals levels that fall between -30 dBm and -74 dBm. The all-
digital AGC provides fine-grained attenuation/amplification of the output signal of the VGA, permitting
operation on signal levels below -74 dBm.

2.4 Software Improvements

2.4.1 Power Management

Power savings on the digital CCA circuitry were advanced. Functions were created to modify the
Blackfin core voltage and frequency, which saw a 66mA (milliamps) 7.2V battery current savings going
from 500MHz at 1.3V core to 250MHz 0.85V core. Another savings of 30mA of 7.2V battery current in
the MSP430 audio circuit was harvested by activating a DAC on the MSP430 code. The Blackfin serial
peripheral interface (SPI) boot time was decreased from 12 seconds to approximately 0.5 seconds. This
was accomplished by composing an assembly language routine to modify the Blackfin SPI clock during
SPI FLASH boot. The MSP430 code was also enhanced to support the faster Blackfin boot process. The
MSP430 now validates that the Blackfin boots successfully by monitoring the SPI bus for activity and
sending an SPI “PING” command. If the PING is not received, the MSP430 will reset the Blackfin to boot
again. A function was created for the MSP430 to switch the MSP430 core voltage between +2.2V and
+3.3V.

There are several other power savings modifications to be made on the hardware and software. For
instance, the R.F. board circuitry can be powered down when not in use. Multiple cores can be used to
further reduce clock-speed and core voltage. Other power management algorithms, such as using
information from the network layer to schedule use of low-power and standby-mode operation, and
network algorithms to establish topologies that minimize power-consumption are planned for future
implementation.
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2.4.2 Enhanced Support for Field Testing

Assessment tools were designed and integrated into the code to aid in characterizing the performance
of the individual radios, support regression testing and generally reduce the amount of time required to
gain essential insights into indoor and outdoor radio-performance. Past field testing has underscored
the desirability of having an improved means of evaluating SPARNET performance, in the field.
Accordingly, the ability to store, retrieve, display and analyze packet sample-records under mobile,
dismounted conditions was achieved. A packet-error utility which enables in-field triggering on packet
errors and simultaneous storage of various signal buffers for subsequent analysis was completed. It
triggers on specific types of packet errors and provides for storage of the contents of key buffers. This
enables subsequent, detailed analysis of the contents of signal-buffer contents, along the entire
processing-chain, to identify the cause of the error and any anomalous algorithmic behavior that may be
occurring. This added functionality allows for a “trigger” capability. This trigger capability will allow us
to zero in on a specific set of errors and programmable to any parameter of interest. This assisted in
perfective work on both software and hardware elements, and opened the way to detailed channel-
characterization studies that provided information that was leveraged to improve the SAN radio
elements and applications. A command-line-interface (CLI) trigger was added to “dump” contents of
packet errors relative to ADC, despun and Matched Filter captured data. A counter was also introduced
in the code which provides the number of times a specific case of error was experienced when the radio
is powered on and is receiving packets — data packets and/or test packets.

A range of error-detection mechanisms are built into the radio algorithms, to aid in detecting, analyzing
and resolving performance issues. These mechanisms can detect issue such as failure to properly
decode the packet (manifested as cyclic-redundancy-check, CRC, errors) failure to resolve ambiguity that
is a normal part of the synchronization process in quadrature receivers and failure to properly achieve
phase-synchronization in a timely manner (“preamble” errors). Under normal operation, these types of
errors can be expected to occur when the received signal has been sufficiently degraded by the channel.

Performance metrics integrated in the radio algorithm to capture and analyze packet sample-records
under mobile, dismounted conditions were constructed, to determine the cause of the errors. This
function is able to be commanded over the CLI. See below for an example.

By typing “dumptrig” command via the CLI, the choices of specific cases of errors will
be listed.

[29:37] sparnetP3>dumptrig

[29:42] DUMPTRIG CHOICES
{29:42] ================
[29:42] 0 = Turn OFF Trigger
[29:42] 1 = Preamble Map Error
[29:42] 2 = SNR Error

[29:42] 3 = Pkt Length Long
[29:42] 4 = Pkt Length Short

[29:42] g dumpTrig = 0
[29:42] sparnetP3>[29:42] @

Typing “dumptrig” and the number corresponding to the packet error case will be
selected.

[30:53] sparnetP3>

[30:56] sparnetP3>[30:56] dumptrig 1
[31: 0] sparnetP3>[31: 4] dumptrig
[31: 6] DUMPTRIG CHOICES

[31: 6] s===============
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31: 6] g dumpTrig =1
31: 6] sparnetP3>[31: 6] @

[31: 6] 0 = Turn OFF Trigger
[31: 6] 1 = Preamble Map Error
[31: 6] 2 = SNR Error

[31: 6] 3 = Pkt Length Long
[31: 6] 4 = Pkt Length Short

[

[

Once the trigger is enabled and the parameter is chosen, the “dump” command is used to
discharge the contents of the packet error relative to the specifications listed
below.

[33:41] sparnetP3>dump
DUMP CHOICES (time)

0 = Raw ADC12

1 = l6-bit ADC12

2 = Despun Samples

3 = Despun 8th Samples
4 = MF inputs

5 = MF outputs

Supplementary Digital and R.F. CCA’s were fabricated and assembled to provide additional squad-area-
network (SAN) radios for field and laboratory testing. In order to increase the span of testing, the
routine that is used to prepare and load packets for transmission was re-factored so that test packets
would undergo handling that employed the same code used in actual network packets. This was useful
in identifying data-handling bugs, which were only manifested in the network mode of operation.

2.4.3 Liquid-crystal-display (LCD) Integration

Code modifications to integrate the Liquid-crystal-display (LCD) to the SAN radio were engineered,
implemented, tested and integrated into the SAN radios. The code displays 8 rows of 17 characters
(ASCII 0 to 127) on the LCD with a modified version of the CLI printf function. The LCD has the capability
to display the synthesized Elintrix and USARIEM graphic logos, as illustrated below. There are several
other text messages stored in the MSP430 memory that can be used for test purposes, via the LCD CLI
command.

File Dog Glass Led Help

Figure 30. Synthesized “Elintrix” logo on SAN radio LCD
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Each mobile radio node has been fitted with an LCD unit. Code was produced to continuously display
parameters of interest. Information displayed via the LCD includes:

a. Node latitude and longitude

b. UTC time

c. Battery status

d. Transmission frequency

e. Parent-node identification

f. Link-strength indication-metric

g. Number of GPS satellites acquired
h. 911 status (on, off, acknowledged)
i. Heart rate

The incorporation of the LCD enabled satisfaction of the requirement set forth for Demonstration 2,
paragraph 2e of the PWS which states: "Demonstrate the display of all required information at each

Student Node and Instructor Node".

2.4.3.1 Mechanical Enhancements

Mechanical modifications of the radio enclosures to support incorporation of the LCD displays were
accomplished. Acrylic screens were designed and fabricated, as well as modifications to the case to
accommodate screen cut-outs. Metalized mirrors for screen backing to improve contrast and block
printed circuit board (PCB) from showing through the screen were also fabricated. Other mechanical
optimizations relative to the battery packs and power/911 switches were executed.

2.4.4 911 Messaging

Bi-directional messaging was demonstrated using 911-messages that were originated by the individual
field nodes and responses generated by the TOC node. Currently, 911 messages are sent during the
unique time-slot that is assigned to each radio.

When a node transmits a 911 alert by depressing the designated push button of the SAN radio, the
alerting node’s icon color scheme turns from green to red, as represented in Figure 31. The student icon
is symbolized by an isosceles triangle that is colored green if the last data packet received was
successfully routed to the TOC node.

A red icon indicates that a participant has pressed their 911-emergency push button and may also
indicate that a critical threshold has been exceeded. Both the instructor’s handheld tablet application
and the TOC application have audible tones that accompany the 911 alert once it is enabled by the
alerting node and received by the applications.

In Figure 32 a snapshot of the alert tab configuration window within the TOC application has been

extracted which furnishes the time to which the TOC application/database receives the corresponding
node’s 911 alert activation.
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Student Icon Alert/911

Figure 31. Map Application Node Coloring Scheme

Summary | Configuration  History |

Filters
II'CLDE _‘E] | All Participants _'_l l All Exercises _'_| IZIAIerls EI

Instructor Distance 75.3 meters from instructor. 2172012 452PM  0h 00m 12s

AN Instructor Distance 93.8 meters from instructor. 2172012 452PM  Oh 00m 31s -
e | il

Figure 32. Alert Window Displayed via TOC application for Bi-directional 911 Messaging
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2.4.5 GPS 1 Pulse-Per-Second (PPS) Interrupt Callback

With the objective of implementing a time-domain multiple access (TDMA) medium access control
system, individual network node time is derived from the 1 PPS signal available from the on-board GPS
module. The current Elintrix end-node hardware platform includes a GPS module type Trimble
Copernicus Il (Sunnyvale, CA). This module provides a 1 PPS signal line that generates a pulse with an
rms error of +/- 60 ns. This signal is available in each network node; therefore overall network timing
synchronization can be achieved. This feature is particularly useful for a medium access mechanism
based on TDMA. Although not the only method of attaining network level synchronization, the
availability of GPS time reference on each node provides additional benefits when compared to other
synchronization methods.

By typical design and implementation, network devices contain a local clock source with certain
associated stability (usually specified in parts-per-million). The objective of the time synchronization
subsystem is to discipline this clock source to the incoming 1 PPS GPS signal. The target was to obtain a
time reference that provides a highly stable source at the required rate. The current platform required a
software approach without further hardware modifications. For the software case, the rising edge of the
incoming 1 PPS signal is used to generate an interrupt in the processor (Blackfin). This event is the
reference to perform adjustments on a counter that provides the signal to be adjusted. Test processes
were developed to support field testing and demonstration activities. Enhancements to GPS time-
keeping to sustain node-timing during periods of GPS-outage were made.

The driver for the GPS 1 pulse-per-second (PPS), an interrupt service routine which synchronizes the PPS
interrupt to the Blackfin processor counter was completed and integrated. A code was created to
synchronize Timerl from the Blackfin processor to 1PPS of the GPS module with elapsed time
calculation. Individual network node time is derived from the 1PPS signal available from the on-board
GPS module. This allowed network timing synchronization to be achieved.

A timing scheme was generated and integrated to synchronize the network messages to the Blackfin
counter. Additional code will need to be created to synchronize Blackfin Timerl to 1PPS and UTC time.
This requires writing driver to communicate with the GPS module. Set-up is currently set to only listen.

2.4.6 Data Packet Payload Length

Based on discussions with USARIEM, Handheld Speech and internal engineers, an initially-used 32-byte
packet payload was increased to 64-byte packet payload for use in tests and demonstrations. This longer
packet accommodates time stamp information, as well as, latitude, longitude, fluid-intake information,
accelerometer data, inclinometer data and reserved bytes for currently-undefined physiologic sensor
data. Future modifications can be gracefully implemented, as may be required.

2.4.6.1 Data Packet Definition

Network message-sequence diagrams and data packet definitions for messages required for registration
between Student Nodes and Instructor nodes were analyzed with the objective of improving support for
test-relevant field-data.

SPARNET network DATA packets currently provide the following information

— Timestamp (Hour, Minute, Second)
— Network ID
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— Node ID (corresponds to time slot)

— Emergency state (ON, OFF, ACK)

— Latitude Hemisphere

— Latitude Coordinate

— Longitude Hemisphere

— Longitude Coordinate

—  Fluid Intake Monitor data (mL consumed)

— Battery level (Good, Warning, Critical)

— Parent node slot

— Registration time (time at which first INVITATION was sent (Instructors) or time of most
recent parent registration (Students)

Some parameters require fewer bits than the byte-length currently assigned to them. In the future,
when the parameter-list and lengths have stabilized, bits will be packed into fields that will not
necessarily be increments of one byte.

2.4.7 Flash Storage and Download

An architectural design for storage, formatting, downloading and subsequent exporting of data stored
on an individual node was devised. During network operations, each radio stored the content all data
packet information that are self-originated. The storage medium is FLASH memory.

An RS-232 cable is currently used to connect to the Bluetooth dongle and establish a Bluetooth
connection between the radio and the tablet. This cable is used to download the stored data from each
node to a Windows-based PC.

2.4.7.1 Decoding of Downloaded FLASH Packet

The first step in exporting the stored data and information from the individual nodes is to “dump” the
FLASH log file via HyperTerminal. HyperTerminal is a terminal emulation program capable of connecting
to systems through TCP/IP Networks, Dial-Up Modems, and COM ports. HyperTerminal works when
directly connected to the radio CLI.

Below are steps to create a HyperTerminal log of FLASH log dump.
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1) Start HyperTerminal and connect to radio CLI COM port with 57600 N, 8,1 and no flow control.

COM21 Properties

Port Settings |
Bt per seconc: | TN ¥
Data bits: r_8 v]

|

Parity: ’Nm? E ‘

|

Stopbits: 1 _v] ‘
Flow control: F‘Jone «__ -

Restore Defaults

{
— RS

[ 0K ][ Cancel ]

2) Select Capture Text from Transfer menu.

¢ c21 - llyperTerminal
Ble Edt Yew Cal nsfer falid

Da 3 uf SendFie...
SE— 7 ] 5
Capture Text
Send Text File...

[17:43.987 18:09.487] Batt is 6.228 Vdc[18:09.492]  State is

Capture to Printer

[18:09.498] sparnetP3>[18:09.501] @

[ %

< z | >
Creates a file of all incoming text
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3) Select filename for log and select Start:

Capture Text

Folder.  Y:\TeraTermLog
Ele.  [eraTeim Log\201201-20 radiol6 flash.log] [ Browse... |

[ Start ] [ Cancel ]

4) Enter “dump 8” to start FLASH dump.. In the example below 18,750 bytes will be downloaded from
FLASH:

¢ €21 - HyperTerminal
file Edt Yew Call Transfer Help
D 3 0B

tate is GREEN

[18:39.495] sparnetP3>[18:39.499] @[19:09.508] Batt is 6.228 Vdc[19:09.51
tate is GREEN

[19:09.518] sparnetP3>[19:09.522] @[19:39.505]1 Batt is 6.222 Vdc[19:39.51
tate is GREEN

[19:39.516] sparnetP3>[19:39.519] @[20:09.486]) Batt is 6.222 Vdc[20:09.4¢
t<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>