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Human Modelling for Military Application 
(RTO-MP-HFM-202) 

Executive Summary 
Over this first decade of the 21st Century the Human Factors and Medicine Panel (HFM) of NATO’s 
Research and Technology Organisation (RTO) has initiated and completed a highly successful series of 
Technical Activities on advancing the science, the options for applications and the state-of-practice in the 
challenging arena of modeling humans in military activities (e.g., HFM-020, -121, -127, -128, -133, -138, 
-142, and, -143). Human cognition, physical/physiological moderators of behavior, organizational and 
command environments have been explored to advance the practice of developing models, simulations 
and, sometimes, simulators. The HFM-202 Symposium provided a timely and successful venue to set a 
framework for future HFM work on traditional human modeling and extended the scope into the emerging 
arena of modeling societies and cultures. In addition the Symposium’s technical contributions are highly 
relevant to the RTO’s Systems, Analysis and Studies (SAS) Panel and the NATO Modeling and Simulation 
Group (NMSG). 

The Symposium’s Program Committee set five goals for this technical activity. Four of the five goals  
had adequate treatment by the 43 technical presentations; the fifth goal was not treated due to a lack of 
presentations. A sixth goal emerged for the Symposium – the exchange of information across relevant 
NATO RTO Panels. This sixth goal was clearly met both by the tri-Panel participation in Symposium 
program development and by the technical papers and active discussions from members of SAS and NMSG. 

The significant and new contributions realized from this Symposium are in 3 areas – first is the beginning 
of dialogue on the human science base for social-cultural modeling. This dialogue includes specific new 
guidance on model design and development as well as the necessary elaboration of architectural concerns, 
validation processes and criteria. Second is in the traditional area of human factors modeling for 
equipment design with new techniques for human-in-the-loop modeling inclusive of consideration of 
organizational variables. And third is in the area of physiological moderators of human behavior where 
new mathematical algorithms are now available for incorporation into relevant M&S applications.  

Several papers offered insightful advice to NATO, HFM, SAS and NMSG on Research and Technology 
(R&T) issues that should be addressed in order for Modeling and Simulation (M&S)-based capability to 
be advanced in the NATO context. Additional advice was offered on processes for insuring that NATO 
M&S is based in science and theory as well as in rigorous review and validation. Taken in aggregate, the 
advice is timely and should allow NATO to advance the state-of-practice in military M&S by initiating 
new elements in the Programs of Work across relevant RTO Panels. Finally, the momentum of the “active 
dialogue” generated by this Symposium should be continued in the form of a recurring, annual NATO 
Research Workshop on human modeling – advances in science and application. The HFM Panel was 
encouraged to expediently develop a Technical Activity Proposal (TAP) for this and to include SAS and 
NMSG in the TAP development. 
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Applications militaires de la modélisation humaine 
(RTO-MP-HFM-202) 

Synthèse 
Au cours de cette première décennie du XXIème siècle, la Commission des Facteurs Humains et de la 
Médecine (HFM) de l’Organisation pour la Recherche et la Technologie de l’OTAN (RTO) a initié et 
effectué une série très satisfaisante d’activités techniques sur les progrès de la science, les options pour les 
applications et l’état-de-la-pratique dans le domaine difficile des applications militaires de la modélisation 
humaine (par exemple, HFM-020, -121, -127, -128, -133, -138, -142, et, -143). La connaissance humaine,  
les modérateurs physiques/physiologiques du comportement, les environnements organisationnels et de 
commandement ont été explorés pour faire progresser le développement des modèles, des simulations et, 
quelquefois, des simulateurs. Le symposium HFM-202 a été le lieu d’établissement réussi en temps opportun 
d’un cadre de travail pour les futurs travaux HFM sur la modélisation humaine et a étendu le champ d’action 
dans le domaine émergent de la modélisation des sociétés et des cultures. De plus, la contribution technique 
du symposium a été très précieuse pour la Commission sur les Etudes et l’Analyse de Système (SAS) de la 
RTO et le Groupe de Modélisation et Simulation de l’OTAN (NMSG).  

Le Comité de Programme du Symposium avaient fixé cinq buts pour cette activité technique. Quatre 
d’entre eux ont eu un traitement adéquat avec 43 exposés techniques. Le cinquième but n’a pas été traité 
suite à un manque d’exposés. Un sixième but est apparu au Symposium – l’échange d’informations entre 
les Commissions RTO. Le sixième but a clairement été atteint à la fois par une participation tri-Panel dans 
le développement du programme du Symposium et aussi par les documents techniques et les débats actifs 
des membres de SAS et du NMSG.  

C’est dans 3 domaines que se situe la contribution nouvelle et significative réalisée par ce Symposium.  
Le premier concerne le début d’un dialogue sur la base des sciences humaines pour la modélisation socio-
culturelle. Ce dialogue comprend des directives nouvelles spécifiques aussi bien sur la conception et le 
développement d’un modèle que sur l’élaboration nécessaire des problèmes architecturaux, des procédés 
et des critères de validation. Le second est le domaine traditionnel de la modélisation des facteurs humains 
pour la conception des équipements avec de nouvelles techniques pour « l’homme-dans-la-boucle » 
incluant des considérations sur les variables organisationnelles. Et le troisième est le domaine des 
modérateurs physiologiques du comportement humain où des nouveaux algorithmes mathématiques sont 
actuellement disponibles pour leur incorporation dans les applications M&S concernées.  

Plusieurs documents ont proposé des recommandations pertinentes à l’OTAN, à HFM, SAS et au NMSG 
sur les questions relatives à la Recherche et la Technologie (R&T) qui doivent être traitées afin 
d’améliorer les capacités basées sur la modélisation et la simulation (M&S) dans le contexte de l’OTAN. 
Une recommandation supplémentaire a été faite sur les processus qui permettent de s’assurer que la M&S 
de l’OTAN est basé aussi bien sur la science et la théorie que sur des revues et des validations rigoureuses. 
Globalement, cette recommandation est opportune et doit permettre à l’OTAN de progresser dans l’état-
de-la-pratique concernant le M&S militaire en introduisant de nouveaux éléments dans les Programmes de 
Travail des commissions RTO concernées. Finalement, la dynamique de « dialogue actif » engendrée par 
le Symposium doit être poursuivie régulièrement sous la forme d’un atelier de recherche annuel de 
l’OTAN sur les progrès des sciences et applications de la modélisation humaine. La commission HFM a 
été encouragée à développer une Proposition d’Activité Technique (TAP) adaptée sur ce sujet et d’inclure 
SAS et NMSG dans le développement de cette TAP. 
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Technical Evaluation Report 

Robert E. Foster, Ph.D. 
1691 N. Birch Street, Canby, Oregon 97013 

USA 

Tel: +1.971.275.5090 

BOBFOSTER10@CANBY.COM 

1.0  INTRODUCTION 

Advances in modeling and simulation (M&S) for military applications is evolutionary in nature with roots at 

the tactical level with early 20
th

 century aircraft simulations (for training
1
) and at the operational planning 

level with the elaboration of operations analysis techniques (rooted in the mathematics-centered analytic 

methods arising from World War I analyses by Lanchester
2
). Recent requirements for research and technology 

development in M&S have come from the realities of NATO operations in Kosovo, Afghanistan and various 

other non-traditional military missions3 in areas of conflict where military, peacekeeping and nation building 

strategies have to be blended into whole-of-government plans informed by operations and intelligence 

analysis.  These new missions are also a challenge for the development of human science that supports the 

M&S tools of analysts and planners.  

This Symposium was organized to consider the state-of-human science and its application to M&S 

technology, and to make recommendations to NATO on making science-based M&S tools available for 

military application. The Program Committee set five goals for this Research Symposium: 

• To make an inventory of operational demands for Human Factors based support; 

• To identify researched pathways to solutions; 

• To identify knowledge challenges and technical challenges for integrated model development; 

• To set high level guidelines for human modeling integration; and 

• To define NATO's perspectives on exploitation of human integrated operational modeling4. 

Forty three technical papers (24 podium; 14 posters; 5 keynotes) were scheduled, representing research and 

development efforts in eight nations (six NATO and 2 PfP nations).  The Symposium convened in Amsterdam 

at “The Naval Barracks Amsterdam” from Monday, 18 October to Wednesday, 20 October 2010. 

                                                      
1
  "Dry Shooting for Airplane Gunners - Popular Science Monthly". January 1919. p. 13-14. 

2
  Lanchester F.W., Mathematics in Warfare in The World of Mathematics, Vol. 4 (1956) Ed. Newman, J.R., Simon and Schuster, 

2138-2157 

3
  So-called non-traditional missons/operations arising since the mid 1990s may become the new normal for NATO operations in the 

21st century and thus the timeliness of the Symposium is remarkable. 

4
  This was the Symposium’s only non-R&T goal and it unfortunately did not elicit an adequate response from potential authors. 
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2.0 TECHNICAL EVALUATION 

This Technical evaluation will be organized into 3 sections:  the Symposium organization and venue, the 

framework set by keynote papers, and the technical content of the presentations. The keynote presentations 

and the technical papers provide significant new advice to NATO on human modeling in M&S applications.  

The report will end with a summary of the 4 recommendations offered to the Human Factors and Medicine 

Panel for consideration. 

A.  Symposium Organization –Themes, Presentations and Venue 

The Symposium’s goals were largely met by the Program Committee’s selections of 43 papers and poster 

topics.  Blending the presentations into 5 sessions with an “analysis and discussion” segment (led by a 

Program Committee member) at the end of each session led to both general participation of authors and 

audience,  and to insightful new information about both progress in M&S and challenges for modeling non-

traditional warfare and military missions.  Interestingly the Program Committee “seeded” the presentation 

agenda with papers by very senior scientists and practitioners in modeling5.  This was highly successful in 

generating wide ranging discussions of modeling history and approaches to a new era in modeling, as well as 

providing some real time mentoring to the younger presenters on how to successfully approach complex 

modeling problems.  

The open dialogue resulting from the ‘analysis and discussion’ sessions served to provide some cross-

discipline interchanges but often the semantic barriers inherent to the various modeling disciplines hindered 

deeper exchanges of information. This can only be corrected if NATO supports an ongoing exchange through 

periodic multidisciplinary meetings such as this (see TER Recommendation #3 below). While the 

Symposium’s program had highly relevant themes, these generic themes were only marginally served by the 

actual papers presented (possibly as a result of the nature of a Research Symposium with its unconstrained 

‘open’ call for papers).  Nonetheless, the Symposium’s open discussions demonstrated a good understanding 

of common needs across the various modeling environments.  Thus, if NATO desires to continue an active 

dialogue on human modeling either the specialist meeting format or the workshop format should be a better 

venue in that these activities allow the organizers to request specific contributions from experts. 

The Symposium was augmented and well served by an excellent venue provided by the Dutch organizers.  

The Symposium’s meeting room and excellent audio-visual support were very conducive to discussions and 

the provision for lunches on site provided extra opportunities for participant discussions. 

TER Recommendation 1:  Future HFM Symposia should seek to have formal analysis and discussion 

sections fitting within the theme structure of the meeting. As appropriate these analyses and discussions could 

be summarized and included in Symposium proceedings by the Symposium Chairs. 

B.  Framing the Issues – the Keynotes 

The keynote presentations of this Symposium set the “users” context for human modeling. The “users” in this 

case were of several types: military operators (LtGen van Loon for flag officer operational-strategic level 

issues; Col Swillens for tactical level insights), military operations analysts (LTC Hudak), and M&S 

architectures (Dr. Numrich). 

  
                                                      

5
  See papers by Levis (2), Numrich, Starr et al., Lotens et al., Jones (2), Belyavin, and Lebiere et al. 
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• LtGen van Loon opened the Symposium with a very practical exposition of human behaviors in 

current military operations inclusive of both the deployed force and the staff elements of NATO. The 

General’s message to the human modeling community based on his considerable experience with 

non-traditional military operations (e.g., Kosovo and Afghanistan) suggests that human behavior 

models should be able to address a) individual, organizational and interoperability dynamics in the 

multi-national military teams; b) operational complexity, scalability, uncertainty in a blended  

military, local and regional language and cultural context; c)  understanding human dynamics at 

individual, group and systems (institutional); and d) preparing the NATO force by training for current 

operational complexities. 

• Col Swillens, in the “engagement” keynote presentation, provided an elaboration LtGen van Loon’s 

message by exposing military tactical concerns for analysis and training of battalion-level military 

formations. Col Swillens highlighted how even local events raise the complexity of international 

cooperation such as in negotiations with the local authorities, and the complexity of planning given 

the reality of troops on site in contrast to the perspectives of Operations personnel in somewhat 

remote Operations rooms thereby putting the burden of complexity and confusion on local site 

commanders. 

• Representing the military operations analysis perspective with a practical ‘use case’ of the need for a 

modeling capability to support the analytic demands of military leaders, Dr. (LTC) Hudak provided 

an excellent example of the non-kinetic modeling problem for current operations in Afghanistan’s 

Helmand Province. Utilizing the agent-based modeling environment based on a conflict 

driver/ecosystem theory, Dr. Hudak outlined how the US Army is beginning to develop a M&S 

capability in this domain. 

• Architectural challenges for modeling the military operations environments outlined by LtGen van 

Loon and Col Swillens were highlighted in Dr. Numrich’s keynote. She emphasized the need to 

attend to design and implementation challenges of modeling environments contrasting the demands of 

large constructive simulation environments, running under High Level Architecture (HLA) standards, 

with simulations of social-cultural phenomena developed with new modeling methodologies (e.g., 

agent based models of complex adaptive systems) heretofore not part of the constructive simulation 

portfolio. 

Taken as a whole these keynote presentations were very successful in setting some essential attributes for 

achieving success in the application of human modeling for analysis and planning in the scope of current 

military operations. Indeed, the context thus set is highly relevant to NATO ACT’s development and analysis 

of technology options to meet NATO’s Long Term Capability Requirements (LTCRs). 

TER Recommendation #2: Relevant RTO Panels and HFM Panel Chairman should consider the content of 

these keynote presentations to be highly relevant to NATO’s Long Term Capability Requirements (LTCRs).  

In that context the Symposium’s program Committee should assess all LTCRs and provide input to the 

responsible LTCR lead Panel for updating relevant LTCR roadmaps. 

C.  Symposium Technical Content 

The presentations and papers contained in the Symposium Proceedings have application to one or more of 

three (3) general capability areas for M&S – military analysis and assessment (both for operations and 

intelligence), training (for all levels of operation inclusive of personnel and organizational skills), military 

systems development and acquisition (for weapons systems, personal equipment, military organizational 

variables).    
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1) Military analysis and assessment.  Military course of action analysis and operations plans 

development for current operations may be the most pressing “demand signal” for advances in human 

modeling.  Of particular importance to the success of the Symposium were the several papers 

summarizing a) the state-of-practice in an area of application or in a NATO nation’s analytic 

enterprise and b) the NATO technical activities either ongoing or in the past that contribute to the 

capability development in M&S.  These contexts generated very important discussions. 

Within this context, the largest number
6
 of papers, posters and keynotes addressed the emergence of 

non-kinetic military mission as a driver for new modeling technologies.  This is the area of modeling 

teams, organizations, government actions, societies, cultures and the resulting military contributions 

for non-traditional operations (e.g. peacekeeping).  While these papers presented the current practice 

of agent based modeling and the use of Bayesian network analyses, there was little exposition of the 

larger body of research on models of human behavior which might be essential for robust social-

culture modeling.  To that end, it would have strengthened the discussions if the Program Committee 

had sought papers from other modeling disciplines such as system dynamics or game theory 

modeling. It is indeed the case that the procedures for Research Symposia limit the Program 

Committee’s discretion to solicit specific contributions (see Recommendation #3).  On the other hand 

and very positively, there was a robust discussion of model architectures that yielded several key 

insights to achieve progress in this capability area – 

• A need for research and technology development for the vertical interoperability of models 

(vertical across the levels of military operation;  tactical-operational-strategic); 

• A need to integrate (or aggregate) models and their outputs across the dimensions of 

individual human models-to-organizations-to-societies-to-cultures; 

• A need for the development of model architectures and approaches to modeling validation 

that can be used for hybrid modeling environments (hybrids using agent, systems dynamic, 

game theoretic models); 

• New approaches to dealing with the dynamics of military missions where the dimensions of 

time can vary from seconds (in weapons system tactical modeling) to months-years in 

sociocultural modeling; and 

• The disciplined validation methods of the UK (GBR) can be a good start for addressing social 

science contributions to the traditional operations research methods and for assessing the 

suitability (“fit-for-purpose” assessment) of model-based analysis methods. 

With these insights in mind, it is apparent that this Symposium represented the very beginning of 

NATO’s critical dialogue on the need for a science base on sociocultural modeling. It also was 

apparent that much discussion and technical interchange is needed to frame and begin the 

development of criteria, processes and the technology of multilevel modeling architectures and 

validation strategies.  

2) Training.  The papers
7
 presented on advances in this general capability area represent continued 

progress in the rich history of M&S application. This continuing progress is vital to NATO militaries 

in that M&S is a key to the development of those essential military knowledge, skills and 

competencies essential for NATO’s operational success. Training military personnel may be the 

                                                      
6
  See the following papers: Hudak and Baez; Numrich; Clemente; van Vliet; Wittmann et al.; Levis (2); Jones (2); van Hemert et al.; 

Svenmark et al.; Starr et al.; Lebiere et al.; Schaub; de Reus et al.; Caldeira-Hankey et al.; Lotens et al.; Leiberg et al.; Woodill et 

al.; Dhondt et al.; and Ubink et al. 

7
  See the following papers: Levesque et al.; Hoover et al.; Kramer et al.; Dobbins and Myers; van Diggelen et al.; Lotens et al.; 

Baker et al.; Belyavin and Cain; Ubink et al.; Abdellaoui et al.; and,  Woodill et al. 
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largest continuous demand for M&S since realistic live training venues are very costly and cannot be 

used for the full spectrum of knowledge and skill generation/maintenance demanded by the challenges 

of non-traditional military operations currently being conducted by NATO. 

Of note were the presentations outlining efforts to include societal and cultural behavior models into 

training systems.  This new theme and demand from military readiness training venues responds to 

the reality of the current NATO “operational environments”. Here the challenges seem to lie in the 

question of ‘what human behaviors’ are relevant and how to adjust cognitive models to represent the 

diversity of behaviors on the scale of societies and cultures. Scaling individual cognitive model 

architectures such as SOAR and ACT-R to this level will remain a significant challenge for the 
foreseeable future. 

Two other contributions to this capability area are noteworthy. First was the continuation of a 

dialogue on how to approach team and organization modeling such that robust team members and 

organizational variables can be included in simulation environments.  This area will remain a 

challenge and a continued cross-NATO dialogue of experts should continue. Second is in the domain 

of behavior moderators. Important new algorithms were presented that can insert into human behavior 

models moderators for heat strain and fatigue, hydration levels, and terrestrial altitude effects.  Of 

course these moderators are but a small set of all behavior moderators.  Indeed, from the results of 

HFM-128 we know that the NATO’s human behavior modeling M&S practictioners believe that 

behavior moderators can be developed for such high level functions as decision making and other 

interpersonal interactions and behaviors.  A continuing dialogue is necessary to develop and 

harmonize behavior moderator algorithms across the NATO M&S community in order to engender 

wider application of these important innovations. 

  

3) Development and acquisition of “military systems”.  M&S tools have been essential and key to the 

modernization of military organizations, equipment and processes.  The pace of technological 

innovation demands the continuing development of models for assessing the human element in the 

system itself (e.g., the human operator of a command and control workstation) and in the organization 

that employs a mélange of personnel of varying roles depending on the missions and the structural 

characteristics of the force controlling or conducting the mission.  The papers
8
 supporting 

advancements in this general capability area demonstrated important new M&S contributions such as 

the following: 

• New insights on how to design workstation interfaces that are dependent of spatial 

Information; 

• updated mathematical models for water demands of personnel and the effects of altitude on 

performance; 

• An approach to instantiating virtual partners in systems design; and  

• New command-and-control attributes for human terrain reasoning. 

Taken as a whole, the technical content of this Symposium offers NATO new and important knowledge.  The 

exploitation of this knowledge should provide new opportunities for improved operational capabilities.  Two 

recommendations result from consideration of the technical presentations and discussions.  

                                                      
8
  See the following papers: Park et al.; Alexander et al.; Sennersten et al.; Beidleman et al.; Cheuvront at al.; Belyavin et al.; van 

Doesburg et al.; Woodill et al.; Khudetskyy et al.; Ubink et al.; and, Winkelholz et al. 
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TER Recommendation #3:  Exploit, engender and continue the momentum of scientific and technical 

dialogue begun at this Symposium and enable the development of a professional network of scientists and 

practitioners through a recurring technical exchange venue -- such an annual NATO Research Workshop on 

Human Modeling in NATO M&S applications. The HFM Chairman (alone or in consultation with the 

Chairmen of SAS) should expediently develop a Technical Activity Proposal (T.A.P.) for a recurring activity. 

TER Recommendation #4:  The issues of a) vertical and horizontal integration of multiple models and b) the 

dynamics of time (i.e., models handling time scalable from minutes to months/years) should be addressed in 

any new, relevant M&S technical activities of RTO.  Both the science and theories underpinning human 

modeling as well as the structural conventions and computer science issues of combining multiple models 

must be advanced in order to provide NATO with advanced capabilities in M&S. 

D.  Recommendations 

Important progress in NATO M&S can be realized through continuing multinational exchanges of scientific 

and technical advances especially in the area of improving capabilities for non-traditional missions. A future 

program of R&T activities would be assisted by HFMP implementing the following 4 recommendations.  

1) Future HFM Symposia should seek to have formal analysis and discussion sections fitting within the 

theme structure of the meeting. As appropriate these analyses and discussions could be summarized 

and included in Symposium proceedings by the Symposium Chairs. 

2) Relevant RTO Panels and HFM Panel Chairman should consider the content of these keynote 

presentations to be highly relevant to NATO’s Long Term Capability Requirements (LTCRs).  In that 

context the Symposium’s program Committee should assess all LTCRs and provide input to the 

responsible LTCR lead Panel for updating relevant LTCR roadmaps. 

3) Exploit, engender and continue the momentum of scientific and technical dialogue begun at this 

Symposium and enable the development of a professional network of scientists and practitioners 

through a recurring technical exchange venue -- such an annual NATO Research Workshop on 

Human Modeling in NATO M&S applications. The HFM Chairman (alone or in consultation with the 

Chairmen of SAS) should expediently develop a Technical Activity Proposal (T.A.P.) for a recurring 

activity. 

4) The issues of a) vertical and horizontal integration of multiple models and b) the dynamics of time 

(i.e., models handling time scalable from minutes to months/years) should be addressed in any new, 

relevant M&S technical activities of RTO.  Both the science and theories underpinning human 

modeling as well as the structural conventions and computer science issues of combining multiple 

models must be advanced in order to provide NATO with advanced capabilities in M&S. 
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ABSTRACT


This paper provides an overview of the application of an agent-based model called “Cultural Geography” to represent the civilian populace. This project uses a multi-agent system consisting of an environment, agents, objects (things), operations that can be performed by the agents and laws governing operations in the environment.  The environment for this particular application consists of six districts within Helmand Province, Afghanistan.  


Covered in this document is the study plan development to define the scope, objectives, and analytic approach of the project.  Data development techniques to find the relevant information pertaining to the socio-demographic dimensions of the populace, influencing groups, and services available are defined.  Particular attention will be given to the population data that includes narrative identity, values, beliefs, interests, and social networks of the various groups.  Social theories resident in the model will be addressed, as well as their instantiation within the scenarios.  Finally, analysis results from the fractional factoria design of experiment will be presented. 


1.0
Background


This paper reports on the approach, findings and recommendations of the Cultural Modeling Support to the Pakistan-Afghanistan (PAKAF) Strategic Multi-layered Assessment (SMA).  The U.S. Army Training and Doctrine Command (TRADOC) Analysis Center (TRAC) in Monterey, California and the Program for Cultural and Conflict Studies (PCCS) at the Naval Postgraduate School (NPS) led this cultural modeling effort for six districts in Helmand Province, Afghanistan.  Team members consisted of Agent-Based Model (ABM) experts, computational social scientists, data development experts, and Afghanistan scholars.  The study team also engaged Afghanistan Subject Matter Experts (SMEs) from the University of Nebraska – Omaha and Georgia Technical Institute to elicit their expert opinion and assess products.

1.1 Objectives and Benefits


The study objective was to determine the impact of operations on the populace over time for three specific issues.  The three issues considered for this work included security, infrastructure, and governance.  The results are to inform decision-makers of possible Courses of Action (COAs) and effects in Helmand Province to support Counterinsurgency (COIN) and stability operations.  These effects are measured along the lines of operations and measure the population’s issue stance on:  


· Security.  Securing the population is a critical tenet for COIN and stability operations.  The Taliban poses the greatest threat to security in the form of terrorizing the population, planting Improvised Explosive Devices (IEDs), and deliberate attacks against Afghanistan National Security Forces (ANSF) and International Security Assistance Force (ISAF).  Security is defined as whether the population perceives security to be adequate (or inadequate) in Helmand.


· Infrastructure.  Essential services and the supporting infrastructure for essential services is a critical function of government and society.  This issue relates to infrastructure and essential services and concerns whether the population is satisfied with the current state of infrastructure and near term prospects, or whether the population believes the current state of infrastructure and the processes for improving infrastructure are unsatisfactory.  Infrastructure is defined as whether the population perceives infrastructure to be adequate (or inadequate) in Helmand.


· Governance.  The third issue relates to governance and whether government structures provide fundamental government services, such as policing forces and legal processes.  Governance is defined as whether the population perceives existing government structures and services to be adequate (or inadequate) in Helmand.  


Benefits from the study include:


· 
Population data in terms of influential groups, narrative identities, beliefs, social network ties, and population distributions across Helmand districts, 


· 
SME survey data regarding impact of events on population beliefs, and 


· 
COA analysis that supports COIN and stability operations in Helmand Province.

1.2 Limitations and Assumptions

1.2.1 Limitations

The following limitations were imposed on the study team due to specific time constraints and our own ability to model only a portion of the entire conflict ecosystem.  First, the study team refined the area of interest to six districts in Helmand Province where we could focus our data development effort with the Afghanistan scholars on the team.  These districts consisted of Kajaki, Sangin, Gereshk, Lashkar Gah, Nawa-i-Barakzai, and Garmsir.  Of all possible events that could happen in these districts, only 14 specific events were modeled based on the most relevant events as described by the SMEs.  The frequencies of these events remained constant throughout the simulation, i.e. there was no dynamic manipulation of the event cycle based on the response of the population.   Representing the population of roughly 600,000 Afghans were 200 agents.  Finally, the temporal nature of population interests, which effect issue stances, requires frequent re-calibration.  Population groups in Helmand Province often shift allegiances and align with various organizations to meet basic needs, to include security and sustenance.  Given the temporal nature of the data, the study team deemed model results appropriate out to six months.  Executing the model beyond six months requires data re-calibration and review by SMEs to adjust to varying security, infrastructure, and governance conditions.

1.2.2


Assumptions


The following are assumptions that the study team made.  If these assumptions are proven false, then the integrity of the analysis is in jeopardy.  First, the team relied on fully vetted SME input, with multiple years of experience concerning Helmand that we feel adequately represented the impact of events on the population identity groups.   We determined that fifty-two stereotypes encompass the major population identities within Helmand Province that provide sufficient insight on the changes in the population issue stances for the scenarios.  Finally, we used six months as the limit to the validity of the projection into the future without recalibrating the impact of events. 

1.3  
Organization of the Presentation


This presentation is organized into five sections.  This first section provides the background for the research, specified objectives, limitations, and assumptions.  The second section contains a description of the Cultural Geography (CG) model.   The third section contains the detailed process and methodology that the study team followed.  Finally, sections four and five provide the results of analysis and a summary, respectively.

2.0
Cultural Geography (cg) model


The study team utilized the CG model developed by TRAC-Monterey for the Helmand study.  The CG model is an ABM of the operational environment based on doctrine and social theory designed to address the behavioral response of civilian populations in conflict environments[1].  The model is patterned after the conflict eco-system described by Kilcullen[2] in an attempt to capture the complexities of irregular warfare shown in Figure 1.  
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Figure 1: The Cultural Geography (CG) Model.

The CG model consists of entities (people) interacting with each other and responding to specific events.  Each entity is defined by a set of demographic dimensions that collectively shape the entity’s beliefs, values, interests, stances on issues, and behaviors.  The narrative paradigm is the underlying social theory upon which narrative identities are developed to form entity beliefs, values, and interests.   


The CG model enables the user to schedule events that impact population beliefs and stances on critical issues through implementation of Bayesian networks for issues.  Parent nodes of the issue networks are the beliefs and interests of target population groups derived from their narrative identities.  The end nodes of the issue networks are the entity’s issue stance.  An example of a scheduled event may be insurgents killing a community leader or a Non-Governmental Organization (NGO) providing medical care. 


Population behaviors may also impact belief nodes, and thus end node issue stances.  An example of population behaviors may be seeking and acquiring essential services.  Population behaviors are modeled in CG through Bayesian networks using the Theory of Planned Behavior (TPB).  The TPB accounts for an entity’s perceived attitude, norm, and control regarding a specific behavior[3].  


Belief nodes may also be impacted through communication channels in a social network.  The CG model supports representation of a social network by applying concepts of propinquity (physical proximity) and homophily (tendency to associate with those of similar interests).  Specifically, when an entity’s belief nodes change position, the entity attempts to communicate the result to other entities within a pre-defined physical distance that possess similar interests.  If communication is successful, the receiver’s beliefs are impacted accordingly.


3.0
methodology


1.1 Data Development


The study team researched multiple resources to collect data for input to the CG model.  Sources included first-hand accounts from Human Terrain Teams (HTT) deployed in theater, Afghanistan SMEs, results from professionally administered surveys (Gallup TM), interviews with members of Provincial Reconstruction Teams (PRTs), and open source references from Department of Defense (DoD), government agencies, academia, and news organizations.


The study team also reviewed and applied frameworks to assess the status of Helmand Province, to include essential services using the sewage, water, electricity, academics, trash, medical, safety, and other considerations (SWEAT-MSO) framework[4,5].  Additionally, questions to SMEs were developed to understand civil considerations[6,7] pertaining to areas, structures, capabilities, organizations, people and events (ASCOPE). 

The first step in analyzing the data included the identification of potential demographic dimensions from a variety of traceable data sources for the population residing in the six districts of interest.  The study team identified five major demographic dimensions and 13 associated demographic groups as depicted in the table below.  All entities in the CG model are composed of one demographic group from each demographic dimension.  For instance, an entity composition may be ‘poor’, align with a ‘marginalized’ tribe, live in a ‘rural’ location, possess ‘moderate’ political views, and be of ‘military age’.  We refer to each distinct composition of dimensions as a stereotype.
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Figure 2: Data Development Methodology.


1.2 Population Groups


The study team broke down the population into the following groups which are listed in Table 1 and described below.


Table 1: Population Groups by Dimension.

		Family Status

		Tribe

		Disposition

		Political 
Affiliation

		Age



		Inherited
("Son of")

		Pro-Government
(Alizai)

		Rural

		Fundamentalists

		Military Age Male



		Achieved
(Politics/Wealth)

		Marginalized/Violent 
(Noorzai / Ishaqzai)

		Urban

		Moderates (Traditionalists)

		Spin Giri
("White Beards"/Elders)



		Poor/Unemployed

		Passive 
(Barakzai/Alakozai)

		

		Progressive/Secular

		





1.2.1 Family Status


Although great variation exists between ethnic groups and groups practicing different modes of subsistence, families of virtually all Afghan groups are characterized by: patriarchal, patrilineal and patrilocal organization, low incidence of polygyny, even lower incidence of divorce, endogamous nature, and relatively high birth rate.  Rigorously honored ideals emphasizing family cohesiveness through extended kinship networks endow the family with its primary function as a support system[8].  Given their distinct narrative identities, the study team modeled family status in terms of inherited, achieved, and poor/unemployed population groups.

1.2.1.1 Inherited


This status is defined by being the son of an elder whose family is regarded with respect (Khan, Malik, Spin giri (elders)) or religious titles such as Syyed or Maulawi (religious family).  Inherited landed elite families and those businessmen who became rich through the poppy trade have had a significant rise to influence in Helmand, particularly in the drug market district of Sangin[9].

1.2.1.2 Achieved


This is status due to position of influence such as being a military commander or holding a formal position such as a member of parliament, Malik, Mirab, Mullah, Maulawi or any other government or factional post, or maintaining links to influential people at the district and provincial level.  Achieved groups often attain wealth through business ventures that often include poppy farming (narcotics trade and their networks) and purchasing property (commercial and agriculture)[10].


1.2.1.3 Poor/Unemployed


Polling results estimate that 40% of the country's 25 million people are jobless and some five million Afghans live below the poverty line.  Driving factors towards increasing instability, according to Afghans, are the high rate of unemployment and poverty in the war-wrecked country. Many of those fighters joining Taliban insurgents are illiterate tribal people, young seminarians, and low-educated jobless youths[11].


1.2.2 Tribe


Tribes in Afghanistan do not act as unified groups, as they have recently in Iraq. For the most part they are not hierarchical, meaning there is no “chief” with whom to negotiate (and from whom to expect results).  They are notorious for changing the form of their social organization when they are pressured by internal dissension or external forces.  We know, based on a large amount of recent and not-so-recent research that the meaning of “tribal society” in the Pashtun areas has changed a great deal even in the last hundred years. It is clear that there are many aspects of Pashtun life at least as important as “tribe,” if not more so[12].  However, unlike other Pashtun tribal areas of the country, the tribal structure in the southeast (e.g. Helmand Province) remains relatively more intact.  Within the tribal structure today, Pashtunwali (the traditional customary law), common to all Pashtuns, is better preserved than in other Pashtun-dominated parts of the country.  Further, the tribes of the southeast region have a unique tribal mechanism of policing (arbakai) for defense from external aggression and natural resource protection.  While the coherence and strength of the tribal structure has been eroded in many parts of the region, there is still sufficient coherence among tribes to allow them to play a significant role in peace-building[13].  Given their distinct narrative identities, the study team modeled the tribal dimension in terms of pro-government, marginalized/violent, and passive tribes.


1.2.2.1 Pro-Government


The Alizai are Helmand’s largest Pashtun group.  After 2001, the Helmand governor, deputy governor, spokesman for the Governor, chief of staff, director of education, finance officer, and many district chiefs or district administrators were from the Alizai tribe.  For the Alizais, the current situation in Helmand provides an opportunity to do things their way under a fusion of tribal and federal government (rather than tribal and Taliban) leadership[14].

1.2.2.2 Marginalized/Violent


Many Noorzai are deeply associated with the narcotics industry.  Within the Afghan tribal system, the Noorzai tribe is the most pro-Taliban and is a group that often complains of being disenfranchised.  The Ishaqzai are a very important tribal group in the power structures of Helmand and at large they have been severely marginalized in the post-Taliban governments by various Jihadi commanders.  After 2001, the Ishaqzai were not given any part in government hence they joined the war lords and Taliban rebels[15].

1.2.2.3 Passive


The Barakzai tribe is seen to have benefited disproportionately in power and patronage from the Karzai government.  Generally, the Barakzais are considered to have more education, government positions, land ownership, tribal unity and businesses[16].  The Barakzais are relatively more peaceful but are viewed by other tribes with envy and distrust.  At the moment, the Alikozai have a live-and-let-live policy with the Taliban.  They allow the Taliban free passage through tribal areas, but forbid the Taliban from mounting any operations there[17].


1.2.3 Disposition


The vast majority of the land in Helmand Province supports agriculture with only a few pockets of traditional urban infrastructure.  Rural to urban migration in search of employment opportunities and access to better services and infrastructure has been a trend in Afghanistan since the 1960s, but has been more common during the recent period of refugee return.  Approximately 50% of these migrants moved to urban centers with their families, while the others left families behind and instead sent money back to their villages[18].  The study team modeled the disposition dimension by rural and urban population groups.


1.2.3.1 Rural


Approximately 94% of people in Helmand live in rural areas.  Most occupations are agricultural and tied to poppy cultivation, to include poppy growing, transportation, and security.  Minor crops include apricots, grapes, melon.  Tending animals (sheep, goats or camels) is also a rural occupation.  Over 100,000 people live in indigenously displaced person camps across Afghanistan and over 1.8 million nomadic animal herdsmen (Kuchi) frequently travel back and forth across the porous Afghan-Pakistan border (Ministry of Rural Rehabilitation and Development, 2007).  An estimated 70,000 people live in three indigenous displaced person camps across the six districts under study in Helmand Province[19].  Around 55,000 households (380,000 people) are reliant on opium poppy cultivation in Helmand, which represents more than a third of the province’s total population.  The rural populace is often stereotyped as backward, conservative, naive, but trustworthy by Afghan urbanites.


1.2.3.2 Urban


Approximately 6% of the people in Helmand live in urban areas[20].  The major population centers in Helmand include Lashkar Gah and Gereshk.  Many of the urban population occupations revolve around the grand bazaars and support to the larger market places.  There are many small business owners.  City dwellers are considered corrupt and untrustworthy by people in rural areas.


1.2.4 Political Affiliation


Afghanistan has a fragmented multi-party system, requiring parties to form coalition alliances to achieve political gain.  Democratic processes continue to evolve as the country attempts to create a viable political infrastructure and extend political freedoms to the people.  The study team modeled political affiliation in terms of fundamentalist, moderate, and progressive/secular population groups.


1.2.4.1 Fundamentalists


This group generally believes in a strictly Islamic state and the literal implementation of Shari’ah (Islamic Law).  They are often pro-Taliban.  They generally believe all foreigners should leave Afghan soil immediately.  They strongly oppose the Karzai leadership and have opposed the previous Afghan government led by Tajik, Burhanuddin Rabbani[21].  They generally still believe women are chattel (property).


1.2.4.2 Moderates


This party believes in a strictly Islamic state – most believe in the implementation of Shari’ah (Islamic Law).  They hold mixed positions on Karzai governance with their biggest grievances being nepotism (family) and corruption[22].  They often share many of the same religious beliefs as the Taliban, albeit not as extreme.  They believe in change, but they want to do it on Islamic terms in an Islamic way.  They hold mixed views on women’s rights.

1.2.4.3 Progressive/Secular


This group believes in secular governance - Islam is separate from the government.  They oppose radical Islam and generally accept Karzai governance.  Most believe in universal education for men and women and advocate women’s rights.  They are often called Constitutionalists, New Democrats, Royalists or even Ethno-Nationalists and are generally pro-democracy[23].  Much of this group is well-educated and may have strong ties with Iran or India. 


1.2.5 Age


The life expectancy for Afghan men is just over 44 years.  Given that, the study team established a break point of 40 years to delineate military-aged males from the elder generation.  The study team modeled the age dimension in terms of young and old males, namely military age males and senior males known as spin giri.


1.2.5.1 Military Age Male


There are approximately 4.5 million male Afghans within the traditional warrior age and another 7.5 million Afghan boys under the age of 15.  Every year, over 500,000 Afghan youngsters reach ‘fighting age.’  At most, only 150,000 of them will manage to find lawful employment opportunities, i.e., in opium-free farming or with the army and police units[24].  The majority of insurgents come from this population group.


1.2.5.2 Spin Giri


These traditional leaders usually hold jurisdiction within tribal territory which tends to rarely coincide with modern state boundaries.  Overall decision-making power (especially on important issues) that affects the tribe as a whole is taken by the overall heads of each tribe.  Leadership among tribes tends to be inherited within an elite family.  The most influential titles are passed down by birth to male children[25].  The leadership among traditional communities comes from what is called spin giri – the white bearded elders who either function in a high level role (e.g. khan, mir, beg, wakil) or more local decision makers at the village level (e.g. mirbak, Malik).  All of them have a rather high form of legitimacy among Afghan society that should not be underestimated.  In traditional decision-making bodies such as jirgas and shuras, only influential men of a certain age, family background and economic power (land holding is especially important), with negotiation skills and good linkages to the government, are included.

1.2.6 Beliefs


The study team extracted beliefs for all 13 demographic groups applicable to the issues of security, infrastructure, and governance.  For instance, the ‘poor’ demographic possessed the belief that illegal employment (such as performing insurgent tasks) was merited given the economic challenges within Helmand Province.  The study team identified 14 distinct beliefs across the 13 demographic groups that aligned with the study issues of security, infrastructure, and governance.  The beliefs aligned with study issues are listed in the table below.

Table 2: Beliefs that Define the Three Population Issue Stances.


		Security



		Accepts US/ISAF intervention. 

		Actively supports the insurgency. 

		ANSF not a viable employment option. 

		Distrusts ISAF forces. 

		Helmand/ Afghanistan is not secure. 

		Outsiders not welcome. 

		Pakistan ties OK for commerce. 

		Supports Taliban and its ideology. 

		Supports Taliban reconciliation program. 

		Tolerates illicit commerce (opium trade). 



		Infrastructure



		Accepts US/ISAF intervention. 

		Actively supports the insurgency. 

		Distrusts ISAF forces. 

		Government should provide infrastructure. 

		Pakistan ties OK for commerce. 

		Tolerates illicit commerce (opium trade). 

		Willing to accept illegal / illicit job. 



		Governance



		Accepts US/ISAF intervention. 

		Actively supports the insurgency. 

		Distrusts ISAF forces. 

		Government should provide infrastructure. 

		Recognizes government authority to enforce laws.

		Supports Taliban and its ideology. 

		Supports Taliban reconciliation program. 

		Tolerates illicit commerce (opium trade). 

		Government is ineffective / irrelevant. 





To support data development, the study team convened an Afghan SME workshop to elicit expert knowledge and opinions on security, infrastructure and governance in the Helmand Province.  Participants completed a survey designed to capture their input on how a pre-conceived set of events would impact beliefs on security, infrastructure, and governance.  Workshop results established starting conditions for beliefs and issue stances, and estimated the impact of future events on entity beliefs.  The SMEs also confirmed the demographic dimensions and groups, beliefs, and other actor events as reasonable, providing valuable insight to the modeling effort.


The SME workshop also provided data on the relationship between an entity’s success or failure of acquiring essential services and the impact of this event on their beliefs.  Specifically, entities in the CG model possessed a behavior for each essential service in the model.  Success or failure of acquiring an essential service affected three aspects of the entity: (1) its future decision-making regarding acquiring essential services, (2) its belief stances, and (3) its issue stances.


1.3 Scenarios


Scenarios in the CG model consisted of population entities (agents) performing the following actions:

· Consuming essential goods and services,


· Determining whether to seek essential services using the TPB,


· Interacting successfully (or not) with an essential server to acquire essential services,


· Reacting to success or failure to acquire essential services,


· Communicating successfully (or not) via the social network their success or failure to acquire essential services, 


· Reacting to events by other actors, and


· Communicating successfully (or not) via the social network their reaction to an event.


Consumption of essential goods and services was a stochastic event tailored to individual entity stereotypes.  The study team modeled 13 essential services tailored to the Helmand Province.  Determining whether to seek essential services was a stochastic event resulting from the intention node likelihoods in the entity’s TPB network.  Four parameters in the infrastructure sub-model that impacted success or failure of acquiring essential services were server operating times, server capacity, server transfer rates, and extent of server damage.  Reacting to success or failure of acquiring essential services was a deterministic event that results in implementation of case files that impacted the entity’s TPB network and applicable beliefs.  Communicating with fellow entities the success or failure of acquiring essential services depended on proximity to other entities and a stochastic process resulting from strength of social ties between population groups.  Successful communication resulted in implementation of the same case files impacting the receiver in the same manner as the sender.  


Reacting to events by other actors was a deterministic process resulting in implementation of case files that impact the entity’s applicable beliefs.  Communicating with fellow entities the reaction to the event followed the same communication process described above.  Successful communication regarding reaction to events resulted in implementation of the same case files impacting the receiver in the same manner as the sender.

1.3.1 Actors


Scenario development also required the study team to identify other actors in Helmand that influence the population’s stances on issues.  Other actors are defined as individuals or groups that perform events that affect the population.  The study team selected five actors of interest to represent in the model:  ISAF, Taliban, Government of the Islamic Republic of Afghanistan (GIRoA), NGOs, and Helmand women (to represent the role and influence of females in the population).  The study team selected these actors for the following reasons:


· ISAF.  Insights from the study may help inform COAs available to ISAF that support COIN and stability operations, making ISAF a logical actor.  The ISAF actor executed lethal and non-lethal events in the scenarios, directly impacting the population and their beliefs.


· Taliban.  The Taliban is the primary insurgent group in Helmand Province and the greatest obstacle to stability.  Taliban operations also influence infrastructure and governance issues.   The Taliban actor executed lethal and non-lethal events in the scenarios, to include recruiting and information operations.


· GIRoA.  Governance and the services provided by the government are one of three issues of interest for the study.  Essential services and the supporting infrastructure for essential services is a critical function of government and society.  Of particular frustration to the Helmand population is the absence of infrastructure services provided by GIRoA.  The GIRoA actor provided essential services in the scenarios.


· NGOs.  Currently, NGO presence in Helmand is limited, requiring analysis to determine whether increased NGO presence will improve stability operations.  The NGO actor provided essential services in the scenarios.


· 
Women.  The intent of modeling Helmand women was to determine female influence within the nuclear family, and particularly regarding their influence over a prominent population group – military age sons.  Recognizing the potential influence women possess in support of stability operations, the U.S. Marine Corps has formed and activated Female Engagement Teams (FETs) that seek interaction with Afghan women to address their specific needs and collect information.  Women are generally more open to the heart-and-minds concept, to include improved education and an end to violence[26].  The women actors executed recruiting events in the scenarios for ISAF and Taliban.


1.3.2 Events


The table below lists actors and associated behaviors/events that were scripted in the CG model that impacted population stances on security, infrastructure, and governance.

Table 3: Actors and Behaviors to Events.


		Actor

		Behavior/Event



		ISAF

		Initiates "presence patrols" twice daily.



		

		Conducts a raid and takes some of your neighbors into custody.



		

		Cordons off your street and searches for suspects.



		

		Meets with your leaders and shuras.



		

		Eradicates opium from the fields.



		Taliban

		Sends threatening letters to your house at night.



		

		Plants an IED that explodes and kills your neighbors.



		

		Provides you and your neighbors food, water and clothes.



		

		Kills a community leader that you admire in your town.



		

		Convinces some of your neighbors to join their forces.



		GIRoA

		Provides you and your neighbors food and water and clothes.



		NGO

		Provides you and your neighbors food and water and clothes.



		Women

		Tells you she would be proud of you if you joined the Taliban.



		

		Tells you she would be proud of you if you joined ANSF forces.





The study team defined the baseline scenario as all 14 events listed above modeled at a frequency representing the pace of present-day events in Helmand Province.  For instance, SMEs report that GIRoA representatives provide essential services to Helmand approximately once per month.  Consequently, the study team modeled GIRoA providing essential services once per month in the baseline scenario.  A noted limitation to scheduling events in this manner is that actors do not adapt to existing conditions.  For instance, the dynamic decision-making process related to force allocation based on perceived conditions was not considered for this study.


1.3.3 Alternatives


To help focus exploration of viable COAs in support of COIN and stability operations, the study sponsor provided several notional scenarios that align with the issues of security, infrastructure, and governance.  The study team modeled six of the sponsor’s excursions using variations of the baseline scenario, referred to as alternative scenarios.  Alternative scenarios consisted of the 14 baseline events modeled at frequencies tailored to the notional scenarios and the experimental design.  The six alternative scenarios are described below:  


· Alternative A.  Increased frequency of services provided by NGOs to simulate heightened NGO presence in place of ISAF,


· Alternative B.  Increased frequency of services provided by GIRoA to simulate improved government capacity,


· Alternative C.  Increased frequency of services provided by NGOs and GIRoA to simulate increased social services,


· Alternative D.  Increased frequency of ISAF raids, cordons, and meetings with leaders (e.g., key leader engagements (KLEs)) to simulate a combined kinetic and communication campaign,


· Alternative E.  Increased frequency of ISAF presence patrols to simulate providing the  population security rather than kinetic action against the insurgency, and 


· Alternative F.  Increased frequency of ISAF presence patrols and meetings with leaders (e.g., KLEs) to simulate increased population security and communications campaign.

1.3.4 Design of Experiment


The study team implemented a fractional factorial DOE to explore significant factors impacting the population’s issue stances impacted by typical events occurring in Helmand Province.  The DOE is the mechanism used to vary the settings of these factors of interest to explore the simulation model results and to assess how selected input factors affect the response surface or MOEs across the range of scenarios.  The DOE was constructed in a matrix where every column corresponded to a factor, and the entries within the column are settings or factor levels for this factor.  Each row represented a particular combination of factor levels that defined a scenario or design point.  The use of the CG model combined with the DOE allowed for exploration of landscapes of COAs.  

The study team identified two types of experimental factors:  decision factors and noise factors.  Decision factors, also known as controllable factors, are factors that represent controllable actions available to decision makers for real world problems.  Noise factors, also known as uncontrollable factors, are factors not easily controlled or controlled at great expense in the real world setting. 


The study team selected 16 total experimental factors based on discussions with SMEs and calibration experiments designed to scope factors.  The behaviors/events listed in Table 3 performed by ISAF, GIRoA, and NGOs defined the decision factors.  These factors potentially influence the population’s stance on the three issues under study.  The behaviors/events listed in Table 3 performed by Taliban and women were noise factors.    


The study team applied a 217-12 fraction factorial design of the 16 aforementioned experimental factors.  The design consisted of 32 design points (or variations of the baseline scenario) with a maximum pair wise correlation of 0.0352.  


The system modeled was a terminating simulation meaning that the scenario in this research started at a defined state and ended when they reach some other defined event.  Accordingly, the initial state of the model at the beginning of the simulation is that all of the beliefs, behaviors, and issue stance are at a specific state based on SME input.  Entities consume and seek services according to their TPB until events begin to be executed by other actors.  There are a fixed number of events for each variations of the scenario (e.g., alternative scenarios, design point) defined by the behavior/events level setting (i.e. high frequency, low frequency).  The system terminates when all of the behaviors/events are completed.  Since this research experiments with terminating simulation models, each experiment comprises multiple replications per variation of the scenario (each replication is treated as a sample) over a period of interest (i.e. 180 simulation days) defined by the terminating condition using a different random seed for each experiment.  This procedure enables statistically independent and unbiased observations to be on the response variables of interest in the system over the time period simulated. 

The study team executed the baseline scenario (defined as all factors set to low levels) consisting of 32 design points.  SMEs reviewed the initial output and deemed the results reasonable.  Additionally, the study team conducted a preliminary data analysis of these results to gain initial insights on significant (and insignificant) design factors.  

After review by SMEs, the study team conducted model and scenario calibration.  Model calibration included adjusting case files to reflect SME workshop input and creating Bayesian networks for issues from Gallup poll data.  Scenario calibration included development of alternative scenarios by adjusting factor levels accordingly to represent the sponsor’s notional scenario goals. 


The study team re-executed scenarios following calibration, to include alternative scenarios.  The study team conducted 30 replications of all scenarios.  Execution time for all scenarios ranged from 10-20 minutes.


4.0
analysis results


1.1 Overall Results

Primary MOE for this analysis included population stances on security, infrastructure, and governance in Helmand Province.  Inputs affecting these measures include events from other actors (introduced through experimental design factors in the scenarios), interaction with the CG model’s infrastructure sub-model, and communication across a social network.  Findings presented below and shown in Table 4 are based on trends in the output and magnitude of results relative to other scenarios, and should not be interpreted as predictive.

Table 4: Overall Results for the Three Issue Stances and Alternatives.


		Issue Stance 

		ALT A

		ALT B

		ALT C

		ALT D

		ALT E

		ALT F



		Security

		0.7%

		1.0%

		1.4%

		-0.1%

		2.9%

		3.1%



		Infrastructure 

		0.3%

		0.5%

		0.8%

		-0.2%

		1.7%

		1.8%



		Governance 

		0.3%

		0.7%

		0.8%

		0.1%

		1.5%

		1.7%





Insights from the overall results show that the Helmand population is diverse across socio-cultural dimensions, leading to varying reactions to the events in the alternative scenarios.  Notably, increased frequency of ISAF presence patrols (ALT E and ALT F) had the most positive effect (from an ISAF perspective) on the perception of security, infrastructure, and governance when compared to the baseline scenario.  Additionally, an increase in the frequency of either NGO services (ALT A) or GIRoA services (ALT B) resulted in a more positive perception of security, infrastructure, and governance but was most noticeable when both NGO and GIRoA services were increased (ALT C).  Conversely, increased ISAF kinetic events, such as raids and cordon and searches (ALT D), had a slightly negative impact on the perception of security and infrastructure.  Details of findings by issue are presented below.

1.2 Security


The population’s stance on security improved (from an ISAF perspective) as ISAF non-kinetic operations increased, namely through presence patrols and Key Leader Engagements (KLEs).  The increase of Taliban non-kinetic operations, such as providing services and recruitment, negatively impacted the population’s security stance.  The most significant factor impacting the population’s perception of security was ISAF presence patrols.

Table 5: Most Significant Factors Affecting Security.

		Actor

		Event

		Significance

		Impact on 

Security Stance



		ISAF

		Presence Patrols (non-kinetic)

		High

		Positive



		ISAF

		Key Leader Engagements (non-kinetic)

		Medium

		Positive



		Taliban

		Provides Services (non-kinetic)

		Medium

		Negative



		Taliban

		Recruit (non-kinetic)

		Medium

		Negative





Analyzing the results by alternative scenario provided notable findings.  Specifically, ISAF presence patrols and KLEs had the greatest impact on the population’s security stance when analyzing results by scenario.  Readily apparent in both trend and magnitude, presence patrols and KLEs played significant roles impacting the population’s security stance.   With the exception of alternative scenario, all scenarios produced a positive trend in security stance as compared to the base case scenario.  The relative magnitude of security stances generated from alternative scenarios E and F were consistently higher than results from other scenarios.  The study team modeled alternative scenario E with ISAF presence patrol events at the high frequency, and alternative scenario F with ISAF presence patrol events and KLEs at the high frequency.  No other alternative scenarios included presence patrols or KLEs at a high frequency.  This result supports the finding that ISAF presence patrols and KLEs played a significant (positive) role regarding the population’s stance on security.


Alternative scenarios A, B, and C also produced positive trends in security stance as compared to the base case scenario, but with less magnitude than alternative scenarios D and E.  The study team modeled alternative scenario A with NGOs providing services at the high frequency, alternative scenario B with GIRoA providing services at the high frequency, and alternative scenario C with both NGOs and GIRoA providing services at the high frequency.  No other alternative scenarios included NGO and GIRoA providing services at a high frequency.  This result supports the finding that GIRoA providing services played a significant (positive) role regarding the population’s stance on security.  Conversely, ISAF kinetic events, such as raids, had a negative impact on the population’s stance on security.  Specifically, alternative scenario D showed a negative trend in security stance as compared to the base case scenario.   The study team modeled alternative D with ISAF raids at a high frequency.  No other alternative scenarios included ISAF raids at a high frequency.
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Figure 3: Security Results for each District.

Assessing security stances by district revealed that Lashkar Gah consistently generated the least positive security stance across all alternative scenarios as shown in Figure 3.  Political and tribal affiliations, namely political fundamentalists and marginalized/ violent tribes, influenced these results in Lashkar Gah.  Marginalized/ violent tribes resided in Lashkar Gah in greater numbers than all other districts.  Political fundamentalists resided in Lashkar Gah in greater numbers than all other districts, with the exception of Gereshk.  Fundamentalists and marginalized/ violent groups were adversely affected by events in the scenarios, many of which clashed with their traditions and customs.  These groups generally distrust ISAF forces and do not welcome or accept outsiders.  

Regression and CART analysis showed that the population’s stance on security was negatively impacted following insurgent non-kinetic operations, such as providing services and recruiting.  The contour plot in Figure 4 shows security stances plotted against the number of ISAF presence patrols per month and the number of Taliban service events provided per month.  The contour regions inside the plot (filled in different colors) correspond to different ranges of mean security stance.  The plot is read by selecting an intersection between ISAF presence patrols (x-axis) and Taliban provide services (y-axis), and then examining the corresponding mean security stance.  This plot complements the metamodel and interaction plot results from Appendix F.  For instance, ISAF presence patrols modeled at a high level (112 patrols per month for the six districts) resulted in a positive perception of security (blue area).  Conversely, Taliban provides services modeled at a high level (eight occurrences per week for the six districts) and ISAF presence patrols modeled at a low level resulted in a negative perception of security (red area). 
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Figure 4: Contour Plot of ISAF Presence Patrols vs. Taliban Providing Services.

Other notable factors impacting the population’s stance on security at a low level of significance were ISAF opium eradication, and Taliban kinetic operations.  These factors impacted the population’s security stance, but to a lesser degree than the other factors.  The study team assessed the trend for ISAF opium eradication operations and Taliban kinetic operations (such as IED attacks or killing a community leader) as negatively impacting the stance on security.  

1.3 Infrastructure and Essential Services


The population’s stance on infrastructure improved (from an ISAF perspective) as ISAF non-kinetic operations increased, namely through presence patrols.  The increase of Taliban non-kinetic operations, namely provide services and night letters, negatively impacted the population’s infrastructure stance.  The most significant factor impacting the population’s perception of infrastructure was ISAF presence patrols, see Table 6.

Table 6: Most Significant Factors Affecting Infrastructure.

		Actor

		Event

		Significance

		Impact on Infrastructure Stance



		ISAF

		Presence Patrols (non-kinetic)

		High

		Positive



		Taliban

		Night Letters (non-kinetic)

		Medium

		Negative



		Taliban

		Provides Services (non-kinetic)

		Medium

		Negative





Analyzing the results by alternative scenario provided notable findings.  Specifically, ISAF presence patrols and KLEs had the greatest impact on the population’s infrastructure stance when analyzing results by scenario.  Assessing trends and magnitude of infrastructure stances, presence patrols and KLEs played significant roles impacting the population’s perception of infrastructure.  These trends and relative magnitudes can be observed in Figure 5.

The bar chart in Figure 5 shows infrastructure stances consolidated by district for each alternative scenario.  With the exception of alternative scenario D, all scenarios produced a positive trend in infrastructure stance as compared to the base case scenario.  The relative magnitude of infrastructure stances generated from alternative scenarios E  and F were consistently higher than results from other scenarios.  The study team modeled alternative scenario E with ISAF presence patrol events at the high frequency, and alternative scenario F with ISAF presence patrol events and KLEs at the high frequency. 
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Figure 5: Infrastructure Results for each District.

No other alternative scenarios included presence patrols or KLEs at a high frequency.  This result supports the finding that ISAF presence patrols played a significant (positive) role regarding the population’s stance on infrastructure, and to a slightly lesser degree KLEs played a significant role.  


Alternative scenarios A, B, and C also produced positive trends in security stance as compared to the base case scenario, but with less magnitude than alternative scenarios D and E.  The study team modeled alternative scenario A with NGOs providing services at the high frequency, alternative scenario B with GIRoA providing services at the high frequency, and alternative scenario C with both NGOs and GIRoA providing services at the high frequency.  No other alternative scenarios included NGO and GIRoA providing services at a high frequency.  This result supports the finding that GIRoA providing services played a significant (positive) role regarding the population’s stance on security.  


Assessing infrastructure stances by district revealed that Lashkar Gah and Gereshk consistently generated the least positive infrastructure stance across all alternative scenarios as shown in Figure 8.  Family status, namely the unemployed/poor, influenced these results in Lashkar Gah and Gereshk.  High densities of unemployed/poor resided in Lashkar Gah and Gereshk.  The unemployed/poor generally believe that the government should provide infrastructure, are more tolerant of illicit commerce, and may be more willing to accept illegal/illicit jobs.  These beliefs contributed to low infrastructure perceptions.  

Regression and CART analysis showed that the population’s stance on infrastructure was negatively impacted following specific ISAF non-kinetic operations, namely opium eradication.  The contour plots in Figure 6 show infrastructure stances plotted against the number of ISAF presence patrols per month and the number of ISAF opium eradication operations.  The plots illustrate that the frequency of ISAF presence patrols has an impact on how the population reacts to opium eradication.  Positive perceptions of infrastructure (blue area) occurred as ISAF presence patrols increased and ISAF opium eradication operations decreased.  Negative infrastructure perceptions are more pronounced for unemployed/poor than the inherited and achieved family status dimension.

		[image: image6.png]Contour Plot for Pro-ISAF Family Status=I

Pro1saF
= 140 .- 0.704
E 130 0708
e =707
& 120 <=0709
] .- 0710
= 1.0 . 0710
£
£ 100
I
E
2 90
2
o
L 80
=
@

70

6 70 8 9 100 110
ISAF Presence Patrols per Month







		[image: image7.png]Contour Plot for Pro-ISAF Family Status=Un

ProisaF
—«“'o W - 0634
s
-

=
H «
G120 _C°692
E <0804
£ 110 0604
£
£ 100
I
E
3 90
-4
o
L 80
=
@

70

60 70 80 90 100 110
ISAF Presence Patrols per Month











Figure 6: Contour Plots of ISAF Presence Patrols vs. 
Opium Eradication for the Family Status Dimension.

Other notable factors impacting the population’s stance on infrastructure at a medium level of significance were Taliban night letters and Taliban providing services.  The study team assessed the trend for Taliban night letters and Taliban providing services as negative regarding infrastructure stance.  Additionally, the study team assessed Taliban kinetic operations and Taliban recruitment as notable.  These factors impacted the population’s stance on infrastructure, but to a lesser degree than factors listed in Table 6.  The study team assessed the trend for Taliban kinetic operations (such as IED attacks or killing a community leader) and Taliban recruitment as negative regarding infrastructure perspective.  

1.4 Governance


The population’s stance on governance improved (from an ISAF perspective) as ISAF non-kinetic operations increased, namely through presence patrols and KLEs.  The increase of Taliban non-kinetic operations, namely provide services, negatively impacted the population’s governance stance.  The most significant factor impacting the population’s perception of governance was ISAF presence patrols.

Table 7: Most Significant Factors Affecting Infrastructure.

		Actor

		Event

		Significance

		Impact on 

Governance Stance



		ISAF

		 Presence Patrols (non-kinetic)

		High

		Positive



		ISAF

		 Key Leader Engagements (non-kinetic)

		Medium

		Positive



		Taliban

		 Provides Services (non-kinetic)

		Medium

		Negative





Analyzing the results by alternative scenario provided notable findings.  Specifically, ISAF presence patrols and KLEs had the greatest impact on the population’s governance stance when analyzing results by scenario.  Assessing trends and magnitude of governance stances, presence patrols and KLEs played significant roles impacting the population’s perception of governance.  These trends and relative magnitudes can be observed in Figure 7. 
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Figure 7: Governance Results for each District.

The bar chart in Figure 7 shows governance stances consolidated by district for each alternative scenario.  All scenarios produced a positive trend in governance stance as compared to the base case scenario.  The relative magnitude of governance stances generated from alternative scenarios E and F were consistently higher than results from other scenarios.  The study team modeled alternative scenario E with ISAF presence patrol events at the high frequency, and alternative scenario F with ISAF presence patrol events and KLEs at the high frequency.  No other alternative scenarios included presence patrols or KLEs at a high frequency.  This result supports the finding that ISAF presence patrols and KLEs played a significant (positive) role regarding the population’s stance on governance.  


Alternative scenarios A, B, and C also produced positive trends in governance stance as compared to the base case scenario, but with less magnitude than alternative scenarios D and E.  The study team modeled alternative scenario A with NGOs providing services at the high frequency per Table 11, alternative scenario B with GIRoA providing services at the high frequency, and alternative scenario C with both NGOs and GIRoA providing services at the high frequency.  No other alternative scenarios included NGO and GIRoA providing services at a high frequency.  This result supports the finding that GIRoA providing services played a significant (positive) role regarding the population’s stance on governance.

Assessing governance stances by district revealed that Kajaki consistently generated the most positive governance stance across all alternative scenarios, while Lashkar Gah. Nawa, and Gereshk generally produced the least positive governance stance as shown in Figure 7.  Political and tribal affiliations influenced these results.  Pro-government tribes resided only in Kajaki and Sangin.  Pro-government tribes had the highest perception of governance and recognized government authority.  These beliefs contributed to high governance perceptions.  

Political fundamentalists and marginalized/ violent tribes resided predominantly in Lashkar Gah, Nawa, and Gereshk.  Fundamentalists and marginalized/violent groups had the lowest perception of governance, generally distrusted ISAF forces, and believed that the government was ineffective or irrelevant.  These beliefs contributed to low governance perceptions.  

Regression and CART analysis showed that the population’s stance on governance was negatively impacted following specific ISAF non-kinetic operations, namely opium eradication.  The contour plot in Figure 8 shows governance stances plotted against GIRoA provide services events and the number of ISAF opium eradication operations.  The plot shows that governance perception decreased as ISAF efforts to eradicate opium increased.  The plot also illustrates that GIRoA providing services partially mitigates the negative impact of opium eradication.   
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Figure 8: Contour Plot of GIRoA Services vs. Opium Eradication.

Another notable factor impacting the population’s stance on governance at a medium level of significance was Taliban providing services.  The study team assessed the trend for Taliban providing services as negative regarding governance stance.  Additionally, the study team assessed Taliban kinetic operations, Taliban night letters, Taliban recruitment, and women communicating to join ANSF as notable.  These factors impacted the population’s stance on governance, but to a lesser degree than the other factors.  The study team assessed the trend for Taliban kinetic operations (namely killing a community leader), Taliban night letters, and Taliban recruitment as negative regarding governance perception.  Conversely, women communicating to join ANSF generated a positive trend in governance perspective.


5.0
Summary


The following is a summary of findings to support COA development in Helmand Province.  General findings include modeling the affects of various scenarios on the population in Helmand provides a means to evaluate courses of action.  The multi-faceted approach that the team used showed that the district, political affiliation, and family status had the greatest impact on the population perception results.


The specific results based on analysis of the scenarios by district and population group revealed that the most significant positive impact on the population’s perception of security, infrastructure, and governance was directly related to the amount of non-kinetic operations.  Conversely, scenarios that involved an increase in kinetic operations initiated by either side negatively impacted the security stance for all population groups.


Further, for scenarios that involved humanitarian assistance we were able to discern slight differences in the population’s perceptions.  For instance, when GIRoA or NGOs provided services, this generally improved the perception of governance in comparison to when ISAF provided these services unilaterally.  Additionally, when GIRoA or NGOs provided services, this positively impacted the population’s perception of infrastructure.
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Abstract


The military has voiced an increasing interest in introducing human, socio-cultural behavioural (HSCB) understanding into its education, training, intelligence and operational planning capabilities.  The nature of the data required for developing a socio-cultural understanding presents challenges for the community, as does the relative immaturity of models and simulations in some of the disciplines that contribute to explaining socio-cultural phenomena.   The objective of this paper is to deconstruct the problem of fitting HSCB data into simulations into several steps, starting with the vocabularies in which we begin to express the problem space and concluding with a brief review of two architectures – one designed for the analytic community and the other, already adopted by NATO, that enables distributed simulation.  The author concludes that the greatest potential use for unifying architectures is their ability to provide researchers and practitioners an environment in which to explore, discover and advance the state of the art.


1.0
INTRODUCTION


In the end, we will never fully deliver security from the barrel of a gun; not in Afghanistan nor anywhere else. It will come as a combination of the so-called “3 Ds” – Defense, Diplomacy, and Development. I say it is even broader than that, and will require political, economic, cultural, linguistic, military, skills – in simplest terms, combining international, interagency, and private-public approaches.[1]

With this statement, ADM Stavridis, Supreme Allied Commander Europe (SACEUR), clearly articulates that the road to peace as well as success in battle requires a holistic approach including an understanding of the socio-cultural environment – an understanding sufficient to create stability in cooperation with local population.  If the goal is to use all the elements of national and international power aided by a clear understanding of the socio-cultural environment, then the tools used to assist military planners must also be capable of taking into consideration the economic and social structures, the culture and ethnic orientation of the population, and the myriad of influences within and from outside the local area.  


Current planning tools have demonstrable capability in all aspects of kinetic operations in the traditional warfighting domains (undersea, sea, land and air).  However, they were designed and built in an era following major state-against-state conflicts, a focus that is not consistent with the current state of the world nor with the broadened responsibilities of the military that include stability and peacekeeping in addition to counter insurgency and disaster relief.  These tools, the models that support them and the training capabilities that enable the military to use them effectively, must be modified to include the relevant socio-cultural factors and their effects.


This paper focuses on architectures, the structures that allow diverse models to run in a common environment, share data and produce integrated results.  The interactions enabled by architectures rely on a common data structure and an understanding of how multiple factors combine to produce coherent effects.  For this reason, the paper begins with an orientation to socio-cultural data and then moves on to examine several of the vocabularies that are being used to explain socio-cultural factors and how they impact the environment.  Following these discussions, two architectures are considered – one designed to be used for analyses and the other most often used in distributed, interactive, real-time simulations.  The paper does not examine the development of models, but rather assumes that models of certain types exist and are suitable for incorporation into the architectures to achieve analytic, planning or educational goals.  


Architectures are useful only when their general structures can be readily adjusted to apply to diverse problems, in this case, problems of relevance to the military – relevance to a particular mission, relevance in the context of a particular area of the world and relevance to the level of operation.  A final consideration is the level of expertise required of the operator who must use the tools.  The resources available at a brigade headquarters differ significantly from the capabilities in the hands of the forward-based tactical decision-maker.  These factors that focus and delimit a problem (mission, area of the world, level of operation, and operator skill) are referred to in this paper using the acronym MALO.  .

The tools and architectures now used by the military reflect maturity in physics, engineering and computer science.  They were conceived to support deterministic and stochastic processes capable of producing forecasts.  Social science models are often descriptive and rather than projecting a forecast, they examine a number of potential futures.  The application of mathematical and computational techniques to modelling in many social science disciplines social science modelling is relatively immature.  In such an environment, what is the appropriate role of architectures?  The paper concludes with a commentary on architectures and suggestions for their use in the research establishment as well as in military applications.


2.0
ORIENTATION TO SOCIO-CULTURAL DATA


Most data used in modelling and simulation is found in two forms:  structured and unstructured.  Structured data is information that has been reduced to numerical values found in tables or data sheets of various sorts.  Unstructured data is found in unformatted text, most often in doctrinal manuals.  Performance data used to specify the way entities function in kinetic simulations is most often formatted – lists of numerical specifications for such factors as speed, turn radius, a weapon’s range and kill ratio.  Military doctrine, tactics, techniques and procedures for using the entities are normally found in field manuals and are translated into when and how entities in a simulation function.  Theory and experiment form the foundation and source of both formatted and unformatted data.  


The situation is much the same with socio-cultural data.  Depending upon the problem addressed and the computational methods employed the preponderance of data could be either structured or unstructured.  Statistical assessments at national levels often use generally available national statistical tables.  Unfortunately, for many cases of military interest – situations involving emerging nations, nations under stress or nations with limited infrastructure – statistical data may be incomplete, sparsely populated or developed using non-standard techniques.  Many recent studies on the use of improvised explosive devices (IEDs) developed their data laboriously from numerous accounts of IED incidents.  For such studies, the process of extracting data from text begins with the development of a code book, a set of definitions and criteria for turning the report of an IED incident into a set of numerical values that represent the time and place of the incident, the nature of the weapon, how it was detonated, the range of damage and lethality of the blast and any information on the group responsible for it.  Coding data by hand leads to error and bias on the part of the human coder.  Machine coding is not only possible, but is used widely in a number of social science fields; however, it also has difficulties and limitations.  The need for this type of data coding is often difficult for those accustomed to physical and mathematical models to appreciate.


2.1
Characteristics of Socio-Cultural Data


The majority of the tools and models used today involve a one-on-one paradigm – weapon on weapon, force on force.  Including a more comprehensive view of the human dynamics changes the problem from one-on-one to many-on-many, where the sides interacting include the local government, internal military forces, external military forces, leaders of internal factions, influences from external connections and the local population.  Each faction involved has long-term motivations, short-term goals and perceptions of what a desired end state might be – driven by ethnic, religious or cultural perspectives.


The new factor critical for socio-cultural models, but largely absent from traditional military modelling, is perception.  For centuries, the military has understood the necessity of understanding the mind and perceptions of the enemy.  What is new is the need to understand the perceptions of the various factions of the population.  The now superseded 2007 Irregular Warfare Joint Operating Concept, described irregular warfare (IW) as being “about people, not platforms.”


IW depends not just on our military prowess, but also our understanding of such social dynamics as tribal politics, social networks, religious influences and cultural mores.  People, not platforms and advanced technology, will be the key to IW success.  The joint force will need to be patient, persistent, and culturally savvy people to build the local relationships and partnerships essential to executing IW.[2]


In all things human, perception is reality.  The situation as measured by all means and techniques and quantified by nationally and internationally accepted standards is only part of the story.  The way the different factions of the population perceive and react to the situation is at the core of working effectively in the human environment.  A simple example can provide a graphic, immediately accessible picture of the power of perception.


Consider the following situation.  The national government promises to provide a guaranteed four-hour period each day at a given hour of reliable electrical power to every home in the nation.  For many developing nations around the world, four hours of reliable electric power would be a boon; however, in major industrial nations having only four hours of reliable electric power a day would be a disaster.  Further, let us consider that the promise is made with a guarantee that it would persist for the next four months.  Again, for populations not accustomed to reliable electrical power, the promise of having daily power for the next four months would be a major improvement in their lives and they would consider the government successful at least at the level of providing energy infrastructure.  Back in the industrial nation, the failure to remedy the situation of only four hours of reliable power for a four-month period would be totally unacceptable and worthy of a no-confidence vote against the government.


The situation is identical, but the perception and consequent reaction are based upon expectations conditioned by experience and societal norms.  When taking into account the human dimension, it is not sufficient to know the situational data; it is also critical to understand how the different groups in the area perceive that situation.  


2.2
Perceptual Data


Irregular warfare is defined by Joint Publication 1-02 as “a violent struggle among state and non-state actors for legitimacy and influence over the relevant population(s).” [3]  Acquiring data on the current perceptions of various relevant factions in a population is the first part of the problem, but having a functional understanding of those perceptions requires going a step beyond.  Knowing perceptions is perquisite to being able to influence them to achieve an end, and the ability to influence perceptions necessitates an understanding of those long-term factors that condition the formation of perceptions.  As a result, understanding perceptions has an historical and cultural context that may not be apparent in the data itself.


Historical information provides a window on both the formation of perceptions and the behaviours driven by them.  There is also a dynamic associated with perceptions.  Conditions change, attitudes change, external influences change – and all of them drive perceptions and actions.  Knowing how a faction reacted to similar circumstances in the past may not determine current actions, but as good Bayesians, we believe that the past provides indicators.  Cultural, societal and religious norms are strong drivers of behaviour and they tend to be more persistent.  Understanding what a cultural, ethnic or religious group values and how it deals with property and leadership, with crime and redress, provides a necessary foundation for working effectively with the population and their leadership.


With context firmly in hand, there are a number of means for probing the perceptions of the population.  In a literate society, the media is a valuable resource for understanding the perceptions of the population, particular the vernacular media.  Translation brings with it several sources of bias.  The very fact that something is being translated implies that it is intended for consumption by a foreign audience and selection criteria include both what the media moguls feel would interest the foreign audience and what they wish the foreign audience to understand from a particular story.  This is particularly true when there is considerable government control of the media and the government has a purpose in controlling its output.  Translations themselves induce a bias through inexpert ability to capture a sentiment in a foreign language.  Thus the vernacular is the most important source for acquiring perceptual data.


Interviews also provide insight into the attitudes and perceptions of local populations; however, information acquired from these sources must also be carefully interpreted.  Subject matter experts, expatriates and focus groups often have their own agendas and biases.  Unless they are currently living in the society in question, their assessments are second-hand: valuable, but not necessarily correct in all aspects.


Surveys and polls are extremely valuable, but also subject to error.  Populations at stress are often less interested in giving answers to pollsters than they are in just surviving.  In repressive environments, people are not likely to be forthcoming about their own reactions and will at times give answers that they feel the pollsters are seeking.  There are a number of reliable, professional polling groups who understand how to build questions to elicit the right information from a local population, questions presented by members of their local culture and phrased in ways that make sense in that culture.  At times simple polls administered by the military in their area of operation can be useful and informative.  The Tactical Conflict Assessment Framework developed by the U.S. Agency for International Development (USAID) has been used effectively by the military in Helmand province in Afghanistan.  The survey has only four questions, all of which are designed to elicit an extended response from the individual respondent.


Perceptions are not static and are influenced by whether the individual feels that his or her situation is improving or degenerating.  This implies that both the situational data and perceptual data must be collected at regular intervals in crisis situations.  Crisis situations normally exist in environments where the ability to collect data of any type is seriously hampered by a lack of security, by the state of the infrastructure, and by the ability to access representative parts of the population in spite of difficult conditions.  Thus the need for continuous monitoring is greatest under circumstances least amenable to data collection of any sort.


2.3
Situational Data


The need to include all factions of the population functioning in the military environment places increased emphasis on data concerning all facets of the local population.  Demographic information is critical, but only a clear understanding of the culture can determine whether the information needs to account for ethnic groups or economic groups, tribes or families and sub-tribes, national military or local militias or all of the above.  Depending upon the nature of the country, the economic information may have to include the traditional economic information, non-traditional or barter systems and covert economies.  


As difficult as it might be to acquire current and complete information about the groups functioning in the local environment, understanding the military, economic, financial and governance capabilities of these groups is often far more difficult.  Few reliable sources of information are conveniently available.  Considerable effort is needed to extract data from disparate sources, which, when used in combination, can yield valuable insight into capabilities of local groups. 


2.4
Data Considerations Summarized


Including the human dimension in military tools and models increases demands already placed on data.  In socio-cultural assessments, far more of the data must be extracted from unstructured text from diverse sources.  Even the situational data is likely to have inconsistencies, lack current information, and be totally non-existent in areas of most critical concern.  The human dimension involves human decision-makers who function on the basis of perceived reality; therefore, perceptual data takes on an importance not found in traditional force-on-force modelling.  


In the end, all actions, kinetic and non-kinetic, change perceptions and influence a population.  Similarly, what is said and not said at critical times can change perceptions.  The ability to work effectively with factions in a population depends upon understanding the context in which their perceptions are formed and being able to work within that context to change perceptions that drive behaviour and thus change the operational environment to accomplish the military mission, whatever its nature.


3.0
DECONSTRUCTING THE PROBLEM 


The problem at hand is how to introduce the complexity of the human dimension into military models and tools and do that knowledgeably and with the intention of growing individual solutions into a common approach that will service military needs in data acquisition, planning at various levels, education and training.  There are many potential lines along which to break down the problem: 


· Levels of operation: These are normally referred to as strategic, operational and tactical.  Tools, models and simulations must be responsive to the needs at each level as well as to the type of expertise available.


· Planning at the strategic level is normally characterized by a long time horizon with detail levels at national or just below.  At the strategic level of operation resources normally include a high level of expertise in intelligence, the use of tools of various sorts and readily accessed reach-back to subject matter experts.  Plans are normally written around the national or international goals for that theatre.  


· At the operational level, planning begins at the national level and works down to provincial levels or the level at which the operations are dissected.  In Afghanistan, this type of planning would include national, operational regions (Regional Command (RC)–East or RC-South, for example) and within a national force is likely to extend down to the highest forward level command.  Plans are subject to change with changing conditions at the local level.   


· Plans at the tactical level are developed and executed with more rapidity than at higher levels of command.  While remaining consistent with the commander’s intent at the strategic and operational levels, these plans are developed without the expertise available to strategic and operational commands and are in direct response to local conditions.


· Analytic vs. Operational:  While there are certainly analytic tools in use in the operational world, the distinction to be drawn here is one of vocabulary and technical orientation rather than where the tools are used.  The analytic community is characterized by a focus on metrics and measures and has developed a language and tools responsive to this orientation.  Analysis can be done at any level of operation, but tends to be characterized by the use of models with a significant level of mathematical rigor and rapid execution times to enable the user to run many model experiments and assemble statistical bases from which to draw assessments.  The operators require suites of tools that can be used in the classroom for education and in training exercises to build the skill base and sensitivity of the military force.  When in regional headquarters or deployed, the operators need tools to aid in the acquisition and use of information, tools to aid in planning that include the effects of the human dimension and tools to test and evaluate courses of action, again including the effects of the human dimension, but the human dimension as they know it in their area of operation.  Metrics are essential, but the focus is on the operation rather than analysis and the time horizon of many operational planners is seventy-two to ninety-six hours (close to immediate in the mind of the mathematical analyst).  


· Characteristics of Execution:  These are computational distinctions and they will surface in the discussion of architectures.  Among the computational characteristics is real-time execution vice much faster than real time execution.  Analytic applications run to acquire statistics must run faster than real time.  Training applications are often done in real time to permit user interaction.  Most analytic applications are run on a single computer or off a single server; whereas, test and training application are often run on different processors, sometimes separated geographically.


· Research vs. Operational:  This distinction is extremely important as we attempt to field tools and capabilities that can handle HSCB data to allow planning and analysis of courses of action while taking  human dynamics into account.  While the military has been anxious to add HSCB capability to their arsenal, the dialog between the military and the social science research community has not been smooth.  Both sides understand there is much that social science can contribute to military missions; however, matching actual capabilities to expectations has been difficult and exacerbated by lack of common vocabulary.


All of these approaches to examining the problem space have limitations and virtues; however, a more universal decomposition can and should be applied regardless of the approach selected.  Figure 1 outlines this common method for deconstructing the problem in to vocabularies, models and tools, architectures and, finally, applications and interpretations.  The rest of this paper will parse the problem along the lines suggested by Fig. 1, but will not talk about individual tools and models.
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Figure 1: Deconstructing the Problem.


The first step in working with a problem is to agree on a vocabulary that allows the details of the problem to be discussed by all interested parties.  More formal approaches extend these vocabularies into taxonomies, ontologies or metadata structures for enabling computer implementation in the form of data structures.  However, the first step is to allow humans to engage in meaningful dialog.  Among the initial objectives of the dialog is to clarify user needs and requirements.  Using these needs, the research and applications community can begin to employ their scientific understanding of the problem to specify potential solution paths, including data collection and tools, all consistent with methodologies commonly accepted in their fields.  The result of this process is often to break the problem down into pieces that can be solved.  Once this is done, there is a need to synthesize or re-assemble the pieces in scientifically consistent ways to bring understanding and clarity to the original problem.  The role of architecture is to enable the re-assembly of the pieces.  They type of architecture selected will depend upon the nature of the problem, the type of the pieces to be assembled and the type of interaction required by the end user.


When the problem types persist, and one expects that problems involving HSCB data and socio-cultural models will remain of interest for a significant time, clusters of tools and models emerge around a particular architecture.  Once such models have been interfaced, they can be reassembled and used to address different, but related problems.  The development of High Level Architecture (HLA)-compliant models that can be used upon demand in new federations is such a cluster.  For HSCB applications, there will be other clusters around different types of architectures, some of which are now beginning to emerge.


Having architectures with clusters of models available allows the user or his agent to apply the models to solve new problems and interpret the results.  However, the utility of the models thus assembled will depend upon the factors summed up using the acronym MALO which appears in Fig. 1 and was defined earlier in this paper.  

4.0   VOCABULARIES


Whether using models to explore problems or conducting military operations, the need to have a corporately understood and adopted vocabulary is vitally important.  In coalition operations, the various nations and their military representatives must be able to resolve issues among themselves and plan coordinated actions using a mutually understood vocabulary.  Similar understanding must extend up and down the military chain of command.  The importance of developing and maintaining this type of understanding was underscored by General Krulak when he coined the phrase, the strategic corporal.[4]  When military activities are focused on the population and take place on the streets and in local neighbourhoods, the soldier or marine on patrol can make decisions and act in ways that have international, strategic repercussions—hence, the strategic corporal.  

In numerous gatherings where social scientists and military operators were present, the two groups tended to talk past each other.  There was no common vocabulary and even when the same words were used, the meanings tended to be different.  In fact, across the social sciences, there is no common vocabulary.  The U.S. Defense Science Board puts the problem plainly and succinctly.


Technologies to support an understanding of human dynamics lie at the intersection of a broad set of disciplines:  the social sciences (anthropology, sociology, political science, history, and economics), the biological sciences (neurobiology), and the mathematical sciences (computer science, graph theory, statistics, and mathematics).  These typically independent disciplines have distinct histories, terminologies, methodologies (observational versus experimental) and evaluation approaches (quantitative versus qualitative), which sometimes lead to inconsistent practices, outcomes, and/or recommendations. [5]  

A vocabulary used by one community will be imbued with the perspectives and methods of that community.  This will be true in the vocabularies explored in the rest of this section.  Three vocabularies coming out of the analytic community and one recently emerged from the military educational system will be examined briefly in terms of how they support the applications they serve.  These are by no means the only vocabularies being used in the HSCB community, a community that declares itself not yet ready to establish a definitive vocabulary or taxonomy of its own.


4.1
Vocabularies from the Analytic Perspective


In two of the three vocabularies, the intended application drove the development of the vocabulary.  In the first case, the application was a form of mathematical analysis and in the second, the vocabulary in which the problem was decomposed was aimed at establishing a set of metrics designed to measure progress toward stability.  The third vocabulary was developed to provide a more general application space for a broadly based set of analytical applications.  In all cases, the vocabularies take into account both situational and perceptual data.


4.1.1
Catastrophe Theory and Manifold-Based Policy Impact Assessments

The analytical posture that produced the first vocabulary is based on the premise that the use of manifold analysis in catastrophe theory, with data based on societal factors, could lend insight into the effect of policy decisions in Iran and Afghanistan.  The starting point for the analysis was the 79 recommendations of the Iraq Study Group, a set of recommendations in need of an analytic method to assess their relative impact and importance.  A framework that allowed each of the 79 recommendations to be assessed in terms of its impact on key properties of the overall political and societal environment was needed.  The author of the method, Alexander Woodcock[6], developed a framework of four key variables or properties of the political environment and assessed the impact of each recommendation on each of these four key variables.  The four key variables formed the analytical vocabulary of this approach and are defined as follows:


· In-Power Segment (IPS) or Government Strength.  One of the key objectives of the military and diplomatic activities in Iraq was to increase the strength of the duly elected government and its regard among the population and the regional entities with which it must do business.  The factors that involve government strength were measured in increases or decreases of this variable.


· Out-of-Power Segment (OPS) or Opposition Strength.  Another objective of the military and diplomatic activities in Iraq was to reduce the influence of the various groups that opposed the duly elected government.  Recommendations directed toward these goals were measured under this key variable.


· Balance of Coercive Force (BCF).  Control of violence and the provision of security is a key component of establishing long-term stability for the duly elected government in Iraq.  The factors that tipped the balance of security in favour of the government were weighed as positive contributors to this key variable.


· External Influences (EXT).  The variable measures the extent to which external influences control sectors of the Iraqi economy and hence welfare.  A viable exit strategy has to include a reduction of external influences on the Iraqi economy.

The author and prior collaborators had found catastrophe theory to be a proven framework for analysis where a small number of key variables could be defined.  Thus the method-driven vocabulary consisted of the four terms above and the manner in which recommendations fit into the framework.  The vocabulary is sparse, the analysis at a very strategic level and considerable work is required to fold each of the 79 recommendations into the analytic space defined by the four variables.


4.1.2
A Vocabulary for Measuring Progress


While the first example of an analytic vocabulary was based on a computational method, this second vocabulary is associated with metrics, but no particular form of computational analysis.  Measuring Progress in Conflict Environments (MPICE) is an effort by the U.S. Department of Defense (DoD), U.S. Department of State (Science Advisor) and USAID to determine how effective development activities undertaken in conflict environments were in achieving goals of peace and stability.  According to the authors, the purpose for developing MPICE was:

To establish a system of metrics that will assist in formulating policy and implementing strategic plans to transform conflict and bring stability to war-torn societies.  These metrics provide both a baseline assessment tool for policymakers to diagnose potential obstacles to stabilization prior to an intervention and an instrument for practitioners to track progress from the point of intervention through stabilization and ultimately to a self-sustaining peace.  This metrics system is designed to identify potential sources of continuing violent conflict and instability and to gauge the capacity of indigenous institutions to overcome them.  The intention is to enable policymakers to establish realistic goals, bring adequate resources and authorities to bear, focus their efforts strategically, and enhance prospects for attaining an enduring peace. [7]

The MPICE framework measures progress in terms of a state’s moving through three stages of stability.  In the first stage, Stage 0, the country is judged to have enforced stability – a situation in which “active and robust action” on the part of external forces, potentially in partnership with a large international presence, is the only means of imposing order.  The second stage, Stage 1, is termed assisted stability and in this stage, violence has been reduced to the extent that a local force can maintain order, but still with the presence of outside military forces and civil assistance.  External intervention in Stage 1 is at a sufficiently low level that it can be sustained over an extended period of time.  The final stage, Stage 2, is termed self-sustained peace and represents a situation in which the state can cope effectively with residual violence, without the assistance, military or civil, of external powers.


Five factors are used to assess the situation of a state in crisis:  political moderation and stable democracy, security, rule of law, economic stability and social well-being.  With respect to each of these factors, the objective is to move from a lower to a higher stage in stability; therefore, each factor has two objectives; one intended to move the state from Stage 0 to Stage 1 and the second to move the stage from Stage 1 to Stage 2. Progress is measured against two primary indicators:  diminishing the drivers of conflict and strengthening institutional performance.  Tables 1 and 2 display the framework for two of the five major factors.[7]


Table 1: Goals for Political Moderation and Stable Democracy.

		Diminish the drivers of conflict

		Competition for exclusive power diminished



		

		Political grievances diminished



		

		External destabilization diminished



		Strengthen institutional performance

		Peace settlement strengthened



		

		Delivery of essential government services strengthened



		

		Government legitimacy, responsiveness, and accountability strengthened



		

		Political parties strengthened



		

		Minority participation strengthened



		

		Citizen participation and civil society strengthened



		

		Free and responsible media strengthened





Table 2: Goals for Safe and Secure Environment.

		Diminish drivers of conflict

		Political violence diminished



		

		Threat from ex-combatants diminished



		

		Popular support for violent factions diminished



		

		Use of national security forces for political repression diminished



		

		Criminalization of national security forces diminished



		

		External destabilization diminished



		Strengthen institutional performance

		Compliance with security agreements strengthened



		

		Performance of national security forces strengthened



		

		Subordination and accountability to  legitimate government authority strengthened



		

		Public confidence in national security forces strengthened



		

		Consent for role of international security forces strengthened





Each of the subordinate factors is further decomposed into a set of measurables to complete the framework.  This framework and the metrics that support it are all designed for performance at the state level.  When all the subordinate factors are completely specified, there are in excess of eight hundred metrics against which to asses state performance.  An MPICE evaluation might look something like Figure 2.
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Figure 2: Notional MPICE Evaluation.


MPICE developed the framework with its attendant vocabulary and the metrics, but did not develop a computational system for aggregating individual metrics into the overall evaluation for each factor.  MPICE rather explains its methodology in terms of the data sources used to evaluate the metrics.  Content analysis uses contemporary media to provide data on incidents relevant to the metrics, as well as the opinions of the populace.  Expert opinion is gathered from a select group of subject matter experts.  Statistical analysis is used on the situational data; however, in unstable environments, collection of such data is difficult and hampered by a lack of functional infrastructure.  The final source used is survey or polling data to acquire the responses of the population.  This combination of situational and perceptual data is consistent with the foregoing overview of data needed to support socio-cultural analyses.


While MPICE was clearly developed to be used at the state level, it has been used at the neighbourhood level in Haiti as a test case, with the results that MPICE is a viable means of measuring progress at a local level with some adaptation.  MPICE has been presented to NATO as a potential international best practice for assessing the effectiveness of military and civil aid policies applied to civil distress in areas where conflict is present.


4.1.3
Vocabulary to Support Analysis


Conflict Modeling, Planning and Outcomes Exploration (COMPOEX) was developed by the Defense Advanced Research Projects Agency (DARPA) in response to the need to plan complex military operations in environments that must be represented by large-scale systems of systems that include non-physical systems (e.g. political and military systems).  All of these systems are considered to be adaptive and to exhibit emergent or unexpected behavior.  The COMPOEX framework was designed to provide an adaptive and robust approach to planning based on a comprehensive study of both the structure and dynamics of the systems in the environment. [8]


The vocabulary built for COMPOEX begins with the military’s deconstruction of influences in terms of political, military, economic, social, information and infrastructure (PMESII).  These factors are characterized as either attributes in the virtual or simulated world, or as political or social actors.  The resultant decomposition is as follows:


Table 3: Actor-Oriented Data Sets – Partially Perceptual.

		Political

		Regional Influences



		

		National Government



		

		Government Institutions



		

		Local Government



		

		Military Organization



		

		Criminal Network



		

		Non-governmental Organizations (NGOs)



		Social

		Population Segment Attitude





Table 4: Factors Describing the Virtual World – Situational.

		Economic

		National Macro-economy



		

		Meso-Economy



		Infrastructure

		Electrical Power



		

		Telecommunications



		

		Water Service



		

		Sanitation Service



		

		Healthcare Services



		

		Education Services



		

		Manufacturing



		

		Agriculture



		

		Construction



		

		Food Production and Distribution



		

		Transportation Networks



		Information

		Media Sources



		

		Media Channels



		Military

		Security by Rule of Law



		

		Military Deployment



		

		Military Engagement



		

		Insurgent Targeting





Like MPICE, this framework further decomposes, but in the case of COMPOEX, the decomposition is in the context of computational models capable of representing either the actors or the virtual world.  For the actors, they relate along four lines of interaction:  political, social, economic and armed military.  The models represent a broad range of capabilities and the terms found in the next level of decomposition involve the data required and the data supplied by each model.  Because the models can be used at different granularities, these data may be replicated at different scales to accommodate modeling at a local, provincial or national level.  According to Waltz, a typical COMPOEX system of systems model once assembled could have over 10,000 values associated with as many as 156 snapshots in a model run comprising two to three years of evolution.    

While the analytic purposes that drive MPICE and COMPOEX are different and produce differences in the vocabulary used to represent their frameworks, both systems divide their data into situational (statistical in MPICE and virtual world in COMPOEX) and perceptual.  This underscores the statements made earlier that in representing socio-cultural factors, both types of data are critically important.


4.3
The Operational Perspective


The vocabularies and frameworks examined thus far emerged from analysts who design capabilities to support decision makers, but who themselves are not the decision makers.  They result from the analytical mind exploring situations in which military forces are involved and not from the military whose task is to accomplish the operations.  This next and last framework emerged from a concerted effort to understand the needs of the U. S. Marines by working with them directly and marrying robust social science theory to their operational needs.  


Operational Culture for the Warfighter [9] is written from the perspective of anthropologists working with Marines who bring to the table use cases from around the world that span a broad spectrum of operations, including combat operations, counterinsurgency, stability and reconstruction, humanitarian assistance and disaster relief, and training and operating with foreign forces.  The authors use three different descriptive models from anthropology in combination to create a framework designed to help the Marine understand, work with, and potentially influence peoples from different cultures.  The three models are ecological, social structure, and symbolic, and are defined by the authors in the following way:


· Ecological Model:  focuses on the relationship between cultures and the physical environment 


· Social Structure Model:  examines the way  the social structure of a group affects the roles, status and power of various members


· Symbolic Model:  studies the beliefs, symbols and rituals of a cultural group [9]


Each of the three models looks at a socio-cultural group from a different perspective.  The ecological model is strongly economic, dealing with how the group works with elements of the environment and the ownership and production of commodities of value, even hi-tech commodities.  It looks at conflict as a logical outcome of competition for scarce resources.  The manner in which a culture deals with commodities of value has a direct impact on how the people will respond to reconstruction, development and relief operations handled by the military.


The social structure model’s perspective is one of power and influence – how a society organizes its structures and relationships.  From the perspective of this model, war and violence are a result of power struggles in which losing groups continually challenge the existing system to acquire better access to goods or to shift their positions in the power structure.  The social structure model provides valuable insight into insurgencies and civil strife.


The developers of the symbolic model are oriented more toward ideology and take the position that culture is the product of thought and the construction of belief systems and values.  Physical environments and social structures do not illuminate how a society functions; rather, these relationships emerge from the ideals and beliefs that guide the choices of the individual and group.  The symbolic model helps explain the psycho-emotional reasons behind actions and conflicts in the society.  Therefore, the symbolic model is particularly important in understanding conflicts involving ideological and religious motivations.


The models are important for providing a robust scientific foundation for understanding violence, its causes and potential means for resolution; however, they are too abstract to apply directly to the development of military plans and actions.  The authors take these three models and expand them into five specific cultural dimensions that can be observed in areas where the marines operate and incorporated into assessments of the local situation for purposes of planning.  The following table that lays out the expansion of the models into dimensions is taken directly from Salmoni’s work but combines several different tables and texts.


Table 5: Framework for Operational Culture for the Warfighter [9].

		Dimension

		Explanation

		Specific Components



		Ecological Model



		Dimension 1:


The Physical Environment

		The way a cultural group determines the use of physical resources.  Who has access, and how the culture views these resources in terms of access and ownership.

		Water, land, food, materials for shelter, climate and seasons (the way they stress and frame the use of the environment), fuel and power



		Dimension 2:


The Economic

		The way people in a culture obtain, produce and distribute physical and symbolic goods (food , clothing, cars or cowrie shells)

		Formal and informal systems


Systems of exchange networks


Relationship systems



		Social Structure Model



		Dimension 3:


The Social Structure

		How people organize their political, economic and social relationships, and the way this organization influences the distribution of positions, roles, status and power within cultural groups.

		How the culture handles:


Age, gender, class, kinship, ethnicity, religious membership



		Dimension 4:


The Political Structure

		The political structure of a cultural group and the unique forms of leadership within such structures (bands, councils, hereditary chiefdoms, electoral systems, etc.).  The distinction between formal, ideal political structures and actual power structures.

		Political organization, cultural forms of  leadership, challenges to political structures



		Symbolic Model



		Dimension 5:


Beliefs and Symbols

		The cultural beliefs that influence a person’s world view; and the rituals, symbols and practices associated with a particular belief system.  These include also the role of local belief systems and religions in controlling and affecting behavior. 

		History, memory, folklore


Icons, rituals


Symbols and communication


Norms, Mores, taboos


Religious beliefs





In the above framework, the symbolic model points directly to perceptual information; however, in each of the other dimensions, the way the structures are developed forms and is formed by the world view of the people.  Therefore, in working all of these dimensions, there are situations to be observed and reactions to the situations framed by the world view of the population.  Corruption and nepotism can be observed and measured (Transparency International produces indices on corruption annually [10]), but working effectively with a population requires knowledge of how that society views what we call corruption.


This last vocabulary is far more oriented to understanding the culture, a fact that is understandable both from the perspective of the authors who are anthropologists and from the perspective of the Marines who have to navigate the unknown and often dangerous waters of peace-keeping in a foreign culture.


4.4
Closing Remarks on Vocabularies and Frameworks for Understanding


Why spend so much effort looking at different vocabularies and frameworks?  Vocabularies are essential for framing problems and for developing the data structures for architectures.  The fact that there are currently many distinct vocabularies that do not readily map into one another is an indication of the immaturity of the field of computational social science.  The problem stated by the Defense Science Board [7] is real.  We have cultural divisions across the disciplines that encompass the perspectives from which we study human dynamics, and those divisions must be bridged before we can create a holistic approach, a single vocabulary or framework for incorporating social sciences into military processes.


We build frameworks based on our perspectives on the problem.  Woodcock built his on a strategic view designed to create a means of evaluating high level decisions in Iraq.  There are indications that the framework could be transported to another area of interest, but the perspective will remain strategic, and formed by one who looks at the world through mathematical constructs.  The MPICE framework was created to develop metrics by which decision makers could assess progress in stability in reconstruction operations.  The focus is clearly on quelling dissidents and building the institutional capability of the national government.  COMPOEX developed a framework for planning military actions in complex environments and used the military construct PMESII as the starting point for the framework.  Operational culture married a robust anthropological perspective with a large number of case studies of military operations to create a framework directly related to what the military operator needs to know to conduct his missions.  The perspective in each case drove the development of the vocabulary and framework.  The common element in all of the approaches is the recognition that both situational and perceptual information are required to understand the environment.  The discussion of architectures will build on this fact.


5.0   Role of Architectures


What is an architecture?  According to the US DoD, an architecture is the structure of components in a program or system, their interrelationships, and the principles and guidelines governing their design and evolution over time.  (DoD 5000.59-P (reference (g))). [11]  If modern military operations span a broad spectrum of activities and involve complex situations, and if we tend to think about those complex situations along different disciplines (economics, politics, military capabilities, etc.), then it would seem natural that we build and use models using the methods appropriate to those disciplines.  We break problems down into smaller bits that we can solve, but in the end, the understanding must happen at the broader system-of -systems context in which all the individual pieces play their roles alongside, and often interacting with, the other pieces.  Architectures enable the reassembly of separately constructed parts, but architectures depend upon data structures and metadata which themselves emerge from the vocabularies used to deconstruct the problems at the outset.  


Fundamental to any architecture is enabling the interaction of individual components or models through exchange of data – common meaning and format – otherwise termed lexical and syntactic interoperability.  This is a minimal standard and does not guarantee a meaningful, integrated output.  One of the earlier, widely used architectures for distributed simulations, the Distributed Interactive Simulation (DIS) protocol, IEEE 1278, did not specifically include any technical means for establishing consistent meaning; however, those using this protocol to create simulations engaged in a careful review of “enumerations,” the specific list of variables to be transferred using the DIS protocol data unit (PDU).  Similarly, when using the HLA, the meaningful exchange of data is established using the Federation Object Model (FOM), which, like the enumerations, is created in the process of standing up a particular simulation event.  In both cases, the architecture specifications enable lexical and syntactic consistency, but human processes are needed to create meaningful interoperability or semantic consistency.


The reason for bringing meaning and semantic consistency to the fore in this discussion is the need for common vocabularies to create semantic understanding across the disparate disciplines involved in socio-cultural modelling and simulation.  If model builders from different disciplines talk past each other when examining the problem and use different methodologies to create their models, there is a significant possibility that combining them through the exchange of formatted data will not create a meaningful system or synthetic world.  Semantic consistency implies that across the entire group of models being brought together for the simulation, there are no conflicting assumptions buried in the models.  The process of ferreting out inconsistencies in assumptions involves building a common vocabulary for discourse and, finally, for creating the data structures for the architectures.


Both architectures to be discussed provide for lexical and syntactic consistency, but rely on human processes to establish semantic consistency.  COMPOEX is designed for execution of models that run much faster than real time and does not provide for distribution across multiple, separate computers.  The HLA is designed to enable the individual models to run on independent platforms, allowing latency to be the limiting factor in geographic distribution.  HSCB data and models using and responsive to HSCB data can be integrated into both architectures.  These are not the only architectures being used for military simulation; however, they have been used more widely than some other systems and they serve distinct communities of interest.


5.1
COMPOEX:  An Analytic Perspective


COMPOEX was developed to permit the analyst to explore many potential futures and to gain an understanding of the how different circumstances impact the outcomes of specific actions.  The use of the architecture by DARPA was to enable rapid course of action analyses for military planning.  As indicated in Section 4.1.3 of this paper, the vocabulary that provides the framework for COMPOEX is based on the PMESII concept of the environment, a choice that reflects the orientation of the military analyst.  Tables 3 and 4 show how the human actors and virtual world are laid out in terms of the PMESII actions.


COMPOEX was also designed to enable multiple levels of resolution, something that is not shown specifically in Tables 3 and 4.  In irregular warfare, the goals are set at the strategic level, but events at the local level impact national-level thinking.  The nation is a system of systems where local activities combine in some way to produce the national environment – politically, economically, socially and militarily.  COMPOEX acknowledges this by enabling analyses at three levels:  local, district or provincial, and national.  Where there are models that produce local information that can be aggregated to produce results at the provincial or national level, the local models ‘report to’ the aggregation algorithm and the results of the aggregation are passed up to the higher level.  Interaction among the models is enabled at the data level where models report their results and stand ready to execute when data used for input changes.  COMPOEX synchronizes at distinct time steps, at which point the models report and seek new data.  Models also have time synchronization that is specific to their algorithms.  If, for example, an economic model is designed to use data accrued over a three-month period, it waits until that time is marked by the COMPOEX time synchronization to seek data and execute.  If the time step for COMPOEX execution is one week, then a model that executes every three months would wait on the order of 12 time steps before execution and would report back either in the next cycle or at a time delay representative of the real-world process.  


Figure 3 provides an architectural view of the information presented in Tables 3 and 4.  It also adds the concept of multi-resolution execution.  The figure is adapted from one shown by Hartley [12] in his validation analysis of COMPOEX.  The colors in the background separate different PMESII domains; however, the illustration groups the Political, Social and Economic domains together at the left, leaving the remaining three separate and in order as Infrastructure, Information and Military.  Notice particularly the interaction of the three local economic models as they produce results that go both to the interaction plane as well as to the aggregation algorithm.  The aggregation algorithm reports through the interaction plane up to the provincial area power struggles.  When aggregate models use local data, they can access that through the interaction plane as do PS1 and E1 in the illustration.  In Figure 3, the political and social actions are on the left and the virtual world computations begin with economics and continue to the right.
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Figure 3: COMPOEX Model Framework.


In Figure 4, the concept of the COMPOEX architecture is turned on its side as if Figure 3 were rotated 90o clockwise, thereby placing the factors that compose the virtual world on the bottom and the interaction of the socio-political world on the top.  Figure 4 emphasizes the different types of models that were used in the DARPA program and is adapted from Figure 2-6 in the paper by Waltz [8].  The network of nodes and lines in the upper portion of the figure represents interaction among the social and political actors engaged in a struggle for power and influence.  The computational framework for these interactions is an agent-based model developed by Taylor, et. al. [13].  The models that provide the virtual world computations come from various disciplines and methodologies, and include systems dynamics, Bayesian nets, Petri Nets, Markov models and discrete time models.  The agents interacting at the socio-political level react to the situational factors in the virtual world as they are presented through the conversion layer into the type of data that can be assimilated by the decision structure programmed into the agents. 
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Figure 4: COMPOEX Multi-Resolution Execution Environment.


The terminology of stocks, sources and sinks is reflective of the systems dynamics approach used in bringing together diverse elements that comprise an interconnected system.  The entire framework is grounded upon the theory of political power struggle.  This theory is one of the three different anthropological models, the social structure model, used in developing the vocabulary for operational culture (Section 4.3).  Agent-based models implement decision structures as part of the artificial intelligence that allows the agents to interact meaningfully with each other and with the environment.  Implementing one model to motivate an agent’s decisions is difficult, but has been done [13].  Using several models simultaneously would require a very complicated decision structure, one in which an agent could at one point be making decisions as a political entity seeking power, and at another point the same agent’s decision process could be dominated by a cultural or ideological tenet.  In addition, the cultural orientation of specific populations would require that the rules in the decision structure be adapted to each new culture present in the environment.  While this use of the COMPOEX architecture relies on the social structure model, the architecture itself is not limited by that model and could implement a different theoretical model by employing different heuristics governing the decision-making in the agent-based modes and by using an appropriate set of models in the associated virtual world.


COMPOEX was designed to create an environment in which models could be assembled to address a particular problem.  Ideally, the architecture would be populated by a large number of models of different sorts and the analyst could compose his simulation based on the models that best fit his current application.  While this, of course, is possible, it is not quite as simple as it sounds, because every new combination of models creates a new system that has to be tested for validity and sensitivity to the particular variables under scrutiny.  It should be noted that this is true of all simulation environments, not just COMPOEX.


5.2
Adding HSCB Capability to an HLA Federation


NATO has adopted the HLA for distributed simulation.  In HLA-enabled simulations, there is a common synthetic world or battlespace in which entities of different types interact with one another and with the elements of the synthetic battlespace.  The complications introduced by adding the human dynamic is one of what entities to add and at what levels should the interaction take place.  While the HLA is most often used in real-time simulation exercises to permit humans to interact with the synthetic environment in a natural fashion, HLA can also operate with different time management schemas that would allow faster than real-time execution.  For this examination of the HLA, real-time execution will be assumed.


Traditionally, the battlespace is populated with Blue and Red forces – friendly and adversary entities.  Irregular warfare requires that there be a focus on all the groups functioning in an operational area; thus the first data that would come into play would be demographics and an understanding of the decision-making by the relevant factions and the individuals belonging to them.  This statement assumes that individuals and the groups to which they belong are not identical in terms of their behaviours.  The next consideration is the decision structure, the artificial intelligence that creates the interaction between the human actor, his environment and the other actors in the environment.  HLA has often been used with semi-automated forces in which the entities can work without human intervention or can be taken over by a human as an operator directly controlling elements of the entity’s behaviour.  Initial decisions in building HSCB federations would have to address how much intelligence would be built into which entities, and whether to permit human operators to take over certain entities.  


The agents would have to be sensitive to the socio-cultural environment.  Again, this is not exactly new for semi-automated forces.  They are built to read terrain data and many respond to environmental data of various sorts, including dynamic changes in that data.  The data exchange mechanisms of publish and subscribe allow this type of dynamism.  The idea of separating the problem into environmental data and intelligent agents that react to that data is reminiscent of work done nearly a decade ago to develop environmental servers [14].  The models that produced the situational data in the weather environment were hidden behind a server.  Weather data could be supplied either by compute-intensive weather models running on massive computers elsewhere or live feeds from operational system,  providing data streams either prior to or during execution.  The server would simply make the data from any source available to the simulated entities, which would then consume the data and behave accordingly.  While the decision structure for human entities or agents executing in the environment would necessarily be more complex than that of a ship, tank or aircraft, the concept of the server would remain the same.  


The advantage of the server is that all entities get the same information, but the models providing that information could be replaced as better models are found.  The server allows the environment to be dynamic without changing the way in which the entities access information.  The application of servers to human behaviour is not new and has been used by Silverman to allow human players in games to experience such factors as fatigue and stress, his behaviour modification functions. [15]  However, these behaviour modifiers are distinctly different from situational factors in a socio-cultural environment.  The notion of this type of application in an HLA federation is explored in greater detail by Numrich. [16]  Figure 5, taken from Ref. [16] shows a notional concept of the HLA architecture separating the situational and perceptual data into server and agents.
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Figure 5: Socio-Cultural Server and Societal Agents in an HLA Federation.

The HLA architecture should support the development of an agent-server system using the concept of situational and perceptual data.  However, designers would have to exercise restraint in choosing what to simulate in this fashion, at what level of aggregation the simulation should be composed, and which theories of behaviour should animate the agents.  To create a federation that exhibits the consistency essential for validity, these considerations need to be addressed and documented at the outset.

5.3
Deciding About Architectures


Both architectures discussed above are capable of handling HSCB data and applications.  They differ in their approaches because they come at the problem from different perspectives.  These are not the only architectures currently being used to handle socio-cultural information.  At least two other architectures are in use and under continued development, specifically to include HSCB data and models.  


The Dynamic Information Architecture System (DIAS), originally designed to represent geospatially oriented natural systems, was linked with another object-based framework, Framework for Addressing Cooperative Extended Transactions (FACET), to implement societal behaviours of individuals and groups interacting within the complex natural environment provided by DIAS.[17]  Both of these models were developed at Argonne National Laboratory and have been used for more than a decade to enable human entities to interact in a rich, dynamic natural environment. 


A newer architectural concept is under development using the Web 2.0 services to wrap data sources, data processing, analytical modelling, and report generation into a flexible workspace.  This system, SORASCS (Service Oriented Architecture for Socio-Cultural Systems), is based on the notion that a large number of data sources and tools could be used together if there were relatively simple process for assembling them for use.  This service-oriented architectural approach will accommodate both thin and thick client applications and will provide some common services and tools that can be added easily and seamlessly. [18]


There are multiple architectures for many reasons, but at least in part because they serve different types of users and applications.  They all support syntactic and lexical consistency, but before there can be a semantic consistency within an architecture, there has be some level of agreement on vocabularies, the meaning of the terms used to describe the models and data that are integrated into the architectures.  In an assembly of social scientists, there would be few if any who are willing to admit that the social science disciplines are ready to agree on a single vocabulary.  Given this lack of agreement at the level of vocabulary, why then the press for an architecture?


The issue has been pushed by members of the military who are facing complex situations on a daily basis and who need tools to help them interpret the observable events in their environments and turn that understanding into effective action.  The Air Force Office of Scientific Research and the Human Effectiveness Laboratory at the Air Force Research Laboratory chartered a study by the U.S. National Academy of Sciences on “Behavioral Modeling and Simulation:  From Individuals to Societies” published in 2008. [19]  After an extensive review of the state of the art, the study board recommended an integrated, cross-disciplinary research program to include focused study on how to federate models and modelling components across levels of aggregation and detail.  The report highlighted the need for semantic interoperability and the need for architectural test beds for experimenting with different concepts of federation.


There are several architectures, both familiar and usable, that can be used for socio-cultural simulation by the different user communities in the military; however, none of these architectures offers semantic consistency and all require considerable skill and knowledge on the part of the user or the group building the federated system.  The best use of architectures today is to serve as a sandbox for experimentation – a means for working with and learning from the models we currently have and for developing design criteria for the next generation of models and architectures.  We lack laboratories in which we can try experiments and test models and theories when we begin combining cross-disciplinary capabilities.  Architectures can provide those synthetic laboratory environments for learning.


6.0   Conclusions


Socio-cultural modelling and simulation requires that we bring together capabilities from a broad range of scientific disciplines, but we lack the connective tissue to make them work seamlessly together.  The disciplines from which the capabilities arise have different vocabularies; they interpret events differently; their concepts of measurement, data, and models differ; and all of these differ from what the military user expresses as his needs.  To frame the problems well, we must begin to engage in the type of cross-talk from which a common vocabulary arises.  Salmoni engaged in such a dialog in the development of operational culture.  Language is the first problem and it has a direct impact on the data structures for architectures.


The national Academy study also indicated that there is a problem of realistic expectations on both the social science and military side of the discussions.  The military, long accustomed to kinetic models that result from deterministic equations, expect generalizable, predictive models, but are confronted by social scientists who present descriptive models and explanations.  Social sciences contribute valuable understanding to the context of irregular warfare, but it is neither predictive nor generalizable.  Applicability is limited by:


· The nature of the mission (M),

· The area of operation (geographic regions and their societal components) (A), 


· The levels of command (strategic, operational, and tactical) (L), and by

· The knowledge and skill level of  the end user or operator (O).

These very real considerations, MALO, not only limit generalizability of models and simulation, but provide what may also be a useful framework for deconstructing problems.  Picucci discusses these concepts at length. [20]  Socio-cultural information is needed for many military missions and the mission can narrow the scope of the vocabulary, data and models required to help the military user gain essential insight whether at home training for deployment on a particular mission or in the midst of a mission and planning for the next set of actions.  A counterinsurgency mission does not require the same information and understanding as does a disaster relief mission.  Responding to a tidal wave in Indonesia, a hurricane in Haiti or an infrastructure failure in a developed nation all require different approaches based upon the geography, the demographics, the motivations and capabilities of the population and a determination of current needs in each case.   The approach that worked yesterday in Iraq may not work today in Afghanistan.  In fact, the actions that produced beneficial results last week in Kandahar may not work there this week because conditions have changed and the reactions of the population and the insurgency toward NATO forces have changed.  The area of operation makes a difference, geographically and culturally, and the environment is dynamic, adaptive, and reactive to a multiplicity of factors exogenous to military activities.  


The National Academy study and the use of multi-resolution modelling as a driving concept behind COMPOEX, represent the recognition on the part of the scientific community that resolution and granularity are essential issues for data and for models.  The technical community looking at human behaviour looks at individual, group and society.  The military divides the problem along strategic, operational and tactical levels of operation.  Both concepts, while distinctly different, point to the need for multi-resolution modelling.  Research has not as yet yielded a general method to aggregate from individual to group, because an individual does not always exhibit the same behaviours when in the presence of others.  The extent to which local information can and should influence strategic and operational decisions is a hotly debated issue in many military circles under the guise of distributed versus central command and control.  Both communities, military and research, understand the importance of aggregation, and both the scientific and military levels of aggregation will have to be represented in models that include socio-cultural factors.


The research communities in their rush to get capability to the military have not fully understood the limitations of resources available at different types of military installations.  Research grade tools that require continual contact with the developer are not practical for deployed forces at any level.  The military will always experience limitations in the availability of communication channels (readily accessible bandwidth) and qualified human resources.  Architectures and the capabilities they bring together have to be designed with the end user in mind, and may never be deployable beyond a command headquarters where there is a skill base to use the application.  When data acquisition is a problem, that problem cannot be handed over with tools to the operational user who has neither time nor resources to begin a quest for data.  The end user in the field, on the other hand, has valuable data, but no simple means of entering it into a system where he or other users can then retrieve it.


Taking these MALO limitations into account can help both the social scientist and the military user to communicate more effectively about the nature of the problem and the potential for providing suitable tools designed to improve understanding about the socio-cultural environment of concern to the military.  

Architectures running faster than real-time applications to enable analytic study and real-time architectures that allow the user to interact with the synthetic environment exist and can be used with HSCB data and models; however, the architecture that provides a sandbox for studying socio-cultural modelling as it applies to military needs is likely to be the most valuable architecture for the next decade as the research and military communities gain expertise in handling problems with socio-cultural implications.
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Abstract


A key element of defense transformation will be nations taking an increasingly comprehensive approach to security issues, an approach that harmonizes multiple elements of national, international and non-governmental instruments.  While militaries may evolve new capabilities to address emergent challenges, they must also become more proficient at operating with and alongside non-military actors -- seeking unity of effort where unity of command may be lacking.  A comprehensive approach to security that blends both hard and soft power (what U.S. Secretary of State Clinton calls “smart power”) will require the harmonization of disparate systems which may have vastly different missions, cultures and sponsorship.


Classic military operations analysis is adept at allocating functions and measuring the results of traditional battles or campaigns.  This paper will cover how military analysis, modelling and experimentation will need to evolve to better address the complexities of a more comprehensive approach to security.


Although the attributes of a comprehensive approach would appear to confound deductive analytical approaches, they are characteristic of the wide spectrum of complex adaptive systems, of which the best example is human society itself.  Complexity theory offers an approach not based on solving difficult cross-domain challenges but of coping with them by bounding problems and limiting solutions to a set of more likely responses.  Furthermore, complexity theory can be combined with James Grier Miller’s Living Systems theory – which deciphers the “essential processes” that enable all biological and sociological complex adaptive systems to evolve and survive – to provide a framework both for understanding how to cope with complex human systems and for identifying new categories of analytic tools to enlighten decision makers from disparate domains.  These concepts also compel us to make a distinction between knowledge as the sum of data and knowledge as an internalized human understanding of a complex subject or event.  By extension, they can aid us in ascertaining where and why humans are needed “in the loop” and how to apply their knowledge and expertise.

1.0
Introduction

Even before NATO found itself embroiled in the current Afghanistan insurgency, there was growing realization that future challenges would be vastly different than the ones it had trained for over decades when the primary threat to NATO was Soviet troops advancing through the Fulda Gap.  Insurgencies are different, and NATO commanders, while ostensibly in Afghanistan to provide and promote security, also found themselves in a concerted battle for the hearts and minds of disparate ethnic groups, in addition to winning over their own sceptical and often impatient publics back home.  Moreover, military commanders had to figure out how to better coordinate and integrate the varied elements one finds in a relief and reconstruction operation, elements not resident in a traditional military command chain.


This was not how defense transformation was supposed to evolve.  The Information Revolution, which ushered in network-centric operations and precision weapons, was supposed to make warfare faster, cleaner, and cheaper.  Precision targeting would eliminate collateral damage, and dominating the information sphere would eliminate – or at least drastically reduce – the fog of war.  But while “network-centric operations” was being touted by theorists as the future direction of advanced militaries, several opponents reminded us that they also had a vote – and if NATO and the West in general had advantages in traditional warfare areas, smaller, agile and less-encumbered opponents could use off-the-shelf technology to create their own networks, conduct hit-and-run tactics and attack the West’s strategic underbelly, time.  As we deliberate on future warfare, we must not forget that clashes between peoples will always be more about individual and collective will than technological advancements.


NATO recognized this changed direction in the 2006 Riga Summit. When referring to recent operations in Kosovo and Afghanistan, it declared 


“… today’s challenges require a comprehensive approach by the international community involving a wide spectrum of civil and military instruments, while fully respecting mandates and autonomy of decisions of all actors, and provides precedents for this approach … to improve coherent application of NATO's own crisis management instruments as well as practical cooperation at all levels with partners, the UN and other relevant international organizations, Non-Governmental Organizations and local actors in the planning and conduct of ongoing and future operations wherever appropriate.”


Today, NATO is challenged to redefine itself for the 21st century with a new Strategic Concept that may help instantiate a transformation to a more comprehensive approach for alliance security.  Speaking at the 23 February 2010 Strategic Concept Seminar, Robert Gates, the U.S. Secretary of Defense called for


“…the need for closer cooperation with partners and non-military multinational organizations. One of the lessons of Kosovo and Afghanistan is that the missions we are most likely to undertake require a comprehensive approach that leverages both military and civilian capabilities. In recent years, there has been a recognition that the EU will not supplant NATO or vice versa – but that both organizations have unique skill-sets that can, if used properly, add up to more than the sum of their individual parts.”


The challenges to taking a “Comprehensive Approach” to security operations are many.  Some are technological, as disparate entities develop architectures that may not communicate well together.  For example even eight years after the 11 September 2001 terrorist attack on the U.S.; and after countless dollars were spent on new systems, organizations and processes,
 a known entity with explosives laced to his underwear was allowed to board an aircraft bound for the United States on Christmas day 2009.  Part of the problem might have been technological.  How could the system have better sifted through massive data streams to connect-the-dots, share situational awareness and make more timely collective decisions?  A perhaps larger part of the problem was cultural, and reflective of various complex adaptive systems that saw a benefit to not sharing all the keys to their kingdoms.


This paper will examine how taking a more holistic approach to security combines elements of “hard power” (i.e., the military) with elements of “soft power” (i.e., diplomacy and international developmental aid) to create what some have called “smart power,”
 others have called “whole-of-government”
 and still others and NATO call the “Comprehensive Approach.”  Bringing disparate, stand-alone functional systems together to face a shared challenge will require an understanding of complexity and how complex systems absorb information and adapt to changes in their environments.  This paper will also examine how Living Systems
 theory and the purposeful evolution of sociological systems can inform disparate systems trying to harmonize their activities, and how human systems make decisions through the stimulus-response cycle.


Lastly, this paper will explore operations analysts’ needs to develop better tools and techniques to aid commanders facing comprehensive approach challenges.  Classic assessments between kinetic armed forces will need to be augmented with human, social and cultural models incorporating a better understanding of social networking and human relations.  The complex challenges we face will require equally complex solutions that fully consider the ultimate complex actor, the human.


2.0
Complexity and Living Systems

Any enterprise that features human decision makers is a complex and adaptive living system, and living systems should not be expected to act like mechanical systems.  Repeatability and predictability are absent, but that does not mean that challenges to living systems cannot be bounded, that is, reduced to a core of most likely explanations and answers that are to some degree useful for planning and responding.  We can explain this process in terms of Complexity Theory and Living Systems Theory.  The first helps describe the nature of the challenge and the limits of what we can know or measure; while the second provides us a framework of how living systems deal with complexity, adapting their behavior to better their fitness for success.

2.1
Complexity

Complex systems are characterized by the on-going interaction of many continually changing interdependent variables.  We can never fully know all of the variables nor how they will interact; as a result, we cannot precisely predict the system’s behavior.  Furthermore, these changing constellations of variables are interconnected in time, space and function, are shaped by what has gone before, and influence what follows.  They can affect other systems in their geographic area – or in other areas that may appear far removed.  Small actions in one system can produce disproportionately large effects in others, and vice versa.  Finally, as this interconnectedness implies, elements of complex systems cannot be separated from the system as a whole without changing the character both of the element itself and of the system.

This complex “mess” can perhaps best be illustrated by the distinction between the English words “complicated” and “complex.”  To use an example, a jet aircraft is complicated.  A pilot may not understand every part of the cause and effect chain between advancing the throttle and the aircraft moving, but they know that advancing the throttle produces a predictable outcome.  They also know from experience that output is proportional to input: the more power is added, the more thrust is produced.  The predictability and proportionality of input and output derive from the fact that the aircraft has a fixed design integrating a series of known constants and linear cause and effect chains.  It is complicated but not complex.


A piloted aircraft pitted against another piloted aircraft introduces “complexity.”  We cannot know precisely what will happen in such an engagement because we cannot know all of the interdependent variables involved nor how they interact.  What are the skills, psychological states, and experience levels of the pilots?  What are the mission assignments and success metrics?  Flight characteristics might be known, but what about the materiel condition of the aircraft and its systems?  Is one pilot perhaps a new parent and therefore flying more conservatively?  Is one flying with abandon after receiving a “Dear John” letter?  


And the piloted aircraft are not only complex but adaptive.  They are continually absorbing new inputs and adapting their actions during the engagement.  In brief, systems that involve people act more like living systems than mechanical systems. We can never know all the permutations of complex systems nor be able to predict outcomes, but that does not mean the situation cannot be bounded.


An aircraft is a simple, tactical example.  When looking at the operational or strategic level, many more variables are introduced, and at varying scales – greatly adding to the complexity, and introducing “emergence.”  In a humanitarian assistance operation like the one currently going on in Haiti, there are many human entities trying to harmonize tasks on a common theme that may or may not have interacted in the past.  This kind of operation will be more successful if the organizations involved are agile and dynamically adaptive.  The most agile enterprises will act like living systems.

2.2
Living Systems

Efforts to try to treat or control people like mechanical systems will eventually fail.  This is because human beings, human organizations and the security environment writ large are living, co-evolving complex adaptive systems.  And all living systems are the current survivors of a Darwinian selection, products of a continuing, interlocking co-evolutionary process, that has taken two distinct forms: the biological evolution of cells, organs, animals and man; and the sociological evolution of groups, organizations, communities, societies, states, and the international security environment as a whole (Figure 1).  The latter – the evolution of human organizations – is purposeful in that it is the aggregated fruit of human assessments, opinions and decisions, for better or worse.  In essence, these living human systems learn and adapt as they deal with their changing human and physical environment.  Paradoxically, this implies that the “stability” of any human system actually derives from a dynamic ability to learn, adapt and change.  In fact, because the environment is always changing, stasis or the failure to evolve would signal a system’s eventual demise.  Because evolution implies “survival of the fittest,” we should be able to understand why certain systems, organizations and societies succeeded or failed and identify the processes and capabilities that were critical to their survival, e.g., learning and adaptation.  James Miller, in his book “Living Systems,” identified 20 such “essential processes” common to all complex adaptive living systems.
  These processes are reflected in the nature and actions of all human organizations and provide a starting point for any analysis of the systems or their actions.
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Figure 1.

2.2.1
Emergence
 and the Need for Higher-Scale Analysis

When we look at vertical integration of living systems, it is important to understand that higher-level systems exhibit emergent qualities that are more and often vastly different from the mere aggregation of what occurs at the lower levels.  For example, information technology has provided security forces with increased visibility into what is going on at the lower levels.  This provokes the question, does that increased connectivity aid situational awareness or invite micromanagement?  Or, looked at another way, does increased tactical-level visibility seduce senior leaders away from their emergent roles, which is to manage operational and strategic level effects?

The military describes its planning and thought processes in three related, but distinct levels of war: strategic, operational, and tactical.  In analogous terms, consider building a home.  At the strategic level is the developer or architect, with a vision and access to resources to execute that vision.  The general contractor would be at the operational level, responsible for bringing in the right players to execute the strategic blueprint and synchronize efforts.  The tactical level consists of the carpenters, plumbers, and electricians who actually build the home.


Today, with social networking propagating first-hand accounts of incidents around the world within hours, a tactical action can have strategic effect.  As a result, some may be inclined to think that the three levels of warfare no longer apply, or that the dividing lines have blurred beyond distinction.  However, while tactical actions can, and inevitably will, have effects at multiple levels, operational and strategic functions retain their importance.  The roles of the architect and general contractor remain essential.


What important and emergent functions of the higher command are no longer being performed when it focuses overly on the tactical level?  The military has made an art and science of the operational level.  This is why many governments defer to their militaries when disasters (manmade or natural) strike.  That being said, most military tools are built to address tactical-level problems.  We design better hammers, saws, wiring and pipes – and even promote our best carpenters to become general contractors (and even architects) – often without the requisite training and resources required to succeed at the higher-level roles.  In warfare, the more serious concern however, is the opportunity cost of allowing information technology to entice higher command to micromanage the tactical battle.

The proliferation of more precise and timely tactical-level situational awareness tools, all excellent in their own right, could cause operational level commanders not only to second-guess subordinates (and thereby suppress initiative), but to be drawn into the tactical battle themselves, causing them to perhaps lose site of the big picture.  This raises several questions.  Are operational level commanders provided tools appropriate to the operational-level mission?  What are the operational and strategic effects sought?  Do we have the means to address and measure these effects?  These questions are particularly apt in today’s operations, where disparate interagency, non-governmental and military entities find themselves together on a common “battlefield” with limited tools, limited metrics, and with plethora cultural barriers that prevent easy collaboration.  This begs more questions.  When dealing with disparate elements and differing scales, how do we determine what is essential for success?  How do we get to ground truth?


2.2.2
Seeking Ground Truth

Some leaders venture to the front to ascertain what’s really going on with soldiers who have “boots on the ground.”  Other leaders step back to better take in the “big picture” so they don’t miss the forest for the trees.  Which leader comes closer to the truth?


It is instructive to look at military insignia as a metaphor.  Gold and silver are precious metals found in the ground. Junior officers wear gold and silver bars which relates to their focus – close to the ground.  When they are promoted to “field grade,” their bars are exchanged for oak leaves – found in tall trees – representing a more elevated view of the tactical picture.  While still focused on the tactical battle, perhaps they’re now able to see over low walls.  Colonels wear eagles, which fly well above the tree line, gaining perhaps a campaign-level perspective where several battles can be monitored simultaneously and – if need be – constrained resources can be appropriately allocated.  Finally, general and flag officers wear stars, representing the broadest perspective of all – perhaps even global.


For those who find themselves with their “boots on the ground” and calling for fires (or in the case of a humanitarian mission; more tents, water, or medicine), nothing is more important than completing the assigned mission while, if possible, surviving to either serve again or return home to those being defended.  But when resources are constrained, an operational level commander may have to make hard decisions that prioritize one effort over another – euphemistically called managing risk.  In addition, an operational level commander may choose to halt or accelerate an effort on witnessing operational or strategic effects that may or may not be obvious at the lower scales of operation.  The operational level of war is not merely the aggregation of tactical level actions, and this makes an operational level perspective different, often dramatically so, from the perspective needed at the tactical level.  Let’s clarify this further with an analogy.

Soccer (or association football) is fluid and dynamic, and success comes to those who better adapt on the fly, executing self synchronized movement towards a common goal.  It requires stamina and endurance, in addition to multiple ball handling and team skills.  In other words, success requires tacticians who can adapt, modify, and execute at the point of action.

But what skill sets are required at the next higher level?  To be a successful coach, additional knowledge, skills and abilities are needed.  While players are immersed in the rhythm of the game, coaches are concerned with harnessing resources to win over time and have a successful season.  

And what about team owners or league officials?  While an appreciation of the game itself is certainly desirable, different expertise needed at the enterprise level might include marketers, accountants, physicians, travel agents … people with business acumen, financiers.  At this level, the actual play of the game is less important than the emergent tasks: television contracts, sponsorship, jerseys to market and considerations of which cities to open up or close down based on potential support base or tax incentives.


Of course, one big difference between the sports example and the military is that the military DOES care who “wins the games” and the state of play on the field.  But that does not change the fact that at the operational and strategic levels wider effects need to be assessed, requiring different tools and expertise.  Nonetheless, our personnel plans select expert tacticians with “strong legs and lungs” for higher command, giving minimal attention to the skill-sets needed to succeed at the operational and strategic levels.

Operational and strategic commanders do need a sense of the fight at the point of action, but even more, they need a sense of the battle at a higher level; monitoring operational and strategic effects and providing value-added input – whether it’s proactive or by negation.  Moreover, strategic and operational level commanders must avoid the temptation to micromanage tactical-level actions just because information technology has provided them precise and timely visibility to that level.  Otherwise the tactical fight can deteriorate to 5-year-olds playing soccer – all swarming after the ball – with no one focusing on the other required functions or bigger effects.


This caution applies in both directions.  With the ability to network and move massive amounts of data, there’s an increased tendency to push more tactical data up to senior leadership for either background or decision making.  Not only may this overload the higher-level commander, but it could also act as a disincentive to tactical commanders who may become inclined to seek permission for action rather than take appropriate initiative.  This loss would become evident only at the worst time, when communications are degraded or negated.


When mutual trust exists, higher-level commanders empower lower-level commanders to execute without detailed central control, and that allows lower-level commanders to learn to operate autonomously in degraded conditions.  And it is also imperative that we build and nurture information security in the technology and systems that provide information both up and down chains of command – especially in a more dispersed force. Building and maintaining trust in people and in our systems is crucial to success.


On a human level, militaries build trust by promoting a common culture.  U.S. Marines, for example, shepherd people from disparate backgrounds through an intense bonding experience to make them lifetime members of “The Corps.”  Knowing that all Marines share a common legacy and have been through a similar crucible fosters an enduring atmosphere of mutual trust within that fighting force.

Humans tend to trust other humans who would put their lives on the line, if needed, to protect a friend or advance some common cause.  This is perhaps why warriors who go to battle together form bonds not easily replicated elsewhere in society.  Building on the human ability to deal with complexity and trust will be crucial to success in future warfare, especially when it comes to command, control and decision making.  Therefore, trying to engineer the human out of the loop would be a mistake.

3.0
Decision-makers and Decision-making

Operations Analysis helps decision makers make better decisions, be they operational commanders involved in a campaign or acquisition officials determining the size and capabilities of a future force.  But how can operations analysis evolve to also assist decision makers involved in complex, comprehensive approach-type operations?  The idea of cumulative purposeful change embodied in sociological evolution puts man squarely in the center of any attempt to deal with the comprehensive approach challenge.  This is to say that we must understand not only the mechanical interaction of systems, but also the way in which the human decisions that engender change are made and how they evolve over time.  Three constructs are relevant: the “rational actor,” the decision making process itself, and the process of learning and adaptation.

3.1
The “Rational Actor”


If we were to assume a world of “irrational” actors, there would be little hope of bounding any problem sufficiently to cope with it or of even maintaining sufficient rational behavior on our own part to even try.
  But, what is a rational actor?  The dictionary defines rationality as “the latent power to make logical inferences and draw conclusions that enable one to understand the world about him and relate such knowledge to the attainment of ends.”
 But this does not mean that to be rational is “to think like me.”  The message of complexity and living systems theory is that rationality, like the behavior of any complex adaptive system, cannot be separated from the whole without losing its meaning.  By extension, this warning translates into two caveats.


· First, rationality as a complex behavior can be understood only within a specific context that has social, cultural, religious, economic, political, diplomatic and other dimensions, that has a “where you sit” structural and organizational setting, and that has an individual or group character based on education, experience and training.


· Second, given the continually evolving nature of complex adaptive systems, any context reflects but a snapshot in time, the product of a particular constellation of variables and a physical and psychological environment within which the individual or group of decision-makers operates for a particular time.  As this implies, rationale should be expected to vary as the constellation of variables change.


The assumption of a “rational actor,” even so contextualized, might seem a shaky reed upon which to base any analysis, but in fact much of daily life is built around such an assumption.
  Most social science theory is based on the fundamental rationality of human beings -- from Wall Street bankers to cannibals -- even though the rationality of one might appear totally irrational to the other.  This same reliance on a rational actor construct is apparent in the work of historians and political scientists who see the rationale for a given action deriving from a particular constellation of variables.  As history testifies, variables change over time as the natural and human environment evolves, as decision-makers shape and are shaped by that environment, as thinking is shaped by the changes, and as organizations and individual decision-makers learn and adapt.  History also provides a data base that retains the entire complex holistic context of past problems (and solutions).  It enables us to take snapshots of particular constellations of variables and trace how they developed or how particular actions resulted in one or another set of outcomes.  And, it enables us to identify which variables proved to be important at a given time and “tag” them to discern trends that might prove significant in similar situations. By assessing the retrospective whole of a problem, history provides a library of analogies and metaphors for communicating complex ideas and understandings about similar situations, a complexity shorthand used by humans to form mental models that aid decision making.  For example, in the United States, the numbers 911 convey an understanding that could take up books.


3.2
Action-Reaction Cycles and Decision-Making

Living systems theory gives us a model of a human complex and adaptive system in a state of continual and purposeful evolution fed by a stream of human decisions.  And the “rational actor” offers a construct for understanding the decision-maker.  But there is another piece to the conceptual puzzle: the decision-making process itself.  This process is rooted in the stimulus and response process basic to all sentient living systems.  Yet, purposeful decision-making is far more than a purely reflexive response.  This process has come to be embodied in John Boyd’s Observe, Orient, Decide and Act or OODA loop.  In Boyd’s construct, the decision-maker observes a situation that might require action, orients his thinking to consider potential actions and their implications for him, then decides on a course of action, and acts in some way.
  This cycle is repeated time and again in an on-going spiral as one actor, and then the other, continues the interaction.  (Figure 2)
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Figure 2.

Although presented as a way to think about fighter aircraft engagements, Boyd’s OODA construct is now broadly applied to all sorts of interactions and is widely accepted across government and industry.  This OODA loop is consistent with the behavior of both complex adaptive systems and the living systems framework.  This is especially true because the OODA loop actually depicts an on-going spiral of cycles in which each interaction is shaped by those that preceded it and shapes all the interactions that follow.  But as the preceding discussion of complex adaptive systems underlines, there are two things missing from the OODA construct:

· The context within which the actors decide, without which neither the rationale nor the interaction can really be understood, and 


· The multi-dimensional nature of any interaction that affects all parts of the living system.


The idea of an action-reaction cycle and OODA loop must be expanded to include the larger organizational, social and system-of-systems context. As used here, “context” is both internal and external.


· Internally, context defines system identity and helps organize and define both the limits of consensus and freedom of action within an organization – short of seeking a new consensus or changing the organizational culture.  It is the complex fabric for all understandings, processes, information and knowledge.


· Externally, context is the environment of interacting and co-evolving systems in which the organization and its action-reaction cycle are operating.  It encompasses the on-going spiral of interactions with those systems.  No complex adaptive system can function shorn of this social, economic, cultural, political, and diplomatic environment.

The utility of the action-reaction cycle in this context is that it offers the possibility of examining each step in detail, breaking each down into separate tasks and groups of essential processes that the organization must accomplish to survive and succeed.

3.3
Learning and Adaptation


The living systems theory highlights the need for all actors to adapt to a continually changing constellation of variables and, in turn, the need for a continuous process of learning, from tactical elements at the point of action to national and international leaders – In fact, anywhere human decisions are required.  Indeed, it is the ability to learn and adapt that is central both to the process of sociological evolution and to the way that humans cope with more immediate dangers.  We can break this process down into five levels of adaptation:


1) Adaptive Action,

2) Learning,

3) Learning to learn,

4) Defining/ redefining success, and


5) Co-adaptation.


Adaptive action is the immediate tactical action and reaction as one actor, our fighter aircraft, for example, observed changes in energy states and positioning, and adapts during a fight.  Learning implies a process of evaluating this interaction for lessons to be learned and disseminating those lessons, for example, debriefing the flight to intelligence officers who then synthesized the information to pass to follow-on aircrew.  Learning to learn takes the next step, to address how we adapt the ongoing process of learning to better capture and disseminate the lessons learned; as in creating “Topgun” (Navy Fighter Weapons School) to provide an intense training course that simulates combat and helps accelerate experience.  Defining or redefining “success” involves a higher level adaptation, in which the original objectives, risk-versus-gains calculus, capabilities applied and approaches to achieving those objectives are reassessed and adapted to changing circumstances.  For instance, at the end of the Cold War with the outer air battle threat to the aircraft carriers reduced, the U.S. Navy fighter community evolved their fighters to precision bombers to become more relevant to the new security situation.  Finally, Co-adaptation is the process of translating lessons learned from a set of external interactions into organizational and institutional changes to better deal with change.  An example of this might be adversaries of the West building an anti-access capability to challenge a perceived power projection advantage, while Western forces adapt by building an emergent fleet of unmanned systems.  Together, these overlapping levels of adaptation outline a process that occurs through multiple layers and many individual actors in a living system.


3.3.1
SOF in Afghanistan, 2001-2002


At the operational level, building in adaptation, and understanding context is even more challenging.  When Navy SEAL
 Captain Bob Harward was assigned to lead the international Special Forces effort in the early days of the Afghanistan operation, he had a challenge and an opportunity.  Not only was he to pull together the Special Forces activities from 7 nations, he was also asked if he could do so without the normal level of combat support.
 Having just departed from command of Naval Special Warfare Group ONE in Coronado, CA, Captain Harward suggested that he could get around this deficiency if he could tap into his former command center for reach back support.  Being able to reach back or reach out for support from subject matter experts is critical for success in a networked-centric distributed force.  The challenge is how to build the requisite trust in both the physical and social systems, and then effectively mesh operational tempos.  In this case, having just left the command, Captain Harward intimately knew the SEALS who would be responding to his queries as they had just trained and operated together.  The command center at Coronado also understood the limitations of Special Forces, who often operate far from other mutual support and could tailor their responses to provide the forces on the ground exactly what they needed, in a manner they could absorb, in a timescale that made sense.


4.0
Operations analysis transformation


4.1
Classic Operations Analysis … Quantitative vs. Qualitative Assessment

Classic operations analysis tends to the normative and quantitative, seeking to identify optimal solutions between clashing systems.  In Industrial Age warfare
, with the two World Wars being the classic examples, quantitative analysis could be quite useful.  Success was defined by the ability to mass-produce (and also mass-destruct), and an economic engine that could out-produce its competitor had a distinct advantage.  And this was measurable.  Most analytic tools also tend to focus on the tactical level of war, aggregating data from numerous battles and fronts, often inattentive to the harder to measure effects sought at the operational and strategic levels of war.


Information Age economies and warfare are different.  Mass production gave way to specialized production and, now, individual consumers and producers have the ability both to drive content and mass effects.  Viral videos, Wikis, social networking sites, blogs, and GPS-synchronized mashups
 of data and models, all connected through the World Wide Web and dispersed through mobile phones, point to the increased empowerment of small groups, and even of individuals.  Large, bureaucratic (and often very successful) systems could find themselves disadvantaged against more agile and smaller groups who can inexpensively buy into the Information Age and create mass effects – for good or evil ends.  Industrial Age tools often replaced human labor with machinery that could produce widgets faster and with better precision.  Information Age tools do not replace humans, but better connect them.


A comprehensive approach that requires all the instruments of national power (diplomatic, informational, economic and military), in addition to international and non-governmental instruments to better harmonize actions will require new analytic approaches and tools.  Metrics will be dynamic and non-linear, and must embed rather than suppress the human element.  It will require tools that not only measure force-on-force and kinetic effects, but also the effects of, for example C4ISR
, human behavior, irregular warfare, and stability, security, transition and reconstruction operations (SSTR).


If a model is a simpler but representative example of a real world activity, modelling complex human behavior will be a challenge.  According to Yale Professor Paul Bracken, in an article about “net assessment,
”even more important than the quantification of data is the quality of the thinking:


“Perhaps oversimplifying, there seem to be two kinds of people in the world: those who build mathematical models, and those who focus on the world.  The two groups usually don’t talk to each other. Each plays to a different audience.  The modeler gains status by impressing other modelers and giving talks at professional societies.  Those who focus on the world usually don’t go to such meetings.  They play to an audience of what’s actually taking place on the battlefield, whether it is located in a foreign land or in a corporate board room.


In place of modeling complex and thinking simple, net assessment tries to model simple and think complex. The spirit is one of using relatively simple models, numbers, and trends, and to think long and hard about what they mean.”


As long as models are used to augment deep thinking, not supplant it; they may help offset any perceptual bias on the part of the decision-maker.  Certain models may be useful in helping humans make sense of complex environments.


Complex and adaptive systems require descriptive rather than normative modelling focusing on the “plausible behaviour of individuals”
 and systems.  And since the interactions between entities are as important as, if not more important than the individual entities themselves, some form of system dynamic modeling would be helpful in trying to understand a complex operation.  To better capture the human element, agent-based models can be built with either simple or complex rule sets.  They can interact with other agents and even be made to learn.  In this way, one could approximate what certain agents, properly contextualized, might do over time; assuming one had enough subject matter experts and data to make the modelled agents interesting and representative.  In 2007, NATO’s International Security Assistance Force experimented with a stochastic, agent-based model – Synthetic Environment for Analysis and Simulation (SEAS) model – which “forecast” friendly, neutral and enemy reactions and was fed through a large reach-back mechanism with frequent data updates on the demographics of different layers of the population.  Another interesting model, the UK’s Peace Support Operations Model (PSOM), performs population-centric campaign-level analysis with human-in-the-loop, semi-agent-based representation that measures the population’s perception of security, consent to leadership (positive or negative reaction to various other factions), the state’s ability to function, and the threat.  PSOM includes a “Hi-Level Game” political move as well, as they did not want to treat this important and often neglected level abstractly.  While PMOM is primarily an operational level model, the UK has also developed a “high-tactical level” model with more granularity called STOAT (Stability Operations Analytical Tool).


This is not an exhaustive list and there is assuredly a lot of modeling work ongoing in many of the NATO nations, but to usefully simulate complex, comprehensive approach operations will require some sort of mashup hybrid of agent-based, system dynamic, computational and human-in-the-loop modeling.  Considering time and space, system-dynamic modelling is perhaps better at capturing the time element, and agent-based modelling is better at capturing the space dimensions.  Validation of models that address DIME/PMESII
 elements is difficult, as metrics like legitimacy and influence are more rooted in the social vice physical sciences.  Various academic and professional disciplines may need to be brought together and thought of holistically – again.  Ultimately, validation will rest not so much with the models, but in the trust developed between the decision-maker and the decision-support analysts.


5.0
Conclusion

When General Charles Krulak was Commandant of the U.S. Marine Corps in the late 1990’s he forecasted the complexity of modern warfare and the Comprehensive Approach with his notion of a “3-Block War,” in which soldiers would find themselves simultaneously conducting humanitarian operations, peacekeeping and traditional warfighting in urban settings.  He posited a “strategic corporal,” empowered with information, but also trained and educated to seamlessly work among and above the traditional levels of warfare.  Much of this has come true, but it’s more complex still than even a visionary like Krulak could have imagined.  For example, the mere use of terms like “3-Block War” and irregular warfare may alienate diplomatic actors and can create difficulties when trying to integrate with an international relief organizations.  Indeed, signals are appearing that the military, after fighting insurgencies for so many years, would like to go back to managing the security element, turning over other “non-military” roles to some interagency, intergovernmental body which would do all the difficult “soft power” things that are not what the members of most militaries signed up to do – and are not what they trained and equipped themselves to do.  It is increasingly clear, however, that building up other arms of government capacity to be able to better handle the “Comprehensive Approach,” while laudable and necessary, will never be sufficient to relieve the military of such missions.


Non-military organizations will also continue to adapt and learn in this new environment, but their success will always come more from the interactions between elements than from the elements themselves.  And success in this environment will be more about networking people than deploying technology: social networking and the harmonization between agile elements may turn out to be the best approach to conducting 21st century complex operations.  Having a better understanding of how complex adaptive living systems respond and learn will enlighten us not only about our potential adversaries, but about ourselves as well.


Analysts will need to develop new models and better tools to measure the operational and strategic effects needed to prevail in a complex, comprehensive operations, to address the emergent requirements of disparate systems, to augment kinetic, tactical-level tools, and to assist, not replace human decision makers.  And the ultimate validation of this system will be the trust between the commander and the analyst, as there will never be enough time to fully understand all the assumptions that go into a model, a recommendation, or an action.














� 	NATO Riga Summit Declaration, 29 November 2006. <� HYPERLINK "http://www.nato.int/docu/pr/2006/p06-150e.htm" ��http://www.nato.int/docu/pr/2006/p06-150e.htm�> accessed 17 February 2010.



� 	Defense Secretary Robert Gates’ Remarks at NATO Strategic Concept Seminar, 23 February 2010, <<� HYPERLINK "http://www.insidedefense.com/secure/display.asp?docnum=dplus2010_0511&f=defense_2002.ask" ��http://www.insidedefense.com/secure/display.asp?docnum=dplus2010_0511&f=defense_2002.ask�>> Accessed 24 February 2010



� 	Including the establishment of an entirely new Federal Department overseeing Homeland Security and the creation of an overarching Director of National Intelligence to sift and collate a sea of data from countless sources.



� 	“Smart power is neither hard nor soft—it is the skillful combination of both. Smart power means developing an integrated strategy, resource base, and tool kit to achieve American objectives, drawing on both hard and soft power. It is an approach that underscores the necessity of a strong military, but also invests heavily in alliances, partnerships, and institutions at all levels to expand American influence and establish the legitimacy of American action. Providing for the global good is central to this effort because it helps America reconcile its overwhelming power with the rest of the world’s interests and values.” From “CSIS Commission on Smart Power: A smarter, more secure America” dated 6 November 2007. << � HYPERLINK "http://csis.org/publication/smarter-more-secure-america" ��http://csis.org/publication/smarter-more-secure-america�>> accessed 18 February 2010.



� 	Whole-of-government implies coordinating all the elements of national power. In the U.S. this is often referred to as DIME (Diplomatic, Information, Military and Economic). While bringing together these elements is often a necessary and difficult challenge, it is not always sufficient. Other governmental bodies and non-governmental organizations will also play a role in many security situations and they must also be considered.



� 	Based on James Grier Miller, Living Systems, Denver, University of Colorado, 1995.



� 	Much discussion these days on unmanned systems is often along these lines. Man is fallible, machines are not – therefore we should try to replace man with machines whenever possible. In reality, no systems are unmanned; they are just remotely controlled in some fashion, directly or indirectly by human intervention.  There needs to be a lot better understanding of how unmanned systems will operate alongside and in conjunction with manned systems if we are to truly transform our militaries.



� 	The 20 essential processes or critical subsystems of a Living System are:  the boundary which maintains the identity and culture of the system or organization, and protects it from the outside environment; the reproducer which ensures the system’s continuation, the ingestor which brings matter-energy across the boundary for system sustenance, e.g. revenue and budget; the distributor which allocates the matter-energy throughout the system; the converter which adapts the matter-energy to the needs of the parts; the producer which generates the matter-energy; the storager which maintains and operating stock of matter-energy; and the supporter which takes care of housekeeping functions; the extruder which eliminates system waste products; the motor which moves the system with relation to its environment; the input transducer which senses outside information and brings it into the system; internal transducer which senses internal system information and readies it for transmission within the system; channel and net which is the architecture that transfers signals between systems; timer which helps the decider with any time related actions; decoder which takes information from the input transducer and gives it a private code for the internal system; associator which helps the system learn by forming enduring associations among items of information in the system; memory which stores information in the system and retrieves it; decider which gives guidance, coordination, and control of the system; encoder  which turns private code to external code for communicating outside the system; output transducer which transmits information from the system to the outside environment. Miller, p. xix.



� 	While there is much literature and difference of opinions as to what constitutes emergence, I will use it similarly to how it was defined by Professor Goldstein of Adelphi University: "the arising of novel and coherent structures, patterns and properties during the process of self-organization in complex systems."  From Corning, Peter A. (2002), "The Re-Emergence of "Emergence": A Venerable Concept in Search of a Theory", Complexity 7(6): 18–30, � HYPERLINK "http://www.complexsystems.org/publications/pdf/emergence3.pdf " ��http://www.complexsystems.org/publications/pdf/emergence3.pdf � accessed 12 March 2010.



� 	Admiral David Jeremiah, USN noted at the beginning of operations off Libya in 1986 that, if he accepted Libyan leader Muammar Qadahafi as irrational, there would be no way to predict his actions or the course of the crisis and thus no way to plan, but if he accepted his rationality and tried to understand it was, he would have some idea of what might happen and could plan accordingly.  Edward A. Smith, Effects-Based Operations, CCRP, Washington, 2002. pp. 450. 



� 	Webster’s Third New International Dictionary, Unabridged, Britannica, Chicago, 1986. Vol. 2, p. 1885.



� 	For example, we show up at a bus stop with an assumption of the basic rationality of the driver and thus that the bus will show up at approximately the time scheduled and that the driver knows how and where to drive.  The schedule and driver’s rationality exists within a multi-dimensional context.  The driver will seek to show up on time because he or she has a family to support and needs to hold onto the job or seeks to advance by good performance and the bus company will insist that the bus be on schedule to avoid a loss of customers.  This is to say both are acting rationally but doing so within somewhat different contexts. 



� 	Colonel John A Boyd, USAF.  “A Discourse on Winning and Losing.” Air University Lecture. August 1987. 



� 	Boyd certainly did not ignore the question of context but appears to have seen it primarily as part of the orient step whereas the discussion of complexity and the nature of the human dimension of a comprehensive approach would indicate a more pervasive role touching every aspect of the OODA cycle.  



� 	See Anne-Marie Grisogono and Edward Smith, “Warfighters to Coalitions: A Case Study in Multi-level Adaptation,” Paper presented at the 11th  ICCRTS, Cambridge, United Kingdom, 2006,  and Anne-Marie Grisogono, Edward Smith and Mark Clemente, “Cajole and Coordinate? C2 in Whole of --Government, --Nation, and -Coalition Action,” Paper for the 13th ICCRTS, Seattle, Washington, 2007.



� 	SEALs (Sea, Air, Land) are Navy Special Operations Forces



� 	“Combat support refers to units that provide fire support and operational assistance to combat elements. Combat support units provide specialized support functions to combat units in the areas of chemical warfare, combat engineering, intelligence, security, and communications.” From << � HYPERLINK "http://en.wikipedia.org/wiki/Combat_support" ��http://en.wikipedia.org/wiki/Combat_support�>> accessed 22 February 2010.



� 	The distinction between Agrarian, Industrial and Information Age warfare is elegantly described in Alvin and Heidi Toffler’s “War and Anti-War: Survival at the Dawn of the 21st Century,” Little, Brown and Company, 1993.



� 	“a mashup is a web page or application that combines data or functionality from two or more external sources to create a new service.” From << � HYPERLINK "http://en.wikipedia.org/wiki/Mashup_(web_application_hybrid)" ��http://en.wikipedia.org/wiki/Mashup_(web_application_hybrid)�>> accessed 19 February 2010.



� 	C4ISR is an unfortunate mashup of capabilities and stands for Command, Control, Communications, Computers, Intelligence, Surveillance and Reconnaissance – each of which probably deserves separate attention, but are often collectively ignored since C4ISR is not as appealing or tangible to senior operators and procurement officials as planes, ships, tanks and weapons.



� 	“The objective of a net assessment, as perfected by Marshall's office (Andy Marshall, Office of Net Assessment’s founder and still current director), was to provide an even-handed look at both sides of complex military competitions, examining the long-term trends and present factors that govern the capabilities of the United States and its potential enemies.” From << � HYPERLINK "http://www.sourcewatch.org/index.php?title=Office_of_Net_Assessment" ��http://www.sourcewatch.org/index.php?title=Office_of_Net_Assessment�>> accessed 19 February 2010.



�	Bracken, Paul “Net Assessment: A Practical Guide,” << � HYPERLINK "http://www.carlisle.army.mil/usawc/parameters/06spring/bracken.pdf" ��http://www.carlisle.army.mil/usawc/parameters/06spring/bracken.pdf�>> accessed 19 February 2010.



� 	Macal, Charles M. and North, Michael J. “Agent-Based Modeling and Simulation” from Proceedings of the 2009 Winter Simulation Conference.



� 	From “NATO Specialist Meeting on “Analytical Tools for Irregular Warfare” 23-27 March 2009, Bundeswehr Transformation Center, Ottobrunn German (RTO SAS Panel 71) where author was a presenter and participant.



� 	Diplomatic, Information, Military, Economic / Political, Military, Economic, Social, Infrastructure, and Information
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ABSTRACT

The Issue

According to the Netherlands Ministry of Defence (Defence Plan 2007-2016) “Modern war fighting concepts are not aimed at disrupting a Nation in a most destructive manner, but through threats and discouragements and if necessary proportional and precise force to inhibit the desire and capability of opponents to fight. The local population in a conflict area is given the promise of better times. The communication of the aims of the operation is of utmost importance, at the strategic level, but also local through information operations. InfoOps need to become a mature military capability.”


Internationally military organizations recognise the importance of understanding human behaviour with respect to strategic, operational and tactical support of military operations. Understanding how to recognise and interpret behaviour, and insight into its determinants and antecedents can pave the way to a better understanding of how behaviour affects the success of a mission and how to change undesirable behaviour if necessary. Fundamental scientific insights on behavioural change whether at the individual, group or organizational level are available in the scientific literature dispersed over a multitude of disciplines but they need to be translated into a tool military personnel can use in operational settings. With this tool an integrated approach to behavioural influence in a military setting can become a reality. This paper discusses the development of this Awareness Development across Perspectives Tool (ADAPT).


The Approach

Our research and development effort focuses on making a tool based on (1) knowledge developed within diverse scientific disciplines (e.g. cultural anthropology, social psychology, economics, etc.). and (2) our unique knowledge of influence activities. This project results in a practical and robust tool for commanders and their staff to apply within the processes of analysis, planning, intervening and evaluating. Importantly, the tool explicitly identifies and expounds non-military perspectives crucial for mission success.


The underlying theory of sense making based on the writings of Carl E. Weick
 suggests different perspectives have different corresponding actions, on which we can capitalize. The key is the possibility of switching perspectives and their corresponding actions but at the same time making explicit, or at the very least making aware how the perspectives are connected. Lacking in the operational reality of task force commanders is a tool that enhances insight into the interdependencies between factors that can be manipulated within the different perspectives. We provide means for identifying targets (individuals, groups, organizations, etc) and behaviours of interest and how these could be influenced at a specified level (strategic, operational, tactical and technical). The process of sense-making is critical in this respect. This process requires the formulation of hypotheses but also the testing thereof through smaller or larger probing actions.


Expected Results

ADAPT is: a “Wikipedia-like” electronic set of newly generated documents (text, tables, images, sounds etc.) with indexes, lexical search tools, “how-to” instructions and relevant links to existing knowledge bases. The envisioned embedded tools in this Wikipedia will include checklists, morphological fields, concept maps, forms, spreadsheets, etc. These do not require specific applications other than the standard Microsoft Office package (Word, PowerPoint, Excel) and an internet browser, preferably Internet Explorer (with some added plug-ins).


Consequences

ADAPT helps task force commanders and their staff to identify targets and clusters of behaviours that can be influenced. It also facilitates the formulation, implementation, and evaluation of interventions.


Introduction

Defence organizations have to deal with a changed focus in military missions towards asymmetric and irregular warfare and Stability, Security, Transition and Reconstruction (SSTR) Operations. A range of operations (e.g., psychological operations, humanitarian missions) is performed in a large variety of locations and cultures (e.g., Africa, Asia), requiring a diversity of courses of action (COA) on different domains. For example, inhibiting opium production, stimulating school attendance of girls, or preventing police corruption, are all typical behavioural changes that require non-military measures, though they fall within the current military scope. This implies that commanders of current operations need to be able to adopt different perspectives on the context of their missions, in addition to their military perspective. This paper reports on the development of a tool that supports task force commanders in their operational planning process to create change in their target populations.

Operations like Peace Support Operations (PSO), Stability, Security, Transition Reconstruction (SSTR), Counterinsurgency (COIN) or Influence Operations (IO)
 operations need to deal with influencing the perceptions, attitudes, and behaviors of different parties. All current operations concur with the notion of a comprehensive approach (or 3D or integrated approach) defining how political, military, and development goals relate. In an operational planning process this means that a military commander and his staff need to identify which behavioral changes and whose should be prioritized. Subsequently, they need to analyze how to actually change the identified behavior, before they can formulate and test a COA. To reach desired effects and avoid unwanted and unintended effects it is necessary to view and share the mission context from multiple perspectives (see Figure 1) during the collection and analysis of information, during the planning and implementation of operations and activities, during the deployment, adjustment and monitoring of operations, and during the evaluation of obtained effects.


ADAPT aims to support task force commanders in establishing behavioural change in target populations during basically all types of missions with goals beyond military goals only. The project will deliver a comprehensive approach support tool that task force commanders can use to translate global mission goals in their theatre of operations into specific behaviour changes for target populations. The tool enables them to incorporate non-military perspectives in planning, execution, and assessment, in a more comprehensive and structured way than is currently possible. The end result will allow commanders to make more informed decisions as the result of systematic inclusion of political, social, cultural, or economic aspects.
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Figure 1: Making sense in the operational environment.


What is ADAPT

ADAPT is a comprehensive approach to the operational planning process, delivering a tool that helps commanders to analyze, decide, and assess the implementation of COAs. The basis of ADAPT is a limited number of views, or perspectives, on the operational reality. Within these perspectives (e.g., cultural, economic, political, socio-psychological, and martial) we identify the factors available from diverse scientific disciplines that significantly determine targeted behavioral changes of target populations. Crucial in the ADAPT approach is the use of a network structure of factors, within and across perspectives. There are causal relationships between factors and the behavior that they influence, and factors work together to influence behavior. We refer to these causal relationships as principles and they are fundamental to the perspectives that we develop. The causal links allow for the development of a conceptual map, a network of factors that is made accessible for military personnel and is explicitly aimed at enhancing sense-making, decision making and operational planning. 


Thus, the perspectives in ADAPT contain a network of concepts and relations between concepts leading to behavior change. For example, a police force’s attitude towards corruption could be explained by poverty of the employees (economic perspective) or influenced by using the scientifically underpinned principle of social proof (psychological perspective), which states that people are more likely to do something if they see that many other people are already doing it (or in this case rather, stop doing something if they see other people stop doing it). However, from a cultural perspective one might want to consider the fact that this social-psychological principle works more effectively in some cultures than others (e.g. conformist cultures). 


The tool will thus makes available a small but comprehensive set of perspectives and within each perspective the relevant factors and principles are mapped. Links across perspectives are also mapped. ADAPT supplies a systematic knowledge base and procedure to enhance sense-making. This process of sense-making entails the selection of targeted behaviour, identification of relevant factors and principles, application of these into COAs. Actual effects of the COAs can be assessed and provide feedback into ADAPT, making it an iterative and learning tool. We offer task force commanders and their staff several perspectives from which they will be able to choose prototypical behavioural changes with prototypical actors, represented 1) graphically by means of concept maps and 2) textually by means of a “wiki” like representation.


Targeted users of ADAPT


ADAPT is targeted at the task force commander and his staff in military missions and Stability, Security, Transition and Reconstruction (SSTR) Operations. It is a useful plug-in tool to be used in a range of operations (e.g., psychological operations, humanitarian missions) in a large variety of locations and cultures (e.g., Africa, Asia). Military personnel involved in planning, mission and factors analysis, generation of COAs, prioritizing targets, COA analysis, decision making, and assessment benefit from the knowledge and insights of ADAPT.

How to use ADAPT in the operational planning process


ADAPT serves as a plug-in into the operational planning process such as Tactical Decision Making (TDM), facilitating the operational decision making processes at several stages. The tool is designed in such a way that most of the stages in the process are assisted by information in the tool (see Figure 2), without having to change the organization of the process. This way, scientific insights are linked to the military process. ADAPT supports task force commanders and their staff with regard to analysis, decision making, evaluation of COAs and sense-making in general. 
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Figure 2: Plug-in ADAPT for TDM planning process.

In the orientation phase (1), ADAPT perspectives support the analysis of the mission (in terms of time frame, setting, and desired effects) and factors that are relevant for the goals of the mission (such as changed behaviors of actors and the consequences), leading to a more wide-ranging picture of relevant determinants (2) in a specific mission, in a specific country and involving specific populations. For example, police corruption may be viewed as an undesired behaviour but causes of corruption may differ depending on the perspective one adopts, e.g., political and organizational (factors that are intrinsic to policing as a job, the nature of police organizations), economic (the opportunities for corruption presented by the environment, low economic standard), and cultural (the acceptance of what is seen as ‘corruption’ across cultures). Relevant concepts as they follow from the perspectives indicate which information needs to be collected in order to analyze the mission.


Further, ADAPT supports the generation of potential COAs or interventions (3) by providing more and other views to the problem, thereby increasing the possibilities in terms of the number of options or enriching the options at hand. For example, corruption in the local police force could be reduced by performing media operations or strengthening an authority figure within the force. Subsequently ADAPT enhances the elaboration of these COAs and the evaluation of their feasibility and consequences (4). In other words, it gives the task force commander and his staff better and a more comprehensive insight into which COA elicits which intended and which unintended effect. For example, the commander planning to supply development assistance with the intention to increase well-being (such as facilitate building a school) should take into account that aid has both material and symbolic implications which can aggravate disputes within the broad context in which it is delivered (such as disagreement about girls attending school). Perspectives may not give a straightforward solution to the proposed balance, but at least they provide insight to a commander and his staff which principles play a role, and thereby result in more and richer COAs and a more informed decision.


After implementation of the ensuing operational order, the assessment of the COA could also feed back into ADAPT. In order to learn from experiences, the perspectives support the commander and his staff in the process of sense-making of what happened and why it happened. Depending on the mission context (time, country, target population) different principles may work in different ways. The lessons learned about the environment, (un)intended effects, and the COAs become disseminated and available for new rotations. This way, ADAPT is a dynamic tool that enhances the operational planning process but is also enhanced by using it during the process. Having access to this tool will not only make available background knowledge but also facilitate communication with and understanding of the “other” behavioural change agents in the theatre of operations such as representatives of NGO’s, PRT’s, other departments, and the like.


What is done


Phase 1: Initializing Perspectives


In Phase 1 of the project, a Morphological Analysis
 was performed in order to establish the basis for the network of concepts and principles in the perspectives that are relevant for behavioural changes in missions. This method allows for structuring and analyzing complex problem fields into well-defined dimensions. During three two-day workshops, a group of diverse subject matter experts with operational experience as well as political, cultural, anthropological, historical, developmental/humanitarian, environmental, organizational or economic knowledge formulated relevant behavioural changes for SSTR missions. In addition, they linked them to the concepts and principles that could lead to these behavioural changes. This framework of behavioural changes and related concepts and principles served as a blueprint for 1) establishing the final perspectives, and 2) developing ADAPT, and are supplemented with research-derived concepts and principles in Phase 2. 


Phase 2: Detailing Perspectives


In Phase 2 the perspectives are fleshed out and expanded with formal scientific and operational models and guidelines derived from the literature. This theoretical information is applied into practical principles and guidelines to the commander. TNO Human Factors has considerable experience in using different perspectives, such as social, psychological, economic, political, cultural, and martial perspectives in operational settings. Furthermore participation in the RTO SAS 074
 group has been very beneficial in generating and formulating these robust principles and factors.


The elaboration of each of the perspectives comprises among other things the determination of the relevant and essential questions for that perspective by means of scientific concepts and related measurable factors. The realization of the perspectives is important to finally develop and test methods/ instruments to support integrated intelligence, planning, and monitoring processes.
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Figure 3: Generic representation of a perspective.


Each perspective can generically be regarded as shown in Figure 3. In case of ‘influencing’ the desired effects can be formulated as stimulating, or inhibiting (/preventing) of certain (classes of) behavior of certain targets (individuals, communities, clans, etc.). Certain scientific concepts (from one discipline) coincide with these behaviors. Moreover, these concepts may have a qualitative/quantitative basis defined by indicators. These indicators can be used to monitor or measure the current state of affairs in relation to the effects wanted. Measured over time, indicators provide insight into the progression or the deterioration of the effects. 


One may view the perspective as generic influence-diagram. Each perspective differs in described concepts, their interdependencies, and their indicators, but there is partially overlap. Moreover, the formulated (un)desired behaviors enforce further integration because each perspective may or may not have pointers, which are (groups of) concepts related to those behaviors.


The perspectives serve as a generic knowledge-base, and will unfold into a far more detailed and referenced digital knowledge base when put in a mission context. This means that the generic knowledge base will provide generic factors and principles, whereas a use case e.g. Sudan will provide application of these principles regarding the Sudanese environment. For example, the principle of social proof and the principle of individualist and collectivist cultures are described and linked in the generic knowledge base, and the specific cultural aspects and how they relate to applying this social proof principle should be determined for the Sudanese context. The same holds for the description of the identified (un)desired behaviors.


For each of the selected perspectives from the morphological analysis a group of experts related to this perspective (two to three experts) was asked to gather content for the tool. In order to have a certain degree of consistency in the gathering of content the use of a template was encouraged. The used template was a result of 1) letting each expert group elaborate on several given concepts, of which it was already know they would be important to use (i.e. corruption, crime, misbehavior, intimidation, and discrimination), and 2) afterwards selecting which template was thought to be most suiting for all groups.


There were many different possible templates and the selection therefore needed to be done by both a theoretical expert and a field expert. Finally it was discussed with all expert groups until there was an agreement.


The gathered content eventually became a set of instantiations of the selected template. Though there was a possibility that each instantiation possibly overlapped with those of other expert groups, each group was asked to generate content individually. Also they were asked to remain conscience of the fact that eventually military personnel is required to understand at a glance what has been written down. Eventually all instantiations were integrated into non-redundant content. This integrative approach and the focus on eventually supporting military personnel in the field makes this content different from what one can find in regular books or on the internet.

Phase 3: Integration and Use Case


Phase 3 is centred on making the perspectives explicit visually in concept maps and verbally in a detailed multi-media Wikipedia-like knowledge tool. The tool is designed to be culturally and geographically neutral so it can be used in different missions and different operational contexts. However, as an interactive Web 2.0 tool, various concepts will then be available to be populated with mission-specific data such as names of tribes and leadership, important trading relationships, historical background, and so on.


In the fall of 2010 and the spring of 2011 ADAPT will be evaluated within a NL MoD planning experiment. The results of the evaluation will be used to further enhance the content and usability of the tool. Furthermore the evaluation will supply insights into to what extent a broadening of perspectives has taken place with the users of the tool.


Once implemented, the tool will increase in fidelity as additional data, concepts, and principles are added. Within the ADAPT project we will deliver one fleshed out and ready-to-use case to demonstrate the usability of the tool.


Summary


ADAPT delivers a comprehensive approach support tool that task force commanders can use to translate global SSTR mission goals in their theatre of operations into specific behaviour changes for target populations. The plug-in tool enables them to incorporate non-military perspectives into their planning, execution, and assessment process, in a more comprehensive and structured way than is currently possible. The ADAPT tool supplies multiple perspectives on the operational reality and the prospective impacts of their actions, deepening the understanding of commanders on how to change behavior and broadening the range of alternative COAs. For example, corruption can be addressed from a legal perspective, but also from an economic or a cultural perspective. Commanders can select their COAs based on a single perspective or on a combination of relevant perspectives. Within each perspective (e.g., economic, psychosocial, cultural, political), inter-related factors that determine the target behavior are made explicit. Thus, ADAPT will allow commanders to make more informed decisions because of the systematic inclusion of political, social, cultural, or economical aspects.
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In this paper the method “Organizational Behaviour Representation” (OBR) will be presented including its basic concepts and the resulting software-demonstrator. The study’s main objective covers the principles needed to build effective reachback organizations. Dislocated command and control structures are necessary to meet present and future challenges of military organizations.


Improved communication and collaboration tools enable this kind of virtual teamwork and offer advantages such as e.g. a small “footprint”, flexible and agile staffing of reachback and deployed units, additional “ad hoc” expertise or industrial supplements.


Often, there are performance problems in virtual teamwork due to misunderstandings in collaboration. OBR models mainly social and cognitive processes grounded in human factors research which are coupled tightly to organizational performance. For example, organizational performance often decreases because of the loss of shared situational awareness of forward and reachback elements or deficiencies in personnel resources. On the other hand, good practice, well-routined staff work and optimized team preparation through personnel training or experience in military missions support and reinforce working processes which lead to higher performance indicators.


In our organizational model we consider the complex interconnections of many social and personnel parameters. A System Dynamics based model has been designed that implements important effects in dislocated organizations, known from human factors research and military experience. One way to use this model is to implement it in a “think tool” for military personnel that has to design or tackle with dislocated c2 ( Command & Control) structures. The tool can help military leaders to identify measures they can take to improve the performance of dislocated organizations. A demonstrator for such a software tool has been developed within the OBR study.


The study investigates the application of the OBR method, evaluating the structure of dislocated organizations and further its implications for training and development in the pre-deployment phase.


1.0
Military Context and results of the study 

The German Bundeswehr faces foreign deployment on a big scale.  One major objective is to maximize the efficiency of operations and HQ (Headquarter) -concepts with an “optimal” personnel arrangement. This includes the basic principle “As many people in the operational environment as necessary, as many in the home base as possible”.


Therefore this study wants to answer two questions:


· How can concepts of dislocated organizations fulfill these new military requirements? 


· What is the influence of reachback to the performance of organizations?


In the process of finding appropriate answers the study’s research uses the OBR method to analyze and model the structures and processes of existing and future HQ-Concepts. In previous work we showed, that it is possible to model organizational behavior with the OBR method.


For the simulation of dislocated organizations a demonstrator has been developed. If used for simulation of user-defined organizational models it can show important effects relevant to organizational performance. Therefore the use of the demonstrator can help to identifies risks in the organizational structure and to find options for improvement. The “tool” does not substitute the decision making process performed by military leaders, but may support it. 


According to FINABEL´s (2008)
 definition, reachback can be seen as “the process of obtaining mission essential expertise and information, in a timely manner, amongst and between deployed and non-deployed elements or organizations, in order to improve operational effectiveness”. Therefore reachback means to split up the c2 structure and its process physically into two organizational units that with a more or less intensive task-dependent cooperation. 


Virtual teamwork often fails due to non-effective or even missing collaboration. Basically the OBR model of social and cognitive processes is founded in Human Factors research. In particular the theoretical background is situated in the topic of organizational performance. For instance, organizational performance often decreases if shared situational awareness of reachback elements will be reduced or deficiencies in personnel resources appear. In contrast processes which increase organizational performance can be reinforced and supported by good practice, well-routined staff and optimized team preparation through personnel training or experience in military operations. To analyze and plan military staffing, Human Factors variables have to be identified and modeled to get a more holistic and realistic picture of the organizational behavior.

2.0
 Modeling Dislocated Organization

The concept and implementation of the OBR demonstrator was lead by three key goals:


· It should be possible to model, edit and simulate a user defined organization, not only one or several fixed “hardwired” organizations.


· The modeling process should easily enable the user to model dislocated organizational structures.


· The user should not be hampered by the complexity of the model and simulation more than necessary.


The “User Organizational Model”

The “User Organizational Model” is the part of the model where the user of the software defines the (existing or not existing) organizational structure she/he wants to design.


We defined a so-called Metamodel that describes the rules for building User Organizational Models, e.g., which “building blocks” the Model may be built from and how they may be connected to each other. A user friendly editor has been implemented that allows designing a User Organizational Model that follows these rules.


The basic elements (“building blocks”) of the User Model are the “Functional Element ” (FE) and the “Cooperation Space” (CS). An FE represents a group of people that is treated by the model as homogeneous. That means that the different persons in that group are described by one single parameter set and not by different parameter sets per person. These people know each other, meet each other regularly and work on the same subject. For example a military “cell” within the staff might be modeled as an FE. A FE may contain from 1 to X persons, where X is normally about 3-6.


Figure 1 shows an example for a four person FE named “A2 Intel Assessment Cell FWD”.
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Figure 1: Example for a “Functional Element” (FE).


The key attribute of our Metamodel for the “User Organizational Models” is that is does not represent an organizational structure diagram that shows the organization units and their hierarchical status. These diagrams are not useful to consider the working processes within an organization. But the working processes (“who works with whom on which subject”) are a crucial aspect for performance within dislocated organizations.


Therefore, the core element of the Metamodel for building the “User Organizational Model” is the “Cooperation Space” (CS). A CS represents an (heterogeneous) working group that works regularly on one specific task. Several different “Functional Elements” may contribute to different degrees to the work within the CS.


A CS may be a group of people working together to produce a certain document or a document update.


Figure 2 shows an example of a “Cooperation Space” named “AOD update” that requires a work performance equivalent of six persons during the period it is active.
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Figure 2: Example for a “Cooperation Space” (CS).


Figure 3 shows an example of two Functional Elements connected to a “Cooperation Space”. The connection is labeled by a number that gives the work performance equivalent of the contribution. In this example the Intel Assessment Cell contributes to the Intel Assessment with an average of 2 persons.
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Figure 3: Example for “Functional Elements” connected to a “Cooperation Space” (Section).

A complete “User Organization Model” normally contains several “Cooperation Spaces”. The organizational performance can be defined as the sum of the performance values of several “Cooperation Spaces”. As the “Cooperation Spaces” may be of different importance for the overall performance of an organization, the organizational performance is a weighted sum of the performance values of the “Cooperation Spaces”.


Figure 4 shows an example for the “Organizational Performance” element to which the Intel Assessment CS contributes with 30%
. 
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Figure 4: Example for a “Cooperation Space” contributing 
to an “Organizational Performance” element.

In Figure 5 you can see the example of a small but complete “User Organization Model”.
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Figure 5: Example for a “User Organization Model”.

The Underlying Human Factors Model


The “Functional Element” is a rather simple building block, only containing some attributes like, e.g. size and working experience. The “Cooperation Space” in contrast is a very complex building block, because there are numerous interdependencies between various variables of the processes in a working group. They are represented in a rather complicated underlying System Dynamics based model. 


In modeling organizational dynamics within a CS, the basic concepts are feedback loops. Increasing and decreasing variables in the system forms loops of reinforcement or balance. For example, if the quality of the work increases and therefore the number of points of friction decrease, the working group will use less of the time available for coordination. This leads to more time for “productive” work, which may further contribute to good quality of work.


There are two kinds of loops: reinforcing and balancing loops. Reinforcing loops are processes in which an increase or decrease leads to an increase or decrease in the subsequent measurement. Balancing loops behave like a balance, that means, that the increase or decrease of certain parameters lead to the opposite. 


The complexity of this System Dynamics based model underlying each “Cooperation Space” is hidden from the user. To get an impression of this model, Figure 6 shows a part of this model - covering about a third. Figure 6 also shows a feedback loop concerning performance, coordination and process quality. 
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Figure 6: Part of Causal loop diagram of the working process in a “Coordination Space”.

3.0
Simulating Organizational Models


One of the main objectives covered by the simulation of the user organizational model is to show important effects concerning the performance of an organization in order to help to improve and maximize the efficiency of operations with an appropriate personnel arrangement.


After the user has built his own “User Organization Model”, he can enter all the parameters for the elements (especially “Functional Elements” and “Cooperation Spaces”) using the Model Editor of the OBR-Tool.


After that, it is possible to start a simulation run and watch output variables like the performance of each “Cooperation Space”. Changing conditions, e.g. different structure or personal resources, can be simulated after adapting the appropriate parameters. As an example, figure 7 shows the performance of three “Cooperation Spaces”. On the left side you see the first run, on the right side some improvements have been made according structure, dislocation and pre-deployment training resulting in an improved performance of one of the “Cooperation Spaces”.
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Figure 7: Performance of three “Cooperation Spaces” in two different simulation runs.

The x axis represents time and covers the first 30 days of the mission (in this example). For this application in the area of military reachback operations we choose one day per time step as simulation time period.


4.0
Implications for dislocated organizations


The final version of the OBR simulation model can be used to build up any type of reachback organization and can be easily executed. We defined several output parameters for our performance measurement, as for example:

· Current workload, 


· Process quality, and

· Coordination effort.

These parameters and selected relationships between our psychological and social parameters were examined in two case studies. Both studies took place in the field of exercises and conceptual experimentation of the German Military Armed Forces. First we investigated the relevance of our parameters by observing and interviewing team members of dislocated planning processes of a military staff. Second OBR was used in its “thinking tool” functionality to model different organizational designs of “As-Is”/”To-Be” conditions in Joint Fire Support Operations.


The OBR-Tool contains a considerable amount of expert knowledge concerning aspects and difficulties of dislocated staff work. For personnel that are less experienced in this area, modeling and simulating with the OBR-Tool can help to identify problems in a dislocated staff structure and to get ideas for measures that could be taken to improve the performance. Thus the OBR-Tool can be used as a “thinking tool” that helps less experienced decision makers to consider Human Factors when planning dislocated staff work.


Additionally the OBR-Tool can be used as a training tool for military leaders to sensitize them to important aspects of organizational work.


An important aspect of this are the formal an informal relationships among the staff members. These relationships are crucial for the organizational performance. Visualization of these complex interrelation between various main tasks in military staff work could support the decision making process in operational planning on a higher level.


Another important aspect is to look at the question “Who is working with whom?” instead of “Who is in which organization unit?”. Thus modeling “Cooperation Spaces” (e.g. working groups that work on a common document) and contributing “Functional Elements” forces the modeler to consider this point of view. 


With the OBR model and simulation system it should be possible to simulate the organizational performance under different conditions. Human resource planning and development should be connected to organizational structure or tasks. We achieve the first steps in defining performance measures for “virtual military organizations”. 













� FINABEL (2008) Finabel (2008). R23R - Reach Back: Enhancing the Command and Control of multinational operations through the use of reach back capabilities. 



Finabel is a European organization which has as its purpose to promote � HYPERLINK "http://en.wikipedia.org/wiki/Interoperability" \o "Interoperability" �interoperability� and cooperation in the � HYPERLINK "http://en.wikipedia.org/wiki/Army" \o "Army" �army� area. The organization was founded in 1953. The name Finabel was created as an acronym of the initial letter of the initial member states - France, Italy, the Netherlands, Belgium, and Luxembourg. It became FINABEL, when Germany (Allemange) joined in 1956. 



�	Other “Cooperation Spaces” not shown here contribute the remaining 70%.
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Abstract

The development of courses of action that integrate military with diplomatic, economic, and information operations (DIME) poses particular modeling challenges because the different instruments of national, multi-national, or international power operate often on different time scales. Timed Influence Net modeling is a Bayesian net variant that relates causes and effects and enables (a) the determination of alternative courses of action using alternative optimization algorithms and (b) the derivation of probability profiles which show graphically the changes over time of the probability of desired or undesired effects occurring. This provides useful information in selecting a course of action and assessing its risk. A university developed software application called Pythia has been used in the last few years to address issues in the planning of Information Operations, in analyzing the potential impact of counter-terrorism operations, and in coordinating humanitarian assistance. Multiple algorithms are embedded in Pythia to accommodate different causal assumptions. An example based on the development of information operations in conjunction with tactical operations in a province/sector where insurgents are active and destroying some of the infrastructure has been used as the basis for developing and analyzing alternative courses of action. The importance of the attitudes of the non-combatant local population on the probability of achieving the desired effects in a timely manner is illustrated. Sensitivity analyses show the impact of the relative timing of the various DIME related operations.


1.0   INTRODUCTION


Terrorist networks and the drug networks often overlap – with drugs providing financing for terrorist activities but the two are different in significant ways. A fundamental one is that, at the supply end, the drug network is tied to the land, to the places where the drug producing plants are cultivated and harvested. But a terrorist network does not need to have physical boundaries. The term transnational has been used to describe this property. While a terrorist network does have physical assets that must be located somewhere, these locations may be considered as temporal instantiations. For example, terrorist networks need to maintain training camps at some locations, but these locations can change rapidly from one country, region, or continent to another. There are other dissimilarities: the drug networks need to provide a consistent supply over time, they need to maintain elaborate transportation and distribution systems that are highly labor intensive, and they need to protect large money flows through the commercial banking system. Transnational terrorism, on the other hand, can move its physical nodes with relative ease; it needs only a small number of persons that are active at all times (the leadership and what one may categorize as mission managers); and the financial transactions can be reasonably small and highly distributed.


Transnational terrorist networks are hard to define in terms of geographical boundaries or through their physical assets. Therefore, the main objective in suppressing, if not destroying, transnational terrorism is to attack and destroy not its system architecture but its operational architecture – its ability to conduct its operations in support of its goals. A terrorist network’s operational architecture can be mapped into numerous system architectures. Our traditional attrition-based warfare is focused on destroying the system architecture of the adversary when the adversary is a state or a coalition of states or can be defined by geographical boundaries and fixed physical assets. In that case, the relationship (mapping) between the operational and system architecture is well known and well understood. The consideration of a well defined mapping between the operational and system architecture leads directly to concepts such as physical Centers of Gravity, prioritized target lists and the like. But, when we are faced with an adversary who is characterized primarily by an operational architecture that maps into many system architectures or to flexible and reconfigurable system architectures, we need to change the way we look at things and the way we model them.


Thus instead of focusing on the servicing of a well defined a priori target list, we focus on the effects that we wish to achieve on the adversary’s behavior and in the non-combatant population within which the adversary operates.. The target list still exists and includes both hard and soft targets: from weapons systems, to C2 nodes, to leadership nodes, to infrastructure nodes, to the contents of communications. But the target list is only an intermediate construct, a means to an end, that can change rapidly as the effects we wish on the adversary are being achieved or not. Indeed, the list of possible actions we can take is now much larger as it includes all instruments of national (or coalition) power: political, military, or humanitarian; physical or ideological. The availability of all instruments gives us much flexibility in trying to achieve the desired effects and to avoid undesirable ones. But it also makes the Course of Action (COA) problem and the subsequent planning problem much harder. There are now many alternatives, many choices.  The choice of a set of actions, their sequencing, and their time phasing become a problem in their own right. 


COA Problem: Select from the set of all actions those subsets that will yield with high probability the effects we wish to achieve (including low probability for undesirable effects). Take into consideration constraints associated with specific actions or combinations of actions. Then sequence the actions in each subset and time-phase them. The result is a set of alternative COAs. When the selected COA becomes a plan, the operational aspects are mapped to system aspects. The operational nodes are instantiated by physical nodes with a time and a location associated with them. 


Influence Net (IN), a variant of Bayesian Networks (BN), been used since 1994 [1], [2], [3] for modeling cause-and-effect relationships among variables of a domain. The construction of an IN requires a subject matter expert (SME) to model the parameters of the domain − random variables − as nodes in a network. The arcs (or directed edges) in the network represent the cause-and-effect relationships between the random variables. The nodes in an IN and their interdependencies may represent the inter effects between political, military, economic, social, infrastructure, and information (PMESII) factors present in an area of interest. The strengths of these dependencies are captured in terms of a small (i.e., linear) number of influence constants (as opposed to an exponential number of conditional probabilities in a BN). The IN approach was developed in recognition of the fact that most domain experts and situation analysts do not think in terms of conditional probabilities (as required for a BN) while relating affecting and effect variables in a domain. The INs provide an intuitive elicitation, update, and merge interface to an underlying BN that only requires specification of qualitatively described individual influences between each pair of an affecting and an affected variables. The approach then combines these individual influences to calculate the aggregate effect of multiple affecting variables on an effect variable in terms of conditional probability values of a resulting BN.


Wagenhals and Levis [3] have added a special set of temporal constructs to the basic formalism of Influence Nets. The Influence Nets with these additional temporal constructs are called Timed Influence Nets (TINs). A fully specified TIN model is characterized by the causal relationships between propositions and the values of the parameters, i.e., strength of influences, and temporal delays associated with these relationships. TINs have been experimentally used in the area of Effects Adversarial Modeling for evaluating alternative courses of actions and their effectiveness to mission objectives in a variety of domains, e.g., war games [4], and coalition peace operations. A number of analysis tools have been developed over the years for TIN models to help an analyst in solving problems of interest [5-7]. 

A case study based on a particular province in Iraq has been used to examine and test this approach.  The case study demonstrated the development of a model of an adversary and the culture that can be used to assess various courses of action designed to achieve several high level effects.  A timed influence net (TIN) was used to create executable models based on knowledge about the cultural environment that link potential actions with their timing to effects.  Such models captured the rationale for courses of action and explained how various actions can achieve effects.  Given a set of potential actions, the model was then used to determine the course of action that maximizes the likelihood of achieving desired effects as a function of time.  


The rest of this paper is organized as follows.  Section 2 gives a brief description of a TIN and describes a process that can be used for developing a model and using it for course of action analysis.  Section 3 describes the case study and how a specific objective along with detailed data about the cultural environment was used to create and analyze a TIN.  The rationale and thought processes that were used to determine the content of the TIN are described first, followed by a description of how the TIN was used in a layered analysis process to examine various courses of action to determine their impact on the overall effects over time.   Section 4 provides some observations and conclusions.  

2.0   TIMED INFLUENCE NETS


When an adversary in imbedded within a culture and depends upon elements of that culture for support, the effects of physical actions may influence not only the adversary, but the individuals and organizations within the culture that can choose to support, be neutral, or oppose the adversary.  Thus, the effects on the physical systems influence the beliefs and the decision making of the adversary and the environment in which the adversary operates.  Because of the subjective nature of beliefs and reasoning, probabilistic modeling techniques such as Bayesian Nets and their Influence Net variant have been applied to these types of problems.  .  


Influence Nets (IN) and their Timed Influence Nets (TIN) extension are abstractions of Probabilistic Belief Nets also called Bayesian Networks (BN) [8, 9]. BNs and TINs use a directed acyclic graph representation where nodes in the graph represent random variables, while the edges between pairs of variables represent causal relationships.  These random variables can represent various elements of a situation that can be described in a declarative statement, e.g., X happened, Y likes Z, etc.  


While mathematically Influence Nets are similar to Bayesian Networks, there are some key differences. BNs suffer from the often intractable task of knowledge elicitation of conditional probabilities. To overcome this limitation, TINs use CAST Logic [10], a variant of Noisy-OR [11, 12], as a knowledge acquisition interface for eliciting conditional probability tables. This logic simplifies knowledge elicitation by reducing the number of parameters that must be provided.  TINs are appropriate for modeling situations in which the estimate of the conditional probability is subjective, e.g., when modeling potential human reactions and beliefs, and when subject matter experts find it difficult to fully specify all conditional probability values.


To construct and use a TIN, the following process has been defined. It is illustrated in Fig. 1:

1) Determine the set of desired and undesired effects expressing each as a declarative statement that can be either true or false.  The point of view taken is that of the adversary. For each effect, define one or more observable indicators that the effect has or has not occurred.


2) Build an Influence Net that links, through cause and effect relationships, potential actions to the desired and undesired effects.  Note that this may require defining additional intermediate effects and their indicators.


3) Transform the IN to a TIN by incorporating temporal information about the time the potential actions will occur and the delays associated with each of the arcs and nodes.  


4) Use the TIN to compare different sets of actions in terms of the probability of achieving the desired effects and not causing the undesired effects.  Use the optimization algorithms to obtain the five best courses of action


5) Use the TIN to experiment with different timings for the actions to identify the “best” COA based on the probability profiles that each candidate generates.  Determine the time windows when observation assets may be able to observe key indicators so that assessment of progress can be made during COA execution.  
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Figure 1: Modeling multiple types of actions to effects.

In building the TIN, the modeler must assign values to the pair of parameters that show the causal strength (usually denoted as g and h values) for each directed link that connects pairs of nodes.  Each non-root node has an associated baseline probability that must be assigned by the modeler (or left at the default value of 0.5).  It represents the probability that the random variable will be true in the absence of all modeled influences or causes. The CAST logic is based on a heuristic that uses these quantified relationships and the baseline parameter to compute the conditional probability matrix for each non-root node. Finally, each root node is given a prior probability, which is the initial probability that the random variable associated with the node (usually a potential action) is true.  


When the modeler converts the IN into a TIN (step 4), each link is assigned a corresponding delay that represents the communication delay. Each node has a corresponding delay that represents the information processing delay.  Figure 2 shows a partially specified TIN. Nodes B and E represent the actionable events (root nodes) while node C represents the objective node (leaf node). The directed edge with an arrowhead between two nodes shows the parent node promoting the chances of a child node being true, while the roundhead edge shows the parent node inhibiting the chances of a child node being true. The inscription associated with each arc shows the corresponding time delay it takes for a parent node to influence a child node. For instance, event B, in Fig. 1, influences the occurrence of event A after 5 time units.

In building the TIN, the modeler must assign values to the pair of parameters that show the causal strength (usually denoted as g and h values) for each directed link that connects pairs of nodes.  Each non-root node has an associated baseline probability that must be assigned by the modeler (or left at the default value of 0.5).  It represents the probability that the random variable will be true in the absence of all modeled influences or causes. The CAST logic is based on a heuristic that uses these quantified relationships and the baseline parameter to compute the conditional probability matrix for each non-root node. Finally, each root node is given a prior probability, which is the initial probability that the random variable associated with the node (usually a potential action) is true.  


When the modeler converts the IN into a TIN (step 4), each link is assigned a corresponding delay that represents the communication delay. Each node has a corresponding delay that represents the information processing delay.  Figure 2 shows a partially specified TIN. Nodes B and E represent the actionable events (root nodes) while node C represents the objective node (leaf node). The directed edge with an arrowhead between two nodes shows the parent node promoting the chances of a child node being true, while the roundhead edge shows the parent node inhibiting the chances of a child node being true. The inscription associated with each arc shows the corresponding time delay it takes for a parent node to influence a child node. For instance, event B, in Fig. 1, influences the occurrence of event A after 5 time units.



[image: image2]

Figure 2:  An Example Timed Influence Net (TIN).

The impact of a selected course of action on the desired effects is analyzed with the help of a probability profile. Consider the TIN shown in Fig. 2. Suppose the following input scenario is decided: actions B and E are taken at times 1 and 7, respectively. Because of the propagation delay associated with each arc, the influences of these actions impact event C over a period of time. As a result, the probability of C changes at different time instants. A probability profile draws these probabilities against the corresponding time line. The probability profile of event C is shown in Fig. 3.  
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Figure 3: Probability profile for event C.

3.0   CASE STUDY


A case study was used to demonstrate the capability to develop and analyze courses of action. The specific issue that the case study addressed was stated as follows: given a military objective and a set of desired effects derived from statements of commander’s intent, develop and analyze alternative courses of actions (COAs) that will cause those desired effects to occur and thus achieve the military objective.  Specifically, the case study demonstrated the use of a TIN tool called Pythia that has been developed at George Mason University.  This demonstrated the use of the tool to create knowledge about an adversary and the population that potentially supports or resists that adversary and the use of the TIN to analyze various COAs.


A scenario was chosen based on the problem of suppressing the use of Improvised Explosive Devices (IEDs) in a specific province of Iraq, denoted as province D in the year 2005.   Specifically, it is assumed that IED incidents have increased along two main east-west routes between the capital town C of the province and a neighboring country M.  Both roads are historically significant smuggling routes.  


There were hundreds of documents about Iraq in general and D province in particular that were reviewed to get a better understanding of the situation.  The province includes substantial fractions of Kurdish, Shia, and Sunni populations as well as other minorities. It was noted that the northern route was in the predominantly Kurdish region and the southern route was in a predominantly Shia region.  A dynamic tension existed between these regions particularly with regard to the flow of commerce (overt and covert) because of the revenue the flow generated.  It was noted that some revenue was legitimate, but a significant amount was not and was considered covert.  Increased IEDs in one region tended to suppress the trade flow in that region and caused the flow to shift to the other.  Consequently, each region would have preferred to have the IEDs suppressed in its region, but not necessarily in the neighboring region.   The IED perpetrators needed support from the local and regional populations as well as outside help to carry out their attacks.  The support was needed for recruiting various individuals to help manufacture the IEDs and to carry out the operations necessary to plant them and set them off.   It was postulated that improving the local economy and the quality of the infrastructure services would reduce the local and regional support to the insurgents.  Of course, this required effective governance and willingness on the part of the workers to repair and maintain the infrastructure that in turn required protection by the Iraqi security and coalition forces. 


With this basic understanding, the following steps were taken to create the TIN.  First the overall key effects were determined to be 1) IED attacks are suppressed on routes A and B (note these were modeled as separate effects because it may be possible that only one of the routes may have the IED attacks suppressed), 2) Covert economic activity improves along each of the two routes.  3)  Overall overt economic activity increases in the region. 4) Insurgent fires are suppressed, 5) Local support for the insurgents exist and 6) Regional support for the insurgents exists.  Nodes for each of these effects were created in the Pythia TIN modeling tool.  It was noted that suppression of IED attacks on one route could have an inverse effect on the covert economic activity on the other, but each could improve the overall overt economic activity.  The suppression of the insurgent fires positively affected both covert and overt economic activity.  


The next step was to identify the key coalition force (Blue) actions that would be evaluated as part of the potential overall COA.  To be consistent with the level of model abstraction the follow high level actions were considered: 1) Blue coalition forces (CF) exercise their standard Tactics, Techniques, and Procedures (TPPs) (including patrols, searches, presence operations, and the like).  2) Blue Coalition Forces actively conduct surveillance operations.  3) Blue CF actively conduct Information Operations.  4) Blue CF continue to train the local Iraqi security forces and police.  5.  Blue CF broker meetings and discussions between various Iraqi factions (Green).  


Of course, it is not possible to just connect these actions to the key effects and, therefore, several other sub-models were constructed and then linked together to produce the final model. These models include a model of the process the insurgents must use to conduct IED operations, a sub-model for the infrastructure and economic activity, and a sub model of the political and ethno-religious activities.  In addition, it was recognized that the region was being influenced by outside sources, so these also were added to the model.  


The sub model of the insurgent IED activities was based on the concept of how the insurgents develop an IED capability.  They must have the IEDs, the personnel to carry out the IED operation, the communication systems to coordinate the operation and the surveillance capability to determine where to place the IED and when to set it off.  Each of these in turn requires additional activities.  For example, the personnel must be recruited and trained.  The IEDs must be manufactured, and this requires material and expertise.  Furthermore, the insurgents must be motivated to use their capability.  Much of this capability relies on support by the local and regional population and funding and material from outside sources.  The nodes and the directed links between them were added to the TIN model to reflect the Insurgents’ Activities.  


The economic and infrastructure sub-model included nodes for each of the main essential services: water, electricity, sewage, health, and education.  It also included financial institutions (banks, etc.) and economic activities such as commerce and retail sales of goods.  The nodes for the economic and infrastructure aspect of the situation were linked to the local and regional support as well as to the overall effect on the overt economic activity.  


Of course, the economic and infrastructure services will not function properly without the support of the Political and Ethno-Religious entities in the region.  Thus a sub-model for these factors was also included.  To do this, three facets of the region were considered: the religious activities including Shia, Sunni, and Kurdish (who are either Shia or Sunni) groups, political party activities (Shia, Sunni, and Kurdish), and the Shia, Sunni, and Kurdish activities within the government structure including the civil service and the police and law enforcement institutions.  The nodes for all of these activities were created and appropriate links were created between them. Links were also created to other nodes in the model such as local and regional support of the insurgents, economic activity and infrastructure development.  


Finally, the outside influences were added to the model.  These include external support for the insurgents, anti-coalition influences from neighboring countries, and external financial support for the local government and the commercial enterprises of the region.  All of these nodes were modeled as actions nodes with no input links.  With this model design, analysts could experiment with the effects of different levels of external support, both positive and negative, on the overall outcomes and effects.  


The complete model is shown in Figure 4.  The model has 62 nodes, including 16 nodes with no parents, and 155 links.  
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Figure 4: Complete model of the case study TIN.

Once the structure of the models was completed, the next step was to assign the values to the parameters in the model.  This was done in two steps.  First, the strengths of the influences (the g and h parameters on each link) and the baseline probability of each node were selected.  This may seem like a daunting task given the subjective nature of the problem and the number of links and nodes.  However, TINs and the Pythia tool limit the choices that can be made for these parameters.  For each link, the model determines the impact of a parent node on a child node first if the parent is true and then if the parent is false.  The choices range from very strongly promoting (meaning nearly 100%), strong (quite likely, but not 100%), moderate (50% or greater, but less than strong), slight (greater than 0% but not likely), or no effect.  The modeler can also select a similar set of inhibiting strengths ranging from very strongly inhibiting to no effect.  The second set of parameters is the baseline probabilities of the node.  These are set to a default value of 0.5 meaning that the probability of the node being true is 0.5 given no other influences or causes (we don’t know).  In many cases, the default value was selected.  


At this point it is possible, if not prudent, to perform some analysis on the model to observe its behavior.  We will describe this in detail shortly.  The final step in creating the TIN model was to assign the temporal parameter values to the nodes and the links.  The default value for these is 0.  With all values set to 0 the model is identical to an ordinary Influence Net.   The process for assigning the time delay values is similar to that for assigning the strengths of the influences and the baseline probabilities.  For each link, the modeler determines how long it will take for the child node to respond to a change in the probability of the parent node.  In some cases the change is instantaneous, so the default value of 0 is appropriate.  In others, a time delay may be expected.  Part of this process requires that the modeler establish the time scale that will be used in the model and thus what actual time length of one unit of delay is.  Any unit of measure can be selected from seconds to days, weeks, months or even years.  In this particular model each time delay unit was set to be one week.  In setting the time delay of the arcs, it may also be useful to set the time delay of the nodes.  Again the default value for this delay is 0.  This delay represents processing delay.  It reflects the concept that if there is a change in one or more of the parent nodes, once the child node realizes that the change has occurred, there may be some time delay before it processes this new input and changes its probability value.  


Once the complete TIN was created, a validation of the model was undertaken.  This was done by consulting with several subject matter experts who had been in the region and were familiar with the situation.  Each node and link was checked to see if the node and the relationships to and from that node made sense. In short, we were confirming that the overall structure of the model made sense.  Several suggestions were made and the changes were incorporated.  Once the structure had been vetted, then the parameters were checked.  This was done link by link and node by node.  First the strengths of the influences were checked, then the baseline probabilities, and finally the time delays.  


Once the TIN model was finished and validated, two levels of analysis were accomplished to demonstrate the utility of the approach.  The first level is the logical level.  This can be done without using the parameters because it only requires the structure of the model.  At this level of analysis the model shows the complex causal and influencing interrelationships between Blue CF, the external influence, the religious and political factions, the adversary (Red), and the local and regional population (Green).  This particular model shows that while Blue CF has some leverage, there are many other outside influences that also can affect the outcome of any actions that Blue may take.  The model identifies these influences and how they may help inhibit the progress that is made as a result of Blue CF actions.  Furthermore, the model shows relationships between the actions and activities of major religious and ethnic groups and effects on government activities (police, judiciary, public works and service, etc.).  It shows the impact of the adequacy of government and public services on support of the insurgency. It captures the IED development, planning, and employment processes and the impact of the other activities, the status of public services, and coalition interventions on those processes.  Finally the model captures interaction of IED attack suppression on two major trade routes (suppressing one route increases attacks on the other).  In short, the model has captured Blue’s understanding of a very complex situation and can help articulate concepts and concerns involved in COA analysis and selection.  


The second level of analysis involves the behavior of the model.  It is divided into a static quantitative and a dynamic temporal analysis.  The static quantitative analysis requires the structure of the model and the non temporal parameters to be set.  The temporal, time delay parameters should be set to the default value of 0.  This analysis enables one to compare COAs based on the end result of taking the actions in the COA.  In the Province D model, four major COAs were assessed as shown in Fig. 5. This table has four parts, an Action stub in the upper left corner, the Action or COA matrix to the right of the Action stub, an Effects stub below the Action stub, and the Effects matrix adjacent to the Effects stub. In the COA matrix, the set of COAs that have been evaluated are listed with an X showing the actions that comprise the COA.  The Effects matrix shows the corresponding effects as the probability of each effect.  
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Figure 5: Static Quantitative COA Comparison.

COA 1 was a baseline case in which only international interference and support to the insurgency occurs.  There is no action from the Blue CF, no external financial support to the infrastructure and the economy, and the religious and political factions are not participating in the governance of the area.  The overall effects are shown in the lower part of the matrix.  The results for this COA are very poor.  There is support for the insurgency and it is very unlikely that the IED attacks will be suppressed on either route. With an ineffective local government, the basic services are inadequate which encourages the support to the insurgency and there is little chance for economic increase.


COA 2 represents the case where external financial support is provided and the coalition forces are active both in presence operations and in conducting surveillance.  However, Information Operations, training of Iraqi forces and workers, and brokering of meetings and agreement between Iraqi factions are not occurring. In addition, the political and religious groups are not participating in positive governance and support to civil service.  In this case, there is some improvement compared to COA 1, but still there are many problems.  Local support for the insurgents is still very strong, although there is some suppression of the IED attacks and insurgent fires due to the activities of the coalition forces.  As a result there is some improvement in public services and an increase in covert and overt economic activity, due in part to the reduction in IED attacks and insurgent fires.  


The third COA contains all of the actions of COA 2 plus the addition of coalition force information operations, training of Iraqi security and police forces as well as civilian infrastructure operations and significant brokering of meetings and agreements between the various Iraqi agencies and factions.  The result is a significant improvement in the suppression of the IED attacks and insurgent fires due to the improved capabilities of the Iraqi security and police forces and the significant drop in the local and regional support of the insurgents.  There is also a significant improvement in the covert and overt economic activity.  However, there is little change in the adequacy of the public services, due primarily to the lack of effective participation of the Iraqi governance function.  


The last COA has all actions occurring.  In addition to the activities of the previous three COAs, COA 4 includes the active participation of the Iraqi religious and political groups in the governance activities.  It results in the highest probabilities of achieving the desired effects.  While there is still some likelihood or local and regional support for the insurgents (0.22 and 0.14, respectively), many of the IED attacks are suppressed as are the insurgent fires.  The result is significant increases in overt economic activity and moderate increase in the covert economic activity.  Public services are still only moderately adequate, with room for improvement.  


While the static quantitative analysis provides a lot of insight into the potential results of various COAs, it does not address the questions of how long it will take for the results to unfold or what should the timing of the actions be.  The dynamic temporal analysis can provide answers to these types of questions.  


Having created the TIN model with the time delay information, it is possible to experiment with various COAs and input scenarios.  Figure 6 shows an example of COA and input scenarios that illustrate such an experiment.  The second column of the Table in Fig. 6 shows a summary of the input nodes that were used in the experiment.  They are divided into two types, those listed as Scenario and those listed as COA Actions.  The scenario portion contains actions that may take place over which limited control is available.  These set the context for the experiment.  The second group contains the actions over which control exists, that is the selection of the actions and when to take them is a choice that can be made.  The last column shows the scenario/action combinations that comprise the COA/Scenario to be examined.  The column provides a list of ordered pairs for each Scenario Action or COA Action.  Each pair provides a probability (of the action) and a time when that action starts.  For example, the listing for the second scenario actions is [0.5, 0] [1.0, 1] which means that the probability of Country M and Country L interfering is 0.5 at the start of the scenario and changes to 1.0 at time = 1.  In this analysis, time is measured in weeks.    


The entries under the column labeled “COA 4a” mean that the scenario/under which the COA being tested is one in which there is immediate and full support for the insurgency (financial, material, and personnel) from international sources, and it is expected to exist throughout the scenario.  The same is true for support from Country S.  Countries M and L are modeled with the probability of providing support at 0.5 initially, but it immediately increases to 1.0 at week 1.  All of the COA actions are assumed to not have occurred at the start of the scenario, thus the first entry of each is [0, 0].  The coalition force (Blue) actions start at week 1 with a probability of 1.0, meaning that all of the elements of Blue actions start at the beginning.  With regard to religious activities, the Kurds begin at week 1 with probability 1.0.  The Shia and Sunni have a probability of 0.5 starting at week 10 and then increase to 1.0, becoming fully engaged at week 20.  In terms of political activity, the Kurds and Shia become fully active at week 1. The Shia become more likely to be active at week 10, fully active at week 20, then become less likely to be active at week 30 (probability 0.5) and then become fully active again at week 40.  Finally, the External Financial support begins at week 26.  

To see what the effect of this input scenario on several key effects, the model is executed and the probabilities of the key effects as a function of time are plotted as shown in Fig. 7.  In the figure, the probability profiles of four effects are shown: IEDs are suppressed on Routes A and B and Local and Regional support for the Insurgents exists.
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Figure 6: Dynamic Temporal Analysis Input.

Fig. 7 shows that the probability of suppression of the IED attacks on the two routes increases significantly under this scenario.  This means that the number of IED attacks should decrease, more on Route A than on Route B.  The improvement can be expected to occur more rapidly along Route A than along Route B by about 35 weeks or 8 months.   Route A is the northern route that is controlled by the Kurds and Route B is the southern route controlled by the Shia and Sunni.  This can be attributed to the rapid and steadfast political and religious activities of the Kurds as opposed to the more erratic activities of the others as modeled in the input scenario (Fig. 6).   Also note that it is expected to take 80 to 100 weeks (nearly 2 years) for the full effect to occur. Fig. 7 also shows a significant decline in support for the insurgents both by the local and the regional populace with the local support decreasing more as the situation with respect to governance and services improves. 
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Figure 7: Probability Profiles of Scenario (COA) of Fig. 6.

Of course it is possible to examine the behavior of any of the nodes in the model, by plotting their probability profiles.  This can increase the understanding of the complex interactions and dependencies that in the situation that have been expressed in the TIN model.  The TIN model provides a mechanism to experiment with many different scenarios and COAs.  Questions like what will happen if some of the Blue CF actions are delayed or what will happen if the Shia or Sunni decide not to participate after some period of time can be explored.  By creating plots of the probability profile of key effects under different scenarios, it is possible to explore the differences in expected outcomes under different scenarios.  This can be illustrated by changing the input scenario.  Suppose that it is believed to be possible to get other countries or external organizations to reduce the support to the insurgents by some means, for example diplomatic or military action.  It is postulated that we could reduce the likelihood of such support to about 50% but it will take 6 months to do this.  The results can be modeled by changing the input scenario of Fig. 6.  In this case the first line of Fig. 6 is changed from [1.0, 0] to [1.0, 0]  [0.5, 26].  All of the other inputs remain the same.  Figure 8 shows a comparison of effect of this change on the suppression on IED attacks along Route B.  The reduction in international support for the insurgents at week 26 can cause a significant improvement in the suppression of the IED attacks along Route B (and a corresponding improvement along Route A, not shown).  The improvement begins about 6 months after the reduction in international support or about 1 year into the scenario. Thus, decision makers may wish to pursue this option.  
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Figure 8: Comparison of the Effect of Different Scenarios.

4.0   OBSERVATIONS AND CONCLUSIONS

Creating TIN models of situations provides a representation of knowledge about a situation that is derived from an understanding of the capabilities of an adversary and the interactions and dependencies of that adversary with the local and regional social, religious, and economic condition.  Once created, the TIN model can be used to conduct computational experiments with different scenarios and COAs.  In a sense, it provides a mechanism to assess various COAs based upon comparisons of the change in the probability of key effects over time

It is important to emphasize that the purpose of these models is to assist analysts in understanding the potential interactions that can take place in a region based on actions taken by one or perhaps many parties.  It is not appropriate to say that these models are predictive. They are more like weather forecasts, which help us to make decisions, but are rarely 100% accurate and are sometimes wrong.   To help deal with this uncertainty, weather forecasts are continually updated and changed as new data become available from the many sensors that make a variety of observations in many locations. Since these models cannot be validated formally, the appropriate concept is that of credibility. Credibility is a measure of trust in the model that is developed over time through successive use and comparison of the insights developed through the model and the occurrence of actual events and resulting effects.  

The techniques described in this paper can make an important contribution to a variety of communities that need to evaluate complex situations to help make decisions about actions they may take to achieve effects and avoid undesired consequences.  The approach offers at least three levels of analysis, a qualitative evaluation of the situation based on the graph that shows the cause and effect relationships that may exist in the environment, and two levels of quantitative evaluation.  The first level of quantitative analysis is static, and shows, in a coarse way, what the likelihood of different effects occurring is given different sets of actions.  The second quantitative level is dynamic and shows how the scenario may play out over time.  The relevant aspect is that the approach allows the inclusion of diplomatic, information, military, and economic (DIME) instruments and highlights their cumulative effects.


The models can be used to illustrate areas of risk including undesired effects, and risks associated with the amount of time it will take to achieve desired effects.  It should also be noted that these models are not likely to be created on a one time basis.  It can be expected that the understanding of the situation will continue to evolve requiring updates or even new models to be created.  Perhaps the best contribution is that the technique offers a standardized way to analyze and describe very complex situations.   


During the ten years that such models have been applied to different domains and problems, a number of lessons have been noted.


The first lesson is that these models are best suited to addressing issues at the operational/strategic level and are unsuitable for the tactical level. At the tactical level, we need to expand the range of attrition-type combat models to include the influences of the whole spectrum of instruments of national power. A very difficult issue is the determination of the interactions among the various instruments. For example, what is the effect of a diplomatic initiative when coupled with information operations and should the latter precede, be concurrent or follow the former?


The second lesson is that consideration of temporal issues is critical to the understanding of effects based operations applied to transnational terrorist networks. While the results of conventional military operations focused on attrition may be well understood, it is very difficult (not enough data yet) to estimate how some of the non military actions will affect the future recruitment by the terrorist organization. Even issues such as persistence are not well understood and, certainly, not quantified yet.


The third lesson is a critical one. It is much too early to establish general purpose TIN  models that can be applied to different circumstances by changing the contained data. It is not even clear that this is a desirable approach or one that is technically sound for this class of problems. Rather, the way the technology and the tools are developing is to provide the analysts the capability to put together models (in a given domain about which the analyst is knowledgeable and for which SMEs are available) to address specific issues in the order of several hours. This approach has been tried successfully at the Global War games at the Naval War College in 2000 and 2001. At this time, the state of the art has taken two directions: (a) the development of template TINs for routine analyses and (b) the extraction directly from unstructured data using ontologies draft TINs that the analyst or modeler can then improve.
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Abstract 

The contemporary operations environment involves constant contact between military units and local populations. It is therefore necessary that the human terrain be properly represented in the synthetic environments used for military training and experimentation. This paper presents the results of two knowledge elicitation activities. The first was conducted with Canadian Army training experts to assess which features  would be desirable in a tool to simulate civilian “patterns of life”. The second activity was conducted with military personnel who were deployed in  different operations around the globe, in order to document their observations  of civilian activity in different areas of the world.

1.0
Introduction

Modelling the “human terrain” has drawn the interest of a growing community of defence and security researchers in recent years. The topic has imprecise boundaries however as in different contexts it can either refer to research in anthropology, sociology, psychology, geography, computer science or a combination of these disciplines. One of the most visible efforts in the military domain has been the Human Terrain System project initiated by the U.S. Army Training and Doctrine Command (TRADOC) [1]. Significant effort has also been invested in modelling crowds for security purposes [2]. In the military simulation community the topic is also being referred to by various other appellations such as “brown noise”, “clutter”, “pattern of life” or “cultural modelling” for example. Described in such wide terms, the problem of modelling civilians includes many disparate dimensions that appear particularly difficult, if not impossible, to integrate in a single model.

In recent years many software tools have been introduced to help military trainers and decision makers simulate civilian populations and crowds in the context of military operations 
 ADDIN EN.CITE 

[2-5]
. Many of these tools can be integrated with existing simulations and wargames by using standard interoperability protocols such as DIS or HLA. Typically, civilians are represented by these programs as individual agents that behave according to sets of behaviour rules, often dependent on their perception of the environment. These tools provide user interfaces that typically offer a certain degree of control over the simulated civilian actors. In parallel to the development of civilian simulators, researchers have created several cognitive frameworks to model civilian reactions and decision making 
 ADDIN EN.CITE 

[5-8]
. The idea is to provide a common structure to model entire classes of human behaviours. 

One common frustration in the field is the scarcity of data available to create and validate civilian behaviour models. Often,  the cognitive frameworks designed for behaviour modelling  remain to be filled with the metrics appropriate for each  context. On the users’ side, it is often perceived that these  metrics, and the data that backs them, should be provided  by the researchers. On their side, the researchers often argue  that the users know best about their own particular context of  operation, and that they are in a better position to fill in the  blanks, using their own intelligence and experience.

Because of the risks inherent to zones of conflict, the collection of live data on civilian behaviour is practically impossible.  The lack of direct and repeated observations limits the extent to which validation can be conducted. In that context, letting the algorithms decide when and where certain collective phenomena should occur, such as spontaneous gatherings, or the onset of violent behaviour, would be arbitrary.

The research presented here does not focus on any specific tool or cognitive model. The work presents the requirements for a simulation of civilians as determined from the current needs of the Canadian Land Force, in particular within the domain of wargame-based training and experimentation.

The most obvious gap that appeared initially in the Canadian Land Force synthetic environments was the scarcity of civilian populations, and the inaptitude of the wargames to represent proper civilian demographics. It has been pointed out by Wong [9] that because civilians in wargames are often represented in artificially low numbers – sometimes underestimated by orders of magnitude – distortions will necessarily appear in the tactical and strategic outcomes of such exercises. While estimating potential civilian casualties is not the least of these gaps, a few others can be pointed out, such as:


· Identifying the difficulties military forces may face in densely populated areas, including both operational factors such as obstructions and interactional factors such as angry crowds.


· Obtaining realistic force structure requirements for operating in these environments, depending on the number and stance of the civilians present.


· Characterizing how real-life interactions between military forces and civilians can impact the realization of mission objectives.


· Recognizing how certain patterns in civilian activity can reveal information about the environment that might not be visible otherwise, the presence of hidden insurgents for example.

It is reasonable to expect that civilian traffic will affect the realism and outcome of convoy operations (Figure 1). Also, without any civilians, target aquisition and identification can become unrealistically straightforward. In an environment empty of normal human activity the level of uncertainty is in fact artificially reduced (see Figure 2). Seen from higher levels of decision, these phenomena will have operational and strategic consequences. 

This paper presents the results of two knowledge elicitation activities. The first was conducted with Canadian Army training experts to assess which features would be desirable in a tool to simulate civilian “patterns of life”. The second activity was conducted with military personnel who were deployed in different operations around the globe, in order to document their observations of civilian activity in different areas of the world. While it is difficult to derive algorithmic models of human behaviour from such observations, they can however reveal recurring patterns in civilian activity across the world.
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Figure 1: Military convoy in a densely populated area.
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Figure 2: Two views of a narrow street in a virtual simulation (VBS2). The view of the busy 
street (right) shows a richer and more environment than the empty one (left), 
with an increased level of uncertainty.

2.0
knowledge elicitation activity I: Requirements for a civilian simulatoR


In early 2009 a series of interviews were carried out with Canadian Land Forces staff and contractors involved in training exercises. The objective was to assess which features would be desirable in a civilian simulation tool. The participants included developers, training supervisors and other subject matter experts on approaches to training both with the Joint Conflict and Tactical Simulation (JCATS) and with Virtual Battlespace 2 (VBS2). JCATS is a constructive simulation with a 2D map interface while VBS2 is a serious game (also called virtual simulation) that reminds of first person shooter (FPS) games (see Figure 2). These wargames are used for the majority of simulation-based exercises organized by the Canadian Army.


The interviews were intended as an exploratory exercise and were not restrained to a predetermined set of questions. The comments obtained in each interview were subsequently re-organized along the themes of interoperability, user interface and modelling. This structure is reflected in the subsections below.

2.1
Requirements Related to Behaviours and Emergent Phenomena

For military training a phenomenological approach to behaviour representation is a viable alternative to a more comprehensive cognitive approach. A main objective of training by constructive and virtual simulation is to create situations where learners have to make decisions based on a combination of competing factors. These factors are determined by the training authority. For that purpose it is thus preferable to program simple descriptive behaviours that give rise to expected emergent phenomena (e.g. citizens going to a same market will naturally create a congregation; many cars heading downtown will create a traffic jam on a large scale). Table 1 gives a summary of the civilian phenomena, including some individual behaviours, that came up during the requirements gathering activity.


It is convenient to distinguish between behaviours that are either “ambient” or “triggered” behaviours. Ambient behaviours include examples from Table 1 such as “Stand around”, “Carrying large items” or “Haggling or Negotiating”. Some events in the simulation however should trigger responses different than those default ambient behaviours. In zones of conflict, an important category of events that can trigger sudden responses are weapons effects such as explosions, weapons discharge by a shooter or bullet impacts.


It was also mentioned however that there is still a need to trigger certain ambient phenomena depending on the time of day, to reproduce the changing dynamics of a town as the day advances. Such a capability becomes important in the context of exercises that last continuously over several days, in order to convey an impression of permanence of the population, and to ease the task of the operator who would otherwise have to perform a large number of timed, mundane tasks.


On top of the requirements enumerated here, the validation of the basic attitudes of pedestrians remains another challenge. When interrogated, training experts have emphasized that a process needs to be in place to show behaviours to intelligence staff and armed forces personnel coming back from deployment, in order to get feedback on whether the representations that are used are appropriate or not. This is why our research has recently focused on documenting civilian activity in different areas of the world through interviews with military personnel who were deployed in different operations around the globe. While this knowledge elicitation process cannot directly provide formal behaviour models , it can however reveal recurring patterns in civilian activity across the world. This exercise can be seen as cataloguing the geotypical and geospecific patterns of the human terrain. This analogy is particularly interesting for the training of military decision makers. Klein [10] has indeed argued in his Recognition-Primed Decision (RPD) model that pattern recognition is essential to making decisions under pressure, and that in training one solution is to teach novices to recognize the same patterns that experts use in making their decisions.

Table 1: Types of behaviours suggested by Canadian military training experts in the requirements collection activity. A suggested level of detail has been added for the applicability of each, 
covering broad (B), medium (M) and fine (F) scales. (A) is for “All scales”.


		Behaviour Type

		Description

		Scale



		Stand Around

		Just hanging around.Minor motion relative to other agents.

		A



		Walking Around

		Walking around a specific neighbourhood. Perhaps driven by a maximum distance from origin.

		A



		Small Groups Talking

		Small congregations with dialogue, then breaking up and reforming.

		A



		Flee randomly

		Fleeing from local cause for alarm.

		A



		Crowding

		Any group gathering, density function driven, no specific cause.

		B



		Watching / Curiosity

		Watching some target with some attention. Curiosity may spread to nearby agents.

		M,F



		Protesting

		Similar to watching but posture more assertive to aggressive and ambient noise loud.

		M,F



		Subtle Move Towards 

		Trying to get closer.

		M,F



		Subtle Move Away

		Trying to put distance between.

		M,F



		Carrying Large Items

		Moving carefully with large items, children in arms. Noticeably different movement patterns.

		M,F



		Directing Behaviour

		Traffic cops. Mothers at children. Religious figures at everyone. Directedfigures may modify behaviour.

		M,F



		Flee with intent

		Fleeing towards a specific point, either a known safe-haven or a goal

		M,F



		Inciting

		Trying to change behaviour status of surrounding agents (e.g. calm


them down, make them angry).

		M,F



		Screening

		Trying to keep between us and it. It might be a building, an individual or a group

		M,F



		Walking along road edge

		Pedestrian behaviour without inappropriate interactions with cars.

		M,F



		Sit / Stand / Kneel / Lie

		Modification to behaviour. Possibly triggered by events.

		F



		Cowering

		Physically submissive, quiet.

		F



		Helping / Healing

		Medic behaviour.

		F



		Haggling or Negotiating

		Talking to merchants for a set amount of time, then exchanging goods or cash for goods.

		F





2.2
Interoperability Requirements

In the Canadian context, a civilian simulator must interoperate with tools such as JCATS and VBS2 as well as various middleware used for maintenance and data logging. Consequently, it was recognized by the participants that for most applications, a dedicated piece of software would be required for simulating civilians, rather than a set of scripts specific to an already existing simulation. As a result, some requirements are specific to the good interoperability of the software with the simulations on a network.


Terrain compatibility is a recurring issue in interoperability. Because a civilian activity simulation would be an add-on rather than a full-fledged wargame it should not introduce an additional terrain format. Such a simulation should rather import standard GIS data or even more specific formats such as VBS2 terrain files or OpenFlight models.


Another capability that was repeatedly mentioned by subject matter experts (SMEs) is the ability for a human controller to “jump” into an automated civilian and impersonate it using VBS2 for example. This comes from the need to represent enemies hiding in civilian groups so that they blend into the background population.


2.3
User Interface Requirements

It was made clear by the participants who were interviewed that a civilian simulation should be interactive, with a human operator having the possibility to control groups or individuals directly if needed. If a human-in-the-loop approach is to be used it means the human controller will make some decisions in place of the simulated civilians (e.g. trigger small gatherings, direct marches). It is thus important for the user interface to allow a good level of immersion in the environment, and to offer effective tools to quickly add/remove civilians, individually or en masse, and modify some individual or collective attributes. Also, in typical training events and even in experimentation, changes are often made on the fly to the scenarios to accommodate last minute adjustments. Therefore it is essential that a civilian simulation tool be able to adapt the civilian landscape to these changes.


In line with other military simulations, the interface map has to present a grid system with readable coordinates (e.g. a grid overlay or a pointer-coordinate system). The proper reporting of the time of day and weather are also essential.


If the civilian simulator is to make use of standard geographic data files for input it is essential that it has the ability to encode the environment according to the civilian activity that is expected to occur in those areas. The idea would be to encode the existing terrain features, not create new ones. For example a polygon would label a zone on the map as a market place, so that civilian agents reaching that area can adapt their behaviours according to that context.


To favour agility, it is also important that means exist in the simulator to quickly create populations, groups and individuals on the map. Once these civilians are created, it becomes important to be able to change their behaviour rapidly, and selectively, if needed. One approach that was favoured is the use of brushes to “paint” moods and behaviours on already existing agents. It was preferred by the experts interviewed that these brushes only modify the mood (e.g. increasing fear, or aggressiveness) temporarily with behaviours, slowly returning to normal. Although permanent modifications would be desirable as well, it was perceived that in the rapid pace of an ongoing exercise, it might be better not to have to think about reverting these civilians back to their normal state manually.


A behaviour building interface was deemed essential by most interviewees. However, few had a clear idea of what form that interface should take. This could be due to the fact that behaviour specification is not undertaken by experts at the level of the ones we interviewed. Also, it is possible that the activity of specifying behaviours is more difficult to visualize because it does not take place in space, like creating or modifying civilian entities.

3.0
knowledge elicitation activity II: civilian behaviours across the world

Modelling civilian activity is difficult in part because of the lack of source data to help build the models. This is paradoxal since each one of us participates in one way or another to civilian activity on a daily basis by going to work or attending public events for example. Moreover, experience of civilian activity in foreign countries is widespread, especially in the military. A knowledge elicitation process was thus initiated, involving tens of hours of interviews with Canadian military personnel who have been deployed in theaters across Africa, Asia, Europe and the Americas (see Figure 3). That process has provided many previously unknown parameters, allowing to characterize some basic features of the civilian background activity in different regions of the world and to distinguish likely activity patterns from less likely ones.
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Figure 2: Areas of the world covered in the interview process.

In what follows we provide a preliminary analysis of those interviews and the input they provide for modelling civilian activity. We grouped the information in sections related to individual and group behaviours, traffic patterns and the presence of animals. We felt that this structure was the most natural for the reader interested in building models of civilian activity. The interviews have provided important insights on other considerations such as the characteristics of the urban landscape in different cities across the world as well as accounts of multiple real-life vignettes which provide insight on the conduct of operations in urban environments.


3.1
Individual Behaviours

Interviews with subjectmatter experts have shed light on how individual behaviours vary across the spectrum of conflict. Although there existmany variations on this concept – each military organization having its own construct it seems – they all refer to the same idea of a one-dimensional intensity scale ranging from humanitarian aid to all-out war. As expected, we found that civilian activity is almost exclusively relevant to the first half of the spectrum, up to the level at which the “three-block war” concept applies  [11]. In higher intensity conflicts civilian populationswill either have been evacuated, have left the affected areas themselves or be in hiding (recent examples are Operation Medusa in Afghanistan (2006) or the second offensive on Fallujah in Iraq (2004)).


An important feature is the adaptation of civilians to the intensity of conflict. As a conflict suddenly intensifies the activity in a town might shut down completely at first, but only temporarily. In Bosnia and Herzegovina citizens of besieged urban areas were observed to go about their daily business under sporadic mortar shelling and sniper fire. Another form of adaptability is also observed as civilians get used to the sight of military units in their environment and become indifferent to them. One officer familiar with the theatres of Haiti and Afghanistan confirmed this tendency in both countries. Generic indifference has also been reported for all the theatres we investigated. The adaptation time depends on the number and frequency of sightings. We do not have a quantitative evaluation yet but in densely populated environments it has been reported to be of a few days and less than a week. As such it seems plausible that this feature is universal.


While indifference towards military presence is a dominant feature, it is not to say that hostility is not observed. Hostility was encountered by most of our interview participants, although it was often difficult for them to describe how it was manifested. We found that, while being obvious to the observer, hostility is often conveyed through subtle, non-verbal cues: stern looks or avoidance of eye contact, absence of response to friendly waving. Explicitly hostile gestures were seen only in uncommon cases where a hostile crowd would form (see next section). We believe it is in the most visually realistic wargames that the representation of such background hostilitywill be the hardest.While the icons in a constructive simulation can be given different shapes or colours to signify changing emotions, believable 3D representations of facial expressions is still in its infancy and is an active area of research in computer graphics, animation, and cognitive science. Moreover, the screen resolution at which virtual simulations are played would probably not allow perception of these subtle expressions.


Another exception to the indifference rule are the gatherings of children around vehicles or groups of soldiers on foot. While these are often depicted in the media, our results indicate that they are not so common and seem to happen mostly in the countryside. The recent policy of the Canadian Forces has also been to distribute presents to responsible adults rather than directly to children, which might have reduced the occurence of such swarming. Small groups of curious bystanders will also gather whenever a soldier engages in conversation with a civilian in a public place.


Attacks with improvised explosive devices (IED) have been common during the current mission in Afghanistan and some of the soldierswe interviewed had witnessed such events. We found out that the hypothesis we had made of an initial outflow of people fleeing the proximity of the deflagration, followed by a subsequent inflow of curious people from nearby areas was correct. The return of people to the scene seems to happen in the 5 to 15 minutes following the event and the density of people gathering will depend on how densely populated the area of interest is. The desire of incomers to see what happened willmotivate some of themto climb up the walls of compounds and the roofs of buildings, which can add to the risk perceived by the soldier. It has also been reported to us that as word of mouth spreads people from as far as a kilometer away could be observed converging to the scene of an explosion or accident. This phenomenon plays an essential role in determining how fast a security cordon must be established following an IED detonation.


From what we have gathered the description of individual behaviours in the above paragraphs seems valid across the cultures we surveyed. One aspect that varies significantly however is the visual appearance and the composition of the population that is visible on the streets. While in most countries the proportion of men and women is equal, in some cases the proportion of women is lower. In a typical Afghan urban area it is estimated that women comprise only about 20% of the pedestrian crowd; the rest is made of men and boys. In the countryside the propoprtion of women seen outside is higher.


3.2
Behaviours Specific to Crowds

Not only do demographics vary between regions, but different subgroups of a population will also have different ambient and responsive behaviours. Since the end of the 19th century there has been a growing interest in figuring out how crowds behave  [12]. As military organizations have shifted their focus to operations other than war in the last few years, there has been a sharp increase in crowd research from the points of view of security and defense.


Apart from appearing critical, the problem of modelling crowd behaviour is also notoriously difficult for two reasons. First it involves feedback mechanisms that are poorly understood. Second, interactional dynamics withmany agents in a crowd mean that computational demands will be extreme.


One should distinguish between the behaviours specific to an organized crowd and the collective effects caused by the addition of independent agent behaviours. In some cases pedestrians can independently converge in the same area. One example is the gathering phenomenon following an explosion as described in the last section. However there is arguably more to an organized crowd than the sum of its individuals and characterizing that distinction is where the challenge lies. Nevertheless, it seems from the data we gathered that the formation of organized crowds occurs relatively rarely.


Most of the crowd gatherings that have been described to us were triggered following road accidents, often when a pedestrian was hit.While some incidents reported to us involved collisions between military and civilian vehicles, others involved only civilian vehicles that were encountered by military convoys after the fact. We were told that in tense contexts the presence of a foreign military unit on the site of an accident, be it involved in the accident or only helping, might possibly lead to a hostile response from the gathering crowd, although rarely violent. Hostililty could be a consequence of a misinterpretation of the situation. Onlookers arriving where an accident occured might jump to conclusions and accuse the military of being responsible. Through word-of-mouth a rapid flow of information follows. This contagion effect is characteristic of crowd dynamics.


Only two cases of outwardly violent gatherings were reported to us, one in Kabul and the other in Kinshasa. In one case an official, non-armoured vehicle was attacked by a handful of angry teenagers armed with sticks. In the other a few hundred angry adults converged on a barricaded military compound and started throwing rocks inside. For the officers involved, each incident was a once-in-acareer occurrence and both required the use of firearms in a non-lethal way as means of dissuasion.


These accounts indicate the importance of doctrine addressing crowd violence. They do not constitute sufficient data however to attempt building a crowd violence model. Nevertheless it indicates the need in a civilian activity model to be able to trigger a violent state for agents in circumstances that should be determined by the human who is designing the training scenario.


3.3
Traffic Patterns


Our interviews indicated a uniformity in the traffic patterns observed in developing countries. These patterns stand in contrast with traffic as it is observed in industrialized countries. In regions where minimal infrastructures have to handle larger numbers of vehicles than they have been built for, there is a tendency for drivers not to stick to the rules of traffic. Lane divisions for example are disregarded and rights of way seldomrespected. On busy streets in densely populated regions, especially in commercial areas, it is also common that pedestrians will overflow on each side of the road, creating a bottle neck for vehicle traffic. Jaywalking is also common, especially in blocked traffic. The consequence of these observations on modelling is that a lane-based model of traffic flow is not a valid option and that vehicle agents should use avoidance algorithms similar to pedestrians. The interaction of vehicles and pedestrians also has to be taken into account.


Another pattern observed in developing countries is the way inter-city shipping trucks are often organized in convoys. One of our interview candidates has pointed out that he had observed this phenomenon both in Haiti and Afghanistan. “Tens and tens” of trucks will be aligned together, followed by a cohort of cars stuck behind. When they pass through towns they typically remain together and just stream in. Bottlenecks develop where, as trucks are entering cities, cars will also make their way around them, slowing themdown further. There also come stretches of time during the day where there is only car traffic because the trucks will have left earlier for the day. There will be some odd trucks by themselves here and there, but most of the time they travel in convoys.


Another common feature of traffic in developing countries is how every vehicle is usually full, either with passengers or, for trucks, with merchandise. More people per vehicle means more people on the road for the same number of vehicles. In other words, an explosion in the middle of a traffic jam might be more deadly in Kinshasa than in Montreal, where cars often carry a single person.


3.4
Presence of Animals

Most interview candidates indicated that animals had been a minor concern in their deployments. In markets most animals are tied up or kept in pens.


In the countryside it was indicated that animals can be observed at night. They are especially visible in the desert. However it was pointed out that after a short time on deployment soldiers could easily distinguish the infrared signatures of animals from those of humans.


4.0
CONCLUSION

The two knowledge elicitation activities that were conducted provide guidelines on how to implement a simulation of civilian activity for the benefit of soldier training.


There are four main recommendations related to the simulation software itself: 


1) A simulation of civilian activity must be an independent module that can interoperate with other wargames through one of the standard interoperability protocols.


2) A representation of individual civilians is necessary to offer the best visual realism in virtual simulations such as VBS2. An agent-based solution is therefore the best approach.


3) There is a need for an application that allows a direct control over the civilians, in real time as the scenario unfolds.

4) In order to facilitate the creation of training scenarios and to provide good performance on the hardware available at typical training centers (non-clustered high-end PCs), the artificial intelligence models must both be simple and predictable.

The series of interviews conducted with Canadian military personnel indicate that certain patterns of civilian activity can be generalized to several countries at once (e.g. traffic patterns in developing countries) while others are specific to certain areas (e.g. street demographics in Afghanistan). Categorizing these geo-typical and geo-specific features, and determining how they influence military decision making, will be our next area of investigation.
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Abstract


This paper presents how information organizational structures with point-to-point communication structure impact team coordination in a distributed task-asset allocation problem.  A key distinguishing characteristic of this problem is that each DM knows only a part of the weight matrix and/or controls a subset of the assets.  Here, we extend the distributed algorithm developed for blackboard communication structure in [11] to the point-to-point communication structure. Our results indicate that edge organizations with horizontal and vertical information structures exhibit shorter delays than block diagonal and checkerboard information structures.


1.0
INTRODUCTION

The optimal organizational design problem is primarily one of finding the structure, viz., decision hierarchy, asset-task allocation, role definition, grouping DMs into organizational cells, and specifying coordination and synchronization mechanisms, viz., tactics, techniques and procedures, such that the organization achieves superior performance in executing a specified mission [1], [2].  In the face of environmental stressors and mission changes (such as time stress, delayed and uncertain information, the emergence of unforeseen tasks, new technologies, different strategic options on the part of one’s adversaries, etc.), organizations must be flexible to maintain superior performance.  By flexibility, we mean the attributes of robustness (i.e., the ability to maintain short-term performance in the presence of environmental changes through process modifications), and adaptivity (i.e., the ability to maintain high quality performance in the presence of mission changes by adjusting decision processes and team structures).  Motivated by the mission planning and monitoring activities associated with the Navy’s maritime operations centers (MOC), we are developing analytical and computational models for multi-level coordinated mission planning and monitoring processes associated with MOCs, so that they can function effectively in dynamic, asymmetric, and unpredictable mission environments.  MOCs emphasize standardized processes and methods, centralized assessment and guidance, networked distributed planning capabilities, and decentralized execution for assessing, planning and executing missions across a range of military operations [3].  


In [11], we considered a distributed assignment problem with partial information as a simplified and abstracted version of the collaborative planning problem.  In this problem, each DM only knows the partial elements of the benefit matrix, but can communicate relevant information with other DMs via blackboard(s) (information sharing space) as constrained by the organizational structure.  Each DM “owns” a set of assets and is responsible for planning certain tasks.  Each task is characterized by a vector of resource requirements, while each asset is characterized by a vector of resource capabilities (see Fig. 1).  Multiple assets (from the same DM or multiple DMs) may be required to process a task.   The similarity between the task-resource requirement vector and asset-resource capability vector determines the accuracy of task execution.  In addition, the elements of task-resource requirement and asset-resource capability vectors may be affected by the mission environment (e.g., weather), and there may be precedence constraints on tasks.   This leads to a stochastic allocation problem of matching the task requirements with the asset capabilities to maximize the task execution accuracy. 
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		Surface warfare
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Figure 1: Illustration of task-asset matching problem.

We considered four types of partial information structures, viz., horizontal, vertical, block diagonal and checkerboard patterns. We showed that the distributed organization can collaboratively reconstruct a centralized solution by transmitting local information, viz., bid, best profit and second best profit, to the blackboard(s).  This paper extends the results of [11] to point-to-point communication structure.  We show empirically that the blackboard communication structure exhibits faster information sharing among DMs than the point-to-point communication structure.  This is because the point-to-point communication can result in significant time delays in propagating the global information due to many communication iterations among DMs, viz., multi-hop information propagation [4], [5].  


The paper is organized as follows.  The organizational model and the information structures considered in this paper are described in section 2.  In section 3, the distributed auction algorithms for the four information structures are developed.  Performance results for the algorithms are given in section 4.  The paper concludes with a summary and future research directions in section 5.


2.0
inFORMATION AND COORDINATION STRUCTURES

2.1
Information Structure and Organizational Models

We considered four information structures: horizontal, vertical, block diagonal and checkerboard (block matrix) structures (see Fig. 2).  Let ((( denote entities for the reverse auction algorithm.  In the horizontal (vertical( information structure, each DM knows certain rows (columns( of the benefit matrix corresponding to a set of tasks (assets(.  In the block diagonal information structure, each DM knows the benefits for his own task-asset pairs while the coordinator knows the benefits for the rest of the task-asset pairs (de-confliction among DMs is inherent in the structure).  In the checkerboard information structure, each DM has its own assets and tasks, but with significant overlaps in both rows and columns.  In this structure, each DM knows the benefits for his own task-asset pairs, but needs to coordinate horizontally and/or vertically to share the bid information.  The information structure for the traditional assignment problem, where each DM knows the entire benefit matrix, is termed the centralized information structure.
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Figure 2: Information structures: (a) Horizontal; (b) Vertical; (c) Block diagonal; (d) Checkerboard.


The four information structures above correspond to a number of organizational models found in practice, viz., divisional, functional, hybrid and matrix organizations [1].  In a divisional organization (akin to the horizontal information structure), each DM “owns” all the necessary assets (corresponding to columns).  Typically, the activities conducted by the members in this organization are restricted to certain geographic areas of responsibility (see Fig. 3).  Thus, DMs are responsible for their respective tasks, but this may lead to operational inefficiencies when the task distribution among geographic areas changes.  On the other hand, DMs in the functional organization (akin to the vertical information structure) control a single asset type having specialized knowledge of them, and perform a specialized set of tasks (all the tasks in the rows) (see Fig. 3).  Thus, the activities of a functional organization may span multiple geographic regions.  This structure leads to operational efficiencies within those DMs, but it could also lead to a lack of communication and coordination between the disparate functional DMs within an organization, making the organization slow and inflexible.  The matrix structure (akin to the checkerboard information) groups DMs by both function and division so that they can take advantage of both structures, i.e., operational responsiveness of a divisional structure and efficiency of a functional structure.  DMs must work with each other (both row-wise and column-wise), and collaborate to accomplish their activities; these activities require a great deal of time, communication, effort and skill to collaborate with other DMs.  In the hybrid structure (akin to a block diagonal information structure), each DM mainly allocates his own assets to his own tasks, except that the coordinator facilitates supporting-supported relationships among team members.  The four information structures provide a range of possible organizational constructs for evaluating the distributed auction algorithms [11].


[image: image3.png]Divisional (row-wise) Functional (column-wise)

A1 j™ Asset of a DM k







Figure 3: Information-based organization structures.

2.2
Point-to-Point Communication Structure

There are two aspects of coordination: communication, i.e., how the team of DMs ‘shares bidding information’ and organization, i.e., how the team is ‘wired for control’.  Here, we consider a parallel organization structure
 with all DMs at the same level.  For the communication structures, we considered the blackboard communication structure in [11]; the point-to-point communication structure is considered in this paper.  Suppose there are M DMs, where M = m (l( for the horizontal (vertical( information structure; M = (m + 1) for the block diagonal information structure, and M = (m × l) for the checkerboard information structure.  Here, m is the number of DMs row-wise and l is the number of DMs column-wise.  Let Dk{•••} = {bid, best profit, second best profit}k be the bidding data set of DM k, where ‘•’ denotes the transmission status of bidding data.  For example, Dk{111} denotes that the transmitted data set includes the bid, the best profit and the second best profit, respectively.  In the point-to-point communication structure (see Fig. 4), neighboring DMs communicate with each other row-wise (column-wise) to share their bidding data sets.  Specifically, DMs communicate vertically (horizontally) with single-hop neighboring DMs toward or away from the median DM row-wise (column-wise) to send the bidding data set or to pass the final bidding decision of the median DM to the neighboring DMs, respectively; the median DM is the control DM getting bidding information from all DMs and this DM coordinates the bids vertically (horizontally), i.e., 
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= ⌈l / 2⌉).  We assume that DMs communicate column-wise first, and then communicate row-wise for the block diagonal and checkerboard information structures.  The accumulated bidding data set of DM k from left/top to right/bottom (see Fig. 4) is
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The bidding data set reaching 
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Then, the overall bidding data set at the control (median) DM is 
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Figure 4: Point-to-point communication structure (row-wise and column-wise).

2.3
Parallel Organizational Structure

For the point-to-point communication structure, we also consider a parallel (single-level tree) structure.  We define three DM types: 1) the root DM, R is the topmost DM with no superiors and is also the control DM; there is exactly one root DM in a tree, e.g., DM3 in Fig. 5 (a) and DM3.3 in Fig. 5 (b); 2) leaf DM has no subordinates, e.g., DMs 1, 2, 4 and 5 in Fig. 5 (a), and all DMs except DM3.3 in Fig. 5 (b); 3) rank h is the number of levels from the bottommost DM to the root DM (including the root DM level) and h* is the highest rank.  Note that we designate the row-wise/column-wise median DM as a superior/root DM, while the bottommost/rightmost DM is designated as a superior DM in the blackboard communication structure since the location of the control DM is critical in the point-to-point communication structure.  In the parallel structure (see Fig. 5), each DM shares the same horizontal position of power and authority, except the root DM who decides on the best bid by receiving the entire accumulated bidding information, and DMs communicate sequentially with only single-hop neighboring superior/subordinate DMs.  Note that the bidding data set of the root DM for the parallel structure is the same as in (3).
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Figure 5: Parallel organizational structure for (a) horizontal 
and (b) checkerboard information structure.

2.4
Parameterization of Information and Parallel Organizational Structures

We parameterize the performance of each pair (information structure, organizational structure) by a function f((, ()
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where t(centralized) is the centralized auction (termed the normal auction) time with centralized information structure;  t((, () is the distributed auction time for the combinations of structures considered here: {(α1, µ1), (α2, µ1), (α3, µ1), (α4, µ1)}. Here (1, (2, (3 and (4 denote horizontal, vertical, block diagonal and checkerboard information structures, respectively; and (1 denote parallel organizational structure.  The performance (speedup) is the ratio of (sequential) normal auction time and the distributed auction time.  Efficiency is the ratio of speedup and the number of DMs.  The relative performance measures (computation and coordination delays) are measured via numerical simulations in section 4.

3.0
AUCTION ALGORITHM WITH VARIOUS INFORMATION STRUCTURES

See Table 1 for variable definitions in this section.

Table 1: Variables used in the Distributed Auction Algorithms.


		Variables

		Definitions

		Used ina

		Variables

		Definitions

		Used ina



		(

		The value for (-complementary slackness (CS) [6] 

		1−3

		i / j

		A task / an asset

		1−3



		m / l 

		Number of DMs row-wise / column-wise

		1−3
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		A task i / an asset j of a row-wise/column wise DM r / c

		3



		I/T

(IT /JT )

		Nonempty subsets of tasks / assets, that are unassigned (assigned to DMs)

		1−3

		Tk(jk)/Ak(ik)

		The set of assets/tasks of a DM k from which a task i/ an asset j of a DM k  receives a bid 

		2



		Ik / Jk (Ir / Jc)

		Sets of tasks / assets, that are assigned to a (row-wise/column-wise) DM k ()

		1, 2 (3)

		{(i}, {pj} 

		The dual prices: the profit of a task i, the price of an asset j

		1−3
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		A task / an asset of a DM k (bids for an asset / a task of a DM k)

		1, 2
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		The set of bids of all the DMs in a row r 

		1





a1, 2 and 3 denote Algorithms 1, 2 and 3, respectively

3.1
Distributed Forward (Reverse( Auction with Horizontal (Vertical( Information Structure

Let (•( denotes entities for the reverse auction algorithm.  The distributed forward (reverse( auction algorithm with horizontal (vertical( information structure has four processing steps: 1) for each assigned task (asset(, each DM bids for assets (tasks( and finds the best asset (task( (we call this ‘the common bidding step for each DM’ for brevity because it is the same for all algorithms in this paper, even though they work differently for each information structure); 2) each DM communicates with the root (median) DM directly by sharing its bids, viz., Dk{100} so that the centralized assignment is executed by the root DM (Note that each DM communicates with the root DM one-by-one, a situation that is different from the simultaneous posting on the blackboard by all DMs in the blackboard structure); and 3) the root DM assigns an asset j (task i( to the best task i (asset j( (it is the same for all algorithms in this paper; we call this ‘the assignment step by the root DM’ from now on); and 4) the root DM sends the bid to all subordinates and each DM updates his bid after receiving the bids from the root DM (it is the same for all the algorithms in this paper; we call this ‘the bid update step’ from now on).  


As a running example, we consider a 5 × 5 benefit matrix A = {74 85 43 29 92; 95 59 57 94 97; 37 38 92 83 58; 85 52 51 14 20; 38 68 82 38 8} with initial prices pj = {0, 0, 0, 0, 0}, the value for (-complementary slackness (CS) [6], ( = 0.2, and 5 DMs having a row-wise task i ( Ik = Ii and entire column-wise assets j ( Jk = JT.  The organizational structure is the same as in Figs 5 (a).  The forward auction process steps are as follows: 1) Each DM k bids for its tasks {ik} and finds the best asset 
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( JT: bids = {7.2, 2.2, 9.2, 33.2, 14.2}; 2) DMs 1, 2, 4 and 5 send their bids to the root DM (DM3) one-by-one: the accumulated bids for each DM, {bij}k are shown in Table 2 (a), where (() denote the corresponding DM; 3) DM3 assigns an asset j to the best task i attaining the maximum bid and sends the bid to his neighboring DMs; and 4) DM2 updates his bid after receiving the bids from DM3 (see Table 2 (b)).

Table 2: Illustration of Algorithm 1 (a) and (b): Accumulated bids of individual DMs 
sent by neighboring DMs and updated by the root DM for the parallel structure.


		Bids

		Asset 1

		Asset 2

		Asset 3

		Asset 4

		Asset 5



		Task 1

		

		

		

		

		7.2



		Task 2

		

		

		

		

		2.2



		Task 3

		33.2 (4)

		

		9.2, 14.2 (5)

		

		2.2 (2),7.2 (1)



		Task 4

		33.2

		

		

		

		



		Task 5

		

		

		14.2

		

		





(a)


		Bids

		Asset 1

		Asset 2

		Asset 3

		Asset 4

		Asset 5



		Task 1

		33.2 (4)

		

		14.2 (5)

		

		7.2



		Task 2

		33.2 (4)

		

		14.2 (5)

		

		2.2, 7.2 (1)



		Task 3

		33.2 (4)

		

		9.2, 14.2 (5)

		

		2.2 (2), 7.2 (1)



		Task 4

		33.2

		

		14.2 (5)

		

		7.2 (1)



		Task 5

		33.2 (4)

		

		14.2

		

		7.2 (1)





(b)


3.2
Distributed Forward Auction with Block Diagonal Information Structure

The coordinator communicates with DMs one-by-one and revises DMs’ bids and a DM k communicates horizontally with the coordinator to possibly revise bids, and each DM communicates diagonally toward the root DM transferring the row-wise best bids.  The distributed forward auction algorithm with the block diagonal structure also has five processing steps: 1) the common bidding step for each DM; 2) all DMs send their bids, as well as the best and the second best profits, viz., Dk{111} to the coordinator; 3) if the coordinator can ensure a better profit for a task, the coordinator revises the bid and sends it to the root DM; 4) the assignment step by the root DM;  and 5) the bid update step after receiving the bidding data from the root DM of each DM and the coordinator.  If DMs employ reverse auction algorithm, the coordinator must employ reverse auction algorithm also.  It can alternately use forward and reverse auction steps as well.

As an illustrative example, we consider the same benefit matrix A, initial prices pj, ( (= 0.2) as in the horizontal information structure case with 5 DMs having a row-wise task i ( Ik = Ii and column-wise assets j ( Jk = Ji, and the coordinator knowing the rest, i.e., i ( I6 = I5\(
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Jk .  Here ( and \ denote set union and set subtraction, respectively.  Note that the DM’s tasks and assets are diagonal components as highlighted, A = {74 85 43 29 92; 95 59 57 94 97; 37 38 92 83 58; 85 52 51 14 20; 38 68 82 38 8}.  The forward auction process steps are as follows: 1) The common bidding step for each DM involves the bids = {74.2, 59.2, 92.2, 14.2, 8.2}; 2) All DMs sequentially communicate their bids, as well as the best profits = {74, 59, 92, 14, 8} to the coordinator.  Note that there are no second best profits in this example because all DMs have only one task and one asset; 3) The coordinator finds the best asset for each task ik ( Tk(jk), i.e., best profits = {92, 97, 83, 85, 82} and 2nd best profits = {85, 95, 58, 52, 68}, decides on the best bids = {7.2, 2.2, 9.2, 33.2, 14.2}, and updates bids (see Table 3 (a)), and then sends bids to the root DM (DM3) (see Table 3 (b)); 4) DM3 assigns an asset j to the best task i and sends the bids to his immediate subordinates and the coordinator, DMs 1, 2, 4 and 5; and 5) DM2 updates his bid after receiving the bids from DM3 (same as in Table 2 (b)).

Table 3: Illustration of Algorithm 2 (a) Bids updated by the coordinator (b) 
Accumulated bids of individual DMs sent by the coordinator.


		Bids

		Asset 1

		Asset 2

		Asset 3

		Asset 4

		Asset 5



		Task 1

		74.2

		

		

		

		7.2



		Task 2

		

		59.2

		

		

		2.2



		Task 3

		

		

		9.2, 92.2

		

		



		Task 4

		33.2

		

		

		14.2

		



		Task 5

		

		

		14.2

		

		8.2





(a)


		Bids

		Asset 1

		Asset 2

		Asset 3

		Asset 4

		Asset 5



		Task 1

		74.2

		

		

		

		



		Task 2

		

		59.2

		

		

		



		Task 3

		33.2 (4)

		

		9.2, 92.2, 14.2 (5)

		

		2.2 (2)



		Task 4

		

		

		

		14.2

		



		Task 5

		

		

		

		

		8.2





(b)

3.3
Distributed Forward Auction with Checkerboard Information Structure

The distributed forward auction algorithm has five processing steps: 1) the common bidding step for each DM (r.c); 2) all subordinate DMs send their bids, as well as the best and the second best profits, viz., Dk{111} to the root DM one-by-one.  Note that multiple DMs may send bids for the same task i; 3) the root DM decides on the best bid of a task i for assets ji of all DMs in the same row; 4) the assignment is made by the root DM after completing the bidding process for every row; and 5) the bid update step is performed after receiving the bidding data from the root DM.  

As an illustrative example, again we consider the same benefit matrix A, initial prices pj, ( (= 0.2) as in the previous examples, except that we have 25 DMs (DMr.c) having a row-wise task i ( Ir = Ii and column-wise asset j ( Jc = Ji.  Note that each cell (highlighted) corresponds to a DM, who is responsible for only one task and one asset, A = {74, 85, 43, 29, 92; 95, 59, 57, 94, 97; 37, 38, 92, 83, 58; 85, 52, 51, 14, 20; 38, 68, 82, 38, 8}.  The organizational structure for this example is shown in Fig. 5 (b).  The common bidding step for each DM is the same for both structures.  The remaining forward auction process steps are as follows: 2) All leaf DMs, e.g., DMs (1.1), (1.2), (1.4) and (1.5) in row 1, send their bids, as well as the best and the second best profits, viz., Dk{111} to the root DM, DM3.3 (see Table 4 (a)); 3) DM3.3 decides on the best bid of task ir ( Ir for assets ji
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 ( J in the same row (see Table 4 (b)); 4) The assignment step by DM3.3; and 5) The bid update step of each DM after receiving bids from DM3.3 of each DM (same as in Table 2 (b)).


Table 4: Illustration of Algorithm 3 (a) and (b) Accumulated bidding data of individual 
DMs sent by DMs and updated by the root DM for the parallel tree structure.


		Bids / Best profits

		Asset 1

		Asset 2

		Asset 3

		Asset 4

		Asset 5



		Task 1

		74.2/74

		…

		43.2/43

		…

		92.2/92



		Task 2

		95.2/95

		…

		⁞

		…

		97.2/97



		Task 3

		37.2/37

		…

		{74.2, 85.2, 43.2, 29.2, 92.2, …} / {74, 85, 43, 29, 92, …}

		…

		58.2/58



		Task 4

		85.2/85

		…

		51.2/51

		…

		20.2/20



		Task 5

		38.2/38

		…

		⁞

		…

		8.2/8





(a)


		Bids / Best profits

		Asset 1

		Asset 2

		Asset 3

		Asset 4

		Asset 5



		Task 1

		74.2/74 

		…

		43.2/43

		…

		92.2/92



		Task 2

		95.2/95

		…

		⁞

		…

		97.2/97



		Task 3

		37.2, 33.2 (4)

		

		9.2, 92.2, 14.2 (5)

		

		58.2, 2.2 (2), 7.2 (1)



		Task 4

		85.2/85

		…

		51.2/51

		…

		20.2/20



		Task 5

		38.2/38

		…

		⁞

		…

		8.2/8





(b)


4.0
Simulation Results


4.1
Numerical Model Setup and Performance (Delay) Measurement Model

Here, we compare the performance of distributed auction algorithms in terms of computation and coordination delays for the four information structures and the parallel organizational structure.  Two key parameters for analyzing the performance of distributed auction algorithm are the size of benefit matrix for a fixed number of DMs, as well as the number of DMs for a fixed size benefit matrix.  This enables us to synthesize the optimal number of DMs for a given benefit matrix size and vice versa.  We also compare the performance of point-to-point and blackboard structures.  


The computation delay setup is the same as in [11].  However, because the communication between DMs and control DM occurs sequentially, the overall coordination delay for distributed auction is modified as 
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4.2
Numerical Results for Point-to-Point Structure


In this section, we discuss the results of applying the distributed auction algorithm using two cases.  Our experimental setup is as follows: benefit matrix sizes range from 160 × 160 to 800 × 800, we vary the number of DMs from 2 to 10, and we average delay over 100 Monte Carlo simulation runs on a Quad-Core AMD Opteron™ Processor 2376 (3.29GHz, 15.9GB of RAM).

4.2.1
Case I: Benefit Matrix is Fixed


In this case, we fix the benefit matrix size as 800 × 800 and test the algorithms by varying the number of DMs from 2 to 10 (see Fig. 6 and Table 5).  Fig. 6 (a) shows total delays for the parallel organizational structure with each information structure.  Here, distributed auction algorithms for horizontal and vertical information structures exhibit less total delay than the normal auction, while the delays of distribution auctions with block diagonal and checkerboard information structure are larger than that of normal auction for more than 8 DMs and 64 DMs (8 DMs row-wise and 8 DMs column-wise), respectively.  Note that the total delay for normal auction is 24.7 (sec.).  The numbers of DMs having least total delay for the parallel structure is 5, 4, 5 and 4 (2 DMs row-wise and 2 DMs column-wise) for the horizontal, vertical, block diagonal and checkerboard information structures, respectively (see Figs. 6 (a) and Table 5).  
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Figure 6: Performance measures for Case 1 (a) Total (b) Coordination/Computation delays.


Table 5: Numerical Results for Case 1 (800 × 800 Matrix / up to 10 DMs. Checkerboard: up to 100).


		Auction

		# of DMs (Checkerboard)

		Horizontal

		Vertical

		Block Diagonal

		Checkerboard



		Delaya

		2 (4)

		12.39

		9.30

		17.06

		11.59



		(sec.)

		4 (16)

		9.67

		7.89

		15.88

		16.36



		

		5 (25) 

		9.54

		7.96

		16.55

		18.89



		

		6 (36)

		9.75

		8.25

		17.72

		22.53



		

		8 (64)

		10.18

		8.85

		20.07

		29.79



		

		10 (100)

		11.00

		9.76

		22.57

		39.30



		Speedup 

		2 (4)

		1.9

		2.6

		1.4

		2.0



		

		4 (16)

		2.5

		3.0

		1.5

		1.4



		

		5 (25) 

		2.5

		3.0

		1.4

		1.3



		

		6 (36)

		2.4

		2.9

		1.3

		1.1



		

		8 (64)

		2.3

		2.7

		1.2

		0.8



		

		10 (100)

		2.2

		2.4

		1.1

		0.6





a The corresponding delay for normal auction is 24.7 (sec)

Fig. 6 (b) displays the coordination and computation delays of distributed auction for the parallel ((1) structure.  The performance of distributed auction becomes worse with increasing number of DMs because the coordination delay increases linearly for more than 2 DMs (4 DMs with checkerboard information structure) and its increase is more than the decrease in computation delay for more than 5, 5, 3 and 16 DMs for the horizontal, vertical, block diagonal and checkerboard information structures, respectively (see Fig. 6 (b)).  This implies that the coordination delay including data distribution time, bid-update/posting time and communication time are not significant up to the corresponding number of DMs.  The speedups (the ratio with the normal auction) with optimal numbers of DMs for distributed auction with horizontal, vertical, block diagonal and checkerboard information structures for the parallel structure are 2.5, 3.0, 1.5 and 2.0, respectively (see Table 5).  The corresponding efficiencies (ratios of speedup and number of DMs) are 0.50, 0.75, 0.3 and 0.51.  The distributed forward/reverse auction with horizontal/vertical information structure for the parallel structure provides the best performance for 5 / 4 DMs, while the distributed auction with block diagonal information structure has the best performance for 5 DMs because it has less coordination delay than other structures.  


4.2.2
Case II: Number of DM is Fixed


Here, we fix the number of DMs as 5 and test the algorithms for various sizes of the benefit matrix up to 800 × 800 (see Fig. 7 and Table 6).  Fig. 7 (a) shows delays for the parallel organizational structures.  Beyond 500 × 500 benefit matrix size, all the distributed auction algorithms except for checkerboard information structure show gradually less delay than the normal auction algorithm because the computation delay of normal auction increases rapidly, while the increase of coordination delay of distributed auction is relatively slow (see Fig. 7 (b)).  The delay of the distributed auction with checkerboard information structure is lager than the normal auction algorithm for more than 500 ( 500 benefit matrix size because of significant coordination delay among DMs.  For more than 500 ( 500 benefit matrix size, the matrix size having maximum speedup is 800 × 800 for distributed auction algorithms with horizontal, vertical, block diagonal and checkerboard information structures, and the corresponding speedups for the parallel structure are 2.5, 3.0, 1.4 and 1.3, respectively (see Table 6).  The corresponding efficiencies are 0.50, 0.60, 0.24 and 0.05.  The horizontal/vertical information structure has better performance than other structures.     
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Figure 7: Performance measures for Case 2 (a) Total (b) Coordination/Computation delays.

Table 6: Numerical Results for Case 2 (5 DMs, Checkerboard: 25 / up to 800 × 800 Matrix).

		Auction

		# of DMs (Checkerboard)

		Horizontal

		Vertical

		Block Diagonal

		Checkerboard



		Delaya

		480

		0.04

		0.04

		0.15

		0.14



		(sec.)

		640

		2.11

		1.74

		3.99

		3.09



		

		800

		9.54

		7.96

		16.55

		18.89



		Speedup 

		480

		1.7

		1.7

		0.5

		0.5



		

		640

		2.1

		2.5

		1.1

		1.4



		

		800

		2.5

		3.0

		1.4

		1.3





a The corresponding delay for normal auction is are {0.09, 0.12, 0.07, 4.55, 24.78}

4.2.3
Numerical Results Comparison for Blackboard and Point-to-Point Structures


Here, we compare the performance point-to-point and the blackboard communication structures for a parallel organization (see Fig. 8).  The performance of the blackboard communication structure for all information structures is better than the point-to-point communication structure.  Specifically, for a 800 ( 800 benefit matrix, the blackboard structure is 1.1, 1.11, 1.93 and 2.16 times faster than the point-to-point communication structure for the horizontal, vertical, block diagonal and checkerboard information structures, respectively.  Note that the performance difference of the blackboard and point-to-point structures for checkerboard information structure is significant because the coordination load increases very quickly with increase in the number of DMs.  Similarly, the performance difference between the two communication structures for block diagonal information is more profound than those for horizontal and vertical information structures because of the increase in coordination between the coordinator and the diagonal DMs.
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Figure 8: Delay of blackboard and point-to-point communication structures.

4.3
Discussion


Now we point out several practical insights into organizational design with the quantified impacts of our experiments.  In our experiments, the horizontal/vertical information structure (akin to a divisional/functional structure) with 4 DMs is the best for a 800 × 800 matrix size showing best efficiency (0.58/0.75).  Experiments suggest that horizontal and vertical structures have better performance than block diagonal and checkerboard information structures; specifically, checkerboard information structure (akin to a matrix structure) shows the worst performance due to significant coordination delays and overlap among DMs.  However, this structure may be robust to changes in elements of reward matrix and number of DMs.  Block diagonal information structure (akin to a hybrid structure) shows reasonable performance because the coordinator resolves row-wise (divisional) and column wise (functional) conflicts.  Thus, this structure is applicable to either divisional (horizontal) or functional (vertical) structures.  Consequently, the horizontal/vertical information structure (with parallel structure) is consistent with edge organizations being pursued in network-centric warfare in terms of speed of command and information transfer.


5.0
Conclusion and Future Work


In this paper, we introduced a novel variation of the assignment problem, wherein there are multiple DMs and each DM knows only a part of the weight matrix and controls a subset of the assets.  This work was motivated by our ongoing work on analytical and computational models for multi-level coordinated mission planning and monitoring processes associated with MOCs.  Here, we extended the auction algorithm to such realistic settings with partial information structures.  We show that by posting the bid, the best and the second best profits to the blackboard, the DMs can reconstruct the centralized assignment solution.  The performance of the parallel organizational structure with various information structures was evaluated by comparing the delays.  The distributed auction model in this paper provides a nice analytical framework for formalizing how team members build internal models of other DMs and achieve team cohesiveness over time.  In addition, our distributed auction model can be applied to network centric enterprises [10] for quantifying the roles of  1) Distributed information structure in generating awareness, 2) Communication structure, e.g., blackboard or point-to-point, for sharing/improving awareness, and 3) Organizational structure for exploiting awareness.  


There are numerous extensions of this research.  We mention three here.  First, how to develop collaborative planning algorithms with partial information and partial control of assets, wherein each task is characterized by a vector of resource requirements, and each asset is characterized by a vector of resource capabilities?    Second, how to design information and coordination structures to maximize organizational efficiency and be robust to a range of missions?  Third, given that DMs in hierarchical organizations operate at multiple time scales, how to synthesize multi-level coordination structures that link tactical, operational and strategic levels of decision making is a major research issue.
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� 	The organization structure has been extended to hierarchical tree structure in an extended version of this paper
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SUMMARY


Defence organizations have to meet the challenge of a changed focus in military missions towards asymmetric and irregular warfare and Stability, Security, Transition and Reconstruction (SSTR) operations. A range of operations (e.g., psychological operations, humanitarian missions) are performed in a large variety of locations and cultures (e.g., Africa, Asia). In this type of mission, influencing target audiences is one of the (many) methods available to achieve the desired effects. Cultural differences between practitioners and the target audiences could have a negative impact upon influencing activities. To achieve effective interpersonal interactions in cross-cultural military operations, insight is needed into determinants of successful interpersonal interactions. This paper discusses a generic theoretical framework of cross-cultural interactions that can be used as guidance during military missions. The framework is based on an extensive literature study and interviews with UK military practitioners, and is focussed on UK-Afghanistan interactions.


1.0
introduction


" …They were our first contacts in town. Goal was to establish the hierarchy in town. It is important to get to know the place and what the place needs. In that town lived seven tribes and they came from everywhere. The tribes got along well, opposed to what we thought (and what we learned). We spoke to everyone that would stop and talk to us when we were on patrol. Sometimes we called a shura. About 50 people would come.  Other shuras were privately held in the office of the head of the police. Goal was to build up trust. That we are there to help. We didn’t take into account the tribe they were from. We treated them as a person.”  Commander interviewed in 2010


Since the beginning of the armed conflict in Afghanistan, military commanders have been meeting important local officials. These Key Leader Engagements (KLEs) have aided commanders by establishing relationships to gain understanding, build confidence, gather or share information, and manage perceptions. KLE can be seen as a method of exerting a variety of influence activities targeted at winning hearts and minds and thus changing attitudes and behaviour. It is feasible that interactions such as KLE could induce behavioural change such that prior neutral or even hostile behaviour of leaders or groups is transformed into more constructive activities. Thus, it could function as counterinsurgency. Setting the conditions to attain those transitions requires skilful, nuanced dialogue and negotiations. To achieve successful interaction and negotiation, knowledge and training about these processes are essential. Therefore, this paper aims to provide a sound theoretical framework that guides cross-cultural, interpersonal interactions between practitioners and target audiences. The framework is applied to interactions between UK military and Afghan leaders. The work reported here was conducted as part of the Preparing People for Operations Programme, funded by the Human Capability Domain of the UK Ministry of Defence Scientific Research Programme.


Knowledge of and training in social interaction is vital, particularly in an intercultural setting. Cultural advisers are now often part of the military teams; they provide information about cultural norms, practices and expectations. However, although knowledge of norms and practices is important, fact-oriented cultural information does not suffice (Girndt & Poortinga, 1997; Shiraev & Levy, 2004). What is necessary is an understanding of the generic psychological processes, transcending specific cultures, that play a role in interactions. These processes involve potential influence techniques but also pitfalls and risks associated with interactions in an intercultural setting and in interaction in general. The theoretical framework reported in the current paper is based on a literature review of available scientific theories on interpersonal interactions from research fields ranging from social psychology and cross-cultural psychology to sociology and anthropology. This analysis was integrated into a generic theoretical framework that incorporates relevant sociological and psychological dimensions underpinning interpersonal interactions and factors relating to their applicability across cultures. In addition, semi-structured interviews were conducted with five UK military practitioners with relevant operational experience to gain a deeper insight into the factors that influence KLE.

2.0
KEY LEADER ENGAGEMENT


The social interaction in Key Leader Engagement has the goal of reducing the incidence and possibility of insurgency, and to enhance relations with local populations. As such, KLE has a broader scope than negotiations, which are predominantly focused on bargaining and resolving disputes (e.g., interaction during a hostage situation). KLE comprises any social interaction with the local population. It can be initiated in a formal way by a request for a dialogue from a commander to a tribal leader. However, a situation where a soldier interacts with locals on a mission can also be thought of as KLE. Thus, KLE can be performed by individuals of any rank and may occur after thorough preparation or in a more spontaneous manner. The relationship with the interaction partner can also vary. It can consist of civil–military parties, but also of military–military parties. In addition, the status of the interaction partners can be equal or unequal. The latter is the case in, for example, training and mentoring situations where there is a master–pupil relation. Thus, KLE comprises a vast variety of interactions (see Curtis, 2008).


That being said, there are aspects of KLE that are relatively invariable. First, the interaction takes place in an intercultural setting. Second, the interaction is part of an armed conflict, with the local population on the one hand, and the operational forces (non-locals) on the other. Third, the duration of the KLE with the same interaction partners will be restricted by the length of the tour. Finally, the task of the mission requires the international forces to switch between two almost opposing means to attain goals: sometimes military force is necessary, whereas at other times traditional warfare is replaced by counterinsurgency through social interactions such as KLE. This requires the practitioner to be able to execute the difficult task of switching between these roles. In addition, this latter aspect implies that the way in which the local population is viewed must be multidimensional. For instance, one should be able to see that the ‘bad guys’ can transition into ‘good guys’ or that the ‘bad guys’ are not only ‘bad’ (Hull, 2009). Together, these characteristics of KLE imply that social interactions are more complicated than common social interactions (i.e., interaction between people of the same culture, free from a situation that complicates relations). This is why, to attain the desired end state, it is vital to use a structured approach while performing KLE.


We argue that the interaction benefits from an understanding of how one perceives both the interaction partner and oneself during social interactions. We do this by presenting a framework that represents these interactions. This framework can be used both before and during interaction, to identify and to learn to recognise different levels in the interaction. These levels can in turn be used to steer the interaction to attain the desired end state. It is this phase that can be used to convey a desire for future KLE interactions, which is important when a more enduring relationship is envisaged.


3.0
KEY LEADER ENGAGEMENT


Key leader engagement is a form of social interaction. Ideally, KLE results in a perfect understanding of each other and in the fulfilment of the goals of both parties. Unfortunately, this is not always the case: besides the fact that the goals of parties in KLE (for example, a UK commander and Afghan police officer) are sometimes not fully compatible, a major concern is miscommunication. Mutual understanding in an interaction such as KLE in Afghanistan is hampered by comprehension (i.e., translation errors), but also because of more general psychological processes influencing the interaction such as ethnocentrism and stereotyping (Shiraev & Levy, 2004). These processes are thought to be universally applicable (Berry, Poortinga, Segall, & Dasen, 2002), but might impact upon the perception of the self and the interaction partner, and the interaction process as a whole (see Figure 1).
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Figure 1: Framework of intercultural interactions in KLE.

3.1
General Psychological Processes

One general psychological process involves the tendency of having a more positive outlook on our own group than on other groups because we look at the world primarily from the perspective of our own culture. This tendency toward ethnocentrism is very pervasive and found in all human groups (Le Vine & Campbell, 1972). Another, related, tendency is known as stereotyping, i.e., the perception of each member of a group in terms of characteristics ascribed to that group (Katz & Braly, 1933; Schaller, Conway, & Tanchuk, 2002). Although this overgeneralisation makes sense in some settings (for example, one can expect certain behaviour from the commander of a team), in other contexts it can be highly inadequate (Terracciano et al., 2005) and result in, for example, discrimination of certain groups. Stereotypes are often negative, and therefore can obstruct cross-cultural encounters. However, to a certain extent stereotypes are useful as they structure the world around us. When interacting with people from other cultures it is imperative to be aware of the stereotypes that one has about the interaction partner and whether these stereotypes influence one’s perception of the other person or his/her behaviour or whether it changes one’s behaviour.


3.2
Perceiving the Interaction Partner

A first factor in the interaction process is perceiving the interaction partner. The interpretation of interaction partners generally deviates from reality to a certain extent. As a rule, interpretations are accompanied by inaccuracies (Kruglanski, 1989). First impressions shape the way in which we interpret behaviour and interaction. We mentally create a representation of our interaction partner (Figure 2). Three sources of attribution are used in perceiving interaction partners: cultural, social and individual (Figure 3). Besides perceiving the interaction partner as a member of a cultural or national or ethnic group (i.e., cultural level), we can perceive the interaction partner as representing a social group or rank (i.e., social level) or as a person (i.e., individual level).
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Figure 2: People create a mental representation of the interaction partner.
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Figure 3: Graphical representation of cultural, social, and individual levels of perceiving the interaction partner. In an intercultural setting, what is often readily perceived is the cultural level, followed by the social level. The individual level requires more effort and time.

The cultural level includes dimensions such as indirect versus direct communication; in collectivist cultures, people are focused on maintaining harmony in interactions, especially within their own group. This might result in more conforming and socially desirable behaviour, and even behaviour that non-collectivist cultures consider to be deceptive (Aune & Waters, 1994); in other words, indirect communication. In contrast, individualist cultures stress the responsibility of the individual for him- or herself and encourage direct communication (Oyserman, Coon & Kemmelmeier, 2002; Triandis, 1990). In addition, behaving honourably and maintaining face is crucial in many societies, such as Afghanistan. Face can be maintained and built by approaching the interaction partner and confirming the relationship (through invitations, compliments), and by allowing one’s opponents to make concessions gracefully, without having to admit that they made a mistake or backed down (Cohen & Nisbett, 1994; Cohen, Nisbett, Bowdle, & Schwarz, 1996). Another important cultural dimension seems to relate to women’s position and role. In Arab countries such as Afghanistan women are considered to be subordinate to men; men are responsible for their protection. Suggestions for dealing with women in Afghanistan include respecting women’s privacy and protected role, not shaking hands with an Afghan woman unless she offers her hand first or you are a woman, and not asking an Afghan questions about his wife or other female members of his family. Hospitality is another relevant dimension on which cultures differ. In Afghanistan it is related to honour and as such a key value: Treating guests well gives claim to honour. People are expected to share what they have with their guests (Van Bemmel, Van Meer, Veldhuis, & Schwerzel, 2008). Finally, in some non-western countries such as Afghanistan time is dealt with in a less rigid way than in western societies. The non-western approach to time is much more relaxed and slower than the western approach. The latter stipulates that deadlines must be met and treats time in a very structured way. It is important to realise that being punctual and planning are not a central asset in many non-western countries such as Afghanistan.


The social level consists of the social groups to which a person belongs, such as tribe, military rank, family, religion, caste, and age group. For example, when interacting with another military person, this will often be the way in which this person is categorised and addressed. These social groups and the corresponding social roles are associated with characteristics that are thought to apply for these groups, in other words, stereotyped. Because in KLE there is sometimes no prior contact with the interaction partner, individual characterisations are not readily available, and hence the observer infers individual characteristics from aspects thought typical for the social group to which the interaction partner belongs. For instance, an older person can be thought of as powerful and wise, a Muslim as radical and violence-prone, and a soldier as obeying orders. Thus, people not only assess character from behaviour; they also interpret behaviour in terms of what they already know or think they know they should do on the basis of the social groups to which the interaction partner belongs (Funder, 1987). This could lead to inferences about behaviour that deviate from reality to a certain extent, hampering the interaction process because one assumes certain behaviour that is not there. This implies that assumptions are violated. For the perceiver, this could result in uneasy, negative feelings and in judging the other unreliable, because he is seen as the cause of the negative feeling. For example, when a British captain has an interaction with a soldier from the Afghan National Army (ANA), he or she tends to assume that the Afghan soldier has similar convictions about orders and obeying them. However, military conventions can be different, caused by different cultural or military norms and values. This is not only a deviation from one’s expectations, which leads to negative feelings, but it might also be a violation of one’s own military norms and values.


The individual level consists of personal characteristics such as personality (e.g., warmth), attractiveness, personal goals and motivations, skills, and more transient states such as moods, nervousness, and level of agitation (e.g., frustration). As these personal characteristics are located in the ‘inner circle’ of the interaction partner, they are not always easy to identify: Although some emotions are easy to perceive, people and cultures differ in emotional display rules to which they adhere (Matsumoto, 1996). Therefore, the discrepancy between inner feelings and emotional displays can vary across people, situations, and cultures.


The three levels differ in the extent to which they stand out in the perception of the interaction partner. The individual level is not immediately prominent in person perception: Perceivers generally construe the person according to the cultural or social category (e.g., nationality, gender, and profession) to which they belong (Macrae & Bodenhausen, 2000) before acknowledging individual characteristics such as being smart and having an open personality. For example, someone's profession automatically activates characteristics typically associated with this profession. Thus, a soldier is associated with being decisive, disciplined, and obedient. These implied characteristics are then used in the ensuing identification process. One result of this hierarchy is that behaviour in a UK–Afghan KLE tends to be interpreted in terms of the ideas one has of Afghan people in general (including stereotypes and other errors), at first disregarding the notion that not all Afghans are similar in terms of social and individual characteristics. 

The hierarchy in perceiving others has various other implications for interpretations during interaction. For instance, because people at first neglect individual factors in their interpretation, they tend to downplay the impact of factors such as emotional states. Thus, whereas someone’s ill-tempered behaviour may have been caused by a bad night’s sleep, we tend to ascribe this to his culture not allowing displays of joy. In this way, possibilities for engaging in more effective KLE are lost. It is important to keep in mind that the transition from one level to another is gradual instead of direct; some topics and issues are applicable to more than one level.  The most predominant cause of an issue determines the level in which it is placed. In particular, the distinction between the cultural and the social level requires some explanation. Although the cultural level incorporates those issues that are relevant for the culture as a whole (i.e., the Afghan culture), the social level incorporates issues and roles that may be more transient.  For example, although our culture determines the importance of honour in general, the importance of honour can vary to a certain extent depending on the social role that is most prominent at a certain time (e.g., being a father versus being a translator). 


‘KLE is personality driven. You tend to play to their personality’


‘Lose that frame of mind but see that person’

3.3
The Situation

The second factor relevant in interactions is the situation at hand. The situation influences interpretations and communications (Gilbert & Malone, 1995). Besides the parties in the interaction, the situation can have a profound impact on the interaction process. One of the most prominent situational influences is the presence of an interpreter, as it results in more indirect interaction. This is apparent in reduced eye contact and other non-verbal behaviour, and more difficulty in understanding each other. This topic is well documented, both in guidelines and in analyses (e.g., Gerrish, Chau, Sobowale, & Birks, 2004; Schmitt, 2002; Wallin & Ahlstrom, 2006). In light of the present framework, two things are important. First, interacting through an interpreter increases the distance between interaction partners, and hence the probability of misinterpretations. It could help to reduce distance by increasing the interaction on a social and individual level. Second, when he is trusted, the knowledge of the interpreter of cultural issues in the interaction could be used to one’s advantage. 


Various aspects of the situation can be changed to reduce the amount of misinterpretations.  Many are quite straightforward, and will be sought automatically. However, sometimes it will be impossible to create the perfect setting for a KLE. It will be even more important to optimise the remaining situational factors. Factors that improve understanding are being well-rested, prepared, and motivated, and minimising distraction, avoiding a risky or dangerous setting, and having enough time scheduled.


These factors are so important because optimising these situational aspects helps to decrease the use of stereotypes to interpret others’ behaviour. This, in turn, reduces the chance of making interpretational errors. In general, one could argue that when our mental resources are partly engaged outside the interaction, this is detrimental for communicating and understanding. Because part of our mental capacity is engaged elsewhere, less effort can be put into the interaction process, which is subsequently executed in more superficial ways. Superficial processing leads to more mistakes in interpretations and increases the use of stereotypes. A similar reasoning holds when the perceiver is tired or mentally occupied for other reasons.


3.4
Perceiving One’s Own Role

The third factor is perceiving one’s own role. Just as the interpretation of interaction partners follows certain psychological patterns, there are patterns in the interpretation of our own behaviour that can impact upon interaction in KLE (Wilson & Brekke, 1994). In KLE, the perception and interpretation of our own role is probably even more important than the interpretation of the interaction partner, because we can shape the interaction process only through our own behaviour. Just as we mentally create a representation of the interaction partner, we also create a representation of ourselves (Figure 4). These representations can lead to misinterpretations. We have a tendency to neglect their impact and the resulting behaviour during KLE. An example is our involuntary non-verbal reaction towards others, such as keeping a distance when someone is perceived to smell badly. The lack of awareness of the consequences of our own biases is vital, because not being aware of our biases implies that we are not able to correct for them. Conversely, simply learning about the impact of our own role already implies that we will be more able to correct for our biasing tendencies, and thus enhance our chances of attaining the desired outcome.
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Figure 4: People create a mental representation of themselves.

Imagine the following. One morning, you brush your teeth and notice too late that you have used shaving cream instead of toothpaste; while dressing, your shoe-laces break; and you find that your cup of coffee is cold. It is very likely that such events will create a negative mood or other agitated feelings, shaping the subsequent interaction. Research has shown that these kinds of personal occurrence can have an impact on the full interaction process (Vinokur, Schul, & Caplan, 1987). Luckily, in most circumstances people are very well able to correct for ongoing frustrations caused by irrelevant experiences. However, there are instances where we fail do this. In these instances, our state of mind influences subsequent interactions, particularly when we are not aware of having a negative state of mind. There are two circumstances in which this happens: (1) we are not aware of our changed mood, or (2) we think that the mood has passed, although a trace of it remains. This phenomenon is known as the excitation transfer of arousal (Zillmann, 1971). Put simply, when we think no alterations in mood are present, we will not correct for them.  

The above phenomenon is an example of how our own individual level can influence interaction during KLE. Just as the perception and interpretation of the interaction partner can be described according to the cultural, social and individual level, one’s own role can be described accordingly (Figure 5). When soldiers from the ANA who do not follow orders are considered rude, this is an example of how norms and values stemming from our own social group (the military) influence the interaction. Refining these levels can shape our interaction capabilities and can thus enhance awareness of the impact of our own levels on the interaction process.
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Figure 5: Graphical representation of cultural, social, and individual levels of perceiving one’s own role. The role is perceived from the inside to the outside: The individual level is 
most readily perceived, followed by the social level. Even in an intercultural setting, 
one’s own cultural level will be the least readily perceived.

As can been seen in Figure 5, one important difference in the framework, as compared to perceiving the interaction partner, is that the prominence of the levels is in reversed order. Whereas in perceiving the interaction partner the cultural level is most prominent, followed by the social and the individual level, the perception of one’s own role follows the opposite pattern. For example, people have a tendency to view their own role from their personal goals and motives. It is important to note that the reversed order does not imply that one’s own cultural level is not important in the interaction. The opposite may even be the case, because lesser prominence implies also a decreased awareness of the impact of a level, which in turn diminishes the ability to correct for influences.



Our individual level, consisting of our personality, motivations, expectations, knowledge, and feelings and skills, can either willingly or unwillingly influence the interaction. Our own social roles (e.g., religious background, professional background, and military rank) can also influence the way in which we behave toward others. For example, being high in rank implies a high social status and more power. A high social status is associated with an increased social distance from others and a tendency to stereotype those below us (Smith & Trope, 2006). The cultural level consists of those norms and values that are part of one’s own culture, and as such are incorporated in our thinking to a large extent. In fact, because they are shared by people in the same community, we do not question or even notice them. For instance, one of these values is the emphasis we place on individualism (a focus on the individual rather than the group; Triandis, 1995). Our individualistic norm leads us to expect that people should be able to take care of themselves. We are therefore surprised when people expect that we will take care of them. However, in a collectivistic culture, the idea that we should take care of each other is considered more rule than exception. This implies, for example, that sharing food with others is considered normal behaviour in one culture, and presumptuous in another.


4.0
CONCLUSION

Based upon the framework described thus far a general outline of preparation for KLE could be described as follows. Pre-deployment, basic training should not only discuss specific cultural knowledge, but should also include a thorough analysis of the interaction partner and our own characteristics following the framework by identifying cultural, social, and individual levels. This could help to assess our strength and weaknesses. An important difference that can be kept in mind is the difference in prominence of the level between the perception of the interaction partner (from the cultural to the social to the individual level) and the perception of the self (from the individual to the social to the cultural level). This difference in the level of prominence decreases the ability to identify and empathise with the interaction partner. Therefore, more effort has to be put into interacting on an individual level. 


During preparation of a specific KLE while on a mission, it could be helpful to describe the interaction partner with the cultural, social, and individual levels in mind, and to arrange the information gathered accordingly. This could give some idea of how to relate and communicate with the interaction partner, and, if desired, could guide the choice of certain influencing techniques (see for example Cialdini, 2001). Within the context of the framework, negotiation could be helped by tapping into people’s efforts for consistency, and the principles of scarcity, reciprocation, and cognitive dissonance. Relationships and trust could be built by using empathy, focusing on similarity, and generally abstaining from stereotyping.

The KLE itself is likely to consist of some ‘getting to know’ time. For the Afghan culture, this time could range from the first 10 minutes of a meeting to—more typically—several full meetings before remaining goals are discussed. The present framework could be especially helpful when an intervention is required during KLE. Examples are when there is a constant avoidance of talking about relevant issues, or when the interaction partner seems to get annoyed or angry. An intervention could consist of deliberately choosing another level to interact on, such as the social or the individual level. This could be a good way out of a potentially non-constructive interaction, but it could also be a way to get reconnected. It could be done by disclosing something out of one’s individual or social level, or having a cup of tea. Then it will be more likely that the interaction partner will also disclose some information from the same level. At a certain point, remaining goals could be carefully reintroduced. An evaluation of the KLE could take place while keeping the framework in mind, which could guide and arrange advice and ideas about future KLEs with the same or other interaction partners.


To summarise, the framework illustrates that extensive knowledge of specific cultures is far less important than awareness of own cultural values, social position, and personal characteristics as well as the interaction partner’s values, position and personality. Focusing on perception of the interaction partner diminishes the attention on culture as a determining factor in intercultural interactions. Commanders who have increased cultural awareness—and know how to use influence techniques taking into account cultural differences—can work effectively in all cultures.

‘If you understand then you don’t need to know specific habits.’
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Abstract

Message dissemination is often an important part of many provincial reconstruction efforts. This dissemination is affected by many factors that may only be partly known, such as the impact of the information, the social network structure, socio-cultural factors that affect the information dissemination, and at what point the information looses its news value in verbal communication. Understanding and managing how all factors that affect the message dissemination may interact pose a complex problem even for experienced Psychological Operations (PsyOps) officers. This paper therefore proposes that modelling and simulation (MoS) techniques based on epidemiological modelling can be used to cope with the complexity when planning information operations. Particularly, regarding what portion of the target population is reached by a message and within what timeframe. The paper describes how the epidemiological framework can be applied to a scenario that is used for combined staff exercises within the Swedish Armed Forces. The main focus is how cross-cultural dimensions, such as Hofstede's five dimensions, and other socio-cultural factors can be used to derive the social network structure and contact rate for message dissemination. The results illustrate the assumed effects of socio-cultural factors on message dissemination and the need for a coherent theoretical framework that provides some understanding of how the social network and contact rates are shaped by socio-cultural factors.

1.0 
Introduction

An important aspect of any provincial reconstruction effort is how to properly disseminate relevant information to the target population within the area of responsibility. Such dissemination may be performed by many means, such as mass media in the form of TV and radio, information technology, such as telephones, mobile phones, and the Internet, newspapers, leaflets, and word of mouth. Further, some information is only accepted when several information channels are combined. For example, by combining mass media and word of mouth so that the mass media raises the awareness of an issue and that the word of mouth from a trusted source indeed supports the issue. 

Many information channels are also available even in less developed countries that are in need of provincial reconstruction. Typically, however, word of mouth becomes relatively more important since other channels often are less available, particularly in rural areas. The problem with word of mouth is that the dissemination relays on many factors that are only partly known, such as the impact of the information, the social network structure, socio-cultural factors that affect the information dissemination, and at what point the information looses its news value in verbal communication. Although the actual nature of these factors may never be completely known, there is a steadily increasing amounts of research that allow a general reasoning about message dissemination in various contexts. For example, how individuals are susceptible to information that is positively coherent with prior beliefs and goals [1], and how information that is relevant to the preservation of a group’s interest is more likely to be communicated within the group rather than across groups [2]. Other examples are how the local dependencies between actors foster the typical quam social networks found in Afghanistan [3], and how group membership, such as ethnicity, is a primary basis for social interaction [4]
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[5].

Typically, understanding and managing how all factors that affect the message dissemination may interact pose a complex problem even for experienced Psychological Operations (PsyOps) officers. A pertinent issue is therefore to what extent modelling and simulation (MoS) techniques can be used to cope with the complexity when planning information operations. Particularly, regarding what portion of the target population is reached by a message and within what timeframe [6]. This prompted TNO Defence & Security and the Swedish Defence Research Agency (FOI) to cooperatively develop a generic message propagation simulator with the working title SHOUT (Simulating How Utterances Transmit). SHOUT is developed as a part of the European Defence Agency (EDA) project Socio-Cultural Modelling (SOCUMOD) [7].


The purpose of SHOUT is to enhance the PsyOps officers' sense-making for how socio-cultural factors affect the message dissemination when planning operations with only typical computer hardware available, such as a standard laptop. The current assumption in SHOUT is that these requirements for simplicity and computational resources can be met by approximating the message dissemination with epidemiological principles for how diseases spread in a population (e.g. [8]). In epidemiological modelling, individuals typically transition between disease states, such as susceptible, exposed, infectious, and recovered depending on disease specific time constants and a sufficiently detailed representation of the contact rate between individuals. The idea in SHOUT is that such state transitions, time constants, and contact frequencies can also be used for modelling of how socio-cultural factors affect the message dissemination. Although epidemiological principles are only a crude approximation of message dissemination, it can provide a general understanding of how the combination of known factors may impact the dissemination. 


The purpose of this paper is to describe the latest developments of SHOUT, and how SHOUT has been applied to message dissemination in a representative scenario that is used for concept development and experimentation (CD&E) within the Swedish Armed Forces. The main purpose is to exemplify how to reason regarding the effects of socio-cultural effects on message dissemination and how these effects can be represented in SHOUT. The goal is not necessarily to have the most accurate model. The rest of the paper begins with a brief review of socio-cultural factors that affect message dissemination, followed by the latest SHOUT development, some examples of message dissemination using SHOUT, and recommendations for future developments.


2.0 
Socio-Cultural Effects on Message Dissemination

The effects of socio-cultural factors on message dissemination are broadly addressed with a combination of cross-cultural psychology, cross-cultural communication, and social network theory. Cross-cultural psychology focuses on how cultures affect behaviours and mental processes and thereby the communication patterns within different cultures. Cross-cultural communication, on the other hand, focuses on cultural factors that affect the communication between individuals from different cultures. Finally, social network theory focuses on the characteristics and generation of typical social networks, as well as how the networks affect information dissemination. The following is a brief review of each of these areas as they pertain to message dissemination.

2.1 
Cross-Cultural Psychology


Many useful frameworks have been developed for studies of cross-cultural psychology, such as the Basic Human Values [9] and the world value survey [10]. However, although criticized, Hofstede's cultural dimensions is still one of the most adopted frameworks. Hofstede [11]
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[12] describe how many cross-cultural phenomena can be characterized along five dimensions:

1) Individualism vs. Collectivism characterizes whether members define themselves as apart or part of their group membership. Members of individualist culture are expected to promote their individual personalities, while members of collectivistic cultures mostly act as members of a long-term group.

2) Power Distance characterizes how resources and information is controlled. In high power distance cultures, only a few people control the resources and information and they are expected to take the initiative, while low power distance cultures have a more equal distribution of resources and information.


3) Masculinity vs. Femininity characterize whether cultures emphasize "male" value, such as competitiveness, or "female" values, such as relationships. These values are often related to gender egalitarianism. 

4) Uncertainty Avoidance characterize to what extent cultures cope with their anxiety towards the unknown by using rules and formal structures to minimize the uncertainty.


5) Long vs. Short-Term Orientation characterize whether cultures emphasize the importance of future developments or the past and present.

Further, a culture's values along these dimensions have a direct impact on the behaviour and practises within the culture [13]. For example, Khalil and Seleim [14] tested nine hypotheses on the impact of national culture practices (as measured by [15]) on information dissemination capacity across 61 countries. They found a high negative effect of in-group collectivism and a moderate negative effect of power distance on information dissemination. The negative effect of power distance is due to that in high power distance cultures few people have access to resources and initiatives are expected to come from the top management. Further, there was a moderately positive effect of uncertainty avoidance and future orientation on information dissemination. Surprisingly, there was no effect of gender egalitarianism although previous studies indicate that gender egalitarianism would be positively correlated with information dissemination. These results are also partially supported by Bagchi et al. [16] who found less adoption of information technologies in high power distance, uncertainty avoidant, and masculine countries.

2.2 
Cross-Cultural Communication


Unfortunately, the effects of cultural values along Hofstede's dimensions are not as straight forward for cross-cultural communication. For example, Hofstede [12] describe how integration across dividing lines is more difficult in collectivist and uncertainty avoiding countries than in individualistic countries. Both these negative effects are contrary to the positive effects for information dissemination within the same culture. Since the effects depend on the culture receiving the information, the cultural value for this culture is used. There is also a negative effect of masculinity since inequalities limits the communication in general. A reasonable assumption is that the information dissemination is limited by the part with most masculinity. Further, there are asymmetric effects of power distance since high power distance cultures have problems functioning in low power distance cultures, whereas low power distance cultures function well even in high power distance cultures. This means that there is only a negative effect of power distance if the sending part has a higher power distance than the receiving part. Finally, differences in long-term orientation mean that the cultures talk about different topics. This effect may therefore be characterized by the relative difference between the two cultures values in long-term orientation. Regarding the relative importance of the cross-cultural dimensions, it is probably similar to the information dissemination within the same culture. The only exception is uncertainty avoidance since differences in uncertainty avoidance are more difficult to manage than differences in power distance.

In addition to the effects of differences in cultural values, cross-cultural communication is also affected by many other socio-cultural factors. For example, previous conflicts between the two groups will probably have a strong negative effect on the cross-cultural communication. Similarities in language, religion, and political participation as well as economic and other incentives to cooperate, on the other hand, should have strong positive effects on the communication. Moderate positive effects may also be obtained from similarities in habits, attire, social economic status, and family size. This type of differences may also be readily available for assessment by PsyOps-officers.

2.3 
Social Network Theory


Generally, group membership is the primary basis for social interaction, where the probability of two people knowing each other decreases with decreasing similarities of the groups to which they belong [4]. The ingroup versus outgroup distinction explains why individuals within the same groups have stronger ties, as well as many reports about boundaries between ethnic groups in social networks (see [5]). While the strong ties carry much of the communication within the groups, the communication between groups is actually performed through intermediate or weak ties [17][18]
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[20]. Such ties are therefore very important for the message dissemination through a region or country.

In addition to the effects on contact rates, Hofstede's cultural dimensions also characterize cultural differences in the social networks for who communicate with whom. For example, one explanation of the higher density of Israeli compared to US networks is the Israeli's higher proportion of kin ties, longer lasting relationships, and greater group cohesion [21]. These results illustrate how collectivistic cultures place a higher importance on ties to the family, relatives and neighbourhood, relative to ties that are related to the individual performance, such as profession, social associations, and friends [12]. Another important cultural difference is that centralisation is typical for high power distance countries. This means that the within group dissemination to a large extent depends on central persons "opinion leaders" who have strong ties with the other group members [22]. The other group members then mainly turn to this central person for information. Such hubs are therefore important for the message dissemination. Finally, men and women's networks are more dissimilar in high masculinity cultures [14].

Although social network research has a long history it is only recently that mathematical statistics have evolved to a point of studying large social networks that approach the size of regions and provinces. Such studies often characterize networks according to their degree distribution (the distribution of number of contacts for all the nodes), clustering distribution (the distribution of number of contacts that two nodes have in common), and average path length (the minimum number of steps between two nodes) (e.g. [23]). Many networks, such as the Internet, cortical, and social networks, are characterized by an exponential degree distribution where only a few central nodes have many contacts, but most nodes have only a few contacts. Such networks are referred to as scale-free networks and are similar to the centralisation found in high power distance cultures. However, Watts [24] and Newman et al. [25] describe how it also possible for networks to have a high clustering without decreasing the average path length between nodes. Such networks are often referred to as small-world networks and have many similarities with how peoples' social networks form highly connected clusters.

2.4 
Social and Security Factors

Finally, message dissemination both within and between cultures is likely affected by social factors and the general security situation. For example, people typically see no need to disseminate a message further if it is already known by most or if the dissemination is met by unfavourable reactions. It is therefore not necessary for all susceptible people to be informed before the dissemination stops. Essentially, a message looses its news value when a sufficient portion of the population is already informed. Further, the general security situation will also affect the message dissemination since the turmoil, conflicts, and instability of problematic regions typically hinders free communication. Regional stability in SHOUT is therefore characterized according to the states proposed by Dziedzic et al. [26]. State Zero means that the situation is externally stabilized by external military forces in partnership with a sizable international presence. State One means that the stability has improved so that it can largely be managed by local actors and developing indigenous institutions. State Two means that local institutions are able to cope effectively with the remaining drivers of violent conflict and resolve internal disputes peacefully without the need for an international military or civilian administrative presence. An increased stability according to these definitions should facilitate the message dissemination.

3.0 
Socio-cultural characteristics of XLand

The Xland scenario was designed to enable joint combined staff exercise of a European Union Battlegroup size operation at the Swedish Armed Forces facility for concept development and experimentation (CD&E). The scenario covers a UN mandated Chapter VII operation, focusing on a security assistance mission linked to parliament elections in Xland. The scenario setting is based on Northern European geography, in an area called the North Friendly Sea. The scenario is fictitious, but inspired by real world events.


Xland is a small country of about 600.000 citizens and consists of the four municipalities Gävle, Sandviken, Ockelbo, and Hofors. Figure 1 shows the current map of the North Friendly Sea area and figure 2 shows the current map of Xland. About 50% of the population live in Gävle and Sandviken cities and along Highway 80 (RV80) between Gävle and Sandviken. Xland has a long history of strong tensions between the two main ethnic groups Delta and Echo Christians. Table 1 shows the demographic distribution of Echo and Delta Christians in Xland. Most Delta Christians in Ockelbo municipality have their origin from recent immigration from nearby Northland, while the Echo Christians have their origin from Westland. Although Echo and Delta Christians share a similar religious orientation in the form of Christianity, their religious roots from Westland and Northland respectively are very different. Xland was originally a province of Northland, but was lost to Westland following an offensive to establish a corridor to the North Friendly Sea. Eventually, Northland regained most of their territory, although the territory that later became Xland remained under Westland control. In 1909, Xland was declared a sovereign state.

Since the Echo Christian population in Xland was very vulnerable, they early on established laws, practises, and social networks that enable them to control most of the political and economic powers. For example, only Echo Christians are allowed to own any real estate. The power distribution was for a long time not an issue and accepted by the Delta Christian population. However, this all changed during 1930 depression when a huge influx of Delta Christians from Northland in the western and northern part of Xland changed the ethnic composition in these areas. Social tensions mounted when the Delta Christians were especially affected by the depression. Since than there has been repeated clashes and even massacres. The ongoing political oppression and deteriorating standard of living for Delta Christians during the late 1990s also favoured the emergence of Delta Christian fundamentalist groups. One of these groups was the Klykers who now control the western part of Ockelbo and Sandviken and eastern part of Hofors. The Klykers consistently practise "management by fear" to increase their influence. Therefore, there are no Echo Christians left in the countryside controlled by the Klykers, only in Hofors city. The western part of Hofors is controlled by the Valliens, a maffia-type organisation that is part of the ethnic Valliens population who settled in Hofors in the 17th century. 


The fragile security situation in Xland and deteriorating standards of living with 25% HIV/AIDS and ecologically unsustainable logging, forced the authorities to turn to the international community for assistance. The Delta Christians demanded free and fair elections and a date has been set. A formal request for assistance, regarding security and organisation of the election, was forwarded to the UN Secretary General on 27 June 2009.

The documentation of the Xland scenario was used and expanded to identity the socio-cultural characteristics of Xland. The cross-cultural psychology of Delta and Echo Christians is reviewed first, followed by the cross-cultural communication and social network.
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Figure 1: Map of the North Friendly Sea area.
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Figure 2: Map of Xland.

Table 1: Demographic distribution in Xland.

		 

		No. Delta Christians

		No. Echo Christians

		Total



		Municipality

		Countryside

		Urban areas

		City

		Countryside

		Urban areas

		City

		



		Gävle

		25000

		20000

		20000

		50000

		80000

		105000

		300000



		Sandviken

		35000

		5000

		5000

		20000

		35000

		40000

		140000



		Hofors

		55000

		 

		5000

		0

		 

		15000

		75000



		Ockelbo

		60000

		 

		5000

		0

		 

		20000

		85000



		Total

		175000

		25000

		35000

		70000

		115000

		180000

		600000





3.1 
Cross-Cultural Psychology of Xland

Generally, the Delta Christians have traditional values which mean a high power distance and masculinity. The Echo Christians, on the other hand, have a more equal role for men and women which mean a low masculinity. Their more modern values mean that the power distance is low. Typically, Echo Christians emphasise the importance of social networks for strengthening of their influence which indicate a high collectivism. Delta Christians, on the other hand, have no such traditions although the high power distance influence assures some collectivism. Further, the precarious situation for both Echo and Delta Christians forms the basis for partial radicalization and selective assimilation of information. Both Echo and Delta Christians therefore have moderate uncertainty avoidance. Finally, the Echo Christians have a long tradition of using available means to maintain their dominant position. However, their oppression of the Delta Christians continuously causes tensions. It is therefore reasonable to assume that they have moderate long-term orientation. The Delta Christians, on the other, have a low long-term orientation, partly due the migration patterns as a result of previous conflicts and socio-economic oppression.


Future refinements of the Xland scenario may consider that the Delta Christian communities in the southern part of Gävle municipality are the most isolated from other Delta Christian communities. These Delta Christians might feel vulnerable, which possibly make them more receptive for Delta Christian as well as other radical political manipulation. Similarly, Echo Christians that are isolated or live near Delta Christian areas may feel vulnerable and be subject to radicalization.


3.2 
Cross-Cultural Communication in Xland

Regarding the potential communication between Delta and Echo Christians, there are cross-cultural factors that facilitate, as well as hinder communication. A strong positive factor is that the general language in Xland is Xlandian. Although each municipality in Xland has its own dialect, the difference is not greater than that the dialects are understood in all parts of Xland. Therefore, Echo and Delta Christians have a high language similarity. Further, there is no indication that the different religious roots of Echo and Delta Christians have significantly affected their communication habits in different ways. Their habits are therefore highly similar. Likewise, the cultural expression through attires is highly similar for Echo and Delta Christians. Although Echo Christians generally are wealthier than the Delta Christians they do not appear to express their ethnicity or socio-economic status with specific attires. Finally, both Echo and Delta Christians have strong political parties that represent their position. The interest in a political solution is therefore high on both sides. Consequently, there is a high motivation for political discussions between Echo and Delta Christians.


The factors with only a moderate or weak positive effect on the communication is the two different religious orientations of Christianity, the difference in family sizes, differences in socio-economic status. Although Echo and Delta Christians share a similar religious orientation in the form of Christianity, their religious roots from Westland and Northland respectively are very different. This means that there is only a moderate religious compatibility between Echo and Delta Christians. Further, due to a high nativity, a typical Delta Christian household has 6-8 children, two parents, and at most two grandparents. A typical Delta Christian household therefore consists of about 10-12 residents. A typical Echo Christian household, on the other hand, has 1-3 children, and two parents. A typical Delta Christian household therefore consists of about 3-5 residents. Therefore, there is only a moderate similarity in family size. Finally, Echo Christians have a long fundamentalist tradition of oppression towards the Delta Christians and use laws, social networks, bribery and nepotism to maintain their domination of political and private positions. The result is considerable socio-economical inequality which has motivated much of the Delta Christian resistance and demand for free elections and equal rights. Therefore, the socio-economic equality is low between Delta and Echo Christians.


A strong negative effect on any communication between the two groups is the fact that the Echo Christian oppression of Delta Christians has resulted in several conflicts in the form of demonstrations, riots, massacres, and skirmishes with irregular forces. Therefore, there is a high conflict between the two main ethnic groups.


3.3 
Social Stability in Xland

The main irregular groups that restrict the freedom of movement and speech are the Klykers, Valliens, and Gastrikans. The Gastrikans are sponsored by Westland enterprises and have their stronghold around Gävle. Although they will attempt to disrupt the elections they are to few and do not have enough support by the government to perform any major actions. It is in the Echo Christian interest that the election is perceived as sufficiently fair so that result can legitimize the Echo Christian dominance. The main threat may instead the increasing support, even among the Echo Christians, for the Environmentalist Party which focus on sustainable socio-economic development rather than only focusing on ethnic rights. Further, geopolitical vulnerabilities of Delta Christians in Gävle municipality and Echo Christians in Sandviken municipality may create the basis for radicalization. Still the government security forces with support from the international community are expected to provide a sufficiently fair election within their area of control. This means that the social stability is high in Gävle municipality, along RV80, and the eastern part of Sandviken and Ockelbo municipalities which together compromise about 81% of the population in Xland.


The main security problems are in the west of Xland that is controlled by the irregulars Klykers and Valliens. The Klykers are Delta Christian fundamentalist who are known to systematically practice “management by fear” as a means to increase their influence. Delta Christians in general, extremists like the Klykers included, should have no incentive to hinder or severely obstruct the election, as they have much to gain from an outcome that could give Delta Christians substantial influence. However, Groups among the Delta Christians may be tempted to use excessive means to affect the outcome. From a Delta Christian point of view it is important to achieve a very high voter turnout among Delta Christians, and if possible lower the voter turnout among Echo Christians. The situation is particularly precarious for the Echo Christian population in Hofors who are under Klykers control. Generally, this means that social stability is moderate in the western part of Ockelbo, Sandviken, and the eastern part of Hofors municipalities. About 13% of the population in Xland is under Klykers control.


There are also problems in the western part of Hofors that is controlled by the Valliens. The Valliens is a mafia-type organisation that is part of the ethnic Valliens population who settled in Hofors in the 17th century. Their main source of income is mining using a recent influx of Delta Christian refugees from Bogaland as slaves in the mine. Other source of income are taxing of local business, thefts of private and governmental resources, plundering of aid transports, smuggling, arms trade, trafficking, and contract killings. However, they also operate legal businesses, such as bars, hotels, and transport companies. Although the Valliens have not stated any interest in the election, they likely want to maintain the status quo since their operation is so profitable. This may explained why they recently performed a contract killing of the Delta Liberation Front party leader. In 2003 they also evicted all international organisation and non-government organisations. Overall, however, the Valliens maintain a moderate social stability in the western part of Hofors which compromise about 6% of the population in Xland.


3.4 
Demographics in Xland

Only people that are older than twelve years of age are expected to contribute to the message dissemination. Since the Delta Christians have a strong population growth rate due to their high nativity, their growth rate is comparable to many African countries. The top ten countries in the The World Factbook (CIA) has more than 3% annual growth rate. Assuming a similar growth rate for Delta Christians means that only about 60% of the population is over twelve years of age. The nativity of the Echo Christians, on the other hand, is more similar to many western countries with an annual growth rate of about 0.3%. Assuming a similar growth rate for the Echo Christians means that about 85% of the population is over twelve years of age.


3.5 
Information Channels in Xland

Figure 2 shows that the mass media of radio and TV only partially cover Xland. TV coverage is particularly limited since the transmitter in Hofors is only a radio transmitter. All mass media in Xland is controlled by the Echo Christian government. There are also some satellite-TV receivers, but they are only available for the wealthiest 5% of the Delta Christian households. Cell phones, on the other hand, are widely available where 50% of the adult Delta Christians in cities and 90% of the adult Echo Christian population has a cell phone. Additionally, 90% of the villages have at least one cell phone. Further, there is also some Internet access available for 1% of the Delta Christians and 20% of the Echo Christians in the cities. Generally, only wealthy households have access to information technologies, which makes it possible to stay in closer contact with each other as well as relatives. Finally, literacy is very unequal in Xland since only the Echo Christians are typically wealthy enough to send their children to school for education. The Echo Christian literacy is therefore similar to many developed countries with around 99%. The poverty, oppression, and mobility of Delta Christians, on the other hand, mean that they are not so fortunate and their literacy is only 50%.

Currently, word of mouth is the only information channel that is implemented in SHOUT. The other information channels may be included in future versions. Please see Vliet et al. [6] for a discussion about channel characteristics.

4.0 
Epidemiological modelling of MESSAGE dissemination


Since message dissemination is partly similar to how infections diseases spread in a population, one approach for modelling message dissemination is the epidemiological modelling and simulation framework (e.g. [8]). In epidemiological modelling, the spread of diseases is often represented as the disease state of individuals, such as susceptible, exposed, infectious, and recovered, as well as possible transition and time constants for transition between the states. The state and transition framework is then applied to a resolution level of the population that is appropriate for application. This may be the whole population, subpopulations, communities, or individuals. Although there are many epidemiological models available, most applications have their own specific requirements. The models are therefore typically customized for the specific needs. Since SHOUT is intended as an explorative tool for PsyOps-officers to investigate socio-cultural effects on message dissemination, both overall and individual population models are inappropriate. Representing the whole Xland population within a few message states does simply not provide enough resolution, and representing each individual is too complex for the computer resources that PsyOps-officers typically have available.

The best option for SHOUT was instead to represent the social network as an agglomeration of communities that reflect the structure and tie strength of the social network. This can be viewed a clustering of families and contacts with strong ties into communities and aggregation of the ties between families. Essentially, the model is a metapopulation SEIR-model [8]. The SEIR means that the individuals in a community are either Susceptible to a message, Exposed but not yet disseminating the message, Infections and thereby disseminating the message, or Recovered and no longer disseminating the message. Initially, all communities are susceptible to the message to various degrees. Individuals within one or several communities then become infectious and start disseminating the message within their communities and then through their social network to other communities. The advantage of using a metapopulation model is that the average size of the communities can be adjusted to find a level of complexity that is appropriate for the application. Currently, the average community size in SHOUT is 60 individuals which mean that about 10.000 communities are used to represent the population in Xland. 

Equation 1 shows the mathematical representation of the metapopulation SEIR-model in a discrete form, which here means stepwise increments from one time to another. 
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 for the contact rate between communities, and the proportion of individuals that disseminate the message in the communities. The rate at which communities become infectious can be viewed as the time it takes for a message to disseminate through the community, where 

[image: image12.wmf]i


a


 is the incubation rate and 

[image: image13.wmf]i


N


 is the total population in community i. 

[image: image14.wmf]i


g


 reflects that the individuals who disseminate a message only do so when a sufficient portion 
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 of the community have not heard the message so far. Individuals recover at rate 
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 if enough people have not heard the message and immediately if enough people have heard the message. Essentially, the rate of recovery depends on when the message looses its news value. 
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(Eq. 1)

The main contribution in SHOUT is perhaps that it provides one example how some of the socio-cultural characteristics in section 2 and 3 can be integrated and incorporated as parameters in equation 1. All the parameters in equation 1, in one form or another, describe the transition rate between dissemination states. However, the weighted sociomatrix 
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 also reflect the social network structure which depends on the socio-cultural characteristics and spatial relationship. The next section describes how the social network is generated followed by the computation of the transition rate parameters.


4.1 
Generation of Xland Social Network


Since the Xland scenario only describes the overall demographics, the spatial relationships were randomized based on the specified demographics. First, the communities' positions and sizes where randomized to provide the specified demographics. The range of community sizes were between 10 and 110 individuals with an average of 60 individuals. Secondly, communities on the countryside within a certain distance where then iteratively moved closer to reflect the effects of resource sharing and that all areas may not be habitable. The maximum distance for moving communities closer on the country side was 2 km. Cities and urban areas do not have this problem to the same degree since there often is some kind of transportation and communication infrastructure available. The random position distribution where therefore sufficient for these areas. Another more accurate approach may be to first generate a network on the family level and then use a clustering algorithm to identity the meta-population communities. However, for the current version of SHOUT it is probably sufficient to directly generate the network at the community level. Figure 3 shows the final positions for the Echo and Delta Christian communities. The result appears to be a representative distribution of small villages.
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Figure 3: Distribution of communities in Xland where the red dots are Delta Christian communities and the green dots are Echo Christian communities. The Area of Influence 
for the Klykers (red dotted line) and Valliens (blue dotted line) is also indicated.

Further, the social network structure in Xland between communities of the same ethnicity also depends on ethnicity's power distance where high power distance cultures often have a more centralised network structure. Barabási and Albert [27] describe how such centralised networks can be generated with a preferential attachment where nodes that already have many contacts with other nodes are more likely to attract contacts with new nodes. The resulting network consists of one cluster with a power law degree distribution. Low power distance ethnicities, on the other hand, are more likely to have a localization based network with small-world properties, where nodes form clusters of closely related nodes. However, Toivonen et al. [28] found that many of the methods for generating large networks do not show the high clustering that is typical for social networks. Instead they propose a growth based algorithm where nodes are added to an initial substrate until the network has reached the desired size. Two parameters control the algorithm, the probability for a new node to connect to one or two previous nodes, and the maximum number of neighbours of the previous node that the new node can connect to. However, investigations of the networks showed that these parameters were not enough to generate the characteristic centrality for high power distance cultures. The probability for selecting previous nodes was therefore modified from only a uniform distribution to a parameterized distribution based on preferential attachment [27], and community size distribution since larger communities usually are better connected. The parameter for preferential attachment allows the distribution to vary between uniform, normal preferential attachment and strong preferential attachment. The selection of previous nodes between villages and within cities also included the spatial relationships between communities since the distances between communities may be large enough to affect how contacts are selected [29]

 REF _Ref271119154 \r \h 
[30]. The spatial relationships are scaled by a distance parameter that indicates at which range the spatial relationships become less significant for the selection of previous nodes. The spatial relationships between communities within villages, on the other hand, are typically insignificant. 

Figure 4 illustrates the network generation and the parameters that control the contacts between nodes where a is the probability for connecting to one or several previous nodes, b selects the strength of preferential attachment, c is the maximum number of connections to neighbours from a previous node, where kj is the number of connections for node j, k is the total number of connections, sj is the size of community/village j, s is the size of all communities/villages, dij is the distance between community/village i and j, and rc is the distance where spatial relationships become insignificant. First, parameter a is used to determine whether node v should only connect to node m or also node n and possibly more nodes. Typically, a connection to the first node extends an existing cluster of nodes, where as a connection to a second or more nodes form a bridge between clusters of communities. The node selection for connection depends on the preferential attachment and size distribution for connections within villages, and additionally the spatial distribution for connections between villages and within cities. Finally, parameter c determines the maximum possible neighbouring nodes for connection; here neighbours o and l to m were selected. The connection probabilities depend on the size distribution so that larger communities/villages have a higher probability to connect to more neighbours. Parameter c therefore influences the formation of clusters. Further, the connection probability between villages and cities depend on city size and the spatial relationships. The selection of communities within villages and cities for connections between villages and between villages and cities depends on preferential attachment, size distribution, and additionally the spatial distribution within the cities. Finally, the interaction between Delta and Echo Christians only occur at workplaces where Delta Christians are a labour force and the Echo Christians are supervisors. The connection probabilities between Delta Christians and a representative number of Echo Christians were based on the size distribution for connections within villages, and additionally the spatial relationships within the cities. Table 2 summarises the types of social network generation and how the parameters were used. The distance rc is larger within the cities to account for a better communication and transportation infrastructure within cities.


[image: image20]

Figure 4: Illustration of network generation and control parameters (see text for explanation). 


Table 2: Types of social network generation for Xland and the types of parameters 
that were used where PD is power distance and PA is preferential attachment.


		Network part

		Connection to one or two nodes

		Selection of nodes

		No. of close contacts



		

		PD

		Size

		rc

		PA

		PD



		Within villages

		X

		Communities

		NA

		Strong PD for communities

		Size



		Between villages

		X

		Villages, Communities

		5 km

		PD for villages,


Strong PD for communities

		Size



		Within cities

		X

		Communities

		10 km

		Strong PD for communities

		Size



		Between villages and cities

		NA

		Cities, Communities

		10 km

		Strong PD for communities

		NA



		Between village ethnicities

		NA

		Communities

		NA

		NA

		NA



		Between city ethnicities

		NA

		Communities

		10 km

		NA

		NA





The network generation parameters were selected to implement the three power distance levels in SHOUT, low, medium, and high. Table 2 shows the parameters within villages, between villages, and within cities. The parameter a shows the probability for connecting to one, two, or three previous nodes. A low and medium power distance have a higher probability to connect to three previous nodes between villages and within cities since there typically are more options to join clusters of closely connected nodes compared to within a village. The effect of preferential attachment is highest within villages and lowest on the country side to account for the difficulty of influencing power over large distances. The distance rc is larger within the cities to account for a better communication and transportation infrastructure within cities. Figure 5 shows the degree distribution for a village with 36 communities that was averaged over 20 networks. The three curves for the power distance shows the desired degree distributions where a high power distance gives only a few nodes that are well connected and many nodes that only have contact with a few neighbours. A low power distance, on the other hand, gives a more uniform degree distribution. Similarly, figure 6 shows the degree distribution between 339 villages that was averaged over 20 networks. The three curves for the power distance shows the desired degree distributions where a high power distance gives only a few nodes that are well connected and many nodes that only have contact with a few neighbours. A low power distance, on the other hand, gives a more uniform degree distribution. The distribution for a low power distance is not quite as uniform as in figure 5, since the spatial relationships between villages enhance the preferential attachment.

Table 2: Parameters for social network at three levels of Power Distance. a is the probability for only connecting to one previous node, b selects the connection distribution, and c is the maximum number of connections to neighbours from a previous node.


		Power Distance

		Within villages

		Between villages

		Within cities



		

		a

		b

		c

		a

		b

		c

		rc

		a

		b

		c

		rc



		

		1

		2

		3

		

		

		1

		2

		3

		

		

		

		1

		2

		3

		

		

		



		Low

		0,75

		0,25

		0

		0

		3

		0,75

		0,15

		0,1

		0

		3

		5

		0,75

		0,15

		0,1

		0

		3

		10 



		Medium

		0,9

		0,1

		0

		1

		2

		0,9

		0,05

		0,05

		0,5

		2

		5

		0,9

		0,05

		0,05

		0,7

		2

		10



		High

		0,95

		0,05

		0

		2

		1

		0,95

		0,05

		0

		1

		1

		5

		0,95

		0,05

		0

		1,7

		1

		10 
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Figure 5: Degree distribution for three levels of power distance in a 
village with 36 communities that was averaged of 20 networks. 
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Figure 6: Degree distribution for three levels of power distance 
between 339 villages that was averaged of 20 networks. 

Finally, the areas Gävle City, Sandviken City, and RV80 were treated as one city when generating the social network since the whole area is densely populated. However, they were treated separately for connections between villages and cities.


4.2 
Computation of Contact and Transition Rates


Many of the effects between socio-cultural dimensions and message dissemination in section 2 are analysed using correlation and regression coefficients. A reasonable assumption is therefore that the contact rate within and between communities can be represented as weighted linear equations. Equation 3 describes such a linear equation.
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(Eq. 3)

The contact rate between two communities of the same ethnicity depends on the ethnicity's cross-cultural psychology, which in SHOUT is represented by how the ethnicity rate on the Hofstede dimensions. The contact rate between communities of the same ethnicity is estimated using a weighted linear equation that combines the Hofstede ratings in section 3 with the Hofstede weights in section 2. The ordinal terms low, medium, and high for the Hofstede dimensions in section 3 are represented as a scale from 1 to 3 with the integers 1, 2, and 3, respectively. The ordinal terms medium and high for the Hofstede weights in section 2 are represented as a scale from -1 to 1 with -0.5 or 0.5 for medium and -1 or 1 for high, respectively. A negative weight represents a negative influence on the contact rate. A within culture coefficient can then be computed by multiplying each rating with the corresponding weight and summing the results. Finally, assuming that the weights and the resulting scale is constant, the within culture coefficient is rescaled from 0 to 1 as an estimate of the contact rate. 

Similar to the contact rate between communities of the same ethnicity, the contact rate between two communities of different ethnicities is estimated using a weighted linear equation that combines the socio-cultural ratings in section 3 with the socio-cultural weights in section 2. However, the contact rate between two communities of different ethnicities depends on the ethnicities' cross-cultural communication, which in SHOUT is represented by the Hofstede dimensions, as well as typical socio-cultural dimensions that are relevant for cross-cultural communication. The Hofstede ratings are computed to reflect the partially asymmetric cross-cultural communication effects described in section 2. All ratings are represented on the same scale from 1 to 3 and the weights from -1 to 1. The between culture coefficient is similarly computed by multiplying ratings and weights and summing the results. Assuming that the weights and the resulting scale is constant, the between culture coefficient is then rescaled from 0 to 1 as an estimate of the contact rate. Table 3 shows the resulting representation of the cross-cultural psychology and table 4 the cross-cultural communication.

Table 3: Factors for communication between communities of the same ethnicity.

		Cultural Dimensions

		Delta Christian

		Echo Christian

		Weights



		Individualism

		2

		1

		-1



		Power Distance

		3

		1

		-0,5



		Masculinity

		3

		1

		-0,5



		Uncertainty Avoidance

		2

		2

		0,5



		Long-Term Orientation

		1

		2

		0,5





Table 4: Factors for communication between communities of the different ethnicity.


		Cross-Cultural Dimensions

		Delta to Echo Christian

		Echo to Delta Christian

		Weights



		Individualism

		1

		2

		1



		Power Distance

		3

		1

		-0,5



		Masculinity

		1

		1

		0,5



		Uncertainty Avoidance

		2

		2

		-1



		Long-Term Orientation

		1

		1

		-0,5



		Conflict

		3

		3

		-1



		Habits

		3

		3

		0,5



		Attire

		3

		3

		0,5



		Language

		3

		3

		1



		Social economic status

		1

		1

		0,5



		Religion

		2

		2

		1



		Family size

		2

		2

		0,5



		Political participation

		3

		3

		1





The resulting base contact rates after scaling is 0,013 for Delta Christians, 0,035 for Echo Christians, 0,01 for Delta to Echo Christians, and 0,013 for Echo to Delta Christians. The contact rates were scaled to correspond to the average communication time during a 24h period, which means that the contact rate was 18 min for Delta Christians, 50 min for Echo Christians, 14 min for Delta to Echo Christians, and 18 min for Echo to Delta Christians. Clearly, there are several factors that place Delta Christians at a disadvantage relative the Echo Christians. The cross-cultural communication between Delta and Echo Christians considers that they only meet at their workplace. These base contact rates are then scaled by up to four parameters that are likely affect the contact rate: the combined effective size of the two communities that are communicating, their spatial relationship, the stability of their regions, and the number of crossings to another power of authority. The effective size means after considering the effects of age distribution and masculinity. Here a high masculinity is assumed to reduce the susceptible population by 50%. The combined effective size is then scaled by the maximum size of two communities. This effective size factor is then used to scale all contacts rates. Within the cities, on the other hand, there is an additional effect of the distance between the communities. The spatial relationship is therefore considered using the exponential equation in figure 4 which is used to scale the contact rate within cities. Finally, the contact rate between communities in different villages or cities is additionally affected by the power sources and social stability of the respective regions for the communities. Power sources that are known to restrict the freedom of movement, such as the Klykers and Valliens in Xland, will reduce the contact rate when crossing the border between two power sources. Similarly, a decreased social stability in a community's region will decrease the contact rate both within the region and to communities in other regions. 

The other parameters in equation 1 are fairly straight forward to compute compared to the weighted sociomatrix. The main factor here is of course the message dissemination rate 
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that has a direct effect on the force of dissemination. The message impact is implemented using three levels of 
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that are the same for all communities, 0,6 for a low impact, 0,8 for a medium impact, and 1 for a high impact message. Similarly, the message impact also affects the message dissemination within communities 
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 at which communities recover and stop disseminating a message, and the proportion 
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 at which enough people have heard the message and it looses its news value. All these factors are the same for all communities and increase with an increased message impact. Additionally, 
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 is affected by the social stability where a decreased social stability increases the contact rate within communities. Finally, since the discrete metapopulation model is constrained by the minimum path length in the sociomatrix, 
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, were scaled by 24 to allow simulations on an hour resolution. However, logging of the message dissemination was only performed once a day.

4.3 
Examples of Message Dissemination with SHOUT


SHOUT simulates the message dissemination using a standalone application as an interface to three commercial off-the-shelf (COTS) software products, where Microsoft Excel is used to specify the cross-cultural and simulation parameters, Matlab (Mathworks) performs the actual simulation of the message dissemination, and Google Earth is used for visualization of the message dissemination. Figure 7 shows an example of the interface to the standalone application. 


[image: image33.jpg]y

[
Q

i N
Wa
GAivkarleby

A
5 Avestal

RS Image ©20101Ls

AL 0atalEi0, NoAA, U SNy, NGA, GEBCO 41
©2016 TéleiAtas
201 ELIEgh Technolosies

95N 1729'00,33°C1 najd_45eng mil ~Visningshojd 109 25km







Figure 7: SHOUT interface for specifying simulation parameters, starting the simulation, 
and generating visualisations. Green circles indicate informed communities 
and red circles uninformed communities.

An initial assessment of simulated message dissemination using SHOUT was performed by starting the message dissemination in either the most central Delta or Echo Christian Community in Gävle city. For these two staring points the message impact was varied from low to high. Finally, the message dissemination was simulated over whole Xland, or only over the Delta or Echo Christian part of Xland, respectively. This means that the message only impacts one of the ethnic groups but not the other. Table 5 shows the results of the simulations. The table shows the number of days it takes for whole Xland, the first sub-population, or a sub-population to become completely informed of the message. Overall, the results appear to be reasonable with about three months total time for a message with high impact, 4 ½ months for a message with medium impact, and around 7 ½ months for a low impact message. Inspections show that it takes about 1/3 of the time for the initial message dissemination to get significant traction, the main dissemination then occurs with 1/3 of the time, and the final 1/3 is required to completely inform the most remote villages and communities. The effect of the cross-cultural communication is also evident in that the time for first sub-population to become completely informed is shorter than for when only one sub-population is affected. Finally, there is an interesting interaction effect in that Echo Christians are the first to become completely informed for medium and high impact messages, but Delta Christians are the first to become completely informed for low impact messages.

Table 5: Initial results from simulation of message dissemination in Xland using SHOUT.


		Impact

		Central Delta in Gävle

		Central Echo in Gävle



		

		Whole Xland

		Whole first

		Only Delta

		Whole Xland

		Whole first

		Only Echo



		Low

		229

		209 Delta

		229

		212

		205 Delta

		230



		Medium

		138

		124 Echo

		138

		135

		117 Echo

		134



		High

		95

		87 Echo

		95

		92

		82 Echo

		91





5.0 
Conclusions


The main purpose of the current version of SHOUT is to enable an assessment of the feasibility for modelling of message dissemination using epidemiological principles. Overall, the results are favourable in that they appear reasonable for message dissemination in a provincial area and there are interesting cross-cultural effects on the message dissemination. SHOUT may therefore enhance PsyOps-officers understanding of how the interaction between socio-cultural factors affects the message dissemination. Since epidemiological modelling in it self is a fairly well developed discipline, it is mainly the selection, representation, and calibration of simulated socio-cultural factors that will affect the simulation of message dissemination. The paper provides one example of how such factors can be selected, integrated, and applied to a representative scenario. Other applications may well have other types of information available about the social networks and contact rates which need to be incorporated in the model. For example, the quam social networks in Afghanistan that forms from the dependencies between actors may be more representative for this area than social networks based on degree distributions (see [3]). Future evaluations with PsyOps-officers will provide more information about the validity SHOUT and the modelling assumptions.

Finally, future studies should address the many shortcomings of the current paper, such as the simplified social network generation, missing contacts to relatives and previous neighbours (e.g. [31]), effects of trust on interpersonal communication (e.g. [32]), no enclaves of Delta Christians as described in the Xland scenario, how the availability of communication technology affects the contact rate, and the lacking comparison of network measures with theoretical developments in network theory. There is also a need for a clearer theoretical understanding that explains how the social network and contact rates are shaped by socio-cultural factors. The current assumption that extensive social networks are representative for low power distance cultures may well be a confounding with other cultural dimensions, such as individualism versus collectivism. Further, gender egalitarianism often means that men and women have more similar social networks. A coherent framework that provides some understanding how the different social networks and contact rates emerge from the socio-cultural factors will be a valuable contribution to cross-cultural psychology, as well as the understanding how socio-cultural factors affect message dissemination.
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Social Attitudes


•


How does the population interact as tribes?


•


How much of the population is affected, disaffected?


•


How does the population respond to strategic communication?


•


How is the population informed?


•


How do they like to be informed?


•


What are the preferences of people on a district level?


•


What efforts have historically been successful on a district level?


•


What kind of development do people prefer on a district level?


•


What part of the population is disaffected and why? What is the percentage?


Taliban-related


•


How does the population relate to the Taliban as an organization,  not as an insurgency? 


(e.g., how they operate and how people are affected by them as an organization)


•


How do we split the population away from the Taliban, especially in Helmand /Kandahar?


•


What narratives do the Taliban use to get popular support?


•


What tactics of intimidation do they use?


Rule of law 


•


How does the population define rule of law and justice?


•


How can we institute a sense of rule of law?


•


How can the central government more effectively dole out justice to be as swift as Sharia law?


Economics


•


What is the importance of the poppy trade to the Afghan population?


•


How does the government corruption impact the Afghan population and its relation to drug trade?


Governance


•


How does the population accept and see governance?


•How is the population’s historical response to governance, not being governed, and warlordism?


Security


•


How will the population respond to the new Stryker brigade that is coming in?


•


How does the population respond to basic force maneuvering? 


Visualization


•


How can we visualize/layer data from geography through population dynamics?
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Abstract


During the development of the Analysis Modeling & Simulation (M&S) Business Plan, the area of cultural-social issues was characterized as “RED,” meaning current M&S capabilities supporting the analysis of cultural-social issues were insufficient to effectively address even a limited range of issues and questions confronting decision makers in this area. The information in this paper was designed to clarify the key issues associated with cultural-social issues and to recommend actions to mitigate key shortfalls. The information in turn is being incorporated in the Analysis Community’s M&S Business Plan, to help guide investment and research in this area over the next few years.  To establish a foundation for this assessment, the paper begins by defining key cultural-social terms. That is followed by sections that identify the key questions that senior decision makers have formulated and characterize the nature of the problem. Subsequently, the paper identifies the key needs associated with cultural-social assessments. That is followed by sections that identify the key gaps that need to be addressed to pursue cultural-social assessments and on-going cultural-social assessments. The paper concludes by identifying three broad recommendations for the cultural-social community keyed to the risks associated with those issues.

1.0
CONTEXT


For the purposes of this paper, “cultural-social issues” are defined as follows: “modeling the behavior of individuals, groups, and societies to assess how they will respond to a variety of stimuli”.  Consistent with that definition, senior decision makers have formulated an array of questions. These include:


a) How do you conduct “war amongst the people”? (source: Sir Rupert Smith (reference 1))


b) What are the roots of terrorism?


c) What is the decision calculus of an adversary that we seek to deter?


d) How will a crowd respond to a selected Course of Action (COA)?


e) How will a society respond to a proposed strategic communication message?


In addition, MG Michael Flynn, International Security Assistance Force (ISAF), has formulated several questions that will require insight about cultural-social issues.  A representative set of those issues is summarized in Table 1.

Table 1: Selected Cultural-Social Questions.
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Consistent with that definition and representative questions, we have formulated the following vision for this set of issues:


“Social scientists working in concert with operations analysts to develop and validate conceptual and instantiated cultural-social models.”


2.0
KEY CULTURAL-SOCIAL NEEDS

In accordance with that vision, cultural-social analysis needs were decomposed into twelve interrelated categories.  As noted in Figure 1, “Framework for Cultural-Social Modeling,” the driver for the needs arises from the representative questions from senior decision makers, the box on the left hand end of the arrow in the figure.  The middle of the arrow includes four key categories from left to right of shared needs between the Social Sciences and the Operations Research disciplines: data, VV&A, education and training, and outreach.  Four additional categories are of particular concern to the social sciences, captured by the four boxes in the top of the diagram: definitions, basic research, Measures of Merit (MoMs), and theories.  The four categories in the boxes in the bottom of the diagram are of particular concern to operations researchers: tools, representation in tools, exploration of “possibility space,” and design of experiments.  The results of activity in the all the boxes generates enhanced methodologies and can be used to feed a new round of representative questions.  The analysis needs associated with each of the twelve categories shown on the arrow are summarized below.
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Figure 1: Framework for Cultural-Social Modeling.

2.1
Data Needs

There are at least three basic data issues.  First, existing cultural-social activities data sets are diffused, difficult to find and hard to access.  Second, much of the data lack necessary information to support analysis (such as adequate metadata, indications of pedigree, and standard definitions).  Finally, the available data are rarely ready for use; they require substantial clean up and conversion to fit current desired analytic applications.


To address these issues, six key themes were identified for data needs.  First, appropriate cultural-social activity taxonomies and ontologies must be developed.  Second, collaborative efforts to tailor cultural-social activities data to satisfy the intended purposes must be implemented.  Third, verification and validation (V&V) efforts to ensure data integrity, consistency, reliability, source documentation are retained as metadata must be performed and recorded.  Fourth, to avoid “stale” data, local and national data must be updated with appropriate periodicity.  Fifth, data must be captured in many dimensions to support the complexity of the questions being asked in this arena.  A partial listing suggests that we need data in the areas of the environment, medical and health experiences, attitudes across a range of issues, affiliations, and legal systems.  A final theme, given the dispersion of the data, is that analysts and decision makers should explore the desirability of a Central Cultural-Social Activities Data Repository.  Such a Repository could be stored in relational formats and informed by a dedicated study that would address a variety of issues including classification, access, open source data, legal issues, granularity, qualitative data, maintenance, and dissemination.


2.2
Definition Needs

Selected social scientists have identified several basic definition issues.  First, many definitions describing irregular warfare (IW) and related activities are too vague and ambiguous for social scientists to use effectively; for example, “counterinsurgency” requires both an understanding of what is meant by the insurgency terminology and an understanding of what groups, what actions and what goals might be associated with countering this state.  Second, many definitions are discipline-specific and not uniformly understood across disciplines, for example “development” has very different meanings to economists, psychologists, and political scientists.  Consequently, the social scientists need to work with historians and operations research scientists to develop more specific definitions and define commonalities across disciplines that can facilitate communication and drive common action.  Specifically, there is a need to develop a variety of products which would include a library of ontologies, semantic descriptions, a thesaurus, a dictionary, data lexicons with metadata, and standards.  Developing these products would serve to address definition needs while overlapping with the actions to address data needs, cited above.


2.3
Measures of Merit (MoMs) Needs

Historically, the operations analysis community has been comfortable with the concept of formulating MoMs subsuming Measures of Performance (MoPs) and Measures of Effectiveness (MoEs).  However, practitioners of the social sciences are less familiar with this approach and many are not prepared to agree that a set of measures at a micro-level of a problem can be combined or serve as inputs into approaches addressing a parallel problem at a macro-level.  Thus, we need to tailor the MoMs cultural-social activities to develop understandings about when and under what conditions key MoPs and MoEs can be linked to MoMs and when they cannot.  Furthermore, we need to display cultural-social area MoMs to senior decision makers in a fashion that conveys appropriate levels of uncertainty and risk associated with both the measures themselves and their ability to capture important aspects of the specific issue being addressed.


2.4
Theory Needs

The social sciences have formulated competing theories for many subjects of interest.  For example, understanding the root causes of terrorism was but one of many examples for which there is no single clear-cut theory available to explain observed behavior at all levels.  In addition, there are key areas where needed theories are not available, or if they are available, too specific for the intended application, or too general to be used meaningfully.  Where multiple theories exist, the community needs codes of best practice/guidelines on which theory to use and when.  As noted, there are many areas where the social sciences have not yet developed theories in forms useful for cultural-social applications.  The various members of the social science and historian communities need to develop appropriate theories to address these key gaps or mismatches.


2.5
Basic Research Needs


There are many areas of interest to national security where basic research in the social sciences must be performed to support cultural-social activities.  For example, we need studies of influencers on attitude/behavior of civilians based on ethnic, tribal, cultural, religious, and political considerations.  As a starting point, researchers in this area need to develop a comprehensive list of those issues, questions and topic areas where basic social science research is needed and to prioritize this list from a national security perspective.


2.6
Representations in Tools Needs


Selected operations analysts have attacked the cultural-social representation in tools issue by asking an initial question regarding what real-world factors the Community wanted such tools to represent.  This can range from issues at the tactical level, where small unit behavior can generate a range of responses within groups in the population to strategic issues that cover the entire Diplomatic-Informational-Military-Economic (DIME)/Political-Military-Economic-Social-Infrastructure-Information (PMESII) spectrum.  While no one tool is required to cover the entire spectrum, a set of tools should provide clear linkages between levels of analysis and focus areas to support coherent study.  However, one must not “mirror-image” adversaries or insurgents using observed behavior or reactions associated with US or European norms.  Modelers need solid data and theories as well as creativity to model US and its allies as well as the cultural-social elements of other engaged or indigenous groups.  The operations research analysts also recognized a tendency on the part of their discipline to decompose social scientists and their knowledge into the categories of “micro” and “macro” representations.  This is an artificial distinction that, if made, requires feedback between “micro” and “macro” representations (perhaps through “meso” perspectives).  Overall, phenomena must be studied and captured from multiple perspectives. These include organizational performance, cultures and institutions, all types of operations, and the situational awareness of all parties regarding other actors and activities.


2.7
Tools Needs

The analysis community requires an expanded set of cultural-social activity tools that acknowledge three key issues.  First, the analysts agreed that there is no such thing as a “silver bullet” model that will satisfy the full range of cultural-social activity modeling needs.  A comprehensive tool solution will require a number of models that can each deal with specific aspects of the cultural-social study space and establish context for models exploring other cultural-social issues.  Second, many existing cultural-social activity tools are too limited in their scope (for example, counterinsurgency tools can not address multiple insurgencies, simultaneously).  Third, we are at the beginning of the tool building process, using tools to help develop insight on how various actions and attitudes influence basic outcomes—such tools are exceptionally limited in their ability to forecast when addressing cultural-social activity issues. 


These caveats aside, there is some clarity regarding the needs associated with cultural-social activity tools.  First, the community requires a cultural-social activity Modeling Test Bed to support analysis activities.  Such a Modeling Test Bed could be in a single location or distributed among a number of participating organizations and activities, but it needs to be available to facilitate the test and operation of different tools and databases in different conditions in a consistent manner to ensure improved understanding and application across the community.  However, the proper architecture/framework for these cultural-social activity tools is an open question.  The suite of tools should include a balanced mix of techniques that take advantage of the strengths of the tools while ameliorating their weaknesses (for example, developing a set of system dynamic models, agent based models, and wargames that feed results to each other and are developed in concert); consider creating a “collaborative environment” in which selected models can be linked / federated and evaluated (particularly with respect to “precision”); consider the use of a “service bus” or Global Information Grid (GIG) for data repositories; ensure that models are tailorable to address specific levels of aggregation or focus on specific aspects of the cultural-social enterprise; employ hierarchical modeling with meta-model/meta-data aggregation/disaggregation; and assemble a resource repository of models and data.


2.8
“Possibility Space” Needs


The discussion of cultural-social needs started with the development of representative questions that are or might be posed by senior decision makers.  Such questions could potentially be of infinite variety, which means the specific questions used must usefully clarify the area where cultural-social activity modeling should be used to explore the “possibility space.”  Note that not all models need to “forecast” things and in fact, as much as accurate forecasting may be desired, the first step is to use models to gain better insight and understanding.  In fact, “forecasting” may mean likelihoods of occurrence of multiple possible events.  For example, at least four possible levels of forecasting could be envisioned.  These include: “hard” forecasts of events (with “error bars” to characterize uncertainty); “soft” forecasts of likelihoods (e.g., for multiple possible results); explorations of possibilities (e.g., “what if…?”); or forecasts that basically inform situational awareness and understanding.


2.9
Design of Experiments Needs

Many social scientists are not familiar with efficient, effective designs of experiments.  We should draw on the insights developed in academia (such as at the Naval Postgraduate School’s SEED Center for M&S characterized by large numbers of variables) to characterize the interesting parts of response surfaces using innovative experimental designs (e.g., focused fractional factorial designs).


2.10
Verification, Validation & Accreditation (VV&A) Needs


There is a critical need to perform VV&A for cultural-social activity models.  Consistent with that observation, four key issues were cited.  First, most creators of cultural-social activity M&S and selectors of data do not accomplish V&V in a way that can be replicated by others to improve confidence in the resultant M&S.  That said, because many of the phenomenologies associated with cultural-social issues are not yet fully observed, let alone organized into theories with supporting databases, the community needs to broaden the concept of V&V to address theories and selection of subject matter experts (SMEs).  Regardless of the maturity of the theories or resultant models, developers and users need to initiate the VV&A process even when key issues are still unresolved to ensure the development of precise definitions, levels of accomplishment, and clear descriptions of pitfalls.  Finally, the initial look at this area suggests that V&V of DIME/PMESII data are significantly more complex than V&V of combat model data, which means initiating appropriate VV&A activities early will assist in helping the community understand better when and how specific tools can be used.


To achieve the objective of improved VV&A for cultural-social activity models, there is a need to generate guidelines that enable researchers to perform V&V credibly, with acceptable levels of resources.  Historically, the operations research community has focused on V&V of models and data.  However, the social sciences pose an additional challenge which includes the V&V of relevant theories and SMEs.  Note that the V&V process must be clearly documented in order to facilitate implementation of the accreditation function.  The same requirement should be extended to HSCB using V&V to create “tags” for theories, methods, models, and data that will enable the retrieval of desired items when needed.  This should be associated with the creation of “open data” on the detailed VV&A status of theories, models and databases.


2.11
Education and Training Needs


Several education and training needs must be addressed.  First, there is a need to augment the curriculum for social scientists, operations analysts, and operational users to give them adequate education to enhance cross-discipline communication.  Second, a cultural-social activity Community of Interest/Community of Practice (CoI/CoP) must be created and sustained to foster high performance, multidisciplinary teams.  This CoI/CoP should provide continuity of action using a variety of approaches (e.g., electronic interaction; virtual meetings and workgroups; face-to-face interactions).  This continuity might be achieved by building on the proposed Social Science CoI/CoP of the Military Operations Research Society (MORS) or by leveraging JFCOM’s proposed CoI/CoP or both.  Third, there is a need to educate senior decision makers about the community’s current and projected capabilities to perform cultural-social activity modeling and particularly about the gaps that limit the community’s ability to produce robust insights in this area.  At a minimum, there is a need to develop a “check list” that will enable senior decision makers to better characterize the key questions that they pose to the analysis community as well as “rules of thumb” to evaluate the responses to those questions. 


2.12
Outreach Needs


There are a number of areas where outreach could assist the military analysis community to better connect to those beyond the traditional national security study arena.  In particular, there are three areas where enhanced cultural-social activity modeling outreach are needed.  First, it is recommended that the expansion of the cultural-social activity CoI/CoP should include balanced interagency participants to include the National Security Council, the US Institute of Peace, the Department of State, the Department of Justice along with non-governmental organizations.  Second, the cultural-social community needs to participate actively in international forums that address related activity modeling issues.  These would include NATO initiatives on cultural-social activities (e.g., NATO SAS-071 and NATO SAS-081; NATO M&S Group (NMSG) conferences).  Finally, there is great sensitivity to the attitudes of many members of the social sciences community who have suggested that is unethical to work with the Department of Defense (DoD).  To address that issue, the community needs to develop a compelling narrative to explain the value of a collaborative relationship between the social sciences community and DoD.


3.0
EXISTING CULTURAL-SOCIAL TOOLS

The analysis community has determined that there is a need for an orchestrated and relevant cultural-social tool kit to address the issues posed by senior decision makers.  Table 2, “Representative Cultural-Social Tools of Interest”, identifies an array of contemporary tools that exist and are being enhanced.  These tools subsume traditional M&S, wargaming, seminars, agent-based models, system dynamics models, non-DoD methods (such as game theory and economic forecasting), DIME-PMESII M&S, collaborative tools, tools to support cost-benefit analyses and risk analyses, databases, and Whole of Government/Whole of Society models.  In general, the analysis community is interested in developing methodologies that harmonize the use of wargames and seminars with selected M&S tools.  However, as discussed below, it is understood that most of the existing tools are extremely immature. 

Table 2: Representative Cultural-Social Tools of Interest.
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4.0
KEY GAPS


Figure 2, “Selected Cultural-Social Gaps”, provides a qualitative assessment of the current gaps as determined by the participants in the National Defense University’s “Workshop to Identify Human, Social, Cultural Behavior (HSCB) Modeling Needs.” (Reference 2).  This assessment concludes that gaps exist in every area, with some of the largest gaps occurring in data; VV&A; transition/outreach; basic research; and exploration of “possibility space.”  It also notes that there are major gaps in the relationship between the social science, operations analysis, and operational user communities.  Similarly, there are significant gaps in the areas of theories, representation in tools, and education and training. Furthermore, the other key areas (e.g., definitions, MoMs, and Design of Experiments) are characterized by shortfalls.  In the following discussion, we have employed the TRAC IW Methods, model, Analysis Working Group (reference 3) (MmAWG) algorithm which uses risk and resource requirements to prioritize activities.
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Figure 2: Selected Cultural-Social Gaps.

5.0
RECOMMENDATIONS

The following preliminary actions are recommended for activities that range from extremely high risk through activities that involve significant risk. 


5.1
Extremely High Risk Recommendations

At the highest level of priority, the following preliminary actions are recommended for activities that have extremely high risk (i.e., severity – catastrophic; frequency – frequent).  We have made a rough order of magnitude estimate of the resources needed to deal with each gap.


· Create Multidisciplinary teams.  “Bridge the gap” between the social sciences and operations analyses by incorporating experts from both communities on joint study teams (medium resources).


· Address data shortfalls.  Assemble, convert, and make accessible needed data and address residual data issues (e.g., metadata, pedigree) (high+ resources).


· Establish credibility.  Implement feasible VV&A processes for theories, tools, data, and SMEs (low resources for single events, but high resources to connect across events and provide a more useful approach and documentation of results).


· Enhance transition.  Ensure that key social sciences / operations analysis methods, tools, and data are transitioned to key users (e.g., analysis, operations) (high+ resources).


· Perform Basic Research (social sciences).  Undertake efforts to deal with myriad unresolved social sciences issues (e.g., theories of “trust”, “corruption”) (high+ resources).


· Enhance the exploration of “possibility space”.  Clarify the extent to which tools can support “hard” and “soft” forecasting (medium resources).


5.2
High Risk Recommendations

At the next level of priority, the following preliminary actions are recommended for activities that have high risk (i.e., severity -- catastrophic to critical; frequency -- frequent to likely).  Again, we have made a rough order of magnitude estimate of the resources that are needed to deal with that gap.


· Complete social science theories.  Undertake efforts to generate needed social science theories which are missing or inadequate (high+ resources).


· Generate additional tools.  Create tools needed to address issues posed by senior decision makers and operational users (high+ resources).


· Improve representation in tools.  Ensure that tools adequately address cultural-social factors (high+ resources).


· Enhance education & training.  Undertake education for practitioners so that they create and sustain effective multidisciplinary teams (high resources).  In addition, provide education and training for senior decision makers so that they have “check lists” to be “educated consumers” (high resources).


5.3
Significant Risk Recommendations

At the final level of priority, the following preliminary actions are recommended for activities that have significant risk (i.e., severity -- catastrophic to critical; frequency -- frequent to likely).  Again, we have made a rough order of magnitude estimate of the resources that are needed to deal with that gap.

· Clarify Definitions.  Develop unambiguous definitions of key terms to drive the research agenda (low resources to develop, but significant coordination activities to implement).


· Formulate useful MoMs.  Create tailored MoMs and develop “cause and effect” relationships linking MoPs, MoEs (high resources). 


· Employ effective Designs of Experiments.  Exercise key tools using experimental designs that are efficient and effective for large numbers of variables (medium resources).


6.0
SUMMARY

The challenges associated with cultural-social issues are substantial.  This paper has identified twelve needs that must be addressed to enhance our ability to perform cultural-social assessments.  Based on a risk assessment, in concludes that three classes of activities should be undertaken to mitigate the major cultural-social shortfalls.


7.0
APPENDICES


7.1
Appendix A: Selected M&S Gaps

This paper has not explicitly identified the gaps that the M&S community faces in promoting use and reuse of key products.  However, several of the preliminary M&S Business Plans (e.g., analysis, planning, acquisition, acquisition) do identify several of the major gaps that the community faces.  Table A-1, “Selected M&S Gaps”, identifies a selected set of the major gaps in the areas of Use and Reuse and Technical Framework.  That table suggests some of the initiatives that must be pursued to mitigate those shortfalls.

Table A-1: Selected M&S Gaps.
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Use, reuse • US Government acquisition guidelines don’t 


promote use or reuse


• It is difficult to discover, obtain reusable 


resources (e.g., lack of metadata)


• Many key analysis M&S resources are not 


subjected to effective configuration management


Technical 


framework


• There is no consensus or responsibility for 


integrated architectures


• There is no standard for interchanging system 


engineering (SE) information


•There is no conceptual framework for data 


exchange


• Architecture development is lagging, not-


collaborative, and does not exploit commercial-off-


the-shelf SE tools
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			Type			Examples			Selected Users


			Traditional M&S			DIAMOND			DSTL


			Wargaming			Peace Support Operations Model (PSOM)
Integrated Gaming System			UK, PA&E, J8
TRAC-FLVN


			Seminars,…			MAPEX
SENSE			PA&E
IDA


			Agent Based Modeling			Pythagoras
Cultural Geography Multi-Agent System			MCCDC
TRAC-MTRY


			System Dynamics Models			COIN 			PA&E, J8


			Non-DoD methods			Game theory
Forecasting for economics			RAND, NWC


			DIME-PMESII M&S			COMPOEX
Senturion
SEAS			DARPA, PA&E
OUSD(Policy)
JFCOM


			Collaborative tools			Delphi methods			RAND


			Cost-benefit, Risk			Multiple			


			Databases

Models			COIN
Intellipedia
Interim Semi-Static Stability Model (ISSM)
Measuring Progress in Conflict Environments (MPICE)			CAA
PA&E
DMSO
Army Corps of Engineers











It is understood by the analysis community that there is a need for an orchestrated tool kit to address the issues posed by senior decision makers.  Table 9 (“Representative HSCB Tools of Interest”) identifies an array of contemporary tools that exist and are being enhanced. These tools subsume traditional M&S, wargaming, seminars, agent based models, system dynamics models, non-DoD methods (e.g., game theory), DIME-PMESII M&S, collaborative tools, tools to support cost-benefit analyses and risk analyses, databases, and Whole of Government/Whole of Society models. In general, there is interest in developing methodologies that harmonize the use of wargames and seminars with selected M&S tools (Reference: see MORS WS on IW, NPS). However, as discussed below, it is understood that most of these tools are extremely immature. 
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			Area			Selected Gaps


			Use, reuse			 US Government acquisition guidelines don’t promote use or reuse
 It is difficult to discover, obtain reusable resources (e.g., lack of metadata)
 Many key analysis M&S resources are not subjected to effective configuration management


			Technical framework			 There is no consensus or responsibility for integrated architectures
 There is no standard for interchanging system engineering (SE) information
There is no conceptual framework for data exchange
 Architecture development is lagging, not-collaborative, and does not exploit commercial-off-the-shelf SE tools
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Figure 9 (“Selected HSCB Gaps”)  provides a qualitative assessment of the current gaps in IW and related activities. This assessment concludes that the major gaps exist in the areas of data; VV&A; transition/outreach; basic research; and exploration of “possibility space.” It also suggests that there are major gaps in the relationship between the social science, operations analysis, and operational user communities. Similarly, there are significant gaps in the areas of theories, representation in tools, and education and training. Furthermore, the other key areas (e.g., definitions, Measures of Merit, and Design of Experiments) are characterized by shortfalls. In the following discussion, we have employed the TRAC IW MmWAG algorithm to prioritize activities (e.g., risk, resources).


125















			Area			Key Questions


			Social Attitudes			How does the population interact as tribes?
How much of the population is affected, disaffected?
How does the population respond to strategic communication?
How is the population informed?
How do they like to be informed?
What are the preferences of people on a district level?
What efforts have historically been successful on a district level?
What kind of development do people prefer on a district level?
What part of the population is disaffected and why? What is the percentage?


			Taliban-related			How does the population relate to the Taliban as an organization,  not as an insurgency? 
(e.g., how they operate and how people are affected by them as an organization)
How do we split the population away from the Taliban, especially in Helmand /Kandahar?
What narratives do the Taliban use to get popular support?
What tactics of intimidation do they use?


			Rule of law 			How does the population define rule of law and justice?
How can we institute a sense of rule of law?
How can the central government more effectively dole out justice to be as swift as Sharia law?


			Economics			What is the importance of the poppy trade to the Afghan population?
How does the government corruption impact the Afghan population and its relation to drug trade?


			Governance			How does the population accept and see governance?
How is the population’s historical response to governance, not being governed, and warlordism?


			Security			How will the population respond to the new Stryker brigade that is coming in?
How does the population respond to basic force maneuvering? 


			Visualization			How can we visualize/layer data from geography through population dynamics?
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In July 2008, a workshop was conducted on the campus of the NDU to characterize the capabilities needed to perform analyses of IW and related activities in support of senior decision makers.* To achieve that goal, approximately 120 participants were assembled from the social sciences, operations analyses, and operational user communities. Participants were drawn from government, academia, industry, Federally Funded Research & Development Centers (FFRDCs) and University Affiliated Research Centers (UARCs).


HSCB activities analysis needs were decomposed into twelve interrelated categories. As noted in the Figure 8 (“Framework for HSCB Modeling”), the driver for the needs arises from the representative questions from senior decision makers. There are four key categories where the needs transcend disciplinary needs: data, Verification, Validation, and Accreditation (VV&A), education and training, and outreach. Four categories are of particular concern to the social sciences: definitions, basic research, Measures of Merit (MoMs), and theories. Four categories are of particular concern to operations researchers: tools, representation in tools, exploration of “possibility space”, and design of experiments. The analysis needs associated with each category are summarized below.


* The workshop was sponsored by Dr. Robert Foster, Director, BioSystems, in the Office of the Director, Defense Research & Development (DDR&E). The workshop was organized and conducted by the Center for Technology and National Security Policy (CTNSP), NDU.
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Abstract


The approach presented in this paper addresses the question of the proper scientific basis for Human Factors modeling and proposes an architectural framework for integrating federated models and simulations. It is intended to be applicable to a broad range of scenarios across domains.  Indeed, broad applicability and integration of modeling and simulation techniques are essential to their effectiveness and validation. Our approach is grounded in the concept of unified theories of cognition, implemented computationally as cognitive architectures.  However, cognitive architectures also need to be constrained by our knowledge of neural processes in order to properly account for all cognitive, perceptual and motor factors. Despite that attention to the small-scale basis of cognition, cognitive modeling can scale up to social situations and large-scale network settings through a process of abstraction and integration. Key to that process is the availability of easily accessible resources in the form of existing cognitive models, implemented tasks, simulation environments adhering to a common standard, and human performance data to constrain and validate models.  Investment in that infrastructure is essential to ensure growth and scalability in the application of cognitive models and their proper integration in military simulations.


1.0
Introduction


Human behavior models have proliferated recently, driven by the need to quantitatively predict the effectiveness of systems and courses of actions in situations where the human element is determinant.  However, while the multiplication of models has led to specific successes, it has not generally resulted in the kind of incremental progress in their accuracy and effectiveness that had been expected.


We argue that the reason for the limited success reached to date originates from the focus on maximizing the fit of specific models to narrow data sets, instead of incrementally broadening existing accounts and integrating results into increasingly pervasive and accurate models of human behavior.  A major issue is the need to cope with the multiple levels of analysis of human behavior, which span highly detailed models of individual behavior at the sub-second time scale to large-scale abstract models of behavior at the group level.  Unfortunately, those levels of description have typically little interaction between them, and lack the reductionist approach that characterizes the hard sciences, where each level strongly constraints the more abstract levels built upon it.  It is therefore essential to ground the larger-scale models of human behavior in the individual acts of cognition from which they emerge. 


Pursuing an integrated approach raises a number of challenges. First, we argue that cognitive models need to be grounded and constrained by our knowledge of neural processes and their interaction in order to be able to provide the true scientific basis for the entire edifice that rests upon them.  However, that emphasis on the small-scale only exacerbates the problem that high-fidelity cognitive models already strain our computational resources.  We describe a methodology that scales up cognitive models to increase their applicability to large-scale simulations while preserving the key aspects of their fidelity.  Scientifically, we need to extend the top-down cognitive modeling approach that has overwhelmingly been developed and applied in single-agent tasks to account for emergent effects in cultural and social interactions.  We describe how those same cognitive mechanisms validated in laboratory experiments can explain key aspects of social interactions. 


A third obstacle originates in the fragmentation of the practice of cognitive modeling. The standard practice remains to develop single-task models that do not generalize to other tasks and are not integrated with each other.  We advocate a pragmatic solution that has been successfully applied in numerous fields from physics to genetics where it has led to rapid incremental progress.  The solution consists in creating a repository of cognitive architectures, computational models, implemented task environments and human performance data sets that can support reuse and sharing of models. In turn, this can lead to the integration of increasingly complex models of human behavior, validated over a broad set of empirical results across multiple fields.  Such a solution will require fundamental advances both in combining cognitive models and providing a general framework for interacting with a full range of simulation environments.  But it promises to deliver the benefits oh high-fidelity cognitive models to a new range of applications.


2.0
Cognitive Architectures


Theoretical unification is the goal of all sciences.  In reaction to the Newell’s claim that the study of human cognition was growing increasingly fragmented and to his suggestion that a unified computational framework was needed to bring the field together (Newell, 1973a; 1973b), a number of unified theories of cognition, implemented computationally as cognitive architectures, have been proposed (e.g., Anderson 1983; Meyer & Kieras, 1997; Newell, 1990; Sun, 2007).  We focus here on one particular cognitive architecture, ACT-R (Anderson & Lebiere, 1998; Anderson, 2007), noting a gradual convergence in the field toward an increasingly accepted set of mechanism and organizational principles.
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Figure 1: Overview of the ACT-R Cognitive Architecture.

The primary architectural commitments of ACT-R are two-fold. At the organizational level (see Figure 1), the architecture is composed of a set of modules, including perceptual (visual), motor (manual), and declarative memory modules (as well as self-standing goal and imaginal (problem) buffers), coordinated by the procedural (production rules) module through limited-capacity buffers. Each processing step within a module is massively parallel (e.g., all production rules in the procedural module are matched at once, as are chunks of information in the declarative module) while communication between modules is serial and asynchronous (e.g., only one request for information retrieval can be sent to declarative memory at a time, and a single chunk will be returned through the retrieval buffer when the retrieval is completed). Activity in the modules is correlated with fMRI BOLD response in specific brain regions, bringing to bear neuroscience constraints on architecture organization (Anderson, 2007).


The second level of architectural commitments concerns the representations and processes taking place in each module, and in particular the declarative memory and the procedural modules. ACT-R’s approach is a hybrid combination of a simple, constrained symbolic representation (chunks in declarative memory, production rules in the procedural module) together with subsymbolic selection mechanisms that adapt to the statistical structure of the task and its environment. The former underlies our ability to perform almost any task and quickly learn novel combinations of knowledge while the latter captures the soft, adaptive nature of human performance including both its abilities (e.g., generalization) and its limitations (e.g., forgetting). A tight integration of those two very different types of abilities is necessary to account for the full range of human cognition (Anderson & Lebiere, 2003).  A full list of the tasks and domains modeled using the architecture is available on the ACT-R web site (http://act-r.psy.cmu.edu).  Topics range from perception and attention to problem-solving and decision-making while tasks range from basic psychology experiments in memory to complex simulations such as air-traffic control and driving a car in traffic.


A general feature of scientific theories is that they explain phenomena in terms of simpler, underlying mechanisms. ACT-R not only provides a cognitive explanation of the wide range of behavioral phenomena described above at level of basic cognitive representations and processes, it has also successfully incorporated theoretical postulates that offer explanations of its cognitive mechanisms at two finer levels of abstraction. Specifically, a sub-symbolic level of operation (Lebiere & Anderson, 1993; Lebiere, Anderson & Reder, 1994) has been added that expands its explanatory power to phenomena of the type that models emphasizing parallel distributed processing (Rumelhart & McClelland, 1986) have been especially successful in explaining. Second, recent efforts have further extended the architecture’s scope by linking key cognitive functions to brain mechanisms (Anderson, 2007). Significant progress has been made in accounting for performance in temporally extended tasks not only at the level of cognitive processes but also in predicting the brain areas activated by these process as they are executed (Anderson, 2009). Such layered explanations are like explanations of biological processes at molecular and atomic levels. In short, ACT-R organizes a wide range of phenomena, generates a wealth of testable predictions, and demonstrates considerable explanatory power. 


3.0
the neural level


3.1
Integration Across Levels

As suggested above, in addition to the integration of models “horizontally”, i.e. across tasks and domains, we also advocate for an integration of models “vertically”, i.e. across different levels of description. Unfortunately, integration among levels of description has been traditionally as neglected as the horizontal integration across domains, leading to frameworks and theories that grow in isolation and whose implications are often not well understood at other levels of analysis.


One might argue for a separation of levels of analysis, and maintain that understanding the biological basis of a process does not give much more information. This is, however, not the case. In the study of human behavior, any phenomenon ultimately has a neurological basis, and lower-level models help constrain higher-level descriptions (Newell, 1980). In several occasions an analysis in terms of basic units of computations in the brain (that is, neuronal ensembles) has provided notable insights into our understanding of a cognitive, behavioral, or even social process.


Thus, the first benefit of integration across levels is that it brings additional constraints. At any level of analysis, different descriptions of the same phenomenon are possible, and many of them might be equally compatible with the empirical data. Breaking down the description into its basic components can obviously help discriminate between the alternatives. Sometimes, in fact, it can even suggest new and better descriptions that have not been thought of previously. And sometimes an analysis at a lower level can get rid of concepts that just do not reflect the underlying reality, or eliminate false dichotomies that hide a continuum.


3.2
The Conditional Routing Model

Our work one the conditional routing model (Stocco, Lebiere, & Anderson, 2010) provides a good example of these implications. The conditional routing model was initially developed to bridge the gap between production systems (a common formalism for cognitive processes) and more biological descriptions of individual brain circuits, such as neural networks. Production systems work by executing rules in the form of IF-THEN constructs, and have long become a standard tool for modeling behaviors (Newell, 1973), from complex task to laboratory experiments in cognitive psychology. However, they seem to have very little in common with the graded and parallel computations occurring in the brain.
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Figure 2: Overview of the Conditional Routing Model.

Work on the routing model, however, brought to light unexpected similarities between the operations of a production system and the cycles of activity of the basal ganglia (see Figure 2 for details). The applications of rules had its counterpart in the opening or closing of channels that connect the basal ganglia with the prefrontal cortex. Perhaps the most interesting result concerned the computational concept of variable. Part of the strength of production rules comes from their use of variables, which make them applicable to a general class of conditions and also permits manipulation of values. The routing model accounts for computations that correspond to variables in the human brain. 


Importantly, the conditional routing model had implications that scaled up to higher levels of analysis. It provided a rationale for the use of production systems in modeling behavior. It also provided novel constraints to production system-based models. For instance, different cognitive architectures have disagreed on whether the execution of production rule constitutes a central bottleneck (as in ACT-R: Anderson, Taatgen, & Byrne, 2005) or an unlimited resource that can be accessed in parallel (as in EPIC: Meyer & Kieras, 1997). The routing model puts the problem in a novel perspective, and shows how the ultimate constraint is a matter of channel capacity, i.e. not how many rules can be executed, but how many signals and how much information can be transferred at the same time. 


At an even higher level of analysis, the conditional routing model provided the basis for understanding one of the central questions in neuroscience. Simulations showed that the basal ganglia circuit can be controlled by regions that reflect the topology of brain connections. Since it could control the basal ganglia circuit, such a region would be in an ideal position to control the channels that transfer signals between brain regions, and, ultimately, control how behavior would be executed. This region would in fact hold representations of cognitive actions to be performed, such a plans or verbal instructions.


In fact, we run a neuroimaging experiment and found evidence for this processes. We identified a candidate region that is recruited when novel instructions are given, and we were able to show that the basal ganglia work as an instruction interpreter. Although work is still in progress, this work promises important contributions in all the fields where behavior is shaped by instructions, from education to military missions.


4.0
the social level


4.1
IPD2: A Game Paradigm for Studying the Intragroup Power Dynamics

The overwhelming majority of experimental paradigms in cognitive psychology involve a single subject engaged in a specific task using a computer or similar apparatus where the course of the task, e.g., the situations that are encountered, has been determined in advance by the experimenter. Thus theories of cognition have arisen to account principally for those situations, and have not usually concerned themselves with the issues that are involved when interacting in social situations, such as cultural differences or emotional reactions to other people’s actions, and how they might influence our behavior.


Game theory offers simple paradigms through which our decisions under conditions in which our interest might conflict with those of others can be studied systematically (e.g., Rapoport, Guyer & Gordon, 1976).  Lebiere, Wallach & West (2000) showed that the same general cognitive mechanisms used in single-agent tasks, such as memory and decision-making, could account for a broad range of results.  Yet it is undeniable that emotions play a role in influencing human decisions in social situations.


However successful game theory has been in capturing some of the dynamics involved in inter-personal conflicts, its typical paradigms often lack the structure present in many of the challenges faced in political, economic and military situations that arise in the real world.  Thus, we have created a generalization of the typical 2x2 paradigm of game theory called IPD2, for Intergroup Prisoner’s Dilemma with Intragroup Power Dynamics.  IPD2 is intended to improve the ecological validity of the existing Iterated Prisoner’s Dilemma (IPD) paradigms. It reflects the situation in which players strive to achieve not only money/payoff (as in the classical economic theory) but when they also have a more complex set of motives. In this version of the game we add the power motive. We define power as the ability to have a say in (contribute to) what happens to one’s group. Evidently, power does not equate with payoff. Free riders get payoff without having power. Correspondingly, having power does not guarantee making profitable decisions. However, having a certain level of power can be a prerequisite for achieving significant amounts of payoff, and in return, obtaining payoff can be a means to retain or achieve greater power.


As a consequence of the complex interplay between power and payoff, a realistic game like IPD2 departs from the classical behavioral game theory paradigm in which a payoff matrix will be either explicitly presented to the participants in advance or easily learned from the experience of game playing. The players might not be able to figure out the full range of game contexts and outcomes. They might have to satisfice and use heuristics, which is what humans in the real world do (Gigerenzer & Todd, 1999).  


In IPD^2, there are two teams of two players playing an inter-group Prisoner’s Dilemma game.  Other payoffs matrices would also be possible, but we decided to use the Prisoner’s Dilemma because of its widespread applicability to adversarial inter-group situations. Within a team, both players choose between cooperate (C) and defect (D) options, but only one player’s choice counts as the choice of the team. What determines whether a player’s choice counts as the team’s choice is that player’s “power”, specifically whether its power is greater than the power of the other team member.  The player whose choice counts is said to be in the majority while the other is in opposition, by analogy to electoral power, though this concept could account for other forms of power as well, such as demographic or military advantage. A player’s power is a quantity assigned at the start of the game and increased or decreased after each round of the game depending on the player’s choice, the teammate’s choice, and the opponent team’s choice. The sum of power within a team remains constant throughout the game at 1.0. All players start the game with the same amount of power, 0.5. A random value is added or subtracted from each player’s power level at each round. This random noise has the functions of breaking ties (only one player can be in power at any given time) and preventing quick strategizing and settling into fixed behaviors. 


After a round of simultaneous decisions, if the two members of a team made the same decision (both played C or both played D), their powers do not change other than for the random factor. However, if they made different decisions, their powers change in a way that depends on the outcome of the inter-team game (PD in this case). A fraction of the payoff received from the payoff matrix is added to the power of the player in the majority and the same amount is subtracted from the power of the player in opposition:
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where power(t) is the current power, power(t-1) is the power from the previous round, and team_payoff (t) is the current team payoff from the inter-team game. The scaling factor of 100 is used to convert from a payoff scale typical of the PD game (e.g., -10, -1, 1 and 10) to a power scale expressed as a fraction of one unit. Note that the values in the payoff matrix can be positive or negative. Thus, if the team receives a positive payoff the power of the player in the majority increases whereas the power of the player in opposition decreases by the same amount. If the team receives a negative payoff, the power of the player in the majority decreases whereas the power of the player in opposition increases. 


A player’s power does not only allow a player’s decision to count as its team’s decision. It is also factored in each player’s payoff. The payoff that the team receives is shared between the two teammates in direct proportion with their power.  Thus, for both the player in power and the player in opposition, individual payoff increments as:
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where payoff(t) is the current individual payoff and payoff(t-1) is the previous individual payoff. 


Again, since the team’s payoff can be positive or negative, differences in individual payoff between teammates can be directly or inversely proportional to differences in power.  For example, if the team gets a negative payoff, then the individual payoff of the majority player is decremented by a larger amount than the individual payoff of the opposition player.


4.2
Empirical Study and Cognitive Model


We conducted an empirical study aimed at exploring the potential of the game to represent realistic human behavior. We recruited 68 participants and paired them with computer strategies of various complexities. The following are descriptions of the strategies that were used in this study:


· Always-cooperate and always-defect were the two maximally predictable strategies.


· Tit-for-tat, a classic PD strategy, starts by cooperating and then repeats the last choice of the opposing team.


· Seek-power plays differently depending on its power status. When the player is in power, it plays tit-for-tat. When in opposition, it plays C or D depending on the outcome of the intergroup Prisoner’s Dilemma game at the previous iteration. If this outcome is symmetric (CC or DD), seek-power plays C, if it is asymmetric (CD or DC), seek-power plays D.  Either way, the intention is to gain power if the previous outcome repeats itself.


· Exploit plays “win-stay, lose-switch”, another classic game theory strategy, when in power and seek-power when in opposition.


Some of these strategies are very simple and easily predictable, others are more complex and harder to predict. The intention was to give humans a large enough set of strategies to play against so as to manifest realistic behavior. The human participants were matched with each strategy both as teammates and as players on opposing teams. As a result, ten game types were constructed, representing all possible combinations of 3 of the 5 strategies. Each human participant played a practice game followed by the ten game types. A Latin square design was used to counterbalance the order of game types. Each game was played for 50 rounds. Participants were instructed to try to maximize their payoff.


We developed a cognitive model inspired by the Instance Based Learning theory (Gonzalez, Lerch, & Lebiere, 2003) implemented in the ACT-R cognitive architecture. All the parameters of the ACT-R architecture were kept at their default values. For each round of the game, the model tries to remember if it has encountered the same situation (context) in the past and what was its action in that situation. A context is characterized by the choices of all the players and the group choices in the previous round. If such a context-action pair is retrieved from memory, the model takes the retrieved action. If a context-action pair is not retrieved, the model repeats its previous action and saves it in memory together with the current context. Once an action is taken (a choice is made) the model receives positive or negative payoff. When the payoff is negative, the model saves the current context together with the alternative action. Thus, after receiving negative payoff, the model has two instances with the same context and opposite actions. Retrieving and creating context-action pairs makes them more active and more available for retrieval when needed, as constrained by the ACT-R theory of memory (Lebiere, Wallach & West, 2000). A time-based decay process causes the existing memories to be forgotten if they are not frequently used.


Humans are able to learn the game and perform adaptively, that is, they manage to get positive payoff by the end of the game, averaged over all 10 game configurations (Figure 3). However, the learning curve is different than the typical learning curve found in single-agent non-interactive tasks. The typical learning curve in such tasks starts with a steep increase until it reaches a plateau. The learning curve found here starts with a quick decline and plateau in the first half of the game and ends with a steep increase toward the second half of the game. The model captures these dynamics as a function of its reliance on memory. At the beginning of the game, the model does not have enough instances in its memory to make correct choices, and thus plays quite predictably. As the game progresses, more instances are accumulated, the more effective ones become more active, and the ineffective ones are forgotten.
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Figure 3: Time Course of Payoff.

Human participants manage to increase their power over time and the model shows the same trend (Figure 4). The participants were not explicitly told to try to increase their power and the model is not sensitive to changes in power. Thus, the increase in power was probably a byproduct of the focus on maximizing payoff.
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Figure 4: Time Course of Power.

Regarding specific choices made, humans slightly increase their cooperation throughout the game. The model shows the same trend but a higher level of cooperation overall (Figure 5).

[image: image8.png]Choice: O=defect, 1=cooperate

08

07

06

0s

04

Time course of choice

— HuMAN
— ACT-RMODEL

Round







Figure 5: Time Course of Choice.

We have shown that intragroup power dynamics in conditions of intergroup conflict/cooperation can be explained by simple cognitive mechanisms. However, the model predicts higher levels of cooperation than observed in the human data. Humans seem to be more risk-seeking or greedy than the model. One limitation of the model is that it is not sensitive to the magnitude of the payoff but only to its valence (positive or negative). This limitation could be responsible for the failure of the model to account for the amount of cooperation in the human data. We are currently looking into ways to make the model sensitive to the magnitude of the payoff. One possibility is the use of blended memory retrieval to generate quantitative expectations, as has been used successfully in a model of probabilistic choice (Erev et al, 2010).


5.0
the network level


5.1
Scaling Up Cognitive Modeling


Cognitive models have explained a great deal of behavioral and neurophysiological data.   On the road to understanding the mind, cognitive architectures have specified a core set of representations and mechanisms common to a variety of models in order to separate general functional components and their abilities from domain-specific instantiations, such as knowledge and strategies.  However, the tasks that classical cognitive models have taken on are mainly those that can be defined in a controlled environment.  Process models of laboratory behavior are often overly specific and needlessly complex, while alternative models would yield similar fits.  The model eco-system has diversified rather than converged, with specific rule sets developed for each given task and very seldom reused or generalized for other tasks.  This leads to overfitting and lack of robustness.  To robustly explain and predict behavior in complex real-life situations, model complexity has to increase further.  Inevitably, humans execute much more complex tasks as well, drawing from a variety of knowledge and skills and contextualizing their observations and thoughts in light of both long-term experience and recently acquired knowledge.


The greater complexity of tasks may have a welcome effect on cognitive architectures.  Current general architectures such as ACT-R (Anderson, 2007) or SOAR (Laird, 1987) are not as restrictive as human cognition is.  ACT-R, has, during the transition from versions 2 (Anderson, 1993) to 4 (Anderson & Lebiere, 1998) and 6 (Anderson et al, 2004), become more and more restrictive: large, very complex rules made way for smaller, granular ones that could perform less functionality each.  Similarly, complex representation structures of unbounded complexity gave way to smaller, more limited ones that have to assemble in hierarchies to hold the same knowledge.  Other mechanisms such as the goal stack have disappeared entirely in favor of reliance on more error-prone long-term memory.


Still, implausible assumptions remain, such as in the ability of holding contextual information in working memory without decay or interference, or to precisely specify the type and detailed structure of memory items.  For instance, one could implement a model that predicts excellent human performance at the most intricate N-back working memory task, failing to explain the dismal human performance scalability at this task (Kirchner, 1958).  These simplifications, or lack of constraints, have often been made to facilitate the task of the modeler and maximize their low-level control over models of simple laboratory tasks.  However, in the long run this level of control is not scalable to more open-ended, unpredictable environments.  Moreover, it tends to prevent the model from generalizing easily to related tasks, and makes it hard to combine models that might have different parameters or control regimen.


As task complexity increases, a careful analysis of the components of the model is necessary.  Every rule, every data structure, and every knowledge access process can be seen as a claim that needs to be proved empirically.  For anything but the simplest cognitive models, many of the procedures and data structures they define are often not evaluated:  the specifics of many of the components of the model may be irrelevant to the claims of the model.  The solution to this problem is under-specification.  In what we call the Accountable Modeling paradigm, we suggest to apply Occam's razor and specify only what is meant to be directly or indirectly evaluated.


As a consequence, we arrive at models that can be more complex yet faster and easier to prototype, while still using the same core representations and mechanisms of the architecture.   Until all portions of the model are fully specified, such models may fall short of Newellian complete process models.  Yet, they honestly separate claim from conjecture and provide the same level of comparison to human data.


5.2
Accountable Modeling

Recent work has been undertaken to investigate the use of ACT-R to study the interaction of two, eight, or even thousands of cognitive agents. Scalability in this domain would make cognitive models applicable to new domains such as network science, for which a precise computational representation of human cognitive processes has been desirable but as to now unavailable. The modeling methodology in this paper follows accountable modeling within the ACT-R theory.  The ACT-R framework defines a component-based architecture, in which specialized modules work largely in parallel to contribute to thought processes. In recent computational implementations, it requires end-to-end models, describing thought processes through a set of production rules controlling the interaction of cognitive (e.g., long-term memory), perceptual and motor components. 


Working within the ACT-R theory, we designed a new toolbox instantiation of the theory called ACT-UP. ACT-UP reflects ACT-R, but lets the modeler specify algorithms much like a programmer would. Functionality is compartmentalized in reusable functions (taking arguments and returning a value) and data is stored and retrieved as in ACT-R in chunks in declarative memory.  Thus, ACT-UP models take a higher-level perspective of the cognitive processes that must take place in order to execute tasks.  But ACT-UP also makes more fine-grained cognitive functions available. Such micro-functions allow models to go beyond what is available to ACT-R models. We intend to address several goals with ACT-UP. Accountability suggests under-specifying model components that are neither motivated by data or theory nor subject to empirical evaluation. Rapid prototyping allows modelers to quickly build and modify most parts of the model, even computationally complex ones, while focusing on learning and other cognitive effects predicted by ACT-R’s theoretical assumptions. Crucially, it produces models that are reconfigurable so that systematic parameter search can be used to explore the space of possible models. Reusability results from clear input and output data structures, turning models into functions that can be reused in other contexts: the convergence of models and cognitive frameworks is a long-term goal. Scalability allows models to run longer, apply to more complex tasks, and simulate agents in the context of larger multi-agent systems.  Cognitive validity is addressed by replicating existing modeling results, which has resulted in equivalent performance for simpler and computationally more efficient models (Reitter & Lebiere, 2010).  A number of novel cognitive models have been implemented that address multi-agent tasks (Reitter & Lebiere, in press), game-theoretic tasks (Reitter, Juvina, Stocco, & Lebiere, 2010) and predictive modeling of control tasks (Reitter 2010). 


5.3
Language Convergence


A language, even if shared among the members of a community, is hardly static.  It is constantly evolving and adapting to the needs of its speakers.  Adaptivity in natural language has been found at various linguistic levels. Models of the horizontal transmission of cultural information within generations show on a much larger scale how beliefs or communicative standards spread within a single generation of humans. The individual agents that are effecting the language change depend on their cognitive abilities such as memory retrieval and language processing to control and accept novel communication standards.  Do the local, cognitive constraints at the individual level interact with the structure of large-scale networks?  Both social structure and individual cognitive systems have evolved over a long period of time, leading to the hypothesis that certain network structures are more suitable than others to convergence, given the specific human cognitive apparatus.


Network structure, on a small scale, does influence the evolving patterns of communication. The dichotomy between individual and community-based learning motivated experiments by Garrod, Fay, Lee, Oberlander & Macleod (2007) and Fay, Garrod, Roberts & Swoboda (2010) where participants played the Pictionary game.  In each trial of this naming game, each participant is paired up with another participant.  One of them is then asked to make a drawing to convey a given concept out of a small set of known concepts; the other one is asked to select the concept from that list without engaging in verbal communication.  Over time, participants develop common standards codifying those concepts: they develop a system of meaning-symbol pairs, or signs.  We take this system as the lexical core of the shared language.  The convergence rate and the actual language developed differed as a function of the structure of the small participant communities: the same pairs of participants engaged in the activity repeatedly (Isolated Pairs condition), or different pairs of participants matched up over time (Communities condition).  Fay and Garrod's Pictionary experiments served as the empirical basis for a cognitive process model we developed in ACT-UP.


The model explains the convergence as a result of basic learning and memory retrieval processes, which have been well understood and made available for simulation in ACT-R.  Thus, properties of human memory and of the agent's learning strategies dictate how quickly they adopt signs or establish new signs: processes such as learning, forgetting and noise together with their fundamental parameters that are within well-established ranges by current modeling practice provide strong constraints on the behavior of each agent and in turn on the evolution of their communication within the network. This approach acknowledges that cultural evolution is constrained by individual learning; each agent learns according to its cognitive faculty (Christiansen & Chater, 2007). With non-cognitive models, language change has been simulated on a larger scale as well, but without the benefit of those constraints (Kirby & Hurford 2002).


The results (Figure 6) show how the simulated agents improve their communication accuracy (proportion of correctly identified signs) over time, and how they suffer from changing communication partners.  The convergence as well as the relative success of isolated pairs reflects well Fay&Garrod’s empirical data.
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Figure 6: Convergence in Isolated Pairs and Communities Conditions.

Differences in naturally occurring social networks are hardly as extreme as in Fay's experiments.  Some agents will be connected to a large number of other ones, while many agents will have just a few connections each.  Concretely, the number of interaction partners of a randomly chosen community member is not normally distributed and centered around a mean.  It shows a (Zipfian) power law distribution, with a number of hubs attracting many network neighbors, and a long tail of subjects interacting with just a few nodes each.  Social networks are small world networks: the average distance between any two nodes in the networks is low, since many of them are connected to hubs, and the clustering coefficient is high (Watts & Strogatz 1998).  Non-organically connected communication and command networks follow other normals - tree graphs for instance.   However, natural communication standards develop in networks that have very specific properties that can be observed in most organically developed networks.


Because natural language as well as other communication forms are constrained by cognitive function and evolved through a social process, we examined whether human memory may be uniquely adapted to the social structures prevalent in groups, specifically small-world networks.  Several community structures were examined (grids, trees, random graphs and small-world networks).   We found that convergence is relatively stable across the four network types.  Analyzing the differences between the networks, we find that the average degree, which was controlled for grids, random networks and small worlds, was substantially lower for trees (d=1.9) than for the other networks (d=5), due to the large number of leaves with degree 1.  This (or the correlated algebraic connectivity of the network) may prove to be a deciding correlate with cross-network convergence. 


In a first simulation, we used relatively small networks (85 nodes). Figure 7 shows the learning curve for agent pairs in the four networks. Agents in all networks converge. Confidence intervals obtained via bootstrapping indicated no apparent differences at any specific iteration. 
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Figure 7: Performance as a Function of Network Structure.

A linear model was fitted estimating the effects of network type overall (as a baseline) for each of the four types. It also fitted interactions of iteration (1–35) with the network types, which indicate significant learning effects as follows. For each network type, we found a significant learning effect (effect of Round) (β 0.002, p < 0.001). However, individual communication success does not indicate convergence across the network.  How would randomly matched pairs perform after training within the established network?  Scaling up the network to 512 nodes (d=6) allowed us to examine this question in a second simulation.  We measured communication accuracy between pairs of randomly chosen agents after each round. For three network types, Grid, Small World and Random we found significant interactions with round, i.e. significant convergence, (all β > 0.016, z > 2.1, p < 0.05). For the network type Tree we found no significant interaction (β = 0.012, z = 1.55, p = 0.12). To test the initial hypothesis, we re-coded the conditions with a SmallWorld factor, contrasting the small world networks with all other conditions. We found an effect of Round (β = 0.017, z = 3.66, p < 0.001), indicating convergence, but no interaction with SmallWorld (β = −0.00027, z = −0.03, p = 0.98).  Our ability to quickly prototype cognitive models and scale them up to network simulations involving large numbers of agents played a crucial role in establishing this link between individual cognitive properties and overall network performance, and more generally in applying high-fidelity cognitive modeling techniques to the field of network science.


6.0
bringing Models and simulations together


6.1
Integrated Repository of Models, Simulations, Tasks and Data


The increase in computational power and software sophistication in recent decades has enabled the growth of increasingly complex models of cognitive and brain functions. Increasingly complex models per se, however, are not a guarantee of progress. Models can be developed at different levels of abstraction, making their relationship to each other unclear until clear links between levels are established.  Modeling paradigms also tend to specialize to particular classes of tasks for which they are well suited, assuming but seldom establishing their applicability and relevance to other types of tasks.  Sets of mechanisms and representations are often posited and bundled together, making credit assignment of successes to individual components difficult to perform, and generalization difficult.  While models accumulate, true cumulative progress remains elusive.


The objective of an integrated repository is to identify the necessary means to achieve greater rates of convergence and incremental progress in cognitive modeling through the use of a shared repository of computational cognitive models, experimental tasks, and performance data. This repository would serve multiple complementary purposes.


First, an integrated repository would facilitate direct comparison of different models.  The development and study of cognitive models has been ongoing for decades, yet it is difficult to see how different models map onto each other, what features or components are missing, and what progress has been made. Different modeling communities speak different languages and largely ignore each other. Detailed models and data are seldom available in a comparable format, making direct model comparisons partial at best and tendentious at worst. Therefore, a common language for the description of modeling paradigms is needed to develop an understanding of how they relate to each other.  An integrated repository would promote the use of common tasks and data sets as benchmarks for each subfield. It would lead to the development of shared, widely accepted comparison metrics.


A second, practical, purpose of the repository is to provide a centralized resource that developers can access when they want to start a modeling project. The repository should facilitate finding all the available models for one’s needs and purposes. This includes source code, executable, documentation, papers, and support community. Finding all the existing models for a given task or problem can be difficult since while some tasks are well identified, others can arise in many different forms.  The repository would also make available all relevant behavioral or neuroscience data for a given task. The raw data would be provided rather than the aggregate analyses provided in publications to provide additional constraints for the developing of increasingly refined models. Finally, together with data the repository would make available an implemented version of the corresponding experimental tasks.  Too much time (as much as half by some estimates) is spent in modeling projects on (re)implementing and connecting to task environments.  Often different modelers abstract away from a common task and thus prevent models from being directly comparable.


Thus, the repository would provide an immediate and organized way to access an overview of relevant information, especially key findings of specific subfields for which to develop and validate models. Making available all relevant results would promote broad and integrated rather than partial and selective accounts. Conversely, the repository would provide a consistent and comparable record of activity for the various modeling frameworks.  This would provide an archival record of the range of coverage and would highlight the core focus of each framework. It would also encourage keeping models updated to keep credit for successive versions of the framework.


Another function of the repository is to enable the reuse and integration of models. That would in turn promote consistency in parameters across models and discourage excessive (i.e., post hoc) parameter fitting and encourage the adoption of consensus values. Similarly, reuse and integration of models would promote ontological consistency in domain representation. The availability of standard ways of encoding knowledge for specific domains would enable the development of more complex, comprehensive models validated over broader range of findings.


A practical benefit of an integrated repository would be to encourage the development of modeling tools and standards. Developing modeling tools (e.g., for model editing or parameter search) is a rather esoteric niche with little benefits. Making them available to a broad community would benefit the community through improved productivity.  The repository would also promote the development of standards, such as for the integration of models and tasks environments.  This would raise productivity as well as provide additional constraints on models.


6.2
Practical Issues


While such repositories have proven successful in fields such as Biology and Physics, a major practical issue is how to bootstrap them to the point where they become self-sustaining. A key enabling factor is to give proper credit for uploading materials.  This would require limiting submissions to materials associated with published papers, or subjecting submissions to independent peer review. To encourage submission, making models and data available in repository should be made a condition of publication and/or funding (as happens in other fields). This can easily be done for specialized conferences (e.g., NIPS, ICCM, BRIMS). Another incentive is that making behavioral data available for a given task will establish it as a de facto benchmark for its subfield. This will lead to a convergence towards a standardized set of tasks that will keep expanding rather than remain static and thus subject to be gamed, as is often the case with fixed benchmarks.


Tying the repository into an external computational system would allow users to make use of that system with no extra investment in effort.  Examples of such external systems include simulation systems (e.g., Unreal Tournament), model running and parameter optimization system (e.g., MindModeling.org) and experiment system (e.g., Eprime).  This would also enforce some code-compliance and standardization policies.


Irrespective of popularity, practical issues remain in making a repository successful. Simply uploading tasks and model code is not enough. A number of issues should be considered. Most fundamentally, a standard interface between cognitive models and task environments is needed to assure portability across tasks and models. Tasks and models could only be included in the repository when they are compatible, ensuring interoperability. If both tasks and models comply with the interface, both scientific (principled model comparison, separation between task and model) and technical (reusability, productivity) goals will be enhanced and the exponential growth associated with systems embracing common standards (e.g., the Internet, the Personal Computer) will then be possible.  The primary scientific obstacle to such a common interface is to agree upon a common level of description across models.  The alternative is to adopt a multi-level model approach that integrates models across multiple grain scales.


Another maintenance issue is how computational models need to be updated and kept current.  Developers should have incentives to maintain their code up-to-date to claim cumulative credit from models developed under previous versions of their framework.  The main issue is how much standardization should be required (e.g., fixed parameters, common knowledge representation) for a framework to claim an integrated account across the models that it supports.


Most practically, infrastructure funding for the repository should be provided by a central funding source, e.g., Department of Defense (DOD) research agencies, DARPA, NSF, or private foundations. The alternative is incremental funding through individual projects contributing ancillary development to the repository, which would likely result in slower, piecewise development.  Even if centralized, the repository developed should be focused on the modeler’s needs through informal pools and surveys to make sure that it corresponds to actual developmental patterns and supports the modeling activity.


7.0
discussion and Conclusion


From a human factors perspective, cognitive architectures and their neural underpinnings provide very strong constraints on our cognitive abilities.  In particular, as it relates to our central information processing bottleneck, the conditional routing model has a direct bearing on the modeling of our interaction with complex information environments, such as many military systems and situations, where our performance is primarily determined by our ability to acquire, understand, and process information.  Thus integrating our cognitive bottlenecks allows us to model the impact on performance of information-rich environments increasingly common in network-centric warfare.  The development of that infastructure is predicated on the assumption that more information afforded by always increasing computing power and ubiquitous sensors is always better.  However, the result of more information is not always better performance if it overwhelms our ability to understand and use it effectively in our decisions.  As Herbert Simon put it, “Moore’s law fixes everything but us”.


As mentioned previously, this focus on the inner loop of information processing also enables a precise modeling of the process of interpreting and executing instructions.  Instructions feature prominently in a number of military processes, from training to interacting with local populations.  Cognitive modeling has often been used to analyze and quantify training processes such as skill acquisition and decay.  An equally important application might be to use it to model how instructions are processed by other populations interacting with our military, and determine for instance what the most effective instructions would be to overcome language and knowledge barriers.


When evaluating courses of action, it is essential to be able to quantitatively predict their effect on the various civilian and military stakeholders to which they apply.  Paradigms such as IPD2 allows us to develop and validate cognitive models in settings that feature a complex calculus of personal interests, power relationships, and conflicts of interests.  Cognitive architectures are not meant as normative tools, but rather can accommodate models designed to reflect individual differences and their impact on decision-making.  Those differences can extend from basic cognitive capacity to the interplay between concepts such as emotions and decisions, and to complex representation structures underlying knowledge and culture.


Because so many processes in military operations involve the interaction of multiple, usually large numbers of, cognitive agents, it is essential for our models of cognitive processes to scale up to, and preserve the bulk of their validity in, large-scale applications.  This is by no means a given since the dynamics of multiple interacting models are often quite different from those of a single model confronted with a static task and environment.  Qualities such as learning, adaptivity, unpredictability, and meta-cognitive flexibility become prominent.  Implementing processes possessing those qualities at a tractable computational cost is one of the major challenges in the field of modeling and simulation.  Our principled approach, grounded in computational cognitive processes validated at the most basic levels of neuroscience, can still achieve that scalability through the adoption of multiple layers of conceptual and computational abstractions, preserving the core of its fidelity while enabling flexible, tractable integration in a broad range of simulation frameworks.
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Abstract

A military candidate´s capability concerning critical and risky tasks does not only depend on military-specific and technical skills, but especially on individual characteristics and so called "soft skills" 
(i.e. problem-solving abilities). Concerning the existence and specification of these skills, it was the HBR (Human Behaviour Representation)-theory´s aim to create a computer program that simulates typical military or military related scenarios (i.e. in a PRT) and at the same time assess whether a candidate is appropriate to a specific set of tasks or not. The aim was to create a psychological demanding and a realistic military environment to assess a candidate's problem solving skills in complex, risky and uncertain situations. Therefore, the HBR-assessment decision support system consists mainly of two different computer programs:


1) Assessment-Demonstrator: a 3D-simulation of realistic military environment with agents, objects and realistic scenarios, where candidates have to show their problem solving skills by coping with complexity and uncertainty.


2) Demonstrator of an Assessment supporting tool, which consists of several assessment-tools that measure the candidate's behavior with relevant psychological terms to help identifying strengths and weaknesses of a candidate´s soft skills by process analyses..


1.0
Human Behavior Representation (HBR)

Human behaviour is highly complex in its structure. It is influenced by physical, emotional, cognitive and social factors. Fundamentally, one may distinguish between the different modes of behaviour: Reactive behaviour comprises behaviour that follows fixed rules. This means that no explicit thought processes are required. Deliberative behaviour does not follow fixed rules. Instead a goal is set which has to be achieved. By means of reflection, working with models and trying and testing, a sequence of actions that leads to the goal is established. Reflective behaviour is not only thinking and planning but also of observing, supervising and controlling mental processes. These modes of behaviour have developed gradually over the course of evolution. Current tests for personnel assessment only focus on less complex behaviour. Personnel selection is a demanding and critical task, especially for the armed forces. In the worst case an individual error can lead to a political crisis or the death of personnel. Therefore, it is always better to know that you assign the right person to the right job at the right time. To optimize the selection process for the German MoD two studies have recently been conducted called “Assessment of Military Personnel with Human Behavior Representation (HBR) - Tools” and “Objective Personnel Diagnostic with Human Behavior Representation (HBR) – Tools”. The goals of the studies were two-fold: First goal was to examine the scientific background for the assessment of military personnel that focuses on “soft-skills” (problem solving competencies) and to develop a coherent theoretical framework describing and explaining human behavior and errors in complex and uncertain environments. Second goal was to demonstrate that these scientific fundamentals and findings can be applied in terms of a software product for the given intention by creating a 3D computer simulation system that can serve as a test tool for the assessment of military personnel for specific tasks such as Peace Supporting Operations (PSO).

2.0
tool for the assessment of problem solving capabilities of military personnel

One goal was to create a demonstrator in terms of a software product that demonstrates the possibility to implement the psychological basics and to serve as a test tool for the assessment of problem solving capabilities of military personnel. We constructed several scenarios that provoke typical requirements in action organization and that require specific individual characteristics to successfully solve the given task. We implemented a system to automatically measure personal characteristics shown in the scenario and to evaluate the test system in several standard diagnostic processes of the German armed forces. Each scenario was implemented as a 3D virtual environment, peopled with one or more virtual, psychological agents. The counterparts of the probands are virtual human beings with diverse modes of behaviour. They are to be represented in the model with the structure of a psychological system of action regulation.

The construction of the tasks leads to a scenario-framework that includes typical military situations and non-military situations that requires relevant military skills.

We use stories to describe these scenarios. Each part of the story is linked to a psychological category.
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Figure 1: Each part of the story is linked to a psychological category.

In this framework specific tasks had been built. They represent single tasks that have to be managed and that ensure a coherent “story-board”. The scenarios are constructed in a way that especially the performance according to the phases of human action organization can be assessed.
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Figure 2: Watchman and burglar.

Recently two scenarios have been implemented, a scenario where the subject has to fulfill tasks of a watchman and a scenario, where the subject has to fulfill tasks of an informal group leader. Both scenario trigger certain military relevant ability (dealing with risk, with uncertainty, with goals, with unclear information, with teaming aspects) and in both scenarios the subject has to interact with simulated, virtual opponents (ex. a burglar) and with peers (ex member of a group).
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Figure 3: Peer group.

In strong association with the construction of the scenario framework the operationalization of requirements for the acting persons had to be developed. These requirements were mapped to measures for the assessment of the performance considering processes of action organization and action regulation. 
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Figure 4: Graph of the Personality Categories.

The resulting test system for the assessment of military personnel includes different sub systems. First, we have a 3D simulation of different complex and realistic military-related environment where persons have to show that they are able to perform adequately in terms of military and psychological requirements. Second, we have am automatically working testing system which reports, analyses and displays the behavior shown by a subject in different ways, translating this behavior into a theory-driven psychological notion.


The evaluation of this system was conducted incrementally. We tested the military and psychological validity of both computer programs continually and from a very early stage on with novice military candidates and with subjects from German Special Forces.


The general idea of cognitive modeling and human behavior representation has been included into this tool in several ways:

· Construction of military-related scenarios (characteristics of the situations and requirements for the subjects)

· Theory-driven (psychological) assessment tool, test system

· Cognitive Agents to interact with the given scenarios.


This work is on the stage for nearly fully applicable test tool for the assessment of military personnel; there is still a need to conduct further empirical data.
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Abstract

Within an operational staff the ‘core business’ of the Intelligence Cell is to initiate, collect, process, analyze and disseminate relevant information. This Intelligence Preparation of the Environment addresses the environmental evaluation, threat evaluation and results in an integrated overview of the relevant actors and factors. If done correctly the acquired information will greatly improve the Situational Awareness of (sub) commanders and staff members.


Traditionally, the environmental evaluation mainly addressed the physical aspects of the terrain (Physical Terrain information). However, in present day much more information is crucial for obtaining success. Examples of this new type of information are: sense of security, economic prosperity, political or cultural differences etc. This so-called ‘Human Terrain’ (HT) information could greatly enhance the ability to better understand the situation in a particular area or region. Although this new focus has now been integrated in doctrine, its implementation remains challenging not only because of the lack of knowledge about which type of information is relevant and what its relative importance is but also because current C2 systems generally don’t support the  visualization of Human Terrain information.


To address the ‘gap’ between presenting only factual information and also presenting its implications for the mission, we propose an approach that uses expert rules to derive implication information from facts. For the access, generation and visualization of HT information we propose an architecture for the integration with C2. The architecture is inspired by the approach used in the US Battlefield Terrain Reasoning and Awareness program where military relevant aspects of the physical terrain are (in an automated way) derived from physical terrain data.


1.0 Introduction


During the cold war, military operations were aimed at inflicting maximum damage to the opponent through overwhelming use of ‘kinetic’ energy. To enable this military victory a thorough understanding and optimal use of the physical terrain (PT) was critical and was given much emphasis. Other aspects like socio-cultural understanding of the environment were hardly addressed. 


PT analysis is usually performed by experts at all organizational levels and by each for his own unit. PT analysis is a time consuming and personnel intensive process and its results vary with the proficiency of the expert, his mental fitness and the time available for the analysis. To remedy these issues US Army developed a promising system called Geospatially Enabled Battle Command (GEBC) [1]. GEBC works fully integrated with C2 systems and offers the expert automated support in analyzing and assessing the PT. This approach has several advantages; it guarantees the quality of the ultimate products, it enhances the speed of the planning process, it reduces the need for a large number of in theatre experts and computing power and it supports reuse of various intermediate analytical products. However, up till this moment GEBC only takes the PT into account.


Military operations are not primarily aimed at short-term military success, but are part of broader and long-term strategic objectives like restoring a failed or failing state. In counterinsurgency operations one of the military’s main objectives is to influence the population through non-kinetic means such as economic development in order to support the host nation and to reduce support for insurgent groups. Understanding the dynamics of foreign societies is critical in order to identify flash points, reduce violence and promote peaceful economic and social development. Thus, in addition to the PT new types of information have become crucial for mission success. This additional information (that can mostly be portrayed in geographical context) is referred to as Human Terrain (HT) information. 

In the US, the recognition of the issues mentioned above have led to the creation of Human Terrain Teams (HTT) [3], being specialized teams aiding the operational staff with socio-cultural knowledge. Basic HT information covers the so-called ASCOPE
 factors [2]. A HTT will use map-HT Toolkit software, enabling visualization of and access to HT information. HT analysis is also a time consuming and personnel intensive process and its results vary with the proficiency of the expert, his mental fitness and the time available for the analysis. Moreover it also requires vast datasets and computing power.


Therefore, most currently used HT overlays are typically basic fact oriented – i.e. most maps with human terrain data focus on geospatial representation of relatively ‘raw’ data like ethnic groups, tribal leader, important places (churches, cemetery’s), etc. Although visualizing this basic data already greatly enhances our ability to get a better understanding of a particular area or region, understanding the implications of this information for military missions remains difficult. For example, understanding the consequences of a particular distribution of ethnic groups from a counter insurgency perspective is difficult. 


A system for accessing, generating and visualizing HT information is crucial to optimize the operational effectiveness and added value of military units. We will propose a possibly more effective way to address these needs, which may lead to a GEBC like approach that includes HT analysis and assessment. 


This paper first describes the GEBC concept for the PT (section 2). Section 3 elaborates on the extensions that are needed for HT reasoning. Both sections 2 and 3 propose a possible architecture. Section 4 gives an in depth view on the HT reasoning possibilities. Conclusions are drawn in section 5. Sections 2, 3 and 4 use examples to visualize the concept/approach.


For the HFM symposium the paper focuses on the operational level and on the Provincial Reconstruction Team (PRT) scenario.


2.0 GEBC concept for the physical terrain


2.1 Basics of the GEBC Concept

In the GEBC concept, military relevant/tactically important aspects of the terrain can automatically be calculated in order to aid the military decision making process. These military relevant aspects are called Tactical Spatial Objects (TSOs). Two levels of TSOs are distinguished; foundational TSOs and mission specific TSOs.

Physical terrain facts, platform facts and meteo (meteorology) as mentioned in Table 1 are required for the computation of both foundational as well as mission specific TSOs. For mission specific TSOs more specific facts for the mission are required like the specific unit performing the mission and the recent, current and predicted weather. Table 2 presents some examples of foundational and mission specific TSOs. Some of these have already been implemented in GEBC and some need to be developed.


· Foundational TSOs; an example is the maneuver network TSO which is a network of edges that are defined based on roads and cross country movement possibilities. For all edges the movement possibilities are calculated for all types of platforms (can the platform go there, at what speed? etc.) and for all types of meteo conditions;

· Mission specific TSOs; an example is a route from A to B that can be computed if the maneuver network, the specific unit, weather and the locations A and B are known.


Table 1: Example facts for Physical Terrain, Platforms, Meteo and Doctrine.

		Physical Terrain facts

		

		Platform facts



		Soil type (clay, sand, drainage, watersheds etc)

		

		Weight (per sq inch)



		Height Slope

		

		Dimensions (height, width, length,…)



		Waterways (width, depth, banks, flow speed,, bridges, dykes etc)

		

		Speed (relative to terrain/weather conditions)






		(Rail)roads (width, surface, etc)

		

		Effective range


)






		Built up areas ( acreage, density, height, building materials, etc)

		

		Traction






		Woods ( expanse, width trees , type trees, density trees, etc)

		

		Obstacle management (height, width, slope, …)


, etc



		Agricultural areas

		

		Survivability (armor, art, etc)






		Cultural monuments (buildings, work of art, reservations, etc)

		

		



		Power grids, Airports Seaports, Industrial areas

		

		Doctrinal facts



		

		

		Type unit (armor, infantry, engineers, support etc.)



		Meteo facts

		

		Scale of the unit (platform, platoon, coy, battalion etc.)



		Weather (temperature, humidity, wind...)

		

		Mission types per unit level (defend, attack, anti-armor, …)






		Climate

		

		Doctrinal dimensions per mission type (width, length,…)






		…..

		

		…..





Table 2: Examples of Foundational and Mission Specific TSOs.

		Foundational TSOs 

		

		Mission Specific TSOs



		Commanding Terrain

		

		Attack by fire position



		Fields of fire

		

		Defensive position



		Chokepoints

		

		Axis of approach



		Obstacles (physical)

		

		Assembly area



		Battle positions (maneuver, art)

		

		Supply area



		Coverage (against enemy fires)

		

		Casualty collection point



		Concealment (observation)

		

		Maintenance location



		Maneuver network

		

		….



		Observation 

		

		



		….

		

		





2.2 PT System Architecture

In figure 1, the system architecture for reasoning based on the PT is displayed.


In the proposed architecture the processes and systems are distributed using a data network. The geospatial capability is offered as a Network Enabled Capability (NEC). Currently in the US, a series of experiments and demonstrations (Joint Concept Technology Demonstration (JCTD) Common Ground) is performed where the GEBC concept is evaluated. In the concept NATO will provide the capabilities to the nations enabling a central access of information. One of the advantages of accessing central capabilities is that all nations are using the same basic data and reasoning mechanisms for PT. 


National C2 systems need to be adapted in order to take full advantage of the PT capabilities. In the Royal Netherlands Army a wide range of C2 applications is used e.g. ISIS for battalion and brigade level and OSIRIS for combined arms teams level. The concept seems (in terms of level of detail) initially most promising for implementation in ISIS. 
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Figure 1: Physical Terrain reasoning system architecture
.

From the C2 system, TSOs are requested by experts (step 1) involved in developing Courses Of Action (COA) during the decision making process. Foundational TSOs are generally computed (using foundation PT geospatial engines) beforehand since they consist of large datasets and require a long time to compute. Mission specific TSOs obviously can only be computed when information about the specific mission and has been entered into the C2 system. This computation takes place during the decision making process using mission specific PT geospatial engines. The requested TSOs (overlays) are displayed (step 2) on the C2 system thus visualizing the most promising possibilities to the expert. Experts then choose the most optimal combination(s) of possibilities (step 3) from the different TSOs they have requested. This information is then used to finalize the (OP)Orders to the (sub)units (step 4).


2.3 Example of PT Reasoning

In this section an example is used to explain how mission specific TSOs depend on foundational TSOs and how these foundational TSOs depend on physical terrain facts, platform facts and meteo (figures 2 and 3). In this example we consider the following mission:


Tank coy will prepare in Assembly Area A to move forward along Approach Route B and engage Enemy Taskforce in Target Area of Interest C from an Attack by Fire Position D by surprise.


The mission specific TSOs for this mission are: Assembly area A, Approach route B, Target Area of Interest C and Attack by fire position D.
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Figure 2: Example foundational TSOs and their dependencies on the facts.
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Figure 3: Example mission specific TSOs and their dependencies on foundational TSOs.

The above figures only show dependencies. Actually calculating TSOs requires some algorithm. Below we give a high level description as an example. For instance consider the maneuver network foundational TSO and the mission specific approach route TSO mentioned above. Without going into too much detail, the algorithm will use:


· Platform maneuver characteristics (e.g. ground pressure (N/m2) and dimensions);


· Begin and end position of the route;


· Maneuver network foundational TSO. This can be seen as a road network (represented by a graph with nodes and edges) where also cross country movement possibilities are transformed to edges with certain characteristics like allowed ground pressure or allowed dimensions;


· The unit characteristics are used to derive from the maneuver network an ‘allowed’ network dedicated for the unit under consideration. This allowed network is then used in a navigation algorithm like in normal car navigation systems to find the (for instance fastest or shortest) route between begin and end positions, taking into account the coverage needed for surprise also.


3.0 extending the PT concept for HT


3.1 Extension of Facts and Spatial Objects


Although analogies between the PT and HT do exist, there are also many differences when deriving HT TSOs. PT computations have a long and outstanding history of scientific knowledge about physics combined with practical experience. HT is all about understanding relations between humans and their social and physical environments. Many of these relations are complex and respond adaptive to changes, thereby leaving less room for quantitative approaches such as those employed for PT. HT (reasoning) information is therefore much more volatile than PT reasoning information. Exact computations with HT data are difficult to employ. Data might be unavailable, incomplete, at the wrong resolution or qualitative in nature. Another challenge is that, in contrast to PT, the precise nature of relations between facts and their higher order derivations are unclear and difficult to obtain. HT needs a new set of reasoning rules and also a new type of TSOs. We call them Socio-cultural Spatial Objects (SSOs).  Table 3 gives an overview of possible SSOs. 


Table 3: Example Socio-cultural Spatial Objects (SSOs).

		Foundational SSOs

		

		Mission Specific SSOs



		Criminal critical area


litical contested area


XIII
Leadership


XIV
Medical support area


		

		Medical support area


XII
Political contested area


XIII
Leadership


XIV
Medical support area




		Political critical area




		

		Leadership support area






		Leadership structure/distribution

		

		Reconstruction support area



		Medical critical area




		

		Agricultural support area






		Cultural  critical area

		

		Cultural  support area



		Economically critical area (Agricultural,Industrial,..)

		

		Security support area 



		Hostile population area

		

		Regional control site



		Optimal reconstruction locations

		

		Displaced persons support site



		Religious critical area

		

		….



		Socio Cultural Maneuver Network

		

		



		Socio Cultural Commanding Terrain




		

		



		….

		

		





In order to derive SSOs, new types of facts are also required. Table 4 gives an overview of examples of required new/extra input that is needed for HT.


Table 4:  Extending required facts for SSO computation.

		Socio cultural Terrain facts

		

		Own Personnel related facts



		Demographics (number, distribution, gender, language, literacy, ethnicity, religion...)


1. 

		

		Education






		Communication (telephone, GSM, radio, TV, internet, newspapers...)

		

		Experience






		Economy (agricultural, commerce, industry, etc)

		

		Background






		Medical aspects (pathogenic regions, mortality rate, facilities...)

		

		Gender






		Criminal records

		

		Leadership






		Potable water

		

		Nationality



		Energy supply (fuel, electricity, etc)

		

		Religion



		Displaced persons (refugees)

		

		….



		Regional conflict

		

		



		Culture (festive days, festivals, etc)

		

		



		Key leaders (clan, tribe, religion,(local) government, economy, etc)

		

		



		…

		

		





3.2 PT and HT System Architecture


The architecture in figure 4 gives an overview of an extended system architecture for both PT and HT. The Human Terrain extension requires extra technical issues compared to the PT reasoning described in section 2. 
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Figure 4: Extended system architecture for HT
.

4.0 HT reasoning 


4.1 Derivation of SSOs


For the derivation of the required SSOs many different approaches are possible. Depending on the underlying datasets and desired outcome, different methods can be employed to process the data and make the necessary computations. Examples are the use of social network analysis to generate a variety of network measures, the use of rule based systems that capture expert knowledge into reusable rule sets, Bayesian methods or Fuzzy set theory to deal with uncertainty, etc. Most of these methods require high quality or large amounts of data and substantial understanding of the underlying processes. Except for a number of well-studied and documented examples, this information is often not available at a level or in a format required for (semi) automatic processing.


The use of indicators
 may be a feasible first step towards fully functional SSO derivation where composite indicators [4], also called indices, (like foundational SSOs or mission specific SSOs) can be derived from basic indicators (like socio cultural terrain facts). In this construction process experts select a relevant set of basic indicators that make up the composite. After this selection process three additional steps are required to define the composite indicator. First a way to normalize each lower level (basic) indicator (typically involving basic fact data either physical or human) is chosen such that comparison between the subsequent indicators is possible; second, a weighting method is applied to express the relative importance of each basic indicator for the composite indicator and third; a method to aggregate the individual basic indicators into a composite index is defined.

The construction of composite indicators can be supported by using simple graphical methods like directed graphs that allow a visual representation of the different aspects of the indicator. For example, experts could use simple hierarchical trees to draw the structure of composite indicators, assess the value of particular lower level indicators for a given context or mission and assign weights to edges to express their judgments of relative importance of lower level elements.

The figure below shows the Human Development Index (HDI) derivation as an example of a composite indicator [5].



[image: image5.emf]

Figure 5: Human Development Index (reyadel.wordpress.com/2009/02/).

The figure below gives an example HDI for the country Brazil.
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Figure 6: Human Development Index for Brazil
 (wikipedia.org).

Typically, during the pre-deployment phase experts will define and develop the relevant datasets and develop the required reasoning to maximally support (largely) automated deduction of SSOs for deployed units in the operational theatre. During the operational deployment, as additional and more specific data and knowledge on the socio-cultural dynamics of the society in the theatre become available, datasets reasoning rules and algorithms will have to be maintained and updated on a regular basis as a consequence of adaptive changes in the population and their context. Depending on the C2-process battle-rhythm which may be of different timescale than the HT data management (collection and maintenance of HT facts) it is still to be studied if the HT concept is feasible for mission specific SSOs.


Besides this time aspect, also for HT there is a problem similar to the PT case with respect to the level of detail of the available information. Therefore we think that HT reasoning will require a C2 system for battalion and brigade level like the Netherlands’ ISIS C2 system.

4.2
Medical Support Example

In this section we will illustrate HT reasoning using a simple and hypothetical example. This example will be elaborated using the composite indicator approach described above.


We consider the following mission:


Medical Support Team will provide medical support in Medical Support Area A

A medical support team, that besides medical support for own forces, has been commanded as part of a PRT to provide medical support to the local population, thereby gaining goodwill from these communities.  Typical questions are: where will medical support provide highest gains in term of medical impact and goodwill for own forces. Other questions may address more deployment/logistical questions like where the medical team can best be deployed.


Each of these questions requires specific information like what is the mobility of the local population, what are their cultural or religious barriers for receiving care, what diseases are we dealing with?


During expert sessions all relevant facts are brought together in a basic graph as illustrated in figure 7.  This figure gives some foundational SSOs relevant for the example mission and facts these SSOs depend upon.
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Figure 7:
Example foundational SSOs and their dependencies on the facts.

The figure below gives some of the relationships between the above foundational SSOs and the resulting medical support area mission specific SSO.
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Figure 8: Example mission specific SSOs and their dependencies on foundational SSOs.

In this example the goal is to find areas where (1) the need for medical support is high (medical critical area) (2) deployment is feasible (suitability for deployment), (3) goodwill for own forces (commanding terrain)  and (4) which can be reached by the local population (population maneuver network). A further breakdown of this mission specific medical support area SSO into more aspects may give rise to more foundational SSOs and also TSOs! After some kind of normalization procedure (see table 5) that renders these indicators comparable, experts will assign weights to each indicator. These weights are based upon the relative importance of a given indicator within a set. For example infant mortality might be weighted much higher then life expectancy for determining how critical a particular area is for receiving medical care.


Using the composite indicator approach, finding medical support areas is done as follows. For each location in the terrain, the values for the foundational SSOs (like medical critical areas) are determined using the normalized values of the basic facts and the weighting and subsequently doing a similar calculation for the foundational to mission specific SSO transformation. After this process, all areas with high enough mission specific medical support area SSO value (depending on some threshold) belong to the medical support area. A part of this process is illustrated in figure 9 and table 5.
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Figure 9: Example illustrating a simple diagram used to define the SSO “medical support area”. 


Table 5: A simple example of estimating a composite indicator.
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In the above example SSOs were taken into account to find medical support areas, which are areas where medical support needs are high, that are suitable for deployment and which are reachable for the local population. The final decision for the location where medical support will actually be given will be done by the commander who would make a selection of these possible medical support areas. Obviously also TSOs may play a role in his decision, for instance when he wants to take into account other, more kinetic warfare aspects like coverage and concealment.


4.4
Enhancing PT Reasoning with HT

The TSOs discussed so-far were based purely on PT facts and not on socio-cultural facts or personnel related unit facts. However also TSOs (not SSOs) that will be used for kinetic warfare situations can be enhanced when socio-cultural facts or personnel related facts for the unit performing the mission are taken into account. For instance, the example below takes the mission specific TSOs that were discussed in section 2 and explains how they could be enhanced using HT information.


Take for instance the original mission as was used in section 2.3:


Tank coy will prepare in Assembly Area A to move forward along Approach Route B and engage Enemy Taskforce in Target Area of Interest C from an Attack by Fire Position D by surprise.

The commandant has given the following additional planning guideline: ‘I do not want the combat mission of the tank coy to interfere with the missions of the PRT in Agricultural Support Area E and Medical support Area F.


This additional guideline may lead to changes in the course of TSOs: Approach Route B and Attack by Fire Position D which are initiated by taking into account the SSOs Agricultural Support Area E and Medical support Area F

5.0 Concluding remarks


Taking into account socio cultural issues is crucial for optimal operational effectiveness and added value of military units in military missions, whether these missions are peace keeping or full scale warfare. Socio cultural issues are usually terrain bound, these are summarized under the term Human Terrain (HT). Our vision is that automated systems in the HT area could help the warfighter in his military decision making process. However, these systems don’t exist yet. In this paper we propose an approach for a first step in building such systems. The approach shows how, in analogy to an existing reasoning concept for the Physical Terrain (PT)


Elaborating this approach we have introduced the concept of Socio-cultural Spatial Objects (SSOs) analogous to so-called Tactical Spatial Objects (TSOs) in an existing Physical Terrain reasoning concept. We have given examples of relevant SSOs and indicated how the relations between SSOs and TSOs could be. Elaborating on reasoning mechanisms for calculating SSOs however appeared quite a lot of effort and was therefore not done in this project.


Reasoning with HT facts and SSOs is expected to be more time consuming and time varying than reasoning with Physical Terrain facts and TSOs. This means that careful consideration must be given to the timescale of the HT reasoning process in relation to the timescale (battle rhythm) of the C2 process which is expected to be faster. For a part of the HT data it is expected that this can be managed in the homeland via 24/7 reach-back. Given these facts it is expected that HT reasoning will only be feasible for the higher command C2 systems like the Dutch ISIS system. Besides the time factor also the expected available level of detail for some HT info is expected to be low indicating that HT reasoning will only be suited for the higher level command.


It is recommended to work towards a NATO wide capability, enabling warfighters to work with the same kind of information and have fewer ambiguities. Since it is expected that HT data will be quite difficult to acquire, sharing it in a NATO context can be a step in the right direction. NATO infrastructure should be used and standards should be aimed at. Think for instance about extending symbology (APP6A) or the Battle Management Language (BML) that is still under development.


Careful attention must be given to the future users of the HT reasoning capability. Without their support the concept will at best be sub-optimal. Think for instance about validity of the HT info, reach back advise by someone they don’t know and robustness of the information.

It is recommended to take this concept a step further by using real data. Furthermore NATO-RTO should endeavor to initialize an international Task group to study and experiment with generic approaches to develop automated Human Terrain reasoning capabilities.
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� ASCOPE Area, Structure, Capabilities, Organization, People and Events.



� The colors will be used throughout the paper to indicate foundational (yellow) and mission specific TSOs (green).



� In grey the extensions are given.



� Indicators give an indication about certain socio cultural characteristics like child mortality, life expectancy, etc. In general, socio cultural terrain facts and SSOs can be seen as indicators.



� 	The colours dark green, light green and orange indicate high, medium and low development.







RTO-MP-HFM-202
12 - 1

12 - 2
RTO-MP-HFM-202

RTO-MP-HFM-202
12 - 13



_1342869312.ppt













(Sub)surface


(slope, drainage,


soil,..)


Meteo


Woods


characteristics


(tree density, …)


Platform facts


Waterways


characteristics


(depth, width,…)


Built-up areas


(acreage,…)


Foundational


TSOs


Terrain, platform,


meteo facts


....


…..


Maneuver


network


Obstacles


(forest, urban,


waterways, …)













_1343048160.ppt



















DIENSON Along and ‘Adecent standard

healty e Knowledge oflhing
WoATCR Ucopeey Aoy e G eyl 0P prcapta
fit &R P USS)
l At m:t, index r.7<nm 1
OMENSON Lt epectacynde Eaeain s 0P ndex

[:53

\ Human. dsvslns}mm index (HDI) /

‘Source: Technical Noe 1: Galculating the human development indices, HDR 2007/2008 (UNDP, 2007), pp. 355:5.










_1343048559.ppt



















“










_1342869152.ppt













Chokepoints


Coverage


Approach


Route


Foundational


TSOs


Fields of 


fire


Battle pos


Attack by fire


position





Mission Specific


TSOs


Mission characteristics


…..


…..


Maneuver


network


			 Begin/end locations;


			 Unit;


			...





			 Target Area;


			 Unit;


			...





Concealment


Obstacles


(forest, urban,


waterways, …)














[image: image2.wmf][image: image3.jpg]}
A NATO
\4% OTAN








Improving the Representation of Human Factors in Operational Analysis







Improving the Representation of Human Factors in Operational Analysis



Improving the Representation of Human 
Factors in Operational Analysis

Audrey Caldeira-Hankey 

Defence Science & Technology Laboratory (Dstl) 

Policy & Capability Studies Dept 


Level C-K West Court 


Portsdown West 


Portsdown Hill Road 


Fareham 


PO17 6AD


UK

Email: afchankey1@dstl.gov.uk

Caroline Lewis


Defence Science & Technology Laboratory (Dstl) 


Information Management Dept 


Building 5, G02-E 


Porton Down

Salisbury

Wiltshire

SP4 0JQ

UK

Email: clewis@dstl.gov.uk

Abstract

Operational Analysis (OA) supports a wide range of military decisions, from tactical level through to campaign implementation. As all military operations are human activities, there is a requirement to deliver appropriate representation of human issues in OA advice to UK Ministry of Defence (MOD) decision-makers. It has long been acknowledged that in a number of OA models, containing humans with group behaviours, there is insufficient consideration of key human factors (HF)/human issues. A reason given by the OA community is that the Human Sciences (HS) community do not have the required data in a readily useable format for their OA models. Correspondingly the HS community have argued that the analysts do not adequately define their requirements. Defence Science & Technology Laboratory (Dstl) was tasked to identify a common set of HF to be considered for inclusion within OA models, and to review and capture the key interfaces and issues between the OA and HS communities. This latter task aimed to continue to improve the working relationship between the two communities via a process promoting a shared understanding, and flow of information and data between the communities. The study determined that there was no common set of human factors for inclusion within OA models. The key set of HF was dependent upon the context, the question to be addressed, and the model’s level of abstraction. A draft Good Practice Guide was developed to capture an auditable process by which the OA and HS communities could exploit each others areas of expertise in order to inform their respective research programmes. This was validated and refined using existing OA models.


1 Introduction

Operational Analysis (OA) supports a wide range of military decisions, from tactical level through to campaign implementation. As all military operations are essentially driven by human activities, there is a requirement to deliver appropriate representation of these human issues in OA advice to Ministry Of Defence (MOD) decision-makers.


The following research study was designed to address the UK MOD requirement to develop improved OA model outputs by improving the representation of Human Factors (HF
). The initial stages of research were undertaken over the period from January 2006 until March 2009. The detail of the study can be found at Ref [1]. 


This paper provides an overview of the study activities and summarises the key outcomes and exploitation.


2 MilitaRY Need

Where OA models contain humans and systems with group behaviours, then they should also include key human factors and assumptions about these behaviours. This should then enable the model to represent the differing behaviours which could influence operational effectiveness and the analyst could use the data to represent these factors in the OA models. Ideally any empirical data would have been reviewed and any strengths and weaknesses recorded. However, human factors are not simple to represent in the OA models as their very nature means that there will be differing degrees of inter-dependency between them. This then increases the complexity when attempting to produce any quantitative data for use in the OA models.


There is a recognised problem that OA models do not always adequately take account of operationally significant Human Sciences (HS
) issues. There have been a number of reasons for this. The analysts argue that the HS community do not have the required level of definitive data on the behaviour of humans in complex systems and networks. The HS community argues that the analysts do not define their requirement in enough detail for it to be addressed.

The following example of an email request, from an analyst to the HS community for support to an OA model, neatly captures the military need:

“Hi 


I was wondering whether you or your various colleagues in HS could give us a bit of a help by providing some information for our model. I hope I've come to the right person. We're currently in the process of verifying and validating a model and we're trying to include some soft effects and human factors in the mix. We're particularly looking for data/insights on the effect of fatigue, familiarisation with the terrain, experience and leadership on battlegroup sized operations (particularly tempo and mission effectiveness).


If you've got any data to hand along those lines, it would be great,

Many thanks, 


(OA Modeller)”


This email highlighted the following three main issues, all of which have been brought into sharp focus over the course of the study:


· First, that a model has been built in answer to a customer question and is at the ‘validation’ stage yet only post this stage is HS input sought.

· Second that a non-HS specialist has already decided which HF are relevant to the model (though this would generally have been informed through Historical Analysis).

· Third, that there is an explicit assumption that the HS community can respond meaningfully, when no context is given to the problem space or definition provided of the data requirement and how it will be incorporated. 


The HS community simply cannot answer this request for help meaningfully given these constraints and would need far more information to bound the question. 


Conversely the OA community are continually frustrated by the perceived inability of the HS community to provide a straight forward response to their queries. HS responses tend: 


· To be overly complex


· To lack supporting information/data in a format is easily used to inform/support an OA query

· To lack (in the absence of any available theory/previous research) provision of an informed opinion that could then be followed-up with more grounded data

In addressing the study requirement, a review of the balance of issues on either side was required in order to continue to improve the working relationship between the communities.


There is a clear need to forge stronger understanding between the OA and HS communities, in order to identify and understand the human and system group behaviours involved, the Human Sciences factors which influence them, and then develop a plan to improve their representation in OA models. The improved models will in turn further de-risk responses to future UK MOD customer tasking. 

3 Study Purpose and Approach

The purpose of the study was to:


· Develop an effective collaborative working relationship between the OA and HS communities.


· Identify and agree a common, small set of key human aspects and factors, which influence networks or systems that have group behaviour, for inclusion in OA models

· Provide a basis upon which to focus the future HS research programme.


This study was a collaborative activity between the OA and the HS community and was based on an iterative principle, whereby results from each stage were validated and of value in their own right, but also informed the next stages. 


The study approach was broken down into the following broad tasks:


· Task 1: Identify the key representatives from each community to contribute to the collaboration, define the problem space from the OA domain perspective and identify the key group behaviours and corresponding HF involved

· Task 2: Prioritise the HF identified in Task 1, by the greatest level of impact to Operational Effectiveness, and then identify a common, small subset of variables for use in the OA models. (This was amended to create a framework with key HF themes through which the HF relevant to the customer question could be examined)

· Task 3: Using the framework developed in Task 2, identify and agree relevant HF influences in a use case, i.e. peace support OA model (DIAMOND
). Then determine the availability of data to represent the HF identified in the model. This task would also capture the key interfaces and issues between the OA and HS communities.


The outcomes for the above tasks together with lessons learned were then distilled into activities of good practice and captured in a draft good practice guide (GPG) as part of the research exploitation outcomes. This draft GPG was devised for application across the OA community by the analysts in order to facilitate the consideration/inclusion of HF in OA models. 


The original basis of the study was extended in order to further test and validate this process as follows:


· Task 4: Using lessons learned from Task 3, repeat the theme based workshop to identify and agree those influences important to DIAMOND, amend the process and update the GPG as required.


· Task 5: Repeat the theme based workshop to identify and agree HF for inclusion for a war fighting OA model (COMAND
). Again, from the outcomes, refine the GPG with regard to application to other (war fighting) models


As the study progressed and findings emerged, the boundaries between these tasks became somewhat blurred, as practical considerations determined the most pragmatic ways forward.

4 Study Method and Assumptions


The majority of the tasks used workshops to achieve their results. Where wider consultation across Dstl was required a multi-disciplinary collaborative group provided guidance. Wider awareness and benchmarking against other HF modelling initiatives was conducted for cross-checking and validation. The inclusion of military personnel at the workshops was essential and invaluable in the generation of ideas, and the provision of advice, to ensure consistency with Operations. 


It was assumed that for the study to be completed successfully, the participation of representatives from both the OA and HS communities was essential. In addition this task was to draw upon extant information/data regarding HF; therefore, the development of new HF research was outside the remit of this study.

5 Study Outcomes


The following section outlines the activities of each of the above tasks together with corresponding outcomes. 


5.1 Task 1: Identify a Collaborative Group, Define the OA Problem Space, Identify the Key HF Influences Involved

This task comprised the following three main elements: 


· Identifying members for a ‘Collaborative Group’ to contribute to the research


· Defining the OA problem space 


· Identifying the group behaviours and corresponding influences within the OA problem space. Facilitated workshops were used to illicit and capture the required information for use in subsequent workshops.


5.1.1 Task 1.1 Identification of Key Contributors to the Study

The first workshop brought together a wide variety of possible interested parties within Dstl. From this, a group of both OA and HS community Subject Matter Experts (SMEs) were identified who would be willing to become part of a ‘Collaborative Group’. This group’s remit was to provide oversight and guidance on the study and where appropriate ensure coherence with other related developments or studies within the two communities and across Dstl. 


This group initially comprised two OA specialists, two HS specialists, and two with experience across both areas. Although the profile of the Group changed over the course of the study, it was an effective and powerful source of advice and provided assurance of scientific rigour throughout the review process. In addition to this Collaborative Group, a review was also undertaken by both military personnel and a member of Dstl’s Historical Analysis team, to ensure coherence and validity of the output. 


This first workshop also sought information from participants on similar work that has been, or was currently being, undertaken in this area. This was followed up throughout the duration of the study via a Study Coherency Group [Ref 2].


5.1.2 Task 1.2 Definition of the OA Domain Problem Space

Using members from the Collaborative Group, a second workshop was arranged to develop a mutually agreed understanding of the real world problem space addressed by the OA domain, and identify the systems behaviours and HF involved. The aim of the second workshop was quite ambitious not only in terms of the desired output; but also, in the novelty of the approach; as this was the first workshop bringing representatives from the two communities together to achieve a relatively concrete output from unfamiliar perspectives and constructs. There were likely to be fundamental differences of understanding and language between those from each community. It was therefore important to establish a framework of shared understanding upon which the workshop participants could build. 

To this end, the core team sought advice from the OA community on how best to represent the MOD problem space addressed by the OA. For this study the MOD problem space was bounded by timeliness and operational type. Timeliness was viewed in terms of Force Readiness and operational type provided an idea of the severity and degree of involvement in military tasks. Both concepts are familiar and employed by the military Ref [2]. This framework served to assist the HS community in understanding the OA problem space and was agreed to encompass the types of OA models that currently exist or are likely to be developed.


Having agreed a framework there was now a need to bridge the gap between this overarching OA domain problem space and a specific context/problem space that an OA model would normally be seeking to address. It was therefore agreed that a set of Phenomena
 should be generated to provide this context. In addition, a series of ‘lenses’ representing differing HS perspectives, should be used to identify HF which have an influence within these Phenomena and for this the Physical, Information, Cognitive, Organisational and Social (PICOS) Domains
 were employed. 

5.1.3 Task 1.3 Identification of Group Behaviours and Corresponding Influences

This process saw the generation of many ideas, some of which were subsets or underlying influences of others. The military input to this stage was particularly valuable as it allowed an injection of ‘real world’ operational experience. Participants then agreed which of these ideas could be expressed as ‘Phenomena’ and taken forward into the next stage. The following six key ‘Phenomena’ were identified:

· Achieve/lose control of pace of operations

· Change in support


· Gain/loss of force cohesion


· Failure of force elements to participate in the action


· Fratricide and collateral damage


· Surprise.

From the above six Phenomena identified five were chosen by the group to take forward to the next stage. Surprise was omitted as it was agreed that this context was already covered by the five Phenomena put forward. Full definitions for the above Phenomena (as generated by the workshop participants) are provided a [Ref 2; Annex B]. Using the Phenomena identified together with the PICOS domains over a hundred HF influences were generated. 

During the workshop, assumptions and issues were recorded however the most important observation was the issue of definitions. Whilst definitions were provided for PICOS, Phenomena etc. the study team found that these and other terms had very different meanings across the two communities. Within the project too, it became important to understand clearly what was meant by a ‘human factor’, HS, and an ‘Influence’ and other terms defined here.


The outcome of this workshop was recorded and participants were given the opportunity to comment on and amend the output. The most important reason for this was that the facilitator where possible included definitions or descriptors (including illustrative examples where necessary) of these HF Influences based on the discussions observed in the workshop. Participants were asked to verify these and add descriptors where these had not been adequately captured. These descriptors proved invaluable in the later stages of the research.

In terms of taking these findings forward, it had become evident that the HF influences identified were very dependent on both context (the problem space and the question the model was seeking to answer) and level of abstraction. As a result, it became clear that it was not going to be possible, as originally hoped, to identify a common subset of HF to be considered when developing any OA model.


5.2 TASK 2 Prioritise the HF and Identify a Small Common Set of HF/Human Issues for OA Models

In consultation with the Collaborative Group, Task 2 comprised three main activities; consultation exercise, a theming exercise and trial workshop. A summary of these and their outcomes are described below.


5.2.1 Task 2.1 Consultation Exercise


The agreed table of HF Influences: post Workshop [Ref 2; Annex C] captured in Task 1.3 was promulgated widely across Dstl for comment. Overall, although some additions were made to the influences identified, very few were deleted or moved. The table of influences including those contributions from the consultation exercise is detailed in [Ref 3; Annex B]. It became apparent that not only did the additions seem to show greater commonality across the Phenomena, but also, that the descriptors given by contributors were key to informing individual’s assessment. For example, one contributor identified leadership as a factor. From the description provided it became apparent that the issue at hand was the individual commander’s willingness to make a decision based on limited information and his/her attitude to risk taking. This fell far more into the area of decision making and situational awareness. 


Although contributors were asked to assign a priority to the HF generated within each domain depending on perceived impact on operational effectiveness, this was only achieved with moderate success; again most felt unable to assign a generic importance to any one factor, without greater awareness of the context. The only criticism that emerged was the land centric focus of many of the examples. This was in part due to the context offered by the original example Phenomena but the point was noted as the team moved into the next stage of the study.


5.2.2 Task 2.2 Theming Exercise


On closer inspection by the study team, many of the influences identified appeared to start falling into natural groupings, irrespective of the OA/Phenomena frameworks in which they had been generated. Rather than identify a subset of common key HF, it became clear it would be more appropriate to sort the HF influences into emerging themes. Using an iterative process, 13 HF themes were identified (of which there were two types; Intrinsic
 and Extrinsic
). On completion of the ‘theming’ process, titles and draft definitions for each theme were generated, which were deemed to encapsulate the essence of the underpinning influences. A table of the themes and their definitions was produced. This table was subsequently reviewed by the Study Coherency Group and military personnel, before being tested using existing OA models.  The table of themes was further reviewed following each user case study (Tasks 3, 4 and 5). Before the final version

5.2.3 Task 2.3 Trial Workshop – Customer Question


As an additional task, during the consultation exercise, a small trial workshop was undertaken. This was to begin to assess the potential in terms of collaboration between the OA and HS communities at the earliest stage in the process of addressing a customer question. In this case a hypothetical customer question was proposed by the OA community, two of whom, together with four from the HS community, took part in a workshop to assess how a particular HF (fatigue) would impact on Operational Effectiveness (OE) in a particular task. The objective here was to determine if the HS participants could identify and prioritise the most important HF elements of fatigue and advise the OA community on the availability and maturity of data that could be provided for input into such a question.


From this workshop, several key lessons were identified. These included the need of the HS community to understand fundamental and underpinning information such as the purpose of the question, who was likely to use the answer and to what purpose. Also, there was a need for the OA community or customer to bound the problem in terms of environment (altitude and climate), time of troops in theatre (acclimatisation etc), force fitness (injuries) etc. Where the answer was not known, an assumption had to be made (and recorded). Through this, the OA community were able to appreciate that there was such a wealth of data and information available, across such a wide variety of disciplines within the overarching umbrella of HS, that the problem had to be narrowed down to allow meaningful engagement with the HS community. On the part of the HS community, they were also able to ‘park’ various issues or unknowns, in order to provide input. Again, a key element of this process was language, and the mutual understanding of terms. 


Throughout the conduct of the study, it was becoming increasingly clear, that the original Task Three which sought to review the current maturity and availability of data for the OA models, and the level of representation of the identified HS factors in existing OA models, was both impractical and unlikely to be cost effective. The anticipated common subset of HF that should be incorporated into all OA models simply did not exist. Instead the study had derived key themes or umbrellas under which, depending on the context of the OA problem space, particular HF would come into play, at varying levels of importance and with many interdependencies. The HF would also have an impact at differing levels within model structures. In agreement with the customer, Task 3 was revised to take account of these findings.


5.3 Task 3 Test Theme Framework Developed in Task 2, Using an Example OA Model

This revised task gave the study team the opportunity to validate both the themes and process of engagement of the two communities and to build on the lessons identified to produce the GPG. For this task a peace support campaign OA model (DIAMOND) was used. This task comprised three key elements and their description and outcomes, are outlined below.


5.3.1 Task 3.1 Validation of Themes

This was undertaken both by external (to the project) benchmarking against other HF related model development and a cross checking of theme definitions against military meanings. The benchmarking exercise sought to ensure some degree of commonality in both outcome and lessons identified. The cross checking exercise aimed to ensure that theme names and definitions were in tune with common understanding of those terms particularly for the Armed Forces. Had the title and definition of a theme been in conflict with an existing understanding, alternative titles would have been found, an example being Doctrine.


5.3.2 Task 3.2 Testing the Process

A workshop was held with four HS participants (with disciplines relevant to the problem space), two analysts and a Military Advisor (MA). None of the participants, except the MA, had taken part in any of the previous workshops. Building on the lessons identified in the earlier workshop, the HS representatives were provided with a detailed briefing on the OA model before the workshop. The workshop tasked participants to consider the HF relevant to an existing OA model using the themes as a framework. It was the intention that HF identified would then be clarified, a comparison made against those already included in the model, and a priority agreed on those HF that should be taken forward for inclusion or amendment in the model. Unfortunately, the latter elements of this activity could not be undertaken due to time constraints, which in itself provided further valuable lessons to be recorded. However, a number of HF were identified which gave some initial direction to the OA model custodians on the validity of current HF within the model, and any that might need to be considered in the future .


The overall outcome was that the process in principle was a success and the themes offered structure and inspiration in generating ideas. The key lessons learned however, included the need to ensure precision from the HS participants (e.g. the word ‘morale’ as a factor was insufficient, more detailed information was required), to ensure the OA (and thus non HS expert) contributions were identified as such, and to maintain a fast pace throughout the day to ensure the objectives could be achieved. The one criticism made of the theme definitions was their apparent focus on ‘Blue’ own forces, rather than ‘Red’ opposing forces or any other neutral (Green) or unknown (Yellow) actors. This again was taken on board for future reference, though again, will be dependent on the context of the customer question. Following these exercises the themes and their definitions were amended slightly to reflect feedback. Some themes may be irrelevant to a given problem space, model or question, however that they are considered offers confidence that critical HF are not omitted. The final list of themes and their definitions are shown in the Table 1 below. 

Table 1: Final Themes and Definitions.

		Themes

		Definition



		Decision Making

		The willingness and ability to decide on an appropriate course of action (e.g. minimising risk to own participants) based on changeable situational awareness.



		Doctrine

		Military doctrine articulates the fundamental principles that guide how our military forces conduct their actions. It is authoritative but requires judgement in its application. The principal purpose of doctrine is to provide a framework of guidance for the conduct of military operations, but it also serves to underpin our training and preparation. It is about how operations should be directed, mounted, commanded, conducted, sustained and recovered.



		Force Fitness

		The ability of the force element
 to complete the operational task
 given the demands of fatigue, illness or injury.



		Host Population Belief Structure


		Thresholds of acceptability to host population’s culture of own forces activities.



		Logistical Support

		The availability of the right resources, including functioning equipment and supplies, at the right place at the right time for the required tasks, and the capability to sustain this support.



		Motivation

		The desire
 of a force element to strive towards completing the required task/common goal.



		Perceptions of Host Population

		The host population’s perception of how key aspects of their life have improved (or worsened) subsequent to non host forces activities.



		Personnel Strategy

		Overarching strategy outlining MoD personnel policies and processes including level of support given to families and service personnel.



		Quality of Information

		The usefulness of the information available (quality, credibility and timeliness) to inform decision making. This includes reliability of the C2 systems providing the information, including withstanding intentional opposing forces disruption.



		Training

		The effective teaching of skills, and development of military ethos and common understanding, underpinned by Doctrine, in order to execute operational tasks (Officers, Non-Commissioned Officers and Service personnel)



		Trust

		The belief that coalition force elements will follow through with their part of the operations plan/task and do so correctly (e.g. Senior commander’s intent executed, or subordinates trust in leadership).



		Understanding/Influencing Others

		The ability to take into account and make use of differences and similarities in ethos, mindsets and training (e.g. within own forces, coalition, opposing forces, and host population) to achieve the objective.





5.4 Task 4 Using Lessons Learned from Task 3, Repeat the Theme Based Workshop Using DIAMOND
 OA Model

On the basis of Task 3 outcomes, the repeat DIAMOND workshop format was amended. The main changes comprised: 

· Extending the duration of the workshop from one to two days,

· Providing a briefing of the given OA model on the day of the workshop,

· Clarifying aims and roles of the participants,

· Presenting the themes as a tool rather than discussion point. 

Of key importance to the process was the identification of participants with the relevant HS expertise and inclusion of a MA with recent operational experience. Pivotal to this was a sound understanding of the model by the HS point of contact through briefing and opportunity for question and answer.


Several lessons were again identified which informed the process and GPG. These included (for the HS participants) a need for a clarification of the question at hand (the model vs. the problem space) and practical examples of the model outputs. The OA participants required guidance on the incorporation of important HF as assumptions. From a process perspective, the need for participants, (including OA representatives) to attend all elements of the two-day workshop, the importance of using a skilled facilitator, and the need for the provenance of the Themes to be expressed were all found to be key. The process, themes and GPG were amended to reflect lessons learned.


For the DIAMOND model the HS participants identified seven HF areas that should be considered for inclusion in the model:

· Cultural understanding

· Risk of cultural bias in our understanding of non Blue elements

· Unexpected emergent behaviours as parties interact

· Ability to understand/discriminate complex information

· Level of trust between units/factions

· Number of dimensions of cultural group differences

· Command Personality or Mission Command.

For all these HF areas, the discussion that they generated identified whether the HS community could supply data readily or not, whether existing information could be better exploited to meet the need and whether there was a requirement for additional research. As an existing model, the practical issues of future funding will determine how much additional effort will be expended on these options.

5.5 TASK 5 Test Theme Based Workshop Using a Warfighting OA Model (COMAND
)

Key lessons which emerged in this workshop were:


· The importance of having an OA model presentation briefing reviewed by a HS representative, to ensure clarity and understanding by the HS community

· The need to reiterate that the role of the Themes were as a checklist rather than a rigid framework

· The need to allow participants to discuss priority HF for inclusion in the model after initial voting to foster consensus.

For the COMAND model, the HS participants identified five HF areas that should be considered for inclusion in the model:


· Acute fatigue, as part of Force Fitness 


· Distribution of experience within the unit, in terms of training


· Timeliness of information, in terms of availability


· Individuals’ understanding of their own level of understanding


· Trust in information.

Again, availability of funding to the model custodians for the inclusion of these HF identified is a key consideration in them being taken forward. However, in both cases it was illustrated that the processes can be used to ensure OA models are improved, better linkages made and better tasking and exploitation of HF research that may be incorporated into models in due course.


6 Outcomes from Process Perspective


From a process perspective there were two key outcomes from the above workshop: 

· The first is a table of themes (shown previously in Table 1) which acts as a checklist so enabling the HS community to ensure all aspects the problem space are considered when identifying the relevant HF

· The second is a revised draft GPG [Ref 5; Annex B] reflecting all the lessons learned form the trials and validation activities. A key element of the draft GPG is the series of steps to deliver a structured workshop to identify the HF in a given customer question/OA model.

The facilitated workshop format has been proven to be most useful in achieving the desired outcome. Depending on complexity, this may (and most often will) require two days; it requires careful facilitation to ensure engagement by participants, and to maintain the pace required to achieve the goal. 


6.1 Extract from the Draft Good Practice Guide


This extract [Ref 4; Annex B] details the steps through the auditable workshop process to identify relevant HF in OA model/problem space: Two facilitators are recommended and the elements of the workshop should be as follows:

· OA Briefing This should include the fundamentals of OA including how models are developed, how they are used (including timeframes etc.), for what purpose and by whom. Then an exploration of the customer question should be addressed including whether the model or the problem space is to be considered. It is also helpful, where possible if examples of the/a model’s outputs are demonstrated. It is critical that the HS POC review the OA briefing prior to the workshop to ensure Subject Matter Expert understanding.


· Clarification of workshop purpose and how outcomes will be used. This is essential to ensure contributions do not state generalities but focus on the actual HF involved. The understanding that any HF proposed will need to be supported by existing theory and/or data, will focus participants on the level of detail required.


· Assumptions, issues and definitions. These should all be recorded as they arise, to ensure an audit trail of the process as well as allowing discussion and decisions to be made at a later stage.


· Generation of HF. The Themes should be introduced (with some explanation of their provenance) to act as an aide memoir and to ‘sort’ freely generated HF relevant to the question/model. The themes may be used in the context of all parties within the problem space. This ensures consideration is given to all possible areas of HF, though a particular Theme may be irrelevant to the problem space under scrutiny.


· Consolidation HF. The HF need to be discussed and consolidated within each Theme to identify the subject matter of the topic/area. This can be done by the group directly or with assistance from the facilitator, who can address any conflicting/duplicate topics/areas.


· Prioritisation of the HF. A voting system to identify each participant’s top 5 or 10 key topics/areas should be used [depending on size of group and number of HF generated]. Scores should be discussed and voted on iteratively till top 5 or 10 HF are identified. Level of abstraction or impact on aggregation must be considered, though practical issues such as cost or data availability will also play a part. However difficulty of inclusion should not be a bar to the HF in question; a record should be made of omissions, and where possible the opportunity left open for its inclusion in the model at a later date.


· Way forward. Finally through discussion on the availability of HF data to inform the model/question, an initial outline should be given of what may be available to the OA community. A discussion can then be undertaken to agree what can be provided immediately, and what may take further research. Further meetings and liaison between the two communities should be agreed to take the work forward and ensure coherence and mutual understanding and manage each community’s expectations.


It was intended to conduct a trial process to ensure its universal applicability. However, following a review of the draft and its intended audience, the customer suggested that there were still a few issues with the format to be agreed, and that the content should be applicable to the wider MOD audience. The completion of the GPG will form a key part of any follow-on task.


The final sections of the paper provide an overview of the exploitation of the research and a summary of the conclusions.


7 Exploitation


Interest in this study and its outcomes continues to be widespread. In addition to the presentation at International Symposium of Military Operational Research (ISMOR) August 2007, international and pan UK MOD interest seeks to apply this outcome to contexts other than OA, such as the non-equipment Defence Lines of Development and the UK MOD Acquisition Process.

The approach has been employed to inform a number of key UK MOD research studies including Operational Degradation model element of the Future Capability study. In addition the approach has been employed in support to Defence Equipment and Support (DE&S) via Human Factors Integration Defence Technology Centre (HFI DTC) activities. In particular this study’s Theme Framework has been exploited in the HFI DTC Social Organisational Framework study, and the study team has provided a short extract for contribution to the HFI DTC Handbook. The study has also been explicitly referenced in support to future MOD OA research studies.

8 Summary and Conclusions


This programme of research has clearly shown a journey of collaboration between two distinct communities who talk and think very differently. In order to mitigate the confusion and frustration that has often been a feature in past working relationships, this study has developed an approach to facilitate coherence between the OA and HS communities in their ways of working within research. It has established a common language and understanding between OA and HS communities and together with an auditable process enabled identification and inclusion of relevant HF/Influences in OA. The approach has been refined and validated using existing example OA models. The areas and principles for good practice in OA/HS collaboration have been identified when addressing MOD questions and OA model development, and these have been captured in a GPG (2nd draft) in the form of a pamphlet, intended to be trialled with the Dstl audience.


As stated previously, this study was both innovative and intrinsically challenging and has, by necessity, had to change its direction and its aims. However, as a result, it has been able to offer a more widely applicable product (the GPG), whilst still offering the OA and HS communities a framework from which to begin the process of improving the representation of HF in OA models. In particular the research has, the established a process to bridge the gap to achieving of a common understanding to a given OA problem space between the OA and HS communities. It has also proved that early meaningful engagement of HS in shaping the OA requirement minimises the barriers to effective collaboration to the ultimate benefit of the Defence customer.
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� 	Human Factors (HF) refers to the academic/theoretical/practical understanding of the human in the system, and its application.



� 	Human Science/Scientist (HS) refers to the scientific disciplines and community of experts practicing in and with expert knowledge of HF.



� DIAMOND - DIplomatic And Military Operations in a Non-warfighting Domain



� COMAND - C3 Orientated Model of the Air and Naval Domain



� 	Phenomena; ‘behaviour or state changes attributable to the presence of humans in the system, which can readily be related to a value construct such as effectiveness’. E.g Loss of Force Cohesion.



� 	PICOS Domains were developed from an idea in the US Network Centric Conceptual Model. These domains are defined at [Ref 2; Annex A].



� 	Intrinsic Themes – Groups of Influences, which pertain to human skills, abilities and behaviours such as decision making. These themes are measurable with existing data and assumptions.



� 	Extrinsic Themes – Groups of Influences, which provide the means or capability to perform these human skills, abilities and behaviours such as Training. These themes are not easily measurable/quantifiable.



� 	Force element – Either UK, Coalition or Enemy Forces. May be a unit of any size, ranging from individual to brigade.



� 	At the start of task (e.g. acclimatisation) and during the operation (e.g. deterioration of fitness over time).



� 	The shared belief, values, customs behaviours and artefacts that members of a society use to cope with and make sense of their world.



� 	Desire will be influenced by many factors e.g. perceived task difficulty and likelihood of success.



� 	DIAMOND - DIplomatic And Military Operations in a Non-warfighting Domain.



� 	COMAND - C3 Orientated Model of the Air and Naval Domain.
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Abstract

Current policies of the Alliance require the constant development and acquisition of new technologies and equipment to support the individual soldier. Applying different types of modeling and simulation (M&S) for the design of equipment has been advantageous in the past. This has gained importance ever since the dismounted soldier is considered as a system, rather than a set of single components. M&S of human factors facilitated a comprehensive analysis of different components and their interaction with each other at early design phases. Constructive simulation, e.g., allows the identification and estimation of shortcomings and capabilities of new technologies without the need for cost-intensive hardware prototypes or demonstrators. An optimization of mission procedures becomes feasible with human performance modeling.


This paper addresses relevant issues and some lessons learned in this field. It presents results and lessons learned from applying a mix of constructive, virtual, and live simulation for the design of future soldier equipment. A model of a (kinetic) MOUT mission (Military Operations in Urban Terrain) serves as a basis for a procedural simulation model, including simulation of mission processes, sequences and human performance. Design of personal equipment was investigated by today’s digital anthropometric human models. The focus in this case was on the validity of commercial models for typical dismounted soldier actions. It is planned to analyze the application of virtual simulation for more detailed analyses, esp. the applicability of commercial gaming technology, will be investigated. This will also include virtual entities, which were controlled by a simple artificial intelligence. In this connection, serious gaming has potential for applications in training social and cultural factors at a low operational level.


1.0
Introduction

Modeling and simulation has frequently been used for various military applications. This covers domains like education and training of military personnel, design of military equipment and platforms, and optimization of operational organizations and processes. Nowadays, there are many modeling and simulation tools available, which are applicable and offer functionality for special applications. However, the applicability of these tools is limited when using them beyond their special application. It is important to be aware of these limitations. Therefore, proof-of-concept and validation studies are required.

In general, “simulation is the process of designing a model of a real or imagined system and conducting experiments with that model. The purpose of simulation experiments is to understand the behavior of the system or evaluate strategies for the operation of the system.” [1]. Because most problems in the real world are far too complex for a comprehensive model with all the facets, the simulation simplifies the real world and is always limited to relevant aspects. 

In military terminology, simulation can be divided into Constructive, Virtual and Live-simulation [2]. For Constructive Simulation the technical system and the human operator are both simulated. This facilitates large flexibility and variability within the system design process. Large adjustments in the construction design are possible with minimum efforts. But simulating the human operator is always critical because of the large variance of human characteristics and behaviors. On the other hand, Virtual Simulation involves real humans operating simulated technical systems. This requires additional efforts. It also reduces flexibility and variability of system design or process optimization, but it enhances face-validity and validity of the results. Finally, Live-Simulation includes real operators and real technical systems. It is closest to reality, but it offers only very few flexibility. Moreover, Live-Simulation requires often technical prototypes, which can be used for field-experiments. It is costly in terms of labor and time.

In the approach described in this paper, a mix of Constructive, Virtual, and Live simulation is used to analyze selected chapters of future soldier operations and personal equipment. A model of a (kinetic) MOUT operation (Military Operations in Urban Terrain) serves as a basis for a procedural simulation model, including simulation of operation processes, sequences and human performance. The results required more detailed analysis of the design of personal equipment. This was investigated by applying today’s anthropometric Digital Human Models (DHMs). 

The German Soldier Modernization Program (SMP) served as practical background for the proof-of-concept study. The SMP subsumes many new components, so that a comprehensive system’s approach is required [3]. The focus is the general functionality and validity of simulation packages for typical dismounted soldier actions. Of course, the results presented in the following are not universally valid, but they give a good understanding of possibilities and limits of today’s simulation tools. They also show the need for a more comprehensive simulation model of the human operator.

2.0
Constructive Simulation for Procedure Optimization

Most products for task analysis and process planning were designed for industrial applications like industrial process planning during manufacturing and maintenance. Several of them have been applied successfully for military applications [4, 5]. In this approach we used them to model a MOUT operation of a squad of soldiers. The approach consisted of a data capturing phase, in which field-trials at a German MOUT training facility were observed, a subsequent data-processing including analysis of video and audio data, and a modeling phase, which resulted into a descriptive model of procedures, tasks, and parameters. The model was then transferred into a simulation model which allowed estimating effects of e.g. additional weight by a ballistic vest on mobility and efficiency [6].


2.1
Data Capture

The first phase, i.e. data capture, took place during a military exercise at a special MOUT training facility in Germany. In total, 16 soldiers participated in the exercise during a period of two weeks. The soldiers were equipped with system components of the SMP. It included ballistic protection vests, assault riffles, protecting glasses, UHF-radios and PDA computers for enhanced situational awareness. The relevant military tasks were approaching, clearing, and securing a single building. This included actions like overcoming obstacles, intrusion into a two-story building, fighting from room to room, and fighting from floor to floor. Figure 1 shows a snapshot of the intrusion into a building through the second floor. In each single exercise two groups of four soldiers each participated. Each group was led by a sergeant. The actions and their sub-tasks were exercised and repeated several times for each group. The sequence of the single tasks and procedures were pre-determined, with little or no variance. This was caused by the characteristics of military training. As expected, processing times varied vastly and were reduced during training. 
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Figure 1: Snapshot from the MOUT-operation exercise which served as basis for the model.

All activities were captured digitally from three different perspectives. The three video streams were later video-processed and analyzed. Additionally, the active group members carried digital voice recorders to capture audio stream. These data allowed a comprehensive analysis of the actions during the MOUT exercise. 

2.1.1
Action 1: Overcoming a First Obstacle

This phase included different tasks and activities during the approach to the target building. The phase was initiated by delivering a fog grenade, overcoming a barbed-wire obstacle and arriving at a secure place next to the building. It also included commands for approaching, subsequent actions, and final confirmation messages. The main goal was to approach the building as fast as possible and to secure the group from potential enemy fire. Many repetitions of the tasks were executed so that sufficient data for a subsequent modeling is available.


2.1.2
Action 2: Entering the Building

In the following, the group entered the building through a window in the second floor. A single soldier was left behind in order to secure the entrance against potential enemy fire. This action includes primarily directed communication (commands of the sergeant, confirmation messages of soldiers) and various sequential activities. Activities, e.g. climbing a ladder, were carried out by each of the different team members. This required different amounts of time and large variances were observed. A reason for this is that climbing the latter wearing full ballistic protection requires high energetic workload.

2.1.3
Action 3: Fight from Room to Room

Each soldier was highly engaged during fight from room to room. These actions required high energetic workload and happened with high time pressure. Before exiting a room, a single soldier was left behind in order to secure the room. Consequently, troop size was reduced. Because of the high temporal demands communication was limited to simple one-word commands and short confirmations. Mobility is considered to be essential.


2.1.4
Action 4: Fight from Floor to Floor

The fight from floor to floor also included doorways and staircases. They were entered and secured slightly differently, thus requiring more time and different messages. 


2.2
Data Processing

The subsequent, offline data processing is primarily done by commercial video processing software. It includes the sequencing of tasks as well as a detailed description and determining processing times for each single task. Data processing is intensive in terms of labor and time. Several actions and tasks were carried out in parallel, so that it is important to note the correct timeline. The data processing results into a sequence of actions and task performance, and a description of the duration of each task and sub-task. Because the operations were repeated several times it was possible to determine and include variance in the model.

2.3
Descriptive Modeling

The descriptive modeling phase transfers the sequence and characteristics of the tasks described before and transferred them into a first descriptive model. The notation of the model is based on the K3-method (coordination, cooperation, communication) and allows a graphical description of industrial processes. In general, K3 is based on the Unified Modeling Language [7]. The K3-method was found to be especially suitable for cooperative, slightly-structured working processes. It has been successfully used for applications in industrial sciences.  The visualization of cooperative work and task assignment enhances a general understanding of interrelationships and operation activities [8]. K3 includes graphical elements for describing activities, blogs (i.e. groups of activities), information, and tools, and their connectors. The connectors used for K3 are: control, decision, information or objects, synchronization and synchronized cooperation. 


During the modeling phase it was discovered that some additional features were required [9]. The according functionalities were added to the notation, so that special communication connectors with different colors and styles represent the various communication media. The model itself was used to identify core problems, e.g., wrong procedures during mission execution, inappropriate task assignment between team members, and time lags in critical operation phases. Because mobility and effectiveness were of high importance, quantitative time assessments were carried out and a timeline was added to the model. In our case, each column represents a single person which is either active or non-active and carries out different tasks or actions. By including mean and variance of time a more comprehensive analysis became possible.
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Figure 2: Process of modeling and subsequent optimization by SME-interviews [6].

By integrating the four stages into a full operation model, a more comprehensive analysis became possible. However, describing tasks and actions of 16 soldiers led the notation to its limits. Therefore, the full operation was structured sequentially. The model was finally verified by interviews with special military Subject Matter Experts (SME).


2.4
Application of the Simulation Model

The descriptive model was subsequently transferred into a simulation model. For this, the MicroSaint™ Sharp simulation package was used [10]. It s a multi-purpose, discrete-event simulation tool that allows the modeling and simulation of processes and human performance. MicroSaint™ Sharp visualizes activities and actions as a flow chart. It can be used to model, modify and optimize processes in different applications by carrying out “what if”-analyses. The simulation model itself is divided into a discrete and a continuous basic component part. The discrete component describes the baseline network, which is characterized by special attributes of the processes. The continuous component consists of a mathematical description of the according state variables. The ongoing processes define the knots of the network, while the edges represent the connection between the processes. Further elements of the network address available resources and relevant system states.


In our case, the soldier serves as a resource, the military action describes the process, and the connections are defined by the sequence of actions. Because of a similar representation with the K3-model and the MicroSaint™ Sharp model, the implementation is simple. However, several additional activities, e.g. stochastic elements and repetitions for malfunctions, have to be added. For the parameterization of the continuous elements the results from the data processing served as input. This allowed a stochastic modelling of state variables and transfer functions.
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Figure 3: Transfer of the K3-Model into a MicroSaint™ process model and simulation results [6].

The simulation was used to estimate the effect of ballistic protection (weight: ca. 25 kg) on mobility. The analysis was carried out for each phase of the operation. Because of the complexity of the operation (some actions took place in parallel, some did not) and the involvement of multiple soldiers, the results were not trivial. In fact, simulation revealed that the approaches to the building did not differ significantly from each other. Entering the building required significantly more time with a ballistic vest. On an average, this phase took on the average 22% longer. Fights from room to room and securing each room also required significantly more time (15% on the average longer action times). Similar results were found for fighting from floor to floor. Process time for this action was 25% on the average longer.


The important result of the simulation was that, although single actions took between 15 and 25% longer, the total operation time was not significantly longer. In contrast to our expectation, the operation was only 6% longer with a ballistic protection than without. An explanation for this is that many actions take place in parallel or some actions have to wait for the completion of previous ones.


2.5
Conclusion


The K3-notation is found to be suitable for describing military urban team operations. Exercise data has been captured, analytically processed and transferred into a descriptive model. The model includes task sequences, communication processes, and the according times. By subsequent interviews with military experts it is possible to evaluate and adjust the procedural model. This way, the K3 model becomes more detailed and serves as a basis for a later simulation. The K3 serves as a basis to identify shortcomings and generate possible solutions. The simulation revealed, that in contrast to significantly longer process times for each action, total operation time was only slightly larger with than without a ballistic vest. However, because this was only true for the special mission profile, the effect might be larger for mission profiles with higher physiological workload.

An insight analysis of critical elements revealed that especially the technical design of equipment had a vast effect on military effectiveness. Especially the weight of the ballistic vest and technical shortcomings of the design were found to impair military actions. Therefore, it was decided to analyze the use of modeling and simulation for the design of personal equipment.


3.0
Digital Human Models for Equipment Design


For an ergonomic design of personal equipment the inclusion of human body dimensions has always been essential. Therefore, digital human models are available which model human body dimensions and human motion. Whereas first digital models were just simple CAD-versions of templates, today’s anthropometric models include complex algorithms for describing human body shape variability and basic human movement behavior. Today’s most common models are JACK, RAMSIS, Delmia Virtual Human 5 and SANTOS [11 ,12 ,13 ,14]. The background of JACK is primarily computer graphics and animation and this model is frequently used within computer-based training in Virtual Environment. Delmia Virtual Human 5 has a background in industrial sciences and workplace design. The main application area for RAMSIS is the automotive industry. SANTOS, finally, has been developed for special military applications and sponsored by the US-Army.

Because most of these DHMs come from vehicle or workplace design, it is important to investigate applicability and validity of the results before they are used for the design of military personal equipment. Such a validation study was carried out for ballistic protection. It is a critical element for the overall soldier performance. 

3.1
Background and Motivation of the Study 

The results of modeling human team performance described in the previous chapter show that ballistic protection and the interaction between different components of the personal equipment are critical factors for soldiers’ performance. However, a detailed analysis for the optimization of ballistic protection showed that in-depth analysis is required. The performance model was found to be insufficient for such an analysis, so Digital Human Models (DHMs) from another domain were applied. The key applications for DHMs are ergonomic workplace and product design [15]. For these applications they are used as tools for analyzing sight, reach, posture, comfort, fatigue, etc. for a user population. The first DHMs were just simplified digitized versions of anthropometric percentile drawing templates. Modern DHMs are far more sophisticated. They use a complex methodology for describing and modeling human body shape, anthropometric dimensions, and their variability. Modeling of behavior and its variability is still a research topic, often relying on biomechanical models. It simulates simple goal-directed movements. More comprehensive human models, which also consider higher levels of human behavior such as tactical and strategic thinking, are still research topics and not totally integrated into design processes [16].

3.2
Experiments with New Personal Equipment

There are many potential conflicts with wrong designs of personal protection equipment. Protection equipment is always subject to high weight, which cannot be prevented. Therefore, it is important to fit it to the soldier needs and sizes. Unfortunately, most anthropometric models do not support contour measures, so that they cannot be applied for this. Instead, it is recommended to design sizes according to body contours from 3d surface anthropometric databases, such as CAESAR, WEAR or SizeGermany. They provide a vast set of body scans to optimize size and sizing scheme for individual protection equipment [17, 18, 19].

Important issues are conflicts between different parts of the individual protection equipment. A “traditional” conflict is the conflict between weapon visor, helmet, and posterior part of the ballistic vest. Another are range limitations because of the movement impairments caused by the ballistic vest. SME interviews revealed that these conflicts are most critical, so they were considered for the analysis. 


3.3
Anthropometry and Motion Simulation

The analysis included a data capture section for capturing range and motions with different protection levels, a validation section with a cross-comparison of the real and simulated ranges and motions, and an analysis section with the identification of shortcomings and possibilities of today’s DHMs. The DHMs used for this study were RAMSIS and JACK. Application of SANTOS was not possible because there was just an early research version of this DHM available for the study.


3.3.1
Data Capture

Data capture took place at the German Infantryschool Hammelburg. 30 soldiers (age: AM=21 yrs, sd=2 yrs; 29 male, 1 female) volunteered to participate in the study. They were equipped with SMP-equipment and performed several motion experiments. Their movements during the experiments were recorded with an IR-optic, passive ART-Track Motion Capture System. It captured the 3d-positions of small, IR-reflecting markers with a measurement rate of 60 Hz. Results from prior studies showed that this system offers sufficient accuracy and precision for the study. Personnel were specially trained for anthropometric data acquisition and motion capture.

The experiment itself included the anthropometric measurement of the participants (49 body dimensions), marking of 9 special anatomic landmarks on their body with the markers for motion capturing, and performing several movement experiments for determining range and motion trajectories. The movements included determining maximum hand reach and range, changing between different shooting positions (standing, kneeling, prone), and operating a night vision system. Parts of these sequences were repeated for sport dress (light), uniform dress including C2-vest (medium), and with full ballistic protection (heavy). Figure 4 shows an example for operating a night vision system.
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Figure 4: Example sequence of real motions.

The captured motion data was written into a database and processed afterwards. Processing included the implementation of diverse algorithms for semi-automatic marker assignment and subsequent error correction.

3.3.2
DHM Simulation

Anthropometry and motion were simulated with the two DHMs. At an initial step, the measured body dimensions served as input for the generation of different individual models. This step revealed that one of the models did not offer functionality to enter standardized anthropometric dimensions. Instead, it required the input of boundary measures for each body limb. With background information it was possible to calculate them. But this might introduce inaccuracies.

In the following step, maximum reach range was calculated and displayed. This is a standard-functionality and is possible with all DHMs. The calculated ranges are used for the comparison with the measured real ranges. 

A final step subsumed the definition of tasks for the motion simulation. This step included a definition of targets for special anatomic landmarks and effectors for the starting, the intermediate, and the end posture. It was found that the simulation results did not match completely. Face validity of the simulated motions and postures during the movements showed that the automatic simulation was not sufficient. However, it was possible to generate realistic motion tracks, but this required additional efforts and background knowledge. A result is shown in figure 5. It was recommended that modeling realistic movements for applications other than car interior or workplace design requires additional research studies and implementations.
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Figure 5: Simulated motion sequence.

3.3.3
Comparison and Analysis


Results from the simulation were finally compared with the real results. This allowed an identification of shortcomings and a first estimation of applicability of the DHMs for the design of personal protection equipment.


Anthropometry and Static Postures

As expected, the contour modeling of the DHMs was not realistic. Therefore, it is not possible to use a DHM for the design of clothing or a ballistic vest. A side-effect of this is that the simulated elbow-elbow breadth with ballistic vest is too small and a safety value has to be added. This is especially relevant for the design of transport vehicles for soldiers wearing ballistic protection. With regard to reach and range, the models facilitate fairly correct results. The maximum range corresponds with the comfortable and the maximum range of the real experiments. Results including breadth measures are often too small. This might result into too small side dimensions e.g. for seats in vehicles.


For relative simple postures, e.g. standing, which are similar to standard postures of the DHM, the results are considered to be realistic. However, more complex postures (e.g. kneeling or prone) require large manipulations of the model and extensive knowledge of the user. This is especially true, when additional effects of clothing or ballistic protection have to be considered. In this case, unrealistic postures are likely to occur.

Dynamics and Motion


In addition to anthropometry and static postures, validity of modeling the dynamic properties was analyzed. For this, the dynamic reach ranges between the DHMs and the real data were compared. It was found that inaccuracies between the three different clothing conditions are strongly dependent on the position and orientation of maximum reach. This is shown in figure 6. The maximum range of the DHM is larger than real ranges in the right and medium direction, while it is too small for the left direction. Especially downwards, differences up to 15 cm were observed. This limits the general applicability of DHM for equipment design.
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Figure 6: Comparison between real and simulated reaches. 
Red: Simulated > Real. Green: Simulated < Real reach [20].

With regard to motion simulation, the DHM are based on defining starting, intermediating, and ending postures. The intermediate postures were calculated by estimating optimal postures with the static posture models. A first analysis revealed that DHM are capable to simulate simple movements. For more complex movements, however, the results have to be critically analyzed. It often happens that movements and postures appear very unrealistic. As a result of the analysis it was concluded that motion simulation of DHMs is very limited, especially for individual human movements. More research is required in this field.

3.4
Results and Conclusion


Although modern anthropometric DHMs offer functionality for the design of personal equipment to a special degree, our results show these results differ from reality. This may be caused by the DHMs’ background in car interior or workplace design and missing studies for the design of personal equipment. It requires modeling and simulation of individual motion and low-level movement behaviors.

Most of today’s DHMs are not based on surface anthropometry or contour modeling. It is clear that their contours do not represent user populations. Therefore, they cannot be used to design e.g. protection vests or helmets. Instead, the application of special 3d-databases is recommended. But there are ongoing activities to overcome these shortcomings by linking DHMs to these databases. Modeling of body dimensions still requires the input of traditional anthropometric measures. This is not always the case with DHMs and may introduce additional inaccuracies at an early design step. In case of anthropometric measures, they have to characterize body characteristics accordingly (i.e. body height, body type, body proportions). 

5.0 
Conclusion and outlook

​​​​This paper presents the results of our analysis for applying human modeling and simulation for the future equipment of infantry soldiers. It is shown that constructive simulation can be applied for describing, modeling and simulating MOUT operations. Constructive simulation facilitates an early estimation of effects of future equipment on soldier (team) performance. For more detailed analyses of special equipment and its interaction with other equipment, anthropometric digital human models were applied. They facilitate in-depth analyses of the design of future equipment. However, it was also found out that they have limited functionality for such application. Today’s DHMs are limited with regard to accuracy and validity of the results. An uncritical use of them for the design of future equipment might lead to wrong designs and serious faults.

At this point there is no link between the two types of the model. First attempts have been made to integrate performance models and anthropometric DHMs, but they have not finished so far. It would be advantageous to integrate both models into a common software suite. In this case mission planning and design of personal equipment can be achieved within the same software and without the need for time-consuming transfer between two different pieces of software. This would be a step towards a comprehensive digital human model, which simulates different aspects of the human operator.

A general shortcoming is a missing simulation of higher behavior levels, e.g. for decision generation and decision making. Most DHMs act as templates with no intelligence and have to be operated manually. There are first approaches for controlling a virtual human model by artificial intelligence so that the model is able to identify objects and perform simple tasks. One example for an implementation of this procedure is Parameterized Action Representation (PAR) [21]. By this, DHMs can be used for populating virtual worlds. There are approaches within practicing and training communication and social skills. A popular case is a simulated checkpoint control [22]. A further recent installation simulates a highly-emotional situation during a military peace-keeping mission [23]. In this case the behavior of a crowd of people was simulated. Further installations work on using DHMs in order to train medical surgery personal [24, 25]. But these applications are still research topics, and have not made their way into operating systems yet. By integrating them into a common software with process models, performance models, and anthropometric models, it would become possible to create a more comprehensive model of the human which can be applied successfully for the optimization of mission and operation processes, designing personal equipment and training military personnel. Already including behavior modeling on various levels, as well as appearance, anthropometry, and biomechanics, is still a long way to go. It becomes even longer when incorporating emotional, psychological, cultural and sociological factors. The resulting anthropomorphic intelligent agents would then become a “real” virtual human for many other applications.
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abstract

United States Joint Forces Command (USJFCOM) Joint Training Directorate/Joint Warfighting Center (J7) supports joint warfighter development by strengthening and developing capabilities for the Joint Training Environment (JTE). USJFCOM J7 manages and develops enhancements for all joint models, federations, and tools used in the JTE.  A JTE objective is to further develop human modelling concepts that focus on the tactical level of warfare involving an asymmetric opponent.  Our goal is to provide realism in joint staff training, while avoiding negative consequences that could result if human reactions to combat situations are not anticipated.  Human modelling within gaming technologies continues to be a critical gap in supporting increasingly complex training scenarios.  Advancing human modelling behaviours is pivotal to optimizing individual readiness and organizational effectiveness to support the fight, today and in the future.


At the request of the Allied Command Transformation (ACT), USJFCOM J7 demonstrated that constructive simulations could be combined with a gaming technology, Virtual Battlespace 2 (VBS2), for the International Training and Education Conference (ITEC).  The team developed scenarios to provide strategic to tactical levels of training that addressed Time Sensitive Targeting and Joint Personnel Recovery training objectives.  Although the scenarios provided high fidelity, realistic training and satisfied the training objectives, they lacked sufficient realistic human modelling behaviour because of the level of difficulty to predict or control Artificial Intelligence (AI) by a single operator.  Thus, they did not take into consideration neutral and other parties within the area of interest, which may not have provided a true representation of actuality of collateral damage to a civilian population in the real world.   


USJFCOM J7 engineers developed new behaviours for VBS2 AI characters in order to increase the realism of the virtual environment in scenarios for the Future Immersive Training Environment (FITE) Joint Capability Technology Demonstration (JCTD), which focuses on transitioning technologies and methods that create realistic and stimulating conditions in support of human-centric decision activities.  These behaviours included a variety of background "cues and indicators" that allowed VBS2 characters to engage in conversation, smoke cigarettes, play cards, and drink tea.  More subtle behaviours, such as looking over one's shoulder, observing surreptitiously, and following at a distance, were also added.  Although the realism of automated AI behaviours in virtual humans is still evolving, these advanced behaviours in the FITE scenarios have significantly made the virtual environment a much more realistic venue for small unit, tactical training.


Grounds forces are increasingly turning to gaming technologies to provide synthetic environments for realism in training for armed engagement with an asymmetric opponent in a complex environment.  However, military training gaming technology software has not maximized the potential of modelling realistic human behaviours.  Civilian interaction on the nonlinear battlefield is extremely unpredictable, but cannot be overlooked.  The ability to identify foreshadowing behaviour (such as anxiety and nervousness) prior to a combat situation is critical.  By combining gaming technologies with advanced human modelling, we will narrow the gap to meet our military’s needs, maintain a technological lead, and extend our tactical edge on both the linear and nonlinear battlefield.


1.0
Introduction


The United States Joint Forces Command (USJFCOM) Joint Training Directorate/Joint Warfighting Center (J7) supports joint warfighter development by strengthening and developing capabilities (models, federations, and tools) for the Joint Training Environment (JTE).  A key effort to improve the JTE is to improve human behaviour models that represent tactical, operational, and strategic problems for the training audience.  The goal is to enhance the relevance of joint staff training, while avoiding consequences that could result if reactions to combat challenges resulting from behaviours unfamiliar to the joint warfighter are not anticipated.  

The USJFCOM J7 mission is to train forces, develop doctrine, lead training requirements analysis, and provide a globally distributed and interoperable training environment in order to improve joint force readiness.  It manages and develops enhancements for all joint models, federations, and tools used in the JTE with the objective to advance human modelling concepts that focus on the tactical level of warfare involving an asymmetric opponent.  Our goal is to provide realism in joint staff training, while avoiding consequences that could result if reactions to combat challenges resulting from behaviours unfamiliar to the joint warfighter are not anticipated.  

Interactions on the battlefield are extremely unpredictable, and cannot be overlooked or underestimated.  The demand to provide Irregular Warfare (IW) training is increasing exponentially.  Human modelling within our simulations continues to be the key proponent in supporting increasingly complex training scenarios.  The ability to identify foreshadowing behaviour (such as anxiety and nervousness) prior to a combat situation is critical.  Advancing the science and application of human behaviour models is pivotal to training stimuli and thus, optimising individual readiness and organisational effectiveness to support the fight today and in the future.


2.0
BACKGROUND


In 2008, USJFCOM established the Joint Irregular Warfare Center (JIWC) to proactively coordinate, prioritize, and provide subject matter expertise and partner on all IW matters.  USJFCOM’s goal is to ensure that the warfighters are as effective in IW as they are in conventional warfare.  The joint force approach is “to prevent, deter, disrupt and defeat irregular threats, … to work in concert with other governmental agencies and multinational partners, and, where appropriate, the host nation to understand the situation in depth, plan and act in concert, and continually assess and adapt their approach in response to the dynamic and complex nature of the problem.  In order to maximize the prospect of success, the joint force must understand the population and operating environment, including the complex historical, political, socio-cultural, religious, economic, and other causes of violent conflict.”  


In 2010, the JIWC and Joint Staff J-7, co-lead analysis involving different organisations within the Department of Defense (DoD) to assess the objectives in supporting IW training.  This analysis, the IW Training Simulators Integrated Product Team (IWTSIPT) Final Report, identified trends to ascertain the requirements for effective military training as it pertains to IW.  Prominent in these trends is modelling human behaviours.        


3.0 Discussion

The physical and socio-cultural environment of IW is considerably more complex than it is for regular warfare operations.  Modelling these aspects of this environment has created challenges.  The IWTSIPT Final Report identified critical modelling capability advancement trends required to respond to the demands of a rapidly changing IW operational environment.  USJFCOM’s J7 Joint Advanced Technologies Laboratory (JATTL) supports both current and future Joint and Coalition operations for modelling and simulation (M&S) development, integration, and testing.  Significant JATTL resources are allocated to M&S activities focused on:

· Visual representation of physical behaviours, to include appearance and movement.


· Visual representation of human terrain, to include Ethnographic Intelligence (ETHINT) and Cultural Intelligence (CULINT) concepts.


· Visual representation of terrain, to include dynamic terrain and adaptive behaviour.

3.1
Visual Representation of Physical Behaviours

The visual representation of individuals includes their dress, height, weight, age, gender, skin colour, and facial expression.  The capability to portray variations in individuals’ appearances must be substantial enough to represent a population accurately.  The movements of simulated entities must be consistent, natural, and fluid.  Differences between personal dress, appearance, and behaviour within various regions of a country or area of operations must also be taken into consideration.  The immersive system must provide a high level of fidelity to train the warfighter in immediate identification skills that will directly impact decision making.  


Pattern matching is the ability to identify and dissect visual and behavioural patterns and anomalies, classify them, and use this information to make quick recognitions and support decisions.  It is a key survival trait in humans, and a powerful tool for avoiding conflict and damage in the tactical environment.  Warfighters need to hone this skill to achieve objectives quickly with minimum loss of life.  

Unfortunately, the better a trainee’s skill is at pattern matching, the easier it is for them to focus on nonessential patterns in the training environment.  Focusing on and overanalyzing patterns resulting unintentionally from immature modelled behaviours leads to inaccurate or delayed synthesization of data, and could potentially result in a negative training outcome.  For example, if a patrol (trainee) is to identify a person of interest by recognizing patterns of where he goes and with whom he talks, and the training environment is not mature enough to provide highly detailed behaviours for all entities in the scenario, the focus will be more on the relationship inconsistencies.  Consequently, this will affect the accomplishment of the actual training objective.    

DI-Guy and Virtual Battlespace 2 (VBS2) are models currently in use by the Army and Marine Corps that attempt to provide visual representation of individuals. Both contain human representation with appropriate dress and appearance of Middle Eastern descent; however, only a few characters exist in the database.  If a crowded area is modelled in a scenario, the “crowd” is replicated from existing entities with identical characteristics and gestures. 

3.1.1
Examples JATTL Efforts


3.1.1.1
International Training and Education Conference (ITEC)


At the suggestion of the Allied Command Transformation (ACT), USJFCOM J7 demonstrated that constructive simulations could be combined with a gaming technology, VBS2, for ITEC2009.  The team developed scenarios to provide strategic to tactical levels of training that addressed Time Sensitive Targeting (TST) and Joint Personnel Recovery training objectives.  Although the scenarios provided high fidelity, realistic training and satisfied the training objectives, they lacked sufficient realistic human modelling behaviour because of the level of difficulty to predict or control Artificial Intelligence (AI) by a single operator.  Thus, they did not take into consideration neutral and other parties within the area of interest, which may not have provided a true representation of actuality of collateral damage to a civilian population in the real world.  


During ITEC2010, USJFCOM J7 and ACT/NATO combined efforts again to present an enhanced version of ITEC2009 demonstration by emphasizing human behaviours while completing a time sensitive targeting scenario.  The possibility of collateral damage involving civilian casualties within an urban environment needs to be considered during training.  The study of the human terrain is becoming increasingly important in all training aspects where collateral damage can affect the outcome of military campaigns.  Organization effectiveness can be diminished when IW tactics are employed.

3.1.1.2
Future Immersive Training Environment (FITE) Joint Capability Technology Demonstration (JCTD)


USJFCOM J7 engineers developed new behaviours for VBS2 AI characters in order to increase the realism of the virtual environment in scenarios for the Future Immersive Training Environment (FITE) Joint Capability Technology Demonstration (JCTD), which focuses on transitioning technologies and methods that create robust and stimulating conditions in support of individual warfighter and small team decision activities.  These behaviours included a variety of background "cues and indicators" that allow VBS2 characters to engage in conversation, smoke cigarettes, play cards, and drink tea.  More subtle behaviours were also included, such as looking over one's shoulder, observing surreptitiously, and following at a distance.  Although there are still improvements to be made to meet more complex and subtle training objectives, these advanced behaviours in the FITE scenarios have significantly made the virtual environment a much more useful venue for small unit, tactical training.

3.1.1.3
 Commercial Games versus Serious Games 


JATTL engineers continually investigate methods and tools to improve human behaviour realism; this includes evaluating commercial gaming products.  Developers of commercial games are the principal pioneers in human behaviour modelling.  However, there are significant differences between the construct of commercial games for play and serious games for training.  Commercial gaming is focused principally on entertainment (and sales), and only uses realism to the degree necessary to enhance this goal.  Gaming scenarios are generally limited in number, deterministic, and extensively tested.  In contrast, serious gaming developers provide the overall tools for the end user to assemble individual entities into a scenario to accomplish training objectives.  The principal goal in serious gaming is to create a training environment that most closely replicates the operating environment, thereby demanding the highest levels of realism.


Predefined animation sequences are used to represent gross motor actions of humans in commercial games.  These animations are most often generated by feeding the results of a motion capture session into a 3D modelling package.  While these animations are far less computationally demanding, there are two primary drawbacks.  First, they are character dependant.  Second, they are immutable after they have been created.  What this means is that the animation for one action is unique and distinct from the animation for a different action.  Neither of these drawbacks is of particular consequence to the commercial gaming industry because of the predefined scenarios.  Conversely, in the training domain, where scenarios are the product of end user creation, this animation pipeline is too rigid and time consuming.  Even subtle scenario refinements to predefined animation sequences often require animations be reworked or replaced, which costs additional time and money.  


3.1.2
 Obstacles


Significant strides have been accomplished in the JATTL; however, issues related to human behaviour representation occur universally throughout training platforms.  Two significant obstacles present a tremendous challenge for the M&S community in recreating the contemporary IW operating environment.

· Path planning, or "How do I find my way from point A to point B".  


As humans, we approach such problems using a combination of deliberate, rational thought and experiential subconscious thought.  However, there are also thousands of subconscious decision points that guide the fine grain elements of one’s actions that are not consciously deliberated.  These subconscious decisions are based on years of experience.  They are precisely the types of decisions that a computer, which is purely a rational machine, can’t make. Experiences define the complex world of humans, and will cause the trainee’s “suspension of disbelief” to be instantly shattered when simple social and environmental norms are broken.  So while the path planning algorithms available in modern serious games perform fairly well at the purely logical function of determining the optimal route between point A and point B, they can only approximate the latter half of the decision making process by presupposing and rationalizing what are determined to be the most likely and important subconscious decisions.  This leads to autonomous humans doing things that are out of the norm, simply because everything that might occur can’t be predicted.  Furthermore, the branching logic in these programs often becomes so complex and unwieldy that behaviour will become too unpredictable for training.  If we are simply shooting ray guns at green monsters, the fact that the green monsters start doing things that might be considered weird is just part of the entertainment.  However, when trying to replicate the complex human terrain of a modern IW environment, where the difference between a civilian and an insurgent may often be subtle behavioural cues, unnatural-like behaviour can be a tremendous detriment to the training effectiveness.


· The inability for any of the standard modelling and simulation protocols to either describe or distribute information about humans in any granularity past basic position, orientation, stance, and weapon posture.


Presently, if two distinct systems are integrated, a character’s behaviour does not remain constant.  If we consider the continuation of multi-model distributed simulations to be the excepted standard, we have to be able to distribute these complex human behaviours consistently across a variety of models.  Two significant challenges have prevented this from occurring.  First, to transfer and assimilate information, a universally recognized taxonomy is needed.  For example, models may disagree on the enumeration to platform mappings or they don’t have a specific entity and must substitute it for a more generic version (such as displaying an AC-130U gunship aircraft as a generic C-130 transport aircraft).  This becomes even more challenging to universally define intangible human behaviours and actions.  Second, physical representations in each model are not universal.  How do we guarantee that one model’s behaviour matches another’s when there could be thousands of variations for the same act?  In some cases, these differences may be irrelevant, but for many, it could significantly affect the accomplishment of the training objective.  


3.2
Visual Representation of Human Terrain

Human terrain refers to the study of the complex historical, political, socio-cultural, religious, economic, and other considerations to provide detailed information and cultural insight to aid in resolving conflict.  In contrast with the dynamics of physical representations, the reasons and motivations for basic human behaviour are influenced by many things outside the scenario/training timeline.  Knowing when to transition between physical behaviours and behavioural motivations is crucial.  There are a number of different ways to model motivation in people and many different types of representations of social dynamics; however, the goal of Human Terrain Modeling (HTM) in support of training is to model individuals’ affinities toward conducting certain activities.  Understanding these nuances will better prepare an ethically-minded, tactically‑cunning warfighter to succeed in IW operations.

Ethnographic Intelligence is defined as an intelligence collection discipline focused on finding “information about indigenous forms of association, local means of organisation, or traditional methods of mobilisation.”  Extensive study on human terrain and ethnographic intelligence is essential, as there can be many behavioural differences within different regions.  This presents a key challenge in terms of obtaining, normalizing, and using this data.  Keeping track of complex, interwoven relationships allows us to understand the general tendencies of the population, how they change over time, and how they would likely influence behaviour of those populations.

3.1.1
Examples JATTL Efforts


The challenge is how to incorporate human terrain and ethnographic intelligence into gaming technology to support effective operational training.  While it is possible to create large, complex behavioural models inside the kinetic models, the main approach pursued by USJFCOM is to model and simulate these behaviours in other applications, then gracefully integrate them with individual characters during a training event when required.


USJFCOM’s research in this area is aligned with the socio-cultural model used by U.S. Central Command (USCENTCOM) in counterinsurgency (COIN) training, a hybrid of the Political, Military, Economic, Social, Infrastructure, and Information (PMESII) and Areas, Structures, Capabilities, Organizations, People, and Events (ASCOPE) models.  This approach allows USJFCOM to model the relative importance of the cultural areas represented in the PMESII model and trace their specific effects on the social areas represented in the ASCOPE model.  The result is a set of opinions about the current state of these socio-cultural entities.  Aggregate assessments can then be made to determine preferences for or against certain groups and then the affinity of an individual toward certain courses of action.  This allows the character physical behaviours in the model to be driven by their socio-cultural feelings toward the players with which they interact.  As well as driving individual behaviours, these PMESII-ASCOPE models are also associated with cultural groups within the society.  The groups are then linked to models of cultural networks to allow social interaction between the groups to play out over time, resulting in trends of influence.  These networks allow the details of cultural interaction to run outside the simulation and then be brought back in to support training.  


3.2
Visual Representation of Physical Terrain


Visual representation of physical terrain includes the appearance of the terrain to include man-made structures (e.g., buildings) and other physical elements (e.g., vegetation).  In addition to outdoor terrain, the interiors of buildings must be accurately modelled.  Weather conditions ranging from rain, snow, fog, haze, and dust clouds along with lighting conditions/sources are also part of the visual representation of terrain.  Terrain must be represented in a realistic manner to provide for an immersive environment.    

The physical environment not only provides the setting for training, but also provides constraints and introduces challenges to the conduct of operational tasks.  Today's gaming systems do an excellent job in displaying realistic terrain and environmental conditions (rain, fog, snow, wind) however, they do not react to changes in the environment i.e. mobility degradation due to prolonged periods of rain or reduced visibility due to smoke or fog.  

As well as the large variety of types of terrain, it is important that terrain have dynamic properties. Basic dynamic properties, such as doors and windows that open and close are important as they often drive human behavioural responses such as cueing and decision processes for tactics, techniques, and procedures (TTP).  Warfighters must be able to interact with the physical terrain to achieve training objectives.  

By its nature, IW is conducted in remote, rugged, and highly complex terrain (urban and semi-rural) that favour the basic approach of irregular forces; the execution of raids and ambushes on heavy slow moving forces; or, when confronted by superior arms, knowledge of the terrain to slip away.  The irregular enemy focuses his use of violence into small areas, shifts them from place to place rapidly, and includes targets and bases of operation in conflict with the Geneva Convention established laws and customs of war.  However, IW training simulations are obstructed by two critical issues: 


· The continuing lack of high-resolution geospatial data sets over urban areas.


· The inability to represent environmental and weapons effects accurately on terrain.


The demand for geo-specific terrain to support military training is increasing exponentially daily.  Accurate terrain data is critical for simulations supporting IW training; however, geospatial data over an urban environment can be difficult to obtain.  Additionally, the volume and type of geospatial data required to support high-resolution simulations for IW training is significant (i.e. building types and their specified use, such as residential, commercial, and industrial; specifically hospitals, schools, police stations, power plants, and sub‑stations, etc.).  Accessing this information in an environment where our forces are conducting military operations on a day-to-day basis adds to the difficulty of collecting this data.      


Representation of weapons effects on terrain introduces a requirement for nearly all terrain objects to have some dynamic properties.  Constraints and nature of the movement of equipment are frequently the actual subject of training, for example, how a Mine Resistant Ambush Protected (MRAP) sensor moves when in use.  The capability for the terrain to accurately reflect the effects of detonations, collisions, and other manmade weapons of destruction is pivotal in developing training that teaches adaptive human behaviour responses.  

Note, additional unnecessary detail in the training environment does not necessarily increase the effectiveness of the training.  If the level of detail is stressed as an end to itself, rather than a means to achieve the goal of providing a training stimulus, it could actually do the reverse.  Immersive training environments need to be mindful of not focusing on non-valid stimuli that could potentially result in a negative training outcome.  


Overall, incorporating a dynamic terrain will help develop and reinforce skills, and allow warfighters to practice situational awareness and decision making under stress.  Key to this interaction is the trainee’s catharsis in the environment, the ability to be cognitively, and to some extent personally, involved with what is being represented instead of the means it is being presented.  Dynamic terrain that reacts to changes in the natural and manmade environment combined with the lifelike human behavioural reactions is the next step in providing realistic IW training.

3.2.2
Examples JATTL Efforts

3.2.2.1
Data Collection


JATTL engineers are investigating ways to close the gap in obtaining high-resolution geospatial data. Our terrain engineers regularly conduct field data collections in the United States to obtain geo-specific data for use in building VBS2 terrain databases.  Using an array of unsophisticated collections tools such as geo-tagging digital cameras, global positioning systems (GPS), laser ranger finders, tough book computers, and 150’ measuring tapes, they collect very specific detailed data to support IW terrain builds.  However, in a hostile operational environment, collecting this level of data becomes a real problem.  


3.2.2.2
VBS2 Developmental Fieldings

USJFCOM and the Army are conducting a series of developmental fieldings of VBS2 Afghanistan terrain to be used as a mission rehearsal and planning tool.  An initial VBS2 terrain database is built by USJFCOM for a specified unit’s area of operations (AOR).  The database is provided to the unit with sufficient time for pre‑deployment training.  Units operating in the field need to conduct data collection efforts as often as time and mission permits.  Each unit is provided geo-tagging digital cameras as part of their deployable VBS suite for collecting natural or manmade features of significant/key terrain to maintain an operationally geo-specific VBS2 database.  The viability of using Unmanned Aerial Vehicles (UAVs) for data collection efforts to augment IW terrain databases is also being researched.  Although it is too early in the program to ascertain its success, initial efforts have been well received and feedback has been positive.  

3.2.2.3
Training Exercises

Use of dynamic terrain within current models requires a significant change to the way entities are represented on the terrain in regards to mobility, line of sight acquisition, and munitions effects. Data required to support degradation of different soil compositions due to weather effects is complex.  


JATTL engineers are investigating ways of incorporating dynamic terrain into models that minimize or negate side effects.  Past training exercises that have incorporated weather data have always resulted in negative training because multiple models within the federation did not portray these entities similarly.  This resulted in inconsistencies to the training audience.  


Presently, the cost of developing dynamic terrain into current models, and the massive data accumulation effort required for accurate soil representation outnumbers the benefits in regards to mobility changes for training exercises.  However, dynamic terrain involving munitions and weapons effects is viable and crucial.


3.4
Other Significant Themes


Other trends from the IWTSIPT Final Report emerged as significant themes for consideration.  Human behavioural representation in the training stimulus focuses on the details so the information becomes second nature to achieve operational goals.  Examples of other identified human behavioural modelling principles/
trends are:


· Language. The system must provide an environment that supports training in multiple languages. Training should focus on replicating the operational environment to include languages spoken within specific region/location based on the scenario. Training language proficiency is not a requirement found in this trend, rather the achievement of language sufficiency is the goal.   


· Natural verbal and non-verbal communications methods.  This is the process of interfacing with human and simulated entities through verbal and non-verbal communication.  Communications may be required between trainees within a unit, other live actors, and simulated entities. Communication method may include voice, gestures, signals, sounds, etc.


· Autonomous behaviours. Autonomous behaviours include the ability of the computer generated (CG) forces to have independent behaviours and act/react based upon stimuli.  Autonomous behaviours move beyond trainer-provided directions to entities within the environment. The entities/CG forces must be capable of autonomous behaviours such as performing tasks required by friendly, enemy and neutral forces within the environment. Individual and collective tasks are part of autonomous behaviours to include the formation of and participation in crowd situations.


· Highly detailed scenarios that support training objectives.  Provided the training environment fully supports the requirements identified in the preceding trends, scenarios must also contain sufficient detail and complexity to support training objectives including moral and ethical decision-making. Scenarios must be flexible and adaptable to support various training objectives and include background information for entities, and relevant intelligence products such as human intelligence (HUMINT) and signals intelligence (SIGINT).  


· Geo-specific data repositories. Provided the training environment fully supports the requirements identified in the preceding trends, repositories of data elements that provide specific details relevant to geo-specific locations must be available. These details include appropriate manner of dress, cultural specific behaviours, building construction, language, etc.


4.0
Conclusion 


Grounds forces are increasingly turning to gaming technologies to provide synthetic environments for realistic training for engagement with an asymmetric opponent in a complex environment.  IW presents a significant number of challenges to provide optimal training to the warfighter.  USJFCOM has been involved on several fronts to address these challenges to better train our forces to discern human behaviour subtleties and to act/react in a dynamic complex environment. Creating a multitude of diversified characters and dynamic terrain elements is time consuming and costly.  However, to optimize data associations, models require massive amounts of representational and visually detailed data.  Research and development efforts in the JATTL are being developed, integrated, and tested as rapidly as possible.  Modern serious gaming platforms provide some form of artificial intelligence capability within their core toolset.  These range from advanced goal oriented behaviour frameworks to simple finite state machine mechanisms.  However, regardless of the complexity, their purpose is rather universal: to autonomously drive humans and other platforms through the virtual world.  In order to accomplish this, the infinitely complex world of human dynamics and behaviour must be broken down into discrete pieces that can be assembled in a variety of configurations in order to outwardly portray a particular behaviour or task.  By combining gaming technologies with advanced human modelling, we will narrow the gap to meet our military’s needs, maintain a technological lead, and extend our tactical edge on both the linear and nonlinear battlefield.  Complex training scenarios with accurate and realistic visual representation of individuals will reinforce observation and profiling skills that will increase situational awareness, threat recognition, and the probability of survival in an IW environment.  Advancing human modelling behaviours is pivotal to optimizing individual readiness and organizational effectiveness to support the fight, today and in the future.    





























































































� 	Another trend that should be considered but is not mentioned in the IWTSIPT Final Report.
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Abstract 


Across NATO, preparing the warfighter to face an asymmetric threat is a significant challenge. Insurgents evolve new tactics, techniques and procedures faster than coalition forces can respond. The current ability of simulation-based training systems to realistically model insurgent threat scenarios is limited by our ability to model relevant human behaviour. Standardization of data, concepts and models is a key enabler to allow human behaviour modelling activities to contribute to a growing, reusable capability, rather than requiring the development of single-point and inflexible solutions. Defining a simulation framework that supports execution of human derived content in simulated environments involves explicit definition of the inputs (observations, knowledge) and outputs (actions) of the human model, which defines the requirements that the cognitive model imposes on a synthetic environment. 

This paper presents an analysis of insurgent decision making, focused on deriving the information requirements for a robust model of Improvised Explosive Device (IED) emplacement.  These information requirements are grouped into three classes of information. First, spatial information requirements are compared to the information normally found in the synthetic natural environment representation (i.e., terrain database) of a military simulation. Second, the impact of context specific information requirements is outlined. Finally, the requirement for domain knowledge is discussed. Future activities of the project will focus on the use of human factors tools and methods, including Cognitive Task Analysis (CTA) and ontologies to directly configure the execution of human behaviour models.

1.0
Introduction


In defence simulation, unless every entity (whether blue force, red force or civilian) is controlled by a human operator, the decision-making and activities of humans must be simulated.  While the cognitive science domain has developed sophisticated models of aspects of human cognition (e.g., ACT-R
,
,
, SOAR
),  these efforts have generally existed in isolation, and been limited in scope. By not informing the development of defence simulation activities in a significant fashion, there remains a significant gap between the human simulation activities encountered in the cognitive science domain and the defence Modelling and Simulation (M&S) domain.
 


One obstacle between the cognitive science domain and defence relates to mismatches in conceptual abstraction. Traditionally, Human Factors (HF) combines academic level research with standardized knowledge capture from subject matter experts to understand and predict human performance. The cognitive science requirements to describe human behaviour are naturally phrased in abstract concepts, while the defence M&S requirements to model real-world events lead to more concrete constructs. HF concepts used to describe how human agents interact with the environment can become lost in translation when they are not explicitly and consistently defined for M&S. Consequently, M&S must filter this information to transform abstract concepts into the models that result in simulation. 


This observation has motivated the development of techniques to span, or translate, levels of conceptual abstraction to integrate models of different resolutions into federated simulations. This is expected to bring the flexibility of more abstract formulations into the specificity of more concrete applications. Our HF and M&S teams are collaborating under a common research and development initiative to gain a shared understanding and to develop a standardized language. As such, the HF and M&S domains work together to assess captured domain knowledge to select information that is both representative of the problem space, but also technically feasible for simulation. This process allows for more efficient construction of explicit hierarchical data bases (i.e., ontologies) built from the HF products, which feed the eventual model. Compromising a degree of domain specific practice in exchange for enhanced shared understanding facilitates a more rapid, realistic and reusable data integration for the human modelling community.

2.0
Knowledge Capture of Information Requirements


A primary focus of this research was to unify the flow of information from knowledge capture into functioning simulations spanning the fields of HF, M&S and Geographic Information Systems (GIS).  Our implementation philosophy has been to integrate advantages from existing tools in these domains to produce more capable simulations of human activity. This process translates the means by which objects in the environment influence behaviour into the data elements used to represent those objects in simulation. The work reported in this paper builds on this effort to develop a refinement of HF methodology to produce a more standardized product that functions as an explicit statement of M&S and GIS requirements.  


2.1
Cognitive Tasks Analysis 

CAE Professional Services (CAE PS) has been involved in the use of HF tools to drive M&S requirements for domain specific, simulation-based experimentation for over 14 years.  Cognitive Task Analysis (CTA) is a well-accepted tool within the HF domain used to describe and explain human activity for the analysis of human performance and in human-centric design. A CTA hierarchically decomposes the skills required, the cognitive demands placed on the operator during the execution of the task, the information requirements required to initiate the task, and the task outputs used by individuals performing the tasks.


While HF experts have long used CTAs as a gold standard for analyzing human behaviour, these tools do not necessarily translate into the appropriate information requirements needed to recreate this behaviour in simulation. The ethnographic nature of knowledge extraction involves observations, interviews and semi-structured questionnaires that are determined by the researcher’s expertise. The knowledge captured during these processes varies by the overall purpose of the CTA, which then can be influenced by numerous factors including job experience, personality, interviewing skills and motivation of the SMEs in question. That said, variations in the way in which knowledge is extracted from SMEs, and/or the quality of knowledge that is extracted, makes it difficult to build CTAs that are reusable across domains. 


To increase the general transferability of CTAs across contexts for the purposes of simulation, we propose to adjust the initial approach of CTA creation. The purpose is not to re-invent how the HF community uses CTAs, but instead to seek task similarities across domains that can be re-purposed into high level descriptions of human behaviour. The process begins with the detailed decomposition of one type of task to extract the high level types of information requirements that will inform each subtask.  This method allows similarities in the requirements of other tasks to be drawn from parallel CTAs. As more similarities are identified between types of tasks, we can eventually create the high level classifications of tasks, which become the “task templates” that can be reused in different modelling environments regardless of specific task context. This paper uses Improvised Explosive Device (IED) emplacement as a use case in developing a process to facilitate a more standardized CTA.

2.2
IED Use Case

The IED is an unparalleled strategic weapon employed by insurgents against a stronger military force. IEDs enable small insurgent cells to seize the coalition’s initiative by allowing the insurgent to choose when and where the attack will occur.8 The attempt to model the insurgent’s decision making is an immense challenge; however, not one that we believe to be insurmountable. While the IED problem will not be defeated with a single solution, the aim is to counter IED attacks as part of an overarching counterinsurgency to reduce an insurgency’s ability to gain strategic advantage with IEDs.8 For our current research the IED example is a discrete, representative use case around which numerous training scenarios for simulation can be built. Success in modelling this instance will yield the lessons learned necessary to expand the scope of modelled insurgent behaviours. 


To begin to describe and explain IED operations, it is necessary to decompose insurgent behaviour into discrete tasks. Our approach involved extensive research into the realm of counter-IED (CIED); we conducted multiple interviews with CIED course instructors, and trained SMEs on the nature of the IED threat. Data collection was supported by training documents used by the Canadian Forces where applicable. The aim was to extract common themes from the various sources in order to expand the depth and breadth of a CTA that could conceivably portray a generic hierarchal structure of IED operations. 


From the beginning, it was evident that the world of IED analysis comprises many facets; the motivation of individual members, the means by which individuals are recruited, the operational and strategic goals an IED campaign supports, the social network analysis of an IED network, the attacks themselves, and the logistical supply chains required to sustain an IED campaign are some of the noteworthy elements. 
 For our initial analysis the scope was limited only to IED attacks. IEDs are effective weapon systems because of their ability to detonate in close proximity to a target at a predetermined angle, granting the same effect as a precision-guided weapon.
 Though developing a Human Behaviour Representation simulation that would encompass the entire CTA scenario is ultimately the goal for this research, our initial focus is route selection; specifically, routes that would affect IED emplacement as a proof of concept. This assumed an availability of resources, and a general plan to conduct the attack. 

2.2.1
Route Selection in IED Emplacement


This section describes in detail the domain specific information requirements to consider while simulating insurgent route selection during IED emplacement. The overall process structure is derived from the Drake’s model of Terrorist Target Selection (see Figure 1). 10 This model outlines a high level view of various interdependent steps involved in an IED attack, spanning from planning, building, training, moving, caching, and escaping. The point of this reference is not to describe each task in detail, but to illustrate how our focus of route selection fits within a larger system of insurgent activity. As such, the specifics of route selection falls under the categories of moving the IED, placing it, then escaping from the attack site.


Drake’s model represents  highly complex, yet ambiguous tasks relationships that tend to be captured when conducting interviews with SMEs. Figure 1 depicts numerous intertwined activities within IED operation, but is not clear on the order or importance of the overall system. The level of complexity associated with knowledge capture coupled with lack of hierarchical organization makes systematic analysis difficult. The task relationships are difficult to relate directly or expand to other domains. Therefore, modified Drake’s model using TaskArchitect Pro2to build our own CTA of the IED operation (see Figure 2). 
  By organizing the tasks in a hierarchical structure – we can see commonalities among various tasks, which can later be grouped and simplified into the previously discussed task templates.
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		Figure 2: HTA of Drake IED Operations.





Nevertheless, the high level information captured within TaskArchitect is still just an outline. A hierarchical decomposition of tasks does not provide enough detail to be considered a CTA. To build a more complete CTA, we captured information on insurgent motivation from SME interviews, supported by procedures taught in CIED training. We began this process by choosing an initial subset of human behaviour to expand upon as a proof of concept for the remaining CTA. As a result, we selected navigation within a hostile environment because it reoccurs within this domain within IED emplacement, and could apply to other domains, such as Close Quarters Battle. Generally speaking, in any hostile environment where there is constant enemy surveillance, the insurgent seeks to carry out a goal without getting caught. Initiative is ideally maintained through fast and undetected movement. Conceptually, we understand this type of route selection based on the level of concealment (i.e., how visible are you to the enemy) as well as its tempo (i.e., how fast you can move through the environment).


The following section describes the explicit navigation portion of the IED operation. Route selection for IED emplacement is discussed from the SME perspective in terms of the ingress, attack, and egress actions of the insurgent, highlighting how various factors in the environment affect concealment and tempo. In the subsequent sections, these rich descriptions are then parsed into the more explicit information requirements used to build the models and simulations representing this knowledge. By attempting to better appreciate reasons why insurgents make decisions, we can build better models of insurgent behaviour in order to enhance training fidelity against this type of asymmetric threat. 


2.2.1.1
Ingress


The ingress portion of an attack is the route an insurgent selects to move from a safe area to the target area. During this move the IED cell will be carrying the device, small arms such as automatic rifles and rocket propelled grenade launchers or recoilless rifles, communications equipment, and sustainment items such as food, water or additional ammunition. The ideal ingress route balances concealment and tempo; it will minimize the risk of detection by coalition or security forces, while maximizing speed of transit. When there is a conflict between the two, insurgents will generally opt for minimizing detection over speed of transit. This is done to maintain operational security, and to avoid surprise. 


A desirable ingress route is a combined function of terrain that protects the insurgent from observation by security and coalition forces, and desirable human geography that is more likely to enable their movements than hinder them. The topographic requirements of the terrain will ideally be closed, and facilitate movement. This includes canyons, roadways with high embankments, underground passageways, and areas that are obscured by vegetation. This could also include movement in a non-descript vehicle that would allow the insurgent to blend with the normal pattern of life.


At this juncture the human geographical issue of population alignment becomes important. Population alignment refers to the degree of support from the local inhabitants within a given environment. This can be measured on a spectrum of allegiance, meaning the degree to which the locals either support the coalition, the insurgents, or remain neutral to both parties. Support may be moral, material, financial, or information about the enemy.  If an insurgent knows there is either the passive support (failure to report to authorities) of the population, or the active support of the population (willingness to provide food, shelter, storage areas, and possibly a recruitment base), routes are considered more desirable. Even if security or coalition forces are nearby, a population aligned with the insurgent will not inform on their whereabouts, and may actively stifle attempts by security forces to detect the insurgents.  The strength of the support may also differ depending on whether it is given willingly or under duress. Two key factors that can influence population alignment are the religion and income of the local population. Greater religious allegiance between the locals and insurgents means a better likelihood of local support. In addition, locals with lower revenue are more likely to cooperate with insurgents for bulk payments, for example, getting hired to dig IEDs into the road side.

Conversely, if the population is not aligned with the insurgents (e.g., different tribe, harsh reprisals dealt to the population, political disagreement on end-state, an economically prosperous area with more pressing interests, etc.), they may be willing to inform security and coalition forces of insurgent movements in the area. For the insurgent, if they understand that the population in one area is not aligned with them, no matter how physically desirable the terrain is, the risk of being informed upon may exceed the route desirability. Likewise, any route that brings the insurgent close to security or coalition forces would be undesirable. Examples of this are police checkpoint or roadblocks, impromptu checkpoints, vehicle leaguers or fuelling points, forward operating bases or any other piece of mobile or stationary infrastructure. Contact with either security or coalition forces will be aggressively avoided by the insurgent up to the point of attack.


2.2.1.2
Kill Zone


The kill zone (i.e., target area) is the final destination of the ingress route. Insurgents will transit until they are at the predetermined attack point that was chosen in the planning stage.. The basic criteria for a desirable attack point is an area that gives the target minimum fields of view, gives the triggerman optimal view of the approach of the target into the kill zone, and gives the IED cell a desirable egress route. The kill zone will most likely be along a roadway that the target (coalition or security force vehicles) is known to travel with some frequency. The device will be emplaced directly in the roadway, or in a culvert or pipe running under the road to minimize the amount of digging required, as well as evidence that a device was emplaced.  


Like the choice of routes, the target area gives the insurgent maximum cover from view. The insurgent’s strength lies in remaining unseen, which annuls the significant advantage that NATO militaries possess over an insurgent force in firepower and armour. Accordingly, the insurgent will not pick a target location that allows a coalition weapon system (e.g., call-sign) to bring their full power to bear on them.  When the target is in range all members of the IED cell will prepare for combat, with emphasis on the triggerman aligning the target on some kind of aiming point. Depending on the skill of the insurgent and the speed of movement of the target, the insurgent may detonate the device with a specific intent such as killing the driver by timing the detonation of the device to explode under the front of the vehicle, or target the crew by aiming for the centre-rear of the vehicle. If the terrain permits, the insurgent may also sight an anti-armour weapon or machine gun to engage any survivors of the IED blast. 


One factor that can affect the choice of kill zone is attack history, which refers to the past activity and success held by the enemy in a particular area. In short, past success is related to higher likelihood of re-targeting the same area. Areas with high levels of successful attacks will have consistent elements of terrain that is considered optimal to conduct such attacks, such as visible line of sight to the enemy. It is also important to note the context under which IED attacks are carried out.  If, for example, an IED cell has been particularly successful at using remote control IEDs to target armoured vehicles in the middle of the day, they will continue to do so. Presume that the IED cell picks the time they do because they know they cannot see aircraft in the area at that time, and they often see a small, relatively vulnerable convoy passing by that route. The location is chosen because the routes in are well hidden from observation, virtually ensuring their movement to the target area undetected.  Insurgents are adaptive, but they no reason to adapt if their enemy continues to behave in a predictable manner.


2.2.1.3
Egress


The egress portion of the attack is roughly the reverse of the ingress; insurgents seek to transit from the target area as fast as possible while maintaining security and evading detection. The differentiator between the ingress and egress is that there is far greater risk of detection during the egress. During the ingress the insurgent is moving according to his own initiative and timeline. An IED attack raises significant attention at security and coalition headquarters. An IED attack will likely bring air assets (helicopters, Unmanned Aerial Vehicles, fixed wing strike aircraft) or a land-based Quick Reaction Force to investigate. As the insurgent no longer controls the initiative during the egress, the emphasis shifts to distancing from the target area, with acceptable compromises to concealment until they perceive themselves to be far enough away to avoid detection and identification. This, again, is a terrain and human geography function. On the egress the insurgent may be slightly more willing to cross through territory whose population is not aligned, but the preference is to travel through an aligned area.


2.2.2
Extracting Knowledge Requirements from CTA


Initially, Drake’s model provided an outline for the task network involved in IED operations. However, this outline was unclear on task sequence and priority, and lacked detail necessary to translate into simulation. We remedied this issue by restructuring the tasks in a hierarchical fashion, and then integrated SME knowledge to support the task detail. In Figure 3, TaskArchitect was used to outline the level of task detail that will be used to develop a complete CTA. The aim is to explicitly link the interdependence of tasks and knowledge to decision making. In order for a route to be chosen, variables such as population alignment and terrain tempo/concealment are considered. By simply decomposing tasks a few steps further, we can already see consistencies that can be integrated into modelling. 


At this point, we have used the process of building a CTA to sift and identify the most relevant tasks and knowledge elements (from our SME knowledge and research) that should to be considered when representing insurgent decision making for IED emplacement.  These concepts of concealment, tempo and human geography are still abstract and the relationships are only meaningful to the SME and the HF team who captured them. The resulting CTA will guide the M&S side on which relevant information to extract to meet the requirements to build a realistic modelling environment. The next steps involve arranging the concepts extracted from the CTA into properties that are currently possible within a simulated environment, and those that the M&S must create to enhance the realism of the defence environment. The following section explicitly links the HF concepts involved in route selection to spatial information requirements for a terrain database in simulation.
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		Figure 3: Evolved CTA of IED Operations.





3.0
Spatial Information Requirements within a Terrain Database for Military Simulation

The spatial information requirements for realistic human behaviour may differ from those found in typical synthetic environments. Generally, a military terrain database contains representations of physical properties and objects in the environment, such as road outlines, land types (i.e., grass, sand, water, pavement etc.), building locations and dimensions and other features such as trees and fences.   In the simulation of human behaviour, this representation of the world must satisfy the information requirements of the behaviour model.  If a real human acts on an aspect of the world that is not represented in the simulation, this aspect of human behaviour cannot be simulated. 


Thus far, we have used navigation within IED emplacement to illustrate route selection in hostile environments.  Conceptually, route selection is based on concealment and tempo. Although we extend these concepts as spatial properties, neither concealment nor tempo is represented in a typical terrain database. Therefore, we must translate these conceptual representations of the environment into a representation amenable to simulation.  Our process decomposes this translation into three kinds of relationships.  First, some physical features or properties have a simple, or fixed, relationship to the HF concepts.  Second, some features have a relationship that is variable, depending on the context of the scenario or domain, or an effect that is moderating depending on context.  Finally, we recognize that some aspects of the world are related to behaviour by the domain knowledge held by the entity to be simulated. These divisions allow us to understand the significance of information typically represented in simulation environments, and to specify the additional information requirements to enhance the simulation realism.


3.1
Fixed Spatial Properties 


The HF concepts of tempo and concealment relate to certain concrete spatial properties in a consistent, invariant fashion.  We refer to these relationships as being “fixed”, in that they represent permanence within the context of the environment. In terms of concealment, physical objects provide concealment by obstructing line of sight, whether it is lateral (concealment behind), vertical (concealment under) or complete (concealment within).  An analysis of the features used for concealment in the real world provides a direct specification of the features required in the simulation environment.


Similarly, fixed factors also relate tempo to the objects in the environment.  Features act as obstacles and affect the time required to cross a given terrain.  Two factors that we considered to interact with tempo are the surface terrain that is travelled on, and any objects that must be travelled around. Individually, the terrain’s surface material affects the speed of navigation, such as slower movement on sand than on pavement. Objects in the environment also decrease tempo, such as a city’s housing infrastructure. Generally, open, rural areas can be thought of as being faster to travel through than crowded, urban areas. However, these two properties interact to create a range of route desirability. For example, depending on a higher need for tempo or concealment, a cluttered route on a slow surface may be more desirable than an open, hard surface. Ultimately, surface terrain and fixed objects need to be considered together as different combination of natural landscape and man-made objects will affect route selection.


The specification of fixed factors defines fixed relationships between physical features and behavioural properties.  This enables traceability between the specification of behaviour and the specification of terrain database contents.  Further, it allows the behaviour model to be phrased in generalizations such as tempo and concealment, and for these generalizations to be produced from information contained in a terrain database.  


3.2
Contextual Properties  


3.2.1
Variable Factors


Some properties of the environment affect concepts like concealment with variable relationships that can change the desired properties of a location minute by minute, scenario by scenario or domain by domain. In contrast to the fixed relationship between objects and concealment based on obstruction, variable factors affect visibility along the line of perception. Line of perception differs from line of sight in that an object may or may not be recognized or noticed, even though it is within the line of sight. This definition was derived from the concept of inattentional blindness
 - the phenomenon of not perceiving a stimulus in plain sight. For example, blending occurs when an object is able to be seen, but is not recognized as a threat, such as the case of using common commercially available products (e.g., radios, cell phones) to build IEDs, in order to hide them in plain sight. Similarly, camouflage may occur when an insurgent mimics the visual properties of their environment, such as the military uniforms that match natural terrain.


Another example is concealment within the environment’s normal activity, such as blending into the crowd – which may be difficult to visually detect. This type of blending can be representing using population density, that is, the number of people that need concealment to the number of other people in environment. A low ratio, such as one person hiding in crowd, facilitates concealment. Thus, population density varies the concealment offered by a location.  

Tempo is similarly affected by variable factors. The same population density that allows an insurgent to blend in, can also constrain their ability to travel quickly. For example, during weekdays, routes along downtown business cores are highly populated. Those same routes after working hours or on the weekends may be virtually vacant and again affect route selection. In addition, such variable factors such as religious holidays, ceremonies or other events that create non-routine human and vehicle traffic need to be considered. For instance, a route that is typically deserted on a Saturday afternoon may be flooded with foot traffic in the event of a wedding or funeral.  The tempo afforded by a location is varied by population density.  Further, this example outlines how local knowledge might also be related to the assessment of the impact of this variable factor on route selection.  This implication is discussed further in the domain knowledge section.

3.2.2
Moderating Factors

The aforesaid spatial information requirements form the core of the simulated environment, but are not yet complete for defence modelling. Accordingly, we imposed a further layer of contextual meaning onto the physical object and terrain data. This defined layer moderates and agent’s decision making based on different conditions within the same environment –stemming from properties associated with the terrain. While there are understandably countless variables that could be considered, for the scope and purpose of this work, we have focused on defining a finite number of variables related to human geography and climate that would affect the human behaviour in a military simulation. 

Here, we refer to human geography as intangible properties that can be attributed to objects in the physical terrain that serve to moderate the overall desirability of route selection despite other fixed and variable factors. In addition to physical features and topography, we considered population alignment and attack history as two characteristics of human geography that could interact with the physical terrain and affect human behaviour. For example, while a crowded area may distort the enemy’s line of visual perception, the target may still avoid that area if the crowd population does not support the target’s political objectives – the crowd may report the target, removing the perceptual concealment. Similarly, a route that appears less desirable physically, such as having low concealment, may also have previous attack success. For less obvious reasons such as frequency of travel by the coalition due to a forced choke point, the target area remains attractive to the insurgent.


Climate consists of time of day and weather conditions, which are can moderate the effects of concealment. These factors interact with the fixed terrain properties to either enhance or reduce the current level of concealment offered by physical objects in the environment. Specifically, objects are easier to see during a clear bright day, and more difficult to see through atmospheric particulation (i.e., fog, smoke, precipitation) or at night. Furthermore, when considering how these two factors interact, it is easier to see on a clear night than a cloudy day, and difficult to see at both dusk and dawn. Linking back to the fixed and variable properties, light and/or weather has the potential to change the overall concealment, and therefore desirability of a route over and above its physically-based characteristics. Overall, to maintain simulation realism, it is important to consider how the interaction of fixed and variable factors can affect the concealment, tempo and ultimately choice of route in any given context. 

3.3
Domain Specific Properties

Domain specific information requirements are the knowledge or awareness that an agent must possess in order to complete the task in question, and may not transfer to other domains.  For instance, whether a target is considered in range varies depending on insurgent’s knowledge and skill with the weapon in question.  While it is important when building a complete decision making model to include this granularity of knowledge, the examples outlined in this paper do not explore this level of abstraction in detail. Nevertheless, to properly represent knowledge for realistic simulation, the following section outlines some domain knowledge aspects of IED operations, which will more directly influence our future modelling process. 


Domain specific variables can be the agent’s experience and knowledge about that particular task that would influence the quality of decision making. For instance, to execute any type of attack a team of insurgents must possess some level of tactical knowledge about weaponry, blast radius and enemy reconnaissance. To illustrate how tactical expertise can affect decision making, suppose that a coalition convoy employs electronic counter measures, also known as ‘jammers’, to negate the insurgent’s ability to use remote control devices. The IED cell may then switch to a pressure plate device that will be triggered when the target vehicle drives over it; such a device is not susceptible to jamming. However, suppose that a civilian vehicle or a vehicle carrying an insurgent drives over and detonates the device. In the attempt to defeat coalition counter-measures, the insurgents have destroyed something other than their target. Reasonably, the insurgents would then shift to a closed circuit command wire IED, which are not susceptible to jamming, and also allow them to discern targets to avoid detonating something that is not a target. 

Insurgencies are Darwinian in many ways; those who lead adaptation will be more difficult to kill or capture that those who cannot adapt in the face of more effective counter-measures. The context under which insurgents operate will drive the micro elements of their application, though their macro requirements remains the same. When considering how this applies to a CTA, the high level tasks will not change for insurgent operations, but the sub-tasks will change drastically based on the specifics of the context.

3.4
HF and M&S Information Relationships  


This paper has described challenges of translating HF concepts into M&S information requirements. We focused on various factors that can affect route selection in a during IED operations that were based on knowledge capture from SMEs and training documents. This process has two key characteristics. First, the information requirements must be traceable to the behavioural requirements. As such, we used a tailored CTA process to hierarchically arrange information.  This process identified key concepts that influence behaviour, such as concealment, tempo and population alignment. Second, the explicit relationships must allow the behaviour model to be formulated in terms of generic characteristics, and a translation layer that relates the behaviour model to a specific simulated environment. The subject matter expert information was used to explicitly relate key concepts to information items that can be represented in simulation environments. Table 1 summarizes the analysis structure relating the HF concepts to physical characteristics that appear in the simulation environments, and example comparisons.  These interactions can influence how an insurgent views the desirability of a given route, and therefore sway their decision making processes.


Table 1: Summary of HF and M&S Information Relationships.

		HF Concept

		Spatial Properties

		Effect

		Example Relationship



		Fixed Factors

		

		Concealment

		Tempo

		



		Line of Sight/

		Man-made Structures: buildings, houses, shops

		X

		X

		Urban more covered than rural



		Fixed Clutter

		Landscape/Vegetation: trees, shrubs, rocks, hills, ditches, berms

		X

		 X

		Forest more covered than field



		

		Surface Terrain: grass, sand, water, pavement, gravel

		X

		X

		Sand slower than pavement



		Contextual Factors

		

		

		



		Line of Perception/


Variable Clutter

		Population Density: crowds, foot/vehicle traffic

		X

		X

		Crowded more covered than empty;


Crowded slower than empty 



		Human Geography

		Population Alignment: money, material, moral, religious

		X

		X

		Positive/Neutral support more desirable than negative support



		

		Attack History: success, failure, no history

		X

		X

		Success more appealing than failure



		Climate

		Weather: rain, snow, fog, sleet, clear

		X

		

		Fog more covered than clear



		

		Time of Day: night, day, dusk, dawn

		X

		

		Night more covered than day



		Domain Specific

		

		

		

		



		Knowledge/


Experience

		Weaponry: skills, blast radius, training 


Reconnaissance: enemy location, tactical evolution

		TBD

		TBD

		Skilled insurgents should choose better routes





4.0
Conclusion


This paper reported on the collaboration of HF and M&S fields at CAE PS to develop shared tools for integration into defence modelling and simulation. The use of simulation to enhance team preparedness for deployments into hostile areas requires the development of realistic models of insurgent behaviour. We outlined a process that bridges the gap between HF knowledge acquisition and M&S implementation. As such, this work defined aspects of the information requirements for asymmetric threats encountered by CIED teams as its use-case. A CTA was used to outline a hierarchy of knowledge and relationships between behaviour and physical characteristics that can be more efficiently implemented into simulation. We decomposed insurgent decision making to simulate route selection during IED emplacement. The context of the methodology undertaken by our team supports the need to incorporate a higher level of simulation fidelity to support training in respect to the evolution of the nature of the threat faced by NATO forces. 

5.0
Future Directions


Cognitive architectures and modelling and simulation components (such as terrain databases) both deal with concepts.  A task analysis for IED emplacement may deal with abstract concepts such as concealment or tempo, while a terrain database deals with physical concepts such as labels on a segment or vertex. A challenge to improving current human behaviour representation is integrating the two different representations of the world.  We propose the development of a semantic ontology-based translation layer that maps between the different conceptual representations.


Semantic ontologies are structured representations of knowledge.  An ontology will typically contain a hierarchical scheme to classify objects using an ‘is-a’ relationship.  Additional relationships between classes of objects are defined to fully represent the knowledge.  Logical axioms can then be applied to the classes and relationships to fully capture the semantics and meaning of the knowledge being represented. The power of ontologies comes from the ability to use an inference engine to draw logical conclusion from a set of data, assertions and axioms.  These inferences can lead to new assertions about the data or can provide more information in the presence of incomplete data. 


The implementation of such a translation layer will allow a generic behaviour model to integrate into a specific simulation environment.  For instance, a behaviour model can query the translation layer for concealment; the translation layer can encapsulate the relationships that have been defined in this paper between physical objects and this abstract concept, and the behaviour model can act appropriately without an explicit understanding of the technical details of the terrain database and/or simulation infrastructure.  This process will enable the re-use of behaviour models across scenarios and simulation technologies. 


The ontology will focus on the three target areas discussed in this paper; the enemy’s ingress to the target area, emplacing and employing the device, and egressing from the target area. The ontology will explicitly define the relationships among the environment’s spatial properties that will affect the desirability of route. Future work will focus on explicitly stating and constraining the characteristics of route selection from the position of a subject matter expert, and then translating those characteristics into the common terms to build a functional ontology. 
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Abstract

Gaining greater understanding of the requirements or needs of a commander or Operation Analysis Team for modeling human behavior, and the effectiveness of modelling and simulation for training for the Afghan mission, require a modelling process to make the structure of the decision domain explicit. As an initial knowledge elicitation step in this process, we have conducted a pilot study involving two field studies to create an initial model of how a team in a vehicle patrol operates within a training scenario implemented using a virtual training system at the Swedish Armed Forces International Centre (SWEDINT) at the Swedish Life Guard Regiment in Stockholm. The scenarios designed by the instructors at IntUtbE, the pre-deployment training for peace support operations unit within the Life Guard Regiment, are used to train and prepare teams for the real environment. Most importantly, the simulation-based training process creates an opportunity to train a team for specific possible events that can occur in the field, and how to act if those events arise. 


The method used for modelling cognitive processes involved in this simulated (and real) operational environment began with the Belief, Desire and Intention (BDI) model of human decision-making. BDI has typically been used to model individual motivational factors and cognitive decision processes. Since patrol activities involve groups, the BDI model has been extended with several layers to bring the team aspect into focus. 


The first field study within the pilot study involved observation of a simulated patrol and recording of the patrol session using voice recording, video, notes taken by an observer, and the screen history of the simulation together with captured eye gaze data upon the screen using an eyetracking system. The eyetracker provides tracking of objects of visual attention of the patrol leader, and dialogue between the patrol leader and driver can be analyzed in relation to these objects. The second field study omitted eyetracking for practical reasons.

The simulation used in the field studies has been developed by SWEDINT using Virtual Battle Space (VBS), a simulation engine developed by Bohemia Interactive. With this system, each team member has a health bar. One proposal following from this study is that it could be effective in improving and empowering the team aspect of training to provide a multidimensional `team radar´ to show the changing status of a team according to several measures of state and performance beyond a simple health bar. The team radar would consist of a graphical circle with different radius indicators for factors such as trust, physical state and courage, as well as the arsenal and equipment available for the team roles and the team as whole. Comparing a target team radar state with the evolving state during training would potentially provide an effective monitor of training progress. Such a display would also be interesting to investigate for operational applications, e.g. using augmented reality technology.


1.0
INTRODUCTION


With ISAF troops coming from approximately 50 countries, modelling and simulation (M&S) is a powerful tool for training in operational effectiveness and cultural awareness by providing safe synthetic experiences of situations prior to deployment in theatres of operation. M&S can mediate human support for small groups engaged in deep knowledge building. It can empower groups to construct forms of group cognition that exceed what the group members could achieve as individuals. However, the effectiveness of M&S systems needs to be validated and systems improved to take advantage of evolving technologies and understanding of human cognitive functions. This paper presents a pilot study including two field studies of current M&S training for ISAF staff and also of command and/or an Operation Analysis Team involved in modelling human behavior in training scenarios. The aim is modelling individual and group decision processes within the training scenario as a knowledge elicitation process. Such cognitive decision models can represent both intended and actual learning outcomes, e.g. for purposes of evaluating the effectiveness of M&S based training, and can also provide foundations for operational systems, e.g. for human support, group and organizational coordination, or as a foundation for decision-making by autonomous agents within operational systems. 


In going from empirical investigation of M&S training situations to derived cognitive models, the starting point has been the AI modelling approach called the Belief, Desire and Intention (BDI) model invented by Bratman (1999/87). The initial BDI model has been enhanced with a planning layer by Georgeff and Ingrand (1989). Wooldridge (2000) uses the BDI model because it combines three important elements: 1) it is founded upon a well-known and highly respected theory of rational action in humans, 2) it has been implemented and successfully used in a number of complex fielded applications, and 3) the theory has been rigorously formalized in a family of BDI logics. However, critiques of the original model have included that it is lacking in both learning and social (here, primarily team) aspects of cognition (Wooldridge, 2000). The study reported here is a pilot study since it has been necessary to investigate the strengths of the BDI model and to specify potential extensions or modifications required for effectively modelling decisions within ISAF processes. The result is a series of cognitive modelling approaches derived from BDI, presented in the paper. Some potential uses of these models are also proposed. Actual implementation of the models could be based upon different cognitive architectural models such as SOAR (State, Operator And Result, Laird et al, 1987), ACT-R (Adaptive Control of Thought—Rational, Anderson, 2007), or programming languages such as PROLOG, LISP, C++ etc.. However, the implementation of the models is beyond the scope of the research reported in this paper.


2.0
METHOD


Initial studies of gaze behavior in tactical simulations preceding the study reported here were concerned with details of visual cognition in relation to visual design during combat (see Sennersten, 2007). The two field studies documented here zoom out from this earlier work to understand how a group of people having different roles make decisions from within the framework they are operating in. Gaze logging is used again within the first pilot study and dialog analysis is added as a basis for analysing social interaction and team cognition with respect to roles and rules in typical training scenarios.

The operational situation chosen for the field studies is ground patrol operations in an Afghan village/town conducted with the use of one or more four wheel drive military ground vehicles. This scenario is part of a larger training process for people joining the International Security Assistance Force (ISAF) in Afghanistan. The first field study included two instructors operating the simulation as trainees, a person in charge of the simulation platform and one technician. This study was mostly a practical exercise to record gaze with a traditional set-up with an eyetracker without interconnecting it with the simulation engine. The simulation scenarios were created in VBS2ᵀᴹ, see Fig.1. This study also contained sound and pulse recording to find out how the communication between the participants developed (pulse data is not considered in detail in this paper). This first study also had the aim of understanding via communication with instructors the detailed purpose and design of the scenario created by SWEDINT for IntUtbE simulation-based training of officers going to join the International Security Assistance Force (ISAF) in Afghanistan; the primary training would occur some weeks after the field studies reported here. 

For the first field study, several conversations were held over several months between IntUtbE, the primary author of this paper and also SWEDINT staff in charge of their simulation platform. A couple of visits were arranged to meet staff and go through what kind of questions were of interest and why in relation to this research. Mail correspondence and phone calls were used to sort out the details and provide answers in between physical meetings. The field study examined training for two instructors who were new to the simulation system, prior to its use for training their own trainees.


The second field study observed 20 officers from Sweden and Norway participating in simulation-based training using the same simulation scenarios as in the first field study. This second field study was not visually recorded but concentrated more upon social interactions via observation and sound recording. The greatest value from this simulation-based training session was obtained from the answers to questions the participating officers gave retrospectively (the analysis of these questions can be found in Sennersten, 2010). 

In terms of simulation design, the instructors design the scenarios together with the simulation platform staff and want to shape emergency situations so the officers can prepare themselves mentally for what can happen when they are in a real operational situation. The aim is also to practice with team members together where many have not met before, to practice navigation and radio communication and when to contact the Tactical Operational Centre (TOC). Evaluation happens routinely in the form of an After Action Review (AAR), retrospectively after a simulation-based training session. An emergency situation may occur due to language issues, so language and cultural differences with the context are also important to practice in a forgiving synthetic environment.


The simulation platform staff design scenarios beforehand and also creates simulation details on the fly during simulation sessions. Following a training session, instructors summarize performance and discuss certain hardships and successes during the simulation session(s) with trainees, what kind of scenarios the teams met, the roles and interpersonal interactions involved. Video-captured material from VBS2ᵀᴹ can also provide additional information. In relation to BDI and plans it is good to know what initial plan, in the form of a flap sheet and certain pre-specified routines the staff are asked to perform, so the plan can be the basis for debriefing and for determining what was learned during the simulation session. SWEDINT technical staff and the person in charge of Simulation, Modeling and the Practical Platform see these training environments as providing two major outcomes
: i) to support command exercises and to provide stimuli for international Brigade Staff courses and ii) training for future international peacekeeping missions. A foremost aim is to train and exercise cultural awareness, language (i.e. English), and collaboration with an interpreter and team during decision making. Visualization helps to understand and to comprehend dialog when a different language is being used in contact with local inhabitants. Hence visualization helps to unify participants when describing what is happening and also in aiding participants in more quickly shaping a collective mental comprehension together.

2.1
Experiment


Two experiments were conducted with the same scenarios designed by SWEDINT based upon an operational idea specified by IntUtbE and implemented by SWEDINT´s technical staff at the Simulation, Modeling and Practical Platform. 
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Figure 1: Screenshots of UK MoD in VBS2 v1.22.

2.1.1 
Tools and Equipment

The tools and equipment set-up (see Fig.2) available for the field studies reported in this paper include:
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Figure 2: Connection scheme for VBS server/client + screen 
and VBS server/client + eyetracking screen.

Tobii Eyetracker T60 

Simulation/Game Engine Virtual Battle Space 2, VBS2ᵀᴹrunning on 3 PC´s


Sound recording freeware 

Simulation scenarios in VBS2ᵀᴹ editor 


POLAR pulse watch


Keyboards


Extra interaction devices: Steering wheel and pedals


Analogue (paper) map

Walkie Talkies


Microphones


Control room with instructors role playing and making simulation design on the fly


Excel, Word

2.1.2
First Field Study

In the first field study, training staff were selected who were able to evaluate the simulation and its value as a training environment. To look at decision making, the Patrol Leader (PL) is the natural choice for eyetracking because s/he is responsible for the group and its decisions. Communication tasks within the vehicle, outside and via radio make this role the key to the effective performance of the whole group. Of course, every other role has its own responsibilities and challenges, but will be carried out in accordance with a main decision by the PL. The PL shall not only secure her or his own survival, but also that of the team, and achieve the patrol objectives and treat people with respect and optimism so survival is reinforced for all.

Two people are in the patrol vehicle, one driver and one PL. For the training session, each role is played by separate participants, who sit next to each other in the simulation room, as shown in Fig.3. In the control room there are two instructors and some other people voice acting in dialog when digital characters/ avatars are approached in the simulation (see Fig 4).
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Figure 3: Officers preparing for simulation-based training, instructor in the middle.


2.1.3
Experimental Task

The experimental task was to gather gaze data, audio recording, video, and make observations in support of subsequent cognitive modeling of decision processes involved in the operational patrol task. 
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Figure 4: The team in this study was limited to the patrol 
leader (who is also the navigator) and the driver.


In a computer simulation with stimuli on a screen, the team members gaze upon the screen in order to navigate and meet challenges in the simulated environment. Fig. 5 shows the distribution of PL gaze behavior over a simulation session. 
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Figure 5: Heat map of visual attention from within the car, for the patrol leader.
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Figure 6: A predesigned route here contains 8 waypoints.
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Figure 7: PL´s first person view of the driver.


2.1.3.1
Scenarios


The simulation scenario includes an accurate landscape and layout of the environment. The full scenario is a fictive event chain that is simulated and mediated in VBS2ᵀᴹ (see the driver visualization in Fig. 7). The group starts at the CAMP and then follows a predefined pathway (Fig.6) and reports position coordinates the patrol chooses when going to patrol target X (the governor) in the area, in a town somewhere in Afghanistan.

2.1.3.2
Training Sessions


There is no time limit to the training scenario – the purpose for the groups is to train themselves out of problems arising in the simulation while physically being in the home arena. Teams sit separately from each other to ensure intercommunication via the simulation. All objects are representations. 8 training scenarios, or cases, A1-A8, are shown on Figure 8.
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Figure 8: The ISAF simulation scenario cases.


2.1.2
Second Field Study

The second field study had around 25 people in training using the same scenario as the first field study. 


The leader group in the control room (this time including two technicians and two instructors) received a Flap Sheet (patrol waypoint list) from the teams. The teams can be followed via a big screen in the simulation room in front of where the leader group sits in the control room. Communication regarding decisions was via radio.

A team consists of 4-5 people, with one lead patrol of 2-3 officers and one following vehicle with 2-3 officers. The lead vehicle has the PL for the whole team. The second field study had two full teams in the morning and also two full teams in the afternoon. All sessions were audio recorded and retrospectively all officers answered a questionnaire. The analysis of the data has first involved transcribing visual data and sound, including communication between the participants.

3.0
RESULTS


Detailed results presented here are from field study 1, while the cognitive models developed later are based upon both field studies. This simulation took approximately 1 hour after instructions and guidelines presented by the main instructor and technical staff. There were two major simulation restarts, one back to the beginning and inside the camp area and the second one to a certain place within the simulation environment. 


The initial instructions by the instructor included: “The task is to do the vehicle patrol in relation to the predefined route we have made, here [specified on the] flap sheet. If something is happening along the road and you both decide to make a march re-plan, then you do this concerning your decision. We do not have to think about things as we have to do out in the field and this is what this method´s strength is. You choose the way you want to go, report your re-plan over radio, and in relation to where you are we can move the event scenarios we want you to go through irrespectively what direction you have chosen. You do not have to think about any constraints like -didn´t he say that we had to follow the colored line?, no.” The distribution of the instructions and its main content are shown on Fig. 9.  
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Figure 9: Categories of instructions before the start of the simulated patrol.


3.1
Observation


External observation consists of seeing the external environment and being able to say when conditions are normal and when there are special occurrences of different kinds. Inside each vehicle there is a team which we can call the internal team and every person in a team functions as an observer. For one team member, observation contains many gaze fixations, exemplified by red disks in the figures in this section; lines are saccades, i.e. eye movements between fixation points.


Individual fields of view are combined to become one that is documented after the patrol, a common field of view. The PL role is in charge of the team and is the main channel in contact with the TOC, also s/he is in charge of communication with people in the local community while patrolling as well as being the navigator in a two-man team. 


The following are examples of typical events within the ISAF simulation training scenarios.


A1
Leave Camp; ISAF guard soldiers control Vehicle Patrol, has left Flap Sheet copy in TOC. Opens the gate and own staff drives out in Area of Responsibility (AoR).

A2 
Follow Flap Sheet; Own staff passes (meets) traffic, local inhabitants and animals along the streets. 
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Figure 10: PL and driver pass a woman in a burqa.


A3
Incident along the road; Own staff meets a local accident. There are people around the local vehicle, and they are searching for help.
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Figure 11: PL fixates above an accident at distance.
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Figure 12: Fixations on one of the men. A man is lying on the ground.
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Figure 13: Driver looks at PL. PL is looking at the man outside.


A4
Afghan National Police (ANP) Checkpoint; Own staff is stopped at checkpoint. The reason is first said to be fire in some of the quarters but the real reason is due to checking vehicles for weapons and if they carry criminals. The security aspect makes it not possible for ISAF to proceed here so re-planning has to be done by the trainees.

[image: image17.png]





Figure 14: A sign saying “SLOW” and it seems like a police control.
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Figure 15: PL fixates two of the ANP staff.
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Figure 16: PL fixates the two ANP staff while communicating 
with the third policeman. Middle-ground is also attended.


A5
Re-plan; Own staff chooses a new road, it is reported to TOC so there will be a check-up.

[image: image20.png]—‘- B wotaay






Figure 17: Measuring distance by gaze.
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Figure 18: Motorcycle accident in a roundabout 
and communication with the motorcyclist.


A6
Afghan National Army (ANA) in wrong place; Own staff sees ANA with vehicle. Questions arise about what they are doing there?

A7
Improvised Explosive Device (IED) observed; Own staff sees what is comprehended as being an explosion.  This happens close to the camp that sends out support; Own Flap Sheet is interrupted.
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Figure 19: A car waiting for the ISAF vehicle to pass.
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Figure 20: The same car is overtaking the patrol.
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Figure 21: Sequence when IED is thrown from the car in front of ISAF vehicle.


A8

Return to CAMP; Patrol over.  
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Figure 22: Ground vehicle with PL and driver sees ISAF guard soldiers again.


3.1.1
Objects


Visually fixated objects measured using eyetracking include people met on the street, animals, stationary vehicles, garbage piles, overtaking cars, motorcycles and bicycles driving towards a patrol, stands with fruit and vegetables, own staff, etc.. For all of these simulation agents/objects there are related actions that can be actions of the objects themselves or dialog actions between the team members. So to understand the dialog, the object is the smallest common denominator here in this study. 
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Figure 23: Women, children, men, animals, and vehicles are passing by.

3.1.2
Dialog

Dialog is taken to be primarily a description or discussion about states where objects are the basis for the dialog, even if not directly (this is a simplifying assumption for modelling). Dialog can be divided into three main categories: 


· Dialog between the team (patrol leader) and the TOC 


· Dialog between the team(patrol leader) and local inhabitants

· Internal dialog within the team, here the driver and the patrol leader (e.g. for navigation) 

Figure 24 shows communication times with locals during different kinds of meetings, as well as internal communication.
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Figure 24: Human communication takes around 12 minutes in total for the first field study.


The PL communicated in total 08:38 minutes with TOC. The communication is formal and changes in form when special events occur and help of some kind is needed. Help can consist of getting support in a special decision or choosing an alternative waypoint. 


The graph below, Fig. 25, shows the distribution of duration in radio contacts with TOC. Communications have to be short, formal and substantial, so everybody understands what is communicated if any disturbances interfere.
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Figure 25: Radio communication with TOC during a Vehicle 
Patrol (time in minutes and number of contact)


The total time of communication between the Patrol Leader and Driver is 24:34 minutes, see the distribution between PL and D in Fig.26.
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Figure 26: The number of verbal communications and their length 
in time (in minutes) between the Patrol Leader and the Driver.


As shown on Fig. 24, the total communication time with local civilians is around 7-9 minutes, while the remaining time outside the team is communication with local police. We have a threat scenario following the motor cycle accident that is very short, just 16 seconds, where the driver tells the PL to immediately return to the vehicle so the driver can reverse. Just after this, two men throw stones at the vehicle and TOC is contacted directly afterwards. They are instructed by TOC to head back to the camp.


3.2
Objects and Dialog


The communication carried out in this context seems to build on the stimulus of a gazed object with dialog following gaze behavior. The dialog concerns situation estimation, deliberation over what to do (actions), and how to approach inhabitants on the spot. Not all objects have any importance but still many gazed objects have to be deliberated in case they may hide information, can be of harm, etc.

		Time

		Distance

		Eyetracked Object

		

		Role

		Dialouge

		

		



		0:23:16

		75m

		ACCIDENT IN DISTANCE

		 

		 

		 

		 



		0:23:17

		

		 

		 

		 

		PL

		Continue along this road.



		0:23:18

		

		 

		 

		 

		PL

		There is something ahead.



		0:23:19

		

		CAR1 left side

		 

		PL

		Do you see that in the alley?



		0:23:20

		

		MAN1

		 

		 

		PL

		 

		 

		 



		0:23:21

		

		MAN2

		 

		 

		PL

		 

		 

		 



		0:23:22

		

		TOWER

		 

		 

		DRIVER

		Yah.

		 

		 



		0:23:23

		

		MAN on ground

		 

		 

		 

		 

		 



		0:23:24

		

		CAR2 on the side

		 

		 

		 

		 

		 



		0:23:25

		

		 

		 

		 

		PL

		What kind of accident?



		0:23:27

		

		 

		 

		 

		PL

		Guess?

		 

		 



		0:23:28

		

		 

		 

		 

		PL

		Lets go ahead and see what 



		0:23:29

		

		 

		 

		 

		PL

		is happening?

		 



		0:23:30

		

		 

		 

		 

		PL

		Does it look any hostile?



		0:23:32

		

		 

		 

		 

		DRIVER

		No

		 

		 



		0:23:35

		20m

		 

		 

		 

		PL

		Yah.

		 

		 



		0:23:38

		

		MAN 1 is coming to the car

		 

		 

		 

		 



		0:23:40

		

		 

		 

		 

		PL

		Okej.

		 

		 



		0:23:41

		

		PEDAL S

		 

		 

		PL

		There is one man coming.



		0:23:45

		

		 

		 

		 

		PL

		How do you get out?



		0:23:47

		

		 

		 

		 

		DRIVER

		"U"

		 

		 



		0:23:48

		

		 

		 

		 

		T

		"U"

		 

		 



		0:23:50

		

		 

		 

		 

		PL

		Salam ali cum!

		 





Figure 27: An example of how objects and dialog 
(including meta-controls!) are related in this context.


[image: image31.png]





Figure 28: This is the situation with the moped and the man claiming $500. In the 
background quite many people appear to be lining up to support the man. 

3.3 
Cognitive Models


The previous section has provided examples of the data obtained primarily in field study 1. This data, together with audio recordings and answers from field study 2, is the basis for cognitive modelling foundations summarized in this section. The primary aim here is not to present detailed cognitive models. Rather, the outcome of this pilot study is the identification of the abstract form of models (more accurately, the cognitive modelling metamodels) required for comprehensive modelling of decision processes within this domain. 
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Figure 29: BDI, a cognitive reasoning model, and its modification over several steps from individual and organizational points of view, education through operational missions in teams, to retrospective performance evaluation. The last step is gathered competency that can feed back into the high level BDI model of the system and organization again. 


The cognitive modelling methodology and software called Beliefs, Desires and Intentions (BDI, Wooldridge, 2000) functions as the starting point for cognitive modeling in this pilot study. However, BDI has not been found to be sufficient for modeling all aspects of decision processes in the military application domain. Hence the process models shown on Fig. 29 begin with BDI, but then present a series of variants resulting from working with BDI and interpreting it from points of view of: the military organization, education, instructors, simulation-based training, operational scenarios in the field, teams, and debriefing situations. The resulting BDI-derived cognitive modeling methods developed in this study are (Fig. 29):


· The original BDI and its framing


· The AᴋsGA model for training in military education


· OGA, a simulation-mediated perspective 


· OPA/OPᴅA and OPᴅAᴛ using VBS2 and eyetracker/adaptation emphasizing object perception and taking advantage of rapid eye gaze


· IDCᴛᴏ where shared imperfect experience and debriefing are major cornerstones


These models are interrelated and are understood to operate in parallel where many levels of operational and training environments and systems are considered. Note in particular that these are not implementation models; the question of the best architectures and/or languages for the implementation of the models is not within the scope of this paper. Rather, the models are abstractions of distinct decision processes within the application domain, derived from the field studies. Application of all of these models (which has not yet been done, and therefore remains to be validated) is a suggestion for how to contribute to system development where learning, sociability, time issues and technology can provide tools to meet requirements for decreasing gaps in training, and/or increasing safety and security in open and closed worlds, or a mix of both.   


3.3.1
BDI


In this study it has been found that the original BDI model has been found to stand for the organizational framework within which simulation-based training is conducted and how the framework and rules are formed over many years such that the organization stands for certain values and rules, that all individual activities within the organization are supposed to conform to. So we can say it is an intrapersonal
 as well as an organizational
 model. 


The word desire here is about motivation
 of goal-oriented behavior, a thought that leads to action. The thought can vary depending on what kind of situation we may meet. Desires do not really have a functional place when it comes to fast action in operational tasks in a changing environment, since fast action responses are reflexive, prebuilt during training; the routines and the intensions of a certain framework are worked out beforehand and discussed so they should not need elaboration while performing varied tasks in the field that are not necessarily routine, but at least anticipated.


Beliefs, desires and intentions are therefore perceived here as a model that lies as a background for an organization, where frameworks are developed over long periods of time and also where documentation and negotiation are important processes for forming a stable framework. The pathos of the organization and its contribution to a peace process is of high importance. 

This belief-desire-intention framework is what an individual is `accepting´ when deciding whether to join an organization or not. The values and the ideology in the case of the UN charter and peacekeeping missions stand for hope, good and human peace (United Nations, 2008). On the intrapersonal level, beliefs are elaborated and, depending on private status concerning being single, divorced, married, having any children, kind of religion or not, it may be easier or harder to take a decision to join and commit to the organization. Desires probably play a major part in this and can include: attending deployment again because it was a former good experience, to earn money, to make a contribution to a messy world, to go away from a family situation, to join because other colleagues have decided to do so, career advancement, etc. The intension then is actually to go on a mission (or not). 

Once a person has joined a military organization, from the organizational and intrapersonal layer they will be trained and prepared by the organization. Instructors and staff will train their future staff before they leave their home country. Officers joining have former schooling in the military and an awareness of the organization, but maybe have not been operating in an international mission before, or with ISAF forces. Hence the BDI organizational layer frames the whole organization and mission, and mission training includes training in the values of this layer.


The BDI model has constraints if we use it for operational purposes in fast paced decisions. BDI is perfectly fine from an organizational and an intrapersonal point of view, but when it comes to operational tasks in situations of observation with ROE as a framework, we have to think of a model of another kind. 

3.3.2
AᴋsGA

A stands for Ability, ᴋs for Knowledge and Skill(s), G stands for Goal and A for Action. The abilities officers are to practice have to function as background knowledge, a backbone plan, which will be used in most activities carried out in an international operational mission. The trained AᴋsGA plans are those the officer applies to know how to act in certain situations. 


AᴋsGA includes the ability model used in the military education in Sweden (Försvarsmakten, 1988, 2006). The ability model is used for educating military staff both for national and international missions, with the aim of making education effective at least in part by having people use the same concepts and having a collective language for goal formulations in qualitative terms. The ability model is used to shape a comprehension of simulation-based training sessions for upcoming missions. 

Bratman’s BDI model (Bratman, 1999/87) is captured in IntUtbE’s principle of HOW TO DO which could be said to be based in Belief plus Desire which then gives the Intention to perform or to do something. However, the result of the training process is to combine APPLICATION (ability) as KNOWLEGDE and SKILL with educational goals so the trainees know how to act in different situations, e.g. how to stop blood pumping out from an artery or how to shoot, how to use a vehicle, a weapon, a system, etc.. The educational model means that a trained person has done an action before and can do it independently and also that time pressure can come into the picture without being a problem. Hence these learning outcomes are more suitably modelled using AᴋsGA as an extension of the BDI model.


On a group level, AᴋsGA models collective action of people with different experiences after formal education about a certain area or context. From an educational point of view, the aim is to have everybody up to a common collaborative lowest level in/for a context. So with AᴋsGA, we move from the organizational and intrapersonal BDI to personal and group training outcomes concerning action-oriented abilities and skills. The AᴋsGA model in its context helps to clarify performance qualities and quality levels for an individual as well as for a team. The description and use of the ability model “…is especially useful in goal formulations as well as planning, performance, analysis and evaluation of education” (Försvarsmakten, 1988). AᴋsGA is an abstraction of the structure and functions of the ability model.


3.3.3
OGA


The Object, Goal (in context) and Action (OGA) stage operates in a training or adjustment phase where there are no real world consequences. The original BDI model has its percept layer outside the model, while in OGA this is lifted into the model as “O”, the object layer. This layer replaces Belief with tangible object perception. The object can of course be any object including vehicles or weapons one is educated to handle. “G (in context)” adds the dimension of what kind of world and regional situation holds, so the team knows how to behave and in relation to the general state they can elaborate what actions they are permitted to take. Goal development involves typically long term interaction and a bridge from ability training and long term negotiations into every day operations, a state of peacekeeping operations where the OGA can be a prolongation of the BDI and where also both models can work in parallel. 


We have now gone from BDI to AᴋsGA to OGA (Object, Goal and Action), where Belief is replaced with Object as the source of information, Desire is replaced with Goals and Intention is replaced with Action. This means that certain tasks in relation to `the state of the world´ change. In simulation-based training this model is more accurate when the updates of the engine with its rendering shape another, faster pace for exercising decisions than for the BDI or AᴋsGA models. The officer observes the world, in this case scenarios in VBS2, and the simulation world contains objects of various kinds. An OGA model provides the mapping from these observations to chosen (and potential) actions according to relevant goals.


The OGA model brings the 3D percept into the model instead of keeping it external. One argument for building the percept layer into the model is to save time for people working in time critical situations and that can mean to save lives. To earn seconds or fractions of seconds can be critically important for individuals, teams and organizations. This kind of model can of course log what is gazed in a fast paced environment, but if you can log then you can also steer by gaze if you are occupied, etc.. This could be used, for example, as a help device in negotiation, life critical situations, or if your hands are occupied and you have to act fast with maybe no help, etc.. This functionality can be used both for training and for operational purposes where technology for augmentation can support and enhance human performance. But of course, this is far too much detail for higher level concerns of the organization, which here, it is proposed, are better modelled using BDI, while AᴋsGA is more concerned with learning social collaboration and providing a map of different kinds of abilities, knowledge and skills as training targets, without necessarily going into the details.


The question arises of how committed an agent should be when the agent has selected an action. This may involve two questions: 1) how committed, and 2) for how long? There are different kinds of commitments (Wooldridge, 2000): i) blind commitment/fanatical commitment, ii) single-minded commitment, and iii) open-minded commitment. The OGA level allows for some extended deliberation in order to resolve these kinds of issues and obtain a decision.

3.3.4
OPA and OPᴅA


Some actions have purposes that may not drive deliberative action selection by individuals or teams, for example, routines, such as reporting reaching waypoints to TOC. Routines are trained for and performed often enough that they are performed automatically and with little deliberation, and without being driven by detailed conscious goals. They relate to specific objects, have purposes, and consist of highly familiar actions. This can be modelled using Objects (O), Purposes (P) and Action (A).  This is referred to as an OPA model.


It is also necessary that at least some training aims for direct and rapid action selection under circumstances that are not routine (although they may be heavily trained for) without any extended deliberation
. Hence, while an action in OGA can be regarded as a deliberatively chosen behavior in response to certain stimuli, interaction (as in AᴋsGA) is more of a dialog, and direct action, ᴅA, is more or less reacting with highly automated responses and little or no deliberation. To accommodate this we introduce the Object, Purpose, (direct)Action, or OPᴅA, model. (Actions in OPA have less urgent time requirements than in OPᴅA.) OPᴅA, stands for a level of direct action that may be modified by a deliberative context.


In the field studies, statements were observed that were about scenarios testing cognitive decision-making and judgment rather than skills, which should eventually lead to the capacity for skill-based direct action when there is no room for cognitive decision-making in the actual moment, or direct action responses may be trained in a way that does not rely upon higher level cognitive processing other than an understanding of the context. In direct action, cognitive procedures and allocations have been trained and built up over many hours and possibly years. Reaction can mean survival and is a fast response. This can also be to rescue others, and all roles within military mission training (including for health and emergency staff) are given weapon education as a common ground for self-defence situations. The object and its value are what an agent sees (O), the information about the world, and the purpose (P) of action (ᴅA) is to meet that object and its value in a way that achieves higher level goals, but without deliberative action selection.

From a BDI organizational perspective the information about the world and its framework is quite stable, while a decision under pressure (at the OPᴅA level) brings us to the question of how to quickly process the information at hand to arrive at an action while staying within the framework of rules and negotiations. The VBS2ᵀᴹ simulation-based training data, gaze recording and the field studies at SWEDINT provide a basis for detailed descriptions of the components required to develop more detailed OPA/ OPᴅA models. These are described in Sennersten (2010). 


3.3.5
OPᴅAᴛ


From OPA and OPᴅA we have a comprehension of how Object(s), Purposes and Actions function and are thought of. These models have been derived from observations of individual roles, but we must also consider how a team may function. This leads to a team extension to the OPᴅA model, leading to OPᴅAᴛ, where ᴛ stands for Team.  There are different kinds of teams and here the term team will be used with the meaning of “A group organized to work together and a group on the same side (as in a game)”
.


OPᴅAᴛ captures training for the ability to constitute a team in relation to operational tasks. The team participants are required to understand individual roles and their prerequisites, leading to a cognitive team model
 . As a result of this training, “job performance (task performance) is related to cognitive ability and not to personality” (LePine & Dyne, 2001)
. OPᴅAᴛ allows modelling of individual and possible collective “observation” tasks that can result in a common cognitive model for specific kinds of decisions. Direct action here means to act and know what to do in a coordinated way among team members without long thought processes or individual or collective deliberation. Coordination among team members may involve terse verbal or nonverbal signs. The major difference among members of a patrol team is the role allocation and the distribution of observation areas between roles, with one person being in charge overall for decisions. 


3.3.6
IDCTO

Information, Debrief and Competency within Team and Organization (IDCᴛᴏ), refers to collective cognitive processing where after training and debriefing the team has developed an imperfect competency together that can be of further use for later team collaboration in improving understanding. The competency is an interpersonal shared mental model based upon experience of situations. It is important here to understand the difference between imperfect post-experiential information and information needed in ongoing task performance in the present. Debriefing is about role- and team-shaped postscripts in relation to former initial prescripts. The pre- and postscripts form learning/comprehension outcomes. The simulation-based training scenarios carried out provide a basis for case studies in debriefing and also provide a ground for in-simulation team dialog.  

4.0
Potential Applications of Cognitive Models


4.1
Training Evaluation


The cognitive (meta) models presented above identify different levels and forms of cognitive decision processes involved in military simulation-based training. Detailed models at these levels can provide a basis for: i) analysing and understanding cognitive processes both within training environments and real operational theatres, including evaluation of the effectiveness of different operational decision models, ii) expressing target cognitive processes for training, and iii) evaluating the effectiveness of training systems by comparison of target models with models achieved via training systems. These three uses represent a development sequence, of first identifying cognitive decision model variants and possibilities, then prioritizing and selecting from these to specify detailed cognitive training targets, and then using these targets for evaluating and improving training processes. Of course, fully developing comprehensive models at all levels for a given operational environment would be an enormous and perhaps impossible task, so actual use of the models will require more selective application.


4.2
Training and Operational Enhancement


A team in a simulation-based training environment interacts with visual content produced by simulation and rendering engines via devices and sensors. Having an explicit representation of target cognitive models for training leads to the possibility of implementing those models within the training system. This could support real-time mapping and analysis of trainee performance against those target models, providing feedback for instructors to adapt the simulation to provide more training in less developed areas of trainee cognitive ability. After the simulation, mapping performance against a target model can provide detailed information on trainee performance for feedback, discussion and ongoing training. Such a model could also be used to automatically adapt the simulation in real time, for example, by providing more examples for areas where further training is needed and progressively increasing task difficulty as trainee ability increases (a common principle of computer game design).


More significant enhancements can be expected if various psychophysiological inputs can also be included in simulation interaction. In principle these could include galvanic skin response (GSR) measuring arousal, electromyography (EMG) measuring emotional valence, heart rate/pulse, and electroencephalography (EEG) measuring approach/avoidance, attention, etc. (see, for example, Andreassi, 2006). Such inputs can provide data about emotional states and their role in cognitive decision processes, including the effectiveness of approaches to minimizing the influence of emotions on instrumental task performance and decisions that need to be driven by operational needs.


A training system taking psychophysiological measures into account at the same time as pre-plans, actual plans and carried out plans can be tracked, can make the team members more aware of themselves and each other, and also support decisions in situations where the world update changes rapidly. A possible interface proposed here for providing such feedback is a `team radar´ (see Fig.30), that can function for training support and cross correlate important states of action. A team radar implemented, for example, in VBS2ᵀᴹ, (see Fig. 31), would graphically represent initial personal data like weight, pulse (rest-pulse), age, mood and emotion (derived from psychophysiology data), role, trust thresholds, skill(s) etc.. The outcome of this feedback can be increased awareness of the status of the group, and individual soldiers and officers can be empowered in their roles when taking hard decisions when they arise, by mapping action decisions to optimal performance models at the different cognitive levels described above.
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Figure 30: Proposed `Team Radar´.


Psychophysiological interaction does not require any efforts by the trainee because sensors gather physiological data without any conscious input from the user. Software tools can categorize and cross-correlate data so it can become usefully displayed and/or used in real-time, as well as logged and analysed retrospectively. 


Eye gaze interaction, physiological tracking and team-based cognitive modelling and execution software such as JACKTeamᵀᴹ can create the basis for comprehension of interaction patterns that help in debriefing and how to build safer and more effective operational systems for people in missions. The AOS company has implemented CoJACKᵀᴹ within VBS2ᵀᴹ. CoJACK can model human cognition, including the effects of moderators (e.g. fatigue, fear) on human performance, with JACKTeamᵀᴹ supporting autonomous teams. Each team exists as an entity with separate beliefs from those of its constituent agents. The software supports different teaming algorithms and allows the representation of social relationships and co-ordination between team members.  Team-oriented programming is presented as an intuitive paradigm for engineering group action in multi-agent systems. The software can then specify what a team is capable of doing and which components are needed to form a particular type of team, and then provide coordinated behavior among the team members and team knowledge.
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Figure 31: Instruments interconnected to the VBS2 engine, with CoJACKᵀᴹ, 
JACKTeamᵀᴹ, an eyetracker, GSR, pulse, and speech inputs.


In the simulation-based training environment proposed in Fig. 31, before starting, and depending upon the physical constraints of the operational or training environment, all team members place themselves in front of an eyetracker which then is interconnected with the VBS2ᵀᴹ engine, CoJACKᵀᴹ and JACKTeamᵀᴹ, and are also provided with a pulse watch, GSR electrodes, and a microphone for speech recognition. During activity, gaze, objects, and audio will stand for transformations through or depending on every participant’s physiological reactions. How actions conform or not to prior training can be assessed and fed back, both to the individual and the team so that team self-regulation becomes an explicit cooperative goal for the group.


5.0
Conclusion


We have presented a pilot study of simulation-based training developed by SWEDINT for IntUtbE for ISAF troops in preparation for ground vehicle-based patrols in Afghanistan. The pilot study involved two field studies and resulted in a metamodel providing a representation paradigm for the more detailed kinds of cognitive models required to represent decision processes and their context both for training and in the target theatre of operations. This metamodel provides a more specific foundation for ongoing detailed modelling, both for evaluation of simulation effectiveness and potentially for enhanced functions within both simulation-based training and actual operations. It has further been proposed in this paper that greater benefits may be realized, both in training and in operations, by the introduction of real-time psychophysiological monitoring and feedback for troops, instructors and commanders, integrated with cognitive models. Extensions of this concept could involve augmented reality systems for direct feedback of group state, e.g. using a team radar. The deployment of both centralised and distributed cognition models is fundamental for enhanced operations, and for the successful integration of both manned and unmanned combat agents. Such a vision is fully compatible with, and in fact heavily dependent upon, the heavily internetworked architecture of modern western combat systems; the aim of this paper has been to use this architecture as a foundation for enhanced training effectiveness by providing and representing new dimensions of situational awareness in terms of cognitive state, and effective synchronization of the cognitive foundations of operations at multiple levels of organizational, temporal and spatial resolution.
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The Royal Netherlands Air Force (RNLAF) currently has the need to replace its fleet of F-16 combat aircraft due to aging. As a result of the introduction of a new aircraft, with advanced stealth capabilities, new weapons and sensors, and extensive network enabled capabilities the existing operational concept needs to be drastically changed. In order to support the development of new operational concepts and to perform operational analysis, quantitative studies in the form of constructive and virtual analysis (human-in-the-loop) are performed.


In order for constructive analysis to discover trends and generate statistically reliable results, a large number of experiments have to be conducted. This requires analysis- and simulation models. Supporting the RNLAF, TNO Defence, Security and Safety developed a generic aircraft simulation model. This simulation model includes both sophisticated simulation of hardware components like sensors and missiles, as well as simulation of the aircraft’s tactical behaviour.


In this paper we describe how behaviour modelling techniques from the domain of (serious) games were used to develop a composable and flexible behaviour module in which the aircraft’s tactical behaviour is modelled. This behaviour module is kept separate from the simulation suite in which the aircraft is modelled, ensuring the behaviour module can be reused in combination with different simulation suites and for other applications.

1.0 INTRODUCTION

The advantages of using simulation in the military domain are obvious. One can establish and repeatedly practice situations that are otherwise hard to achieve, for example due to limited availability of live systems and personnel. Another advantage of using simulation in the ability to investigate a platform or a system that is still in its conceptual development phase or design phase.


TNO Defence, Security and Safety over the past 12 years has been involved in a project that supports the Royal Netherlands Air Force (RNLAF) in replacing its fleet of F-16 combat aircraft. Due to operational, technical, and economical aging the F-16 fleet will have to be replaced by a new, more advanced combat aircraft. The introduction of such a new weapons platform, with advanced stealth capabilities, new sensors, and extensive network enabled capabilities results in drastic changes in the operational concept, compared to its predecessor. In order to support the RNLAF with the development of operational concepts (CONOPS) and to perform operational evaluation towards the RNLAF participation in the Operational Test & Evaluation (OT&E) phase, quantitative studies are performed. These studies are conducted by performing both constructive and virtual analysis, and will culminate –during OT&E participation- in life (-virtual-constructive) analysis. Constructive analysis entails conducting a large number of experiments in order to discover trends and generate statistically reliable results. These trends and results are then verified in several human-in-the-loop virtual analysis experiments.

In order to be able to conduct a large number of constructive analysis experiments, using for example Monte-Carlo simulation, analysis- and simulation models are required. For this reason TNO Defence, Safety and Security carries out a separate research program in which –amongst others- a generic aircraft simulation model is being developed, which includes sub-models for, amongst others, flight mechanics, electronic warfare, several types of radar, and missiles. In order to be able to perform constructive analysis, apposed to human-in-the-loop virtual analysis, a tactical behaviour model for combat aircraft is required as well. Other solutions that model tactical behaviour for combat aircraft exist, e.g. TALUS [1] and EADSIM [2]. However, these solutions proved insufficiently flexible with respect to how the tactical behaviour is modelled. Therefore we developed a tactical behaviour modelling module that can easily be adapted to suit the needs of the experiments. By keeping the behaviour module separate from the simulation suite in which the aircraft is modelled we ensure the behaviour module can be reused in combination with different simulation suites and for other applications. 

In the remainder of this paper we will first elaborate on the tactical behaviour model of the combat aircraft, and the JROADS simulation suite that is used to model the weapons platform and to perform different types of analysis. Next, we will present our solution for effectively modelling the aircraft’s tactical behaviour in a composable, flexible, and reusable manner. Finally, we will discuss and present our conclusions.


2.0 Tactical behaviour modeL


For the purpose of the research program at TNO the tactical behaviour of a combat aircraft is modelled by subject matter experts of TNO and the RNLAF. The model itself is classified, hence only part of the model is presented as an example in Figure 1:
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Figure 1: Part of the combat pilot tactical behaviour, modelled as a state diagram.

The tactical behaviour of the aircraft is modelled in an Object Oriented way. Figure 1 shows a so-called state diagram, where each state represents a single or series of actions. For example the state Commit would consist of choosing and executing an applicable (set of) manoeuvres towards the target until the target is within weapons range (or the action is aborted). The transitions between the states are triggered by events, e.g. the transition hostile track between states Commit and Engage occurs at a moment in time where a new hostile threat is detected and requires appropriate response.

As a result of the nature of the constructive analysis experiments to be conducted the model specifies the behaviour at a relatively high level. As an illustration of this consider the following example: A combat has fired a missile at its target. Since it is a guided missile, the missile needs to be actively supported (receive track-update messages). If at a certain moment a hostile incoming treat is detected a choice has to be made between starting an evasive manoeuvre whereby the missile is lost, or continuing to support the missile (for some time). This is a trade-off between the limited availability of missiles and the acceptable risk level that can be analysed by constructive analysis.

3.0 The JROADS SiMULATION SUITE

In order to be able to model and simulate the combat aircraft at the desired level of fidelity a suitable simulation suite is required. For this purpose JROADS [3] is used. JROADS is a simulation environment in which weapons platforms can be modelled and scenario’s containing multiple platforms (many-to-many) can be defined, simulated, and analyzed. JROADS is chosen as the simulation suite for modelling the combat aircraft due to its flexible and modular architecture and the number of ‘off-the-shelf’ components already available. As a result it is relatively easy to compose and refine an initial model of the combat aircraft.

JROADS originates from the ‘90s. At that time TNO developed a first version of JROADS in collaboration with the Royal Netherlands Navy (RNLM). In the following twenty years of incremental development JROADS was expanded and models of most modern air defence systems where added, both for the Royal Netherlands Army (RNLA) and the Royal Netherlands Air Force (RNLAF). Also extensive capabilities were added to support mission planning, post processing, and after-action review. 

JROADS consists of several models for, among others, sensory systems, command and control (C2) systems, weapons and shooters. These models differ in their level of fidelity, e.g. ranging from cookie cutter sensors to high fidelity representations of specific sensors. Each platform modelled in JROADS consists of separate components that make up the full weapon system, as visualised in Figure 2.
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Figure 2: Composition of a weapons platform in JROADS. The platform is built by 
using components for sensors, command and control (C2) and weapons.


Depending on the requirements of the simulation, components can be replaced by components with a different level of fidelity. All components have well defined tasks, often split in hardware resembling components. For example a simple sensor system will be composed of a sensor component doing physical detections and creating sensor plots, and a tracker component that merges sensor plots into tracks. At the platform level the track is then used by the C2 component to decide what action should be taken. This could be the choosing and deployment of a weapon by a shooter.


In order to maintain the flexible and modular approach of JROADS, the different components that make up systems and eventually a platform communicate over well defined interfaces by means of a publish-and-subscribe mechanism [4]. This implies that any component cannot directly change data owned by another component. Instead a message, in the form of an order or notification, is used, containing the data to be changed. This data is sent (published) to all components that are able to process this data (subscribers). Using the publish-and-subscribe mechanism has the advantage that it is easy to add or modify a component as long as it meets the interface specifications. This way loggers, for both debugging and analysis purposes, can also be tight to the model without interfering with the models themselves.

4.0 LuaFSM


When modelling the tactical behaviour of an aircraft JROADS exposes a shortcoming: components in JROADS are all modelled resembling hardware components, which are typically very predictable. Unlike a hardware component the tactical behaviour of an aircraft requires a high degree of dynamic and complex interaction, and thus requires a greater degree of flexibility: a real pilot would simultaneously interact with many of the aircraft’s systems, and even the environment it is in. Although it is possible to create such a complex (hardcoded) component in JROADS, more fit for purpose solutions exist where the behaviour module is separated from the simulation suite [5].

A solution commonly used to model human behaviour in both entertainment and serious computer games and simulations is the use of a dedicated behaviour modelling module. These solutions provide various modelling paradigms tailored to human behaviour that differ with respect to complexity and the flexibility they provide. Examples range from the use of a lightweight scripting language like Python to full-blown agent frameworks that reason about their surroundings (e.g. Jadex [6]). It is unarguably best to choose a paradigm that is most fit for purpose given the requirements of the simulation and analysis experiments at hand. 

4.1 
Levels of Control


To create a fully functioning combat aircraft simulation model including tactical behaviour that can be used to conduct several types of constructive analysis, the tactical behaviour module has to be able to interact with the various hardware components. Thereby, the behaviour module should provide the end-user, e.g. TNO performing constructive analysis experiments, with the desired level of control. In the case of a combat aircraft manoeuvring for example, one could distinguish roughly three levels of control. In terms of level of abstraction from high to low: 1) defining the desired end position of the manoeuvre, without specifying how to reach it, 2) defining the desired end position and the required manoeuvres to reach it, and 3) defining the exact path the aircraft should follow to reach its end position. The desired level of control can be different every experiment, and even differ within various aspects of an experiment. This requires the behaviour module to be flexible in the possibilities it presents the end-user.

4.2
LuaFSM – JROADS

In Section 2.0 we presented the state diagram model for the tactical behaviour of the aircraft as constructed by the subject matter experts. In Section 3.0 we presented JROADS, and specifically how it uses the publish-and-subscribe mechanism to facilitate communication between separated components. On this basis we choose our behaviour modelling paradigm to be LuaFSM, a simple Finite State Machine [7] implemented in the dynamic scripting language Lua [8], created as part of this research. A FSM is chosen because it closely resembles how the aircraft’s tactical behaviour is modelled in the state diagram, and it can easily be made event-driven, which fits the nature of the publish-and-subscribe mechanism. Lua is a lightweight yet powerful scripting language with extensible semantics that make it very flexible and thus suitable for this type of application. Lua is widely used within the simulation and entertainment gaming industry [9].

In order for the behaviour module to interact with the hardware components of the aircraft, the latter modelled in JROADS, an interface is required between the LuaFSM and JROADS. For this purpose the same publish-and-subscribe mechanism is utilized that JROADS uses internally. The behaviour module hooks into hardware component messages and is able to send these messages itself as well, as depicted in Figure 3.



[image: image3.emf]Command & Control 


System


Weapon Launcher


Lua Behaviour Module


launch missile


reload launcher




Figure 3: Example of the interaction between the Lua behaviour module and JROADS. The C2 system sends a message to a shooter, ordering it to launch a missile. This message is intercepted and passed to the behaviour module. The behaviour module sends a message 
back into the JROADS ordering the shooter to reload the launcher.


It is however more complex than depicted in Figure 3 to utilize the LuaFSM - JROADS interface is such a way that it is composable, reusable, and flexible in the level of control it presents to the end-user. Our solution is to use a configurable component in JROADS, the LuaAdapter, that on one side communicates with internal JROADS components via the built-in publish-and-subscribe mechanism, and on the other side to the behaviour module implemented in Lua. This architecture is depicted in Figure 4.
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Figure 4: LuaFSM (R) and JROADS (L) interaction. The behaviour module is 
configured using pairs of Xml configurations and Behaviour Extensions.

From Figure 4 it can be observed that the configurable component in JROADS, the LuaAdapter, only directly communicates to the behaviour module in Lua for management and control issues (e.g. initialization). Thereby the LuaAdapter is neither explicitly aware of the specific behaviour it is modelling, nor the fact that a LuaFSM is used to model the behaviour. This has the advantages that 1) the LuaAdapter can easily be reused for other Lua applications, and 2) the LuaFSM can easily be replaced by a different behaviour modelling paradigm, e.g. behaviour trees [10].

The Xml Publish and Subscribe configurations, paired with a Behaviour Extension, both visible in Figure 4, play a central role in this architecture and give the behaviour module its flexibility and composability. The set of Xml Publish and Subscribe configurations instruct the LuaAdapter which notifications and orders it needs to subscribe to, and which notifications and orders it can send to the remainder of the JROADS components using the publish-and-subscribe mechanism. A Behaviour Extension contains the logic to deal with these notifications and orders, and it is these were the abstraction is made to achieve the desired level of control, before the behaviour module interacts with the LuaFSM. This is also shown in Figure 5; An evNewTrackNotification, which originates from the JROADS kernel, is processed in the Behaviour Extension. A new message, possibly at a different level op abstraction, is then send to the LuaFSM, where the current state processes the message.
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if (track.id == hostile) {
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Figure 5: Example of a Behaviour Extension dealing with levels of abstraction. A JROADS message evNewTrackNotification is generated by the JROADS kernel. This message reaches 
the Behaviour Extension via the LuaAdapter. A new message, at a different level of abstraction, is send to the LuaFSM, where the current state deals with the message.

By separating the concerns of the LuaAdapter and the LuaFSM, and being able to extend the behaviour module by stacking pairs of Behaviour Extensions and Xml configurations, we created a flexible, composable, and reusable behaviour module.

5.0 CONCLUSIONS

In this paper we presented our solution on how to include the tactical behaviour model of a combat aircraft in a simulation environment, in such a way that it is flexible, composable, re-usable, and provides the desired level of control to the end-user. In our case, the end-user is TNO Defence, Safety and Security conducting various constructive analysis experiments in order to support the development of new operational concepts (CONOPS) for the oncoming replacement of the current Royal Netherlands Air Force’s (RNLAF) F-16 combat aircraft.

For this research program TNO developed a generic combat aircraft model using the JROADS simulation environment. Advantages of the JROADS simulation environment are its modular architecture and the large number of components, e.g. sensors and weapons, already available. In order to support the performing of a large number of constructive analysis experiments (e.g. Monte-Carlo simulation) the tactical behaviour of the aircraft has to be modelled as well, preferably in a flexible and composable manner such that it can provide different levels of control and can easily be re-used for other applications.


In order to achieve this we created a Lua behaviour module that can easily be configured and extended stacking pairs of Behaviour Extensions and Xml Configurations. The actual implementation of the behaviour modelling paradigm is decoupled from the JROADS simulation environment, such that it can easily be replaced by a more advanced behaviour paradigm. Given the state diagram behaviour model created by subject matter experts we choose to use a finite state machine, LuaFSM, to model the behaviour.


A drawback encountered from the flexibility and dynamic nature of Lua is its lack of type-safety. As a result it is easy to oversee a typing error which generates unwanted results. In order to overcome this issue we created several run-time type-checking routines that evaluate the Lua code, especially the parts where the end-user is involved.

A drawback encountered from using the finite state machine paradigm to model the tactical behaviour is that it does not include a form of memory. This results in situations occurring where for example the pilot evades a SAM (Surface-to-Air Missile) site, later returns to its route, encounters the same SAM site, evades, returns to its route, and so on. By using a more advanced behaviour modelling paradigm that can deal with temporal information this could be resolved. 

Current results show that the solution is flexible and able to provide the different levels of control desired by the end-user. The solution has thus far been used in several other occasions in conjunction with the JROADS simulation environment, for example in the naval domain for modelling the responses of ‘suspect’ ships targeted by non-lethal weapons. Future research may show that the provided solution can also be used for other types of application, for example intelligent real-time scenario generation.
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Abstract


This paper provides recommended guidance for assessing the reliability and validity (R&V) of the tools, techniques and methods (TTMs) developed to support the planning and execution of operations primarily intended to affect human and social behaviour. R&V are important as they confirm the scientific credibility of TTMs. This, in turn, underpins confidence in the decisions that are facilitated through their use by MoD staff. These guidelines detail the issues of R&V that are relevant to these TTMs, why they should be assessed, and the practical tests and procedures that should be implemented during the development phase and in use.

The paper was originally published within Dstl as DSTL/TR18609 v1 in March 2006.  It was written by Stephen Moore, working under the team leadership of Philip Jones. It has been subject to minor updates and cosmetic alterations for publication within NATO HFM SY202.


1.0
INTRODUCTION


Tools, techniques and methods that inform understanding of human behaviour are often considered to be more subjective than the modelling approaches commonly referred to as ‘Hard Operational Analysis’, which are used to support central MoD UK policy, planning and acquisition decisions. D Scrutiny, MoD has outlined an approach for increasing confidence in the reliability and validity of these hard Operational Analysis models, referred to as Verification and Validation [1].


The guidelines suggested in this report are intended to complement the D Scrutiny approach, but they focus more specifically on increasing confidence in the wide variety of tools, techniques and methods that are used to support the Human / Social component of military operations.  For convenience, the term Influence Operations is used throughout the remainder of the report as shorthand for this component.

This paper provides recommended guidance for assessing the reliability and validity of the tools, techniques and methods developed to support the planning and execution of Influence Operations intended to affect human and social behaviour. Reliability and Validity (R&V) are important because they confirm the scientific credibility of tools, techniques or methods (hereafter referred to as TTMs). This, in turn, underpins confidence in the decisions that are facilitated through their use by MoD staff. These guidelines detail the issues of R&V that are relevant to these TTMs, why they should be assessed, and the practical tests and procedures that should be implemented during the development phase and in use.


2.0
AIM AND OBJECTIVES


The aim of this paper is to provide structured and pragmatic guidance that will align the assessment of R&V during Influence Ops TTMs development more closely with that of traditional Operational Analysis (OA) models. The key objectives are to ensure that Influence Ops TTMs:


a) Are developed in a sufficiently robust fashion so that they are rigorous and objective.


b) Have been adequately validated.


c) Have sufficient scientific credibility, auditability and confidence in their reliability to justify their practical use by MoD staff.


d) Have undergone a sufficient assessment of any uncertainty to allow MoD staff to evaluate the benefits and risk of their practical use or non-use.


3.0
STRUCTURE OF THESE GUIDELINES


This paper first outlines the goal of R&V assessment, which is the evaluation of fitness for purpose. It then details the recommended assessment process, the assessment scale and the process of recording the assessment in a log book. This paper then provides detailed recommendations on the issues that should be considered and addressed during the assessment process. It concludes with a summary of the key points and recommendations.


4.0
SCOPE


These guidelines are generally consistent with the overarching D Scrutiny guidance on Verification and Validation (V&V). However, they focus more specifically on the R&V issues associated with the subjective analysis, interpretation and prediction of human and social behaviour, as well as the greater diversity in the purposes and methodologies of Influence Ops TTMs. This means that certain aspects of V&V, such as quantitative systems testing or hypothesis testing, may not always be applicable to all Influence Ops TTMs. This is because Influence Ops TTMs may be partly or entirely qualitative, and because certain Influence Ops TTMs may not produce predictions that can be tested for accuracy against specific real world events. 


Influence Ops TTMs can vary distinctly in their purpose and their methodology, they may be:


· Procedural tools, intended to guide MoD staff through a recommended approach to planning and executing Influence Ops. 


· Workshop techniques intended to facilitate discussion and debate between decision-makers. 


· Research methods intended to identify the attitudes and perceptions of a subject group. 


· Analytical processes intended to provide predictions on the potential responses of a target group to certain actions. 


These guidelines therefore recommend a broad approach to R&V assessment, which accounts for the diversity in these types of TTMs, and incorporates a number of additional factors that are considered pertinent to this type of analysis. 


These guidelines are not intended to be a procedural straightjacket to the development process, particularly to those who are already experienced TTMs developers. However, they do constitute a ‘good practice’  approach for increasing the rigour and credibility of the analytical support to Influence Ops planning and execution. It is therefore highly recommended that this approach is implemented as an integral part of the development process.


4.0
RELIABILITY AND VALIDITY ASSESSMENT


4.1
Evaluating Fitness for Purpose

R&V assessment should be primarily intended to support an evaluation of whether Influence Ops TTMs are fit for purpose. This means that the use of these TTMs should constitute a sound contribution to the planning and execution of Influence Ops. R&V assessment should aim to establish whether TTMs have been developed, reviewed and tested, where appropriate, to the extent that there is sufficient confidence that they can fulfil the intended purpose as reliably and validly as possible. It should also establish whether there is uncertainty in any part of a TTM, or in any specific analytical outputs, if a TTM produces them. This assessment will help an end user to evaluate the benefits and risks of using, and not using, a particular TTM. Furthermore it will help them to balance the risk of any uncertainty against their requirement for support with a particular task. 


Importantly, TTMs can be evaluated as fit for one purpose but not for another. TTMs should not be categorised as valid or invalid in isolation. This is because the overall evaluation of whether Influence Ops TTMs are fit for a particular purpose is ultimately a subjective judgement, dependent on the specific situation and the nature of the end user’s purpose for the TTM.. These guidelines therefore also reject a system of accreditation, as does the D Scrutiny guidance, in favour of a continuous review and revise approach. Although the evaluation of fitness for purpose is a subjective judgement, it can be based on the confidence in the R&V of a TTM, which is built up through the R&V assessment process. Fitness for purpose is therefore a combination of both reliability and validity:

· Reliability. The key principles are consistency and repeatability. Influence Ops TTMs are reliable if they can repeatedly reproduce a process and maintain consistent accuracy in any outputs. If they are reliable then they are capable of fulfilling their stated intention. 

· Validity. The key principles are appropriateness, accuracy and utility. Influence Ops TTMs are valid if they utilise appropriate techniques, theories, Subject Matter Experts (SMEs), data and staff, if any analysis of a subject is as accurate as possible to the self-interpretation of the subject themselves, and if they are useful to their intended end user. If they are valid then they are capable of fulfilling their specific purpose identified by the end user. 

4.2
The Assessment Process

The assessment of R&V should be an iterative process that is integrated and conducted throughout the development of Influence Ops TTMs. It should also then continue after the TTMs have been developed, although to a less frequent extent, to ensure the R&V has not changed over time or that the TTMs are fit for a new purpose for which they will be utilised. R&V assessment should therefore progress through a review and test phase detailed below. 


4.2.1
Review

Evaluation by a series of reviews of all key R&V issues, as described in section 5, to include repeatability, consistency, appropriateness, accuracy and usefulness:


· Peer review to provide a continual progress check on development by appropriately qualified colleagues.


· Expert review by relevant SMEs internal and external to MoD, both scientific/academic and military if relevant. This may include scrutiny by a panel of external experts from a variety of backgrounds, or exposure at a conference, symposium or other similar event.


· Customer review and feedback on the utility of a TTM, the specific analytical outputs (if there are any), and the outcomes of its use.


· Continued expert review, post-development, by an Oversight Group composed of the TTM custodian and users, and SMEs, to ensure relevancy and currency of the TTM.


4.2.2
Testing or Comparison

· Test of individual components, such as inter-coder reliability, V&V of software tools, or comparison of outputs from content analysis software with those of manual analysis.


· Assessment of the predictive capability (if this is the function) in controlled test cases.


· Comparison of specific analytical outputs / predictions (if there are any) with similar analytical products (e.g. from similar TTMs, possibly developed by another country).


· The collection and analysis of data to provide a comparison of outputs / predictions (if there are any) with historical data and actual developments in the real world.


4.3
Assessment Follow-up Actions


The outcome of each of these phases should be followed-up and any amendments required to the TTMs should be made accordingly. Several of these phases can be conducted concurrently, some can be repeated, and others may not actually be applicable to a particular type of TTM. TTMs developers should aim to conduct as many as possible, where feasible and appropriate, and to do this in a systematic and objective manner. This requires judgement on behalf of the developer(s) and the end user(s) on what will be sufficient to evaluate a TTM’s fitness for purpose. Ideally the TTM developer(s) should outline a specific timeline for these phases, at the outset of the development process, and agree this with the end user(s) before development begins. This paper does not provide specific guidance on detailed testing plans for particular TTMs as this is the responsibility and area of expertise of the custodian, and the experts involved in the review phases, to determine. 


4.3.1
The Assessment Scale


The D Scrutinty guidelines recommend a three-tier assessment scale as follows:


· Level 0 is ‘Unvalidated’. 


· Level 1 is assessment ‘by review’. 


· Level 2 is assessment ‘against real events’. 


The D Scrutiny guidelines explain that evidence may not always be available to cover the full spectrum of assessment needed, in which case the weight of assessment rests largely on the review procedures. These guidelines recommend a similar approach and stress that, due to the diverse nature of Influence Ops TTMs, the ability to achieve these levels may not be wholly applicable to all. The type and purpose of Influence Ops TTMs vary distinctly, as some produce specific analytical predictions and/or situational awareness, whilst others facilitate discussion, debate and planning processes. It is therefore recommended that the R&V of each TTM is assessed to the greatest, practical extent possible that is relevant for that type of TTM. 


These guidelines recommend that for all TTMs that do not produce specific analytical outputs, such as predictions, the aspiration should be to achieve Level 1, where the R&V has undergone a full assessment by all the phases of review listed in sub-section 4.2.1. For those TTMs that do involve some form of analytical output the aspiration should be to achieve both Level 1 and Level 2, where this analytical output has also been tested, assessed and/or compared as fully as possible, using the procedures listed in sub-section 4.2.2. 


Evaluating Risk. TTM developers and end users should agree the required level of R&V assessment, and the risk they are willing to accept, at the outset of the development process. The primary aim of R&V assessment is to establish a sufficient level of confidence for the end user to be satisfied that the TTMs are fit for their particular purpose. The time and effort invested in an R&V assessment should therefore not be disproportionate to the value of the increased confidence that can be established. One of the key objectives of the R&V assessment process is to help the end user evaluate the risk of using and also not using a TTM to support them. Awareness of R&V issues will help the end user balance the risks associated with uncertainties in the TTM, and its outputs, against the risks associated with the decisions the end user is making. For example, an analytical Influence Ops TTM might provide assessments of how subject individuals may behave in certain situations, which may be used to support the planning of Influence Ops activities. However, if the assessment is based on relatively little source material, there may be a lack of confidence in the conclusions. In this case the decision-maker should be advised of the risk of relying too significantly on the output and that any planned Influence Ops activities could result in negative unforeseen or undesired consequences.


4.3.2
The Log Book

It is recommended that the R&V assessment process is recorded in a log book. The production of a log book should begin at the outset of TTM development and it should record all activity undertaken during the R&V assessment. A log book brings together all the information and evidence of R&V that has been conducted to-date, including a record of when and where the TTM has been used and, if appropriate, a measure of its success. It provides an audit trail for the assessment process and highlights areas of R&V that still need to be improved. This records the evaluated fitness for a particular purpose and therefore constitutes a key document that can support an end user in assessing the risks of utilising a TTM to support them with a particular task. It also provides an archive in which to record valuable information about a TTM to ensure that it is not lost when a particular individual is no longer involved in using that TTM. A custodian should be appointed for a TTM and have responsibility for regularly updating the log book to incorporate amendments and further developments to the TTM or its R&V status. A recommended template for this log book has also been produced

The log book should include the following sections:


a) TTM name and overview description.


b) Intended domain of use.


c) TTM custodian.


d) TTM management authority and any Intellectual Property Rights.


e) Relationship with other tools, techniques and methods.


f) History of development and use.


g) Requirements: staff (training, skills, experience), time, information, software, hardware.


h) List of available staff with expertise and experience.


i) Management control systems: boundaries of use, change control procedures.


j) Accessibility: ease of use.


k) Information management.


l) Assumptions, compromises and limitations.


m) TTM reliability: repeatability and consistency


n) TTM validity: appropriateness, accuracy and utility.


o) Overall assessment.


p) Evaluation of fitness for purpose.


q) Proposals for future assessments of reliability and validity.


r) List of references.


s) Glossary


t) TTM Reliability and Validity Summary Sheet (in an Annex).


5.0
KEY RELIABILITY AND VALIDITY ISSUES


The previous section outlined the recommended process for conducting an R&V assessment. This section details the key issues that should be considered during this process. These issues will mostly be addressed during the review phases, although some will be relevant to the testing/comparison phases. All issues should be addressed as fully as possible, in line with the recommendations in sub-section 4.3.1. The assessment results should be recorded in the log book.


The issues in this section are considered particularly relevant to the R&V of Influence Ops TTMs because they involve the subjective analysis, interpretation and prediction of human and social behaviour. These activities are inherently subject to inconsistency, bias and misunderstanding. This section therefore provides recommended practical procedures, tests and approaches that can help mitigate these issues and increase R&V. Key issues that will be covered are:


a) The purpose(s) of the TTM.


b) The individual constituent parts of the TTM.


c) The underpinning social science theories.


d) The SMEs.


e) The utilisation of data.


f) The management of staff, TTM development and TTM use.


g) The outcomes (including specific analytical outputs if any).


5.1
The Purpose(s) of a TTM


Influence Ops TTMs can be developed for a variety of different purposes. These may be to include, but not exclusively, facilitation of Influence Ops decision-making processes, provision of situational awareness on the attitudes of a target audience, or provision of analysis to support Influence Ops activities intended to influence specific groups or individuals. Influence Ops TTMs can only be considered valid if they are actually capable of fulfilling these specific intended purpose(s). This has several key implications:


a) There should be an interested end-user community which should have a specific purpose for the TTM to fulfil.


b) The TTM should be capable of fulfilling the purpose(s) within an agreed timeframe and of effort.


c) The developer(s) should have a clear understanding of the purpose of the TTM.


d) Initial research should be carried out to ensure that there are no suitable existing alternatives. If new TTMs are to be developed then they should provide something that no existing alternative already does, or they should fulfil the purpose more proficiently and cost-effectively than any predecessor.


An additional issue to consider is that Influence Ops TTMs will support the planning and execution of activities that will affect people, who are reactive subjects that understand our actions and can respond to them. Influence Ops activities can therefore bring about unintended and undesired consequences. Thus, it is important that TTM developers advise and educate their customer whenever they identify any key issues that may challenge the feasibility of achieving the intended purpose. There are two key steps that can support this:


· Inter-subjective analysis. Where possible, analytical TTMs should involve direct interaction and consultation with the subject, which will provide the most accurate interpretation of the attitudes, behaviour and ethical norms informing that subject’s community. Ideally this should be conducted in the language of the subject or using a translator if necessary. Inter-subjective analysis will better identify whether the intended purpose is likely to significantly challenge current attitudes, behaviour and ethical norms of that subject. This informs the end user of the likelihood of the success of an Influence Ops activity. This analysis is often used in ‘participatory Information Operations’, which are commonly conducted in post-conflict situations, where the purpose is to change the attitudes and behaviour of an indigenous population. 


· Indirect consultation.  Because Influence Ops vary in their type and methodology there may be cases where direct interaction with a subject is not possible, such as TTMs that result in the production of remote assessments of key individuals. In these cases, consultation with the closest possible substitute, such as friends, relatives, colleagues, Diaspora or SMEs, is the next best alternative and should help maintain the relative accuracy of any interpretation. Again, any key issues identified through this analysis, which may challenge the feasibility of the intended purpose, should be relayed to the customer.


5.2 
The Individual Constituent Parts of a TTM


Influence Ops TTMs may consist of several individual constituent parts. These may be specific TTMs, such as interviews, facilitated discussion sessions, focus groups, questionnaires, surveys and/or content analysis software tools (and this list is not exhaustive). These individual parts form an element of the overall TTM and as such also affect its overall R&V.  A number of associated R&V issues should, therefore, be considered for the following approaches:


· Interviews and surveys. Methods such as surveys or interviews may not be appropriate for use in certain countries, societies, cultures, situations or contexts. If these methods are to be used then the questions should be carefully considered and selected, based on advice from SMEs.


· Software tools. Where software tools are used (e.g. content analysis tools) to automate or assist a manual process, the comparative fitness for purpose of the approaches should be established. A test comparison should be conducted. This should highlight any notable differences between the approaches and should ultimately support an end user in evaluating the risks of utilising a particular approach. For example, the end user may be willing to accept lower levels of accuracy from automated coding, in exchange for the ability to process large volumes of data and a more timely output.


· Focus groups and structured discussions. Focus groups and other facilitated, structured discussion techniques should be conducted using a consistent approach that is reproducible and seeks to minimise bias.  Differences in the outputs should ideally be due to differences in the inputs, not in the process.


· Human inputs. The human input to any individual part of a TTM may be susceptible to variability and inconsistency. It is necessary to ensure that different TTMs users are conducting these parts with a standardised, consistent and repeatable approach. This may include testing factors such as inter-coder reliability or ensuring consistency of training and skills in facilitation techniques.


5.3
The Underpinning Theories of a TTM


Influence Ops TTMs may utilise social science theories, from domains such as psychology, sociology or international relations, to focus and structure analysis of social behaviour. However, these theories are neither indisputable nor unchanging. They are relative to time and context, and reflect changes with new research discoveries and the consensus of opinion in the wider academic community. The following issues should therefore be considered:


· Credibility of Theories. Theories should have sufficient credibility within the social science domain from which they are drawn. There should be no widespread perception that a chosen theory is highly controversial, significantly flawed or can be easily falsified. There should also be significant supporting academic literature or research findings to suggest that a chosen theory is credible for supporting a particular type of analysis as part of an Influence Ops TTM. Any chosen theory should be a credible option amongst other alternatives and not selected solely due to the personal opinion of the TTM developer. It may be appropriate to take a pluralist approach and combine more than one theory, or even elements or multiple theories. 


· Appropriateness of Theories. Theories should be appropriate for the purposes for which they will be utilised by an Influence Ops TTM. A chosen theory should ideally have been tested and used in previous research and, in particular, to analyse a similar topic to that which will be analysed by the Influence Ops TTM. Theories should also not be narrow and biased, such as to lead TTM users to ignore or undervalue relevant issues, or to bias any conclusions that are drawn.


· Re-evaluating Theories. Theories should be re-evaluated after specified time periods to ensure that they are still credible and appropriate. This re-evaluation should monitor academic literature and developments in the social science domains, from which theories are drawn, to identify whether there is any new research which significantly challenges the credibility or appropriateness of a theory. It can also help identify whether any new theories have emerged, which may be more credible and appropriate for the purpose, and therefore more valid.


· Understanding and Incorporating Theories. If social science theories are to be utilised then they should be accurately interpreted and incorporated into a TTM. A formal definition should be produced for any chosen theory, articulating the key principles and detailing how these will be applied. This can be reviewed by relevant SMEs for confirmation. Users of TTMs should clearly understand this formal definition and how the chosen theory is to be applied. This can be reinforced with standardised training to ensure a consistent level of understanding between different users.


5.4
Subject Matter Experts


The process of developing Influence Ops TTMs is likely to involve the use of SMEs. SMEs are usually consulted for their depth of knowledge and experience of a particular subject area. They may be a key source of input data and are also often involved in assessing the R&V of a TTM. It is therefore necessary to assess the R&V of the SMEs themselves, primarily because they are introducing an additional element of subjectivity to the development process. This assessment should focus on their authenticity, considering the following factors:


· Their expertise should be based on relevant personal experience. 


· They should have a good reputation that is well-established in their domain of expertise, such as their academic community. 


· They should be highly recommended by credible sources and fellow experts in their domain(s). 


· They should have a good historical record of utilising their expertise to support the development or R&V assessment of these types of TTMs. 


· The information they provide should be generally consistent with other sources (e.g. empirical events and SMEs).


5.5
The Utilisation of Data


Influence Ops TTMs can involve the use of both quantitative and qualitative data. This raises a number of R&V issues as the utilisation of data is a subjective process and involves interpretation. The analysis of data will always be susceptible to personal bias, misinterpretation and cultural or social misunderstanding. It is therefore necessary to acknowledge uncertainty in both data and the analysis process, and to strive for objectivity in the utilisation of data as far as possible. 


· Data Sources. Data can be biased. If data are inappropriate or misleading then they can invalidate an analytical output. The background of input data should always be established and input data should ideally only be used if they are from a credible source. All input data should, where possible, have an audit trail.  Validation of data sources should include SMEs, who can function as a source of input data.  Guidance should be provided on preferred and recommended data. These should be re-evaluated on a regular, timely basis, to ensure continuing credibility and currency.  A less credible source of input data may be utilised provided that:


· The confidence required by the end user permits some degree of uncertainty.


· The risks of utilising the data have been evaluated.


· The outputs dependent on it are caveated accordingly.


· Data Interpretation. Once data have been obtained from credible sources, the nature of Influence Ops TTM means that some interpretation may be necessary before they can be utilised.  Where possible, a standardised format or template should be established to guide TTM users in utilising input data.  The template should detail the preferred approach for analysing and interpreting data, extracting information and forming conclusions. Data interpretations and resulting conclusions from one source should be compared with another for confidence and confirmation. Outputs from TTM used to analyse the same subject may be compared to check that each has interpreted the input data and subjects similarly. Where possible, interpretations should be reviewed by peers and SMEs to reduce the likelihood of personal prejudice and biased assumptions.  


· Data Management. An up-to-date record should be maintained of all data that are used by an Influence Ops TTM. This record should include an assessment of all the data sources, their background, quality, credibility and any perceived limits on their accuracy. It should also provide an audit trail, detailing how each item of input data was used. This will provide a permanent testament to the assessments of R&V of data that have been conducted.


5.6
Management of TTM Developers, Users and Use 


The development and use of Influence Ops TTMs must be managed appropriately. The R&V of TTMs depends significantly on the appropriateness of the people that develop and use them:


· TTMs developers should have a sufficient level of skill and expertise, which may include specialist knowledge in the subject area or previous experience in TTM development. 


· TTM users should have received a sufficient level of relevant training to ensure that they understand the stated purpose, how the TTM works, any theories that are incorporated, any standardised approach for data utilisation, and how the TTM fulfils its purpose. Standard requirements should be defined formalising the level of skill and amount of training considered necessary to use a TTM, including specific academic or professional qualifications, where appropriate. New and less-experienced TTM users should have a greater level of review and managerial oversight until they are independently capable of operating to standards consistent with other experienced users. 


Conditions of use. A TTM may also only be considered reliable and valid when used under specified conditions. These conditions should be established during the development process and adhered to consistently. They should include boundaries defining when a TTM should, and should not, be used and the parameters within which it has been evaluated as fit for purpose. These conditions should also, where possible, provide guidance on the risks associated with using a TTM outside of these boundaries (e.g. this guidance should include how to assess the risk, to allow an evaluation of the limitations of the TTM against the nature and urgency of the decision that the TTM is informing).


5.7
The Outcomes of Using a TTM


Influence Ops TTMs support MoD staff with planning and executing Influence Operations. The outcomes of using these TTMs vary depending on type (e.g. increased situational awareness or support for the planning of specific activities). All outcomes should be achieved in the context of an ongoing dialogue with the end users. This will keep them informed of the R&V of a TTM and allow them to evaluate the risks of its utilisation in support of decision-making. TTM fitness for the stated purpose is based on two key factors: process validity and outcome utility.


Process validity. The validity of an outcome partially depends on the overall R&V of the process through which it was achieved. Following the guidelines contained in this document will help ensure a TTM has process validity. 


Outcome utility. The validity of the outcome also depends on its utility to the end user. Influence Ops TTMs are useful if they pragmatically and constructively support a decision-maker with Influence Ops planning and execution. This means they should provide additional insight to a problem or subject area. The outcome should be achieved in an acceptable timeframe and if a specific analytical output is produced it should be delivered in a language that is clearly understood by the end user. In particular, using specific social scientific terminology or jargon should be avoided or explained in simple terms. It should be noted that utility should not be equated with convenience of use: an unreliable and invalid TTM should not be used to support decision-making just because it is easy to apply. The establishment of outcome utility is almost entirely dependent on receiving feedback from end users. Feedback should provide any compliments, constructive criticisms and recommendations, which will allow the TTM to be revised accordingly and help ensure it is refined until it can adequately fulfil its purpose.


6.0
SUMMARY


A structured and rigorous approach to R&V assessment is required to increase confidence in the TTMs used to support the planning and execution of Influence Ops intended to influence human and social behaviour. 


This approach is intended to complement existing MoD UK guidance on the V&V of Operational Analysis modelling capabilities.


All TTMs should be subject to R&V assessment by review. Those TTMs that produce specific analytical outputs should also be subject to additional testing in controlled test cases and by comparison with outputs from other similar tools and historical data, where feasible and appropriate.

The assessment process should address a number of key issues. They include: the intended purpose of the TTM; the R&V of individual constituent parts; the underpinning social science theories; the SMEs; the utilisation of data; the management of TTM developers, users and use; and the outcomes of use.


Practical procedures for review and assessment are contained within this document.


The results of the assessment process should be recorded in a log book. A recommended template is provided at Annex A. The log book is a key document enabling the end user to evaluate fitness for purpose and the risk of uncertainty against the urgency of their requirement for use of the TTM. The log book should be continually updated to incorporate any developments and amendments. 

7.0 References


[1] Guidelines for the Verification and Validation of Operational Analysis Modelling Capabilities, Director General (Scrutiny and Analysis), Dated Dec 2002
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Abstract


In an attempt to define a generic way to include human factors in a simulation of military operations HFM 128 suggested to break the causal chain between human factors as input and operational outcome into three components: a) human factors science based models to calculate state variables of the human, b) Performance Shaping Functions (PSF) to quantify the effect of states on individual performance and c) operational models that integrate individual performance into operational performance. For a significant number of human factors state variables have been suggested that serve the intended purpose: fairly unique variables that represent the human factors states they stand for and which are in a comprehensive way related to performance. Cognitive processes are more complex in this respect, although also for this class of human factors state variables may be found. The concept of PSF has been exploited already in published performance models and gains in relevancy by using the state variables. This approach weeds out much of the multiplicity that emerges from the numerous tasks and conditions that may be considered. A compact approach to operational performance involves both (sub) task performance and the quality of the operational plan. Operational performance is then measured in success rate and military cost factors involved. None of the modelling architectures on the market exploits the full range depicted here. They seem to focus on aspects such as cognition, operational embedding, task networking or detailed behaviours. Recommendations to NATO are given to develop this field in order to cover the full needs of operational modelling, to reuse knowledge and to improve on validation of simulations. 

1.0
Introduction


HFM128 reported on the feasibility of an approach to the inclusion of Human Behaviour Representation in constructive simulations (HFM 128, 2007). The key issue is that the worlds of operational analysis, human behaviour modelling and human factors sciences need to be connected to use constructive modelling as a tool for training or analysis in an operational setting. This would allow assessing the effect of a specific human factor on the individual performance, as well as on operational performance when teams work together towards a military aim. For definitions please consult Appendix 1.


Modelling is used to understand and quantify the impact of a large number of factors on the operational outcome. These factors may relate to the task, the environment, capability limitations, opponent, human factors and operational factors involved. By the large variation in conditions, empirical methods become infeasible. No one has the resources to systematically investigate the effects of these factors, in the grades in which they may apply and in the numerous interactions they may show. Models are in principle equally complex as the reality, but the understanding of the processes involved in the chain between actions of individuals and the eventual operational performance may help to comprehend the variability. It may also give a handle on tools to manage part of the chain. Figure 1 shows the breakdown of the chain as proposed by the HFM 128 Task Group. Their proposal is to define states that can be calculated or monitored. Each state is input to a tool that calculates a higher level state, until the military goal is arrived at. The performance model then consists of a number of tools (or constructions as meant in constructive modelling) that is assembled to fit the purpose.




Figure 1: Breaking down the performance chain by means of three model constructional elements. Dynamic states are in yellow, constructional elements in green.


At least three constructions must be discerned in a generic performance model:


· A science based construction that is producing floating stress levels, which are regarded as critical for human performance, taking traits, treatments and interactions into account


· A performance shaping function that relates critical stress levels to task performance


· A team performance construction that takes task performance, operational activities and the tactical planning into account to arrive at operational performance and the operational costs involved


The viability of the idea must be tested. Are there scientifically sound states associated with all human factors? Is there a way to estimate the impact of states on task performance? Are Performance Shaping Functions (PSF) generic enough to be reusable for other tasks? Can the operational performance be quantified in a complex environment with many entities and an opponent with a will of its own? We will show how we envision the application of the chain in Figure 1 to the core problem of the HFM202 Symposium: to find a generic way to combine human factors and understands their impact on military task performance.


2.0
Human states


2.1
State Variables

A human state is an in time varying parameter that is a representation of the cumulative effects of the environmental impact and task execution impacts on the human. A powerful example is body core temperature, which is the cumulative effect of weather, clothing and activity. In the ideal case a single parameter would express all the intended impacts and nothing else. In the ideal case the parameter would also be uniquely responsible for loss of performance. That is usually not so. An elevated body temperature sets sweating in action and after some time dehydration occurs, which may become a limiting parameter, independent of body temperature. Dehydration and body temperature are not independent. However, together they cover a wide range of conditions in terms of performance. An important aspect of a state is that it allows monitoring the load on a homeostatic system, which returns to the homeostasis if the load is relieved or by behaviour (drinking). This is the way many human processes are organised and which show the adaptation (set point corrections) that makes humans so adaptive to their environments.


Figure 2 shows the generic model of a state. The mission, involving activities, and the environment cause a certain stress level, which is input to the state. Stressors (properties of the operational environment or tasking that offset state variables from their neutral value) change the state in a dynamical way, and traits (characteristics of the entity that remain constant over the operation) affect the state in a static way. The activities are performed better or worse, depending on the state of the entity. The state itself has an impact on the way activities are performed, delivering the interaction with the environment. It is important to notice that stress is an input in this context and the state is the resulting strain. Stress is the instantaneous impact on the state; the state is the accumulated effect. A useful state variable is measurable, so that it can experimentally be verified.
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Figure 2: The HFM 128 philosophy approach to modelling operator behaviour. This approach assumes that the way activities are carried out depends on the state of the actor, resulting 
from his personal traits and stressors emerging from the activity itself. The state varies 
over time and the state variables are keys to the HF effect on performance.


State variables were found for a number of militarily relevant stressful processes. They are listed in Table 1. This table includes perceptual and physiological processes, but for task demand and threat. The concept of states seems to hold fairly well for this class a processes, but that may be different for cognitive processes, as explained in the next section.

Traits are characteristics that change only slowly or not at all, relative to the time scale of the simulation. Some traits are listed in Table 2, for individuals and for teams.


Table 1: Environmental stressors important for military simulations.


		Key environmental stressors:

		State variables



		Sleep deprivation

		Alertness



		Rapid time zone shift – circadian effects 

		Alertness



		Sustained physical demand

		Muscle glycogen, blood glucose



		Thermal effects (causing thermal strain, dehydration, discomfort) 

		Body temperature, dehydration



		Visual environment 

		Detection time, identification time



		Task demand - task load 

		Relative mental workload, error rate



		Occasional environmental stressors:

		



		Noise (continuous and impulse)

		Threshold elevation, intelligibility



		Vibration

		Numbness, local blood flow



		Hypoxia (Loss of oxygen in high flying fast jets & work at altitude)

		Blood oxygenation



		Acceleration: High G for fast jets; alternating G (Push-Pull) for all aircraft

		Brain blood pressure



		Vestibular effects

		Sickness



		Threat

		Anxiety





Table 2: Characteristics of individuals and groups important for military simulations.


		Personal characteristics:

		Collective characteristics:



		Training (both task and physical)

		Team training



		Experience (on task and with equipment)

		Experience (with teamwork)



		Age

		Team composition (Ad-hoc vs. established)



		Personality, coping style and culture

		Cohesion 



		General intelligence

		Leadership



		Anthropometry

		Culture and Organization



		Fear, Anxiety, Morale 

		Language





2.2 
States in Cognition

Cognition, emotion and social-cultural processes are different from physiological and perceptual processes in three ways: 1) it is far more difficult to define measurable parameters, 2) the outcomes are sometimes on a nominal scale, rather than ordinal or rational and 3) cognition involves creative steps. This is most visible in decision making, where there is a discrete choice between response options that must be generated. The consequence is that architectures for cognitive modelling are completely different from physiology based models. It is thus also hard to propose a generic approach to performance modelling, facilitating the inclusion of various human factors in an integrated way. 


Rather than relying on the confusing literature on the concept of Situation Awareness, HFM 143 discussed the scientific based cognitive processes, of which a summary is given in Figure 3. Although the processes are represented in an orderly way, the sequence of thoughts is usually less straightforward than depicted. Frequently jumps are made backwards when something must be verified or tried again. Also, an implicit, non-conscious evaluation is running parallel to this scheme. If the outcomes of the explicit and implicit processes do not match it is difficult to make a decision and likely the explicit process is reviewed to see how it can be bended to make the match. Bending the implicit process is not really possible and some researchers believe that decisions are always made implicitly (Wegner and Wheatley, 1999). Recently, Baumeister and Masicampo (2010) fired up this discussion in a well received paper, stating that behaviour is controlled by unconscious processes and that conscious cognition is at best an adviser that can be put aside. The debate also received new interest from NATO with respect to the role of emotions in decision making (HFM 209). The scientific literature on this topic is developing (see for instance Leone et al, 2005). 



Figure 3: Mapping cognitive concepts and processes on a decision making process. 
The stages of Situation Awareness: information state (beliefs and confidence), understanding (sense making) and projection of future events (reasoning on response options) may be recognised and are the consequences of lower level cognitive processes. Typical error 
types are involved (marked in red). Concepts in blue qualify for state variables.


Decision strategies determine how the scheme is operated. For fast or effortless decisions reasoning is too cumbersome and is skipped. Instead more simple strategies are used, like relying on past experience RPDM, Klein, 1998), satisfying minimal criteria (good enough), or taking short cuts (programmed behaviour). Bratman (1999) argued in his Belief, Desire, and Intention model that efforts for decision making and execution of the decision are balanced. Effortful decision making may involve the recognition and subsequent acquisition of missing information, which indeed may take long. The evaluation is an expectation value based on all factors involved (Multi-attribute models, Sheppard et al, 1988).


Can cognition be handled as a state, similar to the stressors in Table 1? The three characteristic differences mentioned at the beginning of this section tell us that the analogy is not perfect. This is not a typical feedback control system that returns to the homeostasis. Most variables in Figure 3 tend to be stochastic and to involve discrete states, which have no order. There can not be a stress level associated with the nature of the state. However, confidence and judgment seem to be different as they evaluate the other states and rank them in order of likelihood and desirability. Confidence is interpreted here as the trust in the correctness of the hypothesis that is developed on the situation and judgment is the evaluation of a response option in terms of potential success rate to achieve the task or goal. Confidence and judgment thus would be the drivers of the cognitive process, while other mechanisms deliver the content (knowledge, beliefs, perception, sense making, reasoning and creation of response options). Confidence and judgment may qualify as state variables of the cognitive process, as satisfactory values indicate a near decision. The other variables are processes, processing content, and are unrelated to the progress of the decision making.


Frequently, researchers resort to higher order concepts to qualify cognitive states, in particular the concept of Situation Awareness. This is necessarily vaguer and less quantitative than the scientific concepts in Figure 3 and refers more to the active processes than to a state. In the discussions of HFM 128 an even broader concept was handled: the perceived world as compared to the real world. This concept was feasible to understand the impact of cognitive processes, but only in a conceptual way. It shows the desired properties of a state, but is in a concrete case too global to be useful. 


Confidence and judgment may be the states monitoring the success of the cognitive process. The capacity of the brain to carry out all steps has several bottlenecks that may cause overload, error and stagnation if the brain activity increases. This is generally referred to as workload and was included in Table 1. 


3.0
Task performance


3.1
Modifiers


The generic concept of a modifier in model context is a factor that affects performance. If we take as an example a soldier carrying out a patrol task, he will need a certain time to complete a round, depending on numerous environmental parameters. Now, the environment changes and CBRN threat urges him to wear protective clothing. The CBRN suit will moderate his performance and to learn how, we could do a comparative experiment. Probably the experiment would include the typical ensembles worn at different alert states. Next, the temperature rises and would make another performance modifier, that also needs evaluation. Moreover, CBRN ensemble and temperature are not independent. The temperature limit comes down when a high level of protection is applied. The temperature experiment thus needs to be repeated with and without the various CBRN ensembles. This approach is depicted in Figure 4, left frame.


If the soldier is tasked with another task, the whole experimental series must be repeated. As there are also many other performance modifiers, the experimental program will soon become infeasible. Apparently, we need means to use the knowledge of one task for another, and to use the knowledge on climate and clothing to deduce the modifying effect of other climates and ensembles. This is done exploiting the states we discussed. If we would have a model that predicts the state, depending on task, clothing and climate, we could use the state as a criterion to predict task performance. The performance prediction is done by the Performance Shaping Function (PSF), depicted in Figure 4, right frame. The appropriate states in this example would be body core temperature and dehydration. By using the intermediate step of states, the complexity of performance prediction is reduced to two types of modules, a human factors science based model predicting the state and a PSF, depending on the state. The character of the PSF will be discussed below.
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Figure 4: Task execution leads to performance.


In the left frame the environment has a modifying effect on performance, which is 
heuristically established. In the right frame, the modifying effect is made explicit 
through states and Performance Shaping Functions. The latter functions 
are based on relationships between states and performance.


3.2
The Use of States and Resources in PSF


States are a deviation of a state variable from the neutral value and usually at some level of deviation the tolerance limit is reached. The end of voluntary tolerance indicates that the underlying function is maximally loaded or can sustain no longer. Consequently, states are indicative for continuation of a task. The simplest PSF thus looks at the states that are involved in the task and as soon as one state is at the limit, the task will no longer be performed at maximal performance. This type of PSF is already very useful, in all its simplicity. But the mechanism does not answer questions like at which lower performance level the task could be continued and how several tasks could be performed simultaneously. More detailed considerations are needed and can be found in the concept of resources. Every human function has a certain capacity, which can be used for several tasks at a time. As long as the capacity is not exceeded that particular function is not restrictive for the tasks. 


Figure 5 shows how this could take effect in a model. As explained previously, the actual resources are assumed to depend on the traits (controlling the basic resources) and the states (adding dynamics to the resource). This needs to be compared to the task demands as explained above (required resource). The simplest expression for resource use would be to calculate the percentage of a particular resource that is required for a task, based on a linear, weighted sum of the resources used, and if the total demand exceeds availability, there will be some decrement. Alternatively, complex matrices have been developed to guide a modeller through the assessment of ‘within task demand’, ‘between task demands’, all depending on the nature of the resource. It is not unusual to discern perceptual, attentional, cognitive, gross motor, fine motor functions, etc. (e.g., see Wickens’ Multiple Resource Theory implemented in IMPRINT (ARL, 2005)). It is not difficult to see that the linear model is deficient. When a man walks but cannot see, his performance will not drop a little, but will drop considerably, despite the fact that vision may be estimated as a minor required resource. A multiplicative model might be more realistic: performance is the multiplication of relative availabilities. Even better would be a model that knows to handle minimum and maximum requirements. The “amount” of cognition required to walk is limited but still essential since cognition is required to know where to go. Thus, a more advanced model would consider that the performance is multiplicative for all resources involved but with respective thresholds above which no further improvement may be expected.
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Figure 5: Task performance is moderated by resource demand and availability.


A task requires resources, which may be met by the actually available resources. If so, the performance is not affected, despite the reduction of the initial resources by the current state. However, if the actual resource is less than required, performance will likely deteriorate. The Performance algorithm integrates the performance effects of the various resources involved.


3.3
Lack of Resources

One approach to resolving the resource limitation question is to make reasoned judgments about the kinds of resources available, the “amount” required by a task (i.e., task demand), and the consequence when insufficient resources are available. This is demonstrated in Figure . For example, if insufficient resources are available when a task needs to be performed, the task may be (a) performed less accurately due to perception or decision making errors; (b) performed more slowly, which adds time to the overall performance; (c) omitted, which, depending on its criticality, could be an error; or (d) delayed and performed at a later time. Or the task could be given to another human or to some automated system function. 


If the capacity is exceeded by a combination of tasks, the state variable is at its maximum and the capacity will be shared over tasks is a way which may depend on priority or another strategy. Some tasks may be carried out simultaneously (e.g., parallel branches in a task network representation). However, for other types of tasks, the “calculation” of whether sufficient resources remain is more difficult. Various workload approaches exist to determine how task execution unfolds if resources are “short.”


Cognitive capacity is a commonly shared resource. The question of parallel versus serial information processing in humans is an on-going debate in the literature. This debate is embodied in different cognitive architectures, for example, with EPIC arguing for no limit on central (cognitive) processing resources and ACT-R arguing for completely serial processes. Thus, a full implementation of performance moderation that links traits, states, and the environment at a fine-grained physiological and cognitive level to ultimate system performance is the goal; however, the full set of research findings to model this definitively does not exist. 


Although Figure 6 does not highlight the fact that resources are not independent, of course these interdependencies should be considered. For some motor tasks, conflicts are straightforward. Tasks such as typing and playing the piano are incompatible. A task may require several resources and the actual use of resources is often higher because of interactions between resources. For example, when gross motor action is required for a task, the resource for fine motor action is reduced in a sort of parasitic way such that fine motor action is effectively disabled. An analysis of resource interactions shows that many of these interactions are asymmetrical: one hampers the other but not the reverse. Gross motor actions affect fine motor actions, perception, and cognition (for instance, particularly for high work rates and imminent exhaustion). The use of cognitive or perceptual capabilities may seem to have little effect on motor resources such as moving the whole body while walking; however, if the person is looking down at a hand-held device while walking, even the minimal perception required for walking is fully used by the other task of looking at the hand-held device. Likewise, using perceptual and cognitive resources to talk on a cell phone while driving appears to have a significant impact on attention but it may also have a significant effect on the fine motor resources required to control an automobile.


3.4
Behaviour


Although we discussed task performance, this does not really tell us what happens in reality. Tasks are performed by selecting behaviour, not by combining incidental activities. The behaviour is critical, as it is recognised as purposeful (reveals intent). Behaviour also controls the stress. Usually a certain behaviour is associated with the task and alternative behaviours could stem from attempts to counteract the effects of stress (e.g., working less due to exhaustion, moving swiftly or ducking under enemy threat, falling asleep when sleep deprived, etc.) or from reactions to events in the environment (e.g., focusing attention to the location of an adversary, fascination for a partial problem), from the consequences of carrying out ordered tasks that contain incompatible subtasks (e.g., stopping moving to aim accurately, interrupting reasoning to talk to someone), or from individual preferences. Control over behaviour consists in the first place of selection of a particular behaviour from a limited set, defined by the tasks and the alternative behaviours. One particular challenge in task execution is the implementation of behaviour strategy. Even within tactically correct task execution, there is variability in the precise strategy employed. How would the behaviour be chosen from this possible set?


A first cut at determining which task to select is often to ask military subject matter experts (SMEs). This is often a good starting point, but it must be acknowledged that even SME judgment is limited when it comes to making estimates that can adequately populate a distribution, when new technologies or equipment are being modelled, or when millisecond-level cognitive tasks are involved. Thus, various scientific theories can be brought to bear. For example, in reinforcement learning theory, behaviour is optimized by finding strategies that balance drivers with goals where rewards for desired behaviour are balanced with the costs. The cost will be minimized to just match the rewards and since the costs include various factors (discomfort, pain, exhaustion, fear, etc.) there is also room for avoiding certain cost factors. This view on behaviour implements in a relatively straightforward way factors such as training, hardening and experience (reduction of perceived costs) as well as positive and negative motivation (manipulation of rewards by praise and punishment). Another theory proposed by Selfridge (1959) and generalized by Jackson (1987) is the concept of a Pandemonium in which “demons” are fighting for attention, each trying to “solve” the problem at hand. Dynamic behaviour is then the subsequent handling of priorities, fed by stress and task demons. A simple and task-independent algorithm would satisfy the demon that shrieks loudest, requesting a certain behaviour. Note, the COGNET architecture (Zachary, Ryder & Hicinbothom, 1998) grew from this Pandemonium notion. 


At some level, the “screaming demons” could be conceptualized as the sort of level of activation notion at the heart of ACT-R (Anderson & Lebiere, 1998) such that the most active item in memory is selected for execution. This implementation is based on decades of psychological literature on learning, memory, and attention and happens within the framework of goal orientation (i.e., the idea that human behaviour is predominantly goal-directed and that a task is selected that helps to meet the current goal). 
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Figure 6: Scheme for implementing Human Behaviour Representation in operational studies.


Cognition interacts with the physiological human representation and the physical, operational representation of the environment. Behaviour is driven by decisions, trying to make the perceived world match the desired world. Behaviour is also driven by internal urges, 
stemming from stressors, however. Behaviour affects the operational effect that is achieved, lifting it to the level of the problem context, in reality a battle of the will, if not a fight.


Whatever the theoretical foundation, the model must keep track of the factors that will guide the selection from among alternative behaviours and must select one for execution at the required points. In Figure 6 one concept of a dynamic task network is illustrated. The tasking comes from the mission context, with a presumed, default starting order of task execution. The priority ultimately associated with a task depends on external environmental factors and internal HF (such as traits, perceived cost and benefits, history of goal activation, etc.). Alternative goals as moderated by the state of the human may be considered according to the theory or approach being used for decision making.


4.0
Operational performance


The question “What is operational performance?” is of key importance in group tasks. As a concept, operational performance seems to be an ordinal measure of performance that can be compared between operations, maybe done with different equipment, different methods, or different training. No such unique measure exists. In the effects based context, the only success factor is achieving the operational aim. Military exercises are evaluated by judges and they typically state their evaluation in terms such as “It took longer than usual to execute the exercise, but it was completed before dawn and there was no loss of aim.”  This statement clarifies that the operation succeeded because the aim was met, despite taking longer than usual, but inference is that the duration was still acceptable. The aim may have been specified in more detail regarding quantity (number of weapons confiscated), quality (suspects missed at the road block), or level (rank of officer arrested in a humanitarian crime case). An operation to collect weapons may be successful if the specified number of weapons has been turned in, but only modern rifles are counted and only those in functional condition. There are just two outcomes of an operation: succeed or fail. 


Both success and failure are associated with costs, such as how long it took, personnel requirement, the losses expressed in blue, green and red casualties, damage done, resources used, readiness after the action and others. If the entity has no other tasks than the one just completed, it is difficult to say what the actual cost of these losses is. Damage will be repaired, casualties treated, and readiness restored. However, if the follow-up plans involve deployment of materiel that is still damaged, if the entity is weakened by casualties and still tired, if ammunition is not replenished, the losses may prevent successful further action. It is the mission (the aim at two levels higher echelon) that determines the actual cost, ranging from little for a forgiving mission to high for a critical mission. 


Consequently, in a simulation, operational performance cannot be defined without involving the higher levels in the scenario. In order to avoid excessive complexity when assessing performance at a level, the aims of the higher levels are specified and fixed such that the scenario does not accept dynamics above a certain level. This may seem so common in training or modelling that it may not even be noticed any more, but is not obvious in real operations. Stepping up immediately to high levels (calling for air support, political influence on field decisions) is becoming more common because of the availability of information in current tactics. 


For the definition of metrics see Appendix 1. 


Figure 7 helps to clarify operational performance in an effect based operation (EBO). This context has become relevant when it was understood that the way the operation would be carried out could best be decided by the team or unit on site, who had the best information. The team was made responsible for the creation and evaluation of response options, as long as it would lead to the operational aim. It even received more weight when patrols in Iraq and Afghanistan had to response to military and civil complex situations, while reach back to the compound was flawed. Thus the plan for the course of action and its execution is made by the same unit. Figure 8 highlights that a plan is associated with an expectation of its effect and that the real outcome may be different. If so, good information is obtained to adjust the plan until it delivers the intended effect.  That would lead to operational success. The cognitive process thus forms an integrated part of a supervised operation. In particular, this scheme shows that a flawed plan that is carried out impeccably may result in disaster and that a perfect, but non-forgiving plan that is carried out deficiently too. Individual performance and operational performance are thus loosely related.  



[image: image5]

Figure 7: Goal directed behaviour.


In effects based modelling the operational performance is related to the intended effect (part of the mission). The execution may have involved costs. If the expectation is not matching 
the real effect, the analysis is adjusted though the feedback loop, while learning by 
doing. The intended effect sets the target for the operational performance.


5.0
Modelling architectures


5.1
Generic Model Emerging from the HFM-128 Study

The backbone for a HF architecture in the EBO context included the three steps of Figure 1. The operation to be modelled takes place in an analysis environment, defining the units, opponents, intents, tasks, terrain, climate, means, condition of the units, etc. In many high level scenarios there is little specification of conditioning of human factors and the term analysis environment expresses that this is given appropriately.  In the Human Behaviour Model both the plan and the execution is made dependent on the human states and alternative behaviours, which results in MoP’s. The EBO model describes how the individuals and small teams are integrated to deliver operational performance, resulting in MoE’s and cost factors. A conceptual representation of how the human model fits into the overall simulation architecture is shown in Figure 8.
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Figure 8: Synthesized model including HF in operational performance. This model is 
an aggregation of several previous figures to show the interactions of HBR modelling 
with the analysis environment for Effects Based Operations. 

5.2
Available Architectures

A number of architectures are available, either as scientific tools or as a commercial product. None of these encompass the full range of modelling capacity as suggested in this paper. These architectures (see Appendix 2) have been developed for different purposes and show a variety of capabilities in the human factors, performance and operational domains. HFM 128 attempted to classify some of these architectures, to highlight the differences. The method used was to let expert users judge on the pair wise differences between sixteen chosen architectures. The specialists mentioned the following aspects as leading in their comparisons:


· Level of representation of behavior (e.g., cognitive architecture versus task network model versus scripted entity behaviors versus AI solution).


· Psychological fidelity and degree of human plausibility.


· Application area, typical use, and target market.


· Focus on cognition, perception, or behavior.


· Visualization.


· Model concepts.  


The results were subjected to a Multidimensional scaling (MDS) analysis, revealing the two principal components shown in Figure 9. The architectures seem to fall apart into four clusters, one in each quadrant of the Euclidean space as shown in Figure 9. 

[image: image7.png]Dimension 2

Derived Stimulus Configuration

Euclidean distance model

154
MicroSainto
o
4 IMPRINT ©
10 IPME
Alimplanto
o
054 DiGuy.
MIDAS
00 Vtores ]
STRIVE
ModSAF Cognet
051 onesaF © ®
FLAMES OEPIC
o o
ol Brahms o © “ACTR
20 8 0 08 00 05 10 15

Dimension 1







Figure 9: Factor analysis on perceived difference between modelling architectures.

The cluster in the lower left quadrant contains commercial Computer Generated Forces or scenario generation tools. The cluster in the lower right quadrant contains architectures often labeled as cognitive architectures. The upper right quadrant contains the task network architectures (although two contain micro-models of cognitive performance). The upper left quadrant contains two architectures that seem to focus on visualization of behavior or advanced digital mannequins. This indicates that even though all the 16 architectures compared here are used to model human behavior, they show rather different approaches and views upon how human behavior and cognition are represented. The different clusters also represent clearly different application areas where human behavior representation of some form is used.


Given that no modelers were expected to have extensive knowledge of all architectures, Figure 9 should not be analyzed at any finer level of detail than what has been provided above. It should be noted that for FLAMES, AI Implant, Brahms, DI Guy and STRIVE, the mean familiarity ratings were much lower than for ACT-R, IMPRINT, IPME, Soar and MicroSaint. 


The two principal components in Figure 9 are not easy to interpret. Dimension 1 seems to distinguish between operational orientation (left) versus cognitive orientation (right). The meaning of dimension 2 is less clear but could be task orientation (top) versus human plausibility (bottom), at least for the two quadrants to the right. 


The most significant feature in Figure 9, however, is the clustering itself. Apparently, schools of models exist that are not well integrated. Alternatively, the judges may have been familiar with their own school and perceive the distance with the other schools as large, implicitly making the same point. This could be seen as an underlining of the desire of HFM 128 to bring several stakeholders in modeling together.


6.0
Recommendations from HFM 128 to NATO and the scientific community


A key recommendation is to represent human states by explicit variables that affect performance in a transparent way. 


The operational military modelling community may better incorporate advances from HF and cognitive science into Human Behaviour Representations (HBRs) for constructive simulation.


Special considerations are necessary when aggregated units are used as entities in a constructive simulation. Teams and larger units have additional HF properties that do not exist at the individual level. It is recommended that the simulation be scaled by aggregating elements where necessary and incorporating the associated HF appropriate to that aggregation.


Weaknesses in HF knowledge are revealed by the demands of the latest international operations. The effects of soldier behaviour on the attitude of the local population is receiving increasing interest in the field, but the scientific knowledge in this field is still fragmented and has not reached a useful level of modelling. Advancements in this respect are encouraged.

Effects based operations have a profound impact on the way an operational problem is solved and consequently also on the requirements placed on simulation models. It is recommended that Effects Based Operations modelling exploits increased representation of cognition, in which coordinated units have their own representation of cognitive processes that capture assessment, judgment, and decision making. The choices allow for variable behaviour. 


Concrete guidance regarding integrated HF modelling is provided. These are synthesized in an overall scheme and a 19-step process to guide practitioners and analysts through an HF reinforced study case, called good practice. Many steps in the procedure are not a new insight, but violated in practice. 


The validation of models remains a concern. Substantial funding should be allocated for this stage of the development, particularly if data must be collected. It is important that the integrated model be tested with use cases to ensure validity, and we strongly recommend describing the validation method used when presenting the simulation results so that the audience can make an informed judgment about the suitability of the conclusions.


References


Anderson, J. R. & Lebiere, C. (1998). The atomic components of thought.


ARL (2005). Improved Performance Research Integration Tool (IMPRINT): User’s Guide Version 7 Aberdeen, MD: US Army Research Laboratory, Human Research and Engineering Directorate.


Baumeister, R. F., & Masicampo, E. J. (2010). Conscious thought is for facilitating social and cultural interactions: How simulations serve the animal-culture interface. Psychological Review, July 2010.


Bratman, M. E. (1999). Intention, Plans, and Practical Reason. CSLI Publications. ISBN 1-57586-192-5

Klein, G.A. (1998). Sources of Power: How People Make Decisions, MIT Press, Cambridge, Mass, pp. 1-30.


HFM 128 (2007). Human Behaviour Representation in Constructive Modelling. RTO-TR-HFM-128 AC/323(HFM-128)TP/250. Web publication on NATO website.


HFM 143 (2007). Human Behaviour Representation in Constructive Modelling, Toronto, RTO-MP-HFM-143 AC/323(HFM-143)TP/285, Web publication on NATO website.


HFM 209 (2010). Task group to study ‘Emotions and attitudes in constructive behaviour modelling’. 


Jackson, J. V. (1987). Idea for a mind. ACM SIGART Bulletin, 101, 23 - 26.


Leone, L., M. Perugini, and R.P. Bagozzi (2005). Emotions and decision making: Regulatory focus moderates the influence of anticipated emotions on action evaluations. Cognition and Emotion 
Volume 19, Issue 8, Pages 1175-1198. 


Selfridge, O. G. (1959). Pandemonium: A Paradigm for Learning. Paper presented at the Proceedings of Symposium on the Mechanization of Thought processes.


Sheppard, B.H., J. Hartwick and P.R. Warshaw (1988). The theory of reasoned action: a meta-analysis of past research with recommendations for modifications and future research. J Cons Res, Dec 88, 325-342.


Wegner, D.M. and T. Wheatley (1999). Apparent mental causation: Sources of the experience of will. American Psychologist 54 (7), 480-492.


Zachary, W.,  Ryder, J. M. & Hicinbothom, J. H. (1998). Cognitive task analysis and modelling of decision making in complex environments. In J. A. Cannon-Bowers & E. Salas (Eds.), Making Decisions under Stress: Implications for Individual and Team Training (pp. 315-344). Washington, DC: American Psychological Association.


Appendices


Appendix 1. Definitions


Table A1.1: Definitions in the operational context.

		Model Element

		Character

		Input 

		Output 



		Human Resource

		Human competencies used for performing tasks

		Specified in the HF literature. May be moderated by training, instrumental leveraging or environment.

		Moderated human resources



		Task

		A familiar, basic or aggregate operational activity performed by an entity 

		Is generated by the plan, quantifying the task

		The use of human and operational resources must be specified and the progress towards completion



		State variable

		A human internal parameter that is representative for the state of an HF subsystem

		Human perceptual, mental or physiological processes as well as human traits

		The values feed into PSFs. States may reduce available human resources.



		PSF

		Operation independent function describing the way a task is done given the development of particular states of the entity in the course of time

		The task determines which PSFs are stimulated and how strong the stimulation is. PSFs may take states as input, but sometimes predicts performance without intervention of states.

		PSFs produce quantitative task performance



		Task performance

		Quality of task execution related to best possible task execution

		PSFs or given by the operational context as traits (training, fear, morale, etc.)

		Relative achievement. Time and other cost factors are passed to the assessment of operational performance



		Effect

		Function describing the operational consequences of the combined tasks of the entities involved

		Task performance, in the framework of the plan.

		The effect created by the combined tasks and the combined cost



		Operational performance

		Function comparing the achieved effects to the intent

		The achieved effects and the intent

		Success or failure of the intent and the cost in the perspective of further actions as required by the mission





Appendix 2: Modelling architectures


References for modelling architectures

· ACT-R

act-r.psy.cmu.edu


· AI-Implant

www.biographictech.com


· Brahms

www.agentisolutions.com


· COGNET/iGEN
www.chisystems.com


· DI-Guy

www.bostondynamics.com


· EPIC

www.umich.edu/~bcalab/epic.html


· FLAMES

www.ternion.com


· IMPRINT 

www.arl.army.mil/ARL-Directorates/HRED/imb/imprint/Imprint7.htm


· IPME

www.maad.com/MaadWeb/products/prodma.htm


· Micro Saint

www.maad.com/MaadWeb/products/prodma.htm


· MIDAS

human-factors.arc.nasa.gov/dev/www-midas


· ModSAF

homepage no longer available


· OneSAF 

www.onesaf.net


· Soar

sitemaker.umich.edu/soar/home


· Strive

www.cae.com


Table A2.1: Motor sub models in Integrative Architectures.

		Architecture

		Motor Sub models



		ACT-R

		Motor processors: manual, vocal, oculomotor



		COGNET

		Abstract, with provision for user-defined models



		EPIC

		Motor processors: manual, vocal, oculomotor



		HOS

		Eye, hand, trunk, foot, etc. micro-models



		Micro Saint-based tools

		Times and accuracies, plus micro-models



		MIDAS (and redesigned)

		Jack-animated mannequin



		Neural network based tools

		Sensor/motor integration, oculomotor



		OMAR

		Default effector models



		SAMPLE

		Time-delayed procedural actions



		Soar

		Motor processors: manual, vocal, oculomotor
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Training and Analysis of Human Behaviors and Soft Factors using Constructive Simulation with Real Time Strategy 
Gaming Technology

Constructive simulations are used more today than ever to research, analyze, and train Warfighters using higher fidelity models of human behaviors and soft factors.  The integration of these complex behaviors across the various United States (U.S.) Army Modeling and Simulation (M&S) domains creates an unusually cumbersome user interface for these constructive simulations.  The One Semi-Automated Forces (OneSAF) is a composable, next generation computer generated forces (CGF) that can represent a full range of operations, systems, and control processes with a variable levels of fidelity that supports all U.S. Army M&S domains.  Incorporating all of the needed functionality from these various domains into a single human graphical interface resulted in a “one size fits no-one” paradigm.  An effort was conducted by the program to find a more optimal and intuitive way of displaying information to the user.  An initial evaluation concluded that Real Time Strategy gaming interfaces addressed the key concern of an intuitive structure that could be easily used by the operators of the various domains with limited training.  This investigation led to the development of an alternative user interface for the OneSAF simulation engine, called Ares.  This report will address the current technology; human factors design considerations, operation, and future development of the Ares Graphical User Interface (GUI).


1.0
Introduction


The United States is engaged in a long war against terror which has changed how the U.S. Army M&S domains simulate real world environments that represent the cultural and behavioral problems that Warfighters encounter on a daily basis.  Constructive simulations in particular, have evolved from representing conventional force-on-force conflicts, to an environment in which cultural and behavioral aspects of individuals often produce the vital information on which a commander can base their crucial decisions against.  The advancement in simulation research and technology has allowed us to build behavior and cultural representations into complex scenarios that are being used today to train our Warfighters with the knowledge, skills, and experience to handle everything from humanitarian assistance to counter insurgency operations.  Also, more than ever, the U.S. Army is relying on cost effective solutions to training that can provide an enhanced training experience, as well as reduce duplication and lower the total life cycle cost of multiple simulations that provide a redundancy in training value.


OneSAF is the US Army's next generation, entity-level constructive simulation that is answering the M&S training need of providing a complex environment capable of modeling human behaviors across all of the M&S domains, thus reducing the amount of constructive simulations needed to be sustained throughout their lifetime.  One of the challenges of having a single entity level constructive simulation supporting so many various users, is providing a user interface which can provide the needed functionality in a way in which it is easy to interpret, understand, and use.  This is no easy task, due to the diversity of the OneSAF user community.  The US Army M&S domain users range from the operational to the engineering/analysis sides of the spectrum, and an interface which fits one community perfectly, will more than likely make another group of users throw their hands up in frustration.  To understand this challenge, it is important to understand the OneSAF Program, and to know the missions of the organizations that make up the US Army's M&S domains.


2.0
The ONESAF entitly level simulation


OneSAF has a very unique mission as compared to most acquisitions undertaken by the Department of Defense (DoD).  Usually, an official acquisition is the result of an identified capability deficiency that cannot be filled by current systems; therefore the DoD develops and deploys this capability to the Warfighers.  In the case of OneSAF, the mission need statement aimed at reducing the US Army's life cycle M&S costs.  Various studies in the area showed that developing a single entity level constructive simulation to be used by the entire M&S community would drastically reduce total life cycle ownership costs.  The programs’ requirements were to replace the legacy entity based simulations that were in use.  OneSAF was officially released as version 1.0 on Sept 29, 2006 with subsequent releases on an annual basis.


OneSAF is a government owned, open-source, composable simulation toolkit that includes computer-based simulation pre-exercise, exercise, exercise execution, and post-exercise tools.  It has the capability of modeling up to a Brigade (BDE), and contains semi-automated behaviors for the echelons of Company (Co) and below.  Additionally, a full complement of entities (individual combatants, tanks, rotary and fixed-wings aircraft, etc), semi-automated units (teams, squads, platoons, and companies) and behaviors are included along with tools allowing the user to develop their own unique entities, units and provides the ability to modify existing behaviors.  OneSAF gives an operator the ability to run an exercise from the initial planning and scenario generation, thru execution, and to the final After Action Review (AAR) of the exercise.  One of the strengths of OneSAF is its ability to model urban operations that focus on the Contemporary Operating Environment (COE), and its ability to model complex human behaviors and soft factors.


OneSAF Capability enhancements are continuously being developed and integrated into the OneSAF baseline which results in yearly version releases.  OneSAF has been fielded to multiple US Army users within the three U.S. Army M&S domains as well as other DoD agencies, along with industry, Foreign Military Sales (FMS), and academic locations.


3.0
M&S Domains that utilize onesaf


3.1
Advanced Concepts and Requirements (ACR) Domain


The ACR domain uses OneSAF to conduct experiments that investigate new concepts and advanced technologies.  The products of these experiments help to develop operational requirements in doctrine, training, leader development, force design, materiel and soldiers which will better prepare the Army for future operations.  The ACR also uses OneSAF to evaluate the impact of horizontal technology integration through simulation and experimentation.  To the ACR domain, a user interface would need to allow them to easily change data tables associated with existing entities, add new entities and units, execute multiple runs faster than real time, and collect the data from the simulation in support their essential elements of analysis.  


3.2
Research, Development and Acquisition (RDA) Domain


The RDA domain uses OneSAF to investigate the design, development, and acquisition of weapons systems and equipment, conduct basic research, and evaluate system prototypes.  The M&S in the RDA domain is used for scientific inquiry to discover or revise facts and theories of phenomena, followed by transformation of these discoveries into physical representations.  The RDA domain needs a user interface which would be flexible enough to allow the augmentation of data parameters, implement attributes of high fidelity models, seed certain values to eliminate variables, and collect data that supports their theories.


3.3
Training, Exercises and Military Operations (TEMO) Domain


The TEMO domain uses OneSAF in training events that includes individual, collective, combined arms, joint, and/or combined forces exercises.  The mission of the TEMO domain includes rehearsals and evaluations of all phases of war plans.  The analysis conducted during the rehearsals or evaluation validates the plan as best as the simulation environment will allow.  The TEMO domain needs a user interface that is intuitive for its operators.  Many of the interface capabilities required by the RDA and ACR domains are rarely needed for the TEMO operators.  The interface needs to be easy to train, resemble the Army Doctrine which the soldiers are familiar with, and be “hardened” to the point where an operator cannot interfere with the stability of the system by accessing a function which does not pertain to their role.


4.0
Onesaf interfaces


Until the release of version 3.0, the OneSAF baseline contained only one user interface, the Management Control Tool (MCT).  Even though the interface was reviewed by Human Factor experts in the past (10 years ago to be exact), it was becoming difficult to present all of OneSAF’s capabilities onto on single usable user interface.  In many cases, it seemed as if a software developer needed to add some new capability to the user interface, so they created a radio button or a drop down box by means similar to throwing a dart at a dartboard.  While certain users had no trouble at all with using the MCT to obtain their desired outcome, others were frustrated with things such as the amount of steps that were involved in implementing behaviors, or the amount of fields that required user input to task a unit to move in a particular formation.  The need was quickly realized for an alternative interface, or a way to compontize the user interface that provided operators with the proper hooks to implement an interface that would better suit their needs.


4.1
Management Control Tool (MCT)


The MCT is OneSAF's primary tool for creating and executing a simulation scenario.  Those familiar with constructive simulations will find its appearance to be very familiar.  It uses Sun Microsystems' Java Foundation Classes Swing, which is an application programming interface (API) for providing a GUI for Java programs.  The interface provides the basic scenario planning functions which enables an operator to create, edit, and run a simulation scenario.  It also provided controls that allow an operator to initialize, run, and stop the simulation.  The MCT (Figure 1) is made up of four distinct windows that allow you to build task organizations, apply control measures, script a scenario with assigned behaviors and tasks, and run the simulation.
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Figure 1: OneSAF MCT.

4.1.1
Plan View Display (PVD) Window


The PVD is a classic 2 Dimensional view of the terrain.  It provides a visualization of entities, terrain features, graphic control measures, and the status of entities.  Many operators would claim that this is the single most important component in the user interface where they want to instantly visualize their forces, objects, and updated status.  A classic complaint by operators about the PVD is the size.  Even though half of the screen is utilized by the PVD by default, operators still want a larger, clutter free terrain box.


4.1.2
Mission Editor Window


The Mission Editor Window is an execution matrix, where the units in the Task Organization window are assigned tasks to perform.  This allows an operator to script the execution of behaviors on a per entity or unit basis.  Behaviors execute at specified times or upon the triggering of certain events (such as the crossing of a certain phase line graphical control measure).  For the ACR and RDA domains, this is an essential capability that allows them to configure multiple, scripted repetitions of a particular scenario.  The TEMO domain, however, prefers not to use scripting, but instead manually control the actions associated with the entities and units.  


4.1.3
Status Window


The Status Window is used to determine scenario outcomes and change properties of units and objects on the map.  Depending on the entity in which the status is acquired, this window can return so many attributes, that don't even fit on the default form.  For the ACR and RDA domains, this may be needed in order for them to analyze and collect data on certain parameters.  For other operators, this is viewed as entirely too much information, because they only care about a few of the parameters, such as health and fuel.


4.1.4
Task Organization Window


The Task Organization Window is used to add and delete entities and units to a simulation. It automatically defaults to two sides: Coalition and Insurgents, but it can be modified to accommodate as many sides as needed.  As in many other constructive simulations, this is shown in a hierarchical tree.  While this allows for ease in selecting entities and units for small scenarios, it can become cumbersome when the scenario contains several thousand entities.  While certain users may find the MCT useful, others find the interface very inadequate.  Many operators do not want to be presented with the buttons, menu options, and windows whose capabilities do not pertain to them.  The number of steps required to execute behaviors is always a point of contempt between the diverse users.  The ACR and RDA communities need the level of behavior input provided in the MCT to properly control all the parameters in their experimentation and system evaluation runs.  The TEMO operators do not really care for that level of control and prefer an “intervention” like way to control the battle space, with minimal user input.  Another request that has been raised by operators is the length of time required to train an operator on the MCT.  Currently, operator training for the MCT lasts approximately two weeks and leaves the operator somewhat confident on the workings of the tool with all the myriad of functions and widgets presented to them.  Typically the lead time for an event does not allow ample time to train operators, hence the need for an intuitive interface.

4.2
Evolution of the new interface: Ares


Prior to the release of OneSAF version 3.0, the government and development teams were hard at work sifting through user feedback, defining and implementing the interface’s new look and feel.  The vision for the new interface was to provide users an interface that:


· They can easily visualize and understand.


· Provides enough information that will allow the operator to make a timely decision on what action he/she wants to take.


· Provide the ability to easily execute those actions as intuitively as possible.


The team came up with three different implementation options which primarily focused on the 2D aspects of the new interface:


· Use the existing GUI framework – This option was faster to implement as the expertise of this working technology resided in-house and would give the operator the accustomed look and feel.  Some of the major drawbacks of this option were that it did not offer any performance improvements, did not provide major improvements to the map display and the effort would be bounded by the inherent limitations of the Java Swing API.  The time needed to re-factor could be as much as the time needed to start from scratch, if not more.


· Create a new interface with a flexible 2D/3D engine – This option allowed the development team to build an architecturally better product that allowed for future growth.  This approach broke away from the current OneSAF look and feel and allowed the development team to gain control over every display aspect on the screen.  There were also some possibilities of gaining performance enhancement due to the offloading of processing onto the Graphical Processing Unit (GPU).  Of course this approach was risky and presented the team with some drawbacks.  Topping the list was the lack of in-house expertise in game interface development coupled with uncertainties associated with the stability and functionality provided by the engine.


· Create a new interface using a Web Browser – This option allowed for complete Operating System (OS) platform independence and extended the use of the new interface over the Internet/Wide Area Network (WAN).  An issue with this approach was the real estate requirements for the basic Web browser itself, which takes a good bit of space.  This threatened to put the new interface into the same screen real estate issues associated with the MCT.  Other drawbacks for this option included possible performance issues associated with large scale exercises, latency associated with the message relay time between the Web servers and each GUI instance, and security implication that may arise due to use of web services to support exercises of different classifications.


The team also compiled a set of desired capabilities which were folded in with the analysis of alternatives.  Through this process it was determined that the second option provided the interface solution the team was looking for.  Many of the features attributed to Real Time Strategy (RTS) games could provide a more intuitive interface, limit the number of unwanted controls on the MCT, provide an easier way to visualize 3D display, and greatly reduce the training time needed for the MCT.  The results of this investigation into RTS interfaces produced the initial design concept for Ares [1][2][3].  Figure 2 shows the basic screen layout that came out of the analysis.
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Figure 2: Ares HUD Mockup.

Ares provides the operator with a game-like interface providing full control over entities and a 3D view of the battlespace.  Many of the younger Warfighters are familiar with RTS interfaces from such games as Starcraft, Command and Conquer, and Age of Empires III to name a few.  Ares was designed to provide the operator with a small, streamlined set of controls on screen at all times while maximizing the 3D view of the battlespace (terrain, features, buildings, and building interiors).
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Figure 3: First working Ares prototype.

Figure 3 shows the initial working prototype, which took approximately 4 weeks to complete.  This prototype only showed a very limited representation of the feature rich terrain database.  One criteria for this interface was the ability to ingest the OneSAF native Objective Terrain Format (OTF).  This was essential to eliminate the need for doing any terrain conversions between native OneSAF interfaces and, perhaps the more important benefit, the drive to eliminate virtually all terrain correlation issues.  This would also lessen fair fight issues between a top-down and a virtual interface.  The early prototype also gave some early insights into the battlespace navigation as well as insight into the battlespace object control aspects of the interface.  The early success of the Ares prototype was the result of choosing the right 3D rendering engine.  Ares was developed using the java Monkey Engine (jME) a high-performance scene graph based graphics API.  In order to develop a user interface which utilizes full 3D, and to keep with current best practices and standards, the GUI was designed using OpenGL standard.  Access to OpenGL was provided by the Light Weight Java Game Library (LWJGL), an open source Java software library, provided by jME and commonly used by game developers.  Both OneSAF and jME were each other’s complement as both promoted open source software, standards and have the ability to be platform independent. Figure 4 shows the current stage of the Ares.
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Figure 4: Ares.

The following are a few of the Ares features:

4.2.1
3D Battlespace

Ares provides a larger view of the battlespace than the original PVD.  While the details of the 3D graphics are less than that of an RTS computer game, it provides a visual that is easier to interpret than a 2D map with contour lines.  The operator can controls their view of the battlespace by a number of means, including pointing to the edge of the screen, using the arrow keys, and their altitude by using the page up/page down keys.  


4.2.2
Minimap


As in most RTS games, Ares also provides a minimap panel in the lower left hand corner that displays a 2D view overview of the entire terrain database.  This allows for the operator to quickly navigate to any position in the terrain box.  It also shows the operator which direction he is currently viewing the battlespace in relation to his orientation of the terrain box.  The minmap also provides zoom in/out features for the operator to adjust his overall view.


4.2.3
Create Control Measures


Three buttons located above the minimap are allocated to the creation of control measures.  The three buttons represent creating points, lines, or areas, which are displayed on the battlespace.  Once these control measures are in place, the operator can task the units under his control with behaviors that reason off the control measures boundaries.


4.2.4
Entity or Unit Information Panel


This panel displays the selected entity's name, location, and entity/unit icon.  There is also an option in the panel that allows an operator to attach their battlespace view to the perspective of the entity by using the camera attach/detach buttons.  Again, rendering the battlespace in 3D allows for a capability such as attaching a camera view to an entity that the original MCT was not capable of providing.


4.2.5
Tasks Panel


In this panel, all of the orderable tasks associated with the currently selected entity or unit is displayed.  These icons allow for the Ares interface to simplify the number of clicks needed to execute a desired behavior.  For instance, a move tactically task is now a matter of clicking on the “move tactically” icon, then selecting a point of the 3D battlespace in which you want the entity to move.  The numerous fields that allow for the customization of the task, (such as speed, formation, quickest route, orientation, enable reactive behavior, etc.) which is present in the MCT, has been removed and these fields have been set at predetermined default values for current entity/unit.  This allows operators to have more manual control over the entities and units under their control, and is the best alternative to an operator who is not interested in scripting his execution, such as the capability provided in the MCT's Mission Editor Window.  If the operator feels the need to adjust these predetermined default values and apply a different set to the current behavior they can do so by accessing a sub menu.

4.2.6
Weapon Control Status Panel


Located next to the Tasks Panel, is the Weapon Control Status Panel.  This allows an operator to quickly select an entity or unit, and either view or change weapon control status to allow/prohibit the engagement of targets at target locations.


5.0
Ares future enhancements

Feedback from the user community regarding the Ares interface has been very positive in nature, and many improvements have been proposed for future enhancements.  Even though Ares is considered as a prototype in its current state, several co-developers are actively working on new capabilities.  A few of these enhancements include:


· Updating the Ares 3D visual model library, as well as improving the articulations and animation of these models.


· The capability to create specific types of point, line and area control measures properties (Assembly Area, No Fly Zones, Critical Friendly Firing Zones, etc.) and 2525B/C symbology.

· Individual Ultra High-Resolution Building (UHRB) component selection.


· Complete all OneSAF current and future behaviors (To the point where the process of adding a new behavior is the same as currently on the MCT).


· A behavior queue that acts similar to the Mission Editor Window.


· Ability to use the Ares tool to conduct mission rehearsal in theatre.

· Increased stability of the Ares interface.


6.0
Conclusion

This paper addressed the human factors design considerations, operation, and development of the Ares GUI, and explains how a simulation can implement an user interface which easily falls into the “one size fits no-one” conundrum.  When designing the architecture of a constructive simulation, there are some steps that must be taken to ensure the user interface is flexible enough to adapt to the needs of various different user communities.  These include:


· Placing a high prioritization of the user interface during the initial architectural design phase of the project. 


· Employ human factors and user interface experts early in the design phase and schedule enough time to thoroughly test the user interface to ensure it meets the user’s needs.


· Ensure the proper hooks are documented and developed into the simulation engine that would allow an operator to use additional user interfaces as required to meet their operational goals.


Implementing a Real Time Strategy gaming interface in OneSAF resulted in a much more usable interface to many of our operators, but this may not be a reliable design decision for every simulation.  Ideally, the simulation’s architecture would be designed to allow a variety of different types of front ends to interoperate with the simulation engine, essentially componentizing the user interface.  It is also important to understand that the interface considerations need to be implemented early during the design phase, because any change in libraries, programming languages, or operating systems can have a very large and expensive impact on the overall system.  Hopefully, this OneSAF case study gives the community a good example of how to enhance the usefulness of a user interface when multiple user domains are involved.
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Abstract


NATO Task Group 128 identifies that behaviour in military simulations is often too mechanistic in nature. In this paper we will argue that behaviour in simulations can be improved if the two central aspects of behaviour modelling, i.e. action selection and performance modelling, are not addressed as separate issues, but as interacting instead. We will describe how the interaction between these aspects may be improved by the introduction of an interfacing layer, consisting of human capabilities. Although capability based modelling is not new, it is usually limited to cognition and information processing. It is our view that the use of capabilities in HBR should be expanded to include perception, motor skills and physiology. We will also describe the CHAOS behaviour model, that uses capabilities as a behaviour modelling interface. CHAOS can therefore be seen as an illustration and proof of concept of the ideas proposed in this paper.


1.0
INtroduction


NATO Task Group 128 identifies the following problem in relation to Human Behaviour Representation (HBR) for military simulations: “Most simulations handle military units as if they are robots, carefully representing only mechanical qualities” [1]. One of the reasons for this lack of realism may be found in the fact that action selection (which actions are executed in a certain situation) and performance modelling (how well are the selected actions executed) are often treated as independent processes. In this paper we will argue that these two aspects of HBR should not be addressed independently. We will describe how the interaction between these aspects may be improved by the introduction of an interfacing layer, consisting of capabilities. 


1.1
Action Selection and Performance Modelling


Many methods for action selection have been developed, mainly by the artificial intelligence (AI) community. These methods include, among others, neural networks and reinforcement learning, expert systems and BDI agents. For an extensive overview of these methods, see Russel and Norvig [2] and Woolridge [3]. Research in the field of human factors (HF) has resulted in a multitude of models that can be used to represent the human condition. The variables from these models, that describe the human state, can in turn be used with so called performance shaping functions (PSF), to predict performance on some task, ranging from the effects of heat on physical performance to the effects of multitasking on cognitive performance. For an overview of (cognitive) behaviour and performance modelling, see Pew and Mavor [4], Ness et al. [5]. 


It can be concluded then that many methods and models exist that address action selection or performance modelling. However, expected performance of actions may influence which action is preferred, whereas a combination of selected actions can influence the performance on these actions (e.g. effects of multi-tasking). A behaviour representation scheme should therefore address performance shaping and action selection as interacting processes. But, when taking into account that the factors that influence action selection or performance can range from equipment to environment and from physiology to psychology, the resulting requirements for HBR can become quite complicated. To deal with this complexity, a structure is needed that can act as an interface between performance shaping and action selection modules. We will argue in this paper that such an interface can be created by defining human capabilities, such as attention or aerobic capacity, that are relevant to the behavior that is to be represented.


1.2
Relation to Existing HBR Research

The idea of using capabilities as an integrated part of HBR is not new. In many cognitive architectures (see Pew and Mavor [4] for an overview), capabilities (often referred to as resources) such as attention or working memory, are used. One of the best examples of capability based modelling is probably the Multiple Resource Theory by Wickens [6], a framework for predicting effects on performance when multiple tasks are concurrently executed. Although many examples of capability-based HBR exist, all these examples seem to be limited to the modelling of cognition and information processing tasks. 


It is our view that the use of capabilities in HBR should be expanded to include not only information processing, but also perception, motor skills and physiology. Also, capabilities should be used to integrate action selection and performance modelling. Using capabilities in such a broad sense will require that several difficult questions are addressed. For instance: which capabilities should be defined? How can we quantify these capabilities? How much of the capability is required for a task and how should the capabilities be distributed between different tasks? 


These questions will be addressed in this paper. We will also describe the CHAOS behaviour model, that uses capabilities as a behaviour modelling interface. CHAOS can therefore be seen as an illustration and proof of concept of the ideas proposed in this paper. 


1.3
Nomenclature


Before we can continue, a note on the use of the words “action” and “task” in this paper is required. In AI it is common to use the word “action” (e.g. action selection), where in the HF community the word “task” is preferred (e.g. task performance). Therefore, in this paper “action” will be used in relation to action selection and “task” in relation to performance modelling. Although these words may have different connotations in their respective domains, these differences are not really relevant to the points made in this paper, so it is assumed that they are interchangeable. “Goal directed activity” may be used as a working definition for both terms in this paper. 


2.0
A BEHAVIOUR MODELLING INTERFACE


In the previous section we argued that an interface is needed that connects performance shaping to action selection methods. In other words: we need to combine a description of the human state, including performance effects, with the actions or behaviours that may be executed. A logical candidate to be used as such an interface would be a collection of human capabilities, since capabilities affect performance and also determine which actions are feasible. In this section we will describe exactly how performance and action selection can interact with capabilities and what the benefits of such an approach would be. 


2.1
Performance Shaping 


A common approach to human performance research is the following: determine the effect of some manipulation m (body temperature, anxiety, training status, having decision support, etc.) on the performance on some task t (running on treadmill, flying a jet fighter, monitoring a display, etc.). The resulting data can be used to construct a model (or performance shaping function, or PSF) that predicts the performance on task t (or similar tasks), given a certain body temperature, anxiety level, training level, or type of decision support. For many applications this is a very useful approach. However, if we want to create a constructive simulation of military operations, we need models of human behaviour that can integrate multiple PSF’s into a behaviour selection module and that is when things start to get difficult. Three problems arise in this case. 


The first problem is that it is difficult to combine PSF’s that affect the same task. Suppose the task is to move quickly from A to B by foot, and we have a PSF that predicts the effect of body temperature on walking and another PSF that predicts the effect of exhaustion on walking. The question that arises then is how performance should be modified if both body temperature and exhaustion are at performance-affecting levels? The second problem is that it is cumbersome to model task performance of tasks for which no dedicated PSF’s are available. For instance: we may want to model the performance of walking and riding a bicycle, but we only have PSF’s that can be used to predict walking speed. How should we then apply these PSF’s to the (in some aspects similar) task of riding a bicycle? The third problem has to do with expanding the simulation with new tasks and PSF’s. Since PSF’s are connected directly to task performance, adding new PSF’s or new tasks to the simulation can be cumbersome. New tasks should be connected to all relevant PSF’s that are already present in the simulation. When adding a new PSF, the implementation of all tasks that are to be influenced by the new PSF, needs to be reconsidered. So in both cases existing implementations of tasks and PSF’s need to be checked and possibly changed.


2.1.1
Performance Shaping and Capabilities

Now the question is if an interfacing layer of capabilities could help to solve the problems identified above. The introduction of such an intermediate layer would mean that performance shaping is split into two stages. In the first stage, capabilities are affected, based on low level model variables describing the human state. In the second stage, task performance is determined, based on the capability levels that were affected in stage one. So instead of PSF’s, we would need “Capability Shaping Functions” (CSF’s) for stage one and “Task Performance Functions” (TPF’s) for stage two (Figure 1). Now how does this help us with the three problems we identified?
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Figure 1: Performance shaping in two steps. In the first step “Capability Shaping 
Functions” affect the middle layer of capabilities, in the second step task 
performance is determined by “Task Performance Functions”. 


The first problem (how to combine PSF’s that affect the same task) is, in the scheme represented in  Figure 1, simply dealt with by connecting CSF’s that have similar effects to the same capabilities. For instance: heat stress and exhaustion both impair physical performance. This could be modelled by introducing a capability aerobic capacity that is influenced (in this case impaired) by two CSF’s that represent heat stress and exhaustion. Any tasks that depend on aerobic capacity will then automatically be affected by both CSF’s. Of course, we still need data on the combined effects of heat stress and exhaustion, but this was the case anyway. Introducing capabilities as an interface has at least simplified the implementation side of things. And even if no data exists (which is unfortunately not uncommon for combined performance effects), we can still use common sense to predict what the combined effect on the capabilities would be. It would probably be more difficult to assess the combined effect on task performance directly, since task performance may depend on several other factors as well (such as, in the case of walking, the load that is carried). 


Some instances of the second problem (predicting performance for tasks for which no dedicated PSF’s are available) may be partially solved by the introduction of capabilities. By using capabilities as an interface, any task that depends on (a subset of) these capabilities, will be affected by all CSF’s that affect those capabilities. So in our example: heat stress and exhaustion will both impair aerobic capacity, which in turn will affect the performance on walking and riding a bike (and similar physical tasks). Of course, other performance effects relevant to bike riding would still need to be added, but we have at least used some of the existing CSF’s to model bike riding performance. 


The third problem (the problem of adding new tasks or PSF’s) is solved almost completely by the introduction of an interfacing layer of capabilities. Since tasks are connected to capabilities and not directly to PSF’s, adding a new task is “simply” a matter of connecting the task to the capabilities in the system. There is no need to change the implementation of any of the existing tasks or CSF’s. This allows then for pluggable architectures, in which tasks can be plugged in or removed from the system without affecting the integrity of the system as a whole. The same goes for adding new PSF’s, or in this case CSF’s: new CSF’s can be connected to the capabilities and all tasks that depend on those capabilities will automatically be influenced by the newly added CSF, without any reimplementation of the tasks. Note that some effort may need to go into considering the effects on capabilities of the new CSF in combination with other, existing CSF’s. 


2.2
Action Selection 


As was explained in section 1, HBR is not only a matter of performance modelling, but also of action selection. Usually the process of action selection starts with the identification and prioritization of goals and sub-goals. Goals will be derived from the assigned task, or from internal stimuli, or stimuli in the environment that require to be acted upon. This process of goal identification and prioritization will not be discussed here, but will be addressed in the description of the CHAOS behaviour model (section 3.1.2). For the sake of simplicity it is assumed here that a set of (sub-) goals with an appropriate prioritization exists. So provided that a set of prioritized (sub-) goals exists, a common approach to selecting an appropriate action is to select the action that gives the greatest chance of achieving the (sub-) goal with the highest priority, i.e. the action with the greatest expected utility. Once an action is selected to be executed, the performance on that action may be “shaped” by PSF’s. 


So, the usual approach is to first select the action and then “shape” the performance. But to determine the actual utility of an action, it would be better to also take the expected performance into account, since actual utility will increase with performance. So, for example, if two actions are comparable with respect to achieving a goal, the action which is most likely to succeed should of course be favoured. A similar argument holds for multi-tasking, i.e. when multiple goals are pursued simultaneously. Some combinations of goals may result in a set of conflicting actions. If that is the case, performance should be degraded (e.g. use of mobile phone while driving) or some actions should not be executed at all (e.g. walking and riding a bicycle at the same time). It turns out then that, for HBR, action selection is not merely a matter of comparing expected utilities. The effects of expected performance on utility should also be accounted for, as well as the effects of multitasking.


2.2.1
Action Selection and Capabilities


When using an HBR system that is built around a set of capabilities, it is relatively easy to integrate expected performance and multi-tasking effects into the action selection process. The first requirement can be met by having CSF’s affect capabilities before actions are selected. It is then possible to incorporate expected performance into the action selection process, since from the affected capabilities the expected performance can be determined. The second requirement can be met if, with each selected action, the required capabilities are seized. This would mean that fewer capabilities are available for any actions that are considered next. This would result in suboptimal performance on tasks with lower priority (e.g. driving while using mobile phone) and would prevent conflicting tasks to be performed simultaneously (e.g. simultaneously walking and riding a bicycle). 


2.3 
Identifying Capabilities

In the previous sections is discussed how capabilities can be used to integrate performance modelling and action selection. An important question that comes to mind then is: how do we know which capabilities should be defined and used? This of course completely depends on the domain and level of detail that is needed. The generic and pragmatic answer to this question is therefore that those capabilities should be defined that allow the behaviours and stressors in the simulation to be “connected”. This is of course a very generic answer. Luckily, we can get some good clues for useful capabilities by looking at stressors and tasks. 


In the example of physical performance given above, where heat stress and exhaustion would both impair physical performance, a capability “aerobic capacity” was postulated. This capability actually represents the common denominator of tasks and stressors related to physical performance; it allows to “connect” all stressors that impair physical performance to all tasks that require physical performance and is as such a perfect candidate capability for an interface of capabilities. 


A capability can also be used to represent the conflict between behaviours. Some actions simply can not be executed simultaneously; we already saw the example of riding a bicycle and walking. If for a group of actions such a conflict is identified, this conflict could be modelled by the introduction of a capability. We could in this case define a capability “gross motor ability” and declare that it is needed for any action requiring gross motor skills. This capability could then be used in the simulation to prevent that multiple actions, that require gross motor skills, are executed simultaneously. 


3.0
The chaos behaviour model


We have been arguing that the use of capabilities in HBR offers important advantages, and that capabilities should not be limited to the modelling of cognitive processes or multi-tasking. Since the proof of the pudding is in the eating, we will in this section describe the CHAOS behaviour model, a computer implementation of these ideas. 


3.1 The CHAOS Behaviour Model


The CHAOS (Capability-based Human-performance Architecture for Operational Simulations) behaviour model [7], is inspired on the pandemonium model of letter recognition as proposed by Selfridge [8]. Selfridge’s model consists of demons that are “shrieking” for attention in an arena called the pandemonium. Where in Selfridge’s pandemonium the demons represent different stages of feature recognition, the demons in CHAOS represent either behaviours (actions or tasks) or stressors. In CHAOS, the shrieking level of a behaviour demon represents its importance or priority and the shrieking level of a stress demon is a representation of the stress level. CHAOS contains, besides demons, also capabilities that play a central role in the performance modelling and action selection mechanisms.


The central algorithm in CHAOS is basically a four-step procedure that is repeated each time-step: 


1) Capability levels are initialized. The status of the capabilities may be affected as a result of the previous iteration, so the capabilities are set to their initial state. Also, effects that traits may have on capabilities can be effectuated in this step. 


2) Shrieking levels are updated. Some demons have a fixed shrieking level, for instance, demons that represent an assigned task. A fixed shrieking level then represents the importance of that task in the scenario. Demons with a fixed shrieking level will ignore this step. Other demons have dynamic shrieking levels. These demons will in most cases represent some form of stress and they can adjust their shrieking level according to the level of stress. 


3) Stress-demons affect capabilities. In CHAOS, the CSF’s from Figure 1 are actually demons that represent some form of stress. In this step these stress demons can affect (increase or decrease) capability levels, according to their shrieking level, i.e. according to the stress level. This could be viewed as the transformation of stress into strain.  


4) Demons take actions. In this step demons that represent behaviour are requested to take actions, starting with the demon that is shrieking loudest. This demon will determine if the capabilities it requires are available. If so, it will seize these capabilities and will execute its behaviour. If not, it will do nothing. Then the next demon in line (the loudest demon of the rest), checks if the capabilities it requires, are available. If so, it will seize these capabilities and execute its behaviour. This process continues until the last demon has had a chance to execute its behaviour. 


This is, in a nutshell, how the CHAOS model works. In the next sections we will elaborate on performance modelling and action selection in CHAOS.


3.1.1
Performance Modelling in CHAOS


Performance modelling in CHAOS is split into two stages, similar to the process depicted in Figure 1. In CHAOS, the CSF’s from Figure 1 are actually demons that represent some form of stress. These demons will start to “shriek” louder as the stress level rises and they will affect the capability levels according to their shrieking level. For example: suppose we want to model thermal stress, i.e. stress related to the thermal condition of a person. In that case we can implement a “thermal stress demon” that monitors the person’s body temperature, calculated in a thermo-physiological model. This demon will start shrieking as soon as the temperature exceeds a certain threshold, and will shriek louder as body temperature rises. To be more precise, the demon would “know” in what range the variable affects performance, i.e. is considered stressful, as depicted in Figure 2. The stress level would then be reflected by the demon’s shrieking level. This demon could then simulate the effects of thermal stress on performance (strain), by impairing the capabilities of the system (in step 3 of the algorithm), depending on its shrieking level. 
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Figure 2: Representing stress in CHAOS. A stress-demon is connected to a model variable, such as body temperature. The stress-demon knows the value at which the variable will start 
affecting performance (stress-threshold) and also knows at which value the stress is 
considered maximal. The stress level is interpolated in between. Note that the 
stress level can also be reversed to model, for instance, glucose depletion.


The second stage is the stage of determining task performance as a function of available capabilities (the TPF’s in Figure 1). The TPF’s in CHAOS are integrated into the demons that represent behaviour. In step 4 of the CHAOS algorithm, each demon is allowed to execute its behaviour. However, it must first check if the capabilities it requires are available and sufficient. There are three options here. The first option is that the capabilities are not sufficient, in which case the demon will do nothing. The second option is that the required capabilities are ample, in which case the demon can execute its behaviour optimally. The third option is that there are enough capabilities to execute the behaviour, but only at a suboptimal level. In that case, the demon also plays the role of “Task Performance Function” and has to map the available capabilities to a suboptimal performance level. 


So, stress demons can affect the performance by affecting the capabilities behaviour demons require. The effects of multi-tasking can be modelled similarly in CHAOS. When a demon executes its behaviour, it will also seize the capabilities that are needed for that behaviour. This will leave fewer capabilities for the next demons in line that are shrieking less loudly. This may result in those demons only being able to execute their behaviours sub-optimally, if at all. It is also possible that a demon does not require a certain capability but still affects that capability by executing its behaviour. A good example is the effect of running on tasks that require fine motor skills. Fine motor skills are not needed for running but are still affected by running. To model this in CHAOS, a “running demon” would, when executing its running behaviour, not only seize the capabilities it needs, but also impair the fine-motor capability. This would mean that the performance of demons that are next in line and that require fine-motor skills, is degraded. 


3.1.2 Action Selection in CHAOS


Step 2 in the algorithm described above is the first step in the action selection process. Demons can start shrieking (or can change their shrieking level if they were already shrieking) in reaction to changes in the environment or changes in models that represent the human state. For example: assume a soldier who is taking part in a social patrol suddenly detects enemy troops nearby. A demon that represents threat perception will in that case probably start to shriek very loudly. If the situation is threatening enough, this shrieking will be louder than the shrieking of the demon responsible for the social patrol. This means that, in step 4 of the algorithm, the threat demon will be the first to execute its behaviour and seize the capabilities it requires. This behaviour will probably involve taking cover. Since it is not possible to simultaneously take cover and perform a social patrol, a capability is needed that can be used to express this incompatibility. A candidate capability for this could be gross motor skills. If this capability is required by both demons, i.e. the demon that is responsible for reacting to threat and the demon that is responsible for carrying out the social patrol, then the result will be that, in case of a threatening situation, the soldier will stop patrolling and take cover instead, which is of course exactly the behaviour we are after.


So the prioritization of behaviours is done in a decentralized manner in CHAOS, by demons that “read” the situation and start shrieking accordingly. As shown, action selection is not merely a matter of prioritizing behaviours, but also a matter of distributing capabilities. The loudest (most important) demon can take the first pick from the capabilities. This will prevent that other, less important, demons can execute conflicting behaviours. However, non-conflicting behaviours, requiring other (still available) capabilities, may still be executed. 


3.2 Applications of CHAOS 


The CHAOS behaviour model is currently used in three applications, all developed by The Netherlands Organization for Applied Scientific Research (TNO): SCOPE, BRIGADE and the Driver Model Library. SCOPE is a simulation of dismounted soldier operations and is used for research in the field of operational performance. In SCOPE [7], CHAOS is used to model soldier behaviour and performance. SCOPE contains, besides CHAOS, models related to visual detection, situational awareness (SA), physical work, thermal stress, threat perception and weapons effects. BRIGADE is in many aspects similar to SCOPE, but is focused on fire-fighter operations and incorporates, among other things, a fire model and a detailed building representation. Finally, the Driver Model Library (DML) [9] is a cross platform plug-in for traffic simulations. In DML, CHAOS is used to model driving tasks and driver performance.



[image: image3]

Figure 3: Screenshots of the BRIGADE (left) and SCOPE (right) simulation 
environments, that both employ CHAOS for behaviour modelling.


4.0
dISCUSSION


The CHAOS behaviour model shows that capabilities can be used to integrate performance shaping and action selection. The implementations of CHAOS in SCOPE and BRIGADE show, to some extent, that capability based modelling can be extended to include not only information processing but also perception, motor skills and physiology. However, as was already noted in the Introduction, several difficult questions related to capability based modelling remain to be answered. 


One of these questions is which capabilities should be defined. This is a difficult question since it is not likely that a single, generic set of capabilities can be found that is applicable to each application. However, it is likely that simulations that are similar in respect to domain, level of detail and human factors, will require similar capabilities, so suitable sets of capabilities may be defined for these simulations. In section 2.3 is discussed how useful clues on capabilities can be found by looking at similarities between stressors and tasks. 


Another important question is how capabilities can be quantified. For capabilities that are mainly used to model behavioural conflicts, (e.g. gross motor skills), quantification is not an issue if the capability is used completely or not at all. For other capabilities, quantification will be necessary. Quantification means that stressors that affect the capability have to define how the capability is impaired at certain stress levels. Tasks that require the capability need to define how performance is affected at certain capability levels. How this quantification should be achieved, and what its validity will be, will depend greatly on the level of correspondence of the capability to actual, quantifiable human factors. For instance, the capability aerobic capacity may be represented as oxygen uptake, a commonly used physiological variable. Quantification of other, more abstract capabilities will be more difficult and may therefore need to be estimated. 

Although capability based modelling poses some difficult questions, it also offers significant advantages. An interfacing layer of capabilities can be used to create pluggable HBR architectures, in which behaviour and performance models can be plugged in or removed from the HBR system (e.g. the demons in CHAOS), without affecting the integrity of the system as a whole. We have shown that capabilities can also be used for performance modelling and action selection and that they allow for the integration of these processes. And last but not least: capabilities may also provide to be an “interface” between HF research and modelling and simulation. As capabilities are defined that can be studied in HF research and be used for HBR, more human factors can accurately be integrated into military simulations. If HF research is focused more on capabilities than on directly manipulating task performance, the resulting data and models will be more generic and thus easier to integrate into (and exchange between) HBR systems. This all can contribute to increased realism and less mechanistic behaviour in HBR for military simulations.
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Abstract


One of the most important basic cognitive tasks of military operators the processing of spatial information. Soldiers involved in urban warfare need to be aware of the locations of red and blue forces. Local restrictions resulting from the topography of the urban battle space are taken into consideration when planning the next actions to complete a mission. Within a command and control system a number of tools exist to support the operator in processing spatial information. For the prospective design of human-machine interfaces of these tools in an engineering process, core principles of human performance need to be formulated into a computational theory. The proposed contribution will present a framework we developed to model human spatial information processing within a symbolic architecture of cognition. Within a sub-symbolic layer, spatial relations are represented as probability density functions modelling the uncertainty of their cognitive representation. Reasoning about spatial relations perceived from an external graphical display and their relation to internal cognitive spatial relations is reflected within the framework by the principle of Bayesian inference. In this way the cognitive processes of the human operator interacting with the visually perceived spatial information from an operational picture can be modelled and the graphical representation within the human-machine interface can be optimized. This contribution will discuss the theory for an application in an Anti-Air Warfare (AAW) scenario.


1.0
Modeling Human Spatial Cognition


Spatial perception and the geometry of visual space have been studied for more than a century. In the early days, scientists were interested in identifying a single geometry that maps Euclidean physical space into perceived visual space [1,2]. Later, the focus shifted to investigating the memorial space [3, 4, 5, 6]. Whereas detailed mathematical descriptions of the visual geometry have been developed for visual perception [2, 7, 8, 9], mostly normative models exist for cognitive maps. For instance, [6] proposed that locations are memorized in egocentric and allocentric coordinate systems. Allocentric coordinate systems define locations with respect to objects in the environment, which is consistent with the view that humans process spatial information in a mostly sequential fashion. The visual system scans and encodes a scene using a number of sequentially performed attention shifts, and the locations are recalled by sequentially retrieving spatial relations from memory that are related to the location in question. Therefore, it is reasonable to assume that spatial relations that shape the mental model are acquired during attention shifts. We believe that shifts of attention between several locations in space define the reference axes and planes of local allocentric coordinate systems within which the spatial relations are encoded. This assumption is consistent with the idea that locations are encoded by intrinsic frames of references [10, 11, 12, 13]. These intrinsic reference frames would result naturally from salient landmarks of the scene that attract attention. It should be possible to obtain a mathematical description of these spatial relations within the allocentric reference systems. In general, locations are described mathematically by scalar values. Since the neural system can only represent noisy values of scalar dimensions, it is reasonable for the cognitive system to memorize a location in the dimensions of a coordinate system by storing the values that are most suitable for an expected task. If locations in the vicinity of a landmark location need to be encoded with greater precision, the dimensions of a spherical coordinate system are a rational choice. This assumption is consistent with the fact that humans think about visual space in terms of distances and angles. In the following we describe a framework that is able to integrate the numerical mathematical description of spatial relations into a symbolic architecture of cognition. We used this framework already to model phenomena related to memorizing object locations in graphical structures [14] and for symmetry detection [15].


Symbolic Architectures of Cognition


Symbolic architectures of cognition describe cognitive processes by distinct steps. The current state of the environment and the cognitive system activates a rule that describes the actions and the state transitions of the cognitive system. ACT-R [16] is a popular architecture of cognition. Its essential feature is a sub-symbolic layer which influences the activation processes of rules and the state transitions of the cognitive system. The values of the parameters of the sub-symbolic process are variable and might adapt during the cognitive process, which enables the cognitive system to learn. The most elaborated module of ACT-R is the memory module. The memory is assumed to be a collection of symbolic entities d(i) called chunks. The probability of a successful retrieval and the retrieval time are determined by the activation of the memory chunks, which is calculated by a formula taking into account the time spans in which a chunk has already been retrieved, the strength of its association with the current goal and the similarity of the attributes in a request to the values in the attributes of a memory chunk. This central equation of ACT-R is given by:
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The base activation bi(t) decays logarithmically over time and increases each time the memory chunk is retrieved. The parameters sji reflect the frequency of how often chunk d(i) has been retrieved if the symbolic value of attribute jg of the goal was identical to the current value. The parameter mki is the similarity parameter, and we think it could best be interpreted as the log-probability mki =ln(P(kx = ki)) that the value in attribute kx in the request x is identical to the value in the attribute ki of the chunk d(i). Because in this case the ACT-R equation for the probability that a memory chunk will be retrieved factorizes to:
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The product in the factorized version expresses the probability that all attributes are equal to the attributes in the request. The parameters wj and uk are weighting factors reflecting the importance of a single attribute. To decide during a simulation which chunk will be retrieved from memory, noise is added to (1), and the random variable Ai = ai(t) + X + Y (2) is considered. The random variables X and Y are independent normal distributed with a mean of zero and a standard deviation X; Y. The value of the first random variable X is added when the chunk has been created. And the second one Y is added when ai(t) is re-evaluated. The memory chunk with the highest activation will be retrieved. If the activation of no memory chunk exceeds a threshold a a failure will be retrieved. Because of the decaying of the base activation a memory chunk will be forgotten unless it is not frequently retrieved. The time needed for a successful recall also depends on the activation by the relation t ~ e-A. The higher the activation, the faster a memory chunk can be recalled. 


To model the variability of reproduced spatial relations from human memory such a sub-symbolic layer is also needed for a visual spatial module. Visual information is acquired by single shifts of attentions.


Reference Systems

The location of an object can only be identified within a frame of reference. In experimental psychology it is a well accepted procedure to divide the frames of references into two categories: An egocentric reference system, which specifies the location of an object with respect to the observer and an environmental (allocentric) reference system, which specifies the location of an object with respect to elements and features of the environment. According to Mou & McNamara [10] humans also use reference systems concerning the intrinsic axis of the object configuration. E.g. two salient objects on a plane create an axis that is used to specify the location of other objects. The most natural way to integrate this into the concept of attention is to consider the last two attended objects as an axis of reference. However, creating object-location memory chunks in this “semi-allocentric” reference system is less effort to the visual module because it only needs to keep track of two objects, whereas in the case of the pure allocentric reference system three objects are needed. Therefore in some situations the production system might be forced to use spatial memory chunks in the semi-allocentric system. In three dimensions three locations are needed to define a pure allocentric reference system. Three locations define a reference plane, whereby the cross-product of the two linear independent vectors that can be defined by the three locations determine a third axis for a right handed reference system. In general these three axes can be used to define the spatial relation of a fourth object to one of the three objects. Semi-allocentric reference systems for a three-dimensional spatial relation can be defined by replacing one of or both of the intrinsic reference axes with the viewing axis or the up-vector of the egocentric reference system. We think that humans represent, in their mental model, a spatial relation by its angle and the fraction of its length to the reference axes. This can be deduced by measuring the structure of the variability of reproduced object locations [16, 17, 18]. The introduction of object-relations based on three (four) objects is important for three reasons: First, it fits well with the concept of intrinsic axis in the object configuration as reported by Mou & McNamara [10]. Second the concept of angles is essential to most cognitive operations in geometric tasks. Third, it is the simplest percept for spatial memory chunks that allows reconstructing object locations, also if the whole configuration is rotated. The distance dimension is crucial, since there is no universal scale like for angles where any angle can be seen in relation to a complete rotation around 360°. The distance can be represented in respect to the length of the reference axis or in respect to the field of view. The representation in respect to the length of the reference axis is scale invariant and can later also be applied to a scaled environment (e.g., the screen is farther away). Representations of distances in respect to the field of view are considered in a semi-allocentric reference system. A semi-allocentric reference system is considered to use one location as the origin but to interpret direction and distance of a location relative to this point in an egocentric reference system. In our understanding, a distance is not perceived directly, but as a dimension of a location in one of these allocentric reference systems. For the model described in the following section it needs to be emphasized that if the distance is considered in the pure-allocentric reference system, the visual system needs to shift attention three times to assess a location—and therefore a relative inter-object distance. However, if the distance is represented in the semi-allocentric reference system only two attention shifts are needed (taking the attention shift to the first reference object into account). 


The variances in recalled object-locations require the scalar values of a spatial relation to be noisy. To integrate noise into the location information of memory chunks the first question is how object-locations in different reference systems are represented in memory. [16] showed among other things, that the distribution of recalled locations supports the assumption that subjects imagine object-locations on a plane relative to a center in polar coordinates. We generalized this to use spherical coordinates in respect to model spatial cognition in three dimensions. This assumption has also some interesting implications on the representation of locations on a screen. Spherical coordinates are a system of curvilinear coordinates that are natural for describing positions on a sphere or spheroid. Generally  is defined to be the azimuth angle around the polar axis, which is normally the up-vector,  to be the zenith angle from the polar axis and r to be distance (radius) from a point to the origin. In the case of an allocentric reference system on a two dimensional screen this means, that if the three points p-2, p-1, p0 were attended and p0 has to be represented in a local allocentric reference system, the point p-1 defines the origin, the polar axis is given by (p-1, p-2), and the local spherical y-axis points orthogonal into the screen. For the semi-allocentric reference system on a screen, again p-1 is the origin, but the polar axis is parallel to the vertical axis of the screen and the x-axis is parallel to its horizontal axis. The next question is, if , and r should be considered as single, independent memory chunks. Because it is impossible to imagine a distance without a direction and an angle without corresponding lines, it is reasonable to combine distance and angle as one percept in one memory chunk. Because of this argument, also in the case of the actual allocentric reference system the egocentric orientation of the reference system should be stored into the same memory chunk. This does not imply that the angle or the different dimensions of one chunk can not be separated later. In spatial reasoning often two angles have to be compared. But this can be handled as commands to the visual module of the cognitive system. Then, timing issues can also be considered, e.g. for the mental rotation of an actual allocentric reference system. In principle the spatial information of the semi-allocentric reference system is now also present in the chunk of an actual allocentric reference system. This might suggest discarding memory chunks of the semi-allocentric reference system. But as mentioned above, creating object-location memory chunks in this semi-allocentric reference system is less effort to the visual module and therefore in some situations needful.
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Figure 1: Different reference systems. The objects are attended in the order (p-3, p-2, p-1, p0).

Noise


Finally a spatial location is represented by D(r,,r′′′,ers), where r, ,  are the spherical coordinates as described above, ers indicates in which reference system r, ,  have to be interpreted, and r′, ′′ are additional attributes for the actual allocentric reference system and additionally hold the polar and azimuth angle in the semi-allocentric reference system. The values of the spherical coordinates in the memory chunk are interpreted as random numbers distributed according to a truncated normal distribution N(x, x0, x), with standard deviations (r  ) corresponding to each dimension. The scalar value in the slot of the memory chunk indicates the mean x0 of the distribution. Independent of whether the distance is measured compared to the field of view or to the length of the reference axis the ability of humans to discriminate them should obey the Weber-Fechner Law. Therefore, the noise r should scale linearly with r0. For later calculations it is easier to consider the quantity fr = r/r0 to specify the probability distribution. The noise model of fr is again simply normally distributed with mean at 1 and a specific standard deviation fr. In this way the noise r is scale invariant. Therefore, if no scale transformations are to be considered the physical measurements of a distance can be used in the calculations. This is true regardless of whether the distance is represented as a fraction of the reference axis or as a fraction of the field of view. 


Every time a location is to be encoded, it is decided if the perceived values for the location correspond to an already existing memory chunk. The posterior probability PDi=P(Di=d(i)|Fx) that the location of a feature Fx belongs to a memory chunk Di and the probability P0 that no appropriate memory chunk already exists, are given by 
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(3)


The parameter V-1 describes the weight of a noisy background and it is assumed that single dimensions of the spatial relation are not correlated.
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(4)


On the other hand, if an object-location is requested based on a memory chunk d(r,,r'',',ers), the values are set to random values x according to (5). After the noise has been added to the location request, it is decided if the values are latched on possible features in the display. Therefore, the object-locations of all features Fi(rii,i,ri'i',i') in question are calculated in the current local reference system corresponding to the reference system in the request. The probability PFi, that the location request is caught by feature Fi and the probability P0 that it is not, are given similarly to (3) by 
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(5)


These equations express the posterior probability PFi=P(Fi|x) that if a noisy location x from memory is given it results from the feature Fi. The likelihood probability functions P(x|Fi) are the probability density according to if the feature Fi would have been the stimulus and are similar to (4). This process of encoding and reconstructing a location into a random number in memory is illustrated in Figure 2. 
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Figure 2: Perception, representation and reconstruction of a location.

The presented noise model has two interesting properties. First, because the truncated logistic distribution is asymmetric, the expected report of an object-location is biased away from the reference axis. This is the same effect as has been reported about categorical boundaries [16]. Second, for object-locations on a flat screen the values of ′ are discrete ′=(/2,0,-/2) and encode whether the object-location in question is on the left side, on the right side, or aligned, when facing into the direction of the reference axis. This is consistent with the assumption of interpreting the reference axis as a categorical boundary, where  encodes the category.


From the results of our experiments we calculated for the noise parameter fr = 0.11, which means that the length of a spatial relation can be reproduced by a human with a standard deviation of 11%. For the angle we got  = 6.3°, which is 1.75% of 360° and  = 11.3° which is 3.1% of 360°. In general we try to use the same values for both allocentric reference systems. These values were measured for one specific view in 3D, where the viewing axis was along the reference axis. The experiments suggested that the values in 3D strongly depend on the view. In compromise with other data we suggest to use in the 2D case fr = 0.1 and  = 8°. However, all values show that directions can be memorized more efficiently than length. This is an aspect which could be an important design criterion of graphical displays. One example will be discussed below.


Visual Indexing


It is evident that subjects browsing a graphical layout structure encode environmental characteristics of object-locations, e.g. if an object is located on the border of a matrix. To encode such environmental features the cognitive system needs to attend objects nearby. The crucial point is that after some objects in the environment have been attended, attention needs to return to the object in question. If this return would depend on noisy spatial memory chunks, the strategy to encode environmental features might be highly counterproductive. At this point the concept of visual indexing, or FINST - FINger INSTantiation, [20] is needed. According to this theory the cognitive system has “access to places in the visual field at which some visual features are located, without assuming an explicit encoding of the location within some coordinate system, nor an encoding of the feature type”. Experiments suggest that the number of FINSTs in the visual system is limited to 4 to 5. In the visual module of ACT-R the concept of FINST is used to decide if an object has already been attended. Whenever an object is attended, a FINST is created. Because the number of simultaneously existing FINST is limited, any time a new visual object is attended the oldest FINST is removed to create a new FINST for the currently attended object. To implement environmental scan patterns, FINST needs to provide, additionally to the information that an object has already been attended, also information for accessing its location without, or at least with only minimal noise. In the visual module interface described below this has been accomplished by determining a visual index through the sequential position in the chain of attended locations. This index can be used in visual module commands to return (or avoid to return) attention to a particular location in the chain of attended locations. 


2.0
Modeling Examples


In the following we will give some examples on how human spatial information processing can be modelled within the proposed framework. 


Modeling State Assessment from Graphical Displays

The Fraunhofer FKIE developed a Tactical Situation Display (TDS) for Anti Air Warefare (AAW) scenarios with some innovative display elements (Witt et al. 2009). One of these new unconventional display elements is the polar display for fast survey over the track attributes. The polar displays were used to constitute in integrated form the track attributes that are crucial for threat classification, such as distance to the ownship (DST), altitude (ALT), speed (SPD), course (CRS), IFF-information (IFF) and ESM-emissions (ESM). For a single track attribute the polar display generates display proximity between the current attribute value and – taking into account predefined identification criteria – an un-critical attribute value on the attribute’s parameter beam.

A symmetric figure represents the a priori defined scenario knowledge. For instance, it is known in advance which friendly, neutral (civil) and hostile radar emissions (ESM emissions) are to be expected. Similar friendly and neutral IFF (identification friend foe) codes are defined a priori. If potentially threatening attribute values are detected the respective value indicator breaks the symmetry within the figure. The normal range of kinematic attributes like speed or altitude is defined in advance as a tolerance area. By connecting the current indicator values of single attributes in a polar diagram a figure is generated which integrates the single pieces of information on a higher level of abstraction. This figure by means of symmetry or a-symmetry forms a so-called emergent feature which helps to transfer the interpretation of information content to the perception phase of human information processing, i.e. direct perception: A symmetric figure indicates an un-critical airborne contact.  In contrast, an easy to perceive a-symmetry emphasizes the criticality of the contact. The most relevant advantage of polar displays, in spite of the graphical aggregation of individual attributes, is that they assure that the single pieces of information are better noticeable and perceivable. Thus, in contrast to classical alarm displays polar displays are alarming and diagnostic at the same time, because the possibly symptomatic characteristic of a single parameter value can be noticed easily. Furthermore, under different parameter constellations the figure-forming aggregation of single attributes allows for the direct derivation of higher-level task-related manifestations. In contrast, the notification about several pieces of information on separated displays as mentioned above requires multiple mental transformations and comparisons.
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Figure 3: (a) The usage of polar display in a tactical situation picture of an AAW interface; (b) Comparison of the polar display to a linear display.

However, also alternative designs of displays exist that integrate the values of attributes into a figure. Figure 3 on the right shows the comparison of the same attributes displayed in two different designs for a graphical display. Both designs constitute figures that can directly be perceived and interpreted by the user. However, considering equally distributed values for the attributes, the characteristics of the figures that are constituted differ in both designs. The question is which design produces the more salient features that can be recognized more easily from figures stored in memory. This question can be discussed within the proposed framework, by examining the emergent angles and fractions of distances within the figures. These angles and fractions of distances are restricted by the design of the display (see Figure 4). 
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Figure 4: Illustration of the restrictions the design of the displays 
put on values of attributes of spatial relations.


In case of the linear display the angle ranges [2∙tan-1(1/(n-1)),180°] within peaks and dips, where n is the number of axes in the diagram. In a polar display the ranges differ between peaks and dips. The angle within a peak can theoretically become zero as a minimum and 180°-360°/n as a maximum. For peaks pointing inward (dips) the smallest angle that can emerge is 2∙360°/n. Therefore the ranges of angles for peaks and dips are [0,180°-360°/n] and [720°/n, 180°]. For the fraction of distances of one arm to another in a linear display the range is [(n-1)√(1+(n-1)-2), 1/((n-1)√(1+(n-1)-2))]. In case of the polar display theoretically the fraction of length can range from 0 to infinity. However, we assume here that it is bounded by the r = 10, and we think that also fr = 0.1 only holds for r smaller than 10 or larger than 1/10. Figure 5 visualizes the ranges of angles and fractions of lengths. As can be seen from Figure 5 the linear display provides a larger range of angles, especially if the number of axes in both displays is low. For the fraction of length the polar display provide a larger range of fractions that could emerge and could be discriminated by an operator.
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Figure 5: Comparison of the ranges for the values of the 
spatial attributes between polar and linear display.

In a common task an operator needs to classify an alert that is signalled by the constituted figure within a display. For this he needs to compare the figure perceived with the figures from memory. The operator will extract salient features from the figure and will try to recall a figure possessing this salient feature from memory. These salient features are spatial relations in nature. As discussed above humans are limited in recalling spatial relations and this process is noisy. To identify a figure he will compare different features to come to a decision, about the meaning of the displayed alert. If one salient feature is very important for the characteristics of one figure he might have stored this by more than one single spatial relation. We will not discuss a complete model here. The differences in performance between both display designs result from the different ranges of spatial relations that can occur in the figures displayed. As shown above, these ranges depend on the number of axes, and the linear display seems to be advantageous for less number of axes. However, the noise from memory is different for different attributes of the spatial relations and this needs to be considered within the assessment of both display types. To get a first model based assessment for both display types we consider the step in recalling the first salient feature of a displayed figure. For this two spatial relations are needed: one for the shape of the salient feature and one for its position within in the display. Both spatial relations are shown for both display types in Figure 6.
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Figure 6: Encoded spatial relation for the relative location 
for one salient feature in the two different displays.


As a measure of performance we calculate the mean probability that the shape of the salient feature can be recalled from memory successfully and if the associated position which is recalled from memory will correctly be recognized. Actually the performance in both steps depends on how well the spatial relations can be discriminated from other spatial relations that are associated with figures in the display. The overall performance will be a weighted sum of the performance in both steps. Both steps could also be merged into one single recall for one memory chunk holding both relations, for the shape and its location. In this case, again the overall performance would be a weighted sum of the ability to discriminate the spatial relations from others. In fact we are not sure on how the weights have to be chosen or if they could be concluded from the ACT-R theory. However, the separation into these two steps clarifies the different contributions of the shape of the feature and its location.


For the first step we consider that only this salient feature is in memory and it only needs to be distinguished from the background noise. The expected probability P(DFx = d(Fx)|Fx) that the framework will propose the salient feature Fx perceived to be equal to the same noisy salient feature d(Fx) in memory can be calculated by integrating eq. (3) over all possible attributes of the spatial relations that constitute the feature within the display.
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(6)


To simplify calculations we consider that the displayed attributes on the axes are distributed in a way, that the probability density functions is uniform P(Fx)=1/(Fx), which can also be interpreted as the background noise V-1 = P(Fx). Furthermore, it is assumed that exactly the same spatial relation has to be retrieved from memory that has been stored previously. Now the conditional probability density functions within the integral only depends on the standard deviation as a parameter.
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(7)


The variable which is in the 2D case discrete, determines if the feature is a peak or a dip. We assume that there is no noise in the cognitive system about the categorization of a feature into a dip or a peak. Therefore, the consideration of causes (7) to be separated into a weighted sum of two integrals: one for the peaks and one for the dips. For the linear display the ranges of spatial attributes are the same for peaks and dips, as is also the probability of their occurrence. For the polar display it must be considered, that there are only dips for n > 4 and that the ranges of the attributes differ between dips and peaks. In the polar display the probability of the occurrence of peaks and dips differ and correlate with the ranges of the angles. In the same way should the probability mass of the fractions of distances be equally distributed on the interval [1/n, 1] and [1, n]. This is achieved by taking the logarithm of r, which has also already been done in Figure 5 for illustration purposes. Putting it all together results in Figure 7. It shows the mean probability that the shape of one salient feature can be discriminated from the background noise and can successfully be recalled as a function of the number of axes. As can be seen an increasing number of axes improves the recall probability of the shape of the salient feature. The linear display shows, in this aspect, a better performance than the polar display which reflects the larger range of angles. However, it should be stressed, that in a real ACT-R simulation this probability also depends on the base activation level for the memory chunk. Furthermore, we omitted by this calculation, that in a polar display the direction of the peak might inherently be encoded within one memory chunk, because the allocentric reference system have different orientations depending on which axis the peak is. This is not the case for the linear display, where the orientations of the allocentric reference systems are always the same and aligned with the egocentric up-vector.
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Figure 7: Predicted performances for the recall of the feature’s shape 
and for the recognition of its relative position within the figure.


After the memory chunk of one salient feature has been retrieved successfully it is plausible to assume that the cognitive system has stored an associated memory chunk for the position of the salient feature within the figure. The cognitive system will than validate this position of the salient feature with the perceived position. The probability that the correct position of the salient feature will be accepted can be calculated within the framework by:
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The integral ‘simulates’ the noise that is added to the spatial attributes stored in the memory chunk. The possible features on which the location from the memory chunk could be latched are the discrete locations on the axes and therefore are given by: 
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. Again it is assumed that the correct feature spatial relation has been recalled from memory: 
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. The resulting predicted performance is shown in Figure 7 on the right side. For the recognition of the position of the feature within the display the polar display clearly outperforms the linear display. This can be explained by the fact that the standard deviation of the noise for angles is smaller than for distances. The linear display strongly decreases with a higher number of axes, while in the polar display it seems to stay constant up to twelve axes. 

Modeling the Assessment of the Operational Picture from Different Views

To make tactical decision the operator needs an operational picture. In general he needs to know where different entities are located in relation to the ranges of effectors and sensors and how these locations will change in time. The operator needs answers to questions like: which entity will be next within reach of the effectors; which sensors and effectors will I be able to use; where is the best location to hit the enemy aircraft without endanger civilian entities in the proximity. All these questions can be answered by algorithms implemented in the combat computing system with high accuracy. However, as long as the operator needs to make these queries sequentially or has to read the answers of the system in form of lists, performance in making the right decisions will be hampered. An external visualisation of the spatial layout of the operational picture should enable the operator to get answers to some of his queries that refer to spatial relations and time evolution intuitively by perception. To handle all spatial relations numerically in a list is impossible, because the number of possible spatial relations increase strongly (~ n2) with the number of entities in the operational picture. However, also the derivation of spatial relations from a spatial layout can be biased and can only be derived by humans up to certain level of accuracy.
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Figure 8: Scenario: Decide if the aircraft will enter the range 
volume of a specific sensor if continued its course.


The physical parameters of sensors, effectors and tracks are three dimensional in nature. The choice of the views on the operational picture strongly influences performance of different cognitive tasks the operator needs to perform to extract the information he needs for his decision-making process. By modelling the process of information acquisition from the display, not only different visualization approaches can be compared prospectively, but the model can also give clues about how a single interface design can be improved. One short example on how a certain view can be assessed by the proposed framework is illustrated in Figure 8 and will be discussed in the following.


One basic question an operator is interested in to query from the operational picture is, if an aircraft will come into the range of one specific effector. This information can only be retrieved if the spatial relations are imagined in three dimensions. To simplify argumentation we assume in the example of Figure 8 that the shape of the range-volume is a pyramid standing on its top. To infer if the aircraft will enter or pass the volume, the edge in proximity to the projected flying path is critical. One solution to decide if the flight path crosses the volume is to derive if the flight path runs in front or behind the edge, when the scene is looked at from a viewpoint where the edge in question points towards the observer. To do so, the speed vector of the aircraft is projected in its length beyond the edge. Then, an arbitrary location on the edge is attended and the attention is directed back to the location of the aircraft afterwards. In this way an allocentric three dimensional reference system has been created by two axes. As explained in the theory section a third “up”-axis is inherently defined by both these axis. Now the cognitive system simply needs to decide if this inherently created “up”-axis of the local reference system has an up or a down component. More generally the operator could also compare the “up”-axes of this local reference system with the “up”-axes of the reference system that can be constituted by the edges at the base of the pyramid. This is illustrated in Figure 9.
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Figure 9: Cognitive steps to decide if the aircraft will enter the volume of the radar range.


The imaginary picture might be constituted from a stereoscopic 3D-visualization or multiple 2D views. In a stereoscopic 3D view the operator only needs to project the flight path by extending the speed vector in his imaginary picture. All other locations needed to constitute the reference system can be retrieved by perception. If the operator uses multiple 2D views he needs to memorize one spatial relation and to transform it into a second view. There are two drawbacks if a spatial relation needs to be reconstructed from memory. Beside that its reconstruction is noisy it possibly needs to be retrieved multiple times, if the number of FINSTs are not sufficient to keep one of it constantly on the constructed location. Whenever this FINST is needed, the spatial relation needs to be retrieved from memory again, which is time-consuming. In the example above the operator could memorize from the top view the relative location of the aircraft to the center axis of the volume. To construct this location of the aircraft in the side view, he than attends in the side view one location on the center axes in the height of the aircraft and add the rotated spatial relation from memory to this location. This imaginary location he needs to memorize, since he needs to perform another rotational task and he will not be able to keep attention constantly on this imaginary location. The other rotation task is needed to reconstruct the imaginary edge in the three dimensional space of the side view. Only if both imaginary spatial relations have been created by transforming them from memory, they can be tested as described above. As can be seen by this brief model description one query to multiple 2D views needs a chain of multiple noisy steps to perform the task. It is even arguable, if the number of FINSTs is sufficient to complete the task. However, a detailed analysis by a detailed model is ongoing work. But this short discourse shows how the framework might help to asses the limits of an operator to perform such geometric tasks. In a stereoscopic 3D view the task can be completed, because for some of the locations that are needed to constitute the reference systems, attention is caught by the real stimulus and variability of the attended locations are lower. But some steps are still noisy and this produces inaccurate responses. The probability of inaccurate responses in dependence on the operational picture and the viewpoint could be predicted by the model.


3.0 Conclusions & Outlook


This article proposes a framework to model human performance for spatial reasoning tasks. However, even for simple tasks the modeller needs to make some assumptions about how operators guide their attention to encode the visual space into memory. However, if it is true that operators are equally restricted as it is described within the framework, special expertise in spatial reasoning tasks can be trained by learning to chose the appropriate reference system for one specific environment. The framework could be used in future work to analyse how experts solve specific problems in spatial reasoning and transfer the knowledge to novices. 


Overall we feel that more basic research is needed to confirm the parameters for the noisy representation of basic spatial relations in memory. The measurement of these basic variability parameters is difficult, because it is difficult to control which reference locations participants will use to encode one spatial location within a laboratory environment. For example any dot represented within a display could be encoded by using any of the corners of the screen. Also an unsolved question is, if or how the noise of basic spatial relations increases in time. Actually, performance in recalling locations or an operational picture decreases in time. But this does not necessarily mean, that noise of one spatial relation in a single memory chunk increases. It could also be explained by a model in which the accuracy of a single spatial relation is relatively stable in time, but some of multiple memory chunks of spatial relations that were used to encode the location of one single object could not be retrieved anymore. Because some spatial relations to refine the spatial location of one object are missing, accuracy in reconstructing the object location decreases 


Finally, we think that the proposed framework will be useful to understand limitations of humans in processing spatial information. In the first stage this will bring attention to possible problems in visualizing such information. In a second stage it could also be used for a model based assessment of different HMI designs.
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Abstract

Simulation is a promising technology to prepare for a world of uncertainty, to acquire skill or to study alternatives in which agents do not always play by the rules. Computer Generated Forces (CGFs) systems are the cornerstone of constructive simulations and are adequately designed for the symmetric mindset and well adapted to the Cold War era, if one assumes that all forces will act according to Standard Operating Procedures (SOPs). Although experts are guided by SOPs, SOPs are seldom followed to the letter because of the intractable nature of preconceiving every eventuality. This is compounded further in the fourth generation, non-kinetic warfare, exacerbating the inadequacy of current CGF systems. One of the key drawbacks of existing CGF systems is the lack of adequate representation of human influences such as perception, reasoning, decision making, or what is recognized here as a lack of Artificial Intelligence (AI).


A comparative analysis about AI capabilities in CGFs, concluded that AI capabilities are very limited and recommended the realisation of a complementary AI component that should operate with existing CGFs to overcome these deficiencies.. 


To fulfil this realisation, we undertook an architectural study based on an engineering approach. Because it is important to be uniformly compatible with as many CGF systems as possible, we want to be aware of tools or systems, relevant to the Canadian Forces, which would justify fundamentally different methodological approaches in implementation. The primary fulfilment of this work is the well-architected design with methodological building blocks that takes into consideration the appropriate architecture that suits the current and future CGF problem space. 


1.0
Introduction


Simulation is exploited for a variety of purposes within both the defence and homeland security communities. The Computer Generated Forces (CGFs) systems are the cornerstone of constructive simulations and an efficient way of providing extra players in a synthetic environment containing human participants. They are a viable alternative in experimentation, concept analysis and development, tactics development, and training. They provide the capability to model hundreds and thousands of synthetic entities of various types in a constructive simulation. Existing CGFs are adequately designed for the symmetric mindset and well adapted to the Cold War era, yet they are inadequate for fourth generation warfare. One of the key drawbacks of existing CGF systems is the lack of adequate representation of human influences such as perception, reasoning, decision making, or what is recognized as a lack of Artificial Intelligence (AI) [1].


The overarching project of this present paper is exploring the integration of AI with CGF software through the development of an AI Module. Based on a comparative analysis about AI capabilities in CGFs [8]

 REF _Ref270163537 \r \h 
[13], it proposes to address the AI gap in an interoperable fashion (i.e. the built capability will be reusable across different CGFs). The objective is not to replace the AI that exists in the current CGF applications, but to complement the CGF with superior decision making capabilities that will lead to improved autonomy and realistic behaviour of synthetic entities. This AI Module will provide new AI capabilities to CGF systems in order to improve the decisions making of synthetic entities. It will be built on a new “needs-based” agent architecture that closely models a human psychological framework and will be built using established standards for multi-agent systems with dynamic modules. The AI Module will also build upon the High Level Architecture (HLA) standards to share control of synthetic entities represented in the CGF and to define a common interface that any HLA-compliant CGF can be adapted to. 


2.0
Paper overview


The key criterion for the acceptance of any product, process, or service resides in its least disturbance to the existing products that it will operate with, and its quasi-seamless integration with these products. In other words, the central problem to be solved is that of interoperation with existing systems. A proper architecture of the technical solution will create an opportunity for reuse, hence contributing to the addressing of the interoperability need. 


The architecture of the AI Module is the cornerstone for the component’s usability for CGFs and other simulations. Therefore, addressing architectural concerns in the application of AI to synthetic entities that will make it feasible to integrate the AI Module with other simulations, CGFs, federates, etc. needs to be considered first and foremost. These concerns include the architectural structure, the availability of interfaces, and any new tools and processes needed for the technical solution.


This paper presents an overview of the architectural component of the technical solution of the AI Module. This technical solution will equip synthetic entities with more realistic and autonomous behaviour. It will also provide a suitable interface such that the same AI can be used with different CGF applications. There are three components to the solution, the AI component, the HLA communications architecture, and the CGF interface. A conceptual drawing of the proposed solution is presented in Figure 1. 
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Figure 1: Concept of the proposed solution.

3.0
Architecture


An architecture is a high level model of a complex system consisting of a detailed description of the system’s components and the relationships among those components. It must have a specific stated purpose that guides its scope, development, and identifies its use. It provides a framework for evolving, maintaining, and integrating existing as well as emerging systems and processes. Architectures are not developed in a vacuum, and will more likely need to be integrated with other existing architectures. 


The process of developing architectures starts with a thorough assessment of existing systems in order to bridge gaps, improve processes (automation, information flows’ enhancement, etc), and anticipate the future. Simply put, architecture development is the first and most important step in implementing the problem’s solution.


A stated purpose must be bound by a statement of scope and clarified through a scenario. The scenario selected for this research project consists of two vignettes: 


· Maritime Patrol Aircraft patrolling a busy and dense region where the optimization and learning features will be exercised; and


· MANPADS targeting a helicopter where the application of initiative prediction will be evaluated.  


Choosing a scenario helps scope the scale of the architecture development effort. This scale will determine the level of effort and investment required to complete the architecture. Although the architecture is not tailored toward the proposed scenarios, it will always consider it as an important use-case.


Architecturally, three components compose the solution’s building blocks: the AI component, the HLA communications architecture, and the CGF interface. The AI component is a multi-agent system that incorporates a “needs-based” agent architecture operating in a Java Agent Development Framework (JADE) container with Open System Gateway Initiative (OSGi) extensions that provide a set of core services and resources [5]. The implementation of the multi-agent system is based on the psychological model Maslow’s Hierarchy of Needs (MHN). HLA communications extend the existing simulation by utilizing the ownership management services provided by the Run Time Infrastructure (RTI) and defining any additional shared information through FOM extensions. The CGF interface is a two fold capability; it extends the CGF’s existing HLA capabilities to address the publication and subscription of the essential information defined in the FOM extensions; and it incorporates a context-aware agent-based component that will allow the passing of necessary environmental knowledge from the synthetic environment to the AI component [7]. The following three sections will address the main components of this architecture, in the following order: the HLA communications architecture, the AI component, and the CGF interface (Figure 2). The CGF interface is a two fold section; the HLA/FOM extensions and the context-aware agent.
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Figure 2: Concept Architecture for the AI in CGF project.

4.0
High Level Architecture (HLA) Ownership Management Services (OWMS)


The main idea behind the High Level Architecture (HLA) is to allow systems to interoperate on the implementation level. Under HLA, several distributed and heterogeneous components are composed using a common set of services delivered by a common software infrastructure for data exchange into one set of distributed simulations. The communication infrastructure of the HLA is built on a set of services that are collectively referred to as the Runtime Infrastructure (RTI).


In HLA nomenclature individual simulations/simulators are called federates and a collection of federates interacting in a joined simulation is referred to as a federation. Systems, employing HLA as the intercommunication mechanism, provide generic reusable solutions to support system management of distributed simulations. The Object Model Template (OMT) describes the exchange of data between federates, and the RTI services are supporting the collaboration between these federates and their synchronization. Theoretically, the FEDEP assures the alignment of federate behaviour with respect to other federates. HLA has many years of existence, and is a mature enough method for coupling many federates within a federation and it can also offer interesting solutions if the HLA rules are fully exploited.


HLA offers a lot on the level of technical interoperability and technical connectivity which is a necessary requirement for the interoperation of systems. In particular the RTI services are a mature implementation of M&S requirements concerning parallel and distributed simulation using heterogeneous implementations. That said, HLA cannot solely address the AI gaps mentioned in the beginning of this paper since it is independent of a particular application and lacks any capability to provide context information to a simulation; nonetheless, its open architecture will contribute in externalising the CGF’s gaps being addressed here.


The dynamic services of HLA; such as Time Management, Data Distribution Management, etc.; have also proven to be of great use to the M&S community.  The dynamic aspect of special interest to this paper is the Ownership Management Services.


The original intent of the OWMS services was to allow for different “representational techniques to be selectively applied at different phases of a simulation application” (Dahmann 1999). OWMS are used in existing simulations to transfer simulation instance objects between low fidelity and higher fidelity federates as the simulation transitions through its various phases (Murphy et al. 2004). OWMS were designed to provide the flexibility of using a low fidelity model in a default way with the possibility of transiting to a high fidelity model when needed. Additional potential uses for OWMS include load balancing and fault recovery (Dahmann 1999). OWMS comprises functions supporting dynamic transfer of ownership of object  attributes during the execution of the simulation, offering thus an increased flexibility to the HLA federation. Thus, the object’s attributes (originally owned by the federate that instantiate the object) can be transferred to and managed by another federate following a well defined procedure. This procedure consists of either a “push” from the default owner or a “pull” from an unowning federate seeking to own that attribute. Ownership is tracked by the RTI and is not based on the instance, but rather on the individual attributes of the object instance [12]. 


Individual attributes that represent synthetic entity actuators can be shared between the CGF and the AI Module without the risk of collisions or conflicts since the RTI checks the ownership of object attribute instances thereby brokering who ‘owns’ the right to publish data on that attribute. But, since attribute-based ownership is not part of the DIS legacy on which RPR-FOM is based, ownership transfer may be implemented as a full entity transfer under strict time management to ensure updates are not missed. Consequently, the preferred implementation is for the AI Module to use the PULL transfer method (see Figure 3) to acquire ownership and retain ownership as long as needed. Once the AI Module is not needed to direct behaviour, the original parameters of the entity behaviour are restored and control is relinquished by an UNCONDITIONAL PUSH transfer (see Figure 4).  It is assumed that the original owning federate will be polling the RTI looking to reacquire ownership since the HLA does not allow for a directed transfer of ownership to a specfic federate.
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Figure 3: PULL Ownership Transfer.
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Figure 4: UNCONDITIONAL PUSH Ownership Transfer.

5.0
Artificial Intelligence Module


The improvement of the synthetic entity behaviour derives from reinterpreting the entity’s environmentally sensed data and proposing better actuator configurations. This implies that the entity sensor data and actuators are made available to the AI Module. There may also be other internal state attributes the AI needs to perform its evaluation and that information also needs to be made available to the AI Module. If an HLA mechanism is to be used, it is necessary to have these attributes defined in the FOM. 


5.1
Agent Definition

An agent is a self-contained piece of software that perceives its environment through sensors; alters its state through actuators or effectors and communicates with its environment. The set of inputs is identified as a Percept, and the output involving an effector is identified as Action. The agent can have goals which it tries to achieve or derive unobservable characteristics by analyzing percepts.

5.1.1
Agent’s Categories

Agent categories vary from pure reflex agents to a more general agent framework [11]:


· Percept-based Agent is an agent that gets information from its sensors, changes its current state and triggers actions through the effectors. It is also identified as reactive agent. Reactive agents have no notion of history. The current state is as the sensors see it right now. The action is based on the current percepts only. Such agents are quite efficient, but not fit for multiple goals. They have no internal representation for reasoning, strategic planning or learning.


· State-Based Agent differs from the previous one in the fact that it maintains some sort of state based on the received percept. Hence, the actions it triggers are based on both the sensors and previous knowledge (memory).


· Goal-Based Agent has a goal which forms a basis of its actions. The actions it triggers are based, in addition to the other inputs, on goals and intentions. Goal formulation based on the current situation is a way of solving many problems and search is a universal problem solving mechanism in AI. The sequence of steps required to solve a problem is not known a priori and must be determined by a systematic exploration of the alternatives.


· Utility-Based Agent provides a more general agent framework. In case that the agent has multiple goals, this framework can accommodate different preferences for the different goals. Such systems are characterized by a utility function that maps a state or a sequence of states to a real valued utility. The agent acts towards maximizing expected utility.


· Learning Agent allows an agent to operate in initially unknown environments. The learning element modifies the performance element.


5.2
AI Module Framework


The AI Module consists of the JADE multi-agent framework operating within an OSGi framework. JADE provides an off-the-shelf framework for the implementation of a multi-agent system [6]. It includes capabilities for agent construction, the specification and management of behaviours, and for inter-agent communications including the specification of ontologies and communications protocols which are essential to achieve the self-organizational aspects of this project. It also provides infrastructure services for monitoring operation of the framework as well as libraries and support tools for development of agents [3]. The OSGi is a set of specifications that define a dynamic module system for Java-based systems. An OSGi framework allows for the creation and management of common components called ‘bundles’ with clear and strict boundaries [14]. OSGi provides the ability to run simultaneously multiple instances of the same version of an agent as well as multiple versions of the same agent [4]. 


The key capabilities of the AI Module are contained within the structure of the agents inside the JADE framework. In the “needs-based” architecture (based on the psychological framework known as MHN), agents are organized based on a hierarchical framework and model elements of each layer in the framework. Each layer in the MHN framework will consist of one or more agents. Agents receive information from explicit sensors or from agents at lower levels. Agents at each level propose goals which are then arbitrated by level and finally arbitrated to a single set of actuator commands for implementation [15]. The trend in the arbitration will favour the lower levels, but the possibility will exist that higher goals will trump lower level needs. This framework can operate both at the level of an individual entity or a formation of entities. In the case where a formation and an entity are both modelled in this fashion, the formation goals and objectives would be captured in the higher levels of the entity model. The internal agent structure will follow the template described in “Agent Architecture” section below. 


5.3
Agent Architecture


The Agent architecture is a new and novel construct for this project. In this architecture a multi-agent system is created paralleling the MHN model. This construct specifies three types of agents (see Figure 6). Pyramid agents are those that address part (or all) of one level of the MHN pyramid. Each agent is designed following the structure presented in Figure 5. Arbitration agents are used to resolve conflicts in agent goals and present a single control solution for implementation. Learning agents are employed to recognize when expected states do not meet actual states and dynamically adapt the agent accordingly. Learning occurs as a cyclic process of evaluating the gained utility of actions/needs against the world model. Learning agents are used to refine the parameters in either the Pyramid Agents or the Arbitration Agents. They can be used to add/modify behaviours or change the structure of the behaviours accomplished by an agent. The implementation of learning is a key requirement to achieve truly autonomous operation of synthetic entities.
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Figure 5: Pyramid Agent Structure.
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Figure 6: Agent Architecture using MHN.

6.0
Computer Generated Forces interface 


As mentioned previously, for the AI Module to augment decision making and to improve synthetic entity behaviour, requires synthetic environment entity information which can be provided via the HLA federation. This implies that certain attributes may be added or refined in the FOM. It will also require environment information such as terrain, features, roads, obstacles, etc. To be able to acquire the environment data, this work is leveraging from an approach used in developing context-aware applications. 


6.1
FOM Extension 

FOM extensions define the scope of state, sensor and actuator information/controls to operate in an HLA federation. Using the HLA to communicate this information activates the concept of ownership of information. In other words, the HLA will not allow information to be published except by the federate that possesses ownership of that information and the RTI will actively enforce that rule. It is expected that in most cases, the AI Module will be added to an existing federation instead of creating a new federation. If the additional information needed for the AI Module in the FOM is solely additions to the existing FOM, then the remainder of the federation will operate in blissful ignorance of the FOM extensions. The result will be that federates not subscribing to the AI Module will not be impacted by the AI Module’s presence. This is the preferred approach. Within an existing FOM, the demarcation structures may already exist or require additional attributes/parameters to be exposed in order to have the synthetic entities operate with the AI Module, or will be implemented in elaborations of existing attributes/parameters such as those of the Real-time Platform Reference Federation Object Model (RPR-FOM).


6.2
Context Awareness 

The context-aware concept helps discern relevant from non-relevant context and how to help agents make appropriate decisions based on it. 


6.2.1
Context for AI Module 


Context is defined as any information that is considered relevant to the agent action (e.g. agent’s position, identities [of SE entities] around the requesting agent’s surrounding environment, routes, moving methods, time of day, or weather information). Nevertheless, these are more special context information than a general definition. We are proposing in this sense an architecture that will allow the AI agent to receive the context information from a central Context Provider (CP) which holds the current ground truth of the SE. The role of the CP is to provide the agent with the set of needed context attributes. Therefore, the AI agent will deal directly with the CP for context information (see Figure 7).


Two categories on context are considered here: 


· The SE entity’s surrounding world which we can identify as environmental context, which is common to all synthetic entities, and 


· The other SE entities surrounding and interacting with the concerned SE entity.


6.2.1.1
Context Provider (CP)


The main functionality of the Context Provider (CP) is to compute a context attributes set as per the agent request. CP is responsible of maintaining an up to date environmental and entities list database. Three mechanisms are available to the CP to stay up to date:


· Initial loading of the environment (terrain, routes, features, etc)


· Periodical access to the information that changes constantly (position, orientation, etc), and


· Per status change loading (health, weather, etc).


6.2.1.2
Specification of Context Information


This concept is borrowed to the “Creation of User-friendly Mobile services Personalised for Tourism” (CRUMPET) project, where context information is processed, evaluated and passed on using GML (Geographic Markup Language) [9]. CRUMPET also uses the location-related language POIX (point of Interest eXchange Language) of the W3C (World Wide Web Consortium) to exchange location-related information.


The Geographic Markup Language (GML)


GML is a XML representation of Simple Features. In order to draw a map it is necessary to transform the GML into a graphic format, either by direct rendering, or by transformation into (XML encoded) graphics elements. This can be done anywhere in the processing chain between the data store and the visualization device. GML can be related to other new XML-based standards like the “Point Of Interest eXchange Language” (POIX) from the W3C Consortium. This is a more simplified model for position and direction information. POIX data can be generated from GML [2].


Point Of Interest eXchange Language (POIX)


Point Of Interest eXchange Language (POIX) is a location-related information descriptive language prepared with the aim of exchanging location-related information over the Internet, and is designed with XML 1.0* (Extensible Markup Language [W3C Recommendation]). Not only does POIX denote a simple location, but it also provides an environment capable of representing comprehensive information associated with the targeted location [10].
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Figure 7: Architecture of Context-Provider Agent.

7.0 Conclusion


Existing CGF systems present some fundamental and very critical limitations whose solution may benefit from the concepts and techniques of AI. The reasoning models in these systems are quite limited and mostly rule-based, which were adequate for what these systems were initially created for. However, the fourth generation warfare disrupted many of the cold war era concepts. Conceptual models of existing CGFs didn’t escape this disruption and need to adjust to the new warfare era. This project will contribute to the adjustment of the CGFs to the new needs from a perspective of an adequate representation of human influences. 


The strategy described in this paper is a composability-based approach and is applicable for HLA-compliant CGFs and might be easily adaptable for other simulations that are HLA compliant. The adopted open architecture can accommodate newer AI requests from both individual entities and formations.

Reusability is a key building-block of composability and is also a concept that this project is adopting. Yet, typically reusable models are initiated as components in a larger system and must interact adequately within the larger system and might be tailored in a non-interoperable way; which might require extra effort to reuse them elsewhere. From a pure software development perspective, software disciplines are successfully applying component-based approach to build software systems, the challenge in our specific project might come from:


· The CGF systems, even though, HLA compliant, might lack the necessary dynamics (composability, openness, modularity, etc) to seamlessly embed these models; and


· A model is only reusable to the extent that its original system’s assumptions are consistent with the constraints of the new CGF system. Without appropriate information to guide the adaptation, a model may not be reused advantageously within a new system.

Changes to the FOM might imply internal changes to the CGF. There may be new publication/subscription structures that need to be implemented as well as ties between the HLA data and any internal data structures within the CGF. This also may require additional data publishing steps that need to be captured in the main simulation loop or support for update value requests, which otherwise would not be supported. The HLA specification provides all the necessary services, but they may not all be implemented within a specific CGF.


A potentially challenging situation that this project might face will come from the apparent environment, and serious thoughts will be given to the design and implementation of the context-aware agent framework.


We explored an approach to developing such an intelligent agent based on the HLA architecture framework, a hybrid methodology that combines elements of AI and context-aware agent. We proposed a concrete methodology by which the AI Module could engage the CGF based on the HLA ownership management services. 

This is an architecture phase, and as such, many challenges in this interactions’ representation still need to be verified or adjusted along the project’s development progress. The leveraging being exposed here from other domains might come across matters that will require adjustment to the design of the component. Nevertheless, the architecture as laid down here is taking all these aspects into consideration. 
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Abstract


Maritime Interdiction (MI) operations are an increasing important element of the littoral environment.  This is demonstrated by the International anti-piracy operations around the Horn of Africa and the establishment of the NATO Maritime Interdiction Operational Training Centre (Crete, Greece). The type of MI operation described is the insertion of a ship boarding team, via high speed craft, from where the team are required to board the ship using a ‘caving’ ladder. Once aboard, the team undertakes a high-tempo offensive operation where accurate target recognition and prosecution is essential for operational success. The maritime environment is arguably one of the harshest work environment in which humans must contend. In addition to either extremes of temperature, the repeated shock and vibration exposure of the high speed craft has been shown to result in high levels of post-transit fatigue which potentially reduces operational effectiveness during subsequent operational phases. On reaching the target ship, the climb up and onto the deck using a free-swinging ladder, whilst potentially carrying in excess of 50kg of equipment, is a physically arduous task particularly in poor environmental conditions. When the boarding team is on deck, the on-target phase of the operation can begin. This is a high-tempo task, made more difficult by the requirement for protective clothing and equipment, and carrying the heavy operational equipment load.  This requires high levels of fitness and the ability to make accurate target identification decisions, and subsequently accurate shooting performance, whilst working at increased physical work-rates. To model the human performance aspects of the MI operation the factors influencing the insertion and on-target phases need to be quantified, initially via formal Task Analysis, so as to assess the potential degradation to performance and operational effectiveness. The ability to model these inter-related human, environment and equipment factors provides the ability to develop effective solutions to reduce performance degradation and enhance operational effectiveness. This paper describes an example MI operation, the development of a methodology to assess performance degradation via an operationally specific test battery, the qualification of high speed craft motion and shock mitigation, the results of assessing post-transit fatigue and issues of objectively assessing target prosecution. It is proposed that continued development of the MI human performance model will help enhance operational effectiveness by providing a greater understanding of how the environmental stressors, engineering systems interact with human operators to influence performance. An integrated approach, based on a formal TA, will enhance MI operational effectiveness and readiness for both NATO and its Partners.


1.0
INTRODUCTION

Maritime Interdiction (MI) operations are an increasingly important element of the littoral environment, the control of Economic Exclusion Zones and the Global War on Terror.  This, for example, is demonstrated by the International anti-piracy operations around the Horn of Africa and the establishment of the NATO Maritime Interdiction Operational Training Centre (NMIOTC) based in Crete, Greece [1].  A common description of MI Operations is Visit, Board, Search, and Seizure (VBSS).  For this paper, VBSS provides an appropriate description of a generic MI operation involving the insertion of a ship boarding team, utilising High Speed Craft (HSC), from where the team is required to board the ship using a flexible wire (caving type) ladder.  Once aboard, the team undertakes a high-tempo offensive operation where accurate target recognition and prosecution are essential for operational success.


The maritime environment is arguably one of the harshest work environment in which humans contend.  In addition to hot, temperate or cold temperatures, the Repeated Shock (RS) and Whole Body Vibration (WBV) exposure of a HSC insertion transit has the potential to induce high levels of post-transit fatigue and injury.

Operational analysis [2] demonstrates two single-points-of-failure that increases the risk of mission failure of the MI operation as described in this paper. These are:


· The HSC coxswain during the insertion phase


· The ladder climb/transfer onto the target vessel

A graphical representation of these risks is shown below in Figure 1.  It can be seen that the Risk to the Mission is high prior to the Transfer; this is where the actions of the coxswain during the approach to the target are critical to mission success.  Similarly, the Risk to the Mission and Risk to the Force are greatest from just prior to the beginning of the Transfer through to its completion; this is where the actions of the coxswain during the Transfer, and the ability of the boarding team to successfully execute the transfer are critical to mission success. 


Figure 1: A Graphical Interpretation of the Risk to Mission Success and the Risk to the Force During the Time-Line of a Generic Maritime Interdiction Operation. 


This paper describes a generic MI Operation, its Phases, including those of high risk highlighted in Figure 1, and Factors limiting the human operators’ performance within the Phases.  From these Phases and Factors, a model is constructed to allow the interactions to be observed, how mitigation solutions may be applied along with their potential influence on the model and subsequent operational performance. The paper does not explicitly detail a MI Operation, but provides a framework model from which performance enhancements may be developed.

2.0
PHASES OF A GENERIC MARITIME INTERDICTION OPERATION


To facilitate a greater understanding of the human related factors limiting MI performance the operation is deconstructed into quantifiable factors.  The following schematic representation (Figure 2), and descriptions of a generic MI operation, were developed to model the relevant human performance factors and their interaction.
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Figure 2: Schematic Representation of a generic Maritime Interdiction Operation.

2.1
Preparation Phase


2.1.1
Planning, Rehearsal & the Move to the Area of Operation

2.1.1.1
Planning & Rehearsal


The MI team, including the boarding and Command & Control (C2) elements, will have completed a through planning activity for a range of different MI scenarios, including wherever possible the use of intelligence specific to the target vessel.  From these, the team will have undertaken training and rehearsals to maximise operational effectiveness.

2.1.1.2
Move to the Area of Operation (AOO) / Drop-Off-Point

The move to the start line can be short or long; and can include road, water and air moves.  For example, the HSC may be deployed directly from a larger maritime platform operating in the area, whereas a longer deployment could include a road move to an air-head, where the MI team may be flown to the general area of operation.  From this Drop-Off-Point the HSC may subsequently need to transit a significant distance to the target vessel, potentially requiring refuelling.


2.1.2
Physiological Factors

2.1.2.1
Nutrition & Hydration


In high-tempo operations where MI teams have to remain on-call, it can be difficult to plan and ensure that the team maintain the appropriate energy and hydration levels.  For energy replenishment during the operations insertion and on-target phases there must be the appropriate facilitation for eating and drinking prior to the initiation of the insertion

2.1.2.1
Sleep


Sleep deprivation is a commonly recognised factor influencing military operations.  Where MI teams are kept on-call, rather than acting as part of larger planned operations, it can be typical for operations to start at times when the teams have been awake for significant periods of time undertaking normal duties.  If an MI operation is initiated when the team has already been awake for 18 hours it is likely that the team members will have been awake for over 24 hours when the boarding phase is initiated.  Sleep deprivation has been shown to degrade cognitive function [3, 4], e.g., attention, etc.  Pharmacological interventions can assist in the maintenance of cognitive function, e.g., caffeine, but ultimately efficient organisation is required to plan the appropriate work-rest schedules for MI team members.


2.2
Insertion Phase


2.2.1
High Speed Craft


2.2.1.1
Repeated Shock & Whole Body Vibration Exposure


Repeated shock & WBV exposure from HSC transits has been shown to result in fatigue [5, 6] and an enhanced risk of musculoskeletal injury [7, 8], whilst the use of shock mitigation solutions (e.g., suspension seating) may maintain performance post-transit [9, 10] and thus support operational effectiveness. Figure 3 provides an example of the effectiveness that shock mitigation can provide for maintaining performance post-transit.
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Figure 3: Differences in Post-Transit Performance (Fatigue) Following a 3-Hour Voyage 
(~Sea State 2) in 8.5m RIBs for Occupants using Fixed and Suspension Jockey-Style Seats.


2.2.1.2
The Coxswains Role


The HSC coxswain is an essential component in the MI operation, having the same level of importance as the pilot for helicopter operations.  They have to control the HSC in poor sea conditions, which may appear to be a relatively passive task, but heart rate data [11] supports the anecdotal evidence that the coxswain's work rate is greater than the passengers, which is supported by them wearing less clothing layers than the passengers.


The control of the HSC is achieved via steering, throttle and trim control [12], with effective throttle control being essential for reducing RS & WBV exposure, and ensuring the safety of the craft, embarked crew and passengers.  Although this may appear to be a relatively passive 'driving' task, evidence suggests that the Coxswains role is high workload [13] and requires a high level of training [14].


2.2.1.3
Ergonomics & Posture


Effective MI operations require that the boarding team reach the target vessel in an optimum condition with minimal fatigue. It has been shown that shock mitigation systems have the ability to reduce the magnitude of fatigue induced by the HSC's RS and WBV.  Human factors and ergonomics guidance for the design of HSC has been produced [15,16] to support the maintenance of operational effectiveness and readiness.   Typically HSC often have poor ergonomics which results in the boarding team experiencing cramped conditions, compromised blood flow and the inability to effectively maintain postural stability [17].

2.2.1.4
Cold Exposure

Exposure to the cold has the potential to degrade on-target performance.  Myers, et al. [18] demonstrated that a three-hour exposure to a cold environment on an open RIB resulted in a large post-transit degradation in physical performance of approximately 40%.  In the same way, cold and wind-chill exposure reduced climbing performance on a free-swinging caving ladder [19].


A number of solutions to reducing cold exposure are available; these include both HSC design features (e.g., cabin or wind deflection) and Personal Protective Equipment (PPE)(clothing using passive insulation and /or active heating). 


On-target high-tempo operations generate heat and therefore clothing needs to reflect the thermoregulatory demands. Currently operators often under-dress for the transit to ensure on-target performance – but this potentially compromises the crucial ladder climb onto the target vessel, and the initial stages of the on-target phase whilst the individuals warm up.


2.2.1.4
Heat Exposure

Heat exposure is a well-recognised problem from military operational experiences in Iraq and Afghanistan; in the same way heat exposure has the potential to degrade on-target MI performance. There is little direct evidence of on-water effects, but it is known that dehydration of as little as 2% body mass leads to deficits in both physical and cognitive performance [20, 21], with reductions in endurance capacity of over 40% being reported [22]. It is known that heat storage and the subsequent difficulties with thermoregulation within the body leads to degraded performance, these will be expatiated in the marine environment where relative humidity is high and PPE with restricted vapour permeability is worn. The requirement for MI operators to wear PPE and operational equipment adds to their insulative and load carriage burden and increases the risk of degrading the individual’s performance potential.


Whilst operating in areas of high levels of sun exposure, it is recognised that HSC should be designed to provide the occupants with shade. The use of cooling systems may be employed on HSC, these may be passive (e.g., the use of evaporation) or active systems (e.g., cabin air conditioning and body-worn cooling vests) which have been utilised in vehicles in Iraq and Afghanistan. Such cooling technologies must be able to cope with the HSC environment, particularly the exposure to RS and WBV.

2.2.2
Alternative Insertion Modes


Depending on the location of the MI teams assets and target platform, and the tactical nature of the situation, the insertion options include air and sub-surface modes of transport.  These modes have their own limiting factors but are outside of the scope of this paper.  However is should be remembered that good planning and procedures can reduce the distance required to reach the target vessel – e.g., making the best use of the prevailing weather conditions.

2.3
Accessing the Target Vessel


This may be considered the most important evolution of the operation and is a single point-of-failure.  Therefore resources should be allocated to this phase to reduce the risk of operational failure.


2.3.1
Holding Station on the Target Vessel by the HSC – The Coxswains Role


The position held against the target vessel is a compromise between the wave pattern along the length of the vessel and the potential access points, lower level access being preferred to reduce the climbing height.


The maintenance of the position is a combination of the HSC coxswains skill with steering and throttle control.  The coxswain is required to accurately control the following positions:

· Longitudinal position for the access location of the target vessel.

· Distance from vessel – this is important for not getting stuck on the target vessel and to be able to rapidly move away from the vessel if required


For HSC to be an effective part of the MI operation the appropriate Command & Control (C2) is required.  This C2 has a number of aspects; communication with the operational command structure, communication for the operation of the HSC, and communication between the HSC crew and the boarding team.  A model of HSC C2 (HSC3) has been developed [23] that supports MI operations but specific operational procedures are required to achieve an effective boarding.  The communication requirement between HSC crew and boarding team includes:

· Coxswain maintaining the required position alongside the target vessel

· Ideally a 2nd coxswain/crew member managing the climbing operation with the leader of the boarding team.

Following the boarding, the HSC often maintains a support role, requiring continual communication with the operational command centre.

2.3.2
Boarding Equipment


Placing the ladder, poles, etc., often known as 'hooking-on', is a highly skilled task that must be practiced and perfected.  A range of equipment is required by teams for the types of vessels they are likely to encounter.  The boarding ladders used are of two designs:

· Fixed: limited height but dimensions and rigidity provide for good biomechanics


· Flexible: light weight and easy roll-up storage, but the flexibility and dimensions of the ladder result in control issues and an increase in the difficulty of climbing.

2.3.3
Human Factors


There are a number of human factors issues that influence the individual’s climbing performance.  
A number of these are highlighted and briefly described below with graphical examples of day-light ladder climbing training shown in Figure 4:


· Gravity/weight: The individual must use muscular effort to lift themselves and their equipment onto the target ship.  It should be remembered that in addition to the weight of the individuals clothing and equipment ensemble it is likely that these will become wet (spray and precipitation) during the transit thereby further increasing the load.


· Mobility: Restrictions (e.g., range of motion) to the individual’s mobility due to clothing and equipment (both PPE and operational) reduces performance.


· Dexterity: Similar to mobility, the individual’s dexterity is reduced by the need to use protective gloves and boots.


· Visibility: MI operations may be planned to occur during the hours of darkness, or in conditions of restricted visibility.  This has the potential to degrade performance in the ladder climb and during the on-target phase.


· Ladder climbing technique and skill:


· Foot and hand placement during caving ladder climbing is crucial.  Options include the use of the front and back of the ladder.  Currently there is no definitive technique that is universally recognised.


· Centre of Gravity (CoG): Much of the operational equipment is worn on the sides and rear of the body.  This moves the CoG away from the ladder, resulting in the ladder swinging away from the climber.  The equipment can't be worn on the front of the individual as it will restrict mobility and move the body away from the ladder.


· Strength/muscular endurance: There is a recognition amongst the climbing community that the individual must to use leg strength and not arm strength – as the arms are weaker and will tire relatively quickly compared to the legs.  However, the arms and legs may be fatigued from the HSC insertion phase where muscular work will be required to absorb the RS exposure, and maintain postural stability.
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Figure 4 - Left: Example of ladder climbing training without MI PPE and operational equipment; Figure 4 - Right: NMIOTC MIO Boarding Team training (Course 3000 - Practical Training).

2.3.4
The Risk of Falling


There are multiple factors that increase the risk of falling from the ladder.  In addition to potentially compromising the mission, the individuals are at risk of potentially fatal injuries.  This issue contributes to making the climbing task a single point of mission failure. The following issues are highlighted:


· Stepping onto the ladder


· This is not a trivial task, stepping from a moving boat to the free-swinging ladder when the HSC is being repeatedly hit by waves is a high-risk activity.


· If the boat is vertically stationary relative to the vessel, then the step is relatively straightforward. If the boat is moving vertically with the wave swell, it is essential that the individual steps onto the ladder at the highest point – otherwise they risk being hit by their boat from below as it is lifted by the next wave.


· The coxswain should be able to manoeuvre the boat a small distance away from the vessel (e.g., 1m) once the climber has stepped onto the ladder.  When they have initiated the climb the boat can be manoeuvred back in to deliver the next climber.  This task requires a very skilled coxswain to successfully achieve this in rough sea conditions with restricted visibility.


· On a long climb and with a heavy operational load the climber may become fatigued and need to rest, the ability to 'clip-on' using a karabiner type system is sometimes used.  It should be recognised that this will slow the overall transfer evolution of getting the boarding team onto the target vessel and thus increases the risk of mission failure.


2.4
Action on Target Phase


Once onboard the target vessel the team will execute its Standard Operational Procedures (SOPs) for the action on target. Such procedures are covered in the training provided by NMIOTC. This paper does not address the SOPs, but rather highlights the human related factors that can limit performance and operational effectiveness. Note that the insertion craft may be required to follow the target vessel during this phase, thus extending the boat crews’ environmental exposure, to support the on-target operation and assist in the exfiltration if required.


2.4.1
Search – Fire & Manoeuvre


2.4.1.1
Physical Description; e.g., Repeated Sprint Activity


In order to understand human performance during the on-target phase an objective assessment of it is required.  It is recognised that military operations are generally stochastic in nature, but similar to sporting events, there are generalisations that can be made. For example, the operators will spend certain amounts of time undertaking the following activities: stand/kneeling, walking, jogging, and sprinting.  Using Notational Analysis techniques (similar to those regularly used for analysis of team games e.g., soccer, football, rugby) a typical example of the exercise intensities, and their distribution during the on-target phase, can be used to develop objective test methodologies for developing and assessing performance enhancement strategies. Therefore the following factors, which are recognised as being important for successful on-target tasks, may be examined:


· Load carriage: It is recognised that in contemporary dismounted military operations the loads that the individuals have to carry compromises their performance, and therefore efforts are being made to reduce the load burden on the Warfighter.  From load carriage modelling it has been shown that even when stationary for every 1kg of load, an increase in energy expenditure occurs by 60 W.m-2 [24].  Increasing load is of specific relevance to ship operations due to the environment where the individuals are required to repeatedly climb and descend flights of stairs/ladders to access different areas of the ship.


· Exercise intensity: In addition to load being directly related to exercise intensity, the speed – or operational tempo – with which operational effectiveness is achieved is important.  The higher tempo/exercise intensity leads to a greater the risk of fatigue, energy depletion and dehydration.  The existence of a fatigue threshold has been described [25], along with the limitations it brings to enforcement operations and the requirement for near-term solutions. Solutions for reducing/coping with elevated exercise intensities are required for all phases of the operation.


· Mobility: The need to wear PPE and carry operational equipment reduces operator mobility.  The mass of the clothing and equipment can routinely be in excess of 30kg and this reduces the individual's mobility and agility.  In addition to the mass, the size and location of the equipment can affect mobility by restricting limb range of motion.  Load carriage systems should be designed to minimise its impact on mobility.


· Clothing PPE: The clothing worn during an MI operation serves a number of required functions.  In addition to these requirements the design has the potential to result in 'side-effects' that may compromise performance:


· Thermal management: The high-tempo operation on the target vessel means that the individuals generate metabolic heat that they need to dissipate.  However, the requirement for clothing to cope with CBRN and fire exposure means it is often insulative and increases the individuals thermal load.  Because the individual will dress for the on-target phase they are often left with inadequate thermal insulation for the insertion phase where the environment exposes them to heat loss and the subsequent loss of performance. 


· Permeability: The need to protect the individuals from the risk of cold-water immersion during the insertion phase means that their clothing will have restricted water vapour permeability, restricting heat loss via evaporation and leading to moisture build-up.


· Restricted weapon aiming: The dimensions/bulk of the clothing and equipment (e.g., life jacket) can restrict the ability to effectively control and aim the weapons utilised.


· Respiratory PPE: Respirators are commonly used in MI operations (e.g., full CBRN equipment would be used on high level targets with WMD/Dirty Bomb intelligence) and therefore their characteristics must be recognised and accounted for:


· Work of Breathing: Respirators will increase the individuals' work of breathing which increases their exercise intensity and risk of fatigue [26].  Respirators are designed with features to reduce work of breathing, but this will still inhibit performance and effectiveness.


· Field of View: Poorly designed respirators limit an individual’s field-of-view, in particular peripherally, and therefore may reduce their Situation Awareness (SA).  Without good SA the risk of errors increases.


· Restricted weapon aiming: The dimensions/bulk of the respirator can restrict the individual's ability to position the eye appropriately to effectively aim the weapons deployed.


· Noise: It is a recognised that during fire and manoeuvre operations the resultant high noise levels will reduce the effectiveness of communication between the team members. Therefore communication systems are needed to overcome this problem.


· Cognitive ability: Increases in exercise intensity can affect cognitive performance; this can be via the concept of cognitive tunnelling where the number of pieces of information that can be attended to is reduced.  For this reason SOPs are designed to enhance operational effectiveness and cope with cognitive tunnelling as all the MI team will know what is happening and their required actions/reactions will have been rehearsed to ensure the SOPs are followed.

2.4.1.2
Teamwork


The success of MI operations is dependant on effective teamwork.  This requires an undertaking to understand how the following factors interact to facilitate an effective operational outcome:


· Individuals must understand and carry out their role within the operational framework


· SOPs must be understood and executed at both the individual and team level.


· Communication is essential for effective teamwork, and methods of operation are required to cope with failures in communications systems.

2.4.1.3
Target Prosecution


There are two aspects to successful target prosecution that relate to human performance; firstly target recognition, and subsequently shooting accuracy.


· Target recognition: For MI operations effective target recognition, and the subsequent decision-making (following the operational Rules of Engagement), is imperative where there are both opposing forces and civilians embarked on the vessel. Recent research [27] is now providing some insight into how cognitive processes influence target recognition; this includes short-term memory capacity. 


· Shooting accuracy: Although important, this aspect is arguably less so than target recognition.  Whilst individuals may be capable of accurate shooting on a quiet range, it is their ability to shoot accurately/effectively whilst under pressure, and fatigued, that must be practiced and perfected.

2.5
Exfiltration Phase


This phase is not covered within the scope of this paper, but is generally considered to be a lower intensity activity.  It should be noted that the duration of this Phase could be as long as Insertion Phase if conducted in poor weather conditions due to rotary air asset’s reduced flying capability in these conditions. 

3.0
RELATED ISSUES


Following the description of the MI operational phases and the factors relating to human performance there are a number of related issues, not covered in Section 2, that support effective operational outcomes.


3.1
Specificity of Training


3.1.1
Enhancing Performance


3.1.1.1
Physical Fitness


Within the human performance domain it is recognised that there are two types of fitness; general and specific.  For example both runners and swimmers have good levels of general fitness, but these levels of general fitness do not make the runner a good swimmer and visa versa, due to the concept of training specificity. Therefore, the MI personnel require both high levels of general and specific fitness. 

The development of specific fitness programmes for MI operations requires a thorough understanding of the physical tasks being undertaken and how both strength and endurance interact with motor skills and technique development for the equipment deployed.

3.1.1.2
Operational Task Skills


It can be difficult to obtain the platform assets required for realistic operational training, e.g., ships and high-speed ferries. Thus training provided by organisations such as the NMIOTC support this requirement for teams with limited access to such assets.

The potential exists for using simulators to support specific elements of MI training, although the validity and effectiveness of the training requires examination before significant investments are made in expensive equipment and infrastructure.  Simulation can range from relatively simple mock-ups (e.g., target vessel infrastructure made of plywood), to sophisticated computer-based distributed networks simulating the interaction between the MI Operations C2 assets.


3.1.2
Reducing Injury Risk


3.1.2.1
Injury Proofing


As MI training needs to be realistic the likelihood of individuals sustaining minor injuries (e.g., contusions, strains, sprains etc.) is high but probably unavoidable.  However, the risk of sustaining more serious injuries during training should be minimized through good planning and risk assessment procedures.

It is recognised that individuals that are more physically fit are generally more resilient to injury, but it should be noted that general fitness might not be related to a reduced risk of injury.  In the sporting environment, elite endurance athletes wouldn't cope well with playing high intensity sports such as rugby, America football and Australian Rules football as they would suffer high levels of pain and soreness from the repeated tackles, bumps and scrapes.  Coping with the physical stresses of these games requires specific training, and provides a good analogy for coping with military operations and training. 


In the MI environment it has been observed that boarding teams with higher levels of general fitness than highly experienced HSC coxswains suffered much greater muscle soreness following transits.


Specific examples of the demands on MI personnel include:


· HSC Coxswain


· Insertion/On-Target/Exfiltration phases – coping with Repeated Shock (RS), (eccentric muscle contractions), and maintaining postural stability (isometric muscle contractions).


· Boarding Team


· Insertion – coping with RS (eccentric muscle contractions), and maintaining postural stability (isometric muscle contractions).


· Fire & Manoeuvre – coping with multiple levels of multi-directional agility type tasks (e.g., sprinting, jumping, landing with weight, falling and impacts with vessel structures).


· Exfiltration by rotary wing platform or HSC.


4.0
HUMAN PERFORMANCE MODELLING


Using the model graphically described in Figure 2, what is the performance degradation for each of the phases by the factors than potentially limit performance?  Is it possible to quantify the 100% performance for each phase of the operation if undertaken separately?  What happens when the phases are put together ​ how does degraded performance in one phase influence performance during subsequent phases? By understanding the factors that limit performance and the magnitude of their effects, potential solutions can be identified and the cost/benefits of different solutions examined and decisions made on their implementation.  To model the human performance aspects of the MI operation, the factors influencing the insertion and on-target phases need to be quantified.  The initial strategy of evaluation should include, a formal Task Analysis, to assess the potential degradation to performance and operational effectiveness.  The ability to model these inter-related human, environmental and equipment factors provides the ability to develop effective solutions to reduce performance degradation and enhance operational effectiveness.


4.1
Factors Limiting Human Performance in Maritime Interdiction Operations


The basic model (Figure 2) has been expanded to illustrate how various behavioural and environmental factors may adversely influence performance and operational effectiveness.  Using the work of Hyde et al. [28] as a basis, the more detailed factorial model is shown below in Figure 5.


5.0
DEVELOPMENTAL requirements


The development of the MI human performance model will support the enhancement of operational effectiveness by providing a greater understanding of how the environmental stressors, engineering systems, the human operatives, and their interaction, influence performance and operational effectiveness.  The following areas are highlighted for enhancing operational effectiveness and/or the maintenance of performance.

5.1
Development Areas


5.1.1
Equipment


5.1.1.1
Insertion Phase


· HSC – a User-Centred approach to HSC design provides enhancements in system effectiveness and reliability [15, 16]


· Shock mitigation – assists in the maintenance of performance [9] and reduces the risk of acute and chronic injuries [7]


· Command & Control (C2) – essential for effective operations [23] 

· Individual equipment


· PPE – required to ensure the safety and performance of personnel


· Reduced weight – reduces exercise intensity and therefore enhances performance potential and reduces the risk of fatigue and injury.


· Improved mobility – increased limb range of motion and agility


· Thermoregulation – improved safety and performance by reducing the degradation effects of cold and heat exposure
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Figure 5: A Model of the Human Factors Implications on 
Performance in Maritime Interdiction Operations.

5.1.1.2
Action on Target


· Ladder climb


· Hook placement – improved ability to manoeuvre equipment at height and accuracy of placement


· Ladder design – improved biomechanics and speed of climb

· On-board Search + Fire & Manoeuvre

· PPE – required to ensure the safety and performance of personnel


· Reduced weight – reduces the exercise intensity and therefore enhances performance potential and reduces the risk of fatigue.


· Improved mobility – increased limb range of motion and agility


· Thermoregulation – improved safety and performance by reducing the degradation effects of cold and heat exposure


5.1.2
Standard Operating Procedures (SOPs)


The development of SOPs is recognised as essential for enhancing and maintaining operational effectiveness.  Their development is beyond the scope of this paper.


5.1.3
Training


Training is an inherent foundation of military operations.  The essential issue is the effectiveness of the prescribed training, and thus metrics are required to assess this effectiveness.  It should be recognised that some training enhanced skills/competencies are related to operational effectiveness but are difficult to quantify, therefore the issue of the transfer of training needs to be understood and addressed.


The following factors are highlighted as being essential elements within the MI operation that must be addressed by the appropriate training and assessment programme.

5.1.3.1
Skill and Technique


· HSC Coxswain


· The coxswains and crew must receive high levels of training and experience.  An example of how professional coxswain training may be achieved is described by Hill et al. [14] with the appropriate specific MI training being undertaken to develop the required level of competence in the full range of environmental conditions.


· Ladder climbing


· The climbing of caving ladders, particularly in the maritime environment, where the climbers may have endured many hours of exposure to an environment including RS, WBV, and the cold and wet environment, all of which degrades climbing ability [19] before embarking on the climb.  It is essential that good technique is taught to ensure that climbing effectiveness is developed and maintained with the PPE and operational equipment carried.


· On-board Search + Fire & Manoeuvre


· The repeated-sprint nature of MOUT-type operations, combined with the specific demands of ship-borne operations, requires specific training to deal with the demanding environment. Representative environments are required to ensure that boarding teams have the appropriate level of experience and competency to undertake operations with the required level of effectiveness.


5.1.3.2
Physical Fitness


· Operational Fitness


· As described above (Section 3.1.1.1) MI personnel require both high levels of general and task specific fitness.  Research into training programmes for enhancing tactical occupational tasks has shown that combined resistance and endurance training proved enhancement in both strength and endurance without compromising either [29].


· Relatively simple methodologies are being developed to reduce the risk of injury in Special Operations Forces [30], pre-participation screening techniques such as mobility, stability, agility, endurance, and strength using functional clinical tools such as Functional Movement Screen (FMS), dynamometer grip strength, timed running tasks, balance tests appear to provide a methodology for identifying individuals at-risk of injury and developing intervention plans for reducing the risk of injury. 


· Specific Fitness


· HSC transits: The harsh motion of the insertion craft requires the occupants to cope with the repeated eccentric contractions required for the vertical impacts.  These eccentric contractions during HSC transits have been shown to result in elevated levels of muscle damage markers [6].  Therefore specific eccentric training may assist in coping with the RS exposure.  The required postural stability to cope with the lateral accelerations means that the individuals require an enhanced level of core stability and isometric strength/endurance.


· Ladder climbing: Anecdotal reports of climbing training support the need for upper body strength and endurance, but it should be noted that upper-body strength will, in the majority of circumstances, not cope with the weight of the equipment that the boarding team personnel carry onto the target vessel.  Therefore the appropriate technique must be practiced in addition to developing the specific strength and endurance requirements.


· Physical Performance Assessments


· Baseline pre-participation assessments should be conducted upon entrance to a command/division/unit etc. Such an assessment enables operators to identify deficiencies, and for individualised training programme to be developed to address them.  Quarterly or yearly updates of some subcomponents should be assessed for evaluation of progress.


· The tracking of injury and physical performance metrics should be conducted on a regular basis.  Normative data and pass/fail criteria should be established to allow for remediation to be recommended and initiated.  Individual assessments conducted in a group environment with computer tracking should be implemented to allow for individuals to view their status and progress allowing for targeting individual and group goals.


· The implementation of validated questionnaires related to general health and joint specific problems (e.g., neck disability index or international knee documentation committee) should be completed at baseline entrance to command and subsequently yearly follow-ups should be completed to evaluate potential musculoskeletal degradation due to job task demands [7].


6.0
CONCLUSION


It is anticipated that further development of the MI human performance model will help enhance operational effectiveness by providing a greater understanding of how environmental stressors and, engineering systems interact with human operatives to influence performance.  In support of the performance modelling it is recommended that a formal Task Analysis (TA) and Training Needs Analysis (TNA) be undertaken.  It is recognised that although there is no typical MI operation, it is essential that a generic operation be defined to support the development and assessment of solutions that have the potential to either enhance performance, or reduce performance degradation.  It is therefore recommend that the proposed model of MI human performance is developed to promote a better understanding of operator performance in extreme maritime environments.


NMIOTC, using modern training facilities and techniques (including real platforms and high-fidelity simulations), is providing realistic MI training to International Naval Units/personnel, thus assisting in the development of their capability to confront a range of different scenarios within the MI operational environment.  By facilitating this coordination and training, NMIOTC supports the increasing recognition of the MI Sector, and adds value to the continuing NATO efforts of assisting with the development of anti-piracy and related operations.
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Abstract 


Developing good team skills usually involves exercises with all team members playing their role. This approach is costly and has organizational and educational drawbacks. For the Netherlands army, we developed a more efficient and flexible approach by setting training in virtual environments, and using intelligent software agents to play the role of team members. We developed a general framework for developing agents that, in a controlled fashion, execute the behavior that enables the human player (i.e., trainee) to effectively learn team skills. The framework is tested by developing and implementing various types of team agents in Virtual Battle Space 2 (VBS2).


1.0
Introduction


Usually, team skills are trained by exercises with a (potentially large) number of participants, each playing a dedicated role in a given scenario. This type of team training requires ample resources (both human and financial) and is difficult to organize. The Netherlands Army is in need of new forms of team training that require less organizational and logistic efforts. A solution would be to use virtual humans (agents) to play the roles of team members autonomously. If we can develop agents that in training scenarios produce intelligent and realistic behavior of the individual that they represent, team training can become more traceable, more systematic, and more cost-efficient. 

In collaboration with subject matter experts of the Netherlands Army, we approach this challenge by developing a game-based platform for team training in which some team members are played by humans, and some are played by software agents. In this way, costs of team training can be reduced, as not all roles have to be fulfilled by humans anymore. Furthermore, training can be better tailored to the specific learning objectives of a specific individual, as we can control more precisely the team behavior of artificial team members than that of human team members (which may be trainees themselves). 


We tested our approach of agent-based training for hierarchical teams and peer-to-peer teams. For the training of an hierarchical team, we used a house search scenario. The commander is played by a human trainee. It is his task to lead a house search operation performed in cooperation with three virtual soldiers. The soldiers deviate from the original plans laid out by the commander. They do so because the proposed hard approach does not seem appropriate to the friendly situation encountered in the house (e.g. innocent women and children are present). This requires the trainee commander to realize that his original plans seem no longer appropriate, and to take a more comprehensive approach.


For the training of peer-to-peer teams we developed a task in which a group of humans and a virtual team member collaboratively explore a village to search for weapons hidden by terrorists. The team behavior of the virtual team member can be controlled on different dimensions. Consequently, the difficulty of cooperating with the virtual team member can be adapted to the skill-level of the human trainee. 


The remainder of this paper is organized as follows. In Section 2, we describe training in hierarchical teams. In Section 3, we describe team training in peer to peer teams. The computational cognitive models used in these applications are described in Section 4. We report our conclusions in Section 5. 


2.0 
Providing Training for Hierarchical teams


Hierarchical teams are characterized by a strong leader who is responsible for achieving the goals of the mission. The task of the leader is to ensure that he and his subordinates do the right things, at the right moments, in the right way. Being a good leader requires specific skills, involving behaviors like:


· Instructing subordinates in a clear and motivating way, taking into account their different personalities and attitudes


· Planning and replanning in an uncertain and highly dynamic environment


· Collecting the right information from subordinates to make well-informed decisions


To train the capabilities described above, we used a house search case. In this case the trainee experiences difficult situations, and learns how to solve problems under time pressure.


2.1 
House Search Case

In the house search case, the commander (the trainee) is given orders by the peloton commander to pick up three potentially armed locals from their hiding place. The commander is given intelligence about the structure of the building, and about potential risks that may be encountered. The orders emphasize to refrain form actions that may cause further damage to winning the hearts and minds of the people, as in several recent incidents harm was inflicted upon innocent civilians. After the briefing by the peloton commander, the commander must instruct his men how to perform the house search, e.g. following a soft-knock or a hard-knock approach. When the commander enters the house with his men, they encounter a medium-sized room with three men drinking tea, and rifles lying on the ground. The challenge of the commander is to correctly assess the situation as a friendly situation (the presence of rifles is not necessarily a sign of hostility in that region), and to ensure that his men act accordingly.
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Figure 1: A screenshot of the House Search Case scenario developed in VBS2.

3.0 
Providing training for Peer to peer teams

A Peer-to-peer team can be described as a group of people working together on equal level to achieve a common goal. A good team member maintains common ground, is mutually predictable, and is mutually directable [3]. Common ground refers to knowledge, beliefs, and assumptions that enable the involved parties to comprehend the messages and signals that help coordinate joint actions. Mutual predictability enables team members to predict what the others will do. This helps them in planning and coordinating their own actions. Mutual directability refers to the capacity for deliberately modifying other parties’ actions in a joint activity.


Whereas we believe these properties to be essential for team membership, how these properties reveal themselves in behavior may vary. By explicitly modeling such differences in artificial team members we can expose trainees to different types of team behavior. For all three aspects discussed above, we can configure our agent in either provocative mode or unprovocative mode. When the agent maintains common ground in an unprovocative way, it always shares relevant information. When it maintains common ground in a provocative way, it sometimes refrains from sharing relevant information. This obliges the trainee to actively collect relevant information. When mutual predictability is implemented in a unprovocative way, the agent is fully organization aware; when it is implemented in a provocative way, the agent is not (fully) organization aware. This obliges the trainee to improve the collaboration with the virtual team member by communicating his or her own roles. Provocative mutual directability means that the agent will not unconditionally obey a request from the trainee. The trainee should then convince the agent that the requested action is in the best interest for the team as a whole. In contrast, when the agent is in unprovocative mutual directable mode, it will act upon any request issued by the trainee.


3.1
Village Search Case


The scenario chosen is the standard NATO SABRE experimental environment [3]. It is a small fantasy city with residential and commercial areas. This scenario was created to investigate the differences in task- approach, execution and performance in different cultures within NATO countries. In the SABRE environment a team of four members has to find, identify, and neutralize weapon crates hidden in (buildings of) the city. The team has several resources like scanners, lock-picking sets and bomb diffusers at their disposal to accomplish this task. The number of tools and the number of times they can be used are limited. Team cooperation and coordination is imperative to accomplish the mission while disturbing the local population as little as possible. Overall performance involve the number of nuetralied weapon crates, but also the ‘goodwill’ of the population. An in-game measure of performance is the team members’ level of Situational Awareness (SA) at two predefined moments. 
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Figure 2: The agent’s internal workings (left); the agent in the Sabre environment (Right).

4.0
Computational Cognitive models


This section briefly describes the use of cognitive models for generating behavior of virtual characters. For a more in-depth discussion, the reader is referred to [2]. To specify the behavior needed for the house - and village search scenarios, we build on Bratman’s well known theory of practical reasoning [1] (aka BDI-theory). At the core of our model, an agent’s behavior is modeled by specifying beliefs, goals and plans, and by writing formal rules which specify how beliefs and goals lead to action. To fine-tune the agent to meet the demands of the different scenarios, we add additional notions to our models. For the house search and the village search case, these are briefly described below.


In the house search case, the challenge was to program the team members in such a way that they could exhibit behavior matching different personal characteristics. We have done this by implementing goal conflicts, and different ways of dealing with these conflicts, depending on the characteristic. First, we distinguish the personal characteristic newbie vs. leader. If a newbie-agent encounters a goal conflict, it executes the action (or goal) which it was given by order (by the commander). The leader-agent on the other hand, gives priority to the goal it was given by internal motivation (e.g. stemming from prior experiences), and therefore sometimes ignores orders of the commander. Second, we distinguish the personal characteristic peaceful vs. trigger happy The peaceful -agent  prefers goals (or actions) that do not lead to harming innocents, while the trigger happy -agenthas the tendency to prioritize goals that involve shooting. 


To implement the agents needed for the village search case, we focused on maintaining common ground, mutual predictability, and mutual directablility (see Section 3). In an elementary way, we have implemented them as follows. An agent maintains common ground with his team members by actively sharing relevant pieces of information. Mutual predictability is achieved by applying an organizational structure to the team. All team members are familiar with this structure and it thus provides a shared understanding of how the different team members are performing their share of teamwork. Mutual directability is implemented by a request protocol, which allows one agent to ask another agent to perform an action. In provocative mode, the agent acts as an “imperfect” team member. Provocative mutual predictability is implemented by restricting an agent’s access to the organization model. The agent then initially has no knowledge of the roles of the other team members and therefore cannot decide what qualifies as relevant information. Provocative common ground is achieved by applying a random ‘forget’ function to the sharing of relevant information. As a result, the team agent will sometimes fail to communicate relevant information. Provocative mutual directability is implemented by making the agent attribute low priority to incoming requests, unless the request is motivated by specifying how the request can lead to a fulfillment of the team goal.

5.0 
conclusion


In this paper, we have described our approach for developing virtual team members for team training. We have distinguished between agents designed in such a fashion that they support a trainee in learning how to behave as a leader, and agents designed to support a trainee in learning to operate in peer-to-peer teams. For both applications, we believe that the learning experience can be optimized by developing agents that show natural and realistic behavior, and thus sometimes act imperfectly or even wrongly. The Netherlands Army is in the opinion that our approach to agent-based team training is promising, as our models yield behavior that is recognized as realistic for current military operations. 

Our plans for the immediate future involve using the results and experiences reported in the present paper to develop effective and efficient team training programs. The training value of these programs will subsequently be investigated under experimentally controlled conditions. 
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Abstract


This article describes a study aimed at validating a method to measure workload in near-real-time in a complex human-machine-interface (HMI). Modeling cognitive processes, reviewing resource models and developing new displays and controls for aircraft cockpits require tools ensuring a sufficiently precise estimation of workload with respect to their quantitative and temporal resolution. These tools are essential not only for validating existing models and theories, but also to discover new interrelations. Currently, however, such tools are not (yet) available. Therefore, at the flight simulator center in Bückeburg (Germany) it is planned to conduct various series of experiments to test the pupillometric analysis technique “Index of Cognitive Activity” with regard to it being suitable to be used in an aircraft environment. For a validation, mental stress values obtained from different sources will be correlated with each other. A workload index with the “Index of Cognitive Activity” method will be obtained in a computer test and during a standardized simulator mission flight. A NASA TLX carried out during the flight and during mission debriefing will be used for comparison. While the first series of experiments described here aims at a general validation, further experiments will study scaling and how to validate multiple resource models.   


1.0
Introduction


The aircraft crew is an essential factor for the success or failure of a military flight mission. Among other things, the crew members need to be able to perform competing tasks in a highly dynamical, threatening environment and, at the same time, always maintain a high level of attention to different system and environmental conditions [20]. The natural limitation of cognitive resources and the vast number of (often parallel) tasks are reasons why for the aircrew, critical workload levels cannot always be avoided. This phenomenon continues to be one of the major causes of flight accidents and serious incidents for manned and unmanned air vehicles [3; 11]. Every year, this costs both human lives and considerable material resources. Unsurprisingly, workload and situation awareness are object of a number of basic and applied research projects and future cockpit design approaches [1; 2; 13; 22; 24]. The common idea is to reduce overall workload levels, improve situation awareness and to define assistance systems for those situations where an overload cannot be avoided [4; 5]. This may happen e.g. through improved display and control devices or adaptive automation. 


For the analysis of workload levels during various tasks and the efficiency of new HMI design concepts, many projects rely on subjective workload assessment techniques like SWAT, the Bedford Workload Rating Scale or NASA TLX [1; 7; 24]. Cognitive models and general theoretical assumptions are often based on such techniques, although their validity is still discussed. The risk imposed by models relying on these workload measurement methods is addressed e.g. in [17, 18, pp. 4-2, 10-2], reasoning that it is important to develop means of further validation. 

Today, non-intrusive physiological methods to assess workload have come closer to achieving applicability. These methods include EEG
, heart rate variability analyses, blinking rate measurements, eye tracking and pupillometry. The last named method is the subject of this article, whose purpose is to briefly outline in how measuring workload in near-real-time and under near-reality conditions can benefit modeling cognitive processes and to present an experimental design planned to be conducted at the simulator center of the German Army Aviation School in Bückeburg. The study is done in a cooperation with the Leuphana University in Lüneburg (Germany), where the research project “Psychonik” analyses the role of emotions for traffic safety and methods for detecting emotions [10]. 


Since budgetary difficulties have delayed the procurement of the required sensor systems for this study, it is not yet possible to present any results. Nevertheless, the author wants to take the opportunity to present the experimental design and underlying conceptual considerations to help on further discussions on real-time workload monitoring.


2.0
Application opportunities


The degree of mental stress
 depends on many processes occurring in the cockpit. Apart from having an impact on communication and aircraft handling, it does, for example, affect all levels
 of situation awareness. If the mental stress is too high, the aircraft crew will run the risk of not perceiving information on the airspace environment or the technical systems. Furthermore, their abilities to judge situations and to make decisions may be limited due to the associated mental processes partly demanding a large amount of cognitive resources [23, Chapter 8 and 12]. Projection into the future (planning, mission priorities) is also likely to be affected in moments of mental stress. Integrating workload into models of human behavior continues to be a challenge. 


When it comes to cognitive modeling, mental stress has an influence on a large number of variables, each of which is displayed in accordance with the granularity of the used or desired models. Examples of these variables include target recognition reaction times, identification, reaction to enemy fire, safe navigation and movement along the time axis (sense of time), safe control of technical systems (use of weapons), self-assuredness in taking mission-relevant decisions (continue/abort), response to parts of the crew being incapacitated, prioritization with respect to different mission targets, and many more. For examples of air traffic controller models, see [4; 12, p. 237].


Workload and it’s evenly important companion Situation Awareness are affected by factors like the training state, constitution and composition of the aircrew, the operating procedures used, technical conditions such as cockpit design and equipment, the mission profile, intensity and contents, and the environmental conditions (weather, time of day) [8; 9; 22]. Determining a reliable and computable correlation between these factors and the workload will allow for using modeling to a much larger extent - either to recognize new or to validate existing correlations. Successful tools and methods for real-time workload monitoring can help with this task. As a result, simulations, whether used on the operational level or as an evaluation tool, will be able to incorporate a more detailed described chain of effect, that is both the effect the external variables have on the workload and the effect the workload has on mission-specific parameters (reaction times etc.).

Besides modeling, real-time workload monitoring would be invaluable for the development of new displays, control devices, operational and training procedures, both for manned and unmanned air vehicles (UAV). It not only helps to understand what happens “inside” the pilot, but also could serve as a quality measurement tool or decision factor when comparing different pieces of equipment. When new engineering designs for cockpits and UAV ground control stations are created, human factors already has some impact [6; 14; 24]. Still, the knowledge from cognitive psychology research which actually can be implemented in system designs has to be deepened.

Several other research topics and design concepts might also benefit from a method to monitor workload in real-time. This includes adaptive automation, cognitive sensible pilot assistance systems (current research at the Bundeswehr University in Munich) and questions concerning task interference, based on a multiple resource theory [21; 23]. Another question of interest is how and when high workload triggers stress remediation techniques. Own observations from flight duty in simulated and real flight showed behavior patterns in high-workload-situations which are not solely explainable by a resource shortage but by behavior under stress [23, chapter 12]. 


3.0
Method


In the following, the Bückeburg simulator study is described. The general mission setup, schedule and integration in a standardization course have already been tested in a prestudy in May 2010 with alternative sensors. Unfortunately, budget restrictions have delayed the purchase of the pupillometric cameras so the study is temporarily paused.


The overall design provides for conducting two series of experiments. First, the suitability of the apparatus and software used will be validated by correlating the obtained pupillometric data with different subjectively perceived stress values. Although a benefit can already be achieved in a laboratory study, advanced workload monitoring techniques will develop more impact when being applied to more realistic environments.


If the apparatus and software have proved suitable even under the near-reality conditions prevailing in the simulator, the next step will be an analysis of the scale. A previously conducted study yielded qualitative statements [19]. Consequently, in the second series of the Bückeburg simulator study, the test conditions must be varied to allow for observing the test persons’ behavior in comparable situations under workloads of different intensity and, particularly, full-intensity workloads. It is not enough to distinguish between higher and lower workload, since most future applications require a more refined way of scaling workload. General requirements on the assessment of mental workload can be found e.g. in [23, p. 459]. If the first two experimental series have been successful, a third part should finally be able to address detailed research questions as described in application opportunities before.


3.1
Participants


The test persons of this study will be volunteers recruited from weekly CH 53 G and Bell UH-1 D (transport helicopters used in the Bundeswehr) standardization courses. They will be pilots from different regions of Germany and with different degrees of flight experience (junior, master and senior pilots). No allowances will be paid for participating in this study. The mission flight used for obtaining pupillometric and subjective workload ratings will be standardized for all participants and integrated into the relevant training schedule (4-8 participants per week).


A number of 40 test persons is desired to participate. A questionnaire will include questions on the total number of flight hours, simulator flight hours, flight hours flown in the past three months and four weeks respectively, the consumption of alcohol and nicotine and corrective lenses.

3.2
Apparatus


3.2.1
Flight Simulator


The Simulator Center in Bückeburg at the German Army Aviation School (Figure 1) offers a range of full mission
 simulators for basic and advanced training to helicopter pilots from different nations. Currently featured are simulators of the helicopter types EC 135 (eight cockpits), CH 53 G, NH 90 and Bell UH-1 D (two cockpits each). The visual simulation, modern hydraulic systems and supporting devices like seat shaker and noise simulator generate a near-reality flight feeling. The up to 16 tons heavy simulator cockpits used for the study are moved at six degrees of freedom by 115 bar hydraulic pressure. The visual representation of the environment is done by eight projectors with a datarate of 1.54 MPixels/sec each, covering a field of vision of 240° horizontally and 90° vertically. The flight missions can be recorded and later reviewed in several debriefing rooms. The video signal from cockpit camera (showing the front of the pilots), external view, instrument panels and audio signal are recorded, together with events and the aircraft’s technical parameters.


The experiment uses the CH 53 G and Bell UH-1 D cockpits, which predominantly consist of original components of the corresponding aircraft and have been installed in identically constructed domes. 
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Figure 1: Bückeburg’s Hans E. Drebing Simulator Center (left) 
and a hangar with two cockpit domes (right).

3.2.2
Index of Cognitive Activity (ICA)


The ICA, a mathlab module patented by Sandra Marshall [U.S. Patent No. 6,090,051, 1999, 16], is a technique to determine a workload index based on how the pupil size changes over time. For this purpose, a fast fourier transformation is used to identify short-term changes in pupil dilation. The frequency of these changes should positively correlate with mental workload. Pupil dilations not corresponding to the desired frequency-analytical parameters will be eliminated. The aim is to obtain a workload index that is not affected by confounding factors like light or breathing.


Previous studies, for example by Maximilian Schwalm [19], proved the ICA to be generally suitable for being used in a simple driving simulator environment.


3.2.3
Pupillometric Sensor System


The study requires a high-frequency measuring pupilometer with a sampling rate of 250 Hz or more. The mode of operation furthermore makes it necessary to use a helmet-mounted system, such as a modified version of Eyelink II by SR Research or comparable systems with similar technical properties having been made available on the market by now. Remote sensors lack the required visual resolution and will lose signal because of the pilot’s head movement, for example when looking out of the side window while handling external cargo. 


Core element is an infrared illuminator and camera. The reflections of the pupil are then processed by an image recognition system and transferred a.o. into a pupil diameter, feeding the ICA software module. The gaze-tracking elements of the Eyelink II will be removed by the manufacturer. The remaining camera and illuminator for each eye (Figure 2, marked by a red circle) will be mounted onto a pilot helmet.
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Figure 2: Eyelink II, the red circle highlights the pupil camera and infra red illuminator.
With the permission of SR Research Ltd, Ontario, Canada.

3.3
Conduct of the Experiment


As the combination of the sensor system and ICA has already been validated in a basic car driving simulator by BMW, this study’s first part concentrates on reproducing these results in a much more complex environment, the full mission simulator. In contrast to the previous studies, this simulator puts external effects on the test persons including acceleration force, vibration and steady and sometimes annoying sounds. The task structure is very similar to a real flight mission and much more complex than the tasks used in the driving simulator. Both factors, external effects and the wide range of tasks, will make a thorough data analysis challenging. In order to validate the use of ICA in aircraft, the first series of experiments to is made up of the following steps.


3.3.1
Questionnaire


Information about the pilots’ current mental and physical condition are recorded by a questionnaire. This includes age, gender, alcohol and nicotine consumption, visual status, sleep during the last three days and last night, sportive activities and general stress perceived. Another set of questions addresses flight experience, both in simulators and real flight: Total flight hours, mission status (student, not combat ready, limited combat ready, combat ready, maintenance pilot, instructor pilot, examiner, night vision goggles) and flight hours in the past [twelve months, three months, four weeks, seven days].


3.3.2
PC Application “Serial Recall”


First, the change of pupil size will be measured while the test person is resting and only facing a black screen (baseline), using the pupillometric sensor system and ICA method described before. Then the software Serial Recall will be used, providing the test person with exercises of varying degrees of difficulty. The test person must try to remember the characters displayed on the screen and then will have to reproduce them by using the keyboard. Different degrees of difficulty will be achieved by changing the timing (e.g. display time, memory time) and the number of characters. The aim is to check how the pilots’ pupillometric workload indices correlate with the Serial Recall’s difficulty settings under this very basic laboratory conditions, being later compared to the results from the simulator flight mission. 


3.3.3
Simulated Training Mission


The main part of the first experimental series is the standardized simulated training mission, flown by an aircrew of two pilots sitting next to each other. The mission consists of different phases (table 1), each with their unique task structure and difficulty. Each phase is repeated to allow both pilots to be “in controls”. The repetitions are designed in a way that they only marginally disrupt the flight experience. Weather and light conditions vary through the different mission phases, but are the same for each crew. Environmental conditions are manipulated by an operator in the control room, who also simulates air traffic control. In order to allow a “real flight” feeling, the tasks in the training mission are similar to those in regular training missions. The flight period used by the study is integrated in a standardization course.


Starting IFR
 with very easy procedures, the pilots have to perform an instrumental landing at the Bückeburg airfield. The flight is continued under visual flight conditions to a training area some miles away, where some external load handling will be practiced. The final phase of flight is a transition back to IFR and two emergency procedures afterwards, one for each pilot.

Table 1: Simulator mission flight phases. Difficulty is given on a 
1-10 rating after evaluation by pilots, with 10 being the highest.

		Phase

		Weather

		Altitude

		Difficulty



		1 IFR Approach

		Calm air, in clouds

		4000 ft

		2



		2 VFR Flight

		Low turbulence
clouds scattered

		500 ft, 100 ft

		3



		3 External Load

		Medium turbulence
clouds scattered

		50 ft

		7



		4 Transition to IFR

		Low turbulence
clouds scattered

		4000 ft

		3



		5 Emergency Procedure

		Medium turbulence
clouds scattered

		0 – 4000 ft

		8





(1) Mission Start: IFR Approach


The mission starts in clouds, calm air, on a long final for ILS (Instrument Landing System) approach into the military airfield Bückeburg. Long final means the pilot has sufficient time to get familiar with the aircraft and his situation as he is still several miles away from the runway. Navigational tasks or other actions to prepare the landing are not necessary. All pilots are familiar with the approach procedure which is of low difficulty. Regular startup at the airfield is not wanted since it already starts with a wide range of tasks and the challenge of hovering/air taxiing, which can be very tricky in the simulator at the beginning of a flight period. The start in clouds reduces visual stimuli and reduces the risk of simulator sickness (e.g. nausea, disorientation).


(2) VFR
 flight


Continuing under visual flight conditions in a medium altitude, complexity and difficulty slowly increase. Navigational tasks are to be taken care of and depending on the altitude, obstacles may be a threat. Altitude changes to low level (100 ft) after reaching a certain waypoint, further increasing difficulty at least slightly.


(3) External Load Handling


The crew picks up and relocates external cargo while experiencing increased wind turbulence. This phase is expected to be challenging for most pilots, especially as aircraft operation near ground is reported as more difficult than in real flight. Physical tension may occur, especially for less experienced pilots. Attentional focus is expected to be on manual aircraft handling.


(4) Transition to IFR


After releasing the external load, the crew requests a radar pickup, where flight is continued under instrumental flight rules in a high altitude. Physical and mental stress should decrease for a few minutes. Navigational tasks are reduced to a minimum, directions coming from air traffic control.


(5) Emergency Procedures


The Aircrew’s relaxation is discontinued by an emergency condition, e.g. hydraulic failure or flame out, where an immediate landing is required.


3.4
Data Evaluation


How well does the workload index derived from the pupillometric cameras and ICA software correlate with subjective workload ratings? To answer that question, the helmet-mounted pupil camera will be active during the Serial Recall task in front of a personal computer and during the whole simulated training mission flight, as depicted in Figure 3. At three points, the mission will be paused to allow a NASA TLX for both pilots. Although more subjective ratings already obtained during the mission flight would be preferable, the number of interruptions must be kept small.

For evaluation, the five mission phases are further broken down into subphases. This is done semi-automatically by synchronizing the simulated aircraft’s properties (e.g. altitude, airspeed) with the ICA data. Afterwards a pupillometric workload index based on conflated ICA values will be computed. 


For subjective workload rating scores with a NASA TLX questionnaire, the mission flight is paused three times (in phase two, after phase three and five). Additional subjective ratings will be obtained by reviewing the mission at one of the debriefing stations afterwards. It is expected that by using a playback of the mission with its various recorded signals (cockpit camera, external view, instruments, voice), the pilots can reconstruct their workload levels in the specific situations.
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Figure 3: Times of Workload Assessment by NASA TLX and ICA Measurement.

4.0
CONCLUSION


In this article, different application opportunities for a real-time workload monitoring and an experimental design to validate a method using pupil cameras and the ICA software module have been described. Although a successful outcome of the study is highly desirable, it is of course not certain. Challenges remain: How well does the flight simulator reproduce workload levels compared to real flight? What bias will the pilots have when giving subjective workload ratings? What is the best compromise between number of data collections and acceptance by the test persons? Does simulator sickness sophisticate workload ratings?


Nevertheless, the opportunity to perform these experiments having the Bückeburg’s simulators and a large number of pilot’s at one’s disposal is invaluable. Both are usually rare resources. Therefore, the present delay will be used a) to refine the experiment’s design and b) to indentify alternate sensor systems if budget restrictions prevail. 
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� 	Electroencephalography.



� 	In this article the terms (mental) workload and mental stress are used synonymously.



� 	Endsley’s three levels of SA [9, p. 5].



� 	Although Bückeburg’s simulators are more than just “full flight”, meaning they provide movement and outside view, some will argue that they provide only limited “full mission” capabilities. For example, the aircrew, in reality consisting of three for the UH-1D and seven for the CH 53 helicopter, is reduced to the two pilots in the simulator. From the author’s point of view, these restrictions are insignificant, so the term “full mission” will be used here.



� Instrument Flight Rules (IFR) are procedures that allow pilots to perform their flight without visual references to the environment, only by using the instruments and air traffic control.



� 	Visual Flight Rules are the normal procedures for flight under meteorological conditions where the pilot can see the outside of his cockpit and navigate accordingly.
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Abstract


Measuring personality is a complex task. Besides difficult content-based problems there are some psychometric issues to be met, i. e. socially desirable answering tendencies. The present study uses simulation-based objective personality measurement to meet these psychometric issues. Computer-based “guard” and “stray” scenars are developed and tested in two samples of Special Forces applicants respectively soldiers. A construct model has been predefined and used to develop behavioural markers in the scenars. These markers are the basis for the subsequent analysis. Results show that a substantial number of behavioural markers do not show sufficient variation and therefore have to be removed from further analysis. With the remaining markers the construct model is evaluated. The predefined model couldn’t be identified in the data, but an alternative model could be established at least for the “guard” scenar. Further development of the scenars is necessary in order to meet the requirements of an efficient and effective diagnostic instrument.


1.0
INTRODUCTION


Measurement of personality is a really complex task. First, it appears to be more difficult to define exactly the different personal abilities, especially to differentiate between these constructs. Second, to operationalize the constructs is more difficult because it means to deal with subjective perceptions of social situations. Third, beside these more psychological aspects there are some psychometric issues. The classical questionnaires which measure personality are vulnerable with respect to answering tendencies. This is especially the case in selection contexts, in which the candidates try to make a positive impression of themselves. Answering tendencies in this context mean socially desirable answering, or in a more extreme wording: faking results. 


Despite these challenges it becomes more and more necessary to deal with the measurement of personality. In military contexts, the demands related to personal abilities rise. For the German Federal Armed Forces (Bundeswehr) the number of missions in foreign countries has increased in the last two decades. This causes increasing demands concerning the personality of soldiers. These new challenges include dealing with different cultures or producing adequate behaviour in dangerous situations. Concerning the answering tendencies, the research of the last years follows two different directions. First, the answering formats are varied so that candidates are forced to decide between two equivalent answers to suppress faking. In this case, they have no possibility to direct their answering in a social desirable manner. This approach has the disadvantage that candidates often stop answering the questionnaire. The selection between two equivalent answers often means a choice between the devil and the deep blue sea. Second, measurement of personality can be implemented in more or less real life situations, even with the computers. These simulations require reacting in complex situations so that candidates are not aware of the psychological aspects that are measured. Because of this unawareness they are not able to control their behaviour in a social desirable way.


The present study is engaged in the context of this last research direction. The aim of the study is to develop an objective and efficient diagnostic instrument that can be used in personnel selection situations. The study was conducted by Industrieanlagen-Betriebsgesellschaft mbH (IABG) under the order and supervision of the Psychological Department of the German Ministry of Defence. IABG used an improved version of the so called assessment demonstrator and the methodology of Human Behaviour Representation (HBR) to develop a new assessment instrument. As a last step of the study, the HBR-Monitor shell be used to generate an automatic report of the diagnostic results, so that a personnel selection recommendation can be made.


1.1
The HBR Approach

HBR uses methods of cognitive modelling. The idea of the approach is the existence of a level of basic cognitive mechanisms that serve as a fundament for personal attributes on the one hand and differences between candidates on these attributes on the other hand. In the framework of HBR, personality can be modelled as an interaction of parameters of an information processing system. HBR respectively cognitive architectures can be understood as “relatively complete proposals about the structure of human cognition” (Anderson, 1993, p. 3). These proposals allow using a consistent theoretical basis for cognitive information processing. In doing so, HBR does not look at single cognitive mechanisms or single personality attributes, but postulates systems that describe information processing, goal achievement and activity initiation as a whole (ACT-R: Anderson, 1983; SOAR: Newell, 1992; PSI: Dörner, 1999; Cogent: Cooper, 2002). 


The HBR approach is build on the PSI theory of Dörner (1999) that models personality in a framework of cognitive architecture as patterns of information processing (Schaub, 2001). Personality in this framework is defined as persistent, so that the structures and parameters of the system are stable. The theory does not only model cognitive processes, it also deals with integrated dynamic models of actions, motivations and emotions. So it is possible to describe psychological functions and structures that go beyond single personality factors. The postulated structures and processes enable the cognitive system to achieve goals and satisfy directly or indirectly motives. Goals are defined as activated motives that are able to control actions. In this framework, goals are the central structure of the PSI system. Aspects of the theoretical model include different processes of goal generation, goal selection and goal achievement. Independent of these processes are some general parameters that define rules of information processing and control the functioning of the system. The most important of these parameters are “degree of resolution”, “level of activity”, “flexibility” and “externalisation”, which are defined as follows:

· “degree of resolution”: accuracy of information processing


· “level of activity”: speed of information processing


· “flexibility”: probability of interruption of the current goal by the activation of a concurrent goal


· “externalisation”: probability of interruption of the current goal by external stimuli


Candidates can be distinguished first with regard to their actual values on these parameters and second with regard to the range of possible values of the parameters. The actual values of the parameters reflect the adaptation of the information processing system to the situational demands. The range of possible values marks the upper and lower boundary of the capability of the information processing system to adapt to special situational demands. With respect to the measurement of personality this means that one has to deal with both aspects. The actual parameter value shows the degree to which a person has adapted to a situation. The range of values gives a deeper insight to the ability of a candidate to adapt to different situations. 


The HBR approach as well as the PSI theory has been tested in several computer simulations. These simulations have compared the postulated information processing system with the behaviour of real-life persons (cf. Dörner, 2000; Schaub, 1993, 2001). The results support the validity of the HBR approach respectively the PSI theory. 


1.2
HBR Simulations – The “guard” and the “stray” Scenar

The present study employs the PSI theory respectively the HBR approach to develop two different computer based simulations (Schaub & Stroscher, 2008). The simulations are objective, standardised and application-oriented diagnostic instruments. Their goal is to identify desirable and important personality attributes for applicants and / or occupants of military positions. The simulations are called scenars. The first (“guard” scenar) deals with the interaction of a simulated guard with a burglar in a business building. The second (“stray” scenar) relates to a group of persons visiting a town. 


The scenars represent demands that can be found in either military or civil contexts. The candidates are confronted with complex and risky situations in the framework of a computer simulation. They have to make critical decisions by taking over the role of the protagonist of the scenar. By steering the protagonist through a virtual room with several critical situations, the decisions can be recorded and evaluated with regard to the personal attributes in focus. The framework of the scenars offer the possibility to bring up a cover story, in which the candidates are engaged without realizing which aspects of their behaviour are monitored and what kind of evaluation is done. So the options to show socially desirable behaviours are minimal and personality can be measured “as it is”. In the following the two different scenars “guard” and “stray” are described more closely. 


In the “guard” scenar the guard is responsible for controlling a stock depot. The depot consists of several rooms inside a building and an area outside. At the beginning the guard is inside the guard-room. Before starting the measurement the candidate gets detailed information on how to steer the guard inside the scenar. He can take as long as he needs to exercise the steering so that at the beginning of the measurement section the influence of familiarity with the necessary computer handling capabilities is minimal. In addition to that, the candidate gets some framing information about his task as a guard, about the building in which he finds himself and about some additional duties in the course of the action. 


After starting the measurement section the guard hears an undefined noise from outside. From now on he has several options how to react to the specific situations developing. He can do nothing, he can go and investigate the noise, he can try to call the police and so on. Depending on how he reacts the scenar is continued. The scenar is designed in such a way that the guard discovers a burglar and he has to react in an adequate manner. Fulfilling the idea of a simulation many options lead to this point. Every decision of the candidate leads to different outcomes, which are recorded. His actions on his way to capture the burglar define different aspects of personality measurement.


In the “stray” scenar, the candidate takes over the roll of one person in a group of five. The situation is defined so that the group has strayed in a city. At the beginning of the scenar, one of the members of the candidates’ group has an accident so that he needs medical help. Several tasks are defined for the candidate in the scenar: He has to reach the railway station, the group has to reach the railway station, too, he has to coordinate his actions with the rest of the group, he should consider the danger caused by hooligans and he should keep in mind that no one in the group is armed. In the course of action, the group meets other groups (e.g. hooligans) or single persons (someone who can help find the way to the railroad station). The candidates group suggests to the candidate to take the leading role by asking for advice, acting indecisive and so on. The choice of actions the candidate takes over the course of the scenar offers ample opportunities to measure personal abilities especially concerned with interaction and / or leading behaviour. 


1.3
Construct Model for HBR Scenars

For both the “guard” and the “stray” scenar, a complex and consistent construct model is defined. This model is described in Table 1.


Table 1: Description of constructs measured by HBR-Tools.

		Construct

		Content



		Decision finding

		Heuristic competence


(What is done?)

		Modulation


(How is it done?)



		Planning

		Searching, identification and evaluation of options to act

		

		



		Implementation

		Implement options to act

		

		



		Intentions

		Conscious selection of goals, setting priorities for goals and subgoals

		

		



		Situation awareness

		

		



		Analysis

		Information gathering

		

		



		Mental Model

		Anticipation of problems, control of background

		

		



		Reflection

		Checking and evaluation of results

		

		



		

		



		Activity

		Active handling of the situation

		



		Rule-conformity 

		Accounting for rules

		



		Risk-awareness

		Accounting for risks

		



		Sharedness

		Sharing own thoughts with others

		





The organisation and definition of constructs is based on the HBR approach. Every single construct exists in two independent specifications. There is a positive as well as a negative specification so that the model as a whole includes 20 different factors. The idea behind the independence of the positive and negative aspects of the same constructs is that the information processing system in the background of the construct model allows showing either positive, negative or both specifications depending on the specific parameters of the system. For example, it might be that a candidate shows good rule-conformity in one moment and no rule-conformity in the next. Following the HBR approach this is something that must not be averaged out, but shows two different aspects of the information processing system. Clearly stated, it shows the range of parameter values a distinct aspect of the information processing system may take.


2.0
METHOD


The following section first describes the sample used in this study. Second it gives an overview of the basic structure of the scenars on which the statistical analysis relies upon. 


2.1
Sample


Both the “guard” scenar and the “stray” scenar were given to a sample of applicants respectively members of German Special Forces. 49 subjects were tested with the “guard” scenar, 55 subjects completed the “stray” scenar. All subjects were male, neither their age nor their educational level is known. The “guard” scenar was given to a sample of applicants for German army divers in addition. These 11 subjects were all male, too. Similarly to the first sample neither their age nor their educational level is known.


2.2
Statistical Analysis


Statistical analyses for both scenars were based on so called behavioural markers. These were defined as follows. First, both scenars were divided in several scenar elements. These scenar elements include in the case of the “guard” scenar the different rooms of the stock building in which the guard can act as well as some distinguishable locations at the outside. In the case of the “stray” scenar, scenar elements are defined along the different contexts in which the candidate can show his personal abilities. For example, there is a scenar element named “meet the hooligans” and one named “person who can help find the way to the railway station”.


Within these scenar elements specific behaviours can be observed. Concerning the “stray” element, a specific behaviour of the candidate might be to ask the members of his group for ideas to get to the railway station, another one might be to leave the group after one of the group members has had the accident. These different specific behaviours are called behavioural markers. 


The first step in the development of the evaluation rules for the two scenars was to scan all different scenar elements for possible behavioural markers. In this first step there was no guidance with respect to what the behavioural markers might measure. Only the fact that a decision of the candidate (in the sense of PSI theory; Dörner, 1999) might result in a specific behaviour and the expectation that candidates might react differently in their respective behaviours is the rule for defining an action as a behavioural marker. A differentiation is made between behavioural markers that belong to exactly one scenar element and markers that occur in different scenar elements. 


In a second step the behavioural markers were arranged with respect to the construct model shown in table 1. Besides the allocation to a specific construct a decision had to be made if the behavioural marker defines either the positive or the negative aspect of the construct. 


It is important to notice that both the definition of behavioural markers and the allocation of behavioural markers to a specific construct are preliminary. Up to now, the theoretical basis for measuring personality in an objective simulation of a more or less military situation is small. Rarely information can be given about behavioural aspects that are able to reflect personal abilities. So this study cannot rely on a strong theoretical foundation, since one of its goals is to produce such a foundation or at least makes one step in this direction. If this study is successful it can serve as a basis for future research with a more fine-grained goal structure.


As an example of behavioural markers in the “guard” scenar that belong exactly to one scenar element, the behavioural markers for the first element “guard-room” are named here:


· Looks around in the room (Constructs: Activity +, Analysis +)


· Takes torch (Constructs: Planning -, Activity +, Mental Model +)


· Switches-on torch while leaving the room (Constructs: Risk-awareness +)


· Opens door < 2 minutes (Constructs: Activity +, Rule-conformity +)


· Opens door with switched-on torch (Constructs: Risk-awareness +, Mental Model +)


· Tests torch (Constructs: Analysis +)


· Turns the radio down (Constructs: Implementation +, Activity +, Mental Model +)


· Leaves guard-room (Constructs: Implementation +, Activity +,  Intentions +, Rule-conformity +)


· Opens door several times (Constructs: Implementation +)


· Torch switched-off while leaving the guard-room (Constructs: Risk-awareness -, Mental Model -)


The alternative of defining behavioural markers that are relevant in several scenar elements can be demonstrated by describing some of the markers in the “guard” scenar (for the sake of simplicity without naming the respective constructs):


· Reads instructions first time


· Reads instructions repeatedly (beyond three times)


· Sounds the alarm


· Sounds the alarm hastily


· Waits for the police


· Protocols controlling of interior rooms (after investigating them)


· Protocols controlling of interior rooms (without investigating them)


· Protocols controlling of outside area


· Tiptoes (> 10 sec)


· Walks without tiptoeing (> 10 sec)


· …


By splitting both scenars in several scenar elements and defining behavioural markers for every scenar element all requirements are fulfilled to measure personality aspects. 


3.0
RESULTS


The following section shows the results for the “guard” and the “stray” scenar. Both scenars are separately analyzed. The order of analysis is as follows. 


First, variation of the reactions with respect to each behavioural marker is checked. Since this is a first evaluation of the simulations, this is a very important step. Only behavioural markers with ample variation can reflect real-life differences in personal abilities between persons. In classical item analysis procedures, an often used criterion for ample variation is the usage of item means between M = .20 and M = .80. Because of the evaluative nature of this study and the relatively small sample size this criterion is widened and all behavioural markers are kept in the study with means between M = .10 and M = .90.


Second, the postulated construct model is evaluated. This is done by using structural equation modelling procedures (Joreskog, 1993). This is done despite the fact that the sample size is quite small. The idea is not to prove that the construct model holds with all facets but to get a first glance to what extent there are deviations from the model. The construct model can be analyzed in three different layers. At the first layer all single constructs independent of their positive or negative values are considered. So at this first layer there are 20 different models to analyze. At the second layer all behavioural markers developed for the positive and negative aspects of identically named constructs are combined. So at this layer there are 10 different constructs. At a third layer all ten constructs are united and analyzed together, so there is only one single big model to be analyzed at this layer. The models at the three layers are nested. This means that only if a successful analysis can be done at the first layer it is necessary to go on to the second layer. The fit of the model at higher layers cannot be better than the fit at earlier stages of the models.


Third, classical explanatory factor analysis is done to find out what potential alternative structure can be identified in the data. These analyses can be the base for further developments of the scenars. Explanatory factor analysis is done by main component analysis using varimax rotation. Criterion for extraction of models is the scree plot. 


Table 2: Results of SEM - “Guard” scenar 1).

		Nr. 

		Factor 

		Number of


Indicators

		Chi-Square

		df

		p

		GFI

		CFI

		RMSEA



		1

		Planning (positive)

		5

		-

		-

		-

		-

		-

		-



		2

		Planning (negative)

		2

		-

		-

		-

		-

		-

		-



		3

		Implementation (positive)

		9

		35.116

		27

		.136

		.883

		.709

		.071



		4

		Implementation (negative)

		2

		-

		-

		-

		-

		-

		-



		5

		Intentions (positive)

		7

		-

		-

		-

		-

		-

		-



		6

		Intentions (negative)

		3

		-

		-

		-

		-

		-

		-



		7

		Analysis (positive)

		10

		-

		-

		-

		-

		-

		-



		8

		Analysis (negative)

		3

		-

		-

		-

		-

		-

		-



		9

		Mental Model (positive)

		12

		-

		-

		-

		-

		-

		-



		10

		Mental Model (negative)

		11

		-

		-

		-

		-

		-

		-



		11

		Reflexion (positive)

		1

		-

		-

		-

		-

		-

		-



		12

		Reflexion (negative)

		2

		-

		-

		-

		-

		-

		-



		13

		Activity (positive)

		10

		63.051

		35

		.003

		.846

		.647

		.117



		14

		Activity (negative)

		6

		-

		-

		-

		-

		-

		-



		15

		Rule-conformity  (positive)

		8

		-

		-

		-

		-

		-

		-



		16

		Rule-conformity (negative)

		7

		19.977

		14

		.131

		.914

		.821

		.085



		17

		Risk-awareness (positive)

		11

		-

		-

		-

		-

		-

		-



		18

		Risk-awareness (negative)

		8

		-

		-

		-

		-

		-

		-





1) “-“ in the columns for the fit indices indicate that the respective model couldn’t be estimated. Explanations are given in the text.


3.1
The “guard” Scenar

Concerning the variation of the answers 43 of the 77 behavioural markers measured reach the criterion of mean between M = .10 and M = .90. Ten of them are measured in several scenar elements, eight belong to scenar element I, three belong to scenar element II, six belong to scenar element III, one belongs to scenar element IV, two belong to scenar element V, eight belong to scenar element VI and five belong to scenar element VII. Concerning the distribution of behavioural markers across the different scenar elements, a noticeable reduction of behavioural markers in scenar elements II, IV and V must be mentioned. In order to construct an effective and efficient measurement instrument this should be corrected in later versions of HBR-Tools.


The postulated construct model is evaluated using the 43 behavioural markers that remain after analyzing the variation of the behavioural markers. The fit of the structural equation models (SEM) used is investigated through Chi-square, GFI, CFI and RMSEA. For the guard scenar 18 of the possible 20 constructs at the first level are relevant. The construct “Sharedness” (positive and negative) is not measured because of its interactive character, while the guard has to walk alone through the scenar. Table 2 shows the results of SEM.


Only three of the 18 models could be estimated. Three possible reasons can be given for that. First, the sample size is small for using SEM. This might lead to estimation problems. Second, the reduction of behavioural markers through variation analysis leads for a couple of scales to a number of indices lower than four. For these scales a stable estimation is problematic. Third, some of the behavioural markers belonging to one scale correlate r = 1.0. Models with this characteristic cannot be estimated. The second and third reason call the postulated construct model into question. Because these two reasons are valid for all 15 models that are not estimated and due to the fact that the remaining three models don’t have satisfactory fit indices the postulated model must be questioned. Despite the preliminary character of the analysis made here the character of the results indicate that the construct model must have a substantially different character. 


Hence the 43 behavioural markers remaining after variation analysis are used in explanatory factor analysis. The scree plot indicates six factors. These factors can be given nameable content after varimax-rotation. The meaning of the factors and the allocation of behavioural markers to the factors are shown in table 3. 


Table 3: Explanatory factor analysis – “Guard” scenar.

		Factor

		Naming  

		Behavioural Markers  



		1

		Risk-aware investigation behaviour – General aspects

		- gun not hold ready


- gun hold ready


- risk-aware investigation


- thoroughness


- goes directly to the outside area


- door of the sensible room


- protocol “indoor rooms” ok



		2

		Preparing for investigations

		- opens door < 2 min


- tests torch


- opens door several times


- torch switched-off while leaving the room


- torch switched-on while leaving the room


- takes torch


- goes into the guard-room


- opens door while torch is switched-on 


- turns down radio (<20%)



		3

		Risk-aware investigation behaviour – Concrete aspects

		- closes the door


- does not tiptoe (10 sec)


- switches-on light 


- door of sensible room not tested 


- waits >20 sec


- overhasty alarm


- switches-off light


- door to outside area not closed


- gun hold ready





Table 3: Explanatory factor analysis – “Guard” scenar, continued.

		Factor

		Naming  

		Behavioural Markers  



		4

		Consideration of general framework

		- reads instructions first time


- doesn’t read instructions 


- protocol „indoor rooms“ not ok


- tiptoes (10 sec)


- opens door quietly


- opens protocol 


- looks around in the room 


- doesn’t see hole in the fence 



		5

		Handling of concrete danger

		- gun not hold ready while seeing the burglar 


- doesn’t pull gun 


- sees burglar


- notices window


- asks: Who are you?


- walks away 



		6

		Handling of concrete danger

		- pulls gun 


- pushes alarm button 


- alarm button 


- says: hands up


- torch stays switched-on 


- doesn’t follow burglar


- speaks while gun is pulled 


- door of sensible room 





Following the results of explanatory factor analysis, the “guard” scenar offers the possibility of measuring different aspects of risk-aware investigation behaviour. The six factors identified can be allocated to five different aspects with regard to content.


3.2
The “stray” Scenar

Only 17 of the 51 behavioural markers show ample variation. Concerning the postulated construct model this reduction leads to the problem that for a large number of the constructs the number of behavioural markers is too small. For that reason the inspection of the postulated construct model is not carried out. 


Although one of the tasks for further development of the “stray” scenar has to be the increase of the number of behavioural markers, the residual markers after the variation analysis were investigated through explanatory factor analysis. Only one factor can be extracted. In addition, this factor represents only eleven of the 17 behavioural markers remaining after variation analysis. The results are shown in table 4. Despite the fact that content can be found in the “stray” scenar, this content is based only on a minimal number of behavioural markers which calls the functioning of the scenar into question.


At the current stage of development the “stray” scenar can be seen as measuring communication and teamwork abilities. The postulated construct model could not be found at this time.

Table 4: Explanatory factor analysis – “Stray” scenar.

		Factor

		Naming  

		Behavioural Markers  



		1

		Communication and teamwork

		- Says: Can you show us the way to the railway station?


- Says: Thank you for the location map.


- Says: My friends do have a location map. Let’s visit them


- Says: Please show the pedestrian the location map, so he can show 
  us the way.


- Candidate doesn’t speak to the pedestrian


- Says: Sorry, I don’t have a location map. Good bye!


- Candidate is not near his group


- Candidate follows the group


- Candidate catches up to the group


- Says: Please calm down. We don’t want any trouble.


- Takes flight





4.0
DISCUSSION


For both scenars, different conclusions must be drawn out of the analysis. 


4.1
The “guard” Scenar

First, a revision of the scenar seems to be necessary. The number of behavioural markers is substantially reduced through variability analysis. This means reduction of efficiency and effectiveness. In addition, with respect to the measurement model the number of behavioural markers is not big enough. The revision is necessary, too, because a substantial number of behavioural markers show very high correlations. As a result of a revision, a finer measurement model with optimally allocated behavioural markers must be developed.


The confirmatory and exploratory factor analyses have shown that the postulated construct model could not be found in the data. The alternative results of exploratory factor analysis offer an interesting alternative construct model. Risk-aware behaviour becomes more and more important the higher the stakes will be in military applications. So a differential measurement instrument will be necessary for several applications. The recommendation after the analysis of these first data described here should be to further develop the measurement model of “risk-aware investigation behaviour” foreshadowed here. 


4.2
The “stray” Scenar

The reduction of behavioural markers after the variability analysis is more distinct in the “stray” scenar than in the “guard” scenar. After the variation analysis only 17 indicators remain, wherefore the further SEM respectively explanatory factor analyses are based on a small basis. This leads to the question of efficiency and effectiveness of the “stray” scenar. Because of the high costs of development for the scenar, the number of measurement indicators isn’t great enough. As far as the “stray” scenar is concerned, further recommendations for content development should wait until the number of suitable behavioural markers is substantially increased. 
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Abstract


Altitude illness severely limits operational effectiveness of dismounted Warriors in mountainous terrains.  Commanders, therefore, need accurate estimates and predictors of Acute Mountain Sickness (AMS), the most common altitude illness, to effectively plan and manage missions to altitude.  

Purpose


The purpose of this project was to utilize the USARIEM Mountain Medicine relational database (26 studies, 420 subjects, and 91,590 data points) of AMS with relevant subject descriptors and various altitude exposure conditions to develop a preliminary model of AMS severity scores under military-relevant conditions (i.e., rapid ascent, unacclimatized and non-medicated Warriors).  

Methods

All volunteers provided descriptive background information and completed an Environmental Symptoms Questionnaire (ESQ).  The ESQ assessed AMS severity using the validated AMS-Cerebral (AMS-C) factor score at various time points and elevations.  A general linear mixed model was used to model the rate of change in AMS-C scores over time at various altitudes using SAS Proc Mixed (Version 9.1, Cary, NC).  Significant covariates were examined in addition to time and the polynomial effects of time and included in the model as necessary. Time was centered at 18 hours.

Results

The preliminary AMS symptom severity model developed in our laboratory suggests that time2 (p=0.006), altitude (p=0.0001), altitude*time (p=0.009) and altitude*time2 (p=.0001) are important factors in predicting AMS severity scores.  Output from the model suggests that the higher the elevation, the higher the AMS severity scores and that AMS peaks between 16-24 hours of exposure and resolves following 36-40 hours of continuous exposure.  

Conclusion

Although validation of the model is necessary, this is the first model developed using military-relevant conditions which defines the rate of change in AMS severity over time at various altitudes.  This preliminary model of AMS is far superior to any currently published estimates of AMS over this altitude range, and can provide quantitative guidance to Commanders in order to develop policy, training and planning tools to sustain Warrior resilience, health and performance at altitude.


1.0 INTRODUCTION


Modern military operations such as those occurring in Afghanistan frequently require rapid deployment of large numbers of personnel into mountainous environments with little or no time for physiological acclimatization. Rapid ascent to high altitude in unacclimatized personnel, however, is a known risk factor for the development of acute mountain sickness (AMS) (4,11). AMS, when severe, can degrade physical and mental performance such that large numbers of troops may be completely incapacitated in their first few days at altitude. One report from Operation Enduring Freedom in Afghanistan indicated that symptoms of altitude illness at moderate (> 1500 m) to high (>3000 m) altitude significantly impacted combat missions (9).  Given that the dismounted Warrior is the primary weapon platform in mountainous terrains, Commanders desperately need accurate estimates and predictors of AMS at any given altitude and time point to effectively plan and manage missions


Headache is the cardinal symptom of AMS and is usually accompanied by insomnia, unusual fatigue, dizziness, and nausea or vomiting 
 ADDIN REFMGR.CITE 

(11,12)
.  Although the pathophysiology of AMS is not entirely known, available evidence suggests that AMS is due to mild cerebral edema (i.e, brain swelling) caused by the low-pressure atmosphere of altitude.  AMS is aggravated by a poor ventilatory response, fluid retention, cerebral vasodilation, and leakage of the blood-brain barrier (5,11).  Symptoms of AMS typically become evident 4-12 hours after ascent, peak in intensity in 24-48 hours, and resolve in 2-3 days if no additional gain in altitude takes place 
 ADDIN REFMGR.CITE 

(1,5,7,11)
.  The prevalence and severity of AMS symptoms vary with the altitude attained, rate of ascent, length of exposure, previous altitude exposure, and individual susceptibility 
 ADDIN REFMGR.CITE 

(4,6,13,15,18)
. Despite decades of research, no biomathematical model of AMS exists which predicts the rate of change in AMS severity over time at various altitudes following rapid ascent in unacclimatized, non-medicated personnel.  


Previous models of AMS cannot be utilized by the military to predict AMS at altitude because they were not developed using a military-relevant scenario (i.e., rapid ascent) or population (i.e, unacclimatized, non-medicated personnel) 
 ADDIN REFMGR.CITE 

(15,18,19)
.  Furthermore, conclusions from two of the existing models of AMS were based on a staged ascent to one altitude where AMS was measured at one time point and medication use was largely uncontrolled 
 ADDIN REFMGR.CITE 

(15,19)
.  These two models, therefore, provide no information about the dynamic rate of change in AMS severity over time at altitude or the changing degree of AMS severity over a range of altitudes where military personnel may be deployed.  Another model of AMS assessed AMS at several time points in order to define the change in AMS severity over time at altitude, but the model utilized an outdated AMS assessment tool and required the previous day assessment of AMS at altitude as a model input (18).  Therefore, this model (18) cannot be used prior to deployment to predict AMS severity


The current study addresses limitations of previous AMS models by (1) utilizing the world’s largest Mountain Medicine relational database linking altitude ascent profiles with relevant individual descriptors and (2) sophisticated statistical techniques for analyzing longitudinal data.  Due to our long history of altitude research using our unique hypobaric chamber and Pikes Peak facilities, our Institute has been able to collect enough AMS data on unacclimatized personnel following rapid ascent to various altitudes under experimentally-controlled conditions over the first few days at altitude to develop a military-relevant predictive model of AMS.  In addition, we have employed a new class of statistical models (i.e., general linear mixed model) to investigate the change in AMS severity over time at altitude (16). The basic characteristic of this model is the inclusion of random subject effects in order to account for the influence of individual subjects on their repeated observations (3).  These random subject effects describe each person’s starting point and trend across time, and explain the correlational structure of the longitudinal data. This statistical model is quite robust to missing data, irregularly spaced measurements, unbalanced data, violations of constant variance and independence of residuals, and can easily handle both time-varying and time-invariant covariates (16).  As such, the general linear mixed model (i.e, random coefficient model) offers several advantages over the typical univariate and multivariate repeated-measures analysis of variance (10,16) for developing a biomathematical model of AMS severity for individuals over time at various altitudes. 

The purpose of this project, therefore, was to define a biomathematical model to estimate the rate of change in AMS severity over the first 40 hours of exposure (i.e., highest AMS risk) to various altitudes in non-medicated, unacclimatized personnel following rapid ascent to high altitude (i.e., military relevant scenario).


2.0 METHODS


2.1 Study Population

The study population was pooled from the USARIEM Mountain Medicine Database (26 studies, 420 male and female subjects, 91,590 AMS data points).  The final data set included unacclimatized subjects (no altitude exposure > 1000 m in the previous 3 months) following rapid ascent (< 1 h) to various altitudes (1650 m to 4500 m) under experimentally-controlled conditions (no medication use, adequate hydration) over the first 40 hours of altitude exposure (highest AMS risk) to develop a military-relevant predictive model of AMS.  After screening for these conditions, 291 males and females (mean±SD; 23.8±5.4 yr, 76.3±12.1 kg, and 1.75 ±0.83 m) were included in the final model.  All volunteers received medical examinations, and none had any condition warranting exclusion from the study. Each gave written and verbal acknowledgment of their informed consent and was made aware of their right to withdraw without prejudice at any time. The 26 studies were approved by the Institutional Review Board of the U.S Army Research Institute of Environmental Medicine in Natick, MA.  Investigators adhered to the policies for protection of human subjects as prescribed in Army Regulation 70-25, and the research was conducted in adherence with the provisions of 32 CFR Part 219.

2.2 Altitude Illness Measurements

AMS was assessed at various time points depending on the protocol for each study.  In addition to a baseline measurement of AMS at sea level, a minimum of 1 and maximum of 10 repeated measurements of AMS were made per subject at altitude. Given that AMS does not typically develop until 3-6 hours of altitude exposure, only time points > 3 hours were considered in the model.  The severity of AMS was determined from information gathered using the Environmental Symptoms Questionnaire (ESQ) (14).  The shortened electronic version of the ESQ, which is a self-reported 11-question inventory, is designed to quantify symptoms induced by altitude and other stressful environments (2).  Symptom severity is self-rated on a scale of 0-5, with a score of 0 indicating the absence of symptoms and 5 representing the symptom present at maximum intensity. A weighted average of cerebral symptoms (i.e., headache, light-headed, dizzy) was calculated for each volunteer at each AMS assessment and designated AMS-C.  An AMS-C score ≥ 0.7 was indicative of AMS. The AMS-C scores were natural log-transformed for data analysis to conform to normality assumptions.  Zero scores for AMS-C were assigned a random value between 0 and 0.2 in order to perform the natural log transformation.


2.3 Other Covariate

In this preliminary model of AMS-C, altitude was the only covariate utilized as a time-invariant continuous predictor.


2.4 Statistical Analyses

Exploratory data analysis was conducted to determine how individual AMS-C scores changes over time at altitude (i.e, linear, quadratic, cubic, exponential) and also determine likely covariates to include in the model.  The cubic effect of time as well as altitude and all interactions with time were included in the initial model.  A general linear mixed model (i.e, random coefficient model) was utilized in SAS PROC MIXED (SAS, Cary, NC) to model AMS-C scores over time at various altitudes.

Unconditional means models (i.e, with no covariates) were initially fit for AMS-C scores to ensure that there was significant variation in the data to warrant the inclusion of predictor variables.  After determining that there was significant variation in the data, an unconditional growth model for the pattern of change in AMS-C over time (i.e., linear vs. quadratic vs. cubic) was assessed by regressing time, time2, and time3 on AMS-C in turn.   The intercept, time, time2, and time3 were modelled as random effects.  If higher orders of time were not significant, they were dropped from the model as both a fixed and random effect and the model was rerun.  After determining a suitable individual growth model, level-2 covariates and their interactions with time were included in the model.  Non-significant covariates and their interactions with time were eliminated from the model one at a time starting with the least significant effect until the final model was determined. Effectiveness of the time-invariant covariate on explaining between-individual variation in AMS-C scores was assessed using the Pseudo-R2  statistic (10,16).  In addition to the explained variance, the Akaike information criterion (AIC) and Bayesian information criterion (BIC) were utilized in selecting the final model using the general guideline of selecting models with lower AIC and BIC values.  An unstructured error covariance matrix was used for between-individual random effects in all models.  The covariance structure for the within-individual random errors was modelled, if warranted, using a spatial power covariance structure in all models due to the unequal spacing of AMS measurements.


Fundamental diagnostics for two-level mixed models were conducted including examination of residual normality, linearity, homogeneity of variance, and influential outliers.  Model diagnostics were utilized to highlight any systematic discrepancies between the data and the fitted model.  Plots of residuals against predicted values and every explanatory variable included in the model were examined to detect systematic trends and patterns as well as outliers in the data.  A data set for cross-validation of the model has not been collected.   The current model, therefore, represents a preliminary model of the rate of change in AMS-C scores over time at altitude.  All data analyses were performed with the use of SAS software, version 9.1 (SAS Inc., Cary, NC).

3.0 RESULTS


3.1 Model Specification

The preliminary AMS symptom severity model developed in our laboratory suggests that time2 (p=0.006), altitude (p=0.0001), altitude*time (p=0.009) and altitude*time2 (p=.0001) are important factors in predicting AMS severity scores.  Time was centered at 18 hours.  The final model for AMS-C scores over time at altitude is represented in multi-level form by the following equations:


Level 1 (repeated-measures level) model:



Log AMS-Cij = β0i + β1i (time)ij + β2i (time2)ij + eij




(1)

where i represents the 291 subjects and j represents the different AMS-C measurement occasions.  The same model was fit to the 291 subjects separately.  Hence, there were 291 different sets of regression coefficients for each subject (i.e., the intercept (β0), average instantaneous rate of daily change (β1) and average curvature daily change (β2).  We can summarize these 291 sets of parameter estimates by the following two equations:


Level 2 (individual level) models:



β0i = γ00 + γ01 (altitudei) + U0i




(2)



β1i = γ10 + γ11 (altitudei) + U1i




(3)


β2i = γ20 + γ21 (altitudei) + U2i




(4)





The following composite model of AMS-C scores was created by substituting equations (2), (3), and (4) back into equation (1),


LogAMSCij=γ00+γ01(altitudei)+U0i+((γ10+γ11(altitudei)+U1i)*(timeij))+((γ20+γ21(altitudei)+U2i)*(timeij2))+eij



U0i, U1i, U1i* time, U2i and U2i * time2 are the random effects which capture the variation between individual regression models and the average model and eij represents the variation between individual observations and the regression model within each person.


3.2 Model Output

The unconditional means model indicated that 26.6% of the variability in our AMS-C data was due to differences among individuals that may be explained by including additional covariates in the model.   Given the longitudinal nature of the data set (i.e, two or more waves of data per person), the next logical step was the introduction of the predictor time into the level-1 submodel.  After exploratory data analysis indicated that most subjects followed a quadratic effect of time, both time and time2 were introduced into the AMS-C model.  By including these predictors, the within subject variation was reduced from 1.303 to model to 0.583 or by 55.3%.  


The level 2 variance components quantify the unpredicted variation in the individual growth parameters for the true intercept, true instantaneous rate of change (i.e., time) and true curvature (i.e, time2) between subjects.  The next likely covariate added to the model was altitude.  When altitude was added at level 2 in the model, 5.4%, 37.7% and 29.2% of the variability in initial status, instantaneous rates of change, and curvature of AMS-C scores, respectively, were explained. Both the AIC and BIC values were lowest for the model with time, time2, altitude, altitude*time and altitude*time2.


Figure 1 represents an example of an AMS-C prediction curve over time at 2500 m, 3500 m, and 4500 m for an unacclimatized, non-medicated Warrior following rapid ascent to altitude.  The model demonstrates that the higher the elevation, the higher the AMS severity scores.  Importantly, for the same 1000 m increase in altitude at 18 h, AMS severity increases to a much smaller degree from 2500 m to 3500 m than from 3500 m to 4500 m.  For instance, the model predicts an AMS-C score of 0.24, 0.57, and 1.34 following 18 hours of altitude exposure at 2500 m, 3500 m, and 4500 m.  Each of these numbers represent a 136% increase from the previous number.  Similar figures can be developed for other altitudes and timepoints.  The model also predicts that AMS peaks following 16-24 hours of exposure and resolves following 36-40 hours of exposure.  The exact time point for the peak in AMS severity depends on the altitude but when all altitudes are collapsed, the peak AMS severity occurs after 21.2 hours of exposure.
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Figure 1: Time Course of Acute Mountain Sickness Scores at Three Different Altitudes.

4.0 discussion


The major findings from this study are:  (1) the higher the altitude, the higher the peak AMS-C severity score, (2) the relationship of AMS-C to a given gain in elevation is not linear, and (3) AMS-C peaks around 16-24 hours of exposure and largely resolves following 36-40 hours of exposure.


This is the first time that a prediction model has defined the rate of change in AMS-C scores over time at various altitudes using a military-relevant scenario.  To predict and estimate the rate of change in AMS for individuals by inputting any target altitude, the expected length of time at that altitude prior to deployment represents a huge advancement in the field.  Currently, the military depends on “look-up” tables published in technical doctrine to estimate the likelihood and severity of AMS for a given altitude (8).  However, the published guidelines are broad and represent population averages with no consideration for individual characteristics.  With this current prediction model described here, a Commander can pre-plan a mission at sea-level before altitude deployment to altitude such that important activities occur during the time-frames having the lowest risk of AMS. 


While it is well known that the severity of AMS is directly linked to elevation (1,11), quantifying the degree of AMS severity for a given increase in altitude or time at altitude has never been defined with a biomathematical model, as shown in Figure 1.  This figure also demonstrates that for a given gain in elevation (i.e., 1000 m) AMS severity is much less going from 2500 m to 3500 m than from 3500 m to 4500 m.  The second novel finding from this study is that AMS severity peaks following 16-24 hours of exposure and largely resolves within 36-40 hours of continuous exposure.  This finding is different from previously published reports in the literature which suggest that AMS peaks following 24-48 hours of altitude exposure and resolves within 48-72 hours of continuous exposure 
 ADDIN REFMGR.CITE 

(1,5,17)
.  The current preliminary model of AMS severity scores suggests that regardless of altitude, peak AMS severity occurs earlier and resolves sooner than previously thought.  This model suggests missions at altitude should be planned early upon arrival at the target altitude and that resolution of AMS will occur relatively quickly if the Warrior remains at that elevation.


The next steps in further developing this model include model validation with an independent data set and  adding descriptive predictors (i.e, age, height, weight, race, smoking status), physiologic predictors (i.e, heart rate, ventilation, blood pressure), and genomic predictors (i.e, hypoxia-inducible factor 1, angiotensin converting enzyme) to the model to identify individuals at risk for developing AMS.  These steps will lead to individualized models of AMS and will greatly improve mission planning capabilities at high altitude


In conclusion, this is the first predictive model to define the rate of change in AMS-C scores over the first 40 hours of altitude exposure in unacclimatized, non-medicated volunteers using a military-relevant scenario.  The rate of change in AMS-C scores follows a quadratic function of time and altitude is a significant predictor of AMS-C severity.  This preliminary model of AMS severity scores is far superior to any currently published estimates of AMS over this altitude range, and can provide quantitative guidance to Commanders in order to develop policy, training and planning tools to sustain Warrior resilience, health and performance at altitude


5.0 disclaimers
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Abstract


The Shapiro sweat prediction equation (OSE) was formulated more than two decades ago as: msw 
(g•m-2•h-1) = 27.9 • Ereq • (Emax)-0.455, where Ereq is required evaporative heat loss and Emax is maximum evaporative power of the environment.  Although OSE was developed for a limited set of conditions, in practice it is often used outside its boundaries to estimate fluid requirements and generate guidance in military, public health, occupational and sports medicine settings.  Military (NATO) and public health (IOM) reports have expressed a need for improved sweating rate prediction models that calculate hourly and daily water needs.  

Purpose

The purposes of this study were to 1) determine the accuracy of OSE when widening its boundaries to include cooler environments (2h) and very prolonged exercise (8h), and 2) improve the accuracy of OSE and/or develop a de novo sweat prediction equation with improved accuracy.  

Methods

OSE prediction accuracy was determined by comparing measured (msw) and predicted sweating rates in 39 volunteers during 15 trials that included intermittent treadmill walking for 2h (300 to 600 W, 15 to 30oC; n = 21) or 8h (300 to 420 W, 20 to 40oC; n = 18).  Accuracy was first assessed by comparing msw and predicted sweating rates (211 observations) using least-squares regression.  Mean and 95% confidence intervals for group differences were compared against a ± 0.125 L/h prediction error theshold.  The 2h and 8h data were then combined with archived data (total of 101 volunteers, >500 observations), using a variety of metabolic rates over a range of environmental conditions, clothing and equipment combinations and work durations, in an effort to correct OSE and develop a new sweat prediction equation using fuzzy piecewise regression.  The corrected and de novo equations were then cross-validated against independent data (30 volunteers; >200 observations).  

Results

OSE accounted for more than 70% of the variance in msw and the SEE was small and uniform around the line of best fit.  However, the OSE error was always > 0.125 L/h during 2h and 8h of exercise.  A corrected equation (OSEC): msw = 147•exp (0.0012•OSE) and a new equation (PW): msw = 147+1.527•(Ereq) - 0.87•(Emax) were derived.  OSEC and PW were 58% and 65% more accurate (P<0.01) than OSE, respectively, for conditions both within and outside the original OSE domain of validity. 

Conclusion

OSEC and PW provide for more accurate sweat predictions over a broader range of conditions.  Applications overlap multiple HFM domains and military needs scenarios.  Authors’ views; not official U.S. Army or DoD policy.    


1.0 INTRODUCTION


Effective water management is a key to Force Health Protection and Force Operating Capabilities (5).  Health is theatened by fluid deficits (hypohydration), which increase the risk of serious heat illness (1, 5, 6, 7) and fluid surfeits (hyperhydration), which increase the risk of hyponatremia (6, 7, 17).  Combat effectiveness declines quickly when water is not available.  As a result, drinking water is the largest single potable water planning factor and represents 15% of the total per capita water requirement for all tactical and force structure planning (9).  Yet the provision of adequate water is a challenge on the modern battlefield where unit forces are distributed over complex urban terrain extending hundreds of miles (10).  As a consequence, smaller units on shorter missions carry their water, which contributes significantly to combat load and reduces fighting effectiveness.  Not only do water resupply requirements place support elements at strategic risk, but delivery requires tremendous manpower and vehicle space, making water transport one of the largest logistical supply burdens on the modern battlefield (2, 5, 10).  As a result, the ability to accurately predict Warfighter water needs is a key to efficient water consumption planning, Force Health Protection, and Force Operating Capabilities.


The U.S. Army is the DoD executive agent for land-based water resources in a theatre of operations (8).  One mission of the U.S. Army Research Institute of Environmental Medicine (USARIEM) has been to develop empirically derived prediction algorithms to estimate water requirements for a variety of situations (2).  Although body water is lost though urination and respiration, perspiration (sweat) is the primary avenue for body water losses in populations training and fighting in warm or hot environments.  Water losses from sweat increase proportionally with the total thermal load, which includes the heat of metabolism (work intensity × time interaction), macro-environment (climate) and micro-environment (clothing, vehicle) considerations (18).  Sweat losses also vary widely among people due to numerous biological factors (acclimatization, fitness, body size, genetics) (18).  Careful and extensive research observation and experimentation (14, 16, 19, 20) is the essential starting point for accurate sweat loss prediction algorithms.  However, the myriad of complex interactions among variables that influence sweating rates make all-encompassing experiments difficult and impractical, thus prediction models are essential for comprehensive water planning (15).  


The current (original) Shapiro equation (OSE) (20), embedded within generations of broader empirical sweat prediction models (2), resolves the interaction between the requirement for evaporative cooling (Ereq) and the maximum evaporative capacity of the environment (Emax).  The OSE equation was derived from a matrix of laboratory experiments that included a range of environmental conditions (ambient temperature 20 – 54ºC, and relative humidity 10 – 90%), clothing configurations (insulation or clo = 0.74 to 1.50), and metabolic intensities (approximately 50 – 250 W/m2) of 2h duration.  Actual sweat losses were determined from the change in nude body mass corrected for fluid intake and urine output, but no corrections were made for respiratory or metabolic mass losses.  This exclusion will overestimate true sweat losses, especially in cooler environments (3, 4).  Clothing insulation (clo) and evaporative potential (im/clo) in OSE are for antiquated ensembles using static manikins and do not account for changes in clothing wettedness over time (4, 11).  Ereq in OSE also does not account for the realistic inefficiency of sweat evaporation from the skin (11).  When these limitations are considered alongside the fact that OSE is frequently used to model sweat losses and water needs well beyond its 2h domain of validity, there is a clear military (2) and civilian (12) need to quantify and improve OSE performance by expanding its boundaries to include modern protective clothing and realistic work durations (> 2h).   

2.0 Methods


OSE prediction accuracy was determined by comparing measured (msw) and predicted sweating rates in 39 volunteers during 15 trials (A-O) that included intermittent treadmill walking for 2h (300 to 600 W, 15 to 30oC; n = 21) or 8h (300 to 420 W, 20 to 40oC; n = 18).  Accuracy was first assessed by comparing msw and predicted sweating rates (211 observations) using least-squares regression.  Mean and 95% confidence intervals for group differences were compared against a ± 0.125 L/h prediction error theshold.  The 2h and 8h data were then combined with archived data obtained from four separate environmental chamber studies and one field study conducted at the U.S. Army Research Institute of Environmental Medicine (USARIEM) and from one environmental chamber study conducted at Defence R & D Canada, Toronto.  A total of 101 volunteers (80 men, 21 women), and more than 500 observations were made using a variety of metabolic rates (250 to 800W) over a range of environmental conditions (15 to 41⁰C), clothing and equipment combinations (BDU, body armor, MOPP) and work durations (2h to 8h), in an effort to correct OSE and develop a new sweat prediction equation using fuzzy piecewise regression.  The corrected and de novo equations were then cross-validated against independent data (30 volunteers; >200 observations).  Additional methodological details can be found in Cheuvront et al. (4) and Gonzalez et al. (11).  

3.0 results


OSE accounted for more than 70% of the variance in msw and the SEE was small and uniform around the line of best fit.  However, the OSE error was always > 0.125 L/h during 2h and 8h of exercise (Figure 1).  A corrected equation (OSEC): msw = 147•exp (0.0012•OSE) and a new equation (PW): msw = 147+1.527•(Ereq) - 0.87•(Emax) were derived.  OSEC and PW were 58% and 65% more accurate (P<0.01) than OSE, respectively, for conditions both within and outside the original OSE domain of validity.  Additional result details can be found in Cheuvront et al. (4) and Gonzalez et al. (11).  Figure 2, from Jay and Webb (13), shows the sweat (water) volume over-estimation error associated with using OSE for 2, 4, 6, and 8h of work over a range of possible Ereq and Emax ratios.  For an average sized Warfighter (1.8 m2) working moderately for 8h (Ereq = 275 W/m2) in a hot, arid desert while wearing body armor (Emax = 350 W/m2), use of OSE would over-predict water needs by 2 L (Figure 2).  For an individual Warfighter on a 24h mission, this error adds 2 kg to the fighting load.  For a battalion-sized unit, the error adds nearly 500 kg (500 L) of unnecessary water transport.  This would also have important ramifications for the transport of water into difficult to reach locations, such as mountainous regions (2).  
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Figure 1: Differences between predicted sweat rate (OSE) and actual sweating rate during 2h 
(A though I) and 8h (J though O) trials.  Data are group (trial) means; bars are 95% confidence intervals.  Shaded area represents zone of indifference (± 0.125 L/h) based on the desire to predict sweat losses to within 1L over an 8h work day.  From reference 4.
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Figure 2: Sweat loss correction (left y-axis) and associated water volume error (right y-axis) observed when using OSE versus OSEC.  Right y-axis volumes represent an overestimate 
of individual water needs (in liters) over time.  From reference 13.  
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Figure 3: Screenshot of USARIEM executable program run on Microsoft Windows ® 
which requires minimal user-friendly inputs to predict sweat losses 
(water needs) comparing OSE, OSEC, and PW.  
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Figure 4: Screenshot of internet program (R.R. Gonzalez & Perception Software, ©2009) incorporating PW and on-line meteorological data to predict sweat 
losses (water needs) using minimal user-friendly inputs.  


4.0 conclusions


OSEC and PW provide for more accurate sweat predictions over a broader range of conditions than equations currently in use.  Additional validity generalization, extension validity, and bootstrap simulation studies are ongoing and will further improve prediction accuracy.  OSEC is easily migrated into various existing rational and operational thermal prediction models that presently include OSE.  Both OSEC and PW can provide Commanders with more accurate forward water planning for larger units and potentially real-time, short term water planning for smaller units.  Minimal user-friendly inputs are needed and programs could easily be implemented within various architectures including smartphone, personal digital assistant, or internet applications (Figures 3 and 4).  OSEC and PW provide greater accuracy in estimating Warfighter water needs, which enhances safety and sustainability and reduces the logistical footprint for water re-supply.  Applications overlap multiple Human Factors Medicine domains, military and civilian needs scenarios.
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Abstract


This paper provides an overview and top-level user guide for a prototype visual knowledge tool developed by NATO SAS RTG-074 which promotes the integration of human and social sciences into NATO’s Operational Planning Process and associated Operational Analysis (OA). 


1.0
Overview


While conceptualizing military action in kinetic terms concerned with the destruction of enemy assets is as old as war itself, NATO's current approach to conducting operations demands a comprehensive approach as the commander seeks to induce desired  change from the use of armed forces and other levers of coalition influence.  This is exemplified in General Petraeus’ operational guidance which highlights the Afghan population, rather than the Taliban, as the Centre of Gravity for ISAF operations. Successful application of this approach requires both a long-term evolution of military capabilities, and an improved understanding of the way the human and social dimension operates. 
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Figure 1: “Understanding the Human Dimension Assumes New Importance”
.

The SAS-074 task group is developing guidance which enables operational analysts and planners to identify,  and make effective use of, theories, methods and models (TM&Ms) that are based upon the social sciences,  The guidance is being developed using a collaborative Concept Mapping approach which visually maps knowledge and provides links to related internet resources.  The approach has been aligned to NATO's Operational Planning Process (OPP).  A simplified view of how the guidance supports the Orientation and Concept Development phases of the OPP is shown in Figure 2.
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 Figure 2:  SAS-074 Guidance directly supports the Orientation and Concept 
Development phases of NATO’s Operational Planning Process. 


The Orientation phase guidance provides operational analysts and planners with ‘guiding questions’ to help develop their understanding of the psycho-social context and frame potential psycho-social change.  It currently covers 5 key areas: psychological, organizational, societal, economics and governance.  The Concept Development guidance provides information on a broad range of topics including: how social theories can be used to inform approaches to obtain behavioural change at the individual, organizational and societal levels; selection of fit for purpose TM&Ms; the utility of alternative analytical approaches; approaches for gathering empirical data; and, online socio-cultural data sources.  Excerpts from a couple of the knowledge maps are shown in Figure 3.
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Figure 3: Concept Map Excerpts.

An initial version of guidance has been developed.  They are available as concept maps which may also be viewed as web pages.  It will be refined and further developed in 2010 and early 2011.  It will also be subject to a series of end-user evaluations being scheduled within the participating nations. To gain access to the development version of the tool, or for further details, contact Phil Jones, the SAS-074 lead (prjones@dstl.gov.uk).

2.0
SAS 074 top-level USER GUIDE

2.1
Objectives


The primary objectives of the tool are to:

· Help operational analysts and planners consider psycho-social  factors within the Orientation and Concept Development stages of NATO’s Operational Planning Process (OPP).  See Figure 3 and AJP-5 for further detail.


· Provide a knowledge base of open-source information on:


· Human /social science theories, methods, models, and data collection approaches


· Operational Analysis techniques.
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Figure 3: An Overview of NATO’s Operational Planning Process.

It may also be used to:


· Support other stages of the OPP, especially the Initiation stage, and may also be used to support Strategic and Tactical planning levels.


· Help human and social scientists and operational planners to understand Operational Analysis approaches.


2.2
Content

This top-level user guide provides:


· A fitness for purpose statement.


· A brief overview of concept mapping and Cmaptools – further detail can be found on the developer’s website: http://cmap.ihmc.us/ .


· A basic guide to use of the tool.  Separate guides for use within the Orientation and Concept Development phases are also provided within the tool itself in both tabular and concept map form.


2.3
Fitness for Purpose


The tool has been developed by the NATO Research and Technology Organisation (RTO) Systems Analysis and Studies (SAS) panel Research Task Group (RTG) 074 to provide a basic ‘proof of concept’ tool for use by NATO nations.  To a large extent the content of the tool reflects the expertise of the participants of the group and the level of effort they were able to expend on the task.  It therefore contains omissions and areas that require further development.   Nations wishing to make operational use of the tool are encouraged to undertake their own test and validation activities, and to develop it further to meet their specific needs.  


Ideally, some familiarisation training is required to help navigate around the tool. In the absence of such training the user guides are intended to provide a basic understanding of how to use tool.


The tool covers knowledge drawn from a wide range of human, social and Operational Analysis scientific domains.  By design, it aims to provide you with a ‘tool for thinking’ that will provide you with basic familiarity of these domains.  It will not make you an expert in them all!   Thus, you should still seek to make extensive use of both scientific domain and Area of Operations Subject Matter Experts (SMEs).  


It should help you to identify appropriate SMEs and ask them the right questions, but it will not provide you with all the context-dependent answers.


Users can easily to add their own material.  This is a significant strength of the concept mapping approach, but it may create configuration control, validation and software accreditation issues.


2.3
Use of CMaptools


Concept maps are graphical tools for organising and representing knowledge. They include concepts, usually enclosed in boxes of some type, and relationships between concepts indicated by a connecting line linking two concepts. Linking phrases on the connecting lines specify the relationship between the two concepts.


Basic operations:


· Clicking on an icon at the bottom of a concept and selecting one of the resources displayed will open that resource.  This may be any kind of document, an internet url or another concept map. 


· Right clicking on a concept opens a menu to allow the user to add further resources or add ‘mouse over’ information.


· Left clicking on a concept brings up a (( icon at the top of the concept.  Drag and drop from this to create a new concept and a blank linking phrase.


· The zoom feature, particularly the ‘fit to page’ option, in the toolbar is often useful.


Much more information on Cmaptools functionality can be found using the toolbar help option.


CMaps may also be viewed as html web pages, if they are held on a CMap Server (CMapServer software is also available from http://cmap.ihmc.us/ to do so).   At the time of writing (Aug 10), use of the web page version has a couple of limitations:


· The mouse over function does not work (A significant drawback since we have used this feature to provide greater detail and definition of many of the concepts).

· The zoom function (bottom right hand corner of Internet Explorer) works well, but when you click to see resources, they will not appear where you expect them to.


The developers have been made aware of these limitations, so they may be resolved in due course.


2.4
How to Use the SAS –074 Tool

The SAS074 Process View Cmap is the ‘home page’ which will normally be your starting point.  Figure 4 is an annotated screenshot. The key features are numbered and described in Table 1.



[image: image5.jpg]SAS-074 Home Page

This CMap provides the 'home page' to take users through a generic
process to:

* Understand the psycho-social (P-S) environment in a
specific operational context.

* Develop and evaluate desired P-S changes and associated
courses of action.

* Make appropriate use of P-S theories, methods and models.

The process is intended to be incorporated within military planning
and analysis processes, in particular the Orientation and Concept
Development phases of NATO's Operational Planning Process. It may
be applied at strategic, operational and tactical levels.

Given an operational problem for "
that needs to be addressed » oxample — | Southern Aghanistan
(Use Cases)

I
as part of

v

[contained in AJP-5]

Ongoing
actions for
the group

Disrupt Insurgency in

The NATO Operational . OPP Stage 1 - An Initiating

do

/

OPP Stage 2 - Orientation
What needs to be accomplished?

Follow link for user guide

Alternative PS Perspectives

Psychological
£l M

Organisational

Environmental

Frame desired

Develop a psycho-social to

Analysis resources

Computational models
snd simulations

Statistical Methods

Qualitative Research
Methods

Problem structuring and
decision support methods

Select and use
appropriate theories,
methods and models

T

An Overview and
User guide
Read me

first !

Details of the
SAS-074 Group

and CMapTools

A pink border means that
more info can be obtained
by moving the mouse over
the concept.

Clicking on an icon below a
concept provides links to
other resources (other
Cmaps, reports, www links
etc..

OPP Stage 3 - Concept Development

How to accomplish the mission effectively and efficiently

Follow links for written or CMap user guides

Theoretically informed ways to
induce psycho-social change

Behavioural change

and influence change

Organisational
change

b Theory Method and Model (TM&M) Resources

Governance

Economic
Development

Reference and data resources

Reference sources

Socio-cultural
data sources

Selection and use
of SMEs

How to gather
and analyse empirical
socio-cultural data






Figure 4: SAS074 Process View: The Home Page.

Table 1: SAS-074 Process View: Key Features.

		Item

		Description



		1

		User Guide


Resources linked to this concept include this user guide and a short overview



		2

		Background Information


The associated Cmap gives details of the group, its terms of reference, programme of work and technical activity proposal.  It also contains links to resources offering ‘best practice’ for creating concept maps.



		3

		The Operational Planning Process


The tool is aligned to NATO’s Operational Planning Process.  A link to the Allied Joint Publication 5 (Operational Planning Doctrine) is provided.  National planning processes are usually similar.


However, the tool is likely to have utility throughout the planning process and may also be used independently of formal planning processes.



		4

		The Initiating Directive (AJP-5 Chapter 4, Section 3, Stage 1)

As a working assumption, it is assumed that an Initiating Directive has been produced which establishes the requirement to conduct operational planning as well as the general planning direction and planning limitations.  See for further detail



		5 & 6

		Orientation phase (AJP-5 Chapter 4, Section 3, Stage 2)

The purpose of the Orientation stage is to determine what must be accomplished to meet the higher authority’s direction and guidance.  Part 2 of this user guide is linked to the Orientation phase concept (Item 5).  It highlights how the tool can be used to support the Orientation phase described in AJP-5.  It, makes use of the Alternative P-S Perspective concept maps below (Item 6), an some of the Theory, Method and Model resources (Item 8).  


A number of Concept maps are provided (item 6) to help the user get an overview of the strategic context from a range of P-S perspectives.  In each concept map, some of the key ideas from the discipline are highlighted, together with a series of ‘guiding questions’ that aim to get you to get an appreciation of the context from this perspective.


To answer these questions, the user is likely to need to make use of both socio-cultural data sources, SMEs and Intelligence sources. Item 8 contains links to useful open source socio-cultural data sources and provides advice on SME selection. 


An understanding of the P-S context enables appropriate objectives and tasks to be developed.



		7 & 8

		Concept Development phase (AJP-5 Chapter 4, Section 3, Stage 3)


The purpose of the Concept Development stage is to determine how best to carry out operations that will accomplish the mission effectively and efficiently.  Part 3 of this user guide is linked to the Concept Development phase concept (Item 7).  It cross-references specific activities within the Concept Development phase, with the Theory, Method and Model resources (Item 8).  


The Theory, Method and Model resources provide a broad range of knowledge in the following areas:


· Suggestions for how to develop courses of action that are theoretically informed (e.g. by behavioural change theory).


· Overviews of modelling approaches and how to assess their fitness for purpose.

· Reference sources.

· How to select and make effective use of SMEs

· Approaches for gathering empirical data – essential if you are to get a nuanced understanding of the P-S situation, to allow you to take effective action.
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ABSTRACT


Full validation of a model involves a number of steps. The first is to ensure that the model represents the required domain adequately (content validation). The second is to ensure that the principles underlying the model make reasonable use of current understanding of the problem space (construct validity). If the model meets these two criteria there is a requirement that the predictions of the model represent what happens in the “real world” to an adequate degree (predictive validity). The predictive validity of models that characterise human physiological response or low level human physical and cognitive performance can be conducted using statistical tools suitable for the analysis of interval data such as analysis of variance. When a model is developed that describes choice of course of action, an important element of human behavioural modelling, the outcomes are necessarily discrete and the volume of data available for analysis is typically smaller than desirable for validation over a broad scope. Any stream of similar decisions in a military context is likely to be aimed at maintaining the real world outcome close to a desired profile drawn up at the planning stage. In this way the process of taking decisions and monitoring their implementation is analogous to the process of tracking, embodied in such activities as driving a vehicle. The approach is applied directly to a tracking task to illustrate the interaction between a stream of decisions and outcomes and the problems of generalising the approach to more complex situations is discussed.


1.0
Introduction


Validation of human models has been the topic of a number of papers over the past decade since the team headed by Pew and Mavor (1998) published their seminal work on the state of the art of Human Behaviour Representation. Many of these papers lament the lack of validation in Human Behaviour Representation (HBR) and human performance models and while a number do directly compare predictions with observations (e.g. Foyle et al., 2005), many immediately fall back on informal, face validation: TLAR (that looks about right ) or BOGSAT (bunch of guys sitting around the table: Campbell & Bolton, 2005).  For many, colloquial definition of the validity of a concept or a model means accurate representation of real world events (Trochim & Donnelly, 2007). In general, absolute comparisons with the real world may not be the most appropriate starting point for addressing the validity of a model. Formal models are typically abstractions of the processes that we believe explain observed events, and therefore models often deliberately ignore aspects of the real world experience. Trying to validate a model as an accurate representation of the real world events is, in this strict sense, doomed to failure, and an alternative approach should be sought.


1.1
Problems of Validating HBR Models

There are particular challenges in the validation of HBR models. The study of HBR in constructive simulation conducted by the HFM 128 panel (Lotens et al., 2009) identified a large number of processes that have to be represented in a complete model of human behaviour, including perception, cognition, physiology and interactions between these elements. The study concluded that an important element of any model representation is the division into internal state and consequent performance. Identifying internal states has a long history in psychological theory of more than 100 years since the Yerkes Dodson law of optimal arousal was developed in 1908 (Yerkes & Dodson, 1908). A state such as arousal is fundamentally a model construct and is intrinsically unobservable. It is not possible to validate models of the evolution of such states by direct comparison with real world observations, and indirect methods have to be employed. Progress has been made with some of the state constructs by using subjective observations, such as subjective measures of alertness. It has proved possible to relate alertness to the experience of individuals in terms of sleep patterns and time of day (Belyavin and Spencer 2004) and to demonstrate that a subjective assessment made under similar conditions is reproducible – a minimum requirement for the definition of a state. Similar problems arise with the definition of elements of cognitive performance in that most of the processes cannot be observed directly. At a higher level, the same strictures apply to the elements of interactions between individuals.


1.2
Validation Criteria

To meet this challenge Cronbach & Meehl (1955) proposed a more broadly based approach to the validation of psychometric models. They proposed that validation should be conducted using three assessments of validity: Construct Validity, Content Validity and Predictive Validity. The definitions of the three validity criteria are as follows:


· Construct validity is attained if the model is built using accepted theoretical constructs about how the object in question functions or accepted abstractions of the object to be modelled are deemed suitable for the intended use. 


· Content validity is attained if the range of applicability of the model, that is the range of independent variables and component models, meets the requirements criteria of its intended use and, in particular, encompasses the range of applications proposed.


· Predictive validity is attained if a model a capable of reproducing real-world observations to the required degree of fidelity for the proposed application of the model.


Construct validity is based on a Subject Matter Expert (SME) assessment of the foundations of the overall model and its components. This implies that both the individual components and their modelled interactions should be subjected to the same process. If an HBR formally models internal state and uses this to moderate some aspect of cognitive performance, the process of moderation has to be valid as well as the model of the evolution of state and the distinct model of cognitive performance.


Content validity should also be applied to each of the component models separately and to the way the components interact. The key question is whether the phenomena represented by the models span the range demanded by the requirement and whether the parameters used to define the models span a plausible space of values in that context. The majority of the judgments again have to be based on SME opinion, backed by measures where they are available.


Predictive validity is tested by comparing the output of the model with real-world observations. Ideally formal statistically methods should be employed to make the comparisons although in extremis SME opinion may have to be accepted. In principle, a multi-component simulation can pass the predictive validation criterion if it is able to predict the pattern of real-world data that were not used to build the model. The weakness in this logic is that any simulation involving multiple components could satisfy this criterion and yet be built with individual components that would not meet the target if considered in isolation. An HBR model is particularly vulnerable to this possibility in that there are many elements of human physiology and psychology that may be represented in a full HBR model, that are homeostatic – provide negative feedback in control systems terms – in that they tend to restore a defined state. Since the defined state will be known, it is possible to have incorrect details in these models – in terms of open-loop properties – but the defined state is appropriately restored and in this way the overall model appears valid, although it is incorrect in detail.

In an earlier paper (Belyavin and Cain, 2009) we described the predictive validation of a whole body thermal model using experimental data that was independent of that used to construct the original model. This is a predictive model of individual thermal state and in principle the model predictions can be compared directly with observations drawn from the real world. The particular whole body thermal model subjected to validation was a rationally based model composed of sub-models of a number of distinct processes including thermal generation, thermal conduction, thermal convection through blood flow, sweating, shivering and dynamic changes in blood flow to the skin. In addition the model predictions of deep body temperature for comparison with observations are derived from models of the temperature that is measured. It was concluded that for the full range of experimental conditions assessed the model did not meet a stringent definition of predictive validity. A limited assessment of some component models was conducted and it was concluded that the thermal generation model met the criterion of predictive validity but the model of sweating did not meet the criterion fully for the set of individuals tested in the experiment. 


It was possible to conduct a detailed analysis of the thermal model and its components in this earlier analysis because the validation could be based on interval measures – temperatures or sweat rates – and it is possible to employ statistical tools such as analysis of variance or multiple regression that enable the contribution of different aspects of changes in the external conditions to be assessed in detail. If the outcome measures are categorical and less frequently measured in time, it is much harder to achieve the same level of detail in the analysis and validation is more difficult. The aim of the present paper is to consider the challenge presented by validating models of those elements of human behaviour that are embodied in decision making rather than state.


1.4 Validating Decision-Making Models

Military decisions are made at a wide range of different levels and frequencies, ranging from those made by individuals involved in dismounted combat to strategic levels made at national or international level. The full range of models of HBR must include models that represent decision-making at all these levels. Validation of decisions that are intrinsically infrequent, such as strategic level decisions, is difficult because of the limited volume of data available to support predictive validation and each decision is individual in that it depends on the  precise context in which is made. A frequently used approach to the modelling of human decisions that are made rapidly under time pressure is to represent these decisions by using a pattern recognition algorithm. A choice between two decisions can be described as a multivariate discrimination between the outcomes and the simplest form of such an algorithm is the application of a linear algorithm to make the choice as proposed by Fisher (1936). The criterion that determines the selection of the particular choice is expressed as a function of the perceived cost of making the wrong choice and this may depend on context and the personality of the decision-maker. The approach can be elaborated by including the quality of the perception of the variables that are the basis of the choice and non-linear choice functions can be constructed. 


In whatever way decisions are modelled there is a need for replication of similar decisions if there is to be a possibility of applying statistical methods to parameterise and validate the model. It is argued in the present paper that compensatory tracking is a source of a stream of similar decisions that can be used to parameterise a simple pattern recognition decision-making model. A model of compensatory tracking behaviour is described in Belyavin and Farmer (2006) and the application of the same model to describing pilot tracking behaviour is described in Belyavin et al (2009). The tracking model is described in Section 2 and a procedure for fitting the model is described and the possible outcome measures that can be used for validation are considered. The implications of the analysis for more complex situations are discussed in Section 3.


2.0
modelling human tracking behaviour


2.1
Background


There is a long history of development of linear control models to describe human tracking performance that represent the human processes of perception and cognition as transfer functions modified by the addition of a stochastic remnant. This formulation has been extended in the Optimal Control Model (OCM) to encompass the optimisation of the human model parameters such that an objective function comprising a weighted combination of control error and control effort can be minimized, making suitable assumptions about human performance (Baron et al 1970). This represents human tracking behaviour as a continuous activity described by a simple continuous control law. Direct observation of human tracking behaviour suggests that in practice the operator makes a series of discrete control decisions rather than a continuous flow of movement.  


A two dimensional compensatory tracking task has been constructed in which the participant under test uses a joystick that drives X and Y velocity to cancel a velocity disturbance constructed from 6 sinusoids with wavelengths ranging from 16 seconds to 1 second. The goal of the task is to maintain a cursor within a target region at the centre of the screen. A 20 second sample of a subject’s joystick control input for the X axis of the two axis compensatory tracking task is displayed in Figure 1 and it can be observed that there are short intervals for which the joystick position is constant and between these intervals there tends to be steady linear movement of the joystick.
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Figure 1: Joystick Position for the Control of X Position in a Compensatory Tracking Task.

2.2
Discrete Model of Human Tracking Behaviour

The model of human tracking behaviour is based on five simple assumptions that were established following analysis of observed tracking data:


1) Human control of a continuous psycho-motor task is characterised by a sequence of discrete decisions and responses to mismatches between a desired condition and the perceived current condition.


2) There is a lag between the perception of current condition and the implementation of any decision to adjust corrective action.


3) The decision to adjust corrective action is stochastic and depends on the perceived future deviation from the desired condition.


4) The corrective response is approximately linear in the perceived future deviation from the required condition and the current corrective action.


5) There is a “rest-period” between any decision or action and the subsequent assessment of the situation.


To satisfy these assumptions, the controller comprises a continuous cycle of monitoring current conditions coupled with a probabilistic decision to change the current control position. The timings of all the monitoring and control elements are based on values drawn from the human performance literature. Intra-person variability is built into the model through the representation of the variability of individual decisions in response to the external environment. Inter-person variability is represented by variation in the parameters describing the decisions made to move the controller and the amplitude of the control movements. The structure of the controller is displayed in Figure 2. The controller is constructed as a set of discrete tasks represented by the green boxes that are executed in sequence according to the logical flow. The only modification to a simple linear flow is the decision as to whether to move the control or not, represented by the green diamond.  The time taken to perform each task is determined from standard human engineering data or by calibration of the model.
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Figure 2: Task cycle for the discrete model of tracking behaviour.

The key elements of the model are the equations determining how much movement of the stick is required and whether to make the move. To test the form of the decision-making model it is assumed that the deviation of the cursor position on the screen is perceived exactly. The equation defining the perceived required control movement dC is defined as a modified Proportional-Differential (PD) controller in Equation (1). The additional term in current controller position was derived from preliminary analysis of tracking data as part of the initial model development (Belyavin and Farmer 2006) and the divisor of the PD term was included to improve model stability.
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(1)


The variable Err is the current deviation of the cursor from the screen centre, dErr is the rate of change of current deviation of the cursor from screen centre, C is the current joystick position, Cref is the neutral position of the joystick and μ, η, λ and γ are model parameters. If γ=0 the model is exactly linear in the key decision parameters. The probability that a control movement is to be made, P, is determined by the perceived required control movement according to Equation (2), where σ and τ are model parameters.  The model form was constructed by preliminary analysis of the incidence of control movements to support the development of the Boeing 747-400 pilot model (Belyavin et al 2009).
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The stochastic nature of the decision-making process ensures that the model is not exactly linear but it s close to linear in practice. 

2.3 Fitting the Model Parameters and Findings

There is a large number of metrics describing performance on a tracking task that could be used for assessing whether a model matches observed performance including the Root Mean Square Error (RMSE) of cursor deviation from desired position, the spectral characteristics of joystick movement and the properties of the response in terms of the linearity of joystick response. The latter measure can be derived if the disturbance function for the tracking task comprises a combination of distinct sinusoids in that if the power spectrum of joystick movements includes power at frequencies not contained in the disturbance function the source of the power must be non-linearity in the response function. The velocity disturbance function is constructed out of a combination of 6 sinusoids and is given by the expression in Equation (3)
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Where the values of ωi and Ai are selected so that the peak in the power spectrum for the disturbance is at the fourth wave and the total RMSE of the integrated position disturbance is approximately independent of r. As the value of r is varied the required frequency of control movements is varied while maintaining the overall positional disturbance. The task is started from a selected large value of t so that the initial velocity disturbance is small but the waves are not in phase.


After preliminary experimentation it was concluded that the model parameters could be estimated for each participant independently by matching the linear component of the response model using the estimated gains and phases of the joystick response for the sinusoids contained in the velocity disturbance function. The tracking model is stochastic in that the “Move?” decision is determined probabilistically. It is therefore not possible to do a simple fit between deterministic model outputs and observed outputs to define model parameter values, assuming variation in the observations alone. The Nelder-Mead simplex method (Nelder and Mead 1965) was selected to perform the fit as it is well suited to the problem of fitting stochastic models in that it requires local coherence rather than precise continuity of the objective function and convergence is determined based on the variability of the objective function rather than exact reproduction of the minimum value.


The findings for an experiment involving 8 participants were summarised in Belyavin et al (2009). Eight participants were tested at three levels of base disturbance frequency, where the amplitude was compensated to ensure a constant root mean square error for the cursor as a result of the disturbance. The results from each participant and tracking rate were calibrated using the Nelder-Mead procedure by matching the observed and modelled gains and phases for the sinusoids with the x and y forcing functions using least squares analysis. The parameters fitted for each participant/rate combination were common values of μ, η, λ and τ for both x and y, and a value for the time taken to perform the “Wait” task displayed in Figure 1. A summary of the fitted parameter values is displayed in Table 1.


Table 1: mean values of fitted parameters for the tracking task.

		Parameter

		Low rate (r=0.5)

		Medium rate (r=1.0)

		High Rate (r=1.5)

		Standard Deviation



		μ

		1.761

		1.584

		1.210

		0.242



		η

		1.093

		1.191

		1.067

		0.188



		λ

		0.414

		0.545

		0.656

		0.104



		τ

		27.97

		29.87

		32.01

		7.56



		Wait time

		     0.130

		     0.085

		      0.102

		0.029





The parameters were investigated using analysis of variance. It was concluded that Wait time and μ differed between participants (p<0.001) and that μ and λ differed between rates (p<0.001). The observed and predicted RMSE were compared for the model and observations. The findings are displayed in Figure 3 and a plot of the observed and expected RMSE for the 8 subjects for tracking at the low rate are displayed in Figure 4.
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Figure 3: Comparison of observed and predicted RMSE for the three different tracking rates.

From Figure 3 it can be seen that there is generally a good match between mean observed and predicted RMSE at all three tracking rates. The spread of RMSE between individuals tends to be larger for the observed than the predicted data as shown in the standard errors displayed in Figure 3. This is confirmed from the plot of individual scores shown in Figure 4 where the observed values for the ‘poor’ performers tend to be larger than those predicted by the model. The model represents a systematic approach to the task and ‘poor’ performers may undertake the task in a different way from that proposed by the model. 
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Figure 4: Observed and predicted RMSE for the 8 subjects 
at the low tracking rate including the Y=X line.

The general linearity of the model is broadly consistent with the observations in that the observed percentage power in the joystick response for X is 69% and that for the model is 68% and for Y the observed value is 72% and the predicted rate is 61%. A Bode plot for the observed and predicted gains for the linear component is displayed in Figure 5, plotting all three task rates on one graph.
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Figure 5: Observed and predicted linear gains.

For all except the highest frequency the model reproduces the observed gains for the forcing frequencies reasonably well, indicating that the structure of the model is capable of reproducing the observed pattern to a reasonable degree. The contribution of the highest frequency to the disturbance is small so that the impact of the discrepancy is low.

3.0
Issues in validation


3.1
Decision-Making Model as a Description of Tracking Behaviour 

From the findings described in Section 2.3 it is clearly feasible to model human performance of a tracking task as a series of discrete decisions and reproduce the general characteristics of the performance from the point of view of the widely used measure of performance RMSE. It is also clearly feasible to capture a significant fraction of the inter-individual variation using a parametric description of the decision-making procedure and the times taken to perform elements of the task. This does not constitute a demonstration of predictive validity since the same data set has been used to calibrate the model and test whether the model describes the observed phenomena. It supports content validity in that it demonstrates that the model can be parameterised to span the range of both human variation and task variation.


Neither of these findings demonstrates construct validity in that a discrete decision-making model is an appropriate representation of human tracking performance. It can be observed that when tracking behaviour is examined in detail it can be shown that a good description of control behaviour is that control inputs remain constant for periods which are interrupted by rapidly changing control inputs. In support of this contention, the application of the same model to the control of a Boeing 747-400 during descent to land is described in Belyavin et al (2009) and the model provides a reasonable reproduction of the tracking behaviour in these very different circumstances where control inputs are made less frequently than for a laboratory tracking task. 


On the basis of these sets of evidence it is argued that the repeated discrete decision making model has construct and content validity as a model of human tracking performance but it has not been demonstrated that a particular model parameterisation has predictive validity. If it is accepted that the model is construct and content valid, it can be argued that a laboratory tracking task provides a continuous stream of nominally identical decisions that gives access to the investigation of models of a simple human decision making process in a systematic manner. 


3.2 Nature of the Individual Decisions in the Tracking Model

For a laboratory tracking task, the individual decisions involved are likely a priori to be based on a simple set of observable parameters so that it is not difficult to construct a pattern that is likely to reflect that used by an experimental participant. A key element of the proposed tracking model is the way a decision is made as determined by the probability given by Equation (2). Following classical statistical decision theory, the natural way to model a pattern recognition decision is to define a criterion on the basis of costs of different types of error and to make the choice on the basis of whether the criterion is met or not. Representing the decision in a stochastic way has two effects: decisions that would not meet a strict criterion will still sometimes be made; the time at which a decision that does meet the criterion will be made is determined from a probability distribution. 


The consequences of making a poor joystick move in a laboratory tracking task are relatively minor in that corrective action can always be taken later without serious compromise of overall performance. It is therefore unremarkable that inappropriate decisions can be permitted by the model without significant impact on the other measures of performance. The participant in a compensatory tracking task is acting as a negative feedback controller and so long as reasonable negative feedback is provided, overall performance is likely to be consistent with observation. It is therefore difficult to be certain as to whether such inappropriate decisions occur in practice. With a sufficiently large data set, it may be feasible to look for occurrences of supposed irrational responses, such as corrective action when none is warranted or control inputs opposite to the observed error, although the timing of perception relative to action is stochastic according to the model and this makes identification of specific events difficult. Although the model should not be expected to reproduce these irrational responses specifically, it should reflect these behaviours in a stochastic manner if it is representing the constructs thought to give rise to the response. 


From the point of view of decision timing, if the conditions that determine any criterion remain constant, the time taken to execute a decision using the probabilistic formulation will have a negative exponential distribution. This time distribution can be observed with human decisions in the laboratory and provides some indirect evidence that the model may be a plausible representation of this aspect of human decision making.  


3.3 Validating Models of Decision Making in General

If the argument that a compensatory tracking task provides a stream of decisions that are handled by the human operator in the same way as any other stream of relatively low level pattern recognition decisions is accepted, some of the same models and principles should apply in other cases as well. In models of tactical conflict it is clearly feasible to define a restricted set of choices that a commander may make and then design a pattern recognition classifier to make the choice as each decision point is encountered. There are two lessons that can be drawn from the tracking model analysis. All military decision making has the objective of modifying the state of the world so that it is closer to a desired state and in that sense the management of the state of the world mirrors the activities of the negative feedback controller in the tracking task. 


The analysis of the tracking model suggests that the use of a high level measure of performance such as mean RMSE alone does not reflect the variability of decision making between individuals and effort should be made to seek a range of observed streams of decisions so that any model may be tested in its ability to represent the variability. The model of the decision process in the tracking task indicates that the timing of decisions may itself be stochastic in any stream of decisions. This may be an element in any other stream of similar decisions and should be considered when validating other decision making models. While aggregate measures such as RMSE speak to the normative accuracy of a model, they obscure the plausible variability that is often desired in HBR and thus are insufficient for assessing a model’s validity. It is these unexpected excursions from normative behaviour that can result in surprise and confusion or confound systems predicated on rational, normative behaviour; incorporating such plausible variability in HBRs is expected to enrich training systems or lead to more robust systems so it is important to capture and validate these details adequately.  


On this basis, assessing construct validity for models of low level decision making should include consideration of both how a choice of course of action is made and the mechanisms in the model that determine timing. Analysis of content validity should include consideration of how individual variability is represented as well as the range of external conditions. In considering predictive validity high level outcome measures can be used to provide an indication of whether a model is sound, but rigorous assessment of the timing elements of the model is likely to involve assessment of the decision pattern over time.
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Summary


In order for a defense organization to gain understanding of their performance in complex tactical situations it is important to accurately model the way opposing and own forces operate. It is a significant challenge to develop such models due to the increasing interdependence between personnel and technology. To gain a clear insight in how personnel and technology (or a man-machine network) together influence operational effectiveness one has to model environment, systems and human behavior at a very detailed level. TNO is performing research focused on maintaining or improving operational effectiveness with the introduction of new technologies such as smart sensors and unmanned systems. Simulation developers face the challenge of coupling environment, sensor, system and human behavior models in order to perform such research. There are currently not many standards and tools that support this kind of coupling, especially in the area of man-machine collaboration. TNO is developing the Man-Man-Machine-Machine Etiquette (M4E) toolbox that helps in integrating models of man and machine and allows them to run in concert in a simulated environment.


1.0
IntroDUCTION


Defense organizations are looking for ways to improve their performance. Much time and effort is spent on training of personnel, and research and money on the development or acquisition of new technologies. To investigate in how far these efforts lead to improved performance, experimentation is required. Because real-world experiments are often difficult to organize due to issues of safety, logistics and money, many experiments take place in simulated environments. To gain a good understanding of performance in complex tactical situations it is important to accurately model the way opposing and own forces operate. It is a significant challenge to develop such models due to the increasing interdependence between personnel and technology. The pace of technological innovation is still increasing exponentially and it is becoming more difficult to leverage technological innovation on the battlefield. Additionally, due to the increase of technology in the environment of the operator, the task of operators is shifting from procedural oriented tasks towards resource management and decision making tasks. To keep track of how personnel and technology (or man-machine network) together influence operational effectiveness one has to model, environment, systems and human behavior at a very detailed level. We call the search for the optimal way for man and machine to collaborate the search for the optimal man-man-machine-machine etiquette (M4E).


TNO is performing research focused on improving or at least maintaining operational effectiveness with the introduction of new technologies such as smart sensors and unmanned, autonomous systems. To perform such research in a simulated environment, simulation developers face the challenge of coupling environment, sensor, system and human behavior models. There are currently not many standards and tools to support this kind of coupling, especially not in the area of man-machine collaboration. While there are standards for certain types of models (e.g. DIS, HLA, FIPA, TCP/IP, XML) 
 there is no standard to couple the different types of models. This means that for each new man-machine network under investigation the simulation developer has to develop a simulation environment nearly from scratch, because existing systems are not transparent, not open or simply too monolithic. This is hindering the amount of re-use that is potentially possible. This in turn is lengthening development time and therefore driving up costs of research. Ideally one would just spend time on measuring relative effectiveness of different uses of novel systems. Currently much effort goes into the building of the infrastructure that makes experimenting possible.


Because the simulation developers can not easily re-use model couplings, the lessons learned are not anchored in technology. If each new project develops new simulation technology the wisdom of previous generations is lost. Therefore there is an increased risk of repeating the same mistakes. Additionally, the fact that current interoperability standards are monodisciplinary (i.e. coupling only simulation, or only agents) means that there is little opportunity for researchers to explore multidisciplinary approaches.


TNO undertakes multiple projects that require the coupling of diverse models. Therefore, the burden of the previous mentioned issues is strongly felt. To alleviate these issues TNO is developing the M4E toolbox to help with integrating diverse models and to allow them to run in concert in a simulated environment.


Each investigation into man-machine networks has a specific focus and it is therefore not possible to completely standardize the way to build a composite system of diverse models. We therefore propose not to aim for standardization, but to aim for facilitation. Our goal is to provide tools that offer a way to couple systems using standards if possible, to offer template programs where it is useful, and to leave undefined those things that are specific to a research project.


1.1
Related Work

Much research has been done on developing simulations that provide insight in operational effectiveness and on how this can be improved. Such research is widespread both within TNO and internationally. The man-man-machine-machine etiquette approach aims to harmonize a number of research areas.


One of the relevant areas is the relatively new research field concerned with heterogeneous forms of simulation. TNO has investigated ways to combine Live simulations (real people and real systems) with Virtual simulations (real people, simulated systems) and Constructive simulations (simulated people, simulated systems) [11]. Such a combination could provide additional flexibility of simulations. Important research issues in this area are how to ensure the effective sharing of data between simulations, and how simulations could best interoperate.


A similar issue arises in the area of joint simulation, in which multiple simulation platforms, frequently from various (parts of) defense organizations, are coupled. Joint simulation is valuable because it can create realistic training situations that specifically address collaboration issues between countries. Again effective interoperability of all the participating simulated systems is key to tap this potential value [12].


The same issue again rises when combining separately developed simulations to prove a concept. At TNO research is done to test novel sensors (or sensor simulations) and their effectiveness in operational settings [5]. The value of a sensor can be determined by applying the sensor in multiple contexts (e.g. does a camera sensor work equally well on land as on water). Simulating these contexts is a cost effective way to test this. However, this requires that a sensor can interoperate with multiple simulations.


In applied research often such interoperability issues arise, e.g. when asked to investigate a specific issue as “how do I best protect a compound” or “how do I defend best against mortar attacks”. Pragmatics demand that one does not build all required simulations from scratch but starts a search for relevant existing systems. Next step is to combine those systems and start a simulation based analysis of the issue. When creating such a composite simulation system again interoperability is a key issue. At TNO the experience is that even with current available standards (i.e. DIS, various HLA flavors) it is still a significant effort to harmonize simulations.


The above examples show a trend towards increased use of (widely) distributed systems. TNO is at the forefront of this development [13]. For example, there is an ongoing effort to investigate distributed sensor systems and sensor networks. Such networks of sensors create value because by (intelligently) fusing the sensor data more informative results can be extracted out of relatively simple sensors. However, it is not trivial to answer the question on how and what sensors should communicate amongst themselves to yield the most useful and usable sensor data. 


A specific example of a distributed system is a simulation in which agent technology is used to simulate human (cognitive) behavior. TNO has performed research into using intelligent agents to generate behavior that can be used both for training [14] and decision support [15]. Intelligent agents can greatly improve the functionality of virtual training systems and help support tactical operations. Commonly advanced agent systems run as a distributed system where agent behavior is performed on a specific agent simulation platform and the virtual environment is simulated on a separate platform. Again the question on how and what should be communicated between these systems is not trivial to answer.


One new area of research is the mediation of machine expertise with human users through natural communication (e.g. speech and dialog) [16]. Such advanced man-machine interfaces (MMI) can greatly improve the usability of highly automated systems. For example, TNO is working on Ashley. Ashley is a novel type of interface that offers an intuitive way to communicate with many machines through intelligent dialog and speech. In this approach it is essential that Ashley can reason about the machines and capabilities that she represents towards the user. One key aspect is to determine how machines and Ashley communicate to establish what Ashley can do for a user. Similar issues arise with other advanced interfaces, such as an adaptive task allocation interface between a user and automated support systems.


Internationally there is much related work being done on man-machine networked operations. In [5] an argument is put forward to use man-machine network simulations to investigate the benefits of autonomous systems in both civilian and military organizations. Many similar studies support this argument and report increased need for autonomous systems to improve operations and reduce casualties, see for example [6],[7],[8] and [9]. However, the authors of [5] do not go into detail on how the creation of man-machine simulations can be supported. Zülch and Becker [3] present an integrated system that can help determine the optimal leverage of men and machines in manufacturing processes. The system is supported by a constructive simulation of both personnel and machines. Such a constructive approach has the advantage that all simulation is done in one monolithic system which simplifies the development of the simulation. The drawback is that it is computationally limiting to model such a complex simulation in one monolithic system. Due to the computational limitation the resulting simulation is therefore inherently abstract and limited in detail. In [4] an example of a human-machine network simulation (air MIDAS) is described to investigate errors in aviation operations. The air MIDAS simulation again is a tightly coupled system of environment simulation, behavior models and system models. It would be beneficial if parts of the system could be re-used (e.g. the behavior models) or if other parts could be flexibly inserted.


Summarizing, man-machine network simulation requires expertise from multiple disciplines and flexible integration of models, which remains a key challenge. With the M4E approach we try to address this issue by a) facilitating re-use of simulation models, b) proposing a flexible way to create man-machine network simulations and c) preventing researchers to have to start from scratch by offering systems that can function as a starting point to develop a new man-machine network.

2.0
Simulating Man-Machine Networks


To analyze complex organization such as military units, business organizations, and crisis organizations one needs to at least take into account: the environment of the organization, the information that is available (for instance via sensors), the information systems that are used, and of course the human resources of the organization. This essentially describes a complex man-machine network operating within an environment.


To create a simulation for this analysis, one needs the following components: an environment simulation, a sensor simulation, models of the information systems, and either human behavior models or user interfaces (for human-in-the-loop simulations). All these components are placed in a network and each network node is connected to all others, see Figure 1.
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Figure 1: Man-Machine network components.

There are many kinds of simulated environments (e.g. live, virtual, constructive, games). An environment simulation must at least be able to perform simulated commands and deliver relevant world information to other network nodes. The challenge is to avoid the effort of creating new network couplings between each simulated environment and the other parts of the human-machine simulation network.

There are also many types of sensors and in some cases one ‘sensor’ consists of an entire network of smaller sensors. The key requirement of a sensor in a man-machine network is that it must be able to send sense data across the network. However, the nature of sense data varies greatly among sensors (in type of data, frequency and complexity). The challenge is therefore to flexibly federate sensors with the other nodes of the network.

Information system simulations again are available in great variety. At TNO we have a strong interest in support systems for operators as well as in human behavior simulations. Both information systems are usually modeled in the form of intelligent agents. For a human-machine network simulation an intelligent agent should be able to receive information and produce appropriate actions. In other words, an agent must be able to execute relevant tasks and, in so far the agent represents a man or machine that is part of a team, it must be able to communicate about those tasks with other agents and with human operators. The challenge therefore is to create a way of communication that is transparent for both machine-machine connections and man-machine connections.

The man-machine interface (MMI) is the primary way for human users to access the network. All other components are part of the same “world” from the perspective of the user. The challenge is to create an MMI that can adapt its domain related information presentation to suit the expectations of professional users while keeping consistent those parts of the MMI that concern domain independent interaction. An example of a domain independent interaction could be changing the amount of support the user wants to receive from information systems.

In short, we are trying to define a bridge between the fields of environment simulation, machine perception, intelligent agents and man-machine interfacing. In each of these fields there are (emerging) interoperability standards. However, there is little work being done that integrates these approaches. We propose the M4E approach using the M4E toolbox to construct man-machine networks.

2.1
M4E Approach

To develop the M4E approach we take a representative research challenge, and try to define, partly drawing on lessons learned, what support can be created for the researcher that is developing a man-machine network simulation. In the first iteration we focus on compound protection as a representative field of research. For this case the challenge is to develop a man-machine network that can be used to explore different levels of automation and support for an operator tasked with compound protection. 


General Scenario Description

There is a crowd near the fence of a compound. A small number of people behave suspiciously in the sense that they enter the forbidden area. These people are detected by sensors. A threat detector support system (agent) signals the suspicious behavior and informs a command support system (agent) and the human operator (via a MMI). The human operator, supported by the command agent, takes action and, also via the MMI, commands a small quick reaction force (QRF) to arrest the suspicious people. The QRF is simulated and its behavior is controlled by a behavior simulation (agent).


Environment


The environment consists of a compound, which is surrounded by a fence with two gates. Around the fence there is an area where no (external) people are allowed. See below.
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Figure 2: Compound overview.

Units


· A crowd outside the gate, from which two persons (armed with explosives) try to intrude the compound.


· QRF, which consists of a team of 4 that can arrest the intruders. 


· Sensor(s), located at the compound. It can distinguish positions of contacts in the area outside the compound till 10 meters outside the forbidden area.


· Threat Detection support system, with whom the human operator through the MMI has made arrangements on when to inform the MMI. This system passes a contact’s position to the MMI and can aid in its identification (based on its intrusion level and whether it is an own force yes/no). We distinguish four identifications (hostile, friendly, neutral, unknown).


· Command support system, that can support the operator in its task to decide on how the handle intruders. 


· Human operator, who is responsible for the protection if the compound.  The operator identifies contacts and decides how/which intruders to arrest.


Exploration of Different Levels of Support

In this case we want to compare two levels of support for the operator. We offer a low level of support in which the workload of protecting the compound rests mainly with the operator. Alternatively in the condition of high level support the operator is supported in threat detection and resource assignment. 


In the ‘low level of support’ condition the Threat Detection support will deliver a limited set of alternatives to the operator. Given the task ‘threat detection’ or perhaps better ‘identification’, the system will provide the positions of contacts, together with the possible identifications (unknown, neutral, friendly, hostile). The operator must then decide which alternative it will be.


In the ‘high level of support’ the Threat Detection support will execute the best alternative. This means it will assign an identification to each contact which can be shown on the MMI.


In the ‘low level of support’ the Command support system will deliver a limited set of alternatives to the operator. Given the task ‘command’ or perhaps better ‘contact handling by arresting’, the system will provide the MMI for detected contacts the possible QRF assignments. The operator must then decide which assignment to make.


In the ‘high level of support’ the Command support system will execute the best alternative if the operator approves. This means it will provide the MMI with the best contact-QRF assignment and the option to confirm this assignment. 


With a human-machine network at our disposal that can accommodate this scenario and the different levels of support we can perform a systematic experiment into which level of support is suitable under which conditions for the operator.


Even with a relative simple case as the compound scenario case, the amount and types of data flowing across the man-machine network becomes complex quickly, see figure 3. This underscores the helpfulness of developer tools in creating such networks. In the following section we will describe what tools TNO is creating to support the development of such a network.
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Figure 3: M4E Compound protection case data flow.

3.0 Tools in the Toolbox


Within the M4E project we aim to create man-machine network developer tools that facilitate the creation of such networks for research. In this section we describe the toolbox that contains the results of our effort.


3.1
Simulation Tools

The intent of TNO is to provide an environment for easy development of simulated environments enriched with additional components such as Artificial Intelligent (AI) Behavior. The AI can be created close to the virtual environment or as a separate part. A separate implementation has the advantage of being independent of computing cycles of the simulator and gives the freedom of choosing a programming language. The disadvantage is that you have to transport all information (commands and reports) between the simulated environment and the AI platform.


The interfaces used in M4E aim to be standardized in a way to allow an easy swap between simulation environments (e.g. VR-Forces
, VBS2
) and AI (e.g. Jadex [10]). It is desired to make this interface based on existing standards.


HLA is chosen for the M4E interface. The HLA RPR FOM is a data exchange standard (SISO-STD-001-1999) that has received many followers in the field. While it is a good starting point to define the data that needs to be shared between simulations, it was never intended for a broader scope (including AI or MMI) or a more flexible approach. We propose the take this FOM as a starting point and to extend it with man-man-machine-machine network specific additions.


HLA is also a beneficial choice because the HLA is already a standard in TNO simulation federations. Moreover, the AI architecture under consideration is being prepared with an HLA interface (in the form of a combination between Pogamut
 and Jadex). The information exchanged in M4-networks will be secured in the M4E-FOM.


HLA Related Choices

HLA is available in three flavors:


· HLA 1.3


· HLA IEEE 1516


· HLA Evolved


HLA 1.3 is the first implementation of HLA. With HLA IEEE 1516 a number of problems found during practical use of HLA 1.3 were solved and it was accepted as a standard. The newest, HLA Evolved, extends HLA with amongst others modular FOM and dynamic link compatibility.


For optimal flexibility HLA evolved is the way to go as this allows federates to only implement and use the part of the FOM that they require. But as this is a very new standard many applications do not comply to HLA evolved yet (e.g. VR-Forces). 

For practical reasons the first iteration of M4E will therefore use HLA 1.3. For example, Pogamut is being developed with the portico RTI, only available in 1.3. VR-Forces is available in 1.3 and IEEE 1516. VR-Forces is a product of MaK, so we build on the Mak RTI. In the future M4E will migrate to HLA evolved depending on the available support. 


HLA allows for objects and interactions. Interactions are once-only while objects stay alive until deleted.


For tasks and reports both types are possible. When you use objects, the status of the task can be updated. For example, someone sends a report and someone else updates it with executing, or done. But this will add a time-consuming ownership management to the system. It can also be done with interactions. The interactions then need an ID so the response can refer to this ID. For M4E the choice is made of sending tasks and reports over interactions


M4E Specific FOM Definitions

For M4E we have define the following additional classes to the RPR FOM:

Table 1: Additional FOM classes.

		

		Object Classes

		Interaction Classes



		Task Coordination

		TaskDescription, AgentConfiguration, M4ETaskSetting

		RequestTaskAllocation, RefuseTaskAllocation, AgreeTaskAllocation



		Task Specific




		Contact, QRFPersonnel, QRFAssigment

		Detection, ThreatLevelOptions, ThreatLevelDecision, QRFAssignmentOptions, QRFAssigmentDecision, Order,  MoveTo





Depending on the specific man-machine network and the shared task of the man-machine team there will always be task specific adaptations that must be made. This is an unavoidable fact that is part of the reality of doing novel research. However, communication about task coordination and collaboration is a part of the data exchange that we can facilitate by using the Task Coordination classes.


3.2
Man Machine Interface Tools

Humans have been interfacing with simulations since the advent of simulation. However, few human-machine interfaces have been developed that are specifically useful in shaping man-man-machine-machine collaboration. Often simulation interfaces are strictly domain orientedand offer little support for a structured or comprehensive exploration of different collaboration concepts. 


Experimenting with man-machine teams often means (re)considering the workload division between man and machine. A very effective research tool is the ability to change such workload divisions across experimental conditions. However, simple changing the workload division means that the user will have a different interaction with the machine. When the workload division changes, the interface should adapt itself to the new type of interaction that results. So there are two main requirements 1) the workload division should be configurable (most likely by the researcher), and 2) the user interface must adapt to a new workload division.


Within M4E we recognize that for most research projects there will always be a domain specific user interface required. However, we can develop a reusable user interface that allows changes in the division of work. Additionally, because we also develop tools for communication (with the M4E addition to the RPR FOM) and templates for intelligent systems we can ensure that such work division changes are easily supported in communication architecture and intelligent system design.


For the collaboration interface we envision a three stage user interface. These stages range from abstract and simple to extensive and intuitive. Depending on the research project one only needs a work division change when the researcher demands it (between experimental conditions). In other cases the researcher may want to experiment with real-time dynamic changes in work division by the operator. By have three stage of the collaboration interface one can pick and choose.


The first stage collaboration interface is a simple pie chart which shows the amount of support that the operator receives from the system, see table 2. 

The second stage collaboration interface shows the tasks that need to be performed by the operator and the available support for those tasks. The researcher or operator can specify how much support is required for each task.


The third stage collaboration interface is a fully fledged virtual assistant that can notify and explain the work division options. The virtual assistant is voice controlled and the operator can speak his work division desires and the assistant will execute what is ordered.

Table 2: Three stage user interface for man-machine collaboration.
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		Level 1: high-level assistance & control.
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		Level 2: low-level assistance & control
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		Level 3. Collapsed assistant.


Placement represents amount of support (high = high; low = low).


Assistance available by single user action (click/tap/speech).





3.3
Sensor Simulation Tools

Sensors have often been developed in isolation. Much work still remains to be done on developing a (military) standard to connect sensors in a network. We propose to integrate sensor and simulation approaches as much as possible. We develop sensor models that produce HLA-RPR-FOM compliant output.


TNO has developed the TActical sensor network TEst bed (TASTE) [2]. TASTE is a simulation platform that can be utilized to simulate novel sensors. TASTE started out as a software tool for specifying and deploying unattended ground sensors (UGS) in a composition which the commander assumes will suit his needs the best. Within TASTE different sensor types such as acoustic, magnetic, seismic, radar and IR imaging sensors can be deployed virtually, and their individual and combined performances analyzed. It is therefore well suited as a platform to investigate sensor networks. Sensors can be deployed in scenarios for neutral, friendly and enemy movements and a set of typical environmental conditions can be selected as input to the simulator. The taste platform is offered in M4E as a convenient way to connect sensor simulations to other simulations, intelligent agents and user interfaces.

3.4
Intelligent Agents Tools

Intelligent agents are a promising area that can contribute much to man-machine network simulations. Up until now most of the agent computing platforms have been developed in isolation (e.g. ACT-R
, SOAR
, JADEX). We are extending an existing agent framework to integrate more easily with simulations and sensors. This way simulation developers no longer have to start from scratch when experimenting with intelligent systems in a man-machine network.


We have started out with JADEX as the agent platform based on past experience and the fact that it is an open platform. A recurring problem with agent development is that the link between an agent and the simulated world is often a connection along which information flows that is not standardized in any way. We have extended JADEX with a HLA connection and a way to translate HLA messages to JADEX messages. Agents within JADEX now have a means of communicating across HLA. Additionally we have developed an agent template that can process the M4E FOM messages. This enables an agent to automatically respond to changes in work division. If more intelligent support is needed, (sub)tasks are transferred to the agent and the agent changes the way in which it communicates. This way support system, user interface and simulation all can work in concert to adapt the simulation to different ways of working.


We have created a flexible way of dealing with (dynamic) work division between man and machine. Central to this approach is the shared task (or shared goal) of the man-machine network. Both the machine side as the human side must agree on a) what it is that needs to be done, and b) how the task can be decomposed and delegated. For this we propose a three type categorization of tasks.

Table 3: Different task classes.


		Task Type

		Description



		Atomic

		Atomic tasks can not be subdivided and are always performed by either a man or machine. When delegated they are delegated in their entirety.



		Mixed

		Mixed tasks is collection of subtasks that can be a mix of atomic and M4E subtasks. Usually this is the type associated with the shared goal or overall task of the man machine team.



		M4E

		This type of task is structured in three distinct subtasks: suggest, decide and act. This type of task can be executed in a shared fashion between man and machine. The subtasks must be performed in order.





The M4E task type allows us to create a system of collaboration while still leaving room for other types of task structures. The research retains freedom of choice in this regard. However, M4E offers advanced collaboration support for tasks that are structured along the M4E type structure.


Usually, when man-machine collaboration is discussed the 10 point scale of Parasuraman, et al. [17] is referenced to denote the amount of work assigned to man or machine. We posit that this scale confuses work distribution and communication about the work itself. For the M4E task type we have created a new work division concept that explicitly decouples work division from communication about the work.
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Figure 3: M4E task type.

Figure 3 shows that a M4E task needs input (M) to activate and results in output (P). At this level the choice is only whether or not to share the output with the other members of the man-machine network. However, if we observer one layer deeper we can see that the output from the suggest sub-task (N) and the decide sub-task (O) can potentially also be communicated. For example, consider an M4E task that is shared between man and machine where the machine is responsible for the suggest sub-task and the human for the decide and act sub-tasks. In this case the machine necessarily needs to communicate N to the human so that the decide and act sub-tasks may be executed. Output O is not communicated at all since this output only exists in the mind of the human. The human finally produces output P. This example shows that communication about the task follows naturally from the division of work. This makes it possible to prepare an intelligent agent “template” that follows this structure and automatically adapts communication rules to changes in work division in the human-machine network.


3.5
Domain Knowledge Tools

One of the key issues when building a man-machine network is to make sure that all personnel and machines collaborate on the same shared mission. However, in a man-machine network simulation a lot of different parts need to work in harmony. This poses a risk that the different parts may not agree on the shared mission and start to work past each other. In the M4E toolbox we provide a generic way to structure the mission or task under investigation that enables simulated environment, sensor, agents and man-machine interfaces to work in concert and keep them aligned on the same mission.


Because HLA supports persistent shared data models it is relatively straightforward to publish a task-ontology throughout the man-machine network. We have defined the following object classes for this purpose.

Table 4: This table shows the classes used to share task and work division information.

		Classname

		Attribute 



		TaskDescription

		Taskid



		

		Description



		

		Type



		

		SubTasks



		AgentConfiguration

		Agentid



		

		Name



		

		SupportedTask



		M4ETaskSetting

		TaskId



		

		M4EType



		

		Agent1Id



		

		Agent2Id





The task description objects define the shared mission (main task) and all the underlying subtasks. The agent configuration objects are used to signal which man-machine team members can perform which tasks. Finally, the task setting objects are used to signal across the entire network how the work is divided at any moment. The machine part (i.e. the agents) of the man-machine network can assimilate this task ontology without translation. The human part has to be supported by the MMI to provide insight in the task. Additionally, the MMI will need to translate human capabilities in terms of agent configuration in order for the machine part to know what the human part can do.


4.0
Discussion and Further Work


In this paper we have described the tools that are the part of the M4E toolbox. As we stated in the introduction, man-machine research project often start from scratch or with very little re-use of systems. As a direct result from M4E there are now HLA object classes defined that offer a way to communicate about task coordination and collaboration suitable for any domain. These have been implemented and are ready to be (re)used across multiple research projects.


If there is little re-use then lessons learned are not anchored in technology across projects. M4E allows better transfer of lessons learned about work division by defining an information exchange contract with respect to man-machine collaboration. If M4E is successful and multiple project use the information exchange contract and extend it then there is even more potential to “stand on the shoulders of others”.


We put forward in the introduction that a lack of standards to federate heterogeneous models is impairing innovative new simulation concepts. We have shown that in the M4E vision we aim to leverage the strength of specific models by composing a system from distributed models. Furthermore, we propose to improve that strength by specifying standards that regulate how models can work together (such as in the case of work division).


Developing a man machine network is inherently complex and therefore benefits from developer tools that speed up their creation. With M4E we have provided tools for simulation, sensor simulation, man-machine interfacing, intelligent systems design and domain knowledge sharing to facilitate the creation of such a network. This will reduce the burden on the researchers and developers in creating the necessary experimental setup that they require to create insight in man-machine networked operations. The toolbox will shorten development time and will help keep the focus on the operational research questions.  
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Abstract 


Models developed using different modeling languages but the same data provide different insights of the human terrain. Interoperation of such models, i.e., multi-modeling, can produce a more robust modeling and simulation capability to support operational commanders or intelligence analysts. The C2 Wind Tunnel is a platform that enables multi-modeling and the conduct of simulations and computational experiments. However, to establish that the interoperation of the models is valid, meta-modeling analysis is required. An approach using concept maps is described and then is illustrated through application to a human terrain example. 


1.0
INTRODUCTION

No single model can capture the complexities of human behavior especially when interactions among groups with diverse social and cultural attributes are concerned. Each modeling language offers unique insights and makes specific assumptions about the domain being modeled. For example, social networks [1] describe the interactions (and linkages) among group members but say little about the underlying organization and/or command structure. Similarly, organization models [2] focus on the structure of the organization and the prescribed interactions but say little on the social/behavioral aspects of the members of the organization. Timed Influence net models, [3], [4] a variant of Bayesian models, describe cause-and-effect relationships among groups at a high level. 


In order to address the modeling and simulation issues that arise when multiple models are to interoperate, four layers need to be addressed (Fig. 1). The first layer, Physical, i.e., Hardware and Software, is a platform that enables the concurrent execution of multiple models expressed in different modeling languages and provides the ability to exchange data and also to schedule the events across the different models. The second layer is the syntactic layer which ascertains that the right data are exchanged among the models. Once this is achieved, a third problem needs to be addressed  at the Semantic layer, where the interoperation of different models is examined to ensure that conflicting assumption in different modeling languages are recognized and form constraints to the exchange of data. In the Workflow layer valid combinations of interoperating models are considered to address specific issues. Different issues require different workflows. The use of multiple interoperating models is referred to as multi-modeling while the analysis of the validity of model interoperation is referred to as meta-modeling. Such an approach has been used in simulation mode or to explore the possible outcomes of proposed courses of action; it has not been used to predict outcomes.

In this paper, we focus on issues relating to the syntactic and semantic layers. The Physical and Syntactic layers have been addressed through the development of the C2 Wind Tunnel (C2WT) [5], [6] by Vanderbilt University in collaboration with UC-Berkeley and George Mason University. This is described in Section 2.  The modeling languages currently implemented in the C2WT are described briefly in Section 3. In Section 4, the approach taken for the meta-modeling analysis is presented. Finally, in Section 5, the approach is illustrated through a complex scenario that involves Intelligence and Surveillance in order to defeat adversaries from using IEDs and developing weapons of mass destruction (WMD).
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Figure 1: The four layers of Multi-modeling.

2.0
THE C2 WIND TUNNEL

The C2WT is an integrated, multi-modeling simulation environment. Its framework uses a discrete event model of computation as the common semantic framework for the precise integration of an extensible range of simulation engines, using the Run-Time Infrastructure (RTI) of the High Level Architecture (HLA) platform.  The C2WT offers a solution for multi-model simulation by decomposing the problem into model integration and experiment or simulation integration tasks. 

Model Integration: Integrated experiments or simulations are specified by a suite of domain specific models, including for instance: human organizations (expressed using the Colored Petri Net modeling language and social networks), networks (OMNET++ network simulation language), physical platforms (Matlab/Simulink based models), and the physical environment (e.g., Google Earth). While the individual behaviors simulated by the different simulation models are essential they must interact as specified by the workflow for the particular simulation or experiment. Their interactions need to be formally captured and the simulation of the components needs to be coordinated. This is a significant challenge, since the component models are defined using dramatically different domain specific modeling languages. The C2WT, therefore, uses the meta-modeling technology and the Vanderbilt MIC tool suite
. The key new component is the Model Integration Layer (Fig. 2), where a dedicated Model Integration Language (MIL) is used for model integration. The MIL consists of a carefully selected collection of modeling concepts that represent the domain-specific simulation tools.

Model-Based Experiment Integration: C2WT uses the MIC model interpretation infrastructure for the generators that automatically integrate heterogeneous experiments on the HLA platform deployed on a distributed computing environment. After finalizing the component models, the integration models, and setting the parameters, the MIL model interpreters generate all the necessary configuration information and run-time code. The architecture of the C2WT is shown in Fig. 2. Each modeling language is depicted as a federate on which models built using that language run. 

Time Management in C2WT: Time Management is critical to preserve causality with simulations operating at different timescales. The C2WT builds upon the time management features of the underlying HLA standard, which has provision for both discrete time and discrete event models.


The main elements of time management in HLA are: a) a Logical Timeline, b) Time ordered delivery of interactions between simulations, and c) a protocol for advance of Logical Time. In a causality preserving execution (note that HLA supports untimed executions as well), the underlying RTI maintains a logical time, and interaction messages generated by simulations are time stamped with the logical time and delivered to their destinations in a timed order. The logical time is advanced by a cooperative Time Advance Request and Grant protocol. A similar protocol is supported for event driven simulation in which the event driven simulation requests the Next Event to the RTI. The simulation logical time is advanced either to the earliest available interaction or to the time stamp of the next event local to the requesting simulation
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Figure 2: The C2WT architecture.

3.0
MULTI-MODELING

Current military operations need, and future operations will demand, the capability to understand the human terrain and the various dimensions of human behavior within it. Behaviors in the human terrain context extend across the spectrum from adversaries to non-combatant populations, to coalition partners, and to government and non-government organizations. As the type of missions that current and future commanders must address has expanded well beyond those of traditional major theater combat operations, the need to broaden the focus of models that support planning and operations has become critical. Actions taken by all agents together with the beliefs, perceptions, intentions, and actions of the people involved in an area of operations, interact to affect the outcome of a conflict or coalition operation, a disaster relief plan, and/or a peacekeeping effort. No single set of models and tools can support the operational commander addressing the challenges of conducting non-conventional warfare missions. For example, while there are many models using diverse data bases, none can address the complexities of coordinating kinetic and Information Operations when the adversary is embedded within a complex non-combatant population.  
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Figure 3:  Modeling applications using different modeling languages.

We and our collaborators at Carnegie Mellon University [7] have developed a suite of models that address different aspects of modeling the attitudes and behaviors of adversaries. While they address man-made threats, they are proof of the concept that model interoperation is feasible. A subset of the currently available suite of tools is shown in Fig. 3.


Caesar III [8] is a Colored Petri Net tool for designing and analyzing organizational structures. The Timed Influence Net application, Pythia [9], [10] is used to develop Courses of Action and compare their outcomes. Temper [11] is a temporal logic inference tool that is used to address the temporal aspects of a course of action. Ruler [12] is a tool for evaluating whether a proposed course of action is in compliance with the prevailing legal and regulatory environment. SEAT is a tool for visualizing and comparing the results of the simulations with measures of performance and measures of effectiveness.  


ORA [13] is an application for the construction and analysis of social networks while DyNet [14] is a computational model for network destabilization.  In addition, WebTAS [15], a GFE visualization and timeline analysis tool developed by AFRL/RI that accesses data in data bases and can receive streaming live data form sensors, has been integrated in the C2 Wind Tunnel thus enabling showing data and results on maps. Each of these federates uses a different modeling language and a different simulation engine. 

Multi-modeling can serve as a means of reducing data ambiguity and identifying missing data. For example, by comparing two distinct, incomplete models and using inferences from one model to inform the other, a much less ambiguous representation of the system of interest can be obtained. When this approach is coupled with meta-modeling research to determine what inferences from one model can be validly “exported” to another, the opportunity arises for exploring ambiguity, uncertainty, and missing data issues.


Effective multi-modeling requires that the modeling languages used, the models themselves, and the supporting data, do not contain assumptions that invalidate the specific model interoperation.  This leads to the need for meta-modeling analysis.


4.0
META-MODELING

With the capability provided by the C2WT infrastructure, different models addressing the same problem can be utilized, all drawing upon the same data set. This provides a means for exploring the suitability of using models of different resolution and exploring their range of applicability through computational analysis and evaluation.


Our approach to understand modeling language semantics so that multiple models can be used together, i.e., can interoperate, has been to use concepts maps [16] to describe the characteristics of the set of modeling languages and data that are available to support analysis. A fragment of the concept map for the Timed Influence Net modeling language is shown in Fig. 4.



Figure 4:  Fragment of the concept map for Timed Influence Nets.


Meta Modeling analysis indicates what types of interoperation are valid between models expressed in different modeling languages. Note that model interactions can take a wide variety of forms: (1) One model runs inside another; (2) Two models run side-by-side and interoperate. The interoperation can be complemen​tary where the two run totally independently of each other supplying parts of the solution required to answer the questions, or supplementary where the two supply (offline and/or online) each other with parameter values and/or functionality not available to either individual model; and (3) One model is run/used to construct another by providing design parameters and constraints or constructs the whole or part of another model (Fig. 5). These are all aspects of the need for semantic interoperability.

We assume that two models can interoperate (partially) if some concepts appear in both modeling languages. By refining this approach to partition the concepts into modeling language input and output concepts and also defining the concepts that are relevant to the questions being asked by the analysts and decision makers, it becomes possible to determine which sets of models can interoperate to address some or all of the concepts of interest, and which sets of models use different input and output concepts that are relevant to those questions.  

In order to support semantic interoperability we must be able to interchange models across tools. This requires model transformations. The transformations are formally specified in terms of the meta-models of the inputs and the outputs of the transformations. From these meta-models and the specification of the semantic mapping we synthesize (generate) a semantic translator that implements the model transformation. [17]
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Figure 5: Multiple types of model interoperation.

5.0
HUMAN TERRAIN EXAMPLE

The C2WT technology has been applied to several different defense-related domains. However, to demonstrate the technology and the use of the C2WT as a platform for computational and mixed initiative experiments, a scenario was developed that required the inter-operation of several disparate models. The scenario is summarized below.


Blue suspects that Red is engaging in the development of WMD, but does not know where the development is being done. The key idea of the scenario is that Red has a covert house in which vehicle borne improvised explosive devices (VBIEDs) are manufactured and Red is also using the same house for the WMD development. Blue does not know that they co-located.


Blue has some limited intelligence about both of these activities and would like to locate the facilities. A shipment by truck of WMD materials provides an opportunity for Blue to discover the WMD factory. However, concurrently, Red decides to deploy a VBIED following his usual Tactics, Techniques and Procedures that have proven effective in the past. Blue has to make decisions as to how to allocate scarce ISR assets (two Unmanned Air Systems, UAS) among the two Red activities while at the same time he wants to make the VBIED ineffective and gather additional intelligence about the VBIED making factory. A cyber cell was added to the Blue organization to provide additional ISR capabilities (SIGINT) for Blue. 


The scenario was designed to illustrate the benefits of information sharing over networks. If different Blue operators and decision makers share the information that they collect from different resources in a timely manner, then the tactical and operational level commanders will be provided with the maximum information that, in the case of the scenario, results in Blue locating the combined WMD and VBIED factory and identifying and locating the VBIED operation. If some of the information is not shared for any reason, such as operator error by the Blue operator – the UAS pilots - or Red interference, Blue may be unable to identify the location of the covert bomb factory or track the VBIED to its final location. 


GoogleEarth was selected as the scene visualization application because it is freely available and very realistic. Human operators may be used to control the two UASs; alternatively, the UASs may fly autonomously. The operators received directives from the Colored Petri Net representation of the CAOC operators and the information from the UASs was sent to those CAOC operators over the simulated network modeled in OMNeT++. 


Figure 6 shows some of the screens generated by the execution of this scenario on the C2WT. One screen shows, using GoogleEarth, what the sensors on the UAS sees; the second shows what the human operator of the UAS sees after the sensor data are transmitted through the network. In this way, the effects of network delays or jamming or cyber exploits can be observable directly. Another screen shows the ground truth – the location and tracks of the UASs and of the targets as they drive through an urban environment. Still another screen shows the situation reports and other messages that go through the system. Finally, when the driver of the VBIED is identified, ORA generates the social network to which he belongs and thus helps identify other actors in the exploit. 

The entire scenario with all federates was created and installed on multiple computers with several large screen displays. The execution of this particular scenario was conducted in real time because of the presence of the human operators and lasted about 20 minutes. Furthermore, the C2WT was instrumented for the collection of data so that excursions from the scenario could be evaluated. Two extensions were created to the main scenario involving Red’s use of jamming to attempt to reduce the effectiveness of Blue. In the first case, the jamming was effective. In the second case, anti-jamming procedures were employed by Blue and the data links from the UASs to the CAOC were re-established. However, it was determined that the length of the time interval during which the signal was jammed was a critical parameter. If the interval was too long, then the UAS was not able to re-acquire the target in the urban environment. Currently, a series of experiments is being conducted with variants of this scenario exploring the effect of cyber exploits on performance. 

[image: image5.emf]

Figure 6:  Large Screen Displays for C2WT Demonstration.

6.0
CONCLUSIONS

The C2WT has been installed and is operational at Vanderbilt, GMU, CMU, and AFRL/RI (Rome, NY) and is being applied to a number of research projects and defense industry applications. The concept of multi-modeling has promise for addressing the complexities of modeling adversary behavior especially when only incomplete data are available. This has led to the need for research on meta-modeling to ascertain that the interoperation of multiple models for a particular problem is valid. Such research is continuing while additional federates are being prepared for installation on the C2WT.
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Abstract


Research wargaming (RW) within DRDC CORA does not currently include Non-Combatants (NC) as participants in any realistic way. It has been suggested that the absence of NC in some wargames, especially those involving combat in urban zones, may create artificial results and may lead to different conclusions than might otherwise have been obtained.


The aim of this note is to highlight several pressing research areas to be examined before including NC in RW. This note is intended to serve as a launch pad for further research. It does not attempt to provide answers to the problem of modelling NC within RW.


The note identifies four topic areas for further research with specific questions for each one. The four are:


· RED Behaviours in the Presence of Non-Combatants;


· Non-Combatant Behaviours


· Technical Aspects of Modelling Non-Combatants.; and


· Usage of Modelling Non-Combatants in Research Wargames


The note makes recommendations and describes the way ahead.

1.0
Introduction

1.1
Background

The Land Forces Operational Research Team (LFORT) conducts research wargames for the purpose of supporting a number and variety of Canadian Forces (CF) initiatives. Sponsors and researchers alike have an abiding interest in the possible effects on the outcomes of these studies if civilians (non-combatants or NC) are incorporated into the games. 


Research wargaming (RW) within DRDC CORA does not currently include NC as participants in any realistic way. It has been suggested that the absence of NC in some wargames, especially those involving combat in urban zones, may create artificial results and may lead to different conclusions than might otherwise have been obtained.


Civilian Activity Modelling for Exercises and Experimentation (CAMX) [1] has been developed by the DRDC CORA Land Capability Development Operational Research Team (LCDORT) to consistently and efficiently model NC behaviour in combat zones and has been used within training exercises to provide more realism to the trainees. CAMX is also intended to be used to model NC behaviour in RW. However, the effort required to model NC does not stop at the actual manipulation of the NC entities within the game. NC behaviours and roles must be defined, locations and densities must be set and finally their contribution to game outcomes must be analysed and reported.  There is a potential for the inclusion of NC in RW to create as much or more artificiality in the result if it is not informed by objective research into NC behaviour and RED behaviour in the presence of NC.


The difference between the Training and RW requirements for combat models is subtle yet profound. All aspects of combat modelling for training must be useful in contributing toward the training objectives to be achieved through the model. To the extent that inputs contribute to the objective, whether or not they are commonly observed in theatre is of lesser importance. Training can have many different objectives including the creation of an adaptable and mentally agile force that can react positively to unexpected events and activities. This would be difficult to achieve in a highly complex and ever changing environment if the inputs to a combat model were always the same or exclusively based on present and past common experience. Training with combat models is supplemented with live training and classroom learning to produce the desired condition of the soldier. On the other hand RW must consider whether or not the modelled behaviour confers an unrealistic advantage to one option or another and whether or not additional inputs add more or less clarity to the study. If the modelled NC behaviours are even suspected to have influenced the findings of the study the selection of one set of behaviours over another could be contentious and must be defensible.  Of note, the findings of RW are also supplemented by other factors such as costs, logistics, collateral damage risk and other considerations. Thus training and RW combat modelling, while different, are both contributors to larger processes, not definitive arbiters of final outcomes and decisions. These larger processes provide many opportunities to inject a proper examination of the factors that some would argue need to be tested through more realistic combat modelling. Some would say that the more realistic the combat modelling, the less effort and expense required at later stages in the process. Until the cost of creating more realism is known, whether or not it is recovered by savings later on is a question that cannot be answered.

1.2
Aim


The aim of this note is to highlight several pressing research areas to be examined before including NC in RW.


1.3
Objectives


The objectives of this report are to:


· Identify key information gaps about the behaviour of NC within combat zones;


· Identify key information gaps about the behaviour of RED forces in the vicinity of NC;


· Identify NC modelling challenges within RW;


· Identify gaming and analysis challenges arising from the presence of NC within RW; and


· To outline the research required to fill in the information gaps and develop methods to meet the challenges presented by modelling NC within RW.


1.4
Scope


This report is intended to serve as a launch pad for further research. As such it will illuminate the issues raised by including NC in RW. It does not attempt to provide answers to the problem of modelling NC within RW.


2.0
Non-Combatants in Research Wargaming


2.1
Issues


The inclusion of NC within RW is thought to be capable of fulfilling at least two objectives. The first would be to provide “live clutter”, making the task of detecting opponents more difficult. The second would be to provide a study environment in which the potential for NC casualties may be estimated when comparing two or more options.


Without NC presence in the game, both sides are free to devote as many sensors as can be brought to bear on an area of interest or a detected entity to facilitate the identification and engagement of a suitable target. The first objective appears relatively easy to achieve, particularly with models such as CAMX to govern the behaviour of the NC. This appearance is deceptive for a number of reasons that will be discussed in this paper.


Weapons, tactics, sensors, force structures and more may be studied using RW. Each option may or may not be thought to affect the number of NC casualties however there is no current method to test this idea. The second objective demands that the behaviours of the NC be modelled according to objective guidelines based on a rigorous understanding of how NC behave in combat zones. Option ranks that are derived even in part from their effects on NC will be the subject of much debate unless the modelled NC behaviours are known to be both realistic and likely to be encountered in real conflicts. 


For this discussion, western military forces are described as BLUE while those opposed to them are described as RED. Regular RED forces are more disciplined and more likely to conform to international laws regarding NC. It is the irregular RED forces in asymmetrical conflicts that raise the most concerns about NC casualties. For example in addition to fighting amongst the people without actually targeting them, the Anti Government Elements (AGE) in Afghanistan have purposefully killed NC who were believed to cooperate with the Afghan Government and indiscriminately killed NC to terrorize the population in order to reduce active support to the Government [3]. Anecdotal evidence from the recent history of armed asymmetrical combat indicates that irregular RED forces are willing to risk NC lives to provide cover for RED forces or even sacrifice NC in the belief that a high body count will promote their cause or cause BLUE to cease the fight. This can be seen in the practices of wearing NC clothing during operations, setting up operations and bases in close proximity to groups of NC, actively providing false information to encourage BLUE to mistakenly target NC, coercing NC into participating in RED operations and even slaughtering NC themselves then attempting to lay responsibility on BLUE.


2.2
Non-Combatant Behaviours


The United Nations Human Rights Council has reported that there were about 1500 Afghan NC casualties in 2007 [3]. Well over half of them were killed by AGE but the international and national security forces were responsible for most of the remainder, while others died at the hands of unknown or unorganized groups or individuals. The number of NC casualties in that combat zone is so high in relation to combatant casualties that there are calls for attention to them in RW. At the tactical level NC represent “living clutter” in a combat environment. This causes uncertainty and delay for BLUE attempting to identify and engage RED. They also present a strategic challenge in the sense that any NC who are killed may cause support for the mission to fail and NC proven to have been killed by BLUE may result in charges of war crimes.


Modelling NC within RW is a complex and challenging area of study. Of the few available studies about NC in combat zones none provide quantitative analysis of the behaviour of NC [4, 5, 6, 7]. The available incomplete qualitative discussions of NC behaviour are an insufficient basis on which to build a research wargame. Moreover NC in a research context also includes civilian-pattern vehicles, which are not discussed at all in the studies but have the potential to affect the impact of NC personnel in combat zones. These studies, plus anecdotal observations, have found NC to engage in a wide range of simple behaviours as listed in Table 1. Note that the list is in all probability incomplete, but does represent a sufficient range to illustrate the issues to be examined. These behaviours each carry their own potential effect on the survival of the NC, the behaviour of combatants in the presence of NC, the outcome of the operation and ultimately the success or failure of the campaign. They are referred to here as simple behaviours because they include only one action. Complex behaviours include multiple simple actions either simultaneously or coordinated over time to accomplish an intended purpose.


		Table 1: (Incomplete) List of Non-Combatant Simple Behaviours.



		Behaviour

		Remark



		Hide

		Keep under cover where they believe they are safe.



		Escape

		Quickly leave a combat zone. This includes running towards RED or BLUE (For example, some NC do not know where the forces are and flee towards them; or they believe siding with one of the forces is safe) or running into an unoccupied area.



		Ignore

		Continuing their routine activities within the combat zone.  



		Approach

		Move towards a combat zone or violent event for any reason.



		Involuntary Human Shield

		NC who are used by RED as shields during an attack. It also refers to the NC who are involuntarily or unknowingly in or around RED’s military targets to deter BLUE from attacking those targets.



		Voluntary Human Shield

		NC who voluntarily use their bodies or vehicles to shield RED during an attack. It also refers to the NC who are voluntarily in or around RED’s military targets to deter BLUE from attacking those targets.



		Congregate

		Act of gathering around BLUE without physically attacking the forces. The intention could be friendly or hostile. It could evolve into swarm behaviour if hostility increases, or escape if BLUE starts firing.



		Loot

		Indiscriminately and openly taking of goods by force with or without the presence of BLUE. Goods could include BLUE assets.



		Swarm

		A crowd of “NC” attacks BLUE at a single time and place.



		Attack

		Individual “NC” attack BLUE at random times and places.



		Communicate

		Passing information via wireless and landline telephone in a combat zone. This behaviour probably has no immediate consequence to BLUE but it could affect how an event evolves. To whom they communicate is also relevant and may vary.





Although the probability of being killed is likely to vary, most behaviour listed in Table 1 could cause NC to become innocent victims of war. Likewise the various behaviours generate different levels of living clutter. Both of these effects from NC behaviour have the potential to affect the ranking of the studied options.

2.3
Irregular RED Force Behaviours


The incomplete list of radical, irregular-RED behaviours provided in section 2.1 serves to highlight another aspect of modelling NC in RW. That is – what can be expected of RED in the presence of NC? Any RW including NC would have some restrictions imposed on BLUE; otherwise their presence in the game serves no purpose. Whatever interaction occurs between RED and NC is also certain to have some impact on the outcome of the study. Thus two sets of behaviours must be modelled, neither of which have substantial research to support them. The complete range of behaviours for both NC and RED in the presence of NC has yet to be identified. After that is accomplished the probability of a particular behaviour emerging in a particular situation needs to be quantified. Table 2 provides a simple matrix of RED-NC interaction based on three notional assumed behaviours for RED and two (Escape and Hide from Table 1) for NC. These overly simplified homogeneous descriptions and potential outcomes serve to illuminate the need to use appropriate and justifiable behaviours. A reader may wish to elaborate or even argue the outcomes in this table. That in itself is an indication of the requirement to conduct further research in order to get it right. 


		Table 2: RED and NC Behaviour / Outcome Matrix.



		NC


RED

		NC Reaction to RED’s Killing



		

		Escape

		Hide



		RED Objective For NC 

		Avoid Casualties

		Very few if any NC casualties. NC provide minimal screening for RED as the situation develops, none after shooting starts.

		Very few if any NC casualties. NC provide minimal screening for RED as the situation develops, none after shooting starts.



		

		Indifferent to Casualties

		More NC casualties than above as both RED and BLUE engage a few unlucky or slow NC.

		NC who take shelter in or near what turn out to be good (and occupied) firing positions become collateral damage when those positions are engaged by the opposing force.. 



		

		Maximize Casualties

		Large number of NC casualties as RED runs with the crowd and or engages them from cover.

		RED is more mobile than usual as they seek out NC to engage. Possibly fewer NC casualties than if they ran away unless many NC are concentrated in a few shelters.





Note that the NC-Reaction-HIDE / RED-Objective-Indifferent cell indicates that both BLUE and RED may unintentionally cause NC casualties while firing upon their opponent’s active firing positions.


The above discussion only focuses on the relationship between RED and NC. The behaviour of BLUE towards NC is bounded by laws and codes. Moreover, an individual BLUE’s behaviour towards NC is unlikely to vary much because they are professionally trained soldiers. Thus it is relatively easy to comprehend and model BLUE’s behaviour towards NC in RW. Nevertheless, modelling and maintaining consistency of the BLUE-NC behaviour is not trivial. The attitude of NC towards the BLUE can vary from supportive to hostile and the attitude of the group is unlikely to be homogeneous. To make the situation even more complicated, NC are not necessarily unarmed even though they are genuine civilians. The scope of behavioural modelling can extend to NC-to-NC relationships, of which looting is an example. (An individual NC may be more likely to loot if other NC in the area are looting.) Another example is that competing factions of NC misinform the BLUE force to cause them to purposefully target rival NC.


2.4
RED BLUE and NC Situational Awareness 


While RED’s behaviour toward NC could reasonably be assumed to be consistent among the individual RED combatants (at least at the outset of the conflict) the same cannot be assumed for NC. This adds another level of decision when modelling NC behaviour. What proportion of the NC present in the game will engage in behaviour B under circumstance C? What happens when circumstances change? Do NC realize that circumstances have changed (i.e., has the shooting stopped temporarily or permanently? What new weapons have entered / exited the fight? Has RED decided to target NC in a last desperate tactic?) How quickly do NC realize that circumstances have changed? How quickly is information passed through a number of NC? Note that NC modelled with the same level of situational awareness (SA) as the combatants would exaggerate current concerns about the near perfect SA available within RW to both RED and BLUE. Real NC are likely to possess substantially worse SA than real combatants. They have no formal command structure and no formal communications links though the latter may be overcome by use of cell phones. They may have a better understanding of local geography and perhaps a better grasp of RED capabilities, positions and intentions than BLUE possesses but even this will vary between individuals. The question remains as to how different is their SA and can it be accurately modelled?


So far the discussion has focused on NC casualties as an outcome of their presence in RW. It has been suggested that, given the current level of understanding, NC should be included only to obscure RED and create a targeting challenge for BLUE in that not every detection can be assumed to be RED. Presumably RED would experience the same challenge while identifying BLUE. Note that under any rules of engagement other than RED deliberately using NC for cover and remaining among them after shooting starts (combined with NC not exiting the combat zone), any such clutter effect derived from modelling NC would be minimal.


Injecting collateral damage into the wargaming environment would cause both forces to work harder, perhaps take more time identifying targets before engaging and to exercise more caution with high explosive weapons. Consequently, if BLUE must avoid or minimize NC casualties and the RED force is exempt from NC casualty constraints RED is provided with slightly more flexibility as they have more time and ‘cover’ to act out their role. However, if the RED interactors suspect that BLUE is constrained they can easily arrange for NC casualties to occur and thus artificially end the game on their terms. Restrictions might also be placed on RED, but these would become a specific NC objective for RED that could not be changed in the course of the game and would be meaningless unless RED was always assumed to be avoiding NC casualties.


In most RW systems RED, BLUE and possibly NC entities are either correctly observed (though some details may be unavailable) or not observed at all. The appropriate level of SA must be created among combatants that will allow NC to be incorrectly identified as RED, NC as BLUE, BLUE as NC or RED as NC. This is an important consideration, for if no misidentification is possible, NC are of limited value for any purpose in RW. Likewise if too much misidentification occurs, the games will degrade into a series of simulated war crimes, or BLUE withdrawals.


In order to provide continuous clutter throughout the game or to model an expected situation, NC movement patterns may need to be complex or persistently intermingled with RED even after the shooting starts, whether or not RED is employing human shields. The above noted rules may keep the level of NC casualties within the intended limits of the study but unintended casualties do occur in RW. Fratricide from grenades, collisions with vehicles, personnel transiting suppressive fire zones, occupants of collapsing buildings and unseen personnel who fall victim to high explosives are just a few examples of currently possible unintentional deaths. NC would be as susceptible to these as the soldiers are. Separating these unintentional deaths from deliberate or mistaken direct engagements, thus ensuring appropriate due diligence was exercised over several or even dozens of games, could easily become very onerous and expensive.


2.5
Due Diligence


Every real BLUE commander knows that deliberately targeting NC is a war crime with severe consequences; they also know that they have the right and the duty to protect their soldiers even if that means NC become collateral damage. In real combat situations decisions involving NC are extremely difficult to make and are subject to intense scrutiny afterward, if casualties are involved, in order to ascertain whether the proper decision was taken. Would it be easier to make the decision to sacrifice virtual NC? What consequences would such a decision provoke?


Ensuring that the interactors follow their rules of engagement also means that the RED interactor is required to pursue the RED objective to the best of their ability. If that objective includes anything to do with NC other than minimize NC casualties, the RED commander is obliged to kill or arrange for BLUE to kill as many as are required to accomplish the RED objective. Proper RW requires RED to exploit any advantage over BLUE.


The task of ensuring that interactors follow their rules of engagement already requires both a high level of trust in the interactors and attention to the details of the modelled action. The possibility exists that a controversial conclusion based on a study that included civilians could be challenged based on NC deaths (unintentional or not as described in section 2.4), researchers could be required to expend additional effort at a very fine level of detail to ensure that a consistent and appropriate level of due diligence was applied in every game. The circumstances of every NC death may have to be examined and the interactor’s intentions identified. Researchers would be tasked with answering the question of what to do if due diligence was not followed? Replay the games? Include cautions in the report? If NC are included in RW, does it follow that an element of virtual “legal oversight” or “after-action enquiry” be included in the study as well? While this example may seem extreme, the conclusions of RW studies often spark vigorous debate and there is no reason to believe that NC behaviours will not be the subject of one.


2.6
Modelling Tactics, Techniques and Procedures


Current CF practice recognizes that NC may be present in any combat situation. CF commanders operate under rules of engagement that are intended to minimize NC casualties while still permitting a high probability of success with acceptable levels of risk to CF soldiers. The details of these rules are classified “secret – need to know” in order to minimize the risk that opponents will become aware of them and develop more effective counter-tactics. 


Current efforts to model the restrictions imposed on CF soldiers without actually modelling NC within the game include the following: 


· BLUE cannot engage a target unless it has been identified by side (RED), nature (vehicle or person) and type (type of vehicle, rifleman, grenadier, etc.) 


· BLUE cannot engage a room or building with high explosive weapons unless an identified RED target has been observed there. 


· All current RW excludes the possibility of calling in close air support (CAS) or long-range, large-calibre artillery. This is primarily for the purpose of testing the weapon options under study but also has the effect of assuming that NC are present in the area as these two combat elements are the major sources of NC casualties from BLUE action. 


Note that these restrictions are imposed on BLUE exclusively. Properly followed they achieve the objectives of obscuring RED, forcing BLUE to work harder to target RED and restricting the use of high explosives. In any case, the additional effort required to realistically model NC within RW will be expected to produce at least a commensurate improvement in the fidelity of wargame results and an increased level of real confidence in them.


2.7
Which Studies May Be Affected?


What nature of RW study will or will not be more realistic when NC are included is a topic for further research. The nature of area suppression high explosive (HE) weapons would seem to lead to the conclusion that they could be severely restricted compared to direct fire ballistic weapons in the presence of NC. Direct fire ballistic weapons, particularly machine guns, are often used within RW to lay down suppressive fire on RED positions or likely routes of manoeuvre. While in real combat this would cease at the moment a BLUE gunner observed NC entering or passing in front of the beaten zone, in current wargames this is only possible during the interactive game  and then only if the interactor notices the NC movement in time to stop the shooting. An interactor may have as many as 32 soldiers to command while attempting to keep track of the opposing force. Constantly watching an individual BLUE gunner, his line of fire and his beaten zone is an additional and very demanding task. Thus it can be seen that RW including suppressive fire and HE would be most likely to record collateral damage. 


In any RW that includes NC the BLUE force will perhaps be torn between avoiding NC casualties and successfully completing the mission. A RED commander tasked with driving up NC casualties will proceed with killing them no matter what BLUE does, while one who is indifferent may use the suspicion that BLUE is attempting to avoid NC casualties to further his objectives. A RED commander trying to minimize NC casualties will face the same dilemma as the BLUE commander, perhaps producing a series of stalemates. A series of games in which either commander effectively called off the mission in order to avoid NC casualties will produce results of limited use to the objective of comparing one system vs. another, unless one criteria of the study is the potential for NC casualties. (Note that this is a much more demanding objective of modelling NC than generating “living clutter”) Games that are prolonged or have to be replayed for the same reason will also drive up the cost of conducting the study.


It is important to restate here that the purpose of RW is to compare and contrast different options for the purpose of ranking them to inform a decision about which to choose. It is important that this input be both high quality and timely. The inclusion of NC in RW will improve the quality if done properly for the appropriate studies however it is incumbent on the researchers to ensure that timeliness is not impaired and that NC are included only in those studies which will clearly benefit from their presence.


2.8
Other Considerations and Summary


The prospect of including NC in RW also raises the following questions: What granularity of detail is necessary to describe civilian behaviour in a given wargame and over what time frame? When are complex rules of behaviour that take into account NC intentions (“stay alive but support RED if possible”) required and when might simple reactionary (“if shooting starts then run”) responses suffice? The concise question is how detailed does the NC modelling have to be in order to create realistic input to the RW?


All of the above is presented for the purpose of outlining the challenges to overcome and listing the necessary research in order to realistically model NC for informative RW. To proceed with modelling NC in RW without answering these important questions is to run the risk of creating naively “more realistic” results that will be, at least, just as artificial as those obtained in studies without NC. NC inclusive studies will be more expensive and researchers or readers may think that they are more realistic. Note that any scrutinized aspect of a wargame will fail at some level. The question then is what level of NC representation is sufficient to meet the objectives of the RW study? Not: what level can be attained?


3.0
Topics for Further Research


The modelling of NC within RW is a practice to be adopted only after due consideration of the following issues. Further research is necessary in order to create appropriate, realistic input to the model. To proceed without this information would be to create a naively more realistic RW environment with problems that would lie in wait to create future difficulties for future practitioners. These future research topics can be divided into four areas; RED, NC, Technical and Usage aspects of modelling NC.


3.1
RED Behaviour in the Presence of Non-Combatants


· How does RED behave in the presence of NC? 


· How does RED’s behaviour toward NC change as the battle progresses and they begin to lose or win? 


· Is variation in individual RED soldier behaviour toward NC to be expected and if so to what extent? 


· How much additional effort is required to ensure that RED consistently behaves as intended toward NC?


3.2
Non-Combatant Behaviours


· What NC behaviours have been observed in combat? 


· How does this behaviour vary from one theatre to another?  


· What proportion of NC will engage in any one behaviour? 


· How does the proportion change as circumstances change? 


· How much worse (or better) is NC SA? 


· To what extent and how quickly do NC realize that circumstances have changed?


3.3
Technical Aspects of Modelling NC


· How to model the appropriate level of SA among combatants that will allow NC to be incorrectly identified as RED, NC as BLUE, BLUE as NC or RED as NC? 


· Does the presence of NC require more games to be played (perhaps with different NC behaviours) in order to explore a wider range of possible outcomes? 


· What granularity of detail is necessary to describe civilian behaviour in a given wargame and over what time frame? 


· When are complex rules of behaviour that take into account NC intentions required and when might simple reactionary responses suffice?


3.4
Use of Modelling NC in Research Wargaming


· Given the purpose of RW, to what extent is the presence and behaviour of NC in RW likely to change the outcomes and conclusions of studies? 


· What nature of RW is likely to be affected by the presence and behaviour of NC within the study? 


· How do researchers ensure that a consistent and appropriate level of due diligence with regard to NC casualties is applied in every interactive game? 


· What if due diligence is not applied consistently? 


· What value can aborted missions (due to high likelihood of NC casualties) contribute to weapon system comparison studies?


4.0
Recommendation and Way Ahead


The topic of modelling NC behaviour is far too large and complex to be studied in one project. The plan is to proceed in manageable stages that will produce outcomes to be included in RW as and when doing so can be demonstrated to be a positive change that is worth the additional effort required.
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Abstract


Traditional, combat model based analysis of Dismounted Combatant Operations (DCO) has focused on the ‘lethal’ aspects in an engagement, and to a limited extent the environment in which the engagement takes place. These are however only two of the factors that should be taken into account when conducting an operational analysis. Analyses of DCO especially need to take the human factors, such as emotion, cognition, sociality and physiology into account in order to provide comprehensive analysis and soldier-system focused input to military decision makers.


Only recently has heat stress and fatigue modelling become possible when conducting research wargaming, due to the advances in science and improved modelling capabilities. The study presented in this paper looks at the possible changes to research wargaming outcomes when modelling heat stress within a combat situation.


The study is based on a modelled attack into a defended building by soldiers bearing full personal protection equipment (PPE) and a typical combat load of weapon, ammunition, water and other required kit. The attack is modelled to be occurring in hot (above 45 degrees Celsius) dry conditions against a defender that does not possess any PPE and carries far less equipment. The “objective” of the study is to determine the relative combat effectiveness of different section sizes versus a standard opponent using specified measures of effectiveness. The attack is conducted under two different modelling environments using the same combat model. The first ignores the heat stress and fatigue caused by the PPE and equipment weight, the second causes the soldier’s performance to degrade as their core body temperature rises and they become fatigued. The combat effectiveness ranks of the section size options are developed under both environments and compared to determine what, if any, affect the human factors had on the relative combat effectiveness of the different section sizes.


Further strengthening the links between operational analysts and human factors scientists, in order to provide military decision makers with solid operational analyses is vital to the success of future military operations. This collaborative Canadian/Dutch study on heat stress modelling illustrates the need and the challenges ahead.


1.0
INTRODUCTION


Traditional, combat-model-based analysis of Dismounted Combatant Operations (DCO) has focused on the ‘lethal’ aspects in an engagement, and to a limited extent the environment in which the engagement takes place. These are however only two of the factors that should be taken into account when conducting an operational analysis. Analyses of DCO especially need to take the human factors, such as emotion, cognition, sociality and physiology into account in order to provide comprehensive analysis and soldier-system focused input to military decision makers. This is also important in view of the increasing interest in unmanned ground vehicles to serve the needs of dismounted soldiers. Without the ability to accurately model human performance in military activities as it declines due to human factors, it will be very difficult for researchers to estimate the full benefits of unmanned vehicles. This paper examined the potential of one combat model to include the effects of heat stress on dismounted soldiers and the influence that including this factor had on the outcome of the study.


2.0
The problem


Figure 1 displays the complexity facing researchers attempting to include human factors within combat modelling. Quantifying the relationship between the cause (soldier load) and the tertiary effect of reduced combat effectiveness is very much in the initial stages of human factors research. In the Netherlands, TNO has built a model called SCOPE [1] while in the USA the Natick Soldier Centre and the Army Materiel Systems Analysis Agency has developed the Infantry Warrior Simulation (IWARS). Both models present promising early steps to addressing the needs of the research community and the military.
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Figure 1: Soldier Load & Combat Effectiveness.

Soldiers carry their loads in order to acquire specific and important capabilities. Figure 2 displays the dilemma faced by current commanders when deciding the amount of equipment that their soldiers must carry into any emergent situation. Combat modelling that accurately represents the trade off between load, capability and human limitations would be invaluable to DCO commanders at every level and at all stages of the army’s acquisition to employment chain. In Figure 2, the plus signs indicate a positive relationship between the origin of the arrow (the cause) and the termination of the arrow (the effect). For the influencing factors, no sign is indicated as they may be either positive or negative influences on the relationship between cause and effect. In other words they may enhance the effect or dampen it. A soldier’s load increases capabilities while at the same time increasing weight to be carried. The increased capabilities contribute to increased combat effectiveness. The weight of the load increases the fatigue felt by the soldiers, bulky loads increase clumsiness and in hot climates load adds to heat stress. These effects contribute to increased confusion, target acquisition errors, aiming errors and increased loss of speed as soldiers tire more quickly under their burdens. Confusion, target acquisition error, aiming error and lack of speed all degrade the combat effectiveness of a soldier and the unit. The key question to be researched is what is the optimal load for a soldier and when does the weight of an extra piece of kit cause more problems than the solutions that the extra capability provides are worth?
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Figure 2: Dismounted Soldier Load, Capabilities & Effectiveness.

3.0
Modelling the EFFECTS OF HEAT STRESS


Only recently has heat stress and fatigue modelling become possible when conducting research wargaming, due to the advances in science and improved modelling capabilities. The collaborative Canadian/Dutch study presented in this paper looked at the possible changes to research wargaming outcomes when modelling these human factors to a certain level within a combat situation. The combat model used for the study was IWARS, which monitored soldiers’ core body temperatures (CBT) as the simulation progressed. For the equipment that a soldier carried, IWARS had data on weight and thermal retention. The more equipment carried, the faster a soldier’s CBT will rise given the same level of activity. The ambient temperature of the environment is also a factor in the soldier’s heat stress. IWARS allowed the researcher to preset a CBT threshold that forces a soldier to change or even cease activity once it is reached.  Allowing the user to define the heat stress threshold was useful given the uncertainty surrounding a soldier’s vulnerability to heat stress. Further complicating the modelling effort was the high degree of uncertainty about what constitutes a normal core body temperature [2]. For this study, normal CBT was set at 36.89 degrees Celsius for the soldiers. Two heat stress thresholds were applied, the first was 38.5 degrees Celsius and the second was 37.2 degrees Celsius. Soldiers whose CBT hit the threshold were rendered combat ineffective for the remainder of the game. Figure 3 displays the data available for a soldier modelled in IWARS. Note that the game had been in progress for some time when this screen shot was taken as indicated by the elevated Core Temperature. 
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Figure 3: Reporting a Soldier’s Vital Signs in IWARS.

4.0
APPROACH


The study was based on a modelled attack into a series of defended buildings by soldiers bearing full personal protection equipment (PPE) and a typical combat load of weapon, ammunition, water and other required kit. The attack was modelled to be occurring in hot (above 45 degrees Celsius) dry conditions against a defender that did not possess any PPE and carried far less equipment. The nominal “objective” of the study was to determine the relative combat effectiveness of different section sizes versus a standard opponent using specified measures of effectiveness. The attack was conducted under two different modelling environments using the same combat model. The first ignored the heat stress caused by the PPE and equipment weight, the second caused the BLUE force soldiers to stop once their CBT hit the designated threshold. Two different thresholds were used resulting in three different conditions for the assessment of the section sizes. The combat effectiveness ranks of the section size options were developed under all three conditions and compared to determine what, if any, affect the human factor had on the relative combat effectiveness of the different section sizes.

The BLUE force consisted of 12 soldiers organized three different ways, 2 sections of 6 soldiers (2X6), 3 sections of 4 soldiers (3X4) and 6 sections of 2 soldiers (6X2). The defending RED force consisted of 3 sections of 2 soldiers with the sections spread out across different buildings within the objective. BLUE sections attacked one at a time and had to stop once half their strength was down for any reason (kinetic or heat stress). The BLUE force could only continue if one whole RED section was eliminated. A BLUE engineer performed wall breaching to allow the BLUE force to avoid using obvious entrances such as doors and windows.


Each section size participated in 30 attacks under each of three conditions. Some games produced inconclusive results due to the engineer dying during the game. The engineer’s role was to create a series of openings in the building walls for the remaining BLUE force to enter the defended area. The engineer was not expected to come under RED fire during the game. If the engineer died the BLUE team had no orders to find an alternate route into the compound. Unfortunately the engineer was occasionally a victim of the charges used to create a hole in a wall. When the engineer died the BLUE force became stranded after the last breach. The results from these inconclusive games were not used in the analysis. The valid game results are provided in Annex A. Figure 4 depicts an image of the IWARS game.
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Figure 4: A Scene from IWARS.

5.0
Measures of Effectiveness


Only one measure of effectiveness (MOE) was used to rank the options in the study. Mission Success was a compound measure built from BLUE and RED residual combat strength (RCS) and whether or not BLUE accomplished its mission to clear the objective. This prevented a costly victory (in terms of BLUE losses) from scoring as well as one that did not cost the lives of as many BLUE soldiers. A victory point (VP) scorecard was established that penalized BLUE for falling below threshold RCS values but provided higher scores for reducing the RED force to below the same or lower threshold RCS values. BLUE lost more points for falling below a threshold than they gained for forcing RED below the same threshold, in other words BLUE lives lost cost more than the gain from killing RED. Table 1 displays the VP scores for each categorized RCS outcome of the games.


Table 1: Mission Success Definitions and Victory Scores.

		 

		BLUE RCS



		

		>= 0.66

		0.33 < 0.66

		<= 0.33

		0.0



		RED RCS

		>= 0.66

		Indecisive / Continue
Score = 15

		Partial RED Victory
Score = 9

		Full RED Victory
Score = 4

		Full RED Victory
Score = 0



		

		0.33 < 0.66

		Partial BLUE Victory
Score = 20

		Indecisive
Score = 13

		Partial RED Victory
Score = 7

		Full RED Victory
Score = 2



		

		<= 0.33

		Full BLUE Victory
Score = 24

		Partial BLUE Victory
Score = 16

		Indecisive 
Score = 9

		Partial RED Victory
Score = 3



		

		0.0

		Full BLUE Victory
Score = 27

		Full BLUE Victory
Score = 18

		Partial BLUE Victory
Score = 10

		Stop 
Score =  3





The outcome of BLUE’s mission was added into the victory score in the following manner: Once BLUE’s RCS column had been determined; the column was shifted one to the right if BLUE had not cleared the objective. If BLUE had cleared the objective the column was shifted one to the left. Table 2 displays the full range of VP scores possible using the blended MOE. Note that the “Bonus” and “Penalty” columns have been added to allow for the adjustment due to BLUE mission outcomes.


Table 2: Mission Success Definitions and Victory Scores.

		 

		Bonus

		Blue @ >= 0.66

		Blue @ 0.33 < 0.66

		Blue @ <= 0.33

		Blue @ 0

		Penalty



		Red @ >= 0.66

		22

		15

		9

		4

		0

		-3



		Red @ 0.33 < 0.66

		28

		20

		13

		7

		2

		-2



		Red @ <= 0.33

		33

		24

		16

		9

		3

		-1



		Red @ 0

		37

		27

		18

		10

		3

		-1





The intersection of the adjusted column and the row corresponding to the RED RCS contained the VP score for the game. As an example, at the end of a game BLUE had cleared the objective and in the process lost six of twelve soldiers while eliminating the RED force entirely. BLUE RCS was 0.5, RED RCS was 0 and the mission outcome was a win for BLUE. Based solely on the RCS levels, the VP score was 18. Due to BLUE achieving its objective, the final VP score for the game was 27. Had BLUE failed to clear the objective the VP score would have been 10. Note that due to the requirement for a section to stop once half its members were down, BLUE could completely eliminate RED, still have effective soldiers and yet lose the game due to not achieving the objective.


6.0
Results


6.1
No Heat Stress Study

The initial runs of the game imposed no performance penalty on the soldiers from heat stress. All of the three options examined demonstrated significant dominance over the defending RED forces. Each option averaged at least 25 VP and the 6X2 option averaged over 35. The difference between the 6X2 structure and the other two (2X6 and 3X4) was statistically significantly different at 95% confidence level using a Kruskal-Wallace test for differences between means. Figure 5 displays the results for the No Heat Stress stage of the study. Had the study terminated there, and had a recommendation been made based on the No Heat Stress results, the 6X2 structure (in green) would have been the option recommended over the other two in yellow.
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Figure 5: Rank Orders Based on No Heat Stress Games.

6.2
38.5 Degrees Celsius Heat Stress Threshold Study


The games were then re-run while applying a threshold of CBT reaching 38.5 degrees Celsius before the soldier shut down and became ineffective for the remainder of the game. Figure 6 displays the rank orders derived from this stage of the study. The red coloration of the 2X6 structure indicates its score was statistically significantly lower than the 6X2 structure. While the order has shifted and the three options produced a wider range of results, the differences between the three options were entirely the product of soldiers killed in action, not heat stress losses. In fact heat stress losses were not a significant factor in any of the game outcomes. This may have been due to the game’s short duration. The soldiers generally weren’t active long enough to become heat stressed using the 38.5 threshold.


That the outcomes for this phase were different from the outcomes for the first phase spoke to the degree of variability inherent to the game. More runs of the game would have produced more stable and reliable data, however time did not permit more runs for this study.
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Figure 6: Rank Orders Based on 38.5 Degrees Celsius Heat Stress Threshold Games.

6.3 37.2 Degrees Celsius Heat Stress Threshold Study


The final set of games were run while applying a threshold CBT of 37.2 degrees Celsius before the soldier shut down and became ineffective for the remainder of the game. Figure 7 displays the rank orders derived from this stage of the study. The option rank order shifted again and the three options produced a narrower range of results than the 38.5 threshold. On five occasions heat stress losses were responsible for preventing the 3X4 structured BLUE force from clearing the objective after eliminating all RED forces. The change in order was due to mission outcomes, not heat stress losses. Heat stress was also a factor in preventing BLUE from eliminating all of the RED forces, which in turn prevented BLUE form clearing the objective. The 2X6 option managed to achieve the objective three times allowing it to rank ahead of the 6X2 structure which failed to clear the objective even once. The critical difference between the results of the third stage and those of previous stages was that none of the options studied produced outcomes that would qualify as an acceptable option to recommend as a force structure. While it was possible to rank the options none would have been recommended based on the absolute outcomes of that stage of the study. Within Figure 7 take note of the scale used on the Y axis. The average outcome was a full RED victory. The BLUE force suffered high casualties, both heat and kinetic, rarely cleared the objective and frequently failed to eliminate all of the RED force, leaving them vulnerable to any potential counter-attack on the position they occupied at the end of the fight. One potential bright spot was the generally lower than average number of kinetic casualties, but that was likely due to the high heat stress casualties keeping BLUE soldiers out of the fight. This theory is supported by the fact that the 2X6 structure experienced slightly higher than the overall number of kinetic casualties and also had the lowest average heat stress casualties. While research wargames are generally not used to predict the outcome of a particular battle, such across the board failure is noteworthy when compared to the results observed in stage 1, when no heat penalty was imposed and all options produced at least acceptable outcomes.      
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Figure 7: Rank Orders Based on 37.2 Degrees Celsius Heat Stress Threshold Games.

6.4
General Discussion


BLUE losses by cause for each option at each stage are displayed in Table 3. The reason for the significant difference in “Engaged Before HST (Heat Stress Threshold)” between 6X2NH (No HST) and all of the other NH studies is unknown. What is clear from the table’s data is the lack of significant losses to heat stress until the CBT threshold was at its lowest. Even at that stage, the option ranks were determined more by the kinetic losses than the heat stress losses. Some BLUE soldiers were eventually engaged after succumbing to heat stress. Those losses did not significantly affect the outcomes of the games. Note that “Engaged After HST” is a subtotal of “Heat Stress Threshold”, therefore “Average Total Casualties” is the sum of “Engaged Before HST” and “Heat Stress Threshold”.


Table 3: BLUE Losses by Option, Stage and Cause.

		Cause of BLUE Loss 

		Option & Stage



		

		2X6 NH

		2X6 38.5

		2X6 37.2

		3X4 NH

		3X4 38.5

		3X4 37.2

		6X2 NH

		6X2 38.5

		6X2 37.2



		Engaged Before HST

		4.85

		8.24

		4.59

		4.93

		4.37

		2.69

		0.55

		6.00

		3.00



		Heat Stress Threshold

		N/A

		0.06

		7.30

		N/A

		0.30

		9.21

		N/A

		0.13

		9.00



		Engaged After HST

		N/A

		0.00

		1.00

		N/A

		0.00

		0.55

		N/A

		0.00

		0.23



		Average Total Casualties

		4.85

		8.29

		11.89

		4.93

		4.67

		11.90

		0.55

		6.13

		12.00





7.0
Other Observations

One of the challenges of this exploratory study was to develop an appropriate and realistic core body temperature threshold for a soldier to shut down while in combat. Quite simply there is no data on soldier’s core body temperatures while in combat and therefore no linkage to their performance. Combat creates motivation to overcome factors that would cause a soldier to stop any activity under other circumstances. At the same time it creates fear that may cause a solider to shut down before heat stress can become an issue. The difference between these two coping strategies is experience, training, and discipline. The duration of the game and the threshold also interact to allow the heat stress to influence the game or not. The reason for using both 38.5 and 37.2 as shut down thresholds was to explore the implications of using different values. With such stark differences in outcomes over this limited interval of values, further research would be useful to more clearly define the curve.


Another concern for the researchers was the binary nature of the heat stress effect. A soldier either performed at 100% or not at all. Human beings do not behave that way. While any theoretical CBT / performance curve allows for a decline of soldier capabilities, the model used in the game does not incorporate a gradient decline function. The above mentioned ability to overcome otherwise debilitating conditions while in battle may allow a soldier to overcome the early stages of the condition, only to succumb fairly quickly once the condition becomes critical. Thus a motivated soldier’s ability may be closer to the binary distribution used in the game. Only further research can shed light on this topic.


Once a soldier succumbed to heat stress, the soldier was out of the fight for the duration of the game. Given the short duration of the battle this may have been reasonable however the choice of threshold, the length of the game and the non-recoverable nature of the heat stress may overstate the effect of it and any further research should be careful to consider this when designing the study.


This study looked at alternate squad sizes, a similar study using the same squad size but variable loads on the soldiers would be of interest as well. The combat model used for the study takes all of the equipment a soldier is carrying into account when calculating heat stress. Factors such as ambient temperature, activity, weight and thermal retention of the equipment are included in the calculation of CBT.


Finally, heat stress penalties were not applied to the RED force. This was in part because it was assumed that the RED force was indigenous to the area, was fully acclimatized and the RED force was not as active as the BLUE force. The RED force was also not carrying as much equipment as the BLUE force. 


8.0
Conclusions and recommendations


This study has demonstrated that combat models can simulate the effects of heat stress on soldiers engaged in combat. It has furthermore demonstrated that research wargaming studies which simulate heat stress may well produce different conclusions from research wargaming studies which do not. The study’s conclusions can be summarised thus:


· As a field of defence science, research wargaming would benefit from developing the capability to simulate heat stress and other human factors within the combat models used to conduct studies and;


· The employment of such models would improve the quality of research wargaming studies and lead to more informed conclusions and recommendations


The benefits posited by the conclusions do not come without a cost. There remains much work to do to develop this capability either within existing combat models or new ones. The following recommendations if acted upon would lead to the advances necessary to achieve this next step in the evolution of research wargaming. The authors recommend:


· Conducting further studies on a scale of effort similar to this one in order to more fully define the problem space to be researched. Such studies could include: 


· Thresholds between 37.2 and 38.5 degrees Celsius;


· Variable equipment loads;


· Longer duration activities;


· Variable climates and;


· Heat stress applied to RED (opposing) forces as well.


· That combat model developers work with human factors researchers to incorporate the most realistic algorithms possible into the combat models and;   


· Conducting further research into human factors to close the gaps in the knowledge about the relationship between soldier loads and combat performance. 
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Annex A Game Outcomes

Note that BLUE kinetic and heat losses may sum to more than 12 due to some soldiers gettting shot after sufferiing heat stress. BLUE RCS is calculated based on total losses form either cause, net the soldiers shot after suffering heat stress.


Table A1: Game Outcomes.

		 

		Kinetic Losses

		Heat

		 

		RCS

		 



		BLUE Force

		RED 

		BLUE

		Threshold

		BLUE Losses

		Outcome

		BLUE

		RED

		VP Score



		2X6

		6

		7

		None

		0

		Blue win

		42%

		0%

		27



		2X6

		6

		1

		None

		0

		Blue win

		92%

		0%

		37



		2X6

		6

		6

		None

		0

		Blue win

		50%

		0%

		27



		2X6

		6

		6

		None

		0

		Blue win

		50%

		0%

		27



		2X6

		6

		3

		None

		0

		Blue win

		75%

		0%

		37



		2X6

		6

		5

		None

		0

		Blue win

		58%

		0%

		27



		2X6

		6

		4

		None

		0

		Blue win

		67%

		0%

		37



		2X6

		6

		2

		None

		0

		Blue win

		83%

		0%

		37



		2X6

		6

		5

		None

		0

		Blue win

		58%

		0%

		27



		2X6

		6

		6

		None

		0

		Red win

		50%

		0%

		10



		2X6

		6

		1

		None

		0

		Blue win

		92%

		0%

		37



		2X6

		6

		8

		None

		0

		Red win

		33%

		0%

		3



		2X6

		6

		6

		None

		0

		Blue win

		50%

		0%

		27



		2X6

		6

		6

		None

		0

		Blue win

		50%

		0%

		27



		2X6

		6

		3

		None

		0

		Blue win

		75%

		0%

		37



		2X6

		6

		7

		None

		0

		Blue win

		42%

		0%

		27



		2X6

		6

		7

		None

		0

		Red win

		42%

		0%

		10



		2X6

		6

		5

		None

		0

		Blue win

		58%

		0%

		27



		2X6

		6

		5

		None

		0

		Blue win

		58%

		0%

		27



		2X6

		6

		6

		None

		0

		Blue win

		50%

		0%

		27



		2X6

		6

		4

		None

		0

		Blue win

		67%

		0%

		37



		2X6

		6

		4

		None

		0

		Blue win

		67%

		0%

		37



		2X6

		6

		5

		None

		0

		Blue win

		58%

		0%

		27



		2X6

		6

		4

		None

		0

		Blue win

		67%

		0%

		37



		2X6

		6

		8

		None

		0

		Red win

		33%

		0%

		3



		2X6

		6

		2

		None

		0

		Blue win

		83%

		0%

		37



		2X6

		6

		5

		None

		0

		Blue win

		58%

		0%

		27



		3X4

		6

		5

		None

		0

		Blue win

		58%

		0%

		27



		3X4

		6

		6

		None

		0

		Blue win

		50%

		0%

		27



		3X4

		6

		3

		None

		0

		Blue win

		75%

		0%

		37



		3X4

		6

		5

		None

		0

		Blue win

		58%

		0%

		27



		3X4

		6

		3

		None

		0

		Blue win

		75%

		0%

		37



		3X4

		6

		8

		None

		0

		Red win

		33%

		0%

		3



		3X4

		6

		5

		None

		0

		Blue win

		58%

		0%

		27



		3X4

		6

		7

		None

		0

		Red win

		42%

		0%

		10



		3X4

		6

		8

		None

		0

		Blue win

		33%

		0%

		18



		3X4

		6

		5

		None

		0

		Blue win

		58%

		0%

		27



		3X4

		6

		3

		None

		0

		Blue win

		75%

		0%

		37



		3X4

		6

		8

		None

		0

		Blue win

		33%

		0%

		18



		3X4

		6

		7

		None

		0

		Blue win

		42%

		0%

		27



		3X4

		6

		6

		None

		0

		Blue win

		50%

		0%

		27



		3X4

		6

		4

		None

		0

		Blue win

		67%

		0%

		37



		3X4

		6

		6

		None

		0

		Blue win

		50%

		0%

		27



		3X4

		6

		1

		None

		0

		Blue win

		92%

		0%

		37



		3X4

		5

		8

		None

		0

		Red win

		33%

		17%

		3



		3X4

		6

		6

		None

		0

		Blue win

		50%

		0%

		27



		3X4

		6

		7

		None

		0

		Blue win

		42%

		0%

		27



		3X4

		6

		5

		None

		0

		Blue win

		58%

		0%

		27



		3X4

		6

		4

		None

		0

		Blue win

		67%

		0%

		37



		3X4

		6

		4

		None

		0

		Blue win

		67%

		0%

		37



		3X4

		6

		4

		None

		0

		Blue win

		67%

		0%

		37



		3X4

		6

		3

		None

		0

		Blue win

		75%

		0%

		37



		3X4

		6

		5

		None

		0

		Blue win

		58%

		0%

		27



		3X4

		6

		1

		None

		0

		Blue win

		92%

		0%

		37



		3X4

		6

		0

		None

		0

		Blue win

		100%

		0%

		37



		3X4

		5

		6

		None

		0

		Red win

		50%

		17%

		9



		6X2

		6

		0

		None

		0

		Blue win

		100%

		0%

		37



		6X2

		6

		0

		None

		0

		Blue win

		100%

		0%

		37



		6X2

		6

		1

		None

		0

		Blue win

		92%

		0%

		37



		6X2

		6

		1

		None

		0

		Blue win

		92%

		0%

		37



		6X2

		6

		0

		None

		0

		Blue win

		100%

		0%

		37



		6X2

		6

		2

		None

		0

		Blue win

		83%

		0%

		37



		6X2

		6

		0

		None

		0

		Blue win

		100%

		0%

		37



		6X2

		6

		1

		None

		0

		Blue win

		92%

		0%

		37



		6X2

		6

		0

		None

		0

		Blue win

		100%

		0%

		37



		6X2

		6

		0

		None

		0

		Blue win

		100%

		0%

		37



		6X2

		6

		1

		None

		0

		Blue win

		92%

		0%

		37



		2X6

		4

		11

		38.5

		0

		Red win

		8%

		33%

		3



		2X6

		4

		9

		38.5

		1

		Red win

		17%

		33%

		3



		2X6

		4

		8

		38.5

		0

		Red win

		33%

		33%

		3



		2X6

		6

		7

		38.5

		0

		Red win

		42%

		0%

		10



		2X6

		3

		9

		38.5

		0

		Red win

		25%

		50%

		2



		2X6

		3

		7

		38.5

		0

		Red win

		42%

		50%

		7



		2X6

		3

		7

		38.5

		0

		Red win

		42%

		50%

		7



		2X6

		5

		7

		38.5

		0

		Red win

		42%

		17%

		9



		2X6

		6

		7

		38.5

		0

		Red win

		42%

		0%

		10



		2X6

		3

		8

		38.5

		0

		Red win

		33%

		50%

		2



		2X6

		3

		7

		38.5

		0

		Red win

		42%

		50%

		7



		2X6

		6

		10

		38.5

		0

		Blue win

		17%

		0%

		18



		2X6

		4

		6

		38.5

		0

		Red win

		50%

		33%

		9



		2X6

		6

		9

		38.5

		0

		Blue win

		25%

		0%

		18



		2X6

		4

		10

		38.5

		0

		Red win

		17%

		33%

		3



		2X6

		2

		9

		38.5

		0

		Red win

		25%

		67%

		0



		2X6

		2

		9

		38.5

		0

		Red win

		25%

		67%

		0



		3X4

		6

		5

		38.5

		0

		Blue win

		58%

		0%

		27



		3X4

		6

		2

		38.5

		1

		Blue win

		75%

		0%

		37



		3X4

		6

		3

		38.5

		0

		Blue win

		75%

		0%

		37



		3X4

		6

		4

		38.5

		0

		Blue win

		67%

		0%

		37



		3X4

		6

		5

		38.5

		0

		Blue win

		58%

		0%

		27



		3X4

		5

		9

		38.5

		0

		Red win

		25%

		17%

		3



		3X4

		6

		3

		38.5

		0

		Blue win

		75%

		0%

		37



		3X4

		6

		3

		38.5

		1

		Blue win

		67%

		0%

		37



		3X4

		6

		7

		38.5

		0

		Blue win

		42%

		0%

		27



		3X4

		6

		4

		38.5

		0

		Blue win

		67%

		0%

		37



		3X4

		6

		3

		38.5

		1

		Blue win

		67%

		0%

		37



		3X4

		6

		4

		38.5

		1

		Blue win

		58%

		0%

		27



		3X4

		6

		6

		38.5

		0

		Blue win

		50%

		0%

		27



		6X2

		6

		6

		38.5

		0

		Blue win

		50%

		0%

		27



		6X2

		6

		6

		38.5

		0

		Red win

		50%

		0%

		10



		6X2

		6

		7

		38.5

		0

		Blue win

		42%

		0%

		27



		6X2

		6

		6

		38.5

		0

		Blue win

		50%

		0%

		27



		6X2

		6

		6

		38.5

		0

		Blue win

		50%

		0%

		27



		6X2

		6

		4

		38.5

		0

		Blue win

		67%

		0%

		37



		6X2

		6

		4

		38.5

		0

		Blue win

		67%

		0%

		37



		6X2

		4

		9

		38.5

		1

		Red win

		17%

		33%

		3



		2X6

		4

		3

		37.2

		10

		Red win

		0%

		33%

		-1



		2X6

		2

		4

		37.2

		9

		Red win

		0%

		67%

		-3



		2X6

		4

		8

		37.2

		5

		Red win

		0%

		33%

		-1



		2X6

		4

		4

		37.2

		11

		Red win

		0%

		33%

		-1



		2X6

		4

		4

		37.2

		8

		Red win

		0%

		33%

		-1



		2X6

		2

		5

		37.2

		7

		Red win

		0%

		67%

		-3



		2X6

		4

		5

		37.2

		7

		Red win

		0%

		33%

		-1



		2X6

		2

		6

		37.2

		7

		Red win

		0%

		67%

		-3



		2X6

		4

		5

		37.2

		7

		Red win

		0%

		33%

		-1



		2X6

		4

		6

		37.2

		5

		Red win

		8%

		33%

		3



		2X6

		4

		6

		37.2

		5

		Red win

		8%

		33%

		3



		2X6

		6

		5

		37.2

		11

		Blue win

		0%

		0%

		10



		2X6

		2

		4

		37.2

		9

		Red win

		0%

		67%

		-3



		2X6

		3

		5

		37.2

		7

		Red win

		0%

		50%

		-2



		2X6

		2

		6

		37.2

		6

		Red win

		0%

		67%

		-3



		2X6

		2

		7

		37.2

		5

		Red win

		0%

		67%

		-3



		2X6

		3

		6

		37.2

		7

		Red win

		0%

		50%

		-2



		2X6

		4

		11

		37.2

		4

		Blue win

		0%

		33%

		9



		2X6

		2

		6

		37.2

		7

		Red win

		0%

		67%

		-3



		2X6

		2

		4

		37.2

		7

		Red win

		8%

		67%

		0



		2X6

		4

		7

		37.2

		5

		Red win

		0%

		33%

		-1



		2X6

		4

		10

		37.2

		8

		Blue win

		0%

		33%

		9



		2X6

		3

		8

		37.2

		7

		Red win

		0%

		50%

		-2



		2X6

		5

		6

		37.2

		6

		Red win

		0%

		17%

		-1



		2X6

		5

		4

		37.2

		8

		Red win

		0%

		17%

		-1



		2X6

		4

		2

		37.2

		11

		Red win

		0%

		33%

		-1



		2X6

		2

		4

		37.2

		8

		Red win

		0%

		67%

		-3



		3X4

		4

		2

		37.2

		10

		Red win

		0%

		33%

		-1



		3X4

		6

		3

		37.2

		9

		Red win

		0%

		0%

		-1



		3X4

		4

		3

		37.2

		9

		Red win

		0%

		33%

		-1



		3X4

		6

		4

		37.2

		9

		Blue win

		0%

		0%

		10



		3X4

		6

		2

		37.2

		11

		Blue win

		0%

		0%

		10



		3X4

		5

		1

		37.2

		11

		Red win

		0%

		17%

		-1



		3X4

		4

		4

		37.2

		8

		Red win

		0%

		33%

		-1



		3X4

		4

		2

		37.2

		10

		Red win

		0%

		33%

		-1



		3X4

		5

		4

		37.2

		8

		Red win

		0%

		17%

		-1



		3X4

		5

		1

		37.2

		11

		Red win

		0%

		17%

		-1



		3X4

		6

		6

		37.2

		7

		Blue win

		0%

		0%

		10



		3X4

		6

		2

		37.2

		11

		Red win

		0%

		0%

		-1



		3X4

		6

		5

		37.2

		7

		Red win

		0%

		0%

		-1



		3X4

		5

		5

		37.2

		9

		Red win

		0%

		17%

		-1



		3X4

		6

		3

		37.2

		10

		Blue win

		0%

		0%

		10



		3X4

		6

		3

		37.2

		10

		Red win

		0%

		0%

		-1



		3X4

		4

		1

		37.2

		11

		Red win

		0%

		33%

		-1



		3X4

		5

		4

		37.2

		10

		Red win

		0%

		17%

		-1



		3X4

		6

		2

		37.2

		8

		Blue win

		17%

		0%

		18



		3X4

		4

		4

		37.2

		8

		Red win

		0%

		33%

		-1



		3X4

		5

		3

		37.2

		8

		Red win

		8%

		17%

		3



		3X4

		4

		2

		37.2

		10

		Red win

		0%

		33%

		-1



		3X4

		4

		3

		37.2

		9

		Red win

		0%

		33%

		-1



		3X4

		6

		6

		37.2

		9

		Blue win

		0%

		0%

		10



		3X4

		6

		3

		37.2

		9

		Blue win

		0%

		0%

		10



		3X4

		5

		3

		37.2

		9

		Red win

		0%

		17%

		-1



		3X4

		5

		4

		37.2

		8

		Red win

		0%

		17%

		-1



		3X4

		4

		4

		37.2

		8

		Red win

		0%

		33%

		-1



		3X4

		6

		5

		37.2

		10

		Red win

		0%

		0%

		-1



		6X2

		5

		5

		37.2

		7

		Red win

		0%

		17%

		-1



		6X2

		5

		3

		37.2

		10

		Red win

		0%

		17%

		-1



		6X2

		4

		2

		37.2

		10

		Red win

		0%

		33%

		-1



		6X2

		4

		3

		37.2

		10

		Red win

		0%

		33%

		-1



		6X2

		4

		5

		37.2

		8

		Red win

		0%

		33%

		-1



		6X2

		4

		2

		37.2

		10

		Red win

		0%

		33%

		-1



		6X2

		4

		4

		37.2

		8

		Red win

		0%

		33%

		-1



		6X2

		4

		2

		37.2

		10

		Red win

		0%

		33%

		-1



		6X2

		5

		2

		37.2

		10

		Red win

		0%

		17%

		-1



		6X2

		4

		3

		37.2

		9

		Red win

		0%

		33%

		-1



		6X2

		4

		6

		37.2

		6

		Red win

		0%

		33%

		-1



		6X2

		5

		2

		37.2

		10

		Red win

		0%

		17%

		-1



		6X2

		5

		3

		37.2

		9

		Red win

		0%

		17%

		-1
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Abstract

Peace support, combat, antiterrorist, search and rescue operations demands exact scheduling and fast preparation of administrative orders with taking into account physical,  mental and psychical condition of staff  and the possible consequences for their life and health. The proposed methodology for system-vector approach to combine results of many studies and actual data in a single model of architecture, standards and principles of decision making that can adequately evaluate and predict the professional activities of man, his physical and mental condition. Based on the methodology proposed ways to improve the planning of peacekeeping, antiterrorist, search and rescue operations. The methodology also allows the system to improve medical support operations, design and evaluate the equipment and personal protection equipment. The methodology can be used to create computer programs information support management decisions.


INTRODUCTION


Forecasts early 90's, in which anticipated growth in world stability, security and integration, not come true [
]. The world is more dangerous and dismal [
]. The danger of military conflicts of varying intensity and terrorist attacks are a reality today.


NATO forces are increasingly involved to conduct peacekeeping, anti-terrorism, search and rescue and humanitarian operations under UN auspices. Peace support, search and rescue, anti-terrorism operations require careful planning, rapid decision-making, taking into account the human factor and the possible consequences. Organization and planning of such operations meet with many difficulties.  Operations can be conducted in the climatic and geographical conditions that are radically different from the conditions in places of permanent deployment of NATO units. In most cases, the time allotted for the preparation of the operation is limited, since the operation is a forced reaction to the already existing situation. Regions of operations often have sanitary and epidemiological hazard.


The continuing threat of use of chemical weapons in the conflict. Growing number of countries with their own nuclear program  weapons and nuclear energy and could potentially get hold of nuclear and radiological weapons. 


Appear are new dangers. Many countries and terrorist organizations have access to technology making radiological, chemical and biological weapons. 


There is a possibility of use as chemical and radiological weapons or terrorist acts of radioactive materials, highly toxic compounds of agricultural and industrial use. To create a mass destruction may also deliberately shatter the dangerous production, storehouse, transport. In view of technogenic load, increased the risk of large-scale accidents at hazardous production (radiation, chemical, biological) that are not associated with terrorism or fighting, as for example in Bhopal, Goiânia, Chernobyl, Novosibirsk. General global trend is an extension of the tasks from military medicine to medicine of catastrophes. This requires serious revision of the organization of medical service to the extent that goes beyond the treatment and evacuation support.


There are many studies that focus on the impact of certain environmental factors on people. At the same time, the lack of common methodological approaches, traditionalism in the views of individual schools and the constant evolution of threats, protection and military equipment is not allowed to present a structured system of medical support of troops during the various operations that would meet current needs.


Thus, pooling many studies and actual data in a single model of architecture, standards and principles of decision making which could adequately evaluate and predict the professional activities of man, his physical and mental condition is an actual problem for the practice and science. One way to improve planning of peacekeeping operations is to create computer software information to support decision-making.


METHODS


To construct a mathematical tool for planning, forecasting and decision-making control, we used data on direct indicators of occupational performance and functional status of specialists. Employees performed the work with certain physical, informational and emotional workload. Microclimatic conditions to match WBGT 22°C, 26°C, 29°C (dry hot climate), 29°C (humid hot climate). These data were also the basis of computer simulations.

RESULTS, DISCUSSION


Structure functioning of military medical service for the operations in the part that goes beyond the treatment and evacuation is given in Figure 1. The urgent demand of such operations is the principle performs the required tasks without consequences for the lives, health and professional longevity of members of the operation.
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Figure 1: Functioning system of medical support operations.

System-vector approach to medical support of troops provides a package of measures agreed upon by time, place, performers, material resources, organizational and information support. These measures are primarily aimed at protecting life, health, professional performance and professional longevity. 


To create a plan of operations and forecasting was developed formal description of the system (Fig. 2) "ENVIRONMENT – EQUIPMENT - HUMAN BODY - RESULT OF WORK".
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Figure 2: System structure “ENVIRONMENT (En) – EQUIPMENT (Eq) – 
HUMAN BODY (HB) – RESULT OF WORK (RW)”.

In general form the dependence of the results OF WORK of military specialists in such a system can describe the equation: 


		RW=F{Xi} i=1,n      or      RW=F(X ,X ,...Xi,...Xn) i=1,n,   this

		(1)





RW - the result of work of the system; 


X ... Хn - significant elements of the system; 


F - function that determines the dependence of the results of work system from its constituent elements. 


However, each element of the system  is a vector, which in turn consists of many factors: 


		X =(Z ,Z ,...,Zi,...Zn),i=1,n

		(2)





For example, only one element that characterizes the environment - climate may be described by four basic parameters: temperature, thermal radiation, humidity, air mobility and many other, equally important indicators. 


Therefore, in each case the conditions of the system (z) dependence (1) will be: 


		RW(z)=F(X (z),X (z),...,Xi(z),...,Xn(z)) i=1,n,  this

		(3)



		X (z)...Xn(z) -

		concrete set of significant elements of their concrete characteristics for these conditions (environment, workloads, equipment, etc.)





Given considerable the dynamics  and interference of elements next formal description,  was made  subject to requirements that used to describe a number of consecutive events that occur with certain hysteresis (delayed) which together with the actual state of the system is an important system status (separate sequential events) in earlier time.

Using correction element in, we received a methodical approach, which is quite universal and allows to forecast and optimize operations plan, evaluate existing and hypothetical model of defense technology, equipment, protection in terms the functioning of human-level system.


Accordingly, the hierarchical structure of the system (Fig. 3.) may be submitted system of equations 4.


Vector, which determines the influence of the environment (En) consists of a series of physical, chemical, biological, and informational factors. 


Factors vector En can also be divided into threats and environmental conditions of natural derivation and threats created by the warring parties.


The threats and environmental conditions of natural origin, which affect the functional state of the human body combine physical, chemical, biological groups of factors. 


· Physical: high or low temperature, humidity, insolation, the barometric pressure. 


· Chemical: changes in gas composition of air of natural origin (oxygen, carbon dioxide, toxic compounds). 


· Biological: endemic infections, dangerous insects and animals. 
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		RWτ2= RWτ1+f(PW, En2 )                       (4)


PWτ2 = PW τ1+f(CF, RC, A)


CF τ2 = CFτ1+f(RC,A)


RC τ2 = RCτ1+f(En1, W, Eq, A), this 


En - Vector of an environment and danger 


W - workload 


Eq- equipment (personal protective equipment);


TI - Vector representing total influence of all factors of an environment, hazard, workload, equipment, protective equipment on the organism;


CF - Functional condition of an organism;

PW - Organism parameters important for work;


RW - Result of work;

CE - Correction element.





Figure 3: Hierarchical structure of the system “ENVIRONMENT – 
EQUIPMENT – HUMAN BODY – RESULT OF WORK”.


The danger and environmental conditions of natural origin, which affect the functional state of the human body combine physical, chemical, biological groups of factors. 


· Physical: high or low temperature, humidity, insolation, the barometric pressure. 


· Chemical: changes in gas composition of air of natural origin (oxygen, carbon dioxide, toxic compounds). 


· Biological: endemic infections, dangerous insects and animals. 


Vector equipment and protective equipment (Eq) describes the physiological and hygienic characteristics of clothing, shoes, uniforms, personal protective equipment includes such indicators as weight, thermal characteristics, ergonomics, etc. For example, the gas mask is estimated at more than 20 physiological and hygienic parameters. 


The vector system of regulatory and homeostatic body functions (CF) enables to evaluate the net result effect of working conditions on the organism, the physiological cost of work and the dynamics of fatigue (recovery) of the organism. 


The most informative indicator is the maximum time in specific circumstances and indicators of functional state of the organism staff. This often heart rate, core body temperature and sweat loss. 


However, not a specific indicator of functional status that would allow unambiguously compare the functional state of the body at different stages of the work or the application of various remedies. It is connected with a specific feature of the influence of equipment and personal protective equipment standard on functional status, and features personal reactions to specific workload. 


To evaluate the functional state of personnel use the most informative indicators of functional body systems that are crucial to these terms of: cardiovascular (heart rate) and of thermoregulatory (core body temperature and sweat loss). For general evaluation of functional status appropriate to use integrated indices. They were based on the indicators that transformed in the same range of changes. The calculation was made using the principle of unification of the range which offered Craig [
] to calculate the index of physiological effect (І):
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А1 – value parameter of functional status for comfortable conditions;


А2 – maximum value for this parameter;


А3 – value parameter in experiment.


ІА , ІВ , ..., ІZ – a list parameters of functional state, which investigated.


Koschyeyev V.S. et al [
] to assess the functional tension at work propose a modification index Craig (U):
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(Р – changes of functional state in the experiment comparing with its optimal value;


Ро – optimal value of this parameter;


Кі – contribution ratio of each parameter in the tension of functional state.


We made analysis of theoretical approaches that are applied in developing these indices. These indices were used to analyze the data of our own experiments. All this is allowed to make a definite conclusion about their value and make three new indices.


Index of functional tension Craig we have modified and defined as the average change of indicators used for its calculation:
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IFTO – index of the functional tension organism systems (index FTO).


Р – pulse rate at the time of measurement, beats / min;


T – rectal temperature at the time of measurement, °С;


М –  sweat loss at the time of measurement, kg/hr;


Assumed that the application of the index makes a definite conclusion about the critical state of functional mechanisms in a given time (estimate at one point). To evaluate the alterations of the functional state over a period of activity, especially if changes of functional state were nonlinear nature, the definition of this index is inadequate. Index FTO ignores time factor, i.e. it does not account for the duration of functional deviations from the norm, and it is imperative to assess fatigue, functional reserves of the body, heat exhaustion. To assess changes in functional status over time the index FTO was integrated over time and get the index FTO -І:
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(1 – time workload, hour.


To evaluate the equipment was proposed biometric index (ІBІО), which allows estimating the speed of change functional state:
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(1 – time workload, hour.








Analysis of experimental data revealed that the index FTO determines the ability of workers to continue working at the time and make a brief prognosis conditions for these activities. Its value within 0.1 - 0.5 show that the work can be continued, when a change of this index within 0.5 - 0.7 is usually one of the criteria of functional status beyond the maximum permissible values. When changes of this index are within 0.8 - 0.9 value of all criteria of functional state, usually exceeding the maximum permissible level.


Integral value of this index FTO-I shows the state of body reserves and the possibility of recovery. If the value of this index is less than 0.6 professional capacities can be restored in 3-4 hours by 90%.


Biometric index answers the question whether suitable equipment (personal protective equipment) for the climatic conditions and workload. 


If its value does not exceed 0.2, the length of professional activity in the real conditions is not limited to indicators of functional state of the organism. Within 0,2-0,8 observed backward-proportional dependence of the duration and magnitude of this index.


If the index is 0.8 larger equipment (clothing, personal protective equipment) does not meet the climatic conditions of work and workload. Work in these cases from the first minute runs on the background of expressed changes in the functional state of the body and a limited 10-30 minutes.


Correlation analysis confirmed informative developed indices. In Table. 1 presents the correlation coefficient indexes developed with other indicators that were received in the performance test of individual endurance for physical workload and heat resistance.  


Table 1: Correlation Coefficients Indexes Developed of Functional Status with Other Indicators.

		

		Index FTO

		Index FTO-І

		Biometric Index



		Maximum time to work

		0,41

		0,78

		0,93



		Subjective self-assessment of health (self-feelings) at during work

		0,9

		0,82

		0,86



		Expert evaluation of thermal characteristics of equipment

		0,2

		-0,44

		0,9



		The speed of recovery of functional status

		0,53

		0,94

		-0,2





Vector (PW) - Parameters human which are important for work. It also displays the functional state of the organism, but is focusing on the important parameters for successful professional activity (physical power, reaction speed, sensorimotor coordination, thinking, attention, long-term and operational memory, etc.)


To determine the success of professional activity in each particular point of time was offered a formula aggregated factor for determining professional capacity for work (Апп). It is calculated for separate components of professional work and can correctly use the experimental data for the forecast of real people. With all the indicators act as equal size, the specific contribution which is determined by the requirements of professional work.
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n – quantity of important parameters of professional capacity for work  ;


k – weight coefficients of each parameter of professional capacity for work , which is defined;


xi – parameter value is at the time of study;


xmin – minimum value of this parameter;


xmax – maximum value of this parameter.


Evaluation of efficiency for the entire period of work carried out on indicators of efficiency (Pi), which takes into account changes in quantitative and qualitative parameters of professional activities and their contribution to the final result:
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Пі – integral of all the works for all time experiment;


t0,tф – time, respectively, the beginning and of the actual finish of work;


Апп – aggregated factor for determining professional capacity for work;


d( – time integral.


Effectiveness of professional military expert estimated as the ratio obtained generalized index of efficiency to the required values: 
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t0, tф, tн – time, respectively, the beginning work, the actual completion of work and time required.


The central element of the system - defining the functions (f) of communication indices of professional capacity for work  and the functional state of the body. If the task consists of several stages, the effectiveness of professional military specialist evaluated each step.


Vector (W-workload) gives an estimate of workloads for the entire period, which is planned. Traditionally, all kinds of work are divided into mental work and physical work. But any job is a more complex combination of different loads, they violate the functional state of the body and cause fatigue. Each task should be considered as a combination of physical, informational and psycho-emotional load, should take into account the duration of each component of the work separately. For ease of planning and forecasting task should be divided into successive stages with the same structure and level loads.


Analysis of literature data and own investigations have allowed all kinds of work during operations divided into six categories on the energy cost (Table 2).

In the real circumstances, physical activities are closely linked with the algorithm of professional activity during a specific operation, preparations for it and certain types of training. Formally, this algorithm can be described as hour-power parameters.


Table 2: Energy cost under certain types of work during operation.

		Energy cost, W

		The list of works that belong to this category



		Less 210 


(no workload)

		rest 


waiting in full combat readiness,



		Less 300


(light workload)

		march  using transport, attack using technique, of radio communication,  withdraw from battle, maintenance of equipment and weapons, work operators, staff officer and others



		Less 370 


(medium  workload)

		foot march order (speed 4-5 km/h), repair techniques, off road driving, of decontamination, defensive battle



		Less 440


(medium heavy workload)

		rescue, overcoming obstacles, attack of enemy foot procedure, crawl on their stomach 



		Less 510


(heavy workload)

		Engineering work, of artillery fire, elimination of the disaster involving weapons of mass destruction



		Less 580


(very heavy workload)

		quick march in full equipment, cargo work in high pace, march in wooded or swampy terrain foot procedure





The Fig. 4 shows the example of hour-power parameters for personnel conditional military sub-unit. 
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Figure 4:  Example of hour-power parameters for personnel conditional military sub-unit. 


N, - categories on the energy cost workload у. о

(, - time workload, hour.

The sub-unit fulfilled the plan: made a 25 - kilometer march using transport, engineering one hour construction of a firing position, during three hours worked checkpoint mode, then for 2 hours led the defensive battle with the transition to counterattack. After the second counterattack sub-unit was evacuated.


Typically, there are several scenarios for tasks that vary in load and, accordingly, the general matrix for scenarios that are considered may look like Fig. 5.

By analogy with the assessment of physical workload, was assessed information workload , psycho-emotional stress and dynamics of climatic conditions. 


For the evaluation task was used a formula (13) that states the successful execution of the assignment and quality implementation of selected components of work with respect to the required values.

Considered subsystem reflects the connection between the environment, functional condition of an organism and the results of work under known conditions. It allows making short-term forecasts and optimizing implementation tasks.


The system a higher level allows making medical component of the plan for security forces both in the short and long term (Fig. 6). Functionally, both systems are closely related. 


Long-term planning system consists of vector workflow, vector danger, vector time, information and resource vector and target vector.

Vector workflow is one of the key and universal to system for protection employees. On the one hand it reflects a universal approach to responding to danger, the other provides specificity of action depending on the specific hazard. 


		

		

		

		

		

		

		

		

		

		



		N

		

		

		

		

		

		

		

		

		



		4

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		

		

		



		3

		

		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		



		2

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		



		1

		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		

		



		0

		1

		2

		3

		4

		5

		6

		7

		8     (, hr





Figure 5:  Example of hour-power parameters for personnel 
conditional military sub-unit for several scenarios the task.
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		Е - efficiency performance;


N1, N2 – respectively, number of stages completed and the total number of stages that must perform.

		(13)





In a sequence of operations directed at minimizing losses from a specific threat, vector workflow consistently performs the necessary protocols and procedures:


1) Revealing the existence of specific threats and identify its type; 


2) Notification; 


3) Use medical protectors to counter the danger (drugs and medical equipment for carrying out medical measures to protect military personnel), use preventive and therapeutic antidotes, radioprotectors, vaccines and chemoprophylaxis; 


4) Use of technical individual and collective protection; 


5) Treatment on the spot and curative-evacuative support; 


6) Events for the decontamination of personnel, equipment and areas; 


7) Elimination the consequences of danger, restore combat forces, medical units and subdivisions;


8) Analysis of the effectiveness of the system and making necessary changes in its structure and work. 


For make necessary procedures and protocols, that provides vector workflow, necessary, that the work was performed vector "information-cost". Information-cost vector conventionally divided into measures of information-planning component, measures organizational and staff structure, measures material and technical resource.


Activities information-planning vector typically includes preparation of legal documents, instructions and recommendations, the management of medical service, development and coordination of plans, system training and retraining of specialists, order and frequency instruction, a system of notification and provide of operational information, information interaction with commanders of separate parts, heads of departments and services, analysis of the effectiveness of medical services in danger.


This information is necessary for medical personnel for making optimal management decisions to minimize irreversible losses and sanitary losses, maintenance workability personnel and departments, medical assistance to affected using the medical force and resources.


Medico-tactical characteristics of seat danger includes data on type and characteristics of danger,  especially its application and  features of the lesion factors, duration of damaging actions (resistance of time ), lesion area and terrain characteristics, weather conditions, start time of forming the seat danger, predict future development of the situation.


An important component of medico-tactical characteristics of seat danger is data on military personnel, which is in seat danger. His number, available individual and collective protection, experience activity in data danger, trained and adapt to conditions, psychological resistance and others. medico-tactical characteristics of seat danger to predict the number, time and intensity arrival of affected on echelon of medical evacuation, character and structure of the lesions, using drugs and medical equipment for carrying out medical measures of protection and assistance, the need and nature of decontamination. 


Organizational and staffing vector is the contribution of all components of vector workflow via organizational protocols and procedures as well as through the establishment of regular staff and irregular structures (posts). So implement staffing support medical protection subsystem.
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Figure 6: Architecture of long-term planning, using system-vector 
methodology to the work of medical service.

The material and technical resource vector includes providing the means of individual and collective protection, equipment for detection, notification, special treatment, preventive, curative antidote and other drugs used to assist affected. This list also included the whole list of household and medical  items, medical supplies, water and food, which can fulfill the task of medical service in danger regardless of climatic and other conditions. 

Vectors (information-planning, measures organizational and staff, material and technical resource) fulfilling certain action, depending on the specific contingent for which they are executed.


To protect troop’s medical service, within its competence, solves the problem: providing assistance to affected, providing curative and preventive antidote, education and training of personnel for their use, control of military training, and participation in prevention of psychogenic hazardous conditions, control water supply and food.


Action to protect personnel medical unit and sub-unit conducted in full and include additional shares, the same who carried out commanders military units.


Actions protect the wounded and sick in the stages on echelon of medical evacuation have specifics. They take into account the severity of injuries and particularly the use of Vector workflow protect. Usually distinguished four groups of patients as possible to implement measures to protect.


The first group includes those patients that can independently fully implement actions to protect themselves and to use ordinary individual protective means.


The second group includes those patients who need assistance in implementing measures to protect yourself or use of personal protective equipment. For example, wounded with Hearing Impairments require special notification procedures, upper extremity injuries in need of assistance in donning of personal protective equipment, suffered from mental disorders or inadequate behavior need fixing during the application of personal protection, which prevents their pre-term to strip mask.


The third group include patients who require the use of special individual protective means. 


And the fourth of those who can not use personal protective equipment and implement protection measures. 


Patient group 2, 3, and 4 require special, equipment, material and technical resource, organization, notification and application of individual protective means. 


In separate protocols should describe  of interaction with other services, institutions, local and central authorities and the population in terms of vectors (information-planning, measures organizational and staff, material and technical resource). 


For example, in the distribution of strongly toxic chemicals (incident, the bomb) and lack of time value of information is extremely large. For organize work we need to know for whom this information must be provided, which content and volume, in which form,  in which priority. Also, to do this, add the answer to the question: who will do this, what equipment, where a list of addresses and many similarities.


The same is informational and organizational problems in dealing with the whole complex logistics. Logistics should ensure availability of the necessary material and technical resources in the required place, in the required quantities, at the time when it is needed. This requires the relevant information in the required time. Also needed organizational structure and staff, that this will perform.


According to a systematic methodology, measures of vectors (informational, organizational and staff, material and technical) performed during five stage of planning:


1) Permanent readiness;


2) Potential danger;


3) Exposure dangerous factors;


4) The liquidation of the effects of danger;


5) Recovery system operability, necessary supplies and equipment. 


Each of these periods has its own specifics, but all of them aim for implementation security system according to the vector workflow during action of dangerous factor with the highest possible level of efficiency. 


One of the most important measures the period of permanent readiness is scientific support protection system, its medical subsystems. This vector is closely linked to the development of new equipment at all stages: from forming medical and technical training requirements to its application in specific situations. 


Research Medical Support System Protection provides the following sequence of actions aimed at its development and improvement.


This concept development of medical protection. Defining characteristics of some impressive individual hazardous factors depending on the conditions prevailing. Formation of medical-technical and ergonomic requirements for protection. Search for new scientific and technological solutions in developing remedies. Testing the remedies that have been developed or planned to purchase, according to medical and technical requirements. Find ways to maintain a professional capacity in the application of remedies. Development of algorithms predict safety and professional performance in hazardous conditions. Design guidelines of rules and regulations applying remedies. Development of medical evacuation measures to assist affected. Thus implemented medical support at all stages of life cycle models that are being developed.


CONCLUSIONS

Thus the proposed methodology for system-vector approach to combine results of many studies and actual data in a single model of architecture, standards and principles of decision making that can adequately evaluate and predict the professional activities of man, his physical and mental condition. Based on the methodology proposed ways to improve the planning of peacekeeping, antiterrorist, search and rescue operations. The methodology also allows the system to improve medical support operations, design and evaluate the equipment and personal protection equipment. The methodology can be used to create computer programs information support management decisions.


This allows to create  the medical subsystem protection and ensure its most efficient operation with optimal use of financial, intellectual and industrial resources for its improvement.
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HFM-202 addressed progress for advancing the science and technology in the challenging arena of modeling humans in military activities. New contributions were presented in the areas of cognitive models, physical/physiological moderators of behavior, organizational and command environments, and modeling human-in-the-loop of military equipment. The emerging arena of modeling societies and cultures was covered with significant presentations on model architectures, time-linked Bayesian net modeling, and agent-based modeling, all for non-traditional military operations. Additional advice was offered on processes for insuring that NATO M&S is based in science and theory as well as in rigorous review and validation.
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