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Objective





Describe the benefits of searching the social media and the associated risks
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Lesson 1
Social Media
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Social Media Revolution 2012 at http://www.youtube.com/watch?v=0eUeL3n7fDs
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What is Social Media?













Discussion. 

Ask students: 

•	What is it?

•	Capture students’ responses.



Media before the Internet was TV, magazines, newspapers—mostly static communication. With the Internet it’s dynamic and interactive.
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Social Media 

“a form of electronic communication through which users create online communities to share information, ideas, personal messages, and other content” 
www.merriam-webster.com/dictionary/social%20media
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Forms of social media (social instruments of communication): blogs (Blogger, LiveJournal, WordPress); micro-blogs (Twitter, Fmylife); social networking (Facebook, LinkedIn); wikis (Wikipedia, Wetpaint); social bookmarking (Delicious, CiteUlike); social news (ePinions, Yelp); and multimedia sharing (Flickr, Youtube)
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Social Networking













What is social networking?
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What is Social Networking?

According to Wikipedia…

“Online service, platform, or site that focuses on the building of social networks or social relations among people (may share interests and/or activities) 



Consists of a representation of each user (often a profile), his/her social links, and a variety of additional services 



Predominantly  web-based and provide means for users to interact over the Internet, such as email and instant messaging 



Online community services and social network service

Broader sense, social network service usually
is an individual-centered  service whereas
online community services are group-centered




Allow users to share ideas, activities, events,
and interests within their individual networks.”
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What is the Difference Between 
Social Media and Social Networking? 

Social Media vs Social Networking



Social media: use of web-based television, radio, news, etc. as an interactive communication dialogue. (Wikis, podcasts, social bookmarking, YouTube)



Social networking: connect with other people who have a common interest, e.g., hobbies, similar work, or other interests. (Twitter, LinkedIn, FaceBook)http://www.compukol.com/blog/social-media-vs-social-networking/
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Social networking is a subset of social media. 

Social media is a way to transmit or share information with others like a communication channel that delivers in a message format. It disseminates information to others.  

Social networking is a structure with people who are joined by a common interest; the main purpose is to connect with other people.  
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Social Media Universe 
The Conversation Prism version 1.0 
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http://www.briansolis.com/2008/08/introducing-conversation-prism/



Image created by Brian Solis and JESS3. Debut 2008.













Conversations are taking place with or without you. 

An individual is in the center of the prism – observing, listening, participating.

This is why social media is prevalent. This is why social media is included in open source research.  
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Who Uses Social Media?



Department of Defense (DoD)



Government (Federal, State, Local)



Public



International agencies and citizens
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Social Media and Governments

Allow or disallow freedom of expression and access to networks



Censorship



Surveillance mechanism



Intelligence mechanism



Terrorism mechanism



Opportunities for cyber crime
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www.facebook.com/government













Governments monitor information in the social media.
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Social Media and the DoD



Vital tool of communication 



Struggle to maintain Operational Security 



Used for counter media, psychological and special operations and warfare, information gathering and counter intelligence 



 Learned to proactively leverage this new “environment” to achieve organizational goals









Introduction to the 5th Annual Social Media for Defense Summit sponsored by the Institute for Defense and Government Advancement (IDGA). www.idgasocialmedia.com/Event.aspx?id=659400 
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Example: case study of Egypt. 

13



Social Networking Statistics

According to comScore, Inc., 

“Accounted for nearly 1 in every 5 minutes spent online globally in Oct. 2011

Ranked as the most engaging online activity worldwide

Sites reached 82% of world’s Internet population age 15+ that accessed Internet from a home or work computer (1.2 billion users worldwide) 



Facebook (Oct. 2011) reached 55% of the world’s global audience

Accounted for 1 in every 7 minutes spent online worldwide

Accounted for 3 in every 4 social networking minutes worldwide



Microblogging (October 2011)

Twitter reached 1 in 10 Internet users worldwide; grew 59%

Chinese, Sina Weibo, ranked 10th largest social network; grew 181%

Tumblr, ranked 12th worldwide; grew 72% 
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Provide definition of microblogging – (Instructor’s Guide, Glossary).



Provide highlights
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Social Networking Statistics 

All age groups (October 2011)

Age 15-24 most highly-engaged segment; average 8 hours per visitor

 Age 55+ fastest-growing age segment; usage increased 10% July 2010 to October 2011 



Mobile devices contributing to social addiction

U.S., 2 in 5 accessed social networking sites on their mobile

device nearly every day

EU5,  nearly 1 in 4 accessed social 

networking sites on their mobile device 

nearly every day
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http://www.egsustainability.com













Provide highlights
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Social Media and Research













Who produces social media?  Who uses social media?  Why do we search social media? 

Capture student’s answers.  Provide as capturing answers:

We use it because it can help or determine the ROI of products, services, brands. 

It provides insight.

It’s in the depth of conversation, it could result in increased traffic to a website. The conversations are more personal and to the point

Its timely and direct communication between you and the people you connect with.

Why use it? You can advertise a business you like or your own, create a following.  

Caution, social media can be skewed or manipulated. However, a big no no with social media is skewing or manipulating comments, likes, diggs, or other data for your own benefit or purpose. Don’t ask friends, family to just cast a vote –it can create a public relations nightmare if the truth is ever known.
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Social Media Research

Why search the Social Media?



Military Intelligence



Law Enforcement

Finding Missing Persons

Finding Criminals



Business Intelligence

Biographical Information

Product Information

Industry Information

Customer Information
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Open: http://snap.stanford.edu/proj/socmedia-www/
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Social Media Monitoring Funnel
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This graphic was created by Brain Chappell at www.ignitesocialmedia.com.   I’m sure that it’s changed since 2009 but it gives you an idea of the challenges of analyzing social media. The funnel gives you an approach for doing this.  
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Social Media/Search Tools 



Kurrently: 
www.kurrently.com 



Whos Talkin: 
www.whostalkin.com 



   Video: http://www.whostalkin.com/blog/news/new- whostalkincom-video-demo/



Samepoint: 
www.samepoint.com 
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Demonstrate each tool.

Kurrently is used to search Facebook and Twitter. You can also switch your search to Google, Bing, Baidu and YouTube.



Whostalking.com—great for finding latest talk about any topic you’re interested in.  For example big data. First link was to Twitter: http://twitter.com/jfavlam/statuses/210859841957281792   Then to the article: http://smallbusiness.yahoo.com/advisor/why-big-data-big-deal-150209379.html
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Social Media/Social News Aggregators 

Addict-o-matic: http://addictomatic.com 



Digg: www.digg.com 



News Now.co.uk: www.newsnow.co.uk 



Reddit: www.reddit.com 



Reuters’s Social Pulse: www.reuters.com/social 



Silobreaker: www.silobreaker.com 



StumbleUpon: www.stumbleupon.com 
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SOCIAL

media & news













Each site looks at news differently. Demonstrate. For sites that have likes, the more you like, the more it goes to the top

At Reddit, redditors vote on which stories and discussions are important. See their About for more info and stats. At Reddit, redditors vote on which stories and discussions are important. See their About for more info and stats.   “I read it on reddit” 

Addict-o-matic: by subject, real time, news, blogs, Youtube, photos, lots of sources

Digg: likes that were built by community—Do you digg it?

NewsNow  -topical menu, can see the ones you most view

Silobreaker—can search by country, covers business energy, technology, science, hot spots, trends, network diagram, has advanced search, can link entities to articles.
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Social Media/Temporal Analytics 



PasteBin: 
www.pastebin.com 



Recorded Future: 
www.recordedfuture.com 



social mention: 
www.socialmention.com 
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Provide a definition of temporal analytics for the students. Definition and description are in the Instructor’s Guide, Glossary.

Instructor will demonstrate Recorded Future and social mention.
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Social Networking Need-to-Knows

According to a December 2011 report of ComScore, 
the top ten need-to-knows about social networking are:



Most popular online activity worldwide



Behavior both transcends and reflects
regional differences around the world



Importance of Facebook cannot be overstated



Microblogging has emerged as a disruptive new force in social networking



Local social networks are making inroads globally
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Confirmation of the breadth of social media.
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Social Networking Need-to-Knows 

Not just young people using social networking anymore – it’s everyone



‘Digital natives’ suggest communications are going social



Leads in online display advertising 
in the U.S., but lags in share of dollars



Next disrupters have yet to be decided



Mobile devices are fueling the social 

        addiction









The report is available at www.comscore.com/Press_Events/Presentations_Whitepapers/
2011/it_is_a_social_world_top_10_need-to-knows_about_social_networking 
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Social Networks and Research

Why Search it?

Business Intelligence

Brand name tracker

Expand network of Professional Interest Groups and Individuals

Find out about a particular company, competitors, market share

Track company and industry employment trends and technology

Track experts 



Search Tools:

 for Twitter – TweetDeck: www.tweetdeck.com; HootSuite: www.hootsuite

 for LinkedIn, Facebook - http://itools.com/

 for conferences – http://twubs.com, hashtags in: Twitter, Bing
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Note: what is available, may not be what you posted.
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TweetDeck
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https://support.twitter.com/articles/20169620-getting-started-with-tweetdeck  . TweetDeck account is different than Twitter. You can manage multiple accounts and synchronize your configuration when we use TweetDeck from different computers. You can’t tweet with it and you can’t sign in to TweetDeck with your Twitter credentials.  Go to http://web.tweetdeck.com to sign up. Once you sign in you can add multiple Twitter and Facebook accounts to your TweetDeck. How to Use TweetdDck : http://www.youtube.com/watch?v=HyWascJ6QKc&feature=related
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HootSuite

Video: HootSuite Beginners Tutorial http://www.youtube.com/watch?v=t9vs0PfgXsc&feature=related



Difference between TweetDeck and HootSuite video

http://keithbloemendaal.me/hootsuite-vs-tweetdeck-2011
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http://rujacksalad.blogspot.com/2012/07/twitter-clients-difference-web.html
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Social Networking Search Tools

Follower Wonk:  http://followerwonk.com/—analyze followers on Twitter



Facebook Search—the internal search



Twitter Advanced Search Tool—can search the entire Twittersphere for keywords, people and places



Tweetmeme:  http://tweetmeme.com/ - great for finding what’s trending on Twitter

8/20/2012
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   http://www.leapgo.com/blog/bid/145955/Top-5-Social-Media-Search-Tools    See this URL for more info on these search tools.
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Organizations such as alumni, military, etc. have social networking sites.



Facebook: www.facebook.com 



Google+: https://plus.google.com/ 

www.youtube.com/watch?v=A3Atj57r15U&feature=player_embedded



LiveJournal: www.livejournal.com 



Meetup: www.meetup.com 



MySpace: www.myspace.com 



Social Networking Sites
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Social Networking Sites 

Tumblr: www.tumblr.com 



Twitter: www.twitter.com 



U.S. Army on Twitter: 
http://twitter.com/usarmy 



U.S. Army CGSC on Twitter: 
http://twitter.com/USACGSC 



YouTube: www.youtube.com 
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3 ways to track information flow in Twitter:

(1) Trace the spread of a “hashtag” over the network

(2) Trace the spread of a particular URL

(3) Re-tweets 











Twitter information network: Each user generates a stream of tweets

Users then subscribe to “follow” the streams of others
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Professional Networking Sites 

Intelink (U.S. Government computer system – personnel and contractors): 
www.intelink.gov 



LinkedIn: 
www.linkedin.com 



ZoomInfo: 
www.zoominfo.com 
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Image: http://office.microsoft.com/en-us/images/results.aspx?qu=world&ctt=1#ai:MP900442452|mt:0|
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Human Resources Sites to Track Companies, People, and Jobs



Indeed.com:  www.indeed.com/



Simplyhired.com:  www.simplyhired.com/



Glassdoor.com: www.glassdoor.com/Salaries/index.htm



Recruiter:  www.recruiter.com
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Social Networking – Odds ‘n Ends

Wikipedia’s list of social networking sites is available at http://en.wikipedia.org/wiki/List_of_social_networking_websites 



The CIA and Twitter

AP Exclusive: CIA Following Twitter, Facebook: http://news.yahoo.com/ap-exclusive-cia-
following-twitter-facebook-081055316.html 



CIA Open Source Center Follows Foreign Twitter, Facebook Accounts: http://www.huffingtonpost.com/2011/11/04/cia-open-source-center_n_1075827.html 



News organizations are using Twitter

How Mainstream Media Outlets Use Twitter: http://www.journalism.org/print/27311 
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cbsnews.com
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Social Media and 
Legal Issues













Social Media is not exempt from legal issues.



What you need to keep in mind is the environment you are working in, your requirements for research, and what are some of the issues that can arise when you are researching this medium.  There are rules that you need to follow whether they are dictated by the company/agency policy or US or foreign laws.
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Intellectual Property

Protect intellectual property 



Avoid infringements, such as plagiarism, copyright, trademark, trade secrets, etc.



Be aware of the policies of the  websites - transparency and 

   data collection and sharing
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http://office.microsoft.com/en-us/images/results.aspx?qu=laptop&ctt=1#ai:MP900440914|mt:0|
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Social Media Issues in the News

Privacy and publicity laws and businesses



Publicity rights



Social networking accounts – who is the owner?



Social media – data collection and sharing



Social media and free speech
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Be aware of the changes in social media policies. Google issues—maps—pictures of your backyard with you in it.  GPS is in your car.  But it can also locate you anywhere you are online or on your smart phone. You may be dead but your Facebook information will live on forever.  
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Social Media Policy Guidelines

ACAS’s home page on social networking: www.acas.org.uk/index.aspx?articleid=3375 

BBC’s News:  Social Media guidance: http://news.bbc.co.uk/2/shared/bsp/hi/pdfs/
14_07_11_news_social_media_guidance.pdf 

BT’s Social Media Guidelines: http://richarddennison.wordpress.com/bts-social-media-guidelines/ 

CIPR’s Social Media Best Practice Guide: www.cipr.co.uk/sites/default/files/CIPR_social_media
%20_best%20_practice%20_guidance%20_2011_1.pdf 

Gartner’s Public Web Participation Guidelines: http://blogs.gartner.com/?page_id=69 

IBM’s Social Computing Guidelines: www.ibm.com/blogs/zz/en/guidelines.html
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Social Media
Policy Guidelines















Due to the many issues of social media and networks, organizations have found it necessary to create, implement, and enforce social media policy and guidelines. 

Reminder – employers record search histories, key strokes, email, etc. Be sure that your research is within your organization’s guidelines.



These are samples of social media policy and guidelines. Instructor will demonstrate the differences of two sites.
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Social Media Policy Guidelines 

Intel’s Social Media Guidelines: www.intel.com/sites/sitewide/en_SA/social-media.htm 

International Olympic Committee’s IOC Social Media, Blogging and Internet Guidelines for participants and other accredited persons at the London 2012 Olympic Games: www.olympic.org/Documents/Games_London_2012/IOC_
Social_Media_Blogging_and_Internet_Guidelines-London.pdf 

Template Twitter Strategy for Government Departments: www.scribd.com/doc/17313280/Template-Twitter-
Strategy-for-Government-Departments 

U.S. Coast Guard’s Social Media Guidelines: www.uscg.mil/ANNOUNCEMENTS/alcoast/ALCOAST45708.txt 

U.S. Marine Corps’ Social Media Guidelines: http://marines.dodlive.mil/files/2011/08/
Marines-Social-Media-Handbook.pdf 

Walmart’s Social Media Guidelines: http://walmartstores.com/9179.aspx 
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Lesson 2
Finding People

8/20/2012

38















38



Finding People

Search Options: name, address, public record, telephone number, email 



Free vs Fee versions



Reliability



Is this really the right person?



Is this really the right address?



Facebook, LinkedIn

	





LESSON 2
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Finding People

These sites may also include businesses and reverse telephone number lookups. 	



411.com: www.411.com 



Addresses.com: www.addresses.com 



AnyWho: www.anywho.com 



Free Public Record Sites: 
www.publicrecordsources.com/ 



Google: www.google.com 



Infobel: www.infobel.com 

LESSON 2
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Finding People



Intelius: www.intelius.com 



International White and Yellow Pages: www.wayp.com 



Itools: http://itools.com/search/people-search



NameBase: www.namebase.org 



Pandia People: http://pandia.com/people/ 



PeopleFinders: www.peoplefinders.com 



Pipl: www.pipl.com



			

LESSON 2
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Finding People 

SearchSystems.net: http://publicrecords.searchsystems.net/ 



Spokeo:  www.spokeo.com



Superpages: http://superpages.com 



Switchboard: www.switchboard.com 



U.S. Immigration and Customs Enforcement, 
Online Detainee Locator System: https://locator.ice.gov/odls/homePage.do 



Yahoo!: http://people.yahoo.com 



ZabaSearch: www.zabasearch.com 





LESSON 2
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Hands-on Exercise
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Topics
Lesson 1 – Social Media


 Social Media and Networking


 Definitions, differences


 Statistics, Use


 Social Media and Research 


 Search Tools


 Social Networks and Research


 Legal Issues


 Social Media Policy and Guidelines


Lesson 2 – Finding People
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Objective


Describe the benefits of searching the Describe the benefits of searching the 
social media and the associated risks
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Social Media 


“a form of electronic communication 
through which users create online 
communities to share information  communities to share information, 
ideas, personal messages, and other 
content” 
www.merriam‐webster.com/dictionary/social%20media
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What is Social Networking?
According to Wikipedia…


 “Online service, platform, or site that focuses on the building of social 
networks or social relations among people (may share interests and/or 
activities) 


 Consists of a representation of each user (often a profile), his/her social 
links, and a variety of additional services 


 Predominantly  web‐based and provide means for users to interact over 
the Internet, such as email and instant messaging 


 Online community services and social network service


 Broader sense, social network service usually
is an individual‐centered  service whereas
online community services are group‐centered


 Allow users to share ideas, activities, events,
and interests within their individual networks.”
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What is the Difference Between 
Social Media and Social Networking? 


Social Media vs Social Networking


• Social media: use of web‐based television, radio, 
news, etc. as an interactive communication 
dialogue  (Wikis  podcasts  social bookmarking  dialogue. (Wikis, podcasts, social bookmarking, 
YouTube)


• Social networking: connect with other people 
who have a common interest, e.g., hobbies, 
similar work, or other interests. (Twitter, LinkedIn, 
FaceBook)http://www.compukol.com/blog/social‐
media‐vs‐social‐networking/
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Social Media Universe 
The Conversation Prism version 1.0 


Image created 
by Brian Solis 
and JESS3. 
Debut 2008.
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http://www.briansolis.com/2008/08/int
roducing‐conversation‐prism/


Who Uses Social Media?


 Department of Defense (DoD)


 Government (Federal, State, Local)


 Public


 International agencies and citizens


8/20/2012 11


Social Media and Governments
 Allow or disallow freedom of 
expression and access to networks


 Censorship


 Surveillance mechanism


 Intelligence mechanism


 Terrorism mechanism


 Opportunities for cyber crime
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www.facebook.com/government
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Social Media and the DoD
• Vital tool of communication 


• Struggle to maintain Operational Security 


• Used for counter media, psychological and special 
operations and warfare, information gathering and 
counter intelligence 


• Learned to proactively leverage this new 
“environment” to achieve organizational goals


Introduction to the 5th Annual Social Media for Defense Summit sponsored by the 
Institute for Defense and Government Advancement (IDGA). 
www.idgasocialmedia.com/Event.aspx?id=659400
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Social Networking Statistics
 According to comScore, Inc., 


• “Accounted for nearly 1 in every 5 minutes spent online globally in Oct. 
2011


• Ranked as the most engaging online activity worldwide
• Sites reached 82% of world’s Internet population age 15+ that accessed 


Internet from a home or work computer (1.2 billion users worldwide) p ( )


 Facebook (Oct. 2011) reached 55% of the world’s global audience
 Accounted for 1 in every 7 minutes spent online worldwide
 Accounted for 3 in every 4 social networking minutes worldwide


 Microblogging (October 2011)
• Twitter reached 1 in 10 Internet users worldwide; grew 59%
• Chinese, SinaWeibo, ranked 10th largest social network; grew 181%
• Tumblr, ranked 12th worldwide; grew 72% 
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Social Networking Statistics 
 All age groups (October 2011)


 Age 15‐24 most highly‐engaged segment; average 8 hours per 
visitor


 Age 55+ fastest‐growing age segment; usage increased 10% 
J l    t  O t b    July 2010 to October 2011 


 Mobile devices contributing to social addiction
 U.S., 2 in 5 accessed social networking sites on their mobile


device nearly every day


 EU5,  nearly 1 in 4 accessed social 


networking sites on their mobile device 


nearly every day
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http://www.egsustainability.com
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Social Media Research
Why search the Social Media?


 Military Intelligence


 Law Enforcement


 Finding Missing Persons Finding Missing Persons


 Finding Criminals


 Business Intelligence


 Biographical Information


 Product Information


 Industry Information


 Customer Information


8/20/2012 17


Social Media Monitoring Funnel
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Social Media/Search Tools 


 Kurrently: 
www.kurrently.com


Wh T lki   Whos Talkin: 
www.whostalkin.com


Video: http://www.whostalkin.com/blog/news/new‐
whostalkincom‐video‐demo/


 Samepoint: 
www.samepoint.com
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Social Media/Social News Aggregators 


 Addict‐o‐matic: http://addictomatic.com


 Digg: www.digg.com


 News Now co uk: wwwnewsnow co uk News Now.co.uk: www.newsnow.co.uk


 Reddit: www.reddit.com


 Reuters’s Social Pulse: www.reuters.com/social


 Silobreaker: www.silobreaker.com


 StumbleUpon: www.stumbleupon.com


8/20/2012 20
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Social Media/Temporal Analytics 


 PasteBin: 
www.pastebin.com


 Recorded Future: 
www.recordedfuture.com


 social mention: 
www.socialmention.com
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Social Networking Need‐to‐Knows


According to a December 2011 report of ComScore, 
the top ten need‐to‐knows about social networking are:


1. Most popular online activity worldwide


2. Behavior both transcends and reflects
regional differences around the world


3. Importance of Facebook cannot be overstated


4. Microblogging has emerged as a disruptive new force in social 
networking


5. Local social networks are making inroads globally


8/20/2012 22
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Social Networking Need‐to‐Knows 


6. Not just young people using social networking anymore – it’s 
everyone


7. ‘Digital natives’ suggest communications are going social


8. Leads in online display advertising 
in the U.S., but lags in share of dollars


9. Next disrupters have yet to be decided


10. Mobile devices are fueling the social 
addiction


The report is available at www.comscore.com/Press_Events/Presentations_Whitepapers/
2011/it_is_a_social_world_top_10_need‐to‐knows_about_social_networking
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Social Networks and Research
 Why Search it?


 Business Intelligence
 Brand name tracker


 Expand network of Professional Interest Groups and Individuals


Fi d    b     i l     i   k   h Find out about a particular company, competitors, market share


 Track company and industry employment trends and technology


 Track experts 


 Search Tools:


for Twitter – TweetDeck: www.tweetdeck.com; HootSuite: 
www.hootsuite


for LinkedIn, Facebook ‐ http://itools.com/


for conferences – http://twubs.com, hashtags in: Twitter, Bing
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TweetDeck
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HootSuite
 Video: HootSuite Beginners Tutorial 
http://www.youtube.com/watch?v=t9vs0PfgXsc&featu
re=related


 Difference between TweetDeck and HootSuite video


http://keithbloemendaal.me/hootsuite‐vs‐tweetdeck‐
2011


8/20/2012 26


Social Networking Search Tools
 Follower Wonk:  http://followerwonk.com/—analyze 
followers on Twitter


 Facebook Search—the internal searchFacebook Search the internal search


 Twitter Advanced Search Tool—can search the entire 
Twittersphere for keywords, people and places


 Tweetmeme:  http://tweetmeme.com/ ‐ great for 
finding what’s trending on Twitter
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 Organizations such as alumni, military, etc. have social 
networking sites.


 Facebook: www.facebook.com


Social Networking Sites


 Google+: https://plus.google.com/
 www.youtube.com/watch?v=A3Atj57r15U&feature=player_embe


dded


 LiveJournal: www.livejournal.com


 Meetup: www.meetup.com


 MySpace: www.myspace.com
8/20/2012 28
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Social Networking Sites 
 Tumblr: www.tumblr.com


 Twitter: www.twitter.com


 U.S. Army on Twitter: 
http://twitter.com/usarmy


 U.S. Army CGSC on Twitter: 
http://twitter.com/USACGSC


 YouTube: www.youtube.com
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Professional Networking Sites 
 Intelink (U.S. Government computer system –
personnel and contractors): 
www.intelink.gov


 LinkedIn: 
www.linkedin.com


 ZoomInfo: 
www.zoominfo.com
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Human Resources Sites to Track 
Companies, People, and Jobs


 Indeed.com: www.indeed.com/


 Simplyhired.com:  www.simplyhired.com/


 Glassdoor.com:
www.glassdoor.com/Salaries/index.htm


 Recruiter: www.recruiter.com
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Social Networking – Odds ‘n Ends
 Wikipedia’s list of social networking sites is available at 


http://en.wikipedia.org/wiki/List_of_social_networking_websites


The CIA and Twitter
 AP Exclusive: CIA Following Twitter, Facebook: 


htt // h / l i ihttp://news.yahoo.com/ap‐exclusive‐cia‐
following‐twitter‐facebook‐081055316.html


 CIA Open Source Center Follows Foreign Twitter, Facebook Accounts: 
http://www.huffingtonpost.com/2011/11/04/cia‐open‐source‐
center_n_1075827.html


News organizations are using Twitter
 How Mainstream Media Outlets Use Twitter: 


http://www.journalism.org/print/27311
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cbsnews.com
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Intellectual Property
 Protect intellectual property 


 Avoid infringements, such as 
plagiarism, copyright, trademark, p g , py g , ,
trade secrets, etc.


 Be aware of the policies of the 
websites ‐ transparency and 


data collection and sharing
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Social Media Issues in the News


 Privacy and publicity laws and businesses


 Publicity rights


 Social networking accounts – who is the owner?


 Social media – data collection and sharing


 Social media and free speech
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Social Media Policy Guidelines
 ACAS’s home page on social networking: 


www.acas.org.uk/index.aspx?articleid=3375


 BBC’s News:  Social Media guidance: 
http://news.bbc.co.uk/2/shared/bsp/hi/pdfs/
14_07_11_news_social_media_guidance.pdf


 BT’s Social Media Guidelines: 
http://richarddennison.wordpress.com/bts‐social‐media‐guidelines/


 CIPR’s Social Media Best Practice Guide: 
www.cipr.co.uk/sites/default/files/CIPR_social_media
%20_best%20_practice%20_guidance%20_2011_1.pdf


 Gartner’s Public Web Participation Guidelines: 
http://blogs.gartner.com/?page_id=69


 IBM’s Social Computing Guidelines: 
www.ibm.com/blogs/zz/en/guidelines.html
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Social Media Policy Guidelines 
 Intel’s Social Media Guidelines: 


www.intel.com/sites/sitewide/en_SA/social‐media.htm


 International Olympic Committee’s IOC Social Media, Blogging and 
Internet Guidelines for participants and other accredited persons at 
the London 2012 Olympic Games: 
www.olympic.org/Documents/Games_London_2012/IOC_
Social_Media_Blogging_and_Internet_Guidelines‐London.pdfgg g p


 Template Twitter Strategy for Government Departments: 
www.scribd.com/doc/17313280/Template‐Twitter‐
Strategy‐for‐Government‐Departments


 U.S. Coast Guard’s Social Media Guidelines: 
www.uscg.mil/ANNOUNCEMENTS/alcoast/ALCOAST45708.txt


 U.S. Marine Corps’ Social Media Guidelines: 
http://marines.dodlive.mil/files/2011/08/
Marines‐Social‐Media‐Handbook.pdf


 Walmart’s Social Media Guidelines: 
http://walmartstores.com/9179.aspx
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Finding People


• Search Options: name, address, public record, 
telephone number, email 


• Free vs Fee versions


• ReliabilityReliability


• Is this really the right person?


• Is this really the right address?


• Facebook, LinkedIn
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Finding People
These sites may also include businesses and reverse telephone 
number lookups. 


 411.com: www.411.com


 Addresses.com: www.addresses.com


A Wh   h AnyWho: www.anywho.com


 Free Public Record Sites: 
www.publicrecordsources.com/


 Google: www.google.com


 Infobel: www.infobel.com
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Finding People
 Intelius: www.intelius.com


 International White and Yellow Pages: www.wayp.com


 Itools: http://itools.com/search/people‐search


 NameBase: www.namebase.orgg


 Pandia People: http://pandia.com/people/


 PeopleFinders: www.peoplefinders.com


 Pipl: www.pipl.com
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Finding People 
 SearchSystems.net: 


http://publicrecords.searchsystems.net/ 


 Spokeo:  www.spokeo.com


 Superpages: http://superpages.com


 Switchboard: www.switchboard.com


 U.S. Immigration and Customs Enforcement, 
Online Detainee Locator System: 
https://locator.ice.gov/odls/homePage.do


 Yahoo!: http://people.yahoo.com


 ZabaSearch: www.zabasearch.com
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HandsHands‐‐on Exerciseon Exercise
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Social Media Resources for the Students

Lesson 1 – Social Media 



Social Media Revolution 2012 

www.youtube.com/watch?v=0eUeL3n7fDs





What is the Difference Between Social Media and Social Networking?



Social Media vs Social Networking

www.compukol.com/blog/social-media-vs-social-networking/





Social Media and the DoD



Egypt’s Arab Spring

www.dsg.ae/en/ASMR2/ASMRHome2.aspx



Air Force Seeks Fake Online Social Media Identities

www.informationweek.com/news/229219056





Social Media Research



Analytics & Predictive Models for Social Media

http://snap.stanford.edu/proj/socmedia-www/





Social Media Monitoring Funnel



The Social Medial Monitoring Funnel

http://www.ignitesocialmedia.com/social-media-monitoring/social-media-monitoring-funnel/





Social Media/Search Tools



kurrently

www.kurrently.com



Whos Talkin

www.whostalkin.com

Video: http://www.whostalkin.com/blog/news/new- whostalkincom-video-demo/



“Why Big Data is a Big Deal”

http://twitter.com/jfavlam/statuses/210859841957281792

http://smallbusiness.yahoo.com/advisor/why-big-data-big-deal-150209379.html



Samepoint

www.samepoint.com





Social Media/Social News Aggregators 



Addict-o-matic

http://addictomatic.com



Digg

www.digg.com



News Now.co.uk

www.newsnow.co.uk



reddit

www.reddit.com



Reuter’s Social Pulse

www.reuters.com/social



Silobreaker

www.silobreaker.com



StumbleUpon

www.stumbleupon.com





Social Media/Temporal Analytics



PasteBin

www.pastebin.com



Recorded Future

www.recordedfuture.com



“Intelligence Analysis Tools”

https://www.recordedfuture.com/how-people-use-recorded-future/defense-intelligence-analysis-tools/



“Baghdad Next 60 Days”

https://www.recordedfuture.com/rf/share.jsp?st=5rqUSL&fmt=entityview&vm=&sharecode=5605c2761e5ac26d&ou=https://www.recordedfuture.com/rf/s/4LOCWL



social mention

www.socialmention.com





TweetDeck



Getting Started with TweetDeck

http://twitter.com/jfavlam/statuses/210859841957281792



“How to Use TweetDeck”

http://www.youtube.com/watch?v=HyWascJ6QKc&feature=related





HootSuite



“HootSuite Beginners Tutorial”

 http://www.youtube.com/watch?v=t9vs0PfgXsc&feature=related



“Difference between TweetDeck and HootSuite”

http://keithbloemendaal.me/hootsuite-vs-tweetdeck-2011



“Twitter Clients: The Difference Web, TweetDeck and HootSuite” http://rujacksalad.blogspot.com/2012/07/twitter-clients-difference-web.html





Social Networking Tools



“Top 5 Social Media Search Tools”

http://www.leapgo.com/blog/bid/145955/Top-5-Social-Media-Search-Tools





Social Networking Sites



Facebook

www.facebook.com



Google+

https://plus.google.com/



LiveJournal

www.livejournal.com



Meetup

www.meetup.com



MySpace

www.myspace.com



Tumblr

www.tumblr.com



Twitter

www.twitter.com



U.S. Army on Twitter

http://twitter.com/usarmy



U.S. Army CGSC on Twitter

http://twitter.com/USACGSC



YouTube

www.youtube.com





Professional Networking Sites 



Intelink (U.S. Government computer system – personnel and contractors)

www.intelink.gov   



LinkedIn

www.linkedin.com



ZoomInfo

www.zoominfo.com





Human Resources Sites to Track Companies, People, and Jobs 



Indeed.com

www.indeed.com



Simplyhired.com

www.simplyhired.com



Glassdoor.com

www.glassdoor.com/Salaries/index.htm





Recruiter

www.recruiter.com





Social Networking – Odds ‘n Ends:



Wikipedia’s list of social networking sites is available at http://en.wikipedia.org/wiki/List_of_social_networking_websites



The CIA and Twitter.

AP Exclusive: CIA Following Twitter, Facebook

http://news.yahoo.com/ap-exclusive-cia-following-twitter-facebook-081055316.html



“CIA Open Source Center Follows Foreign Twitter, Facebook Accounts”

http://www.huffingtonpost.com/2011/11/04/cia-open-source-center_n_1075827.html



News organizations are using Twitter:

“How Mainstream Media Outlets Use Twitter”

http://www.journalism.org/print/27311





Social Media Policy and Guidelines



ACAS’s home page on social networking

http://www.acas.org.uk/index.aspx?articleid=3375



BBC’s News:  Social Media guidance

http://news.bbc.co.uk/2/shared/bsp/hi/pdfs/14_07_11_news_social_media_guidance.pdf



BT’s Social Media Guidelines

http://richarddennison.wordpress.com/bts-social-media-guidelines/



CIPR’s Social Media Best Practice Guide

http://www.cipr.co.uk/sites/default/files/CIPR_social_media%20_best%20_practice%20_guidance%20_2011_1.pdf



Gartner’s Public Web Participation Guidelines

http://blogs.gartner.com/?page_id=69



IBM’s Social Computing Guidelines

http://www.ibm.com/blogs/zz/en/guidelines.html



Intel’s Social Media Guidelines

http://www.intel.com/sites/sitewide/en_SA/social-media.htm



International Olympic Committee’s IOC Social Media, Blogging and Internet Guidelines for participants and other accredited persons at the London 2012 Olympic Games

http://www.olympic.org/Documents/Games_London_2012/IOC_Social_Media_Blogging_and_Internet_Guidelines-London.pdf



Template Twitter Strategy for Government Departments

http://www.scribd.com/doc/17313280/Template-Twitter-Strategy-for-Government-Departments



U.S. Coast Guard’s Social Media Guidelines

http://www.uscg.mil/ANNOUNCEMENTS/alcoast/ALCOAST45708.txt



U.S. Marine Corps’ Social Media Guidelines

http://marines.dodlive.mil/files/2011/08/Marines-Social-Media-Handbook.pdf



Walmart’s Social Media Guidelines

http://walmartstores.com/9179.aspx

[bookmark: _GoBack]



Lesson 2 – Finding People



Finding People



411.com

www.411.com



Addresses.com

www.addresses.com



AnyWho

www.anywho.com



Free Public Record Sites

http://www.publicrecordsources.com/



Google

www.google.com



infobel

www.infobel.com



Intelius

www.intelius.com



International White and Yellow Pages

www.wayp.com



Itools

http://itools.com/search/people-search



NameBase

www.namebase.org



Pandia People

http://pandia.com/people/



PeopleFinders

www.peoplefinders.com



pipl

www.pipl.com

Instructor’s note: Be cautious with pipl.



SearchSystems.net

http://publicrecords.searchsystems.net/



Spokeo

www.spokeo.com



Superpages

http://superpages.com



Switchboard

www.switchboard.com



U.S. Immigration and Customs Enforcement, Online Detainee Locator System

https://locator.ice.gov/odls/homePage.do



Yahoo!

http://people.yahoo.com



ZabaSearch

www.zabasearch.com
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Topics


Lesson 1 – Evaluation of Sources and 
Information
• Types of SourcesTypes of Sources
• Criteria for the Evaluation of Information
• Reliability of Information
• Source Reliability
• Source Credibility


Lesson 2 – Evaluation of Websites and 
Content
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Objective


Provide the criteria to evaluate 
sources and information
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Types of Sources
Primary
 Direct access to the information 


 Conveys the information directly and completely 


 Originator of the information


 Original documents 


 Usually the most accurate for facts


 First‐hand observations, reporting or viewpoints. 


 Examples: Speeches, original research 
reports or studies, creative works, 
news footage, diaries
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Types of Sources
Secondary


 Conveys information through 
various types of filters such as 
i di  intermediary sources


 Translation from the vernacular


 Interprets or analyzes an event or 
subject 


 Examples: Literary criticism, 
biographies, textbooks, editorial
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Types of Sources
Tertiary


 Identify and locate primary 
and secondary sources y


 Reference works, collections,
or lists of primary and 
secondary sources


 Examples: Encyclopedias, indices, abstracts, 
bibliographies, library databases 
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Criteria for the Evaluation 
of Information 


The CARS checklist for 
information quality is:


Credibility


Accuracy


Reasonableness


Support
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Criteria for the Evaluation 
of Information 
Scope of coverage
 To what extent is the topic is explored
 What is the purpose for providing the information 


and advertising?
Authority
 Expertise or recognized official status of a source 


C id   h   i   f  h   h   d  h   Consider the reputation of the author and the 
publisher. What are their credentials?


Objectivity
 Is there bias or is an opinion expressed?
 Examine the writing style. Is persuasive language 


used? Is there a hidden agenda?
 Does the author/source present various viewpoints 


or a balance of viewpoints?
 What is the purpose for providing the information 


and advertising? 
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Criteria for the Evaluation 
of Information 
Accuracy


 Critical thinking


 What is the editing and publishing 
policy of the source?


 Is it peer‐reviewed? 


 Quality control?


 Verification?


 Are there errors?


 Is there evidence of plagiarism?


 Secondary sources should provide cited references
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Criteria for the Evaluation 
of Information 


Timeliness


 Is the information current 
at the time of publication? 


Other criteria to consider:


Age‐ or skill‐level appropriate


 Is it age‐ or skill‐level appropriate?


Security
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Reliability of Information 
Rank Reliability Description


1 Confirmed Confirmed by other sources. Logical in itself. 
Consistent or agrees with other information on the 
subject.


2 Probably 
True


Not confirmed. Logical in itself. Consistent  or 
agrees with other information on subject.
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3 Possibly
True


Not confirmed. Reasonably logical in itself. Agrees 
with some other information on subject.


4 Doubtfully 
True


Not confirmed. Possible, but not logical in itself. 
No other information on the subject.


5 Improbable The contrary is confirmed. Not logical in itself. 
Contradicted by other information on the subject.


6 Cannot be 
Judged


Cannot be determined. No basis exists for 
evaluating the validity of the information. 
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Verification of Information 


 Always try to find and use the original source. 


 Verify, corroborate, or confirm your information 
with two or three reliable sources.


 Use trustworthy sources for verification, such as y ,
reference tools, and electronic tools such as 


 Snopes (www.snopes.com)


 Quackwatch (www.quackwatch.org)


 Millersmiles (www.millersmiles.co.uk)


 Online databases
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Source Reliability 
Rank Reliability Description


A Reliable No doubt of authenticity, trustworthiness, or 
competency. Source has a history of complete 
reliability and usually demonstrates adherence 
to known professional standards and 
verification processes.


B ll   S  d b   b   h i i   hi  
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B Usually 
Reliable


Some doubt about authenticity, trustworthiness, 
or competency. Source has a history of valid 
information most of the time and although it 
may not have a history of adherence to 
professionally accepted standards, it generally 
identifies what is known about sources feeding 
any broadcast.


C Fairly
Reliable


There is doubt of authenticity, trustworthiness, 
or competency but it has provided valid 
information in the past.


Source Reliability  
Rank Reliability Description


D Not Usually 
Reliable


Significant doubt about authenticity, 
trustworthiness, or competency but has 
provided valid information in the past.


E Not Reliable Lacking in authenticity, trustworthiness, and 
competency and has a history of invalid 
i f ti
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information.


F Cannot be 
Judged


No basis exists for evaluating the reliability of 
the source. An example would be a new 
information source.
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Reliable


A


Usually 
Reliable


B


Fairly 
Reliable


C


Not 
Usually
Reliable


D


Not
Reliable


E


Cannot 
be 


Judged


F


Source Reliability Guide
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doubt
There is 
doubt


Significant 
doubt


Lacking No basis


Evaluate the level of authenticity, trustworthiness, or 
competency as well as the source’s history of reliability 
and adherence to professional standards and 
verification processes.


Source Credibility
• Is it believable?
• Authoritative or not authoritative?
• Known and recognized leader
• Associated with a major party, organization, 


i ti         i d association, news source, or recognized source
• Recognized authority
• Original source
• Ask experts or client for authoritative sources
• Source consistently collects data
• What are the author’s credentials?
• Is there evidence of quality control?
• Bad grammar or spelling errors?
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Resources for Evaluating 
Websites and Content


 10 C’s for Evaluating Internet Resources: http://lgdata.s3‐
website‐us‐east‐1.amazonaws.com/docs/547/31205/tenCs.pdf


 Evaluating Web Pages: Techniques to Apply and 
Questions to Ask: www.lib.berkeley.edu/TeachingLib/


G id /I /E l h lGuides/Internet/Evaluate.html


and the accompanying checklists are available at: 
www.lib.berkeley.edu/TeachingLib/Guides/Internet/EvalWorksheet.pdf
www.lib.berkeley.edu/TeachingLib/Guides/Internet/EvalForm_General.pdf
www.lib.berkeley.edu/TeachingLib/Guides/Internet/evaluation_checklist_
2009_spring.rtf


 ICYouSee, T is for Thinking: A Guide to Critical 
Thinking: www.ithacalibrary.com/sp/subjects/


guide.php?subject=thinking
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Resources for Evaluating 
Websites and Content
 Evaluating Information Found on the Internet: 


http://guides.library.jhu.edu/content.php?pid=198142&sid=1657518


 Evaluating Web Content: 
http://libguides.nps.edu/content.php?pid=205994&sid=1727368


 Evaluating Web Pages: g g
www.sc.edu/beaufort/library/pages/bones/lesson5.shtml


 Evaluating Internet Research Sources (CARS checklist): 
www.virtualsalt.com/evalu8it.htm


 C.A.R.S. Checklist for Evaluating Internet Sources: 
www.andyspinks.com/researchhelp/web/CARS.pdf


 A Guide to Evaluating Resources: 
www.cornellcollege.edu/politics/courses/allin/Misc/
guide%20to%20evaluating%20resources.pdf
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Videos


 Evaluating Web Sites: 
www.umuc.edu/library/libhow/
websiteevaluation_tutorial.cfm


Resources for Evaluating 
Websites and Content


 How to Evaluate Information on the Web: 
www.youtube.com/watch?v=T4nmiJLhB5c


 Determining Website Credibility: 
www.youtube.com/watch?v=dKVL1ehDQB0&feature=related


 Evaluating Web Sites Tutorial:  
www.youtube.com/watch?v=J_qR5lpnXBE&feature=related
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Criteria for Evaluating 
Websites and Content
Scope of coverage
 To what extent is the topic explored?
 What is the purpose for providing the information and advertising?
 What is the purpose/scope – sales, edification, business, advertising, 


commercial?


Philosophies, Approaches, Methodologies of the Website


Website appearance
Is it well designed? 


Authority 
Expertise or recognized official status of a 
source. 
Is there an author?
Reputation of the author and the publisher. 
Does the author have an affiliation with the 
publishing body of the website?
Look for other documents by the authors or 
publishers
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Source 
 Who is the host? Is it the author or the publisher?
 What is the origin?
 Who maintains the site? 
 Who owns it? 
 Authoritative or scholarly?


Criteria for Evaluating 
Websites and Content


 Authoritative or scholarly?
 A tilde (or "~" symbol) within the URL often, but 


not always indicates a personal web page. 
 Is the source legitimate? Is there an official logo or 


name, address and phone number? 
 Is this an appropriate source for the topic that you 


are researching?
 Is there contact information? 
 Read the “About Us” and about the authors 
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Source 
 Use www.whois.net to obtain ownership information or 


www.faganfinder.com to find additional information about the URL


 Analyze the trace route – protocol, server, domain, name, path, filename, 
extension protocol://server.domain.name/path/filename.ext


 Examples of domains
 Country domains  e g   de   cz


Criteria for Evaluating 
Websites and Content


Country domains, e.g., .de, .cz,
 A list is available at www.domainit.com/


domains/country‐domains.mhtml.  
 This does not guarantee that the site is from another country.


 Types of organizations
 .biz business
 .com commercial
 .edu educational
 .gov government
 .mil military
 .net network
 .org non‐profit organization
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Objectivity


 Is there bias or is an opinion expressed?


 Examine the writing style. Persuasive 
language? Hidden agenda? ESL?


 Does the author/source present various 


Criteria for Evaluating 
Websites and Content


Does the author/source present various 
viewpoints or a balance of viewpoints?


 What is the purpose for providing the 
information and advertising? 


 Examine the advertising. Does it 
influence the content?


Age‐ or skill‐level appropriate


Security
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Accuracy


 Critical thinking


 Is the information factually irrefutable and complete? 


 What is the editing and publishing policy of the source?


 Is it peer‐reviewed? 


Criteria for Evaluating 
Websites and Content


 Is it peer‐reviewed? 


 Is there quality control such as fact‐checking before 
publication?


 Can you verify the information? Are there two or more 
reliable sources that provide the same information?


 Are there errors?


 Is there evidence of plagiarism?


 Secondary sources should provide cited references
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Timeliness/Currency
 Is the information current at the time of publication? 
 What is the publication date?
 Examine the creation and revision dates


 Do not rely on dates provided by the search engines
B     f  i ti  th t  t  th   t d t


Criteria for Evaluating 
Websites and Content


 Be aware of scripting that creates the current date


 Is the website and the content (individual pages) 
updated? Was the content changed at the revision date 
or was it an aesthetic revision?


 Assess the writing for time‐sensitive information
 Avoid undated information, either presented as 
fact or commentary


 Review the content in historical context
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Content 


 Intended audience


 Advertising. Does it affect the content?


 Reasoning


Criteria for Evaluating 
Websites and Content


g


 Coverage


 Quality of the writing


 Error‐free? (grammar and spelling) 


 Quality of cited sources


 Accuracy, Can it be corroborated?


 Does the information sound believable? 
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Exercise
1. Which one of these web pages would you view for a study 


of Seattle, Washington?
A. www.ci.seattle.wa.us
B. http://seattleuniversity.edu/~dudes/party/seattle_eme


rgency.html


Whi h  f th    t  b     lid  ft   ?2. Which of these appears to be a valid software program?
A. ftp://ftp.microsoft.com/software/patches/fixit.exe
B. ftp://ftp.hackers.com/do/you/feel/lucky/trustme.exe
C. ftp://212.234.45.1/bin/JDE/livid.exe


3. Which of the following is the U.S. White House’s official 
website?
A. www.whitehouse.gov
B. www.whitehouse.com
C. www.whitehouse.us
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Topics



Lesson 1 – Evaluation of Sources and Information



Types of Sources

Criteria for the Evaluation of Information

Reliability of Information

Source Reliability

Source Credibility



Lesson 2 – Evaluation of Websites and Content
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Objective





Provide the criteria to evaluate sources and information
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Lesson 1
Evaluation of Sources and Information
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Types of Sources

Primary

Direct access to the information 

Conveys the information directly and completely 

Originator of the information

Original documents 



Usually the most accurate for facts

First-hand observations, reporting or viewpoints. 


Examples: Speeches, original research 
reports or studies, creative works, 
news footage, diaries

8/20/2012
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Types of Sources

Secondary

Conveys information through various types of filters such as intermediary sources

Translation from the vernacular

Interprets or analyzes an event or subject 

Examples: Literary criticism, biographies, textbooks, editorial
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Types of Sources

Tertiary

Identify and locate primary 
and secondary sources 

Reference works, collections,
or lists of primary and 
secondary sources

Examples: Encyclopedias, indices, abstracts, bibliographies, library databases 
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Authoritative: Accurately reports information because it is known to be accountable; has established a track record of demonstrating accuracy; is a recognized expert or authority.
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Criteria for the Evaluation 
of Information 

The CARS checklist for information quality is:



Credibility	

Accuracy

Reasonableness

Support
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Credibility

Accuracy

Reasonableness



Support













The Instructor will provide additional information for each element.
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Criteria for the Evaluation 
of Information 

Scope of coverage

To what extent is the topic is explored

What is the purpose for providing the information and advertising?

Authority

Expertise or recognized official status of a source 

Consider the reputation of the author and the publisher. What are their credentials?

Objectivity

Is there bias or is an opinion expressed?

Examine the writing style. Is persuasive language used? Is there a hidden agenda?

Does the author/source present various viewpoints or a balance of viewpoints?

What is the purpose for providing the information and advertising? 	

8/20/2012
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Viewpoint
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Criteria for the Evaluation 
of Information 

Accuracy

Critical thinking

What is the editing and publishing 
policy of the source?

Is it peer-reviewed? 

Quality control?

Verification?

Are there errors?

Is there evidence of plagiarism?

Secondary sources should provide cited references
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Criteria for the Evaluation 
of Information 

Timeliness

Is the information current 
at the time of publication? 



Other criteria to consider:

Age- or skill-level appropriate

Is it age- or skill-level appropriate?



Security
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Reliability of Information 
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		Rank		Reliability		Description

		1		Confirmed		Confirmed by other sources. Logical in itself. Consistent or agrees with other information on the subject.

		2		Probably True		Not confirmed. Logical in itself. Consistent  or agrees with other information on subject.

		3		Possibly True		Not confirmed. Reasonably logical in itself. Agrees with some other information on subject.

		4		Doubtfully True		Not confirmed. Possible, but not logical in itself. No other information on the subject.

		5		Improbable		The contrary is confirmed. Not logical in itself. Contradicted by other information on the subject.

		6		Cannot be Judged		Cannot be determined. No basis exists for evaluating the validity of the information. 















The following information content reliability matrix is from Appendix B of the Army’s Field Manual 2-22.3. The degree of confidence decreases if the information is not confirmed, and/or does not seem to make sense. The lowest evaluated rating of “5” means that the information is considered to be false. A rating of “6” does not necessarily mean false information. It is generally used to indicate that no determination can be made since the information is completely new.
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Verification of Information 

Always try to find and use the original source. 

Verify, corroborate, or confirm your information with two or three reliable sources.

Use trustworthy sources for verification, such as reference tools, and electronic tools such as 

Snopes (www.snopes.com)

Quackwatch (www.quackwatch.org)

Millersmiles (www.millersmiles.co.uk)

Online databases
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This is a critical step. After the evaluation, the information is verified. These are general guidelines.
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Source Reliability 
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		Rank		Reliability		Description

		A		Reliable		No doubt of authenticity, trustworthiness, or competency. Source has a history of complete reliability and usually demonstrates adherence to known professional standards and verification processes.

		B		Usually Reliable		Some doubt about authenticity, trustworthiness, or competency. Source has a history of valid information most of the time and although it may not have a history of adherence to professionally accepted standards, it generally identifies what is known about sources feeding any broadcast.

		C		Fairly Reliable		There is doubt of authenticity, trustworthiness, or competency but it has provided valid information in the past.















When evaluating a website for reliability, include its mission. You will be able to determine if there are any disguised social, or political overtones.

The following source reliability matrix is from Appendix B of the Army’s Field Manual 2-22.3. In each instance the rating is based on the previous reporting from that source. If there has been no previous reporting, then the source must be rated as “F”. This does not necessarily mean that the source cannot be trusted, but that there is no reporting history and therefore no basis for making a determination.
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Source Reliability  
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		Rank		Reliability		Description

		D		Not Usually Reliable		Significant doubt about authenticity, trustworthiness, or competency but has provided valid information in the past.

		E		Not Reliable		Lacking in authenticity, trustworthiness, and competency and has a history of invalid information.

		F		Cannot be Judged		No basis exists for evaluating the reliability of the source. An example would be a new information source.















The following source reliability matrix is from Appendix B of the Army’s Field Manual 2-22.3. In each instance the rating is based on the previous reporting from that source. If there has been no previous reporting, then the source must be rated as “F”. This does not necessarily mean that the source cannot be trusted, but that there is no reporting history and therefore no basis for making a determination.

15
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Reliable

A

Usually Reliable

B

Fairly Reliable

C

Not Usually
Reliable

D

Not
Reliable

E

Cannot be Judged

F

No doubt

Some doubt

There is doubt

Significant doubt

Lacking

No basis

Evaluate the level of authenticity, trustworthiness, or competency as well as the source’s history of reliability and adherence to professional standards and verification processes.

Source Reliability Guide
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Source Credibility

Is it believable?

Authoritative or not authoritative?

Known and recognized leader

Associated with a major party, organization, association, news source, or recognized source

Recognized authority

Original source

Ask experts or client for authoritative sources

Source consistently collects data

What are the author’s credentials?

Is there evidence of quality control?

Bad grammar or spelling errors?
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This is applicable to the scope of your research. 
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Lesson 2
Evaluation of Websites and Content
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Resources for Evaluating Websites and Content

10 C’s for Evaluating Internet Resources: http://lgdata.s3-website-us-east-1.amazonaws.com/docs/547/31205/tenCs.pdf

Evaluating Web Pages: Techniques to Apply and Questions to Ask: www.lib.berkeley.edu/TeachingLib/
Guides/Internet/Evaluate.html  
and the accompanying checklists are available at: 
www.lib.berkeley.edu/TeachingLib/Guides/Internet/EvalWorksheet.pdf
www.lib.berkeley.edu/TeachingLib/Guides/Internet/EvalForm_General.pdf
www.lib.berkeley.edu/TeachingLib/Guides/Internet/evaluation_checklist_2009_spring.rtf 

ICYouSee, T is for Thinking: A Guide to Critical Thinking: www.ithacalibrary.com/sp/subjects/
guide.php?subject=thinking
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These are several resources to assist you in your evaluation.
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Resources for Evaluating Websites and Content

Evaluating Information Found on the Internet: http://guides.library.jhu.edu/content.php?pid=198142&sid=1657518

Evaluating Web Content: http://libguides.nps.edu/content.php?pid=205994&sid=1727368

Evaluating Web Pages: www.sc.edu/beaufort/library/pages/bones/lesson5.shtml

Evaluating Internet Research Sources (CARS checklist): www.virtualsalt.com/evalu8it.htm

C.A.R.S. Checklist for Evaluating Internet Sources: www.andyspinks.com/researchhelp/web/CARS.pdf

A Guide to Evaluating Resources: www.cornellcollege.edu/politics/courses/allin/Misc/
guide%20to%20evaluating%20resources.pdf
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These are several resources to assist you in your evaluation.
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Videos

Evaluating Web Sites: 
www.umuc.edu/library/libhow/
websiteevaluation_tutorial.cfm

How to Evaluate Information on the Web: www.youtube.com/watch?v=T4nmiJLhB5c

Determining Website Credibility: 
www.youtube.com/watch?v=dKVL1ehDQB0&feature=related

Evaluating Web Sites Tutorial:  www.youtube.com/watch?v=J_qR5lpnXBE&feature=related
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Resources for Evaluating Websites and Content















Highly recommend: Determining Website Credibility, and Evaluating Web Sites Tutorial.
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Criteria for Evaluating 
Websites and Content

Scope of coverage

To what extent is the topic explored?

What is the purpose for providing the information and advertising?

What is the purpose/scope – sales, edification, business, advertising, commercial?

Philosophies, Approaches, Methodologies of the Website

Website appearance

Is it well designed? 

Authority 

Expertise or recognized official status of a source. 

Is there an author?

Reputation of the author and the publisher. 

Does the author have an affiliation with the publishing body of the website?

Look for other documents by the authors or publishers

8/20/2012
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Basically you follow the criteria for evaluating information but with a few differences; evaluating websites involves more than determining its authenticity.
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Source 

Who is the host? Is it the author or the publisher?

What is the origin?

Who maintains the site? 

Who owns it? 

Authoritative or scholarly?

A tilde (or "~" symbol) within the URL often, but not always indicates a personal web page. 

Is the source legitimate? Is there an official logo or name, address and phone number? 

Is this an appropriate source for the topic that you are researching?

Is there contact information? 

Read the “About Us” and about the authors 

8/20/2012
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Source 

Use www.whois.net to obtain ownership information or www.faganfinder.com to find additional information about the URL

Analyze the trace route – protocol, server, domain, name, path, filename, extension protocol://server.domain.name/path/filename.ext

Examples of domains

Country domains, e.g., .de, .cz,

A list is available at www.domainit.com/
domains/country-domains.mhtml.  

This does not guarantee that the site is from another country.

Types of organizations

.biz	business

.com	commercial

.edu	educational

.gov	government

.mil	military

.net	network

.org	non-profit organization

8/20/2012
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This is only a guideline. See http://www.domainregister.com/comorg.html



World Wide Generic Domains: InterNIC definitions 

Originally, it was suggested that .COM be used primarily for commercial businesses, .NET for network related organizations and .ORG for nonprofit groups. This quickly became unworkable and consequently, in the case of .COM, .NET and .ORG, a decision was made to rely on registrants to choose the TLD (Top Level Domain) they wish. In fact, many registrants (domain owners) order their domain name as .COM, .NET and .ORG.
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Objectivity

Is there bias or is an opinion expressed?

Examine the writing style. Persuasive language? Hidden agenda? ESL?

Does the author/source present various viewpoints or a balance of viewpoints?

What is the purpose for providing the information and advertising? 

Examine the advertising. Does it influence the content?

Age- or skill-level appropriate

Security

8/20/2012
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Accuracy

Critical thinking

Is the information factually irrefutable and complete? 

What is the editing and publishing policy of the source?

Is it peer-reviewed? 

Is there quality control such as fact-checking before publication?

Can you verify the information? Are there two or more reliable sources that provide the same information?

Are there errors?

Is there evidence of plagiarism?

Secondary sources should provide cited references

8/20/2012
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Timeliness/Currency

Is the information current at the time of publication? 

What is the publication date?

Examine the creation and revision dates

Do not rely on dates provided by the search engines

Be aware of scripting that creates the current date

Is the website and the content (individual pages) updated? Was the content changed at the revision date 
or was it an aesthetic revision?

Assess the writing for time-sensitive information

Avoid undated information, either presented as 
fact or commentary

Review the content in historical context

8/20/2012
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Content 

Intended audience

Advertising. Does it affect the content?

Reasoning

Coverage

Quality of the writing

Error-free? (grammar and spelling) 

Quality of cited sources

Accuracy, Can it be corroborated?

Does the information sound believable? 

8/20/2012
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The Instructor will also provide the website confidence ratings by Robert Berkman.
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Exercise

Which one of these web pages would you view for a study of Seattle, Washington?

www.ci.seattle.wa.us   

http://seattleuniversity.edu/~dudes/party/seattle_emergency.html 



Which of these appears to be a valid software program?

ftp://ftp.microsoft.com/software/patches/fixit.exe

ftp://ftp.hackers.com/do/you/feel/lucky/trustme.exe

ftp://212.234.45.1/bin/JDE/livid.exe 



Which of the following is the U.S. White House’s official website?

www.whitehouse.gov

www.whitehouse.com

www.whitehouse.us 
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Source Reliability and Credibility Resources for the Students

Lesson 1 – Evaluation of Sources and Information 



Types of Sources



The University of California – Irvine (UCI) Library chart of Research and Information for the Different Disciplines  

www.lib.uci.edu/how/tutorials/LibraryWorkshop/info_15.html





Verification of Information



Snopes

www.snopes.com



Quackwatch

www.quackwatch.org



Millersmiles

www.millersmiles.co.uk





Lesson 2 – Evaluation of Websites and Content 



Resources for Evaluating Websites and Content



10 C’s for Evaluating Internet Resources 

http://lgdata.s3-website-us-east-1.amazonaws.com/docs/547/31205/tenCs.pdf



Evaluating Web Pages: Techniques to Apply and Questions to Ask is available at http://www.lib.berkeley.edu/TeachingLib/Guides/Internet/Evaluate.html and the accompanying checklists are available at http://www.lib.berkeley.edu/TeachingLib/Guides/Internet/EvalWorksheet.pdf and http://www.lib.berkeley.edu/TeachingLib/Guides/Internet/EvalForm_General.pdf and http://www.lib.berkeley.edu/TeachingLib/Guides/Internet/evaluation_checklist_2009_spring.rtf



ICYouSee, T is for Thinking: A Guide to Critical Thinking  www.ithacalibrary.com/sp/subjects/guide.php?subject=thinking



Evaluating Information Found on the Internet 

http://guides.library.jhu.edu/content.php?pid=198142&sid=1657518



Evaluating Web Content 

http://libguides.nps.edu/content.php?pid=205994&sid=1727368



Evaluating Web Pages 

www.sc.edu/beaufort/library/pages/bones/lesson5.shtml



Evaluating Internet Research Sources (CARS checklist)

www.virtualsalt.com/evalu8it.htm

Highly recommended



C.A.R.S. Checklist for Evaluating Internet Sources  http://www.andyspinks.com/researchhelp/web/CARS.pdf



A Guide to Evaluating Resources  www.cornellcollege.edu/politics/courses/allin/Misc/guide%20to%20evaluating%20resources.pdf





Videos



Evaluating Web Sites 

www.umuc.edu/library/libhow/websiteevaluation_tutorial.cfm



How to Evaluate Information on the Web 

www.youtube.com/watch?v=T4nmiJLhB5c



Determining Website Credibility 

 www.youtube.com/watch?v=dKVL1ehDQB0&feature=related

Highly recommended



Evaluating Web Sites Tutorial 

www.youtube.com/watch?v=J_qR5lpnXBE&feature=related

Highly recommended





Criteria for Evaluating Websites and Content



WHOis

www.whois.net

 

Fagan Finder

www.faganfinder.com



DomainIt

www.domainit.com/domains/country-domains.mhtml



[bookmark: _GoBack]DomainRegister

www.domainregister.com/comorg.html














Exercise

Lesson 2 – Evaluation of Websites and Content 



1.  Which one of these web pages would you view for a study of Seattle, Washington?

a)  http://www.ci.seattle.wa.us 

b)  http://seattleuniversity.edu/~dudes/party/seattle_emergency.html



2.  Which of these appears to be a valid software program?

	a)  ftp://ftp.microsoft.com/software/patches/fixit.exe

	b)  ftp://ftp.hackers.com/do/you/feel/lucky/trustme.exe

	c)  ftp://212.234.45.1/bin/JDE/livid.exe



3.  Which of the following is the U.S. White House’s official website?

	a)  http://www.whitehouse.gov

	b)  http://www.whitehouse.com

	c)  http://www.whitehouse.us
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Glossary



Algorithm

An algorithm is a detailed set of step-by-step instructions, on how to solve a problem or complete a task. Flowcharts are often used to illustrate the algorithms.  

[Electronic Search Techniques]

[Search and Analytical Tools]



All-Source Intelligence

“All-source intelligence is the intelligence discipline responsible for all-source products and the processes used to produce them. All-source intelligence also refers to intelligence products and/or organizations and activities that incorporate all sources of information, most frequently including human resources intelligence, imagery intelligence, measurement and signature intelligence, signals intelligence, and open-source data in the production of finished intelligence.”[endnoteRef:1] [1:  U.S. Department of the Army, Intelligence, March 2010. Army Field Manual 2.0. 5-1.] 


[Introduction to Open Source Intelligence]



Authenticated

Authentic; contains reliable original sources as attested by provider

[Databases and the Hidden Web]



Authoritative Sources

Accurately reports information because it is known to be accountable; has established a track record of demonstrating accuracy; is a recognized expert or authority.

[Source Reliability and Credibility]



Azimuthal Projections

Azimuthal projections are mathematically projected on a plane tangent to any point on globe.

[Maps, GIS & Imagery]



Cache 

A cache is a copy of the web page that the search engine saw when it visited the URL. Usually it is the most recent copy. 

[Search and Analytical Tools]



Cartography

The art and science of map making.

[Maps, GIS & Imagery]



Collation

Collation entails sorting, combining, categorizing, and arranging the data and information so that relationships can be determined.

[Introduction to Open Source Intelligence]





Collection

· Collection is the gathering of the raw data and information from various sources.



· Collection is the identification, location, and recording and storing of information— typically from an original source and using both human and technological means—for input into the Intelligence Cycle for the purpose of meeting a defined tactical or strategic intelligence goal.[endnoteRef:2] [2:   U.S. Office of the Director of Intelligence. U.S. National Intelligence: An Overview 2011. January 2012. Available at https://www.hsdl.org/?view&did=697740] 




· The tasking and collection portion of the intelligence process involves tasking

appropriate collection assets and/or resources to acquire data and information required to satisfy collection requirements. Tasking and collection includes the identification, coordination, and positioning of assets and/or resources and levying tasking against them to satisfy collection objectives.[endnoteRef:3] [3:  U.S. Joint Chiefs of Staff. Joint Publication 2-01. Joint and National Intelligence Support to Military Operations. January 5, 2012. Available at http://www.fas.org/irp/doddir/dod/jp2_01.pdf] 


[Introduction to Open Source Intelligence]



Competitive Intelligence

· According to the Strategic and Competitive Intelligence Professionals (SCIP), 

“CI is a necessary, ethical business discipline for decision making based on understanding the competitive environment.”[endnoteRef:4]  [4:  Strategic and Competitive Intelligence Professionals (SCIP), at www.scip.org] 




· “A broad definition of competitive intelligence is the action of defining, gathering, analyzing, and distributing intelligence about products, customers, competitors and any aspect of the environment needed to support executives and managers in making strategic decisions for an organization.



Key points of this definition:

1.  Competitive intelligence is an ethical and legal business practice, as opposed to industrial espionage which is illegal.

2.  The focus is on the external business environment.

3.  There is a process involved in gathering information, converting it into intelligence and then utilizing this in business decision making. Some CI professionals erroneously emphasize that if the intelligence gathered is not usable (or actionable) then it is not intelligence.

The term CI is often viewed as synonymous with competitor analysis, but competitive intelligence is more than analyzing competitors — it is about making the organization more competitive relative to its entire environment and stakeholders: customers, competitors, distributors, technologies, macro-economic data etc.”[endnoteRef:5]  [5:  Wikipedia, Competitive Intelligence, May 25, 2012. Available at http://en.wikipedia.org/wiki/Competitive_intelligence] 


[Introduction to Open Source Intelligence]



Conical Projections

Conical projections are mathematically projected on a cone.

[Maps, GIS & Imagery]









Coordinates

Coordinates are linear and angular quantities which designate the position that a point occupies in a given reference frame or system.

[Maps, GIS & Imagery]



Counterintelligence

“Counterintelligence is information gathered and activities conducted to identify, deceive, exploit, disrupt, or protect against espionage, other intelligence activities, sabotage, or assassinations conducted for or on behalf of foreign powers, organizations, or persons, or their agents, or international terrorist organizations or activities.”



“Counterintelligence includes all actions taken to detect, identify, track, exploit, and neutralize the multidiscipline intelligence activities of adversaries.”[endnoteRef:6] [6:  U.S. Department of the Army, Intelligence, March 2010. Army Field Manual 2.0. 6-1.] 


[Introduction to Open Source Intelligence]



Cylindrical Projections

Cylindrical projections are mathematically projected on a cylinder tangent to the Equator.

[Maps, GIS & Imagery]



Data

“Data is the raw print, image, or signal. Data can be classified , as in a technical intelligence signal intercept, or unclassified, as in a report from the Foreign Broadcast Information Service (FBIS) on a public television report. Please note that open source data includes commercial imagery such as is available from SPOT Image Corporation.” [endnoteRef:7] [7:  U.S. Defense Intelligence Agency, Joint Military Training Center, Open Source Intelligence: Professional Handbook, (Oakton: Open Source Solutions, Inc., October 1996), 4. Available at http://www.oss.net/dynamaster/file_archive/100316/40ad21a0de8af14185691136e8fabf73/JMITC%20OSINT%20%20Handbook%20Oct%201996%20317%20sides.pdf] 




Database

“A database is a collection of information that is organized so that it can easily be accessed, managed, and updated. In one view, databases can be classified according to types of content: bibliographic, full-text, numeric, and images.



In computing, databases are sometimes classified according to their organizational approach. The most prevalent approach is the relational database, a tabular database in which data is defined so that it can be reorganized and accessed in a number of different ways. A distributed database is one that can be dispersed or replicated among different points in a network. An object-oriented programming database is one that is congruent with the data defined in object classes and 

subclasses.”[endnoteRef:8] [8:  Allan Leake, Definition: Database, April 2006. Available at http://searchsqlserver.techtarget.com/definition/database] 


[Databases and the Hidden Web]



Directory

· Organized lists or links, that are reviewed and categorized, and maintained by humans. Use when you have a general question, you are beginning your search, or when you are looking for authoritative link lists.  [Search and Analytical Tools]

	

· “A web directory organizes web sites by subject, and is usually maintained by humans instead of software. The directory is organized in a series of categories and menus.” [endnoteRef:9] [9:  Wendy Boswell, About.comGuide, Web Directory, 2012. Available at http://websearch.about.com/od/enginesanddirectories/a/subdirectory.htm] 




· “A web directory is a classified listing of web sites in which brief records for sites are placed within an appropriate hierarchical taxonomy. The classification of sites is typically done by human editors, and the sites are searchable by the category names, site titles, and brief site descriptions. Directories usually include only one main page per web site”. [endnoteRef:10] [10:  Greg R. Notess, Teaching Web Search Skills: Techniques and Strategies of Top Trainers, (Medford: Information Today Inc., 2006), 100.] 




· “Web directories are collections of links which are organized by topic for the convenience of people browsing the Internet looking for information and resources. Using a web directory, Internet users can find lists of websites on related topics which complement each other. For example, someone who is interested in a hobby like building dollhouses could use a web directory to find resources organized by type, such as hobbyist sites, suppliers, and so forth.



These directories are not search engines, although users can search a web directory to find the topic that they are looking for. Rather, they consist of static collections of links which are periodically updated to ensure that they are relevant and useful. Many search engines maintain supplemental web directories which users can take advantage of, with the search engine using the results of regular searches and user feedback to strengthen its web directory.



There are a number of ways in which web directories can be assembled. Some are built entirely by hand, with editors personally checking each link which is included in the directory, using submitted links as well as the results of searches. These directories can be established collaboratively, with people all over the world editing and updating the directory.



Others are built by computer, with the computer using a variety of methods to determine whether or not a link is useful, and where it should be placed. Computers can also be designed to set up weighted web directories, such as directories which allow people to pay for placement of their sites in a directory.

The organization of web directories has been a topic of debate. A directory's main page may not necessarily disclose how links are chosen, which means that people may not realize that certain links are sponsored through direct payments or link exchanges, and that more relevant links may have sunk to the bottom of the list. Failure to disclose this can bring a web directory's reputation and validity into question, as people may legitimately ask how useful the directory is when it is not neutral in nature.



Web directories can be immensely useful for quick research and information gathering, especially for users who manage to find a reputable web directory, ideally one which is primarily human-edited and which does not allow sponsored links. Users can often directly improve such directories by rating links up or down, submitting new links, or suggesting that links be recategorized.” [endnoteRef:11] [11:  S.E. Smith, What are Web Directories? February 20, 2012. Available at http://www.wisegeek.com/what-are-web-directories.htm] 




Disrupter

Who will change the social networks as we know them today?

[Social Media]



Exploitation

“Exploitation is the process of obtaining intelligence information from any source and taking advantage of it for intelligence purposes.” [endnoteRef:12] [12:  U.S. Office of the Director of National Intelligence, U.S. National Intelligence: An Overview 2011, January 2012,  80. Available at https://www.hsdl.org/?view&did=697740] 


[Introduction to Open Source Intelligence]



Freedom of Information Act (FOIA)

The Freedom of Information Act allows for the full or partial disclosure of government information that is not held confidential. This includes previously unreleased information and documents controlled by the United States government. The Act defines agency records subject to disclosure and outlines mandatory disclosure procedures.



The FOIA has been changed repeatedly by both the legislative and executive branches.



The Electronic Freedom of Information Act Amendments of 1996 (E-FOIA) stated that all agencies are required by statute to make certain types of records, created by the agency on or after November 1, 1996, available electronically.

[Introduction to Open Source Intelligence]



Fuzzy matching

It is just like it sounds, a match that is less than exact.  

[Search and Analytical Tools]



Geographic Coordinate System

In a Geographic Coordinate System, the lines of latitude run parallel to the equator and divide the earth into 180 equal portions from north to south (or south to north). The reference latitude is the equator and each hemisphere is divided into ninety equal portions, each representing one degree of latitude.

[Maps, GIS & Imagery]



Geographic Information System

•	System that integrates hardware, software, and data for capturing, managing, manipulating, analyzing, and displaying all forms of geographically referenced information 

•	Merges cartography, statistical analysis and database technology

•	Stores spatial features in a coordinate system

•	Layers spatial features and associated attributes for mapping and analysis

•	Used for scientific investigations, resource management, development planning

[Maps, GIS & Imagery]

















Geospatial Information

According to 10 United States Code, Section 467: Definitions:



“(4) The term "geospatial information" means information that identifies the geographic location and characteristics of natural or constructed features and boundaries on the earth and includes -



         (A) statistical data and information derived from, among other things, remote sensing, mapping, and surveying technologies; and

          (B) mapping, charting, geodetic data, and related products.”



Geospatial Intelligence

· “Geospatial intelligence is the exploitation and analysis of imagery and geospatial information to describe, assess, and visually depict physical features and geographically referenced activities on the Earth. GEOINT consists of imagery, imagery intelligence, and geospatial information.”[endnoteRef:13] [13:  U.S. Department of the Army, Intelligence, March 2010. Army Field Manual 2.0. 8-1.] 




· According to 10 United States Code, Section 467: Definitions:



“(5) The term "geospatial intelligence" means the exploitation and analysis of imagery and geospatial information to describe, assess, and visually depict physical features and geographically referenced activities on the earth. Geospatial intelligence consists of imagery, imagery intelligence, and geospatial information.”



*An excellent source of information on geospatial intelligence is the Geospatial Intelligence Support to Joint Operations. Joint Publication 2-03. March 22, 2007. Available at http://www.fas.org/irp/doddir/dod/jp2-03.pdf

[Introduction to Open Source Intelligence]



Global Positioning System (GPS)

GPS is a space-based satellite navigation system that provides location and time information in all weather, anywhere on or near the Earth, where there is an unobstructed line of sight to four or more GPS satellites.

[Maps, GIS & Imagery]



Graphic Scale

A graphic scale is simply, a line marked with distance on the ground which the map user can use along with a ruler to determine scale on the map.

[Maps, GIS & Imagery]



Graticule

Graticule  is a grid of lines that are parallel to meridians of longitude and parallels of latitude. Graticule lines will be curved in geographic projections.

[Maps, GIS & Imagery]







Grey Literature

· Grey Literature is also known as Gray Literature, Greylit, the Hidden Web, the Invisible Web, and the Deep Web. 



It is defined as "Information produced on all levels of government, academia, business and industry in electronic and print formats not controlled by commercial publishing i.e. where publishing is not the primary activity of the producing body." (ICGL Luxembourg definition, 1997 - Expanded in New York, 2004).[endnoteRef:14]   [14:  Dean Giustini, Subject Resource for What is Grey Literature? May 3, 2011. Available at http://toby.library.ubc.ca/subjects/subjpage2.cfm?id=878] 


[Databases and the Hidden Web]



Human Intelligence

Human intelligence is the collection by a trained human intelligence collector of foreign information from people and multimedia to identify elements, intentions, compositions, strength, dispositions, tactics, equipment, and capabilities.[endnoteRef:15] [15:  U.S. Department of the Army, Intelligence, March 2010. Army Field Manual 2.0. 7-1.] 


[Introduction to Open Source Intelligence]



Imagery

According to 10 United States Code, Section 467: 



“(2)(A) The term "imagery" means, except as provided in subparagraph (B), a likeness or presentation of any natural or manmade feature or related object or activity and the positional

data acquired at the same time the likeness or representation was acquired, including -

products produced by space-based national intelligence reconnaissance systems; and

likenesses or presentations produced by satellites, airborne platforms, unmanned aerial vehicles, or other similar means.

(B) Such term does not include handheld or clandestine photography taken by or on behalf of human intelligence collection organizations.”

[Maps, GIS & Imagery]



Imagery Intelligence

· “Imagery Intelligence is the technical, geographic, and intelligence information derived through the interpretation or analysis of imagery and collateral materials.”[endnoteRef:16] [16:  U.S. Department of the Army, Intelligence, March 2010. Army Field Manual 2.0. 9-1.] 


[Introduction to Open Source Intelligence]



· According to 10 United States Code, Section 467: Definitions:

“(3) The term "imagery intelligence" means the technical, geographic, and intelligence information derived through the interpretation or analysis of imagery and collateral materials.”



Index

It is a finding guide that points out or facilitates  reference, in a specific format. Examples are:  the index in the back of a book that gives the page or pages on which the item(s) is mentioned; table or file or catalog; and a list of keywords associated with a document that are used as an aid in searching for information. 

[Electronic Search Techniques]



Individual (per the Privacy Act of 1974)

The term "individual" means a citizen of the United States or an alien lawfully admitted for permanent residence.

[Introduction to Open Source Intelligence]



Information

“Information is data that has been collated, processed, in order to produce a report that is of generic interest. Information can be multi-media, with integrated graphics and imagery, or simply a print report including interpretation of imagery. [endnoteRef:17] [17:  U.S. Defense Intelligence Agency, Joint Military Training Center, Open Source Intelligence: Professional Handbook, (Oakton: Open Source Solutions, Inc., October 1996), 4. Available at http://www.oss.net/dynamaster/file_archive/100316/40ad21a0de8af14185691136e8fabf73/JMITC%20OSINT%20%20Handbook%20Oct%201996%20317%20sides.pdf] 




Intelligence

· “Intelligence is this context is used to distinguish those products which tailor information in order to support a specific decision by a specific customer. 



Nowhere is it written that “intelligence” must be classified. A good intelligence product can be based exclusively on open sources, or only on signals intercepts – it is of course likely that the best intelligence will be “all-source” in nature, integrating an open source foundation with unique value-added insights from classified sources.



The official definition of open source information, established in Director of Central Intelligence Directive 2/12 (effective 1 March 1994) is: “publically available information (i.e. any member of the public could lawfully obtain the information by request or observation), as well as other unclassified information that has limited public distribution or access.” The latter is referred to as “grey literature” and includes non-proprietary information from companies and other organizations.” [endnoteRef:18] [18:  U.S. Defense Intelligence Agency, Joint Military Training Center, Open Source Intelligence: Professional Handbook, (Oakton: Open Source Solutions, Inc., October 1996), 4-5. Available at http://www.oss.net/dynamaster/file_archive/100316/40ad21a0de8af14185691136e8fabf73/JMITC%20OSINT%20%20Handbook%20Oct%201996%20317%20sides.pdf] 




· “Intelligence is the product resulting from the collection, processing, integration, evaluation, analysis, and interpretation of available information concerning foreign nations, hostile or potentially hostile forces or elements, or areas of actual or potential operations. The term is also applied to the activity that results in the product and to the organizations engaged in such activity.” [endnoteRef:19] [19:  U.S. Department of the Army, Intelligence, March 2010. Army Field Manual 2.0. 1-3.] 


[Introduction to Open Source Intelligence]



Intelligence Community

“A federation of Executive Branch agencies and organizations that work separately and together to conduct intelligence activities necessary for the conduct of foreign relations and the protection of U.S. national security. These organizations are (in alphabetical order): 



Air Force Intelligence

Army Intelligence

Central Intelligence Agency

Coast Guard

Defense Intelligence Agency

Department of Defense

Department of Energy

Department of Justice

Department of Homeland Security

Department of State

Department of the Treasury

Office of the Director of National Intelligence

Drug Enforcement Administration

Federal Bureau of Investigation

Marine Corps Intelligence

National Geospatial-Intelligence Agency

National Reconnaissance Office

National Security Agency

Navy Intelligence.” [endnoteRef:20] [20:  U.S. Office of the Director of Intelligence, U.S. National Intelligence: An Overview 2011, January 2012. Available at https://www.hsdl.org/?view&did=697740] 


[Introduction to Open Source Intelligence]



Intelligence Process

The Intelligence Process “is the process of developing raw information into finished intelligence for use by policymakers, military commanders, and other consumers in decision making.” The steps include: planning and direction, collection, processing and exploitation, analysis

and production, dissemination and integration, and evaluation and feedback.[endnoteRef:21] [21:  U.S. Office of the Director of Intelligence, U.S. National Intelligence: An Overview 2011, January 2012. Available at https://www.hsdl.org/?view&did=697740] 


[Introduction to Open Source Intelligence]

[Electronic Search Techniques]



The Internet

The Internet is a global system of interconnected computer networks that use the standard Internet Protocol Suite (TCP/IP) to serve the users worldwide.  

[Electronic Search Techniques]



Large Scale Map

· Large Scale Maps show greater detail but cover a smaller area; the representative fraction is 1:50,000 or greater (e.g., 1:10,000) 

· A large scale map refers to one which shows greater detail because the representative fraction (e.g., 1/25,000) is a larger fraction than a small scale map which would have a RF of 1/250,000 to 1/7,500,000.

[Maps, GIS & Imagery]



Locational/Spatial Analytics 

Locational/Spatial Analytics merges location-based analytics with business information systems and analytical solutions.

[Maps, GIS & Imagery]



Map

A visual representation, normally to scale and on a flat medium, of a selection of material or abstract features on, or in relation to, the surface of the Earth or a celestial body.

[Maps, GIS & Imagery]





Map Projections

Map projections are the systematic arrangement of meridians and parallels portraying the curved surface of a celestial sphere or spheroid upon a plane.

[Maps, GIS & Imagery]



Measurement and Signature Intelligence

“Measurement and signature intelligence is intelligence obtained by quantitative and qualitative analysis of data (metric, angle, spatial, wavelength, time dependence, modulation, plasma, and hydromagnetic) derived from specific technical sensors for the purpose of identifying any distinctive features associated with the emitter or sender, and facilitate subsequent identification and/or measurement of the same. The detected feature may be reflected or emitted.”[endnoteRef:22] [22:  U.S. Department of the Army, Intelligence, March 2010. Army Field Manual 2.0. 10-1.] 


[Introduction to Open Source Intelligence]



Metadata

Metadata is used to describe data. It includes data about the object: 

· Means of creation of the data

· Purpose of the data

· Time and date of creation

· Creator or author of data

· Location on a computer network where the data was created

· Standards used



An early metadata example was the library card catalogs that included document title, author, subject matter, and a brief plot synopsis and an identification number that indicated the physical location of the document within the library.

[Databases and the Hidden Web]



Metasearch engine 

Metasearch engines are search engines that search other search engines and bring you the results as if you had made the effort to search all of those sites independently.  



“A metasearch engine is a search engine that queries many different search engines and combines the results from all of them, or else displays the results separately but in one place. A meta search engine does not actually crawl the web itself, like a real search engine, instead it relies on data gathered by other search engines.” [endnoteRef:23]   [23:  Brendan McGuigan, What is a Meta Search Engine? February 10, 2012. Available at http://www.wisegeek.com/what-is-a-meta-search-engine.htm] 


[Search and Analytical Tools]



Microblogging

· Microblogging is the posting of very short entries or updates on a blog or social networking site, typically via a cell phone. (Google definitions)

· Microblogging is a broadcast medium in the form of blogging. A microblog differs from a traditional blog in that its content is typically smaller in both actual and aggregate file size. Microblogs “allow users to exchange small elements of content such as short sentences, individual images, or video links.: (Wikipedia)

[Social Media]



Open Source

“Open source is any person or group that provides information without the expectation of privacy––the information, the relationship, or both is not protected against public disclosure.”[endnoteRef:24] [24:  U.S. Department of the Army, Intelligence, March 2010. Army Field Manual 2.0. 11-3.] 


[Introduction to Open Source Intelligence]



Open Source Information

“Open source information is publicly available information that anyone can lawfully obtain by request, purchase, or observation.”[endnoteRef:25] [25:  U.S. Office of the Director of National Intelligence, National Open Source Enterprise, July 1, 2006. Intelligence Community Directive Number 301.] 


[Introduction to Open Source Intelligence]



Open Source Intelligence

· “Open Source Intelligence (OSINT) is intelligence that is produced from publicly available information and is collected, exploited, and disseminated in a timely manner to an appropriate audience for the purpose of addressing a specific intelligence requirement.”



Source: National Defense Authorization Act for Fiscal Year 2006. Public Law 109-163.[endnoteRef:26] [26:  U.S. Office of the Director of National Intelligence, National Open Source Enterprise, July 1, 2006. Intelligence Community Directive Number 301.] 




· “Open-source intelligence is the discipline that pertains to intelligence produced from publicly available information that is collected, exploited, and disseminated in a timely manner to an appropriate audience for the purpose of addressing a specific intelligence requirement. Open-source intelligence (OSINT) is derived from the systematic collection, processing, and analysis of publicly available, relevant information in response to intelligence requirements.”[endnoteRef:27] [27:  U.S. Department of the Army, Intelligence, March 2010. Army Field Manual 2.0. 11-1.] 


[Introduction to Open Source Intelligence]



Operations Security

“Operations security (OPSEC) is a process that identifies critical information to determine if friendly actions can be observed by adversary intelligence systems, determines if information obtained by adversaries could be interpreted to be useful to them, and then executes selected measures that eliminate or reduce adversary exploitation of friendly critical information.”[endnoteRef:28] [28:  U.S. Joint Chiefs of Staff, Operations Security. June 29, 2006, Joint Publication 3-13.3.] 


[Operational Security]



Portal

“Portals were originally designed as gateways to other Internet resources. Now portals have become destination sites with popular information such as news, shopping, and entertainment, along with Internet services such as e-mail, messaging, personalization, home page creation, and more. Portals may, and often do, include a directory and search engine as well. A portal is a tool for quick access to popular information and basic directories and search engines.” [endnoteRef:29] [29:  Greg R. Notess, Teaching Web Search Skills: Techniques and Strategies of Top Trainers, (Medford: Information Today Inc., 2006), 102.] 




Primary Sources of Information

Provides:

· Direct access to the information

· Conveys the information directly and completely

· Originator of the information

· Original documents 

· Usually the most accurate for facts

· First-hand observations, reporting or viewpoints. 

Caveat – sources that purposely embellish or under-report (consider the source).



Examples: Speeches, original research reports or studies, creative works, news footage, diaries

[Source Reliability and Credibility]



Privacy Act of 1974

The Privacy Act of 1974 establishes a code of fair information practices that governs the collection, maintenance, use, and dissemination of information about individuals that is maintained in systems of records by federal agencies. (A system of records is a group of records under the control of an agency from which information is retrieved by the name of the individual or by some identifier assigned to the individual.) 



· The Privacy Act includes conditions of disclosure

· The Privacy Act requires that agencies give the public notice of their systems of records by publication in the Federal Register. 

· The Privacy Act prohibits the disclosure of a record about an individual from a system of records absent the written consent of the individual, unless the disclosure is pursuant to one of twelve statutory exceptions. 

· The Act also provides individuals with a means by which to seek access to and amendment of their records, and sets forth various agency record-keeping requirements.

[Introduction to Open Source Intelligence]



Public Land Survey System

The subdivision of the ‘squares’ in the latitude-longitude, led to the creation of 16 smaller squares measuring six miles on a side. When measuring in a north-south direction, each of these squares is called a township (in some localities a township is referred to as a tier). 	When measuring in an east-west direction, each of these squares is called a range. So, a 36 square mile area located between six and twelve miles east of the principal meridian and twelve to eighteen miles north of the base line would be called township three north, range two east (written as T3N., R2E). Each township (or tier) is further subdivided into 36 smaller squares covering roughly 1 square mile. These areas are called sections and are numbered within a township from the upper right to the lower right in an alternating manner (1 to 6 are numbered from right to left, 7 to 12 from left to right, etc.). These one mile squares are the smallest formal subdivisions in the PLSS system.

[Maps, GIS & Imagery]



Publicly Available Information

“Publicly available information is data, facts, instructions, or other material published or broadcast for general public consumption; available on request to a member of the general public; lawfully seen or heard by any casual observer; or made available at a meeting open to the general public.”[endnoteRef:30] [30:  U.S. Department of the Army, Intelligence, March 2010. Army Field Manual 2.0.11-1.] 


[Introduction to Open Source Intelligence]





Range

See the definition for Public Land Survey System.

[Maps, GIS & Imagery]



Remote Sensing 

It is the technique of obtaining information about objects through the analysis of data collected by special instruments that are not in physical contact with the objects of investigation.

[Maps, GIS & Imagery]



Representative Fraction

A Representative Fraction (RF) or ratio, indicates how many units on the earth's surface is equal to one unit on the map. It can be expressed as 1/100,000 or 1:100,000.

[Maps, GIS & Imagery]



Research Design

The process or plan to conduct research in an organized and efficient manner. Our generic example includes the following: Questions, Strategy, Collect Data, Reassess, Evaluation and Synthesis of Results, and the Final Report/Deliverable. The design varies according to the task and the context of the research.  

[Electronic Search Methods]



Scale

Scale indicates the relationship between a certain distance on the map and the distance on the ground. 

[Maps, GIS & Imagery]



Search engine

· A database of Internet content collected in an automated fashion.  

[Search and Analytical Tools] 



· Wikipedia: “A web search engine is designed to search for information on the World Wide Web and FTP servers. The search results are generally presented in a list of results often referred to as SERPS, or "search engine results pages". The information may consist of web pages, images, information and other types of files.”  

[Search and Analytical Tools]



· Webopedia:  “A program that searches documents for specified keywords and returns a list of the documents where the keywords were found. Although a search engine is really a general class of programs, the term is often used to specifically describe systems like Google, Alta Vista and Excite that enable users to search for documents on the World Wide Web and USENET newsgroups.”  

[Search and Analytical Tools]



· “A search engine is a set of programs which are used to search for information within a specific realm and collate that information in a database. In regard to the Internet, an Internet search engine is specifically designed to search the Internet, but search engines can also be devised for offline content, such as a library catalog, the contents of a personal hard drive, or a catalog of museum collections. Search engines help people organize and display information in a way which makes it readily accessible.



There are three aspects to a search engine: crawling, indexing, and searching. When a search engine crawls, it looks for new content which was not present during the last crawl, including updates to files and web pages. Then, the programs index the information, pulling out specific keywords to categorize it. On the Internet, for example, indexing relies heavily on keywords in web pages, and meta tags which provide information about the page. 



Once the information has been indexed, information about how to access it is stored in a database. Some search engines also store or “cache” information to make it easier to retrieve. When someone searches the database, it spits out results ranked by relevance. 



While all search engines work in similar ways, their usefulness can be quite varied. Search engines rely heavily on complex algorithms to rank the relevance of their search results, especially search results for common keywords. 



Many Internet search engines are smart enough to learn from their users, incorporating user activities into their relevancy rankings. Search engines also rely on information like links from other pages and a site's reputation to rank search results, all within the fraction of a section.” [endnoteRef:31] [31:  S.E. Smith, What is a Search Engine? Available at http://www.wisegeek.com/what-is-a-search-engine.htm] 




Search engine - Internet

“It is an Internet-based search box that provides text-match searching of its own crawler-built database of text-indexed web pages. Search results are ranked according to internal relevance-ranking algorithms.” [endnoteRef:32] [32:  Greg R. Notess, Teaching Web Search Skills: Techniques and Strategies of Top Trainers, (Medford: Information Today Inc., 2006), 98.] 




Secondary Sources of Information

· Conveys information through various types of filters such as intermediary sources

· Translation from the vernacular

· Interprets or analyzes an event or subject

 

Examples: Literary criticism, biographies, textbooks, editorial

[Source Reliability and Credibility]



Shapefile

According to Wikipedia, a shapefile is a digital vector storage format for storing geometric location and associated attribute information. This format lacks the capacity to store topological information.

[Maps, GIS & Imagery]









Signals Intelligence

Signals intelligence derived from communications, electronic, and foreign instrumentation signals.”[endnoteRef:33] [33:  U.S. Department of the Army, Intelligence, March 2010. Army Field Manual 2.0.12-1.] 


[Introduction to Open Source Intelligence]



Small Scale Map

Small Scale Maps show less detail but cover a larger area; the representative fraction is 1/250,000 to 1/7,500,000.

[Maps, GIS & Imagery]



Social Media

· “A form of electronic communication through which users create online communities to share information, ideas, personal messages, and other content.”[endnoteRef:34]  [34:  Merriam-Webster Dictionary,  Accessed April 2012. Available at http://www.merriam-webster.com/dictionary/social%20media] 


· “Social instrument of communication.”[endnoteRef:35]  [35:  Creative Solution Media, What is Social Media? October 25, 2011. Available at http://www.creativesolutionmedia.com/blog/item/27-what-is-social-media] 


· 30 definitions at http://heidicohen.com/social-media-definition/ [endnoteRef:36]  [36:  Heidi Cohen, 30 Social Media Definitions. May 9, 2011. Available at http://heidicohen.com/social-media-definition/] 


[Social Media]



Social Networking Service

“A social networking service is an online service, platform, or site that focuses on building and reflecting of social networks or social relations among people, who, for example, share interests and/or activities. 



A social network service consists of a representation of each user (often a profile), his/her social links, and a variety of additional services. 



Most social network services are web-based and provide means for users to interact over the Internet, such as e-mail and instant messaging. 



Online community services are sometimes considered as a social network service, though in a broader sense, social network service usually means an individual-centered service whereas online community services are group-centered. 



Social networking sites allow users to share ideas, activities, events, and interests within their individual networks.”[endnoteRef:37]   [37:  Wikipedia, Social Networking Service, April 2012. Available at http://en.wikipedia.org/wiki/Social_networking_service] 


[Social Media]



State Plane Coordinate System

In a State Plane Coordinate System, the number of zones in a state:

· is usually determined by the area the state covers 

· Ranges from one to as many as ten in Alaska

· Each zone has a unique central meridian

· Local surveying only; not used if crossing state lines

[Mapping, GIS & Imagery]







[bookmark: _GoBack]Stop words

Stop words are words that are not indexed or searchable except in phrases. These are usually common, insignificant words, such as articles and propositions. Search engines do not use them in order to save space and to prevent an overload in its system, and increase the retrieval time of search results. The lists of stop words vary with each search engine/system. A comprehensive list is available at http://www.link-assistant.com/seo-stop-words.html.  

[Electronic Search Techniques]

[Search and Analytical Tools]



Technical Intelligence

“Technical intelligence is derived from the collection, processing, analysis, and exploitation of data and information pertaining to foreign equipment and materiel for the purposes of preventing technological surprise, assessing foreign scientific and technical capabilities, and developing countermeasures designed to neutralize any adversary’s technological advantages.”[endnoteRef:38] [38:  U.S. Department of the Army, Intelligence, March 2010. Army Field Manual 2.0.13-1.] 


[Introduction to Open Source Intelligence]



Temporal Analytics

Temporal – relating to time

Analytics - application of computer technology, operational research, and statistics to solve problems  

Temporal Analytics is a process that extracts time-based data from within online content to annotate and organize events over days, months, or years (predictive analytics).

[Social Media] 



Tertiary Sources of Information

· Identify and locate primary and secondary sources 

· Reference works, collections, or lists of primary and secondary sources

· Examples: Encyclopedias, indices, abstracts, bibliographies, library databases

[Source Reliability and Credibility]



Township

See the definition for Public Land Survey System.

[Maps, GIS & Imagery]



Twubs

Twubs are tweeter groups built around content aggregated from #hashtags.

[Social Media]



United States Person

· “United States person means a United States citizen, an alien known by the intelligence agency concerned to be a permanent resident alien, an unincorporated association substantially composed of United States citizens or permanent resident aliens, or a corporation incorporated in the United States, except for a corporation directed and controlled by a foreign government or governments.”[endnoteRef:39] [39:  United States Executive Order 12333] 




· “The term ‘‘United States person’’ means any United States citizen, permanent resident alien, entity organized under the laws of the United States

or any jurisdiction within the United States (including foreign branches), or any person in the United States.” [endnoteRef:40] [40:  Title 3 Code of Federal Regulations. 2011] 


[Introduction to Open Source Intelligence]



Universal Transverse Mercator Geographic Coordinate System

In a Universal Transverse Mercator Geographic Coordinate System, each swath is called a UTM zone and is six degrees of longitude wide. The first zone begins at the International Date Line (180°, using the geographic coordinate system).

[Maps, GIS & imagery]



Word Statement

A word statement gives a written description of map distance, such as "One centimeter equals one kilometer" or "One centimeter equals ten kilometers."

[Maps, GIS & Imagery]



Word stemming

Some endings but not all of the endings may be obtained. For example, the word, jump. Jumps, jumped, jumping may be or may not be obtained.  

[Search and Analytical Tools]



The World Wide Web

According to Wikipedia, the World Wide Web “is a system of interlinked hypertext documents accessed via the Internet. With a web browser, one can view web pages that may contain text, images, videos, and other multimedia and navigate between them via hyperlinks.” [endnoteRef:41]  [41:  Wikipedia, World Wide Web, April 16, 2012. Available at http://en.wikipedia.org/wiki/World_wide_web] 


 [Electronic Search Techniques]
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OSINT Team-Cincinnati

Based on the Cincinnati Reds’ current league standings it is anticipated that the city will be hosting the World Series. In preparation for this national security event, your OSINT Team will prepare a city study for Cincinnati, Ohio using all available open sources. You are required to identify a Team Leader whose job is to coordinate the production and presentation of the study. Each team member is required to research their assigned section of the study and to present their findings.


OSINT Team-Dayton

Based on Dayton’s success in hosting the NCAA Basketball Tournament First Four play-in game, the city is now being considered for hosting the National Championship game. In preparation for this national security event, your OSINT Team will prepare a city study for Dayton, Ohio using all available open sources. You are required to identify a Team Leader whose job is to coordinate the production and presentation of the study. Each team member is required to research their assigned section of the study and to present their findings.
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		Criteria

		Unsatisfactory

		Needs Improvement

		Proficient

		Excellent 

		Number of points 



		Planning, direction 

		Cannot define the assignment. Does not ask questions to clarify needs. Cannot complete the topic development worksheet.



		Asks questions to clarify the needs. Requires substantial assistance completing the topic development worksheet. 

		Asks questions to clarify the needs.

Requires minimal assistance completing the topic development worksheet.





		Asks questions to clarify the needs.

Does not require assistance completing the topic development worksheet.

		(Out of 20)



		Notes



		Feedback

		Does not seek feedback during or after any of the steps of the intelligence cycle.

		Seeks feedback and cannot explain or defend.

		Readily seeks feedback and positively responds and rewrites.

		Readily seeks feedback and modifies or rewrites efficiently.

		(Out of 10)



		Notes



		Collection

		Cannot identify sources. Cannot write search strategies. 

		Needs assistance identifying sources. Needs assistance with modifying search strategies.

		Recognizes need for additional sources and strategies. Requires minimal assistance. 

		Recognizes need for additional sources and strategies and adjusts accordingly.

		(Out of 10)



		Notes



		Processing, collation

		Cannot determine validity, reliability, or relationships. Cannot collate data or information.

		Assistance is needed to evaluate the information’s validity and reliability. 

Guidance is needed to collate data or information.

Guidance is needed to identify relationships.



		Can determine valid and reliable sources. Demonstrates organizational skills in collating the data and information.

Identifies relationships.

Minimal assistance may be needed.

		Demonstrates organizational skills in collating the data and information. Can assess validity and reliability. Identifies relationships.

		(Out of 20)



		Notes



		Analysis

		Cannot analyze or produce a useful product.

		Requires assistance to analyze and produce a useful product.

		Demonstrates ability to analyze data and information.  Produces a useful and complete product.

		Easily analyzes data and information.  Produces a useful and complete product efficiently.

		(Out of 20)



		Notes



		Verify and Validate Sources

		Did not verify or validate any sources

		Required prompting to describe accuracy and validity of sources

		Verified and validated some sources

		Readily provided source verification and validation.

		(Out of 20)



		

		

		

		

		

		








Summary of the Capstone Exercise

[bookmark: _GoBack]The Capstone Exercise will be to conduct a consequence management area assessment (CMAA) for a city, region, or other geographic area.  The topic will be a single major event, e.g., major weather event, national security event (e.g. Presidential Inauguration, Olympics, National Party convention/Democratic or Republican), prevention of food or waterborne illness, or response to disaster relief effort. The exercise will require students to use their newly learned open source information research skills to discover and acquire essential data needed to answer specific information for the CMAA. 



The exercise will demonstrate the student’s mastery of the basic Open Source process by applying all lessons in the course to analyze this simulated situation. The process includes the need for planning and direction, processing, accurate exploitation and analysis and timely dissemination of data to fulfill the requirement. The results of the exercise will be reviewed using a Rubrik based tool to determine if the student has met the requirements. 
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Topics
Lesson 1 – Databases
• Definition
• Attributes
• Examples • Examples 


Lesson 2 – Grey Literature
• Definition
• Attributes 
• Producers
• Examples of search aids, portals 
and directories, resources
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Objectives


 Students will identify relevant databases and their 
attributes for open source research. 


 Students will recognize grey literature and its value for 
research. They will review search tools for finding 
hidden/deep web sources.  Students will also review 
search tools for finding people.
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What is a Database?
According to SearchSQLServer.com, 
 “A database is a collection of information that 


is organized so that it can easily be accessed, 
managed, and updated. In one view, databases 
can be classified according to types of content: 
bibliographic, full‐text, numeric, and images.


 In computing, databases are sometimes classified according to 
their organizational approach. The most prevalent approach is 
the relational database, a tabular database in which data is 
defined so that it can be reorganized and accessed in a number 
of different ways. A distributed database is one that can be 
dispersed or replicated among different points in a network. An 
object‐oriented programming database is one that is congruent 
with the data defined in object classes and subclasses.”
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Databases
Databases provide: 
 Consolidated source of related 
data


 Structured data
D t  i    l ti   d b ilt i   Data in one location and built‐in 
search mechanism


Database attributes: 
 Many located on the Internet
 Content is hidden from World 
Wide Web search engines


 May require registration or a 
subscription LE
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Database Query Techniques


 Boolean Operators –
Similar to World Wide 
Web search engines, 
but the Boolean is more but the Boolean is more 
sophisticated and 
precise


 Metadata


 Structured Query Language (SQL)
Example: SDWIS site within Envirofacts of the U.S. EPA at 
http://oaspub.epa.gov/enviro/sdw_form_v2.create_page?state_abbr=UT
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Databases ‐ Examples
 AirNav: www.airnav.com


 Army Environmental Database: 
http://aec.army.mil/usaec/reporting/aedb‐r00.html


 Army Recruiter/Reserve Center locator: 
www.goarmy.com/locate‐a‐recruiter.html


 EUROPAGES: www.europages.com/


F dBi O   FedBizOpps: 
www.fbo.gov/?s=main&mode=list&tab=list


 Global Incident Map (subscription only): 
www.globalincidentmap.com


 Global Terrorism Database: 
www.start.umd.edu/gtd/


 GPO’s Federal Digital System (FDsys): 
www.gpo.gov/fdsys/search/advanced/advsearchpage.action


 Helis.com Database: www.helis.com/database LE
SS
O
N
 1
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helis.com
helicopter history site


Databases ‐ Examples
 Ingentaconnect: www.ingentaconnect.com/


 National Transportation Safety Board Aviation Accident 
Database & Synopses: www.ntsb.gov/aviationquery/index.aspx


 National Vulnerability Database: http://nvd.nist.gov/


 OAIster®database: www.oclc.org/oaister


 Plants Database: http://plants.usda.gov/java/p //p g /j /


 ThomasNet: www.thomasnet.com/


 U.S. EPA Water: Applications & Databases
http://water.epa.gov/scitech/datait/index.cfm


 U.S. National Library of Medicine’s databases PubMed: 
www.ncbi.nlm.nih.gov/pubmed/


LE
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O
N
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Commercial Databases


 Authenticated


 Edited


 Value‐added features


 Most are fee‐based


LE
SS
O
N
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Commercial Databases ‐ Example 


EBSCO Host
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Commercial Databases ‐ Example 


Gale’s PowerSearch
Advanced Search Options
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Commercial Databases ‐ Example 


IHS Jane’s: 
Defense & 
Security 


Intelligence Intelligence 
& Analysis


Advanced Search
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Commercial Databases ‐ Example 


Nexis Power Search
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Commercial Databases ‐ Example 


Factiva
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HandsHands‐‐on Exerciseon Exercise
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What is Grey Literature?


Grey Literature 
is also known as 


 Gray Literature


Grey literature is defined as: 


"Information produced on all levels 
of government, academia, business 


d  d     l   d 
y


 Greylit


 the Hidden Web


 the Invisible Web


 the Deep Web


LE
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O
N
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and industry in electronic and 
print formats not controlled by 
commercial publishing, i.e., where 
publishing is not the primary 
activity of the producing body." 


(ICGL Luxembourg definition, 1997 –
Expanded in New York, 2004). 
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Why does Grey Literature Exist?
 Surface web crawling limitations


 Surface web is partially accessed 


 Mining capabilities


 One dimensional results


 Inconsistent search results


 Document currency


 Accessibility


 Advertising


LE
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Grey Literature Attributes
 More than half of the content resides in topic‐specific 
databases


 Not published commercially or indexed by major 
databases


 May be of questionable quality 


 Not always publishedNot always published


 Not widely disseminated 
(not a goal of the publisher)


 Often is not subject to peer 
review and therefore must be 
scrutinized accordingly


 May be fugitive – lasts only 
a short time or changes rapidly


8/17/2012 20
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Grey Literature Attributes 
 Has dynamic content and URLs


 May be password protected, or have 
a search box


 May be new pages


 May have orphaned web pages


 Robots are not allowed to search the protocol or metatags Robots are not allowed to search the protocol or metatags


 May be too deep in the website; search engines cannot 
index


 Has non‐indexable content 


 Search engines may not have the technology to index 
the non‐HTML content


 May have unconventional formats, e.g., brochures may 
only be in hard copy or posters
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Grey Literature ‐ Examples
 Theses and dissertations


 Conference proceedings and 
abstracts, e‐prints, preprints


 Newsletters


 Research reports 


 Speeches 


 Journal archives


 Electronic networked 
communication


 Blogs, podcasts, p
(completed and uncompleted)


 Technical specifications, 
standards, manuals, and 
annual reports


 Government documents 


 Corporate documents (annual 
reports, prospectus, maps, 
product fact sheets)


 Brochures
8/17/2012 22
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g , p ,
video on the web


 Listserv archives


 Digital libraries


 Spatial data


 Institutional repositories


 Wikis, social media


 Working papers


Producers of Grey Literature ‐ Examples


 Government departments and agencies 
(i.e. municipal, provincial, national)


 Conference sites
 Association sites
 Non‐profit economic and trade organizationsNon profit economic and trade organizations
 Academic and research institutions
 Societies
 Political parties
 Libraries
 Museums
 Archives
 Businesses and corporations
 Individuals  LE
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Databases, Directories, and 
Hidden Content
 The good news is that over 


90% of the Deep Web 


content is publicly 
accessible information.


 Use search engines to find the 
query site. Surface search engines 
may find pages but not the content, 
i.e., content is hidden.


 Use Deep/Hidden web search tools.
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Searching the Deep Web


 You need a research plan


 Determine your topic of interest


 Categorize your topic 


 Decide what type of resource to search


 Choose your starting point based on your 
objective
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 Google Scholar: 


http://scholar google com


Grey Literature Search Aids – Examples 


 Complete Planet: 


wwwcompleteplanet com http://scholar.google.com


 TechXtra: 


www.techxtra.ac.uk


www.completeplanet.com


 INFOMINE:


http://infomine.ucr.edu/
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Grey Literature Portals and 
Directories ‐ Examples
 Air War College Military Quick Portal: 
www.au.af.mil/au/awc/awcgate/awc‐port.htm


 American Economists Association, RFE: Resources for 
Economists on the Internet: http://rfe.org/


LE
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 Applied Math and Science Education Repository 
(AMSER): http://amser.org./index.php?P=Home


 British Library for Development Studies: 
http://blds.ids.ac.uk/


 Central and Eastern European Business Directory: 
www.ceebd.co.uk/ceebd/
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Grey Literature Portals and 
Directories ‐ Examples
 CEOExpress: www.ceoexpress.com


 European Business Directory: 
www.wlw.de/start/wlw_dach/DE/en/


 Legal Research on International Law Issues Using the 
Internet: 
www2.lib.uchicago.edu/~llou/forintlaw.html#directorie
s  


 MagPortal: www.magportal.com/c/bus/


 New York Academy of Medicine:  
www.nyam.org/library


 Office of Scientific and Technical Information:  
www.osti.gov


8/17/2012 28


LE
SS
O
N
 2


Grey Literature Portals and 
Directories ‐ Examples
 Open Grey:  www.opengrey.eu


 Scirus:  
www.scirus.com/srsapp/advanced/index.jsp?q1
=www.scirus.com


 Thirty Thousand Feet Aviation Directory: 
www.thirtythousandfeet.com/director.htm


 University Libraries, Engineering and Physical 
Sciences Library, The Virtual Technical Reports 
Center: 
www.lib.umd.edu/ENGIN/TechReports/Virtual‐
TechReports.html
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Grey Literature Portals and 
Directories ‐ Examples


 USA.gov:  www.usa.gov


 Wall Street ExecutiveLibrary: 
www.executivelibrary.com/


 World Health Organization:  
http://dosei.who.int/uhtbin/cgisirsi/Tue+Jul+1
0+20:46:21+MEST+2012/0/49


 The WWW Virtual Library: http://vlib.org


 Yahoo! Directory: http://dir.yahoo.com
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Grey Literature Resources ‐ Examples
 Amazon: 


www.amazon.com


 Archnet: 
www.archnet.org


 Directory of Open Access 
l d
y


Journals: www.doaj.org


 Infoplease: 
www.infoplease.com


 InterDok Corporation 
(The Meeting Index and 
Directory of Published 
Papers): www.interdok.com


 Intute: www.intute.ac.uk


LE
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Grey Literature Resources ‐ Examples
 ipL2: www.ipl2.org


 Library of Congress: www.loc.gov


 Migration Information Source:
http://migrationinformation.org


 Oregon State University 
(Institute for Water and Watersheds):
www.transboundarywaters.orst.edu


 Social Science Research Network:
www.ssrn.com/


 World Research Institute 
(EarthTrendsand 
Environmental Information):
www.earthtrends.wri.org


LE
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Hands‐on Exercise 
Question One
 Are there any Panamanian flagged tanker ships 


named “Columbia”?
 Topic: shipping


Question TwoQuestion Two
 Find a report on the quality of drinking water in the 


city of Mesa, Arizona. Is it good? Is it current?
 Topic: water


Question Three
 According to the most recent census, which state in 


the United States has the highest number of 
Muslim Adherents? Which county in Minnesota 
has the highest number of Muslim Adherents?


 Topic: religion
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Hands‐on Exercise
Question Four
 Which resource would provide information on historic 
earthquakes in Iowa?


Question Five
 Which resource would provide information on Puget Which resource would provide information on Puget 
Sound’s campus disaster plan?


Question Six
 Which resource has the ability to search across all DOE 
collections?


Question Seven
 Which site provides a chart and map of the percentage of 
population that is under‐nourished?
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Definition

Attributes 
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Objectives



Students will identify relevant databases and their attributes for open source research. 



Students will recognize grey literature and its value for research. They will review search tools for finding hidden/deep web sources.  Students will also review search tools for finding people.
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Lesson 1
Databases
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What is a Database?

According to SearchSQLServer.com, 

“A database is a collection of information that 
is organized so that it can easily be accessed, 
managed, and updated. In one view, databases 
can be classified according to types of content: 
bibliographic, full-text, numeric, and images.



In computing, databases are sometimes classified according to their organizational approach. The most prevalent approach is the relational database, a tabular database in which data is defined so that it can be reorganized and accessed in a number of different ways. A distributed database is one that can be dispersed or replicated among different points in a network. An object-oriented programming database is one that is congruent with the data defined in object classes and subclasses.”

LESSON 1
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Databases

Databases provide: 

Consolidated source of related data

Structured data

Data in one location and built-in search mechanism



Database attributes: 

Many located on the Internet

Content is hidden from World Wide Web search engines

May require registration or a subscription



LESSON 1
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Database Query Techniques

Boolean Operators – 
Similar to World Wide 
Web search engines, 
but the Boolean is more 
sophisticated and 
precise

Metadata

Structured Query Language (SQL)
Example: SDWIS site within Envirofacts of the U.S. EPA at http://oaspub.epa.gov/enviro/sdw_form_v2.create_page?state_abbr=UT 



LESSON 1
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Databases - Examples

AirNav: www.airnav.com

Army Environmental Database: http://aec.army.mil/usaec/reporting/aedb-r00.html 

Army Recruiter/Reserve Center locator: www.goarmy.com/locate-a-recruiter.html 

EUROPAGES: www.europages.com/ 

FedBizOpps: 
www.fbo.gov/?s=main&mode=list&tab=list 

Global Incident Map (subscription only): www.globalincidentmap.com 

Global Terrorism Database: 
www.start.umd.edu/gtd/ 

GPO’s Federal Digital System (FDsys): www.gpo.gov/fdsys/search/advanced/advsearchpage.action 

Helis.com Database: www.helis.com/database 

LESSON 1
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		helis.com

		helicopter history site















A variety of databases are also available through university, college, and public library websites. 
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Databases - Examples

Ingentaconnect: www.ingentaconnect.com/ 

National Transportation Safety Board Aviation Accident Database & Synopses: www.ntsb.gov/aviationquery/index.aspx 

National Vulnerability Database: http://nvd.nist.gov/

OAIster®database: www.oclc.org/oaister 

Plants Database: http://plants.usda.gov/java/

ThomasNet: www.thomasnet.com/ 

U.S. EPA Water: Applications & Databases
http://water.epa.gov/scitech/datait/index.cfm 

U.S. National Library of Medicine’s databases PubMed: www.ncbi.nlm.nih.gov/pubmed/ 

LESSON 1
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Commercial Databases

Authenticated



Edited



Value-added features



Most are fee-based

LESSON 1
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Commercial Databases - Example 


EBSCO Host
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Commercial Databases - Example 

Gale’s PowerSearch

Advanced Search Options
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Commercial Databases - Example 

IHS Jane’s: Defense & Security Intelligence & Analysis
Advanced Search
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Commercial Databases - Example 
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Nexis Power Search













Commercial Databases - Example 
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Factiva

 




















Hands-on Exercise
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Lesson 2
Grey Literature
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What is Grey Literature?

Grey Literature 
is also known as 

Gray Literature

Greylit 

the Hidden Web

the Invisible Web

the Deep Web

LESSON 2

Grey literature is defined as: 

"Information produced on all levels of government, academia, business and industry in electronic and print formats not controlled by commercial publishing, i.e., where publishing is not the primary activity of the producing body." 



(ICGL Luxembourg definition, 1997 – 
Expanded in New York, 2004). 

8/17/2012
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Ask students, “What is grey literature?” Give examples

Note: The definition is currently under evaluation by the members of the Grey Literature Network Service organization. 

The differences in the shades of grey

Show video on Deep Web, “What is the Deep Web? (Invisible Web), Information is Not Free,”

http://www.youtube.com/watch?v=YM6kvccqV4c
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Why does Grey Literature Exist?



Surface web crawling limitations



Surface web is partially accessed 



Mining capabilities



One dimensional results



Inconsistent search results



Document currency



Accessibility



Advertising







LESSON 2
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Not new

Spans across all disciplines

Hard to find 

19



Grey Literature Attributes

More than half of the content resides in topic-specific databases

Not published commercially or indexed by major databases

May be of questionable quality 

Not always published

Not widely disseminated 
(not a goal of the publisher)

Often is not subject to peer 
review and therefore must be 
scrutinized accordingly

May be fugitive – lasts only 
a short time or changes rapidly

8/17/2012
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Grey Literature Attributes 

Has dynamic content and URLs

May be password protected, or have 
a search box

May be new pages

May have orphaned web pages

Robots are not allowed to search the protocol or metatags

May be too deep in the website; search engines cannot index

Has non-indexable content 

Search engines may not have the technology to index 
the non-HTML content

May have unconventional formats, e.g., brochures may  only be in hard copy or posters

8/17/2012
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Grey Literature - Examples

Theses and dissertations

Conference proceedings and abstracts, e-prints, preprints

Newsletters

Research reports 
(completed and uncompleted)

Technical specifications, standards, manuals, and annual reports

Government documents 

Corporate documents (annual reports, prospectus, maps, product fact sheets)

Brochures



8/17/2012
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Speeches 

Journal archives

Electronic networked communication

Blogs, podcasts, 
video on the web

Listserv archives

Digital libraries

Spatial data

Institutional repositories

Wikis, social media

Working papers













Producers of Grey Literature - Examples

Government departments and agencies 
(i.e. municipal, provincial, national)

Conference sites

Association sites

Non-profit economic and trade organizations

Academic and research institutions

Societies

Political parties

Libraries

Museums

Archives

Businesses and corporations

Individuals 



LESSON 2
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Databases, Directories, and Hidden Content



The good news is that over 
90% of the Deep Web 
content is publicly 
accessible information.



Use search engines to find the 
query site. Surface search engines 
may find pages but not the content, 
i.e., content is hidden.



Use Deep/Hidden web search tools.
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The Instructor will discuss the use of tools and the importance of saving sites and databases.
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Searching the Deep Web



You need a research plan



Determine your topic of interest



Categorize your topic 



Decide what type of resource to search



Choose your starting point based on your objective

8/17/2012
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Google Scholar: 


http://scholar.google.com 



TechXtra: 



www.techxtra.ac.uk 



Grey Literature Search Aids – Examples 

Complete Planet: 



www.completeplanet.com 



INFOMINE: 




http://infomine.ucr.edu/ 



LESSON 2
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Demonstrate INFOMINE and Google Scholar. Talk about the others, e.g., Wikipedia, Ask.com.
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LESSON 2

Grey Literature Portals and Directories - Examples

Air War College Military Quick Portal: www.au.af.mil/au/awc/awcgate/awc-port.htm 

American Economists Association, RFE: Resources for Economists on the Internet: http://rfe.org/ 

Applied Math and Science Education Repository (AMSER): http://amser.org./index.php?P=Home

British Library for Development Studies: http://blds.ids.ac.uk/

Central and Eastern European Business Directory: www.ceebd.co.uk/ceebd/ 
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Grey Literature Portals and Directories - Examples

CEOExpress: www.ceoexpress.com 

European Business Directory: www.wlw.de/start/wlw_dach/DE/en/ 

Legal Research on International Law Issues Using the Internet: www2.lib.uchicago.edu/~llou/forintlaw.html#directories  

MagPortal: www.magportal.com/c/bus/ 

New York Academy of Medicine:  www.nyam.org/library

Office of Scientific and Technical Information:  www.osti.gov



8/17/2012
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Grey Literature Portals and Directories - Examples

Open Grey:  www.opengrey.eu

Scirus:  www.scirus.com/srsapp/advanced/index.jsp?q1=www.scirus.com

Thirty Thousand Feet Aviation Directory: www.thirtythousandfeet.com/director.htm 

University Libraries, Engineering and Physical Sciences Library, The Virtual Technical Reports Center: www.lib.umd.edu/ENGIN/TechReports/Virtual-TechReports.html 

8/17/2012

29

LESSON 2















Grey Literature Portals and Directories - Examples

USA.gov:  www.usa.gov

Wall Street ExecutiveLibrary: www.executivelibrary.com/ 

World Health Organization:  http://dosei.who.int/uhtbin/cgisirsi/Tue+Jul+10+20:46:21+MEST+2012/0/49

The WWW Virtual Library: http://vlib.org 

Yahoo! Directory: http://dir.yahoo.com 

8/17/2012
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Grey Literature Resources - Examples

Amazon: www.amazon.com 

Archnet: www.archnet.org 

Directory of Open Access Journals: www.doaj.org 

Infoplease: www.infoplease.com 

InterDok Corporation 
(The Meeting Index and 
Directory of Published Papers): www.interdok.com 

Intute: www.intute.ac.uk 

LESSON 2
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Grey Literature Resources - Examples

ipL2: www.ipl2.org 

Library of Congress: www.loc.gov 

Migration Information Source:
http://migrationinformation.org

Oregon State University 
(Institute for Water and Watersheds):
www.transboundarywaters.orst.edu 

Social Science Research Network:
www.ssrn.com/ 

World Research Institute 
(EarthTrends and 
Environmental Information):
www.earthtrends.wri.org 
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8/17/2012

32
































Hands-on Exercise
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Hands-on Exercise 

Question One

Are there any Panamanian flagged tanker ships named “Columbia”?

Topic: shipping



Question Two

Find a report on the quality of drinking water in the city of Mesa, Arizona. Is it good? Is it current?

Topic: water



Question Three

According to the most recent census, which state in the United States has the highest number of Muslim Adherents? Which county in Minnesota has the highest number of Muslim Adherents?

Topic: religion
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Hands-on Exercise

Question Four

Which resource would provide information on historic earthquakes in Iowa?



Question Five

Which resource would provide information on Puget Sound’s campus disaster plan?



Question Six

Which resource has the ability to search across all DOE collections?



Question Seven

Which site provides a chart and map of the percentage of population that is under-nourished?

	

8/17/2012
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Databases and the Hidden Web Resources for the Students

Lesson 1 – Databases 



Databases - Examples



AirNav

www.airnav.com



Army Environmental Database

http://aec.army.mil/usaec/reporting/aedb-r00.html



Army Recruiter/Reserve Center locator

www.goarmy.com/locate-a-recruiter.html



EUROPAGES

http://www.europages.com/



FedBizOpps

https://www.fbo.gov/?s=main&mode=list&tab=list



Global Incident Map (subscription only)

www.globalincidentmap.com



Global Terrorism Database

http://www.start.umd.edu/gtd/



GPO’s Federal Digital System (FDsys)

http://www.gpo.gov/fdsys/search/advanced/advsearchpage.action



Helis.com Database

www.helis.com/database



ingentaconnect

http://www.ingentaconnect.com/



National Transportation Safety Board Aviation Accident Database & Synopses

http://www.ntsb.gov/aviationquery/index.aspx



National Vulnerability Database

http://nvd.nist.gov/



OAIster®database

www.oclc.org/oaister



Plants Database

http://plants.usda.gov



ThomasNet

http://www.thomasnet.com/



U.S. EPA Water: Applications & Databases 

http://water.epa.gov/scitech/datait/index.cfm



U.S. National Library of Medicine’s databases

PubMed

http://www.ncbi.nlm.nih.gov/pubmed/





Lesson 2 – Grey Literature





What is Grey Literature?



“What is the Deep Web? (Invisible Web), Information is Not Free,”

www.youtube.com/watch?v=YM6kvccqV4c





Grey Literature Search Aids - Examples



Complete Planet

www.completeplanet.com



Google Scholar

http://scholar.google.com



INFOMINE

http://infomine.ucr.edu/



TechXtra

www.techxtra.ac.uk





Grey Literature Portals and Directories - Examples



Air War College Military Quick Portal

http://www.au.af.mil/au/awc/awcgate/awc-port.htm



American Economists Association, RFE: Resources for Economists on the Internet

http://rfe.org/



Applied Math and Science Education Repository (AMSER) http://amser.org./index.php?P=Home



British Library for Development Studies 

http://blds.ids.ac.uk/



Central and Eastern European Business Directory

http://www.ceebd.co.uk/ceebd/



CEOExpress

www.ceoexpress.com



European Business Directory

http://www.wlw.de/start/wlw_dach/DE/en/index.html



Legal Research on International Law Issues Using the Internet

http://www2.lib.uchicago.edu/~llou/forintlaw.html#directories



MagPortal

http://www.magportal.com/c/bus/



New York Academy of Medicine:  

www.nyam.org/library



Office of Scientific and Technical Information  

www.osti.gov



Open Grey  

www.opengrey.eu



Scirus  

www.scirus.com/srsapp/advanced/index.jsp?q1=www.scirus.com



Thirty Thousand Feet Aviation Directory

http://www.thirtythousandfeet.com/director.htm



University Libraries, Engineering and Physical Sciences Library, The Virtual Technical Reports Center

http://www.lib.umd.edu/ENGIN/TechReports/Virtual-TechReports.html



USA.gov

www.usa.gov



Wall Street ExecutiveLibrary

http://www.executivelibrary.com/



World Health Organization  http://dosei.who.int/uhtbin/cgisirsi/Tue+Jul+10+20:46:21+MEST+2012/0/49



The WWW Virtual Library

http://vlib.org



Yahoo! Directory

http://dir.yahoo.com





Grey Literature Resources – Examples



Amazon

www.amazon.com



Archnet

www.archnet.org



Directory of Open Access Journals

www.doaj.org



infoplease

www.infoplease.com



InterDok Corporation (The Meeting Index and Directory of Published Papers)

www.interdok.com



intute

www.intute.ac.uk



ipL2

www.ipl2.org



Library of Congress

www.loc.gov



Migration Information Source

http://migrationinformation.org



Oregon State University (Institute for Water and Watersheds)

www.transboundarywaters.orst.edu





[bookmark: _GoBack]Social Science Research Network

http://www.ssrn.com/



World Research Institute (EarthTrends and Environmental Information)

www.earthtrends.wri.org








Hands-on Exercises

Lesson 1 – Databases 

The U.S. Naval Academy Nimitz Library does an excellent job of describing the Web and the Library databases.



Go to the U.S. Naval Academy Nimitz Library at http://www.usna.edu/Library/reference/web-vs-lib-data.html and review the information.



2.  Review the differences in the search features of various search engines, “free databases” and commercial databases.



Examples of search engines:

· U.S. Department of Defense at www.defense.gov

· Scirus at www.scirus.com



Examples of “free databases:

· National Library of Medicine at http://www.nlm.nih.gov/

· PubMed Plus at http://www.ncbi.nlm.nih.gov/pubmed/advanced

· Plants Database at http://plants.usda.gov



Examples of commercial websites:

· EBSCO Host (through OSC)

· Gale’s PowerSearch (through Knox County Public Library or Ohio Library)

· Factiva

· Nexis



3.  Add ABCs of Military Resources to your list of excellent resources.

Lesson 2 – Grey Literature 

1.  Are there any Panamanian flagged tanker ships named “Columbia”?

Topic: shipping



2.  Find a report on the quality of drinking water in the city of Mesa, Arizona.  Is it good?  Is it current?

Topic: water



3.  According to the most recent census, which state in the United States has the highest number of Muslim Adherents? Which county in Minnesota has the highest number of Muslim Adherents?

Topic: religion     
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Electronic Search       	Techniques
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Topics

Lesson 1 – Internet and the World Wide Web



Lesson 2 – Research Design



Lesson 3 – Basic Search Methodology

 Search Aids/Tools

 Search Process

 Topic Development Worksheet

 Constructing Your Search



Lesson 4 – Citing Your Sources



Lesson 5 – Searching, and Evaluating Search Results



7/19/2012
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Objective



Demonstrate basic search methodologies and techniques necessary to conduct research on the Internet and other electronic search tools.

7/19/2012
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Lesson 1
Internet and the World Wide Web

7/19/2012
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			What is the Internet?

7/19/2012
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[Orion’s Rainbow – NASA’s Image of the Day Gallery]  The Instructor will engage the students in an interactive discussion by asking the students, What is the Internet?

5
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			What is the Internet?













[Information Super Highway – Angelo Ingargiola] The title of this art piece by the artist, Angelo Ingargiola, is Information Super Highway. The Internet has been referred to as the Information Super Highway and this is his visual interpretation of the Internet. Continue with discussion.

6





Internet and the World Wide Web

7/19/2012
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[Aerial Super Highway – NASA Goddard Space Flight Center] This is another representation of the Super Highway. The Instructor will conclude the interactive discussion and proceed to the definitions and attributes.
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Internet and the World Wide Web



Global system of interconnected computer networks that use the standard Internet Protocol Suite (TCP/IP) to serve the users worldwide 



Vast range of information resources and services 



Decentralized information



Not organized



LESSON 1
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 Internet and World Wide Web  





Dynamic  



Information is increasing



Not reviewed or edited



Not always authentic or accurate



Not stable 

LESSON 1
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Internet and the World Wide Web 

Search tools and techniques are:

numerous and varied 

not standardized 

constantly changing



LESSON 1

7/19/2012
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World Wide Web

According to Wikipedia, the World Wide Web “is a system of interlinked hypertext documents accessed via the Internet. With a web browser, one can view web pages that may contain text, images, videos, and other multimedia and 
navigate between 
them via hyperlinks.”

7/19/2012
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LESSON 1

Graphic representation of a minute fraction of the WWW, demonstrating hyperlinks 
(source: Wikipedia)













The World Wide Web is not the same as the Internet.
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World Wide Web 

As of April 2, 2012, the Indexed Web contained at least 8.02 billion pages.









The current size of the Web is available at http://www.worldwidewebsize.com/.







7/19/2012
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This slide and the next slide illustrate the vastness of the World Wide Web. The number of webpages of Google, Yahoo!, and Bing are also provided.
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  Internet Users

As of December 31, 2011, there were 2,267,233,742 Internet users.



Internet Usage by World Region as March 31, 2011















   	Source: Internet World Stats

	Copyright©2011, Miniwatts Marketing Group
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The current number of users of the Internet is available at http://www.internetworldstats.com/stats.htm. 
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How do you conduct a search using the World Wide Web?

7/19/2012
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How do you obtain the information that you need and want? 

14



You Need a Process

7/19/2012
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You need a process or a method. You need a plan.
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Lesson 2
Research Design or Research Methods

7/19/2012

16













This is an example of a plan/process. This process is often referred to as Research Methods.
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Research Design

7/19/2012
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LESSON 2

Question(s)

Strategy

Collect 
Data

Evaluate Data

Reassess

Evaluation & Synthesis of Results

Final 
Report

















Research Design varies according to the specialty. 

Questions  - What needs to be answered or supported? 

Strategy - What do you do to answer the question(s)? What do you do to find the information?

Collect Data

Evaluate Data

Reassess – Regroup? Which step is next? Evaluation & Synthesis of Results? Hypothesis? Proposition? Collect Data?

Evaluation & Synthesis of Results

Final Report

17



Information Process



7/19/2012
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Review. How is Information Process similar or different from the Research Design example?
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Lesson 3
Basic Search Methodology

7/19/2012
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Lesson 3 will cover: Search Aids/Tools, the Search Process, the Topic Development Worksheet, and Constructing Your Search
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Information Needs Assessment 



Who, what, when, where, why?

Date (timeframe), language, copyright, money, time, use of Internet?

What are the criteria and limits?

Types of resources, FOIA, final product, monitor or track?

Do you understand the question?

Do you need background information?

What is the deadline?

What is the format of the final product?

7/19/2012
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We know that we need a process. We’ll start at the beginning, with our client. The Information Needs Assessment is also referred to as Information Needs Requirement. It was formerly the Reference Interview. The purpose is to find out what your client/customer needs and wants.

20



Strategy

Order or purchase materials



Obtain translation(s)



Borrow materials



Prepare search strategies for databases and Internet searches

7/19/2012
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“You can’t always find everything, 
but you can always find something.”

Known required materials? Obtain ASAP













Strategy to prepare for the research. Time and money are key factors.

21



Resources – Examples 

Reference materials

Archived documents

Out-of-print materials

Interlibrary loan materials

Materials that cannot be borrowed or materials that are too lengthy for a FOIA request

7/19/2012
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Maps

Statistics

Journals/magazines

Government documents and repositories

Repositories

Materials not published in an electronic format

	













Which resources will you use? These are examples of predominantly print resources.

22



Resources – Examples 

Web sites/portals

Television

Radio

Audio 

Video

Databases

Digital images

Blogs, weblogs, wikis, etc.

7/19/2012
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DVD

Email

Chat rooms

GIS

Maps

Social media

CD-ROM	













Which resources will you use? These are examples of predominantly electronic resources.
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Documentation and Storage

Bibliography?

Personal notes; strategies

Endnotes or footnotes?

Results





7/19/2012
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NOTES













What needs to be documented? Proper storage is important also.

24



Final Product/Deliverable

Template

Cover letter

Footnotes/Endnotes?

Analysis?

Sources

   Links?

   Full-text? (copyright compliant)

   Hard Copy?

Translations?

Bibliography?



7/19/2012
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What should be included? What are the client’s requirements? What are the organization’s standards? What are the requirements for the Final Product?

25



Search Aids/Internet Tools 
and Resources

Utilization of Internet Tools and Resources for Open Source Intelligence (OSINT) 
www.onstrat.com/osint

Intelligence Indexes 
http://www.fuld.com/fuld-bin/f.wk?fuld.i3.home

Portals  
Example: Ipl2 
www.ipl.org/div/subject

Pathfinders/research guides
Example: Boston University Libraries Instruction and Class Guides
www.bu.edu/library/instruction/wr150guide.html

University of California, Libraries, Research Tips and FAQs
http://libguides.lib.uci.edu/content.php?pid=42073&sid=797721

7/19/2012
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  Searching

A word about searching…



Allow time for the planning of the search process and documentation 



Allow time for the actual search process and documentation 



Be objective 



Alternative perspectives and contrary reporting should be provided



All available sources of information should be accessed



Document your search journey 

7/19/2012
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Preparation
Identify the concepts and search terms. Stop words.

        

Select resource


Choose the type of search



Create strategy


Limit


Refine search




Search Process 

7/19/2012
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  Topic Development Worksheet

7/19/2012
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Students will have the hard copy to view as each step is discussed. It will be used in the exercises.

29



   Topic Development Worksheet

7/19/2012
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Example

M.J. asks for information on power. 

You ask for clarification. It is energy. Electricity not gas.

















Examples of a few questions that you may want to ask:

Use or purpose of information

Statistics, production

Companies that produce or are involved with

Locations – U.S. or elsewhere, GIS

Patents



7/19/2012

31

		Broader term		Power						

		Narrower term		Energy (narrower or synonym?)						

		Narrower term		electric/electricity						

		Narrower term
 		Narrower term
 		Narrower term		Narrower term		Narrower term

				water		wind		coal		solar

				hydroelectric		 		 		photovoltaic



LESSON 3













Explain the use of Energy. Any other suggestions from the students?

31










Hands-on Exercise

7/19/2012
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Two planned exercises. Allow for another exercise or questions. Students will turn in results for instructor to review.
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Constructing your Search

Connection words (AND, OR, NOT) – Boolean Logic



Phrases 



Spelling variations (alternate spellings, foreign spellings)



Wildcard, stemming, truncation symbols – symbols that take the place of one to many letters or other words in order to provide multiple forms of the root word



Proximity operators and search features



7/19/2012
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Explain and provide examples.
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Boolean Logic

Boolean Logic is used to narrow or broaden your search.

7/19/2012
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Various representations of 
Boolean operations (source Wikipedia)
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Boolean Logic - Using AND

AND is used to narrow your search. The results will have all of the words that you “anded” together. Stemming may occur.



It is commonly represented by the word, and; or the plus sign, +; or by a space.





You enter:			What happens?

addiction AND treatment		The results include both words: 				addiction and treatment, in any 				order or proximity; stemming 				may occur



7/19/2012
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Venn Diagram illustrates Boolean Logic

Drones

Missiles

Drones

& Missiles

7/19/2012
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drones “anded” with missiles
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Boolean Logic - Using OR

OR is used to broaden a search. The results will include either one of the words that you typed, or both words. Stemming may occur. 



OR is a good tool to use when there are several spellings and/or synonyms of a word.







You enter:		What happens?

cocaine OR crack		The results may include cocaine, or 			crack, or cocaine and crack. The 				number of possibilities increase 				with stemming.
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Boolean Logic - Using NOT

NOT is used to narrow a search by excluding search term(s). The results will contain the terms before NOT, but not the term(s) that you excluded.







You enter:			What happens?

drugs NOT prescription	The results will include drugs but 				will not include prescription.
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Boolean Logic

Keep in mind, different Search Engines offer different degrees of Boolean support and no single search engine covers everything.

















Demonstration of Boolean Logic.
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Boolean Logic Operators - Examples
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		Search		Results

		laden AND taliban		finds documents containing both words

		usama OR osama 		finds documents containing either word or both words

		organization or organisation 		finds documents containing either word or both words

		tank NOT armor 		finds documents containing the first word but not the second

		omar AND (taliban OR afghanistan) 		finds documents containing the first term in combination with the second or third term















Is anything wrong with these? Hands-on exercise(s).
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Phrases - Examples

Put the words between “quotation marks” to search for a phrase. This tells the search engine to only bring back those pages that include these search terms exactly as you typed them, in order, proximity, etc.
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		Search		Results

		“osama bin laden” 		finds documents that contain this phrase as written, in this order, without stemming

		“lord of the flies” 		an example of stop words in the phrase, which in this case, is the title of a book

		“search and rescue” 		finds documents that contain this phrase as written, instead of “anding” the terms which would allow stemming















Hands-on exercise(s).
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Spelling Variations - Examples

Some search engines will offer alternative spellings, that may include diacritics, as you type your terms in the search box. You may want to explore these options.

Known spelling variations, may be “ored” together.

Spelling variations are easily addressed if truncation symbols/wildcards are available. 
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		Search		Results

		aluminum or aluminium 		finds documents that contain either word or both words; stemming may occur

		osama or usama 		finds documents that contain either word or both words; stemming may occur















Hands-on exercise(s).
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Truncation/Wildcards

Each search engine is different, and truncation/wildcards may or may not be an option, or they may be limited. 



There may be a truncation symbol for only one letter, or for variant endings or beginnings. Truncation should not be confused with variant search results.



The symbols that are most often used are the asterisk, *; question mark, ?; and the exclamation point, ! 
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Truncation/Wildcards - Examples
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		Search		Results

		*sama 		finds documents that contain sama as the ending of a word or phrase; the * may represent one letter or more

		alumin*		finds documents that contain alumin as the root word; British and American spellings of the metal will be included in the results 

		organi*ation		finds documents that contain organization or organisation















This will be presented in the Search and Analytical Tools module. Hands-on exercise(s).
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Proximity Operators

Each search engine is different, and proximity operators may or may not be an option. Proximity operators allow you to search for words or phrases that are close to one another.



AROUND(#), or w/#, or near/#  are often used to specify that the first word is within a specific number, #, of words of the second word.



The before/# operator specifies that the first word is within # words and before the second word.



The adj operator specifies that one word is adjacent to another word in the order that it is written.
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Proximity Operators - Examples
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		Search		Results

		“state department” w/5 report 		finds documents that contain the phrase, “state department,” within 5 words of the word, report, but not necessarily in that order. A few possible results are:
The State Department report
The State Department issued a report
The report was promulgated by the State Department

		robert w/3 jones 		finds documents that contain robert within 3 words of jones, but not necessarily in that order. A few possible results are:
Robert Michael Jones, Jr.
Robert M. Jones
Jones, Robert
Jones, Jr, Robert

		senator before/10 clinton 		finds documents that contain the word, senator, within 10 words and before the word, clinton

		congressional adj hearing 		finds documents that contain the word, congressional,  directly followed by the word, hearing















Case Sensitivity

Varies with search engine



 Generally, search in all lower case (some search engines distinguish between proper nouns, i.e. people’s names by capitalizing the first letter)



The capitalization of Boolean operators varies with each search engine
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Limit your Search

You may be able to limit by:



Date (Note: the date may be the date that the information was created, posted, or updated)

Language

Media type

Site 
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Search Features

Use tool-specific features to limit



Best to use when a search has returned large number of web pages



Types of search field – Anchor, Domain, Like, Link, Text, and URL

Site – limit to specific site or domain (i.e. army.cz; army.ru)

Like – Web pages similar to a result page

Link – Pages linked to a specific URL

Text – Specific text in body of web page

URL – Specific text in the URL

File Type – Search for PDF or non-HTML documents



7/19/2012

49













Examples of Search Features

Google					Yahoo

site:						site:

link:						intitle: 

filetype:					url:

inurl: 						             

numrange:					
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This will be presented in the Search and Analytical Tools module.
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Initial Search Method

Decide on your initial search method. 



Typically:



Keyword Search

      Most common in search engines

      Most common search



Subject search

       Possible where available (databases, library, directories)

       Typically not available in standard Internet search engines



Utilize the advanced search option.
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The Search

The results of your search 

The results that are retrieved may be arranged by date or by relevance. In some systems, you may not be able to sort your results; or you may have several choices.



Refine your search 

Based on initial results:

Narrow search by using AND or more specific terms

Broaden search by removing some terms or using OR in the search string to include more terms or search features

Choose another search engine, directory, or database



7/19/2012

52













The Instructor will ask the students for other ways to refine the search.
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Advanced Search

Google advanced search  
http://www.google.ca/advanced_search





Yahoo! advanced search
http://search.yahoo.com/web/advanced



Bing advanced search
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Have the students find the Advanced Search on several search engines.
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Practice Exercises

Create a query for the following scenarios:



1. Medical NGOs in Thailand



2. Capabilities of SA-7 missile



3. How many LNG terminals are there on the west coast?





7/19/2012

54













Exercises Solutions

A few solutions:



1. Thailand AND (ngo OR ngos OR “non-governmental organizations” OR aid) AND (medical OR health OR disease)  NOTE: ngo synonym list can be expanded



2. (sa-7 OR sa7 OR grail) AND (missile OR SAM OR surface-to-air missile)



3. (lng OR “liquefied natural gas”) AND (terminal OR port) AND (alaska OR washington OR Oregon OR california OR “west coast”)
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Lesson 4
Citing Your Sources
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Citing Your Sources



The Air Force Institute of Technology Library refers their students to the following page: http://www.afit.edu/library/subjectpage.cfm?page=63



Highlights of the AFIT Study Guide: (http://www.afit.edu/en/docs/StyleGuide.pdf):



Sources listed below should be consulted for information pertaining to other documentation and bibliographic systems (please use latest editions)

Most professional journals contain style guidelines which potential authors are required to follow when preparing articles for publication

Many publications include their “Style Guide for Authors” in the first number of each volume, or on the back cover of each issue

Consult your research advisor to determine which publication style is most appropriate for your discipline
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There are several standards. Have students go to this site so you can read, emphasize, and explain the points in this description.
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Citing Your Sources 

Visit the AFIT Library (www.afit.edu/library/) to see the variety of resources and guides currently available. Contact a librarian for specific help.



American Chemical Society. American Chemical Society Style Guide and Handbook. Washington.

American Institute of Physics. Publications Board. Style Manual for Guidance in the Preparation of Papers. New York.

American Psychological Association. Publication Manual of the American Psychological Association. Washington.

American National Standards Institute. Scientific and Technical Reports – Preparation, Presentation, and Preservation. ANSI/NISO Z39.18. Bethesda MD: NISO Press.

Associated Press. The Associated Press Stylebook. Dayton OH: Lorenz Press.

The Chicago Manual of Style. Chicago: University of Chicago Press.
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AFIT Library  

Council of Biology Editors. Style Manual Committee. CBE Style Manual: A Guide for Authors, Editors, and Publishers in the Biological Sciences. Bethesda MD.

Gelfand, Harold and Charles J. Walker. Mastering APA Style: Student’s Workbook and Training Guide. Washington: American Psychological Association.

Harvard Law Review: A Uniform System of Citation. Cambridge MA.

Hodges, John C., and others. Harbrace College Handbook. New York: Harcourt Brace Jovanovich.

Modern Language Association. MLA Style Manual and Guide to Scholarly Publications. New York.

Turabian, Kate L. A Manual for Writers of Term Papers, Theses, and Dissertations. Chicago: University of Chicago Press.

United States. Government Printing Office. GPO Style Manual. Washington.
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Citing Your Sources 

The Air University Muir S. Fairchild Research Information Center refers their students to the following sites: 



UNC Health Science Library EndNote X5: http://www.hsl.unc.edu/Services/Tutorials/ENDNOTE/intro.htm

and the Purdue Online Writing Lab (OWL): http://owl.english.purdue.edu/



The Naval Postgraduate School Library refers their students to the University of Berkeley Library guide on Citing Your Sources: http://www.lib.berkeley.edu/instruct/guides/citations.html



The U.S. Army War College Library web page on Endnote Examples: http://www.carlisle.army.mil/library/endnote_examples.htm
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Citing Your Sources 



The U.S. Army War College Library web page on Bibliography Examples:
http://www.carlisle.army.mil/library/bibliography_examples.htm



The U.S. Naval Academy Nimitz Library web page on Citing Your Sources: http://libguides.usna.edu/content.php?pid=117931&sid=1017203



The DNI Intelligence Community Directive number 206:  
http://www.dni.gov/electronic_reading_room/ICD_206.pdf
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Lesson 5
Searching, and Evaluating Your Search Results
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Searching, and Evaluating Your Search Results

A word about searching, and evaluating your search results.

	

Be objective 



Alternative perspectives and contrary reporting should be provided



All available sources of information should be accessed



Document your search journey 

7/19/2012
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These are key points. The Reliability and Credibility of Sources will be presented in another module.
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Wikipedia and Similar Sources



They are user maintained



Avoid using as a primary source



May be good for background information



Investigate the listed references 
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Caution students about sources that are not authoritative. Again, this will be covered in a subsequent module.
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Summary

Plan your initial search.

Compile a list of concepts and search terms. 

Who might have the information? You may need to use their query tools to get into their database.

Learn how to use the resources - search engines, directories, etc.

Bookmark the most significant resources and save the most productive search strategies.

Learn from your searches. Vary your approach as you learn.

Remember… all of the search tools, combined, will not retrieve everything.

Remember… there isn’t just one search tool.
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Topics
Lesson 1 – Internet and the World Wide Web


Lesson 2 – Research Design


Lesson 3 – Basic Search Methodology


 Search Aids/Tools


 Search Process


 Topic Development Worksheet


 Constructing Your Search


Lesson 4 – Citing Your Sources


Lesson 5 – Searching, and Evaluating Search Results
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Objective


Demonstrate basic search methodologies 
d t h i    t   d t and techniques necessary to conduct 


research on the Internet and other 
electronic search tools.
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What is the Internet?
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What is the Internet?
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Internet and the World Wide Web
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Internet and the World Wide Web


 Global system of interconnected computer 
networks that use the standard Internet Protocol 
Suite (TCP/IP) to serve the users worldwide 


 V t    f i f ti     d  i   Vast range of information resources and services 


 Decentralized information


 Not organized


LE
SS
O
N
 1
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Internet and World Wide Web  


 Dynamic  


 Information is increasing


 Not reviewed or edited


 Not always authentic or accurate


 Not stable 


LE
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O
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Internet and the World Wide Web 
Search tools and 
techniques are:
 numerous and varied 


 not standardized 


l   h i constantly changing
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World Wide Web
According to Wikipedia, 
the World Wide Web “is a 
system of interlinked 
hypertext documents 
accessed via the Internet. 
With a web browser, one 
can view web pages that 
may contain text, images, 
videos, and other 
multimedia and 
navigate between 
them via hyperlinks.”
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Graphic representation of a 
minute fraction of the WWW, 
demonstrating hyperlinks


(source: Wikipedia)


World Wide Web 


As of April 2, 2012, the Indexed Web contained 
at least 8.02 billion pages.


The current size of the Web is available at 
http://www.worldwidewebsize.com/.
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Internet Users
As of December 31, 2011, there were 2,267,233,742 Internet users.


Internet Usage by World Region as March 31, 2011


Source: Internet World Stats


Copyright©2011, Miniwatts Marketing Group
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Research Design


Question(s) Strategy
Collect 
Data
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Evaluate 
DataReassess


Evaluation & 
Synthesis of 


Results


Final 
Report


Information Process
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Information Needs Assessment 


1. Who, what, when, where, why?


2. Date (timeframe), language, copyright, money, 
time, use of Internet?


3. What are the criteria and limits?


4 Types of resources  FOIA  final product  monitor 4. Types of resources, FOIA, final product, monitor 
or track?


5. Do you understand the question?


6. Do you need background information?


7. What is the deadline?


8. What is the format of the final product?
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Strategy


 Order or purchase materials


 Obtain translation(s)


 Borrow materials


Known required materials? Obtain ASAP


 Borrow materials


 Prepare search strategies for 
databases and Internet searches


7/19/2012 21


LE
SS
O
N
 3


“You can’t always find everything, 
but you can always find something.”
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Resources – Examples 
 Reference materials


 Archived documents


 Out‐of‐print 
materials


I lib  l  


Maps


 Statistics


 Journals/magazines


 Government 
documents and 


 Interlibrary loan 
materials


Materials that cannot 
be borrowed or 
materials that are too 
lengthy for a FOIA 
request
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documents and 
repositories


 Repositories


Materials not 
published in an 
electronic format


Resources – Examples 
Web sites/portals


 Television


 Radio


 Audio 


 DVD


 Email


 Chat rooms


 GIS


 Video


 Databases


 Digital images


 Blogs, weblogs, wikis, 
etc.
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Maps


 Social media


 CD‐ROM


Documentation and Storage


Bibliography?


Personal notes; strategiesPersonal notes; strategies


Endnotes or footnotes?


Results
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Final Product/Deliverable
 Template
 Cover letter
 Footnotes/Endnotes?
A l i ?Analysis?


 Sources
• Links?
• Full‐text? (copyright compliant)
• Hard Copy?


 Translations?
 Bibliography?


7/19/2012 25


LE
SS
O
N
 3


Search Aids/Internet Tools 
and Resources
 Utilization of Internet Tools and Resources for Open 
Source Intelligence (OSINT) 
www.onstrat.com/osint


 Intelligence Indexes 
http://www.fuld.com/fuld‐bin/f.wk?fuld.i3.home


 Portals  Portals 
Example: Ipl2 
www.ipl.org/div/subject


 Pathfinders/research guides
Example: Boston University Libraries Instruction and 
Class Guides
www.bu.edu/library/instruction/wr150guide.html


 University of California, Libraries, Research Tips and 
FAQs
http://libguides.lib.uci.edu/content.php?pid=42073&sid=797721
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Searching
A word about searching…


 Allow time for the planning of the search process and 
documentation


 Allow time for the actual search process and 
documentationdocumentation 


 Be objective 


 Alternative perspectives and contrary reporting should be 
provided


 All available sources of information should be accessed


 Document your search journey 
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1. Preparation
Identify the concepts and search terms. Stop words.


2. Select resource


Search Process 


3. Choose the type of search


4. Create strategy


5. Limit


6. Refine search
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Topic Development Worksheet
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Topic Development Worksheet
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Example
M.J. asks for information on power. 
You ask for clarification. It is energy. Electricity not gas.


Broader term Power


Narrower term Energy (narrower or synonym?)


Narrower term electric/electricity


N  t N   N   N   N  t


Examples of a few questions that you may want to ask:
 Use or purpose of information
 Statistics, production
 Companies that produce or are involved with
 Locations – U.S. or elsewhere, GIS
 Patents
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Narrower term Narrower term Narrower term Narrower term Narrower term


water wind coal solar


hydroelectric photovoltaic


LE
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HandsHands‐‐on Exerciseon Exercise
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Constructing your Search
 Connection words (AND, OR, NOT) – Boolean Logic


 Phrases 


 Spelling variations (alternate spellings, foreign Spelling variations (alternate spellings, foreign 
spellings)


 Wildcard, stemming, truncation symbols – symbols 
that take the place of one to many letters or other 
words in order to provide multiple forms of the root 
word


 Proximity operators and search features
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Boolean Logic
Boolean 
Logic is used 
to narrow or to narrow or 
broaden your 
search.
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Various representations of 
Boolean operations (source Wikipedia)


Boolean Logic ‐ Using AND


AND is used to narrow your search. The results will have all of the 
words that you “anded” together. Stemming may occur.


It is commonly represented by the word, and; or the plus sign, +; 
or by a space.


You enter: What happens?
addiction AND treatment The results include both words: 


addiction and treatment, in any 
order or proximity; stemming 
may occur
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Venn Diagram illustrates Boolean Logic
drones “anded” with missiles


Drones Missiles
Drones


& 
Missiles
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Boolean Logic ‐ Using OR


OR is used to broaden a search. The results will include either one 
of the words that you typed, or both words. Stemming may occur. 


OR is a good tool to use when there are several spellings and/or 
synonyms of a word.


You enter: What happens?
cocaine OR crack The results may include cocaine, or 


crack, or cocaine and crack. The 
number of possibilities increase 
with stemming.
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Boolean Logic ‐ Using NOT


NOT is used to narrow a search by excluding search term(s). The 
results will contain the terms before NOT, but not the term(s) that results will contain the terms before NOT, but not the term(s) that 
you excluded.


You enter: What happens?


drugs NOT prescription The results will include drugs but 
will not include prescription.
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Boolean Logic
Keep in mind, different Search Engines offer 
different degrees of Boolean support and no single 
search engine covers everything.


Demonstration of Boolean Logic.
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Boolean Logic Operators ‐ Examples


Search Results


laden AND taliban finds documents containing both words


usama OR osama finds documents containing either word 
or both words
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organization or 
organisation


finds documents containing either word 
or both words


tank NOT armor  finds documents containing the first word 
but not the second


omar AND (taliban OR 
afghanistan) 


finds documents containing the first term 
in combination with the second or third 
term


Phrases ‐ Examples
Put the words between “quotation marks” to 
search for a phrase. This tells the search engine to only 
bring back those pages that include these search terms 
exactly as you typed them, in order, proximity, etc.
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Search Results


“osama bin laden”  finds documents that contain this phrase as written, in 
this order, without stemming


“lord of the flies”  an example of stop words in the phrase, which in this case, 
is the title of a book


“search and rescue”  finds documents that contain this phrase as written, 
instead of “anding” the terms which would allow 
stemming


Spelling Variations ‐ Examples
 Some search engines will offer alternative spellings, 
that may include diacritics, as you type your terms in 
the search box. You may want to explore these options.


 Known spelling variations, may be “ored” together.


 Spelling variations are easily addressed if truncation 
symbols/wildcards are available. 
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Search Results


aluminum or 
aluminium


finds documents that contain either word or both words; 
stemming may occur


osama or usama finds documents that contain either word or both words; 
stemming may occur
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Truncation/Wildcards
Each search engine is different, and truncation/wildcards 
may or may not be an option, or they may be limited. 


There may be a truncation symbol for only one letter  or There may be a truncation symbol for only one letter, or 
for variant endings or beginnings. Truncation should not 
be confused with variant search results.


The symbols that are most often used are the asterisk, *; 
question mark, ?; and the exclamation point, !
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Truncation/Wildcards ‐ Examples


Search Results


*sama finds documents that contain sama as the ending of a word or 
phrase; the * may represent one letter or more
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alumin* finds documents that contain alumin as the root word; British 
and American spellings of the metal will be included in the 
results 


organi*ation finds documents that contain organization or organisation


Proximity Operators
Each search engine is different, and proximity operators may or may 
not be an option. Proximity operators allow you to search for words or 
phrases that are close to one another.


AROUND(#), or w/#, or near/# are often used to 
if   h   h  fi   d i   i hi     ifi   b     f  d   f specify that the first word is within a specific number, #, of words of 


the second word.


The before/# operator specifies that the first word is within # 
words and before the second word.


The adj operator specifies that one word is adjacent to another word 
in the order that it is written.
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Proximity Operators ‐ Examples
Search Results


“state department” w/5 report  finds documents that contain the phrase, “state 
department,” within 5 words of the word, report, but not 
necessarily in that order. A few possible results are:
• The State Department report
• The State Department issued a report
• The report was promulgated by the State Department
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The report was promulgated by the State Department


robert w/3 jones  finds documents that contain robert within 3 words of 
jones, but not necessarily in that order. A few possible 
results are:
• Robert Michael Jones, Jr.
• Robert M. Jones
• Jones, Robert
• Jones, Jr, Robert


senator before/10 clinton finds documents that contain the word, senator, within 10 
words and before the word, clinton


congressional adj hearing  finds documents that contain the word, congressional,  
directly followed by the word, hearing


Case Sensitivity


 Varies with search engine


 Generally  search in all lower case (some search  Generally, search in all lower case (some search 
engines distinguish between proper nouns, i.e. 
people’s names by capitalizing the first letter)


 The capitalization of Boolean operators varies with 
each search engine
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Limit your Search
You may be able to limit by:


 Date (Note: the date may be the date that the information was 
created, posted, or updated)


L Language


 Media type


 Site 
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Search Features
 Use tool‐specific features to limit


 Best to use when a search has returned large number of web 
pages


 Types of search field  Anchor  Domain  Like  Link  Text  and  Types of search field – Anchor, Domain, Like, Link, Text, and 
URL


 Site – limit to specific site or domain (i.e. army.cz; army.ru)


 Like – Web pages similar to a result page


 Link – Pages linked to a specific URL


 Text – Specific text in body of web page


 URL – Specific text in the URL


 File Type – Search for PDF or non‐HTML documents
7/19/2012 49


Examples of Search Features
Google Yahoo
site: site:


link: intitle: 


filetype: url:


inurl: 


numrange:
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The image cannot be displayed. Your computer may not have enough memory to open the image, or the image may have been corrupted. Restart your computer, and then open the file again. If the red x still appears, you may  
have to delete the image and then insert it again.


The image cannot be displayed. Your computer may not have enough memory to open the image, or the image may have been corrupted. Restart your computer, and then open the file again. If the red x still appears, you may have to delete the image and then insert it again.


Initial Search Method
Decide on your initial search method. 


Typically:


Keyword Search
Most common in search engines
Most common search


Subject search
Possible where available (databases, library, directories)
Typically not available in standard Internet search engines


Utilize the advanced search option.
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The Search
The results of your search 
The results that are retrieved may be arranged by date or 
by relevance. In some systems, you may not be able to sort 
your results; or you may have several choices.


Refine your search 
Based on initial results:
 Narrow search by using AND or more specific terms
 Broaden search by removing some terms or using OR in 
the search string to include more terms or search 
features


 Choose another search engine, directory, or database
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Advanced Search
Google advanced search  
http://www.google.ca/advanced_search


Yahoo! advanced search
http://search.yahoo.com/web/advanced


Bing advanced search
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Practice Exercises
Create a query for the following scenarios:


1. Medical NGOs in Thailand


2. Capabilities of SA‐7 missile


3. How many LNG terminals are there on the west coast?
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Exercises Solutions
A few solutions:


1. Thailand AND (ngo OR ngos OR “non‐governmental 
organizations” OR aid) AND (medical OR health OR disease)  
NOTE: ngo synonym list can be expandedNOTE: ngo synonym list can be expanded


2. (sa‐7 OR sa7 OR grail) AND (missile OR SAM OR surface‐
to‐air missile)


3. (lng OR “liquefied natural gas”) AND (terminal OR port) 
AND (alaska OR washington OR Oregon OR california OR 
“west coast”)
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Citing Your Sources
The Air Force Institute of Technology Library refers their students to 
the following page: 
http://www.afit.edu/library/subjectpage.cfm?page=63


Highlights of the AFIT Study Guide: 
(http://www.afit.edu/en/docs/StyleGuide.pdf):


• Sources listed below should be consulted for information 
t i i  t   th  d t ti   d bibli hi  pertaining to other documentation and bibliographic 


systems (please use latest editions)


• Most professional journals contain style guidelines which 
potential authors are required to follow when preparing 
articles for publication


• Many publications include their “Style Guide for Authors” in 
the first number of each volume, or on the back cover of 
each issue


• Consult your research advisor to determine which 
publication style is most appropriate for your discipline
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Citing Your Sources 
Visit the AFIT Library (www.afit.edu/library/) to see the 
variety of resources and guides currently available. 
Contact a librarian for specific help.


 American Chemical Society. American Chemical Society Style 
Guide and Handbook. Washington.


 American Institute of Physics. Publications Board. Style Manual 
for Guidance in the Preparation of Papers. New York.


 American Psychological Association. Publication Manual of the 
American Psychological Association. Washington.


 American National Standards Institute. Scientific and Technical 
Reports – Preparation, Presentation, and Preservation. 
ANSI/NISO Z39.18. Bethesda MD: NISO Press.


 Associated Press. The Associated Press Stylebook. Dayton OH: 
Lorenz Press.


 The Chicago Manual of Style. Chicago: University of Chicago 
Press.
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AFIT Library  
 Council of Biology Editors. Style Manual Committee. CBE 


Style Manual: A Guide for Authors, Editors, and Publishers 
in the Biological Sciences. Bethesda MD.


 Gelfand, Harold and Charles J. Walker. Mastering APA Style: 
Student’s Workbook and Training Guide. Washington: 
American Psychological Association.


 Harvard Law Review: A Uniform System of Citation. 
Cambridge MA.


 Hodges, John C., and others. Harbrace College Handbook. 
New York: Harcourt Brace Jovanovich.


 Modern Language Association. MLA Style Manual and 
Guide to Scholarly Publications. New York.


 Turabian, Kate L. A Manual for Writers of Term Papers, 
Theses, and Dissertations. Chicago: University of Chicago 
Press.


 United States. Government Printing Office. GPO Style 
Manual. Washington.
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Citing Your Sources 
The Air University Muir S. Fairchild Research Information 
Center refers their students to the following sites: 


UNC Health Science Library EndNote X5: 
http://www.hsl.unc.edu/Services/Tutorials/ENDNOTE/intro.htm


and the Purdue Online Writing Lab (OWL): 
http://owl.english.purdue.edu/


The Naval Postgraduate School Library refers their students to 
the University of Berkeley Library guide on Citing Your 
Sources: 
http://www.lib.berkeley.edu/instruct/guides/citations.html


The U.S. Army War College Library web page on Endnote 
Examples: 
http://www.carlisle.army.mil/library/endnote_examples.htm
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Citing Your Sources 


The U.S. Army War College Library web page on 
Bibliography Examples:
http://www.carlisle.army.mil/library/bibliography_examples.htm


The U.S. Naval Academy Nimitz Library web page y y p g
on Citing Your Sources: 
http://libguides.usna.edu/content.php?pid=117931&sid=1017203


The DNI Intelligence Community Directive 
number 206:  
http://www.dni.gov/electronic_reading_room/ICD_206.pdf
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Searching, and Evaluating Your 
Search Results


A word about searching, and evaluating your search 
results.


 Be objective 


 Alternative perspectives and contrary reporting should 
be provided


 All available sources of information should be accessed


 Document your search journey 
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Wikipedia and Similar Sources


They are user maintained


Avoid using as a primary source


May be good for background information


 Investigate the listed references 
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Summary
• Plan your initial search.


• Compile a list of concepts and search terms. 


• Who might have the information? You may need to use their 
query tools to get into their database.


• Learn how to use the resources ‐ search engines, directories, Learn how to use the resources  search engines, directories, 
etc.


• Bookmark the most significant resources and save the most 
productive search strategies.


• Learn from your searches. Vary your approach as you learn.


• Remember… all of the search tools, combined, will not 
retrieve everything.


• Remember… there isn’t just one search tool.
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Electronic Search Techniques Resources for the Students

Lesson 1 – Internet and the World Wide Web



World Wide Web



WorldWideWebsize

www.worldwidewebsize.com





Internet Users



Internet World Stats

www.internetworldstats.com/stats.htm



“The Filter Bubble: How the Hidden Web is Shaping Lives” www.youtube.com/watch?v=6_sim_Wc3mY





Lesson 2 – Research Design or Research Methods



Research Design



Applying Research Methods 

 www.youtube.com/watch?v=HFybnL7Baas



Research Methods – Part 1 

www.youtube.com/watch?v=YggWUMU4erw





Lesson 3 – Basic Search Methodology



Final Product/Deliverable



“Rwanda: Background and Current Developments”

http://assets.opencrs.com/rpts/R40115_20110429.pdf



“The Federal Bureau of Investigation and Terrorism Investigations”

http://assets.opencrs.com/rpts/R41780_20110427.pdf



”National Cybersecurity Strategy: Key Improvements Are Needed to Strengthen the Nation’s Posture”

http://www.dtic.mil/dtic/tr/fulltext/u2/a516403.pdf



“Cybersecurity through Real-Time Distributed Control Systems”

http://info.ornl.gov/sites/publications/files/Pub23135.pdf





Search Aids/Internet Tools and Resources



Utilization of Internet Tools and Resources for Open Source Intelligence (OSINT)

www.onstrat.com/osint



Intelligence Indexes

http://www.fuld.com/fuld-bin/f.wk?fuld.i3.home



Portals 

Examples: 

Ipl2

www.ipl.org/div/subject



Pathfinders/research guides

Examples:

Boston University Libraries Instruction and Class Guides

www.bu.edu/library/instruction/wr150guide.html



University of California, Libraries, Research Tips and FAQs

http://libguides.lib.uci.edu/content.php?pid=42073&sid=797721





Search Process



“Stop Words, Words Ignored By Search Engines”

www.link-assistant.com/seo-stop-words.html





Lesson 4 – Citing your Sources



The Air Force Institute of Technology Library http://www.afit.edu/library/subjectpage.cfm?page=63



AFIT Study Guide

www.afit.edu/en/docs/StyleGuide.pdf



AFIT Library

www.afit.edu/library



The Air University Muir S. Fairchild Research Information Center refers their students to the following sites: 



UNC Health Science Library EndNote X5 at www.hsl.unc.edu/Services/Tutorials/ENDNOTE/intro.htm and the Purdue Online Writing Lab (OWL) at http://owl.english.purdue.edu/



The Naval Postgraduate School Library refers their students to the University of Berkeley Library guide on Citing Your Sources

www.lib.berkeley.edu/instruct/guides/citations.html



The U.S. Army War College Library web page on Endnote Examples  http://usawc.libguides.com/EndnoteExamples



The U.S. Army War College Library web page on Bibliography Examples http://usawc.libguides.com/BibliographyExamples



The U.S. Naval Academy Nimitz Library web page on Citing Your Sources http://libguides.usna.edu/content.php?pid=230045&sid=190294



The DNI Intelligence Community Directive number 206  http://www.dni.gov/files/documents/ICD/ICD_206.pdf

[bookmark: _GoBack]

Citation and bibliographic services are available at the following web sites:

www.noodlebib.com/login.php

www.citationmachine.net

www.zotero.org








Lesson 3 – Basic Search Methodology



Practice Exercises 



Create a query for the following scenarios:



1.  Medical NGOs in Thailand

2.  Capabilities of SA-7 missile

3.  How many LNG terminals are there on the west coast?
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Topics
Lesson 1 – Country Profiles
Where to Begin?????     


 U.S. and Foreign Sources


 Portals, Directories, and News Sources


 Blogs


Lesson 2 – Search Engines


Lesson 3 – Foreign Languages
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Objective


Provide an overview of international Provide an overview of international 
sources and search techniques including 
potential obstacles and barriers
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Country Profiles 


 Information created by and for parties outside 
the country 


 Information derived from sources inside the 
country or from international agencies y g


 Information may be slanted towards specific 
interests


 Compare several sources for currency and 
reliability
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Where to Begin?????


Libraries (national, state, local)


Agencies (federal, state, local)


Non‐governmental agencies (NGOS, 
foundations, organizations)


 International Organizations (UN, EU)
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Where to Begin?????


 Wikipedia:  www.wikipedia.com


 About.com:  www.about.com


 Ask.com:  www.ask.com


 General Reference sources


 EncyclopediasEncyclopedias


 Atlases/Google Maps/Google Earth


 The Europa World of Learning


 Databases:


 LexisNexis 


 Factiva


 Ebscohost
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Things to Remember When 
Searching Foreign Sources
 Save your results


 Site may disappear


 May get an error message


 Links to the site may be broken


 Save the url – the Wayback Machine may have a 
copy or Google may have a cache copypy g y py


 Watch your footprints
 Use different search engines


 Delete your cache each time


 Use a variety of search terms


 Use a proxy when possible


 Translation Tools are helpful but not always 
accurate 
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Country Profiles – U.S. Sources


 CIA World Factbook: 
www.cia.gov/library/publications/the‐world‐
factbook/index.html 


 CountryReports: www.countryreports.org/


 The Federation of International Trade 
Association – Country Profiles: http://fita.org


 Infoplease: www.infoplease.com/countries.html


 International Trade Association: 
www.ita.doc.gov


8/17/2012 9
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Country Profiles – U.S. Sources
 Library of Congress – Country Studies: 


http://lcweb2.loc.gov/frd/cs/cshome.html


 U.S. Department of Commerce – exports: http://export.gov


 U.S. Department of State Background Notes: 
www.state.gov/r/pa/ei/bgn/


 U.S. Energy Information Administration: 
www.eia.gov/countries


 World Bank ‐ Countries: 
http://web.worldbank.org/WBSITE/EXTERNAL/
COUNTRIES/0,,pagePK:180619~theSitePK:136917,00.html


 Yahoo! Directory – Countries: 
http://dir.yahoo.com/regional/countries/
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Country Profiles – Foreign Sources 


 Aneki.com: www.aneki.com


 BBC News – Country Profiles: 
http://news.bbc.co.uk/2/hi/country_
profiles/default.stm


 Business Monitor International:  Business Monitor International: 
http://www.businessmonitor.com/


 Economist Intelligence Unit (EIU) 
Country Data: 
Requires a subscription


 Encyclopedia Britannica: 
www.britannica.com
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Country Profiles – Foreign Sources 


 Food and Agriculture Organization of the 
U.N. – Country Profiles: 
www.fao.org/countryprofiles/default.asp?lang=en


 International Trade Centre: 
http://www.intracen.org/exporters/trade‐statistics/


 Population Reference Bureau: www.prb.org


 United Nations Human Development Reports:  
http://hdr.undp.org/en/


 World Health Organization – Countries: 
www.who.int/countries/en/
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Portals, Directories, 
and News Sources
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Regional and International Resources      
and Studies


 Embassies and Consulates: http://dir.yahoo.com/
Government/Embassies_and_Consulates/


 Arab Sites: http://arabsites.com


C d   d / Canada.com: www.canada.com/news


 Canadian Information by Subject: 
www.nlc‐bnc.ca/caninfo/ecaninfo.htm


 CDC: www.cdc.gov


 Digital Librarian: www.digital‐librarian.com/languages.html
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Regional and International    
Resources and Studies


 eurostat: http://epp.eurostat.ec.europa.eu/portal/
page/portal/eurostat/


 George Washington University 
http://libguides.gwu.edu/ you can select by subject 
categories. http://libguides.gwu.edu/china is 
specifically for China


 Global Cold Chain Alliance – International Development: 
www.gcca.org/international‐development/
international‐development.html


 Global Edge: http://globaledge.msu.edu/
Global‐Insights/by/country


 IndexMundi: www.indexmundi.com/
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Regional and International 
Resources and Studies
 International Atomic Energy Agency – Safeguards: 


www.iaea.org/OurWork/SV/Safeguards/


 International Monetary Fund: 
www.imf.org/external/country/index.htm


 ISI Emerging Markets: www.securities.com/


 Latin American Network Information Center: 
www.lanic.utexas.edu/la/region/business/


 Library Spot – World Reference – Countries: 
www.libraryspot.com/countries/


 Middle East Institute: www.mei.edu LE
SS
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N
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Regional and International 
Resources and Studies
 Middle East Media Research Institute: 


www.memri.org


 National Library of Australia Research Guides: 
www.nla.gov.au/our‐services/research‐guides


 Organisation for Economic Co‐operation and 
Development (OECD): www.oecd.org


 Stanford Guide to Japan Information 
Resources: http://jguide.stanford.edu/


 United Nations Millennium Development Goals: 
www.un.org/millenniumgoals/reports.shtml LE
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Regional and International 
Resources and Studies
 University of Michigan Library Research and 


Technology Guides – International Studies: 
http://guides.lib.umich.edu/cat.php?cid=3883


 USAID: www.usaid.gov


 World Food Programme:  www.wfp.org


 The WWW Virtual Library: 
http://vlib.org/Regional


International Studies


 The WWW Virtual Library: 
http://vlib.org/InternationalAffairs
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Country, Regional, and International 
News Resource Guides
 ABYZ News Links (searchable in English, Spanish): 


www.abyznewslinks.com


 Africa News: http://news.yahoo.com/africa


 Aljazeera: www.aljazeera.com/


 China Business Review: 
wwwchinabusinessreviewcom/www.chinabusinessreview.com/


 Globes, Israel’s Business Arena: 
www.globes.co.il/


 Haaretz: www.haaretz.com/


 Irish Central: 
www.irishcentral.com/news/nuzhound/


 KidonMedia‐Link (searchable in several languages): 
www.kidon.com/media‐link


8/17/2012 19


LE
SS
O
N
 1


Country, Regional, and International 
News Resource Guides
 Latin Trade Magazine: http://latintrade.com/


 Moody’s Analytics, Dismal Scientist®: 
www.economy.com/dismal/


 News in Pictures – country specific: 
www.newsinpictures.com/worldnews.html#bycountry


 Newslink: http://newslink.orgp // g


 NewsWealth: www.newswealth.com


 Nikkei Weekly: http://e.nikkei.com/e/fr/tnw/


 Silobreaker – World: 
www.silobreaker.com/world‐11_309327


 South China Morning Post: www.scmp.com/portal/site/SCMP/


 United Nations : UN‐Wire@smartbrief.com


 World Directory of Newspapers: www.allnewspapers.com
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Blogs


 Blog Expat: www.blogexpat.com


 Easy Expat: 
www.blogexpat.com/en/directory.htm


 Expat arrivals: wwwexpatarrivals com Expat arrivals: www.expatarrivals.com


 Expatexchange.com: www.expatexchange.com


 Expat Blog: 
www.expat‐blog.com


 North Korea Economy Watch: 
www.nkeconwatch.com
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Questions
1. Which site has a recording of the national anthem of Ghana?


2. Which site will answer a question about the highest point or the 
longest river in a country?


3. Which site provides the predominant languages of a country?


4. Which site allows you to compare one country’s economy with 
another?


5. Which site provides photos of Bolivia?


6 Which site provides information about the condition of a 6. Which site provides information about the condition of a 
country’s medical facilities?


7. Which site provides a map of both its historic and current 
projects in Belize?


8. Which site provides expenditures on health as a percentage of 
the GDP?


9. Which site provides a ranking of countries with the most 
endangered species?


10. Which site would give me the total production of oil figures for 
Syria?
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Questions
11. Which site provides travel notices for travelers?


12. What is the life expectancy of women in Europe who are 
65?


13. Which site provides information on cultural issues for 
visitors?


14. Which site allows comparisons of various statistics 
between countries?


15. Which site provides gateways to Latin American 
resources?


16. Which site provides the top 10 donors of AID to 
Afghanistan?


17. Which site provides a range of African news searchable in 
several languages?


18. Which site provides global news, hot spots, trends?


19. Which blog provides information on the North Korean 
economy?
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Search Engines – Advanced Search
 Use the country codes to restrict your search to a specific country 


in the site/domain.


 One source of country codes is Wikipedia, 
http://en.wikipedia.org/wiki/List_of_Internet_top‐level_domains


 Examples:  
 com.af ‐ Commercial entities in Afghanistan
 edu.af ‐ Educational institutions in Afghanistan
 gov.af ‐ Government agencies in Afghanistan
 net.af ‐ Network providers in Afghanistan
 org.af ‐ Non‐commercial entities/organizations in Afghanistan
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Google.af


Search Engines – Advanced Search
 Limit your search 


retrieval to pages written 
in a specific language.


 Use the language 
f ff h


Example 1: Search without a language suffix 


g g
prefix/suffix to search in 
a specific language.


 Example:   
 patisserie language:fr


 Limit your search to a 
specific country or 
region.
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Example 2: Search with a language suffix 
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Search Engines 


G l  i  Af h i t  i   G l  i  P  i  


Some search engines are country or language specific.


Examples:


Google in Afghanistan is 
www.google.af


Google in Peru is 
www.google.com.pe
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Search Engines ‐ Examples
International and Country‐Specific 
Search Engines


 Anzwers Australia and New Zealand: 
www.anzwers.com.au/


 EUORPAGES: www.europages.co.uk/


 International Search Engines: 
www.freeality.com/international_search_engines.h
tm


 Search Engine Colossus: 
www.searchenginecolossus.com/


 Sensis, Search Engine for Australians: 
www.sensis.com.au/siteEntry.do
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Questions


1. Which search engine(s) can be used to search in 
Afghanistan’s native language?


Whi h  i   ill  id    li   f    d ?2. Which site will provide a list of country codes?
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Search Terms
 Utilize multi‐language dictionaries 


 Use non‐English language 
search terms in an 
English language search English‐language search 
engine and country‐ or 
region‐ or language‐specific 
search engines


 Foreign Language Dictionaries


 Diccionarios: 
www.diccionarios.com


8/17/2012 31


LE
SS
O
N
 3


Language Tools and Resources
Language Tools 
 Babylon: www.babylon.com


 Bing Translator: 
www.microsofttranslator.com/?ref=TThis


 Fagan Finder Translation Wizard: 
www.faganfinder.com/translate/


 Google Translate: Google Translate: 
http://translate.google.com/?hl=en&tab=wT#


 Google Translator Toolkit: 
http://translate.google.com/translate_tools?hl=en


 Yahoo! Babel Fish: http://babelfish.yahoo.com/


Foreign Language Resources
 Digital Librarian – Languages: 


www.digital‐librarian.com – then check this link: 
http://bubl.ac.uk/link/linkbrowse.cfm?menuid=5885
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Chinese to English
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Questions


1. How do you translate a foreign language site into 
English?


2. What is the Spanish word for doctor?
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Exercises
1. Tom is taking a business trip to South Africa and is 


concerned about his health while in country.  What 
website(s) would you recommend that he check?


2. Tom is going to Brazil for business.  On what website 
will he find information about business 
opportunities?


3. Katie is going to Jordan for business reasons.  Where 
should she look for business cultural etiquette should she look for business cultural etiquette 
information?


4. What site would provide information on a country’s 
corruption?


5. Where would I find the most accurate estimate of a country’s 
population?


6. Where would I find a profile of a country’s energy resources?


7. Sandra is thinking of retiring in Costa Rica.  Which of the 
sites mentioned may have retirement information from 
expats?
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Exercises
8. Which site has a list of NGOs in Afghanistan?


9. Which site(s) provide a summary of a country’s 
overall political, economic, and history?


10. Which site should be checked before traveling to 
a foreign country?


11. Which site provides data on school enrollment, p ,
improved water resources, and CO2 emissions?


12. Which site provides data on trade statistics, 
maps, trade barriers, customs & tariffs?


13. Which site describes the goals of US Aid in the 
Middle East?


14. What search engine would I use to search in 
native language in Spain?
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Exercises
15. How do I limit my search terms to a specific 


language?


16. Find an organization chart or diagram of 
Mexico’s health care system.


17. Where can I find a list of search engines for 
India?India?


18. Where can I find medical terms in Spanish?


19. What does salud publica mean?


20. What term is used for nurse in Croatian?


21. Where would I find information on Burkina 
Faso’s Minister of Health?
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Exercises
22. Which language tool more accurately translates the following text:


Le ministère de la Santé, dans sa dynamique d'ouverture sur le monde et à 
travers sa volonté de mettre à la disposition du public l'information juste et 
utile, rénove son site Web. Véritable interface entre le ministère et les 
citoyens, ce site se veut un cadre d'écoute et d'échanges entre mon
département, à travers ses spécialistes et les populations en quête de 
réponses à leurs différentes préoccupations en matière de santé. J'invite donc
tous les acteurs du secteur de la santé à s'approprier le site et à le faire 
rayonner au‐delà de nos frontières. Ce site se veut donc un puissant vecteur
de visibilité  un espace de découverte et de rencontre et une véritable mine de visibilité, un espace de découverte et de rencontre et une véritable mine 
de connaissances en matière de santé. L'interactivité qui sous‐tend la 
nouvelle vision du ministère de la Santé est le ciment même de la relation de 
proximité que le site entend prôner. Pour ma part, je souhaite que cette
tribune soit le creuset de l'excellence en matière de fluidité de l'information
techniques et administrative et en termes d'écoute et d'échanges fructueux. 
Tout en réitérant mon attachement à la permanente vitalité du site, 
j'encourage toutes les structures centrales et intermédiaires du ministère de 
la Santé à étoffer notre toile commune en y tissant les fibres du partage, de 
l'ouverture et surtout de la disponibilité.


Bon vent au site Web du ministère de la Santé.


8/17/2012 39






Foreign Source 
Searches

















1



Topics

Lesson 1 – Country Profiles

Where to Begin?????     	

U.S. and Foreign Sources

Portals, Directories, and News Sources

Blogs



Lesson 2 – Search Engines



Lesson 3 – Foreign Languages



8/17/2012

2















2



Objective





Provide an overview of international sources and search techniques including potential obstacles and barriers
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Lesson 1
Country Profiles
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Country Profiles 



Information created by and for parties outside the country 



Information derived from sources inside the country or from international agencies 



Information may be slanted towards specific interests



Compare several sources for currency and reliability

8/17/2012
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Country profiles or overviews are available from many sites and usually include a section on geography, government, economy, history, people and society, etc.  Some sites provide topical profiles, such as energy, health, trade or population. 
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Where to Begin?????



Libraries (national, state, local)



Agencies (federal, state, local)



Non-governmental agencies (NGOS, foundations, organizations)



International Organizations (UN, EU)
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Libraries like the Library of Congress, the British National Library, the British Development Library for topical information, state university libraries that have special collections on specific regions or countries, and public libraries that can assist in retrieving materials from other libraries on your topic. 

Agencies such as the Department of State, the USAID, special collections at state and public libraries.

NGOs, like Bill and Melinda Gates Foundation, the Red Cross,  Save the Children, World Vision

International Organizations e.g. World Health Organization, World Food Program, United National Development Program, PAHO

6



Where to Begin?????

Wikipedia:  www.wikipedia.com

About.com:  www.about.com

Ask.com:  www.ask.com

General Reference sources

Encyclopedias

Atlases/Google Maps/Google Earth

The Europa World of Learning

Databases:

LexisNexis 

Factiva

Ebscohost 
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Things to Remember When Searching Foreign Sources

Save your results

Site may disappear

May get an error message

Links to the site may be broken

Save the url – the Wayback Machine may have a copy or Google may have a cache copy



Watch your footprints

Use different search engines

Delete your cache each time

Use a variety of search terms

Use a proxy when possible



Translation Tools are helpful but not always accurate 

8/17/2012
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Relate your experience here. Remember there are political, cultural, and linguistic barriers (some countries monitor the web very closely and prevent many resources from being accessed).

Still need a research plan for the framework and data collection
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Country Profiles – U.S. Sources



CIA World Factbook: 
www.cia.gov/library/publications/the-world-factbook/index.html 



CountryReports: www.countryreports.org/



The Federation of International Trade 
Association – Country Profiles: http://fita.org



Infoplease:  www.infoplease.com/countries.html



International Trade Association: 
www.ita.doc.gov
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Country profiles or overviews are available from many sites and usually include a section on geography, government, economy, history, people and society, etc.  Some sites provide topical profiles, such as energy, health, trade or population. 
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Country Profiles – U.S. Sources



Library of Congress – Country Studies: http://lcweb2.loc.gov/frd/cs/cshome.html



U.S. Department of Commerce – exports: http://export.gov



U.S. Department of State Background Notes: www.state.gov/r/pa/ei/bgn/



U.S. Energy Information Administration: 
www.eia.gov/countries



World Bank - Countries: http://web.worldbank.org/WBSITE/EXTERNAL/
COUNTRIES/0,,pagePK:180619~theSitePK:136917,00.html



Yahoo! Directory – Countries: http://dir.yahoo.com/regional/countries/ 
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NOTE: U.S. Department of State Background Notes is no longer being updated or published. See Instructor’s Guide for additional information.
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Country Profiles – Foreign Sources 

Aneki.com: www.aneki.com

BBC News – Country Profiles: http://news.bbc.co.uk/2/hi/country_
profiles/default.stm

Business Monitor International: http://www.businessmonitor.com/

Economist Intelligence Unit (EIU) 
Country Data: 
Requires a subscription

Encyclopedia Britannica: www.britannica.com
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Country Profiles – Foreign Sources 

Food and Agriculture Organization of the 
U.N. – Country Profiles: www.fao.org/countryprofiles/default.asp?lang=en



International Trade Centre: http://www.intracen.org/exporters/trade-statistics/



Population Reference Bureau: www.prb.org



United Nations Human Development Reports:  http://hdr.undp.org/en/



World Health Organization – Countries:  www.who.int/countries/en/
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Portals, Directories, and News Sources
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Utilize country portals and directories, country-specific sites, and country or regional news sources.
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 Regional and International Resources      
 and Studies

Embassies and Consulates: http://dir.yahoo.com/
Government/Embassies_and_Consulates/ 



Arab Sites: http://arabsites.com 



Canada.com: www.canada.com/news 



Canadian Information by Subject: 
www.nlc-bnc.ca/caninfo/ecaninfo.htm



CDC: www.cdc.gov



Digital Librarian: www.digital-librarian.com/languages.html 

8/17/2012
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 Regional and International    
 Resources and Studies

eurostat: http://epp.eurostat.ec.europa.eu/portal/
page/portal/eurostat/

George Washington University http://libguides.gwu.edu/ you can select by subject categories. http://libguides.gwu.edu/china is specifically for China

Global Cold Chain Alliance – International Development: www.gcca.org/international-development/
international-development.html

Global Edge: http://globaledge.msu.edu/
Global-Insights/by/country 

IndexMundi: www.indexmundi.com/
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Regional and International Resources and Studies

International Atomic Energy Agency – Safeguards: www.iaea.org/OurWork/SV/Safeguards/



International Monetary Fund: www.imf.org/external/country/index.htm



ISI Emerging Markets: www.securities.com/



Latin American Network Information Center: www.lanic.utexas.edu/la/region/business/   



Library Spot – World Reference – Countries: www.libraryspot.com/countries/ 



Middle East Institute: www.mei.edu
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Library Spot is excellent. Pulls together lots of trusted sites on specific countries.
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Regional and International Resources and Studies

Middle East Media Research Institute: 
www.memri.org



National Library of Australia Research Guides: www.nla.gov.au/our-services/research-guides 



Organisation for Economic Co-operation and 
Development (OECD): www.oecd.org



Stanford Guide to Japan Information 
Resources: http://jguide.stanford.edu/



United Nations Millennium Development Goals: www.un.org/millenniumgoals/reports.shtml

LESSON 1
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Regional and International Resources and Studies

University of Michigan Library Research and 
Technology Guides – International Studies: http://guides.lib.umich.edu/cat.php?cid=3883 



USAID: www.usaid.gov



World Food Programme:  www.wfp.org



The WWW Virtual Library: 
http://vlib.org/Regional



International Studies

The WWW Virtual Library: 
http://vlib.org/InternationalAffairs

LESSON 1
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Country, Regional, and International News Resource Guides

ABYZ News Links (searchable in English, Spanish): www.abyznewslinks.com 

Africa News: http://news.yahoo.com/africa 

Aljazeera: www.aljazeera.com/ 

China Business Review: 
www.chinabusinessreview.com/ 

Globes, Israel’s Business Arena: 
www.globes.co.il/ 

Haaretz: www.haaretz.com/ 

Irish Central: 
www.irishcentral.com/news/nuzhound/ 

Kidon Media-Link (searchable in several languages): www.kidon.com/media-link 

8/17/2012
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Country, Regional, and International News Resource Guides

Latin Trade Magazine: http://latintrade.com/ 

Moody’s Analytics, Dismal Scientist®: 
www.economy.com/dismal/

News in Pictures – country specific: www.newsinpictures.com/worldnews.html#bycountry 

Newslink: http://newslink.org 

NewsWealth: www.newswealth.com 

Nikkei Weekly: http://e.nikkei.com/e/fr/tnw/ 

Silobreaker – World: 
www.silobreaker.com/world-11_309327 

South China Morning Post: www.scmp.com/portal/site/SCMP/

United Nations : UN-Wire@smartbrief.com

World Directory of Newspapers: www.allnewspapers.com 

8/17/2012
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Blogs

Blog Expat: www.blogexpat.com 



Easy Expat: 
www.blogexpat.com/en/directory.htm



Expat arrivals: www.expatarrivals.com



Expatexchange.com: www.expatexchange.com



Expat Blog: 
www.expat-blog.com



North Korea Economy Watch: www.nkeconwatch.com



8/17/2012
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Instructor will demonstrate the type of information in the blogs. 
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Questions

Which site has a recording of the national anthem of Ghana?

Which site will answer a question about the highest point or the longest river in a country?

Which site provides the predominant languages of a country?

Which site allows you to compare one country’s economy with another?

Which site provides photos of Bolivia?

Which site provides information about the condition of a country’s medical facilities?

Which site provides a map of both its historic and current projects in Belize?

Which site provides expenditures on health as a percentage of the GDP?

Which site provides a ranking of countries with the most endangered species?

Which site would give me the total production of oil figures for Syria?
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Questions

Which site provides travel notices for travelers?

What is the life expectancy of women in Europe who are 65?

Which site provides information on cultural issues for 	visitors?

Which site allows comparisons of various statistics between countries?

Which site provides gateways to Latin American resources?

Which site provides the top 10 donors of AID to Afghanistan?

Which site provides a range of African news searchable in several languages?

Which site provides global news, hot spots, trends?

Which blog provides information on the North Korean economy?
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Lesson 2
Search Engines
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Search Engines – Advanced Search

Use the country codes to restrict your search to a specific country in the site/domain.



One source of country codes is Wikipedia, http://en.wikipedia.org/wiki/List_of_Internet_top-level_domains 









Examples:  

com.af - Commercial entities in Afghanistan

edu.af - Educational institutions in Afghanistan

gov.af - Government agencies in Afghanistan

net.af - Network providers in Afghanistan

org.af - Non-commercial entities/organizations in Afghanistan
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Google.es



  Bing.jp





 Excite.br



 Yahoo.gh

       Google.af

Google.ua





   Excite.au













Utilize the advanced search features in the search engines.  Go to http://www.google.com/advanced_search?hl=es . Search for aeropuertos, Spain or Barcelona . Note that you can translate the page to English.
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Search Engines – Advanced Search

Limit your search retrieval to pages written in a specific language.



Use the language prefix/suffix to search in a specific language.



Example:   

patisserie language:fr



Limit your search to a specific country or region.

8/17/2012
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Example 1: Search without a language suffix 





Example 2: Search with a language suffix 

LESSON 2













Go to http://www.google.com/advanced_search.
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Search Engines 

Google in Afghanistan is www.google.af 

Google in Peru is www.google.com.pe 
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Some search engines are country or language specific.





Examples:

LESSON 2













Demonstrate www.google.af.  Type in marhaba.  Also mention that if you know the language, you can use the keyboard to type in the characters.  Google is in almost every country in the world.
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Search Engines - Examples

International and Country-Specific Search Engines

Anzwers Australia and New Zealand: www.anzwers.com.au/ 

EUORPAGES: www.europages.co.uk/ 

International Search Engines: www.freeality.com/international_search_engines.htm 

Search Engine Colossus: www.searchenginecolossus.com/ 

Sensis, Search Engine for Australians: www.sensis.com.au/siteEntry.do 
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  Questions



Which search engine(s) can be used to search in Afghanistan’s native language?



Which site will provide a list of country codes?
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Lesson 3
Foreign Languages
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Search Terms

Utilize multi-language dictionaries 



Use non-English language 
search terms in an 
English-language search 
engine and country- or 
region- or language-specific 
search engines



Foreign Language Dictionaries



Diccionarios: 
www.diccionarios.com 

8/17/2012
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Hands-on Exercise

















32





Language Tools and Resources

Language Tools 

Babylon: www.babylon.com 

Bing Translator: 
www.microsofttranslator.com/?ref=TThis 

Fagan Finder Translation Wizard: www.faganfinder.com/translate/

Google Translate: 
http://translate.google.com/?hl=en&tab=wT# 

Google Translator Toolkit: http://translate.google.com/translate_tools?hl=en 

Yahoo! Babel Fish: http://babelfish.yahoo.com/ 



Foreign Language Resources

Digital Librarian – Languages: 
www.digital-librarian.com – then check this link: http://bubl.ac.uk/link/linkbrowse.cfm?menuid=5885

8/17/2012
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    Chinese to English

8/17/2012
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Go to the China Ministry of Health select Chinese version.  Show difference between url translation and a specific selection. http://www.moh.gov.cn/publicfiles//business/htmlfiles/wsb/index.htm.  Use Bing and Yahoo! Babel Fish and Google Translate.
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   Questions

How do you translate a foreign language site into English?

What is the Spanish word for doctor?
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 Exercises

Tom is taking a business trip to South Africa and is concerned about his health while in country.  What website(s) would you recommend that he check?

 Tom is going to Brazil for business.  On what website will he find information about business opportunities?

Katie is going to Jordan for business reasons.  Where should she look for business cultural etiquette information?

What site would provide information on a country’s corruption?

Where would I find the most accurate estimate of a country’s population?

Where would I find a profile of a country’s energy resources?

Sandra is thinking of retiring in Costa Rica.  Which of the sites mentioned may have retirement information from expats?	

8/17/2012
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Exercises

Which site has a list of NGOs in Afghanistan?

Which site(s) provide a summary of a country’s overall political, economic, and history?

Which site should be checked before traveling to a foreign country?

Which site provides data on school enrollment, improved water resources, and CO2 emissions?

Which site provides data on trade statistics, maps, trade barriers, customs & tariffs?

Which site describes the goals of US Aid in the Middle East?

What search engine would I use to search in native language in Spain?
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Exercises

How do I limit my search terms to a specific language?

Find an organization chart or diagram of Mexico’s health care system.

Where can I find a list of search engines for India?

Where can I find medical terms in Spanish?

What does salud publica mean?

What term is used for nurse in Croatian?

Where would I find information on Burkina Faso’s Minister of Health?
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Exercises

Which language tool more accurately translates the following text:



Le ministère de la Santé, dans sa dynamique d'ouverture sur le monde et à travers sa volonté de mettre à la disposition du public l'information juste et utile, rénove son site Web. Véritable interface entre le ministère et les citoyens, ce site se veut un cadre d'écoute et d'échanges entre mon département, à travers ses spécialistes et les populations en quête de réponses à leurs différentes préoccupations en matière de santé. J'invite donc tous les acteurs du secteur de la santé à s'approprier le site et à le faire rayonner au-delà de nos frontières. Ce site se veut donc un puissant vecteur de visibilité, un espace de découverte et de rencontre et une véritable mine de connaissances en matière de santé. L'interactivité qui sous-tend la nouvelle vision du ministère de la Santé est le ciment même de la relation de proximité que le site entend prôner. Pour ma part, je souhaite que cette tribune soit le creuset de l'excellence en matière de fluidité de l'information techniques et administrative et en termes d'écoute et d'échanges fructueux. Tout en réitérant mon attachement à la permanente vitalité du site, j'encourage toutes les structures centrales et intermédiaires du ministère de la Santé à étoffer notre toile commune en y tissant les fibres du partage, de l'ouverture et surtout de la disponibilité.

Bon vent au site Web du ministère de la Santé.
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Foreign Source Searches Resources for the Students

Lesson 1 – Country Profiles 



Where to Begin?????



Wikipedia

www.wikipedia.com



About.com

www.about.com



Ask.com

www.ask.com





Country Profiles – U.S. Sources



CIA World Factbook

www.cia.gov/library/publications/the-world-factbook/index.html



CountryReports

www.countryreports.org



The Federation of International Trade Association – Country Profiles

http://fita.org



Infoplease

www.infoplease.com/countries.html



International Trade Association

www.ita.doc.gov



Library of Congress – Country Studies

http://lcweb2.loc.gov/frd/cs/cshome.html



U.S. Department of Commerce – exports

http://export.gov



U.S. Department of State Background Notes

www.state.gov/r/pa/ei/bgn/



U.S. Department of State Background Notes (archived)

www.state.gov/outofdate/bgn



U.S. Energy Information Administration

www.eia.gov/countries



World Bank - Countries

http://web.worldbank.org/WBSITE/EXTERNAL/COUNTRIES/0,,pagePK:180619~theSitePK:136917,00.html



Yahoo! Directory – Countries

http://dir.yahoo.com/regional/countries/index.html





Country Profiles – Foreign Sources



Aneki.com

http://www.aneki.com



BBC News – Country Profiles

http://news.bbc.co.uk/2/hi/country_profiles/default.stm



Business Monitor International

www.businessmonitor.com



Economist Intelligence Unit (EIU) Country Data

Requires a subscription



Encyclopedia Britannica

www.britannica.com



Food and Agriculture Organization of the U.N. – Country Profiles

www.fao.org/countryprofiles/default.asp?lang=en



International Trade Centre

www.intracen.org/exporters/trade-statistics/



Population Reference Bureau

www.prb.org



United Nations Human Development Reports

http://hdr.undp.org/en/



World Health Organization – Countries

www.who.int/countries/en/



Regional and International Resources and Studies: 



Embassies and Consulates

http://dir.yahoo.com/Government/Embassies_and_Consulates/



Arab Sites

http://arabsites.com



Canada.com

www.canada.com/news



Canadian Information by Subject

www.nlc-bnc.ca/caninfo/ecaninfo.htm



CDC

www.cdc.gov



Digital Librarian

www.digital-librarian.com/languages.html



eurostat

http://epp.eurostat.ec.europa.eu/portal/page/portal/eurostat/home



George Washington University 

http://libguides.gwu.edu/ 

http://libguides.gwu.edu/   (is specifically for China)



Global Cold Chain Alliance – International Development

www.gcca.org/international-development/international-development.html



Global Edge

http://globaledge.msu.edu/Global-Insights/by/country



IndexMundi

www.indexmundi.com/



International Atomic Agency - Safeguards

www.iaea.org/OurWork/SV/Safeguards/



International Monetary Fund

www.imf.org/external/country/index.htm



ISI Emerging Markets 

www.securities.com/





Latin American Network Information Center

www.lanic.utexas.edu/la/region/business/



Library Spot – World Reference – Countries

www.libraryspot.com/countries/



Middle East Institute

www.mei.edu



Middle East Media Research Institute

www.memri.org



National Library of Australia Research Guides

www.nla.gov.au/our-services/research-guides



Organisation for Economic Co-operation and Development (OECD)

www.oecd.org



Stanford Guide to Japan Information Resources

http://jguide.stanford.edu/



United Nations Millennium Development Goals

www.un.org/millenniumgoals/reports.shtml



University of Michigan Library Research and Technology Guides – International Studies

http://guides.lib.umich.edu/cat.php?cid=3883



USAID

www.usaid.gov



World Food Programme

www.wfp.org



The WWW Virtual Library

http://vlib.org/Regional



International Studies

The WWW Virtual Library

http://vlib.org/InternationalAffairs





Country, Regional, and International News Resource Guides 



ABYZ News Links (searchable in English, Spanish)

www.abyznewslinks.com



Africa News

http://news.yahoo.com/africa



Aljazeera

www.aljazeera.com/



China Business Review

www.chinabusinessreview.com/



Globes, Israel’s Business Arena

www.globes.co.il/



Haaretz

www.haaretz.com/



Irish Central

www.irishcentral.com/news/nuzhound/



Kidon Media-Link (searchable in several languages)

www.kidon.com/media-link



Latin Trade Magazine

http://latintrade.com/



Moody’s Analytics, Dismal Scientist®

www.economy.com/dismal/



News in Pictures – country specific

www.newsinpictures.com/worldnews.html#bycountry



Newslink

http://newslink.org



NewsWealth

www.newswealth.com



Nikkei Weekly

http://e.nikkei.com/e/fr/tnw/



Silobreaker – World

www.silobreaker.com/world-11_309327



South China Morning Post

www.scmp.com/portal/site/SCMP/





United Nations

UN-Wire@smartbrief.com



World Directory of Newspapers

www.allnewspapers.com





Blogs



Blog Expat

www.blogexpat.com



Easy Expat

www.blogexpat.com/en/directory.htm



Expat arrivals

www.expatarrivals.com



Expatexchange.com

www.expatexchange.com



Expat Blog 

www.expat-blog.com



North Korea Economy Watch

www.nkeconwatch.com





Lesson 1 -  Questions



1.   Which site has a recording of the national anthem of Ghana?



2.   Which site will answer a question about the highest point or the longest river in a country?



3.   Which site provides the predominant languages of a country?



4.   Which site allows you to compare one country’s economy with another?



5.   Which site provides photos of Bolivia?



6.   Which site provides information about the condition of a country’s medical facilities?



7.   Which site provides a map of both its historic and current projects in Belize?



8.   Which site provides expenditures on health as a percentage of the GDP?



9.   Which site provides a ranking of countries with the most endangered species?



10.  Which site would give me the total production of oil figures for Syria? 



11.  Which site provides travel notices for travelers?



12.  What is the life expectancy of women in Europe who are 65?



13.  Which site provides information on cultural issues for visitors?



14.  Which site allows comparisons of various statistics between countries?



15.  Which site provides gateways to Latin American resources?



16.  Which site provides the top 10 donors of AID to Afghanistan?



17.  Which site provides a range of African news searchable in several languages?



18.  Which site provides global news, hot spots, trends?



19.  Which blog provides information on the North Korean economy?



Lesson 2 – Search Engines



Search Engines – Advanced Search



Source of country codes in Wikipedia

http://en.wikipedia.org/wiki/List_of_Internet_top-level_domains





Search Engines – Examples

International and Country-Specific Search Engines



Anzwers Australia and New Zealand

www.anzwers.com.au/



EUORPAGES

www.europages.co.uk/



International Search Engines

www.freeality.com/international_search_engines.htm



Search Engine Colossus

www.searchenginecolossus.com/

Sensis, Search Engine for Australians

www.sensis.com.au/siteEntry.do





Lesson 2 - Questions



1.   Which search engine(s) can be used to search in Afghanistan’s native language?



2.   Which site will provide a list of country codes?



Lesson 3 – Foreign Languages



Language Tools and Resources

Language Tools



Babylon

www.babylon.com



Bing Translator

www.microsofttranslator.com/?ref=TThis



Fagan Finder Translation Wizard

www.faganfinder.com/translate/



Google Translate

http://translate.google.com/?hl=en&tab=wT#



Google Translator Toolkit

http://translate.google.com/translate_tools?hl=en



Yahoo! Babel Fish

http://babelfish.yahoo.com/





Foreign Language Resources



Digital Librarian - Languages

www.digital-librarian.com

http://bubl.ac.uk/link/linkbrowse.cfm?menuid=5885









Lesson 3 – Questions



1.   How do you translate a foreign language site into English?

2.   What is the Spanish word for doctor?












Exercises



1.	Tom is taking a business trip to South Africa and is concerned about his health while in country.  What website(s) would you recommend that he check?



2.	Tom is going to Brazil for business.  On what website will he find information about business opportunities?



3.	Katie is going to Jordan for business reasons.  Where should she look for business cultural etiquette information?



4.	What site would provide information on a country’s corruption?



5.	Where would I find a country’s population?



6.	Where would I find a profile of a country’s energy resources?



7.	Sandra is thinking of retiring in Costa Rica.  Where should she check for retirement information in this country?



8.	Which site has a list of NGOs in Afghanistan?



9.	Which site(s) provide a summary of a country’s overall political, economic, and history?



10.	Which site should be checked before traveling to a foreign country?



11.	Which site provides data on school enrollment, improved water resources, and CO2 emissions?



12.	Which site provides data on trade statistics, maps, trade barriers, customs & tariffs?



13.	Which site describes the goals of US Aid in the Middle East?



14.	What search engine would I use to search in native language in Spain?



15.	How do I limit my search terms to a specific language?



16.	Find an organization chart or diagram of Mexico’s health care system.



17.	Where can I find a list of search engines for India?



18.	Where can I find medical terms in Spanish?



19.	What does salud publica mean?



20.	What term is used for nurse in Croatian?

21.	Where would I find information on Burkina Faso’s Minister of Health?

[bookmark: _GoBack]

22.	Which of the language tools more accurately translates the following text:



Le ministère de la Santé, dans sa dynamique d'ouverture sur le monde et à travers sa volonté de mettre à la disposition du public l'information juste et utile, rénove son site Web. Véritable interface entre le ministère et les citoyens, ce site se veut un cadre d'écoute et d'échanges entre mon département, à travers ses spécialistes et les populations en quête de réponses à leurs différentes préoccupations en matière de santé. J'invite donc tous les acteurs du secteur de la santé à s'approprier le site et à le faire rayonner au-delà de nos frontières. Ce site se veut donc un puissant vecteur de visibilité, un espace de découverte et de rencontre et une véritable mine de connaissances en matière de santé. L'interactivité qui sous-tend la nouvelle vision du ministère de la Santé est le ciment même de la relation de proximité que le site entend prôner. Pour ma part, je souhaite que cette tribune soit le creuset de l'excellence en matière de fluidité de l'information techniques et administrative et en termes d'écoute et d'échanges fructueux. Tout en réitérant mon attachement à la permanente vitalité du site, j'encourage toutes les structures centrales et intermédiaires du ministère de la Santé à étoffer notre toile commune en y tissant les fibres du partage, de l'ouverture et surtout de la disponibilité.

Bon vent au site Web du ministère de la Santé.
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Databases and the Hidden Web Resources for the Students

Lesson 1 – Databases 



Databases - Examples



AirNav

www.airnav.com



Army Environmental Database

http://aec.army.mil/usaec/reporting/aedb-r00.html



Army Recruiter/Reserve Center locator

www.goarmy.com/locate-a-recruiter.html



EUROPAGES

http://www.europages.com/



FedBizOpps

https://www.fbo.gov/?s=main&mode=list&tab=list



Global Incident Map (subscription only)

www.globalincidentmap.com



Global Terrorism Database

http://www.start.umd.edu/gtd/



GPO’s Federal Digital System (FDsys)

http://www.gpo.gov/fdsys/search/advanced/advsearchpage.action



Helis.com Database

www.helis.com/database



ingentaconnect

http://www.ingentaconnect.com/



National Transportation Safety Board Aviation Accident Database & Synopses

http://www.ntsb.gov/aviationquery/index.aspx



National Vulnerability Database

http://nvd.nist.gov/



OAIster®database

www.oclc.org/oaister



Plants Database

http://plants.usda.gov



ThomasNet

http://www.thomasnet.com/



U.S. EPA Water: Applications & Databases 

http://water.epa.gov/scitech/datait/index.cfm



U.S. National Library of Medicine’s databases

PubMed

http://www.ncbi.nlm.nih.gov/pubmed/





Lesson 2 – Grey Literature





What is Grey Literature?



“What is the Deep Web? (Invisible Web), Information is Not Free,”

www.youtube.com/watch?v=YM6kvccqV4c





Grey Literature Search Aids - Examples



Complete Planet

www.completeplanet.com



Google Scholar

http://scholar.google.com



INFOMINE

http://infomine.ucr.edu/



TechXtra

www.techxtra.ac.uk





Grey Literature Portals and Directories - Examples



Air War College Military Quick Portal

http://www.au.af.mil/au/awc/awcgate/awc-port.htm



American Economists Association, RFE: Resources for Economists on the Internet

http://rfe.org/



Applied Math and Science Education Repository (AMSER) http://amser.org./index.php?P=Home



British Library for Development Studies 

http://blds.ids.ac.uk/



Central and Eastern European Business Directory

http://www.ceebd.co.uk/ceebd/



CEOExpress

www.ceoexpress.com



European Business Directory

http://www.wlw.de/start/wlw_dach/DE/en/index.html



Legal Research on International Law Issues Using the Internet

http://www2.lib.uchicago.edu/~llou/forintlaw.html#directories



MagPortal

http://www.magportal.com/c/bus/



New York Academy of Medicine:  

www.nyam.org/library



Office of Scientific and Technical Information  

www.osti.gov



Open Grey  

www.opengrey.eu



Scirus  

www.scirus.com/srsapp/advanced/index.jsp?q1=www.scirus.com



Thirty Thousand Feet Aviation Directory

http://www.thirtythousandfeet.com/director.htm



University Libraries, Engineering and Physical Sciences Library, The Virtual Technical Reports Center

http://www.lib.umd.edu/ENGIN/TechReports/Virtual-TechReports.html



USA.gov

www.usa.gov



Wall Street ExecutiveLibrary

http://www.executivelibrary.com/



World Health Organization  http://dosei.who.int/uhtbin/cgisirsi/Tue+Jul+10+20:46:21+MEST+2012/0/49



The WWW Virtual Library

http://vlib.org



Yahoo! Directory

http://dir.yahoo.com





Grey Literature Resources – Examples



Amazon

www.amazon.com



Archnet

www.archnet.org



Directory of Open Access Journals

www.doaj.org



infoplease

www.infoplease.com



InterDok Corporation (The Meeting Index and Directory of Published Papers)

www.interdok.com



intute

www.intute.ac.uk



ipL2

www.ipl2.org



Library of Congress

www.loc.gov



Migration Information Source

http://migrationinformation.org



Oregon State University (Institute for Water and Watersheds)

www.transboundarywaters.orst.edu





[bookmark: _GoBack]Social Science Research Network

http://www.ssrn.com/



World Research Institute (EarthTrends and Environmental Information)

www.earthtrends.wri.org








Hands-on Exercises

Lesson 1 – Databases 

The U.S. Naval Academy Nimitz Library does an excellent job of describing the Web and the Library databases.



Go to the U.S. Naval Academy Nimitz Library at http://www.usna.edu/Library/reference/web-vs-lib-data.html and review the information.



2.  Review the differences in the search features of various search engines, “free databases” and commercial databases.



Examples of search engines:

· U.S. Department of Defense at www.defense.gov

· Scirus at www.scirus.com



Examples of “free databases:

· National Library of Medicine at http://www.nlm.nih.gov/

· PubMed Plus at http://www.ncbi.nlm.nih.gov/pubmed/advanced

· Plants Database at http://plants.usda.gov



Examples of commercial websites:

· EBSCO Host (through OSC)

· Gale’s PowerSearch (through Knox County Public Library or Ohio Library)

· Factiva

· Nexis



3.  Add ABCs of Military Resources to your list of excellent resources.

Lesson 2 – Grey Literature 

1.  Are there any Panamanian flagged tanker ships named “Columbia”?

Topic: shipping



2.  Find a report on the quality of drinking water in the city of Mesa, Arizona.  Is it good?  Is it current?

Topic: water



3.  According to the most recent census, which state in the United States has the highest number of Muslim Adherents? Which county in Minnesota has the highest number of Muslim Adherents?

Topic: religion     
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Databases and the Hidden Web

Instructor’s Guide 





		Throughout the Instructor’s Guide, 



Instructor’s notes are provided in this font.

Content from the PowerPoint presentation is provided in this font.









Databases and the Hidden Web 

(slide 1)



Topics 

(slide 2)



Lesson 1 – Databases

· Definition

· Attributes

· Examples 

Lesson 2 – Grey Literature

· Definition

· Attributes

· Producers

· Examples of search aids, portals and directories, resources



Objectives 

(slide 3)



· Students will identify relevant databases and their attributes for open source research. 



· Students will recognize grey literature and its value for research. They will review search tools for finding hidden/deep web sources.  Students will also review search tools for finding people.




Lesson 1 - Databases 

(slide 4)



		Lesson 1 – Databases







Purpose

Provide information about databases including their use and value.



Objectives

Students will identify a database, determine the unique features, and demonstrate effective search techniques.



Lesson Content

· What is a Database?

· Databases

· Database Query Techniques

· Database - Examples

· Commercial Databases

· Examples of Commercial Databases

· Corporate Information

· EBSCO Host

· Gale’s PowerSearch

· IHS Jane’s: Defense & Security Intelligence & Analysis

· Hoovers

· Nexis

· Hands-on Exercise



Benefits of Lesson

Effective searching of databases is essential for effective and efficient information retrieval.



What is a Database?

(slide 5)



According to SearchSQLServer.com, 



“A database is a collection of information that is organized so that it can easily be accessed, managed, and updated. In one view, databases can be classified according to types of content: bibliographic, full-text, numeric, and images.



In computing, databases are sometimes classified according to their organizational approach. The most prevalent approach is the relational database, a tabular database in which data is defined so that it can be reorganized and accessed in a number of different ways. A distributed database is one that can be dispersed or replicated among different points in a network. An object-oriented programming database is one that is congruent with the data defined in object classes and 

subclasses.”



Databases 

(slide 6)



Databases provide: 

· Consolidated  source of related data

· Structured data

· Data in one location and built-in search mechanism



Database attributes: 

· Many located on the Internet

· Content is hidden from World Wide Web search engines

· May require registration or a subscription



Database Query Techniques

 (slide 7)



· Boolean Operators - Similar to World Wide Web search engines, but the Boolean is more sophisticated and precise 

· Metadata

Metadata is used to describe data. It includes data about the object: Means of creation of the data

Purpose of the data

Time and date of creation

Creator or author of data

Location on a computer network where the data was created

Standards used



An early metadata example was the library card catalogs that included document title, author, subject matter, and a brief plot synopsis and an  identification number that indicated the physical location of the document book within the library.

· Structured Query Language (SQL)

Example: SDWIS site within Envirofacts of the U.S. EPA at http://oaspub.epa.gov/enviro/sdw_form_v2.create_page?state_abbr=UT



Databases – Examples 

(slide 8)



A variety of databases are available through university, college, and public library websites. 



*AirNav

www.airnav.com



Army Environmental Database

http://aec.army.mil/usaec/reporting/aedb-r00.html



Army Recruiter/Reserve Center locator

www.goarmy.com/locate-a-recruiter.html



EUROPAGES

http://www.europages.com/



FedBizOpps

https://www.fbo.gov/?s=main&mode=list&tab=list



Global Incident Map (subscription only)

www.globalincidentmap.com



*Global Terrorism Database

http://www.start.umd.edu/gtd/



GPO’s Federal Digital System (FDsys)

http://www.gpo.gov/fdsys/search/advanced/advsearchpage.action



Helis.com Database

www.helis.com/database



*Demonstrated by the Instructor.

Databases - Examples 

(slide 9)



ingentaconnect

http://www.ingentaconnect.com/

(database of over 11,000 publications)



National Transportation Safety Board Aviation Accident Database & Synopses

http://www.ntsb.gov/aviationquery/index.aspx



National Vulnerability Database

nvd.nist.gov/



OAIster®database

www.oclc.org/oaister

(database of digital resources)



Plants Database

http://plants.usda.gov



ThomasNet

http://www.thomasnet.com/

 (online version of the Thomas Register)



*U.S. EPA Water: Applications & Databases 

http://water.epa.gov/scitech/datait/index.cfm



*U.S. National Library of Medicine’s databases

PubMed

http://www.ncbi.nlm.nih.gov/pubmed/



*Demonstrated by the Instructor.



Commercial Databases 

(slide 10)



· Authenticated (authentic; contains reliable original sources as attested by provider 

· Edited

· Value-added features

· Most are fee-based

subscription, or pay as you go



Commercial Databases – Examples 



Corporate Information

http://www.corporateinformation.com/



Hoovers

http://www.hoovers.com/



Commercial Databases – Example

EBSCO Host 

(slide 11)



[image: ]







Instructor will demonstrate features.

Students will have the opportunity to search.

Commercial Databases – Example

Gale’s PowerSearch

(slide 12)



Gale’s PowerSearch

Advanced Search option



[image: ]







Instructor will demonstrate features.

Students will have the opportunity to search.



Commercial Database – Example

IHS Jane’s: Defense & Security Intelligence & Analysis

(slide 13)



IHS Jane’s: Defense & Security Intelligence & Analysis

Advanced Search



[image: ]



Instructor will demonstrate features.



Commercial Database – Example

Nexis 

(slide 14)



Nexis

Power Search





[image: ]

Instructor will demonstrate features.



Commercial Database – Example

Factiva 

(slide 15)



[image: ]



Search Engines of the World Wide Web and Databases

Hands-on Exercise 

(slide 16)



1.  The U.S. Naval Academy Nimitz Library does an excellent job of describing the Web and the Library databases.



Go to the U.S. Naval Academy Nimitz Library at http://www.usna.edu/Library/reference/web-vs-lib-data.html and review the information.



2.  Review the differences in the search features of various search engines, “free databases” and commercial databases.



Examples of search engines:

· U.S. Department of Defense at www.defense.gov

· Scirus at www.scirus.com



Examples of “free databases:

· National Library of Medicine at http://www.nlm.nih.gov/

· PubMed Plus at http://www.ncbi.nlm.nih.gov/pubmed/advanced

· Plants Database at http://plants.usda.gov



Examples of commercial websites:

· EBSCO Host (through OSC or Dayton, Ohio Library, www.daytonmetrolibrary.org)

· Gale’s PowerSearch (through Knox County Public Library or Dayton, Ohio Library, www.daytonmetrolibrary.org)

· Factiva

· Nexis



3.  Add ABCs of Military Resources to your list of excellent resources.






Lesson 2 - Grey Literature

(slide 17)





		Lesson 2 – Grey Literature







Purpose

Introduce Grey Literature to the students. 



Objectives

Students will seek and utilize Grey Literature.



Lesson Content

· What is Grey Literature?

· Why does Grey Literature Exist?

· Grey Literature Attributes

· Grey Literature – Examples

· Producers of Grey Literature – Examples

· Databases, Directories, and Hidden Content

· Grey Literature Searching

· Grey Literature Portals and Directories - Examples

· Grey Literature Resources – Examples

· Hands-on Exercise



Benefits of Lesson

Students will utilize another resource for future research endeavors.

 

What is Grey Literature?

(slide 18)



Grey Literature is also known as Gray Literature, Greylit, the Hidden Web, the Invisible Web, and the Deep Web.



Grey literature is defined as:

"Information produced on all levels of government, academia, business and industry in electronic and print formats not controlled by commercial publishing, i.e., where publishing is not the primary activity of the producing body." (ICGL Luxembourg definition, 1997 - Expanded in New York, 2004). 



Ask students, “What is grey literature?” give examples. 

Grey Literature Examples: 

· Newsletters distributed by non-profit organizations

· professional meetings

· interest groups that help shape public opinion, reports, such as those from contractors

· working papers

· theses

· government documents, i.e., Australian data book

· bulletins such as those distributed by the Agricultural Experiment Stations

· fact sheets

· maps

· photographs

· conference proceedings from meetings and symposia

· product flyers from manufacturers

· videos

· other publications distributed for free, available by subscription or for sale.  They may be available electronically or in print.  

  Note: The definition is currently under evaluation by the members of the –Grey Literature Network Service organization.  This organization assists researchers in the study, use, and production of grey literature and its applications for academics and practitioners and is a forum for discussions of all aspects of grey literature.  A new definition is being evaluated and will be discussed at the next annual meeting (Nov. 2012) in Rome, Italy.  For more information on this organization go to: http://www.textrelease.com/



Discuss variant spellings of grey vs gray and shades of grey—literature that is in electronic format but still mostly hard to find. 

The differences of grey and the gray --

Shades of grey (electronically available but not easily found)

The Hidden Web or Invisible Web or Deep Web is where much of Grey lit is found. Show video on Deep Web, “What is the Deep Web? (Invisible Web), Information is Not Free,”

http://www.youtube.com/watch?v=YM6kvccqV4c

 

Why does Grey Literature Exist? 

(slide 19)



· Surface web crawling limitations

There are limitations in the surface web crawling, and some sites block crawling.



· Surface web is partially accessed 

Only a fraction of the surface web can be accessed by surface search engines. According to comscore.com, in 2010, Google represented 63% of the total indexed content of the surface web.



· Mining capabilities

One search engine is not capable of mining the entire Internet. 



· One dimensional results

Using one search engine or source will produce a one-dimensional set of results. Using many sources will yield more documents, but will all of the content be relevant? The surface web crawling search engines are technology-limited and often cannot distinguish a page of links from a page of content.  The surface web crawlers also have difficulties with non-text materials such as PDFs, Flash, images, Shockwave, video, audio, etc.



· Inconsistent search results

Surface search results are based on relevancy by popularity or previous search history and are usually ranked by the same criteria.



· Document currency

Surface search engines tend to not have the most current version of a document.



· Accessibility

Surface search engines cannot access fee-based, proprietary, or password protected materials. May only be available in hard copy



· Advertising

Advertising is often retrieved in the search results.



· Grey literature is not new. There has always been materials in a variety of formats that do not fit the normal publishing parameters for books, journals, magazines.  

· Grey Lit spans across all disciplines.  This literature is not necessarily peer reviewed though some of it can be.

· It is hard to find because Metadata such as author, title, date, publisher, subject are not always readily apparent and sometimes must be inferred.

· Not always found by surface web crawling which doesn’t reach the hidden databases on the Web. Some of which are topic specific. This dynamic is changing as technologies change, but the majority of information on the Web is not searched.



Grey Literature Attributes 

(slide 20)



· More than half of the content resides in topic-specific databases

· Is not published commercially or indexed by major databases

· May be of questionable quality 

· Not always published

· Not widely disseminated (not a goal of the publisher)

· Often is not subject to peer review and therefore must be scrutinized accordingly

· May be fugitive – lasts only a short time or changes rapidly



Grey Literature Attributes 

(slide 21)



· Has dynamic content and URLs

· May be password protected, or have a search box

· May be new pages

· May have orphaned web pages

· Robots are not allowed to search the protocol or metatags

· May be too deep in the website; search engines cannot index

· Has non-indexable content 

· Search engines may not have the technology to index the non-HTML content

· May have unconventional formats, e.g., brochures may only be in hard copy or posters



Grey Literature – Examples 

(slide 22)



· Theses and dissertations

· Conference proceedings and abstracts, e-prints, preprints

· Newsletters

· Research reports (completed and uncompleted)

· Technical specifications, standards, manuals, and annual reports

· Government documents 

· Corporate documents (annual reports, prospectus, maps, product fact sheets)

· Speeches

· Journal archives

· Electronic networked communication

· Blogs, podcasts, video on the web

· Listserv archives

· Digital libraries

· Spatial data

· Institutional repositories

· Wikis, social media

· Working papers

· Brochures



Producers of Grey Literature - Examples  

(slide 23)



· Government departments and agencies (i.e. municipal, provincial, national)

· Conference sites

· Association sites

· Non-profit economic and trade organizations

· Academic and research institutions

· Societies

· Political parties

· Libraries

· Museums

· Archives

· Businesses and corporations

· Individuals 



Source: University of British Columbia, Subject Resources for What is Grey Literature? At http://toby.library.ubc.ca/subjects/subjpage2.cfm?id=878



Databases, Directories, and Hidden Content 

(slide 24)



· The good news is that over 90% of the Deep Web content is publicly accessible information.



· Use search engines to find the query site. Surface search engines may find pages but not the content, i.e., content is hidden.



· Use Deep/Hidden web search tools.





· The Instructor will inform the class about the use of tools – using multiple search engines and/or metasearch search engines versus engines designed to search the deep web (go to relevant content, semantics, search entire site, etc.). 



· The Instructor will discuss the use of tools and the importance of saving the retrieved sites and databases.



Searching the Deep Web 

(slide 25)



· You need a research plan

· Determine your topic of interest

· Categorize your topic 

· Decide what type of resource to search

· Choose your starting point based on your objective

· 

· Write down your search term, look at your list and add synonyms, think about it.  

· What is your term related to, broadly, e.g., health, automobiles, economics.  

· What resources do use? e.g., research results, databases, everything,...

· Choose a place to start--For databases, start with Complete Planet, or GeniusFind or a library guide to databases. For reference material, try LibrarySpot or INFOMINE or ipl2.



Grey Literature Search Aids – Examples  

(slide 26)



· Complete Planet

www.completeplanet.com



· Google Scholar

http://scholar.google.com



· INFOMINE

http://infomine.ucr.edu/



· TechXtra

www.techxtra.ac.uk



Demonstrate INFOMINE and Google Scholar. Talk about the others, e.g., Wikipedia, Ask.com.



Grey Literature Portals and Directories – Examples

 (slide 27)



· *Air War College Military Quick Portal

http://www.au.af.mil/au/awc/awcgate/awc-port.htm

Air War College Military Quick Portal—not pretty but very valuable as it has over 45,000 links and files pertaining to every aspect of the military by broad topics. 



· American Economists Association, RFE: Resources for Economists on the Internet

http://rfe.org/



· *Applied Math and Science Education Repository (AMSER): http://amser.org./index.php?P=Home

AMSER -AMSER is a portal of educational resources and services built specifically for use by those in Community and Technical Colleges but free for anyone to use.



AMSER is funded by the National Science Foundation as part of the National Science Digital Library, and is being created by a team of project partners led by Internet Scout.



· British Library for Development Studies: 

http://blds.ids.ac.uk/



· Central and Eastern European Business Directory

www.ceebd.co.uk/ceebd/



*Demonstrated by the Instructor.



Grey Literature Portals and Directories – Examples 

(slide 28)



· CEOExpress

www.ceoexpress.com



· European Business Directory

http://www.wlw.de/start/wlw_dach/DE/en/index.html



· Legal Research on International Law Issues Using the Internet

http://www2.lib.uchicago.edu/~llou/forintlaw.html#directories



· MagPortal

http://www.magportal.com/c/bus/



· *New York Academy of Medicine:  

www.nyam.org/library



· *Office of Scientific and Technical Information:  

www.osti.gov

At the OSTI site, their Science Accelerator is a gateway to science, including R&D results, project descriptions, accomplishments, and more, via resources from the Office of Scientific and Technical Information (OSTI), U.S. Department of Energy. Science Accelerator was developed and is made available from OSTI as a free public service. Some sites are topic specific, e.g., yam.org/library on health; the WHO library for health.



*Demonstrated by the Instructor.



Grey Literature Portals and Directories – Examples 

(slide 29)



· *Open Grey:  

www.opengrey.eu

Open Grey-multidisciplinary European database that covers science, technology, biomedical science, economics, social science and humanities. Records are in English. Technical reports, conference papers, dissertations, government publications.  



· *Scirus:  www.scirus.com/srsapp/advanced/index.jsp?q1=www.scirus.com

Scirus searches over 460 million science specific web pages.  Finds peer-reviewed articles. Can select subject areas, narrow to author, journal, restrict by date, find conferences, abstracts and patents, refine your searches. 

 

· *Thirty Thousand Feet Aviation Directory

http://www.thirtythousandfeet.com/director.htm



· University Libraries, Engineering and Physical Sciences Library, The Virtual Technical Reports Center

http://www.lib.umd.edu/ENGIN/TechReports/Virtual-TechReports.html



*Demonstrated by the Instructor.



Grey Literature Portals and Directories – Examples 

(slide 30)



· *USA.gov:  www.usa.gov

USA.gov is the official US Government site—includes federal, state, and local information.



· *Wall Street ExecutiveLibrary

http://www.executivelibrary.com/



· *World Health Organization:  http://dosei.who.int/uhtbin/cgisirsi/Tue+Jul+10+20:46:21+MEST+2012/0/49



· *The WWW Virtual Library

http://vlib.org



· Yahoo! Directory

http://dir.yahoo.com



*Demonstrated by the Instructor.



Grey Literature Resources - Examples 

(slide 31)



· *Amazon

www.amazon.com

Amazon is more than just books. 



· *Archnet

www.archnet.org

ArchNet is a web-based international community of scholars, students, and professionals working in architecture, planning, landscape design, and the related fields with a focus on Muslim cultures and civilizations. This community shares expertise, local experience, and resources, and engages in dialogue around pertinent issues. The website itself provides access to scholarly resources and a forum for community members to interact, promoting debate and critical thinking. Has 22 users in 14 countries. Though the public may view many areas of the site, registered ArchNet members also have:

1) Access to a personal workspace;

2) Ability to create and participate in group workspaces;

3) Ability to contribute to the site (for example, participating in the Discussion Forum, adding events to the Digital Calendar, or adding jobs in Careers; and

4) Ability to create and personalize email alerts to let you know when new jobs, news items, calendar events or discussions have been added. 



· Directory of Open Access Journals

www.doaj.org



· infoplease

www.infoplease.com



· InterDok Corporation (The Meeting Index and Directory of Published Papers)

www.interdok.com



· intute

www.intute.ac.uk

Intute is a free online service that helps you to find web resources for your studies and research. The Virtual Training Suite can also help you develop your Internet research skills through tutorials written by lecturers and librarians from universities across the UK.

In July 2010, funding was significantly reduced. We have funding to maintain our resource catalogue until the end of July 2011, and the Virtual Training Suite and Informs will be investigating moving to a membership model. For more information, please see our frequently asked questions.

 

Take students to geography link on Kenya. Satellite images, maps, profiles.



*Demonstrated by the Instructor.



Grey Literature Resources - Examples 

(slide 32)



· *ipl2

www.ipl2.org

ipl2 sources by subject that you can trust and built by librarians and students and volunteers in information science. In January 2010, the website "ipl2: information you can trust" was launched, merging the collections of resources from the Internet Public Library (IPL) and the Librarians' Internet Index (LII) websites. The site is hosted by Drexel University's College of Information Science & Technology, and a consortium of colleges and universities with programs in information science are involved in developing and maintaining the ipl2.



· *Library of Congress

www.loc.gov



· Migration Information Source

http://migration.information.org



· Oregon State University (Institute for Water and Watersheds)

www.transboundarywaters.orst.edu



· *Social Science Research Network

www.ssrn.com/

Social Science Research network (SSRN) named the number one Open Access Repository in the World (for April, 2012) by the Ranking Web of World Repositories . Can search respositories around the world. Free but you need to register.



· *World Research Institute (EarthTrends and Environmental Information)

www.earthtrends.wri.org



*Demonstrated by the Instructor.



Hands-on Exercise

(slide 28)



Hands-on Exercise

(slide 29)



Question One

Are there any Panamanian flagged tanker ships named “Columbia”?

Topic: shipping



Database: http://cgmix.uscg.mil/PSIX/PSIXSearch.aspx



Question Two

[bookmark: _GoBack]Find a report on the quality of drinking water in the city of Mesa, Arizona.  Is it good?  Is it current?

Topic: water



Database: http://www.mesaaz.gov/water/PDF/10WaterQualityReport.pdf 



Question Three

According to the most recent census, which state in the United States has the highest number of Muslim Adherents? Which county in Minnesota has the highest number of Muslim Adherents?

Topic: religion



Database: www.thearda.com





Discussion

· What kind of sources are being retrieved from the surface search engines? 

· Were you able to retrieve helpful sites?

· Were the Hidden Web resources listed above helpful in finding the source(s)?

· Would you bookmark the site(s) that provided the answer(s)?

· In Electronic Search Techniques, Search and Analytical Tools, and in the Databases and the Hidden Web modules, we talk about the attributes of the various tools, websites, databases, etc. and the advantages and disadvantages. This would be a great place for the students to choose one of the Greylit sites and evaluate it and/or we could discuss a site like the Library of Congress and its Thomas site. The instructor could easily show a site and review the search features and its design.
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Electronic Search Techniques Resources for the Students

Lesson 1 – Internet and the World Wide Web



World Wide Web



WorldWideWebsize

www.worldwidewebsize.com





Internet Users



Internet World Stats

www.internetworldstats.com/stats.htm



“The Filter Bubble: How the Hidden Web is Shaping Lives” www.youtube.com/watch?v=6_sim_Wc3mY





Lesson 2 – Research Design or Research Methods



Research Design



Applying Research Methods 

 www.youtube.com/watch?v=HFybnL7Baas



Research Methods – Part 1 

www.youtube.com/watch?v=YggWUMU4erw





Lesson 3 – Basic Search Methodology



Final Product/Deliverable



“Rwanda: Background and Current Developments”

http://assets.opencrs.com/rpts/R40115_20110429.pdf



“The Federal Bureau of Investigation and Terrorism Investigations”

http://assets.opencrs.com/rpts/R41780_20110427.pdf



”National Cybersecurity Strategy: Key Improvements Are Needed to Strengthen the Nation’s Posture”

http://www.dtic.mil/dtic/tr/fulltext/u2/a516403.pdf



“Cybersecurity through Real-Time Distributed Control Systems”

http://info.ornl.gov/sites/publications/files/Pub23135.pdf





Search Aids/Internet Tools and Resources



Utilization of Internet Tools and Resources for Open Source Intelligence (OSINT)

www.onstrat.com/osint



Intelligence Indexes

http://www.fuld.com/fuld-bin/f.wk?fuld.i3.home



Portals 

Examples: 

Ipl2

www.ipl.org/div/subject



Pathfinders/research guides

Examples:

Boston University Libraries Instruction and Class Guides

www.bu.edu/library/instruction/wr150guide.html



University of California, Libraries, Research Tips and FAQs

http://libguides.lib.uci.edu/content.php?pid=42073&sid=797721





Search Process



“Stop Words, Words Ignored By Search Engines”

www.link-assistant.com/seo-stop-words.html





Lesson 4 – Citing your Sources



The Air Force Institute of Technology Library http://www.afit.edu/library/subjectpage.cfm?page=63



AFIT Study Guide

www.afit.edu/en/docs/StyleGuide.pdf



AFIT Library

www.afit.edu/library



The Air University Muir S. Fairchild Research Information Center refers their students to the following sites: 



UNC Health Science Library EndNote X5 at www.hsl.unc.edu/Services/Tutorials/ENDNOTE/intro.htm and the Purdue Online Writing Lab (OWL) at http://owl.english.purdue.edu/



The Naval Postgraduate School Library refers their students to the University of Berkeley Library guide on Citing Your Sources

www.lib.berkeley.edu/instruct/guides/citations.html



The U.S. Army War College Library web page on Endnote Examples  http://usawc.libguides.com/EndnoteExamples



The U.S. Army War College Library web page on Bibliography Examples http://usawc.libguides.com/BibliographyExamples



The U.S. Naval Academy Nimitz Library web page on Citing Your Sources http://libguides.usna.edu/content.php?pid=230045&sid=190294



The DNI Intelligence Community Directive number 206  http://www.dni.gov/files/documents/ICD/ICD_206.pdf

[bookmark: _GoBack]

Citation and bibliographic services are available at the following web sites:

www.noodlebib.com/login.php

www.citationmachine.net

www.zotero.org








Lesson 3 – Basic Search Methodology



Practice Exercises 



Create a query for the following scenarios:



1.  Medical NGOs in Thailand

2.  Capabilities of SA-7 missile

3.  How many LNG terminals are there on the west coast?
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Electronic Search Techniques

Instructor’s Guide 



		Throughout the Instructor’s Guide, 



Instructor’s notes are provided in this font.

Content from the PowerPoint presentation is provided in this font.









Electronic Search Techniques 

(slide 1)



The objective of this course: Student will be able to describe his/her role in fulfilling information needs using open source research (from start to finish). 

Topics 

(slide 2)



Lesson 1 – Internet and the World Wide Web

Lesson 2 – Research Design

Lesson 3 - Basic Search Methodology

· Search Aids/Tools

· Search Process

· Topic Development Worksheet

· Constructing Your Search

Lesson 4 – Citing Your Sources

Lesson 5 – Searching, and Evaluating Search Results



Objective

 (slide 3)



The objective of this module is to

Demonstrate basic search methodologies and techniques necessary to conduct research on the Internet and other electronic search tools.






Lesson 1 - Internet and the World Wide Web 

(slide 4)



		Lesson 1 – Internet and the World Wide Web







Purpose

What do the students know or perceive about the Internet and/or the World Wide Web?



Objectives

Provide information about the Internet, World Wide Web, and search engines



Lesson Content

· Provide definitions of the Internet and World Wide Web.

· Provide distinction between the Internet and the World Wide Web.

· Provide attributes, especially in regard to information availability, reliability, etc. and search engines.

· Show the vastness – the number of users and the number of sites.





What is the Internet? 

(slide 5)







[image: ]



[Source: Orion’s Rainbow – NASA’s Image of the Day Gallery]

The Instructor will engage the students in an interactive discussion by asking the students, What is the Internet?

The Instructor will use a flip chart, etc. to capture their responses. 





What is the Internet? 

(slide 6)



[image: ]

[Information Super Highway – Angelo Ingargiola]



The title of this art piece by the artist, Angelo Ingargiola, is Information Super Highway. The Internet has been referred to as the Information Super Highway and this is his visual interpretation of the Internet.  Continue with discussion.





Internet and the World Wide Web 

(slide 7)



[image: ]

[Source: Aerial Super Highway – NASA Goddard Space Flight Center]



This is another representation of the Super Highway. The Instructor will conclude the interactive discussion and proceed to the definitions and attributes.

During the discussion, the Instructor should emphasize that The World Wide Web is only a portion of the Internet; they are not the same.





Internet and the World Wide Web 

(slide 8)

· Global system of interconnected computer networks that use the standard Internet Protocol Suite (TCP/IP) to serve the users worldwide

The Internet is a global system of interconnected computer networks that use the standard Internet Protocol Suite (TCP/IP) to serve the users worldwide. 



· Vast range of information resources and services

The Internet has a vast range of information resources and services.

It includes the World Wide Web, and the infrastructure to support electronic mail.

In essence, it provides information, communication, and data transfer.



· Decentralized information

The information on the Internet is decentralized. 

There are thousands of networks. 



· Not organized

The information on the Internet is not organized.

There is no central *index or database of the Internet. 



*Definition of index: It is a finding guide that points out or facilitates reference, in a specific format. Examples are:  the index in the back of a book that gives the page or pages on which the item(s) is mentioned; table or file or catalog; and a list of keywords associated with a document that is used as an aid in searching for information.  



Internet and the World Wide Web  

(slide 9)



· Dynamic

The information on the Internet is dynamic; it is constantly changing.  



· Information is increasing

The information on the Internet is increasing; the Internet is rapidly expanding. 



· Not reviewed or edited

The information on the entire Internet is not reviewed or edited; it is not subject to traditional pre-publication checks and balances by one entity. Individual sites may have a moderator or publisher who edits unacceptable content or who follows publication guidelines.



· Not always authentic or accurate

The information on the Internet is not always authentic or accurate; there isn’t a governing body to authenticate every piece of information.



· Not stable

The information on the Internet is not stable; the resources change and/or disappear.



 

Internet and the World Wide Web 

(slide 10)



The Search tools and techniques are:



· numerous and varied 

· not standardized 

· constantly changing





World Wide Web 

(slide 11)



According to Wikipedia, the World Wide Web “is a system of interlinked hypertext documents accessed via the Internet. With a web browser, one can view web pages that may contain text, images, videos, and other multimedia and navigate between them via hyperlinks.”



[image: ]

Graphic representation of a minute fraction of the World Wide Web, demonstrating hyperlinks 
(source: Wikipedia)



The World Wide Web is not the same as the Internet.





World Wide Web  

(slide 12)



This slide and the next slide illustrate the vastness of the World Wide Web.



As of April 2, 2012, the Indexed Web contained at least 8.02 billion pages.



The current size of the Web is available at www.worldwidewebsize.com/



The number of webpages of Google, Yahoo!, and Bing are also provided at this url.



[image: ]







Internet Users 

(slide 13)



As of December 31, 2011, there were 2,267,233,742 Internet users.



Internet Usage by World Region as March 31, 2011

[image: ]

Source: Internet World Stats

Copyright©2011, Miniwatts Marketing Group


The current number of users of the Internet is available at www.internetworldstats.com/stats.htm



Show the video, The Filter Bubble: How the Hidden Web is Shaping Lives at http://www.youtube.com/watch?v=6_sim_Wc3mY



How do you conduct a search using the World Wide Web? 

(slide 14)



· How do you obtain the information that you need and want? 

· Do you need a plan or a process?

· You will need “Finding Tools” : search engines, directories, and resource guides (metasites)



You Need a Process 

(slide 15)



You need a process or a method. 

What do you need to search the Web?

You need a plan.






Lesson 2 - Research Design or Research Methods 

(slide 16)



This is an example of a plan/process. This process is often referred to as Research Methods.



		Lesson 2 – Research Design or Research Methods







Purpose

The Instructor will discuss the need for a plan and will demonstrate examples of different research methods.



Objective

Prepare the students so that they will construct a process or method to search the Web. 



Lesson Content

· Show an example of Research Methods. Explain variations and quickly review steps.

· Review the Information Process. Explain variations and review steps.



Benefits of Lesson

Plans are needed to solve problems.



Research Design

 (slide 17)



This is one example. Research Design varies according to the specialty. For example, the research design for a social science project, that includes surveys, will be different from the research design of a scientific experiment. Show a few examples - handouts.



Listen to about few minutes of Applying Research Methods at http://www.youtube.com/watch?v=HFybnL7Baas  

(Stop at submit results)

Listen to about few minutes of Research Methods – Part 1 at

http://www.youtube.com/watch?v=YggWUMU4erw

(Stop after Tyler finishing talking about ‘How do You Organize Research?’)



Question(s) 

List the questions. What do you need answers to? What needs to be answered or supported?



Strategy

· What do you do to answer the question(s)? 

· What do you do to find the information?

· Do you need background information in order to ask clarifying questions? 

· Determine how you will answer the question(s).

· What is the purpose of your research?

· What type of data collection or research?  Surveys?   Questionnaires?   Interviews?    Experiments? 

· How are you going to do it? In-depth or a brief survey of information? 

· What are the best sources? 



Collect Data

Gather/retrieve your data.



Evaluate data

· Examine the data. Evaluate the data. Analyze the data.

· Is it relevant?   

· Does it answer the question? 

· Do you need more information? 

· Are the sources reliable, etc.? 



Reassess

· Do you need to regroup? 

· GAP analysis – Where are we? Where do we want to be?

· What if you cannot find anything? Do you need to change your strategy? Is this the answer? Sometimes nothing is something. Reassess what you have done – to confirm the results.

· Which step is next? Can you go to Analysis and Synthesis of Results? No? Do you go to Strategy or Collect Data? The line is dotted because it is not an absolute. 



Evaluation & Synthesis of Results 

Evaluation/analyze your results and synthesize.



Final Report

Create the final report per the customer’s specifications or requirements.



Intelligence Process 

(slide 18)



Review the Intelligence Process below. 



· Planning and Direction

The need and criteria are identified.  Determine what needs to be collected before collecting so that unfocused or irrelevant data and information are not retrieved. 



· Collection

The gathering of the raw data and information from various sources. This may include an information gathering and information reporting strategy; feedback mechanism; and a mechanism for the receipt, cataloging, and retention and storage of the collected materials.



· Processing and Exploitation

This step involves evaluating the information’s validity and reliability. Collation entails sorting, combining, categorizing, and arranging the data and information so that relationships can be determined. Data is also correlated and converted into a usable and understandable format that is suitable for the next step – analysis and production.



· Analysis and Production

Transform the retrieved data and information through integration, evaluation, analysis, and interpretation into a useful and meaningful product, e.g. intelligence. Establish relationships.



· Dissemination and Integration

The final product, that is readily accessible, is sent to the appropriate people.



· Evaluation and Feedback

Obtain feedback on the process performed and the products. This step allows evaluation of the performance and the effectiveness of the product. It is not unusual for evaluation and feedback to occur throughout the entire process.



· Storage and Retention

Storage and retention are integral to the process but are not necessarily the last step. In some organizations, documentation and retention are required for each step, beginning with the initial query. 



How is the Information Process similar or different from the Research Design?  



Differences:

Intelligence process vs a research process

In the Intelligence Process, research is the core of the collection which is a step in the process. 

Similarities:

Plan or process – steps

Similar steps



Summary

Do you have to choose one method or process?

What is the value of using a method or process? Why is it important?

Does each process produce different results?

Any questions from the students?








Lesson 3 - Basic Search Methodology 

(slide 19)



Lesson 3 will cover: Search Aids/Tools, the Search Process, the Topic Development Worksheet, and Constructing Your Search.



		Lesson 3 – Basic Search Methodology







Purpose

To teach the basics of open source searching.



Objective

Provide students with the methodology and tools for successful searching.



Lesson Content

· Information Needs Assessment

· Strategy to begin the information retrieval process

· Which resources should be used

· Documentation

· Final Product/Deliverable

· Search Aids/Tools

· Searching

· Search Process

· Topic Development Worksheet

· Constructing your Search

· Boolean Logic

· Phrases

· Spelling variations

· Truncation/Wildcards

· Proximity operators

· Case sensitivity

· Limitors

· Search features

· Search methods

· The Search

· Advanced search

· Practice exercise



Description of Final Lesson Exercise

There are exercises throughout the lesson.



Benefits of Lesson

Demonstrate good search strategy and searching techniques.





Lesson 3 will cover:

· Search Aids/Tools

· Search Process

· Topic Development Worksheet

· Constructing Your Search



Information Needs Assessment 

(slide 20)



· We know that we need a process. We’ll start at the beginning, with our client.

· The Information Needs Assessment is also referred to as Information Needs Requirement. It was formerly the Reference Interview.

· The purpose is to find out what your client/customer needs and wants by asking these questions:



· Who, what, when, where, why?

· Date (timeframe), language, copyright, money, time, use of Internet?

· What are the criteria and limits?

· Types of resources, FOIA, final product, monitor or track?

· Do you understand the question?

· Do you need background information?

· What is the deadline? (you will need time for each of the steps)

· What is the format of the final product?





Strategy 

(slide 21)



· This is a strategy to prepare for the research. 

· The Instructor will discuss the search strategies that are required for the research

· What is the next step?

· Considerations in this process are influenced by time and money.

· If you know, immediately, that materials must be translated, ordered, borrowed, or purchased, do this first so that they will arrive in a timely manner. Then proceed to the searching. Keep in mind that some items may need to be ordered, etc.



Known required materials? Obtain ASAP

· Order or purchase materials

· Obtain translation(s)

· Borrow materials

· Prepare search strategies for databases and Internet searches



“You can’t always find everything but you can always find something.”  Mary Ellen Bates



Resources  - Examples

(slide 22)



Which resources will you use? Print, non-print, both? Which resources are readily available? Which resources will most likely answer your question(s)? 



A few examples of print resources are:

· Reference materials

· Archived documents

· Maps

· Statistics

· Out-of-print materials

· Interlibrary loan materials

· Materials that cannot be borrowed or materials that are too lengthy for a FOIA request

· Journals/magazines

· Government documents and repositories

· Repositories

· Materials not published in an electronic format



Resources  - Examples

(slide 23)



As you can see from the list, this is only a subset of predominantly electronic resources.



· Web sites/portals

· Television

· Radio

· Audio

· Video

· Databases

· Digital images

· Blogs, weblogs, wikis, etc.

· DVD

· Email

· Chat rooms

· GIS

· Maps

· Social media

· CD-ROM





Documentation and Storage 

(slide 24)



· Remember to save your research in the proper formats, and in locations that are secure, accessible, readable, and per the client’s and employer’s requirements. 

· Plan and document your research so that you do not have to backtrack; work efficiently and effectively.

· What needs to be documented? Proper storage is important also.



· Bibliography?

· Personal notes; strategies

· Endnotes or footnotes?

· Results



Final Product/Deliverable

 (slide 25)



· What should be included? 

· What are the client’s requirements? 

· What are your organization’s requirements? What are the requirements for your complete final product? Allow time for the Editor, if applicable.



· Template

· Cover letter

· Footnotes/Endnotes

· Analysis? Is Analysis required, or only the facts?

· Sources – Sources used to provide the content of the final product/deliverable

· Links? 

· Full text?(copyright issues resolved)

· Hard copy?

· Bibliography?



Show a few examples. Below are reports that are available through the Web.

http://assets.opencrs.com/rpts/R40115_20110429.pdf

http://assets.opencrs.com/rpts/R41780_20110427.pdf

http://www.dtic.mil/dtic/tr/fulltext/u2/a516403.pdf

http://info.ornl.gov/sites/publications/files/Pub23135.pdf



Hard copies of various reports for the students to view are also available. 

Search Aids/Internet Tools and Resources 

(slide 26)



Just a few examples:



· Utilization of Internet Tools and Resources for Open Source Intelligence (OSINT)

www.onstrat.com/osint



· Intelligence Indexes

http://www.fuld.com/fuld-bin/f.wk?fuld.i3.home



· Portals 

Examples: 

Ipl2

www.ipl.org/div/subject



· Pathfinders/research guides

Examples:

Boston University Libraries Instruction and Class Guides

www.bu.edu/library/instruction/wr150guide.html



· University of California, Libraries, Research Tips and FAQs

http://libguides.lib.uci.edu/content.php?pid=42073&sid=797721

  

Searching

(slide 27)



A word about searching…



· Allow time for the planning of the search process and documentation 

· Allow time for the actual search process and documentation  

· Be objective 

· Alternative perspectives and contrary reporting should be provided

· All available sources of information should be accessed

· Document your search journey 



Search Process 

(slide 28)



1. Preparation

Identify concepts and search terms. Stop words.

Identify the concepts and search terms. Do not include stop words. Each search engine will have a list of stop words. The exception is phrases, where a stop word may be a necessary part of the phrase.



From the Glossary:

Stop words are words that are not indexed or searchable except in phrases. These are usually common, insignificant words, such as articles and propositions. Search engines do not use them in order to save space and to prevent an overload in its system, and increase the retrieval time of search results. The lists of stop words vary with each search engine/system. A comprehensive list is available at http://www.link-assistant.com/seo-stop-words.html.  



2. Select resource

For this course, do you know which electronic resource to use? 

 e.g. directory, search engine, web site, metasite



3. Choose the type of search

Keyword, subject, etc.



4. Create strategy

· For search engine, metasites, searching  within a website – combine search terms and operators.

· For directories, choose subject(s).



5. Limit

If available, choose limiting features to focus or narrow your search.



6. Refine search

Adjust your search to broaden or reduce results.



Topic Development Worksheet

(slides 29, 30) 





1. What is your topic?

What do you know?



2. Answers to your questions



3. List your synonyms, phrases, key words

· Do you need background information in order to obtain keywords and concepts for an effective search?

· List terms. Include broad, specific, synonyms, various spellings, commonly used misspellings, diacritics, etc. Refer to subject-specific thesauri, Library of Congress subject headings, etc. for synonyms and to use exact terminology. Online, there is a Google keyword tool.



Hands-on Exercise.

Instructor will provide a couple of examples of synonyms.

Students will work on examples that will be reviewed by the Instructor and the class.

Have students find thesauri and the Google keyword tool.



4. Arrange your key words, etc. by concept

· Arrange terms (phrases, synonyms, key words, etc.) by concept. You may have several concepts.

· List the terms and then categorize the list.



Hands-on Exercise.

Instructor will provide a couple of examples of concepts – see slide 31.

Students will work on a couple of examples that will be reviewed by the Instructor and the class.



5. List limits – languages, dates, etc.

Restrictions or limits

· Language?

· Type of source?

· Type of retrieved item?

· What should not be included?

· Date range of information?

· Deadline? The deadline may determine the sources that you use.



6. List possible sources for information.

Make a list of “who” might publish such information (industry associations, government agency, NGOs, user group, etc.)



Topic Development Worksheet 

(slide 29)
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Topic Development Worksheet

 (slide 30)
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Example 

(slide 31)



MJ asks for information on power. 

You ask for clarification. It is energy. Electricity not gas.



		Broader term

		Power



		Narrower term

		Energy (narrower or synonym?)



		Narrower term

		electric/electricity



		Narrower term



		Narrower term



		Narrower term

		Narrower term

		Narrower term



		

		water

		wind

		coal

		solar



		

		hydroelectric

		

		

		photovoltaic



		

		

		

		

		







Explain the use of energy. Any suggestions from the students?



Examples of a few questions that you may want to ask:

· Use or purpose of information

· Statistics, production

· Companies that produce or are involved with

· Locations – U.S. or elsewhere, GIS

· Patents



Hands-on Exercise

(slide 32)



1. Keywords for: drone



Have students, in groups, look for synonyms.

Place on flip chart. Any categories? Compare to the data below.



drones

unmanned drones

unmanned aircraft

unmanned vehicle

unmanned aerial vehicle

unmanned ground vehicle 

unmanned aerospace vehicle aka UAV

unmanned aerocraft

unmanned spacecraft



Questions to ask:

Use of the drone – weapon, surveillance, minesweeping, missile

What kind of drone – bees, tone (as in speech or conversation), author

Location   - country, underwater, surface or ground, aerial, space

Name or type – Predator, Infotron



Sort your keywords by concept. Show the concepts also.





2. Keywords for: substance abuse





Alcohol 

	beer 

	alcohol

wine

Drug 

prescription

	opiates

	opioids

illegal

	marijuana

	opioids

heroin

		cocaine, crack

opiates (often used for opioids)

other

	inhalants





· IS ANOTHER EXERCISE NEEDED?

· TOPIC – INDIVIDUAL. Student will turn in upon completion so that the Instructor can quickly review.



Constructing Your Search 

(slide 33) 



Explain and demonstrate examples.



· Connection words (AND, OR, NOT) – Boolean Logic

· Phrases 

· Spelling variations (alternate spellings, foreign spellings)

· Wildcard, stemming, truncation symbols – symbols that take the place of one to many letters or other words in order to provide multiple forms of the root word

· Proximity operators and search features





Use Boolean Logic 

(slide 34)



Boolean Logic is used to narrow or broaden your search.
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Boolean Logic - Using AND 

(slide 35)



AND is used to narrow your search. The results will have all of the words that you “anded” together. Stemming may occur.



It is commonly represented by the word, and; or the plus sign, +; or by a space.



You enter:					What happens?

addiction AND treatment	The results include both words: addiction and treatment, in any order or proximity; stemming may occur







Venn Diagram illustrates Boolean Logic 

drones “anded” with missiles 

(slide 36)
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Venn Diagram illustrates Boolean Logic using drones “anded” with missiles





Boolean Logic - Using OR

(slide 37)



OR is used to broaden a search. The results will include either one of the words that you typed, or both words. Stemming may occur. 



OR is a good tool to use when there are several spellings and/or synonyms of a word.



You enter:					What happens?

cocaine OR crack	The results may include cocaine, or crack, or cocaine and crack. The number of possibilities increase with stemming.









Boolean Logic - Using NOT 

(slide 38)



NOT is used to narrow a search by excluding search term(s). The results will contain the terms before NOT, but not the term(s) that you excluded.



You enter:					What happens?



drugs NOT prescription	The results will include drugs but will not include prescription.



Boolean Logic 

(slide 39)



Keep in mind, different Search Engines offer different degrees of Boolean support and no single search engine covers everything.
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Demonstration of Boolean Logic.

Use the students to demonstrate the Boolean Logic.





Boolean Logic Operators – Examples

(slide 40)



		Search

		Results



		laden AND taliban    

		finds documents containing both words



		usama OR osama    

		finds documents containing either word or both words



		organization or organisation    

		finds documents containing either word or both words



		tank NOT armor    

		finds documents containing the first word but not the second



		omar AND (taliban OR afghanistan)

		finds documents containing the first term in combination with the second or third term









Anything wrong with these?

Hands-on exercise(s). 

Instructor will demonstrate examples of the operators. 

Students will do the exercises on their own.

Exercises will be reviewed by the class. 

Phrases – Examples

(slide 41)

Put the words between “quotation marks” to search for a phrase. This tells the search engine to only bring back those pages that include these search terms exactly as you typed them, in order, proximity, etc.



		Search

		Results



		 “osama bin laden”    

		finds documents that contain this phrase as written, in this order, without stemming





		“lord of the flies”    

		an example of stop words in the phrase, which in this case, is the title of a book





		“search and rescue”    

		finds documents that contain this phrase as written, instead of “anding” the terms which would allow stemming







Hands-on exercises.

Instructor will demonstrate examples of the operators. 

Students will do the exercises on their own.

Exercises will be reviewed by the class. 



Spelling variations - Examples 

(slide 42)



· Some search engines will offer alternative spellings, that may include diacritics, as you type your terms in the search box. You may want to explore these options.



· Known spelling variations, may be “ored” together.



· Spelling variations are easily addressed if truncation symbols/wildcards are available. 



		Search

		Results



		 aluminum or aluminium        

		finds documents that contain either word or both words; stemming may occur





		osama or usama        

		finds documents that contain either word or both words; stemming may occur









Ask for other examples. 

Instructor will demonstrate examples of the operators. 

Students will do the exercises on their own.

Exercises will be reviewed by the class. 

Truncation/Wildcards 

(slide 43)



Each search engine is different, and truncation/wildcards may or may not be an option, or they may be limited. 



There may be a truncation symbol for only one letter, or for variant endings or beginnings. Truncation should not be confused with variant search results.



The symbols that are most often used are the asterisk, *; question mark, ?; and the exclamation point, !.



Truncation/Wildcards - Examples 

(slide 44)



		Search

		Results



		*sama

		finds documents that contain sama as the ending of a word or phrase; the * may represent one letter or more 



		alumin*

		finds documents that contain alumin as the root word; British and American spellings of the metal will be included in the results



		organi*ation

		finds documents that contain organization or organisation







· Truncation/wildcards will be presented in detail in the Search and Analytical Tools module. 

· Any more examples? How do you know if there are spelling variations?

· Hands-on examples.

Instructor will demonstrate examples of the operators. 

Students will do the exercises on their own.

Exercises will be reviewed by the class.

Proximity Operators 

(slide 45)



Each search engine is different, and proximity operators may or may not be an option. Proximity operators allow you to search for words or phrases that are close to one another.



AROUND(#), or w/#, or near/#  are often used to specify that the first word is within a specific number, #, of words of the second word.



The before/# operator specifies that the first word is within # words and before the second word.



The adj operator specifies that one word is adjacent to another word in the order that it is written.



Proximity Operators – Examples 

(slide 46)



		Search

		Results



		“state department” w/5 report    

		finds documents that contain the phrase, “state department,” within 5 words of the word, report, but not necessarily in that order. A few possible results are:

· The State Department report

· The State Department issued a report

· The report was promulgated by the State Department





		robert w/3 jones    

		finds documents that contain robert within 3 words of jones, but not necessarily in that order. A few possible results are:

· Robert Michael Jones, Jr.

· Robert M. Jones

· Jones, Robert

· Jones, Jr, Robert





		senator before/10 clinton

		finds documents that contain the word, senator, within 10 words and before the word, clinton



		congressional adj hearing    

		finds documents that contain the word, congressional,  directly followed by the word, hearing









Instructor will demonstrate examples of the operators. 

Students will do the exercises on their own.

Exercises will be reviewed by the class. 



Case Sensitivity 

(slide 47)



· Varies with search engine 

· Generally, search in all lower case (some search engines distinguish between proper nouns, i.e. people’s names by capitalizing the first letter)

· The capitalization of Boolean operators varies with each search engine



Instructor will demonstrate examples of the operators. 

Students will do the exercises on their own.

Exercises will be reviewed by the class. 



Limit your search 

(slide 48)



An enormous number of hits may be returned. Using the limit features and the search features will narrow your search, and provide more manageable search results. 



You may be able to limit by:

· Date (Note: the date may be the date that the information was created, posted, or updated)

· Language

· Media type

· Site 



Search Features

 (slide 49)



· Use tool-specific features to limit

· Best to use when a search has returned large number of web pages

· Types of search field – Anchor, Domain, Like, Link, Text, and URL

· Site – limit to specific site or domain (i.e. army.cz or .ru)

· Like – Web pages similar to a result page

· Link – Pages linked to a specific URL

· Text – Specific text in body of web page

· URL – Specific text in the URL

· File Type – Search for PDF or non-HTML documents



Examples of Search Features  

(slide 50)



Google						Yahoo

site:							site:

link:							intitle: 

filetype:						url:

inurl: 						             

numrange:					



Examples and demonstration of the search features will be presented in the Search and Analytical Tools module.



Initial Search Method 

(slide 51)



Decide on your initial search method. 

This will depend on the search engine, directory, database, etc.



Typically:



Keyword Search

· Most common in search engines

· Most common search



Subject search

· Possible where available (databases, library, directories)

· Typically not available in standard Internet search engines



Utilize the advanced search option.



The Search 

(slide 52)



The results of your search

The results that are retrieved may be arranged by date or by relevance. In some systems, you may not be able to sort; or you may have several choices.



Reminder.  There are variations in dates; relevance is determined by the algorithms.

An algorithm is a detailed set of step-by-step instructions, on how to solve a problem or complete a task. Flowcharts are often used to illustrate the algorithms.



Refine your search

Based on initial results:

· Narrow search by using AND or more specific terms

· Broaden search by removing some terms or using OR in the search string to include more terms or search features

· Choose another search engine, directory, or database



Advanced Search 

(slide 53)
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Have the students find the Advanced Search on several search engines:



Google advanced search 

http://www.google.com/advanced_search?hl=en



Yahoo! advanced search

Bing advanced search

(not in Google Chrome or IE; used to be at the top right of the search pages near results)



Walk around and check to be sure that each student can locate the advanced search.



Be sure that the students see the search box(s). These utilize Boolean Logic. Explain that the boxes are using Boolean Logic. Compare the ease of using the boxes versus typing in the words.



Practice Exercises 

(slide 54)



Create a query for the following scenarios:



1. Medical NGOs in Thailand

2. Capabilities of SA-7 missile

3. How many LNG terminals are there on the west coast?



Exercises Solutions 

(slide 55)



A few solutions:



1. Thailand AND (ngo OR ngos OR “non-governmental organizations” OR aid) AND (medical OR health OR disease)  NOTE: ngo synonym list can be expanded



2. (sa-7 OR sa7 OR grail) AND (missile OR SAM OR surface-to-air missile)



3. (lng OR “liquefied natural gas”) AND (terminal OR port) AND (alaska OR washington OR Oregon OR california OR “west coast”)










Lesson 4 - Citing Your Sources 

(slide 56)



		Lesson 4 – Citing Your Sources







Introduction

There isn’t one way to cite your sources. You use the requirements of your organization or your client. The examples from the military library illustrate this.



Purpose

To show the variety of standards for citing sources.



Objective

Provide examples of the various standards. Students will have an awareness of the possibilities.  In the future, they will ask which standards are required for their project.



Lesson Content

Examples from several military libraries.



Benefits of Lesson

Students now have an understanding of the requirements for sources. Students will include citing sources in their needs requirement questions.



Citing Your Sources 

(slide 57)



There are several standards. Have the students go to this site, www.afit.edu/library/subjectpage.cfm?page=63, so that you can read, emphasize, and explain the points of this description. 





The Air Force Institute of Technology Library refers their students to the following page: http://www.afit.edu/library/subjectpage.cfm?page=63.



Highlights of the AFIT Study Guide (http://www.afit.edu/en/docs/StyleGuide.pdf):



· Sources listed below should be consulted for information pertaining to other documentation and bibliographic systems (please use latest editions)

· Most professional journals contain style guidelines which potential authors are required to follow when preparing articles for publication

· Many publications include their “Style Guide for Authors” in the first number of each volume, or on the back cover of each issue

· Consult your research advisor to determine  which publication style is most appropriate for your discipline 



The Style Guide for AFIT Dissertations, Theses and Graduate Research Papers, hereinafter referred to as the AFIT Style Guide, contains formatting, documentation, and other relevant guidance for students in the Graduate School of Engineering and Management at the Air Force Institute of Technology. As specified in ENOI 36-127, Dissertations, Theses and Graduate Research Papers, the AFIT Style Guide contains the School’s format and submission requirements. The August, 2011 edition of the AFIT Style Guide, which is available at http://www.afit.edu/en/docs/StyleGuide.pdf,  includes new information for all students about the correct format for distribution statements, further clarification on copyright declarations, and updated thesis and dissertation checklists. The sources listed below should be consulted for information pertaining to other documentation and bibliographic systems (No dates are given; users will want to obtain the latest editions). In addition, most professional journals contain style guidelines which editors of those journals require potential authors to follow in preparing articles for publication. Many publications include their “Style Guide for Authors” in the first number of each volume, or on the back cover of each issue. Consult your research advisor to determine which publication style is most appropriate for your discipline.





Citing Your Sources 

(slide 58)



[bookmark: _GoBack]Visit the AFIT Library (www.afit.edu/library/) to see the variety of resources and guides currently available. Contact a librarian for specific help.

· American Chemical Society. American Chemical Society Style Guide and Handbook. Washington.

· American Institute of Physics. Publications Board. Style Manual for Guidance in the Preparation of Papers. New York.

· American Psychological Association. Publication Manual of the American Psychological Association. Washington.

· American National Standards Institute. Scientific and Technical Reports – Preparation, Presentation, and Preservation. ANSI/NISO Z39.18. Bethesda MD: NISO Press.

· Associated Press. The Associated Press Stylebook. Dayton OH: Lorenz Press.

· The Chicago Manual of Style. Chicago: University of Chicago Press.



AFIT Library  

(slide 59)



· Council of Biology Editors. Style Manual Committee. CBE Style Manual: A Guide for Authors, Editors, and Publishers in the Biological Sciences. Bethesda MD.

· Gelfand, Harold and Charles J. Walker. Mastering APA Style: Student’s Workbook and Training Guide. Washington: American Psychological Association.

· Harvard Law Review: A Uniform System of Citation. Cambridge MA.

· Hodges, John C., and others. Harbrace College Handbook. New York: Harcourt Brace Jovanovich.

· Modern Language Association. MLA Style Manual and Guide to Scholarly Publications. New York.

· Turabian, Kate L. A Manual for Writers of Term Papers, Theses, and Dissertations. Chicago: University of Chicago Press.

· United States. Government Printing Office. GPO Style Manual. Washington.



Citing Your Sources  

(slide 60)



The Air University Muir S. Fairchild Research Information Center refers their students to the following sites: 



UNC Health Science Library EndNote X5 at http://www.hsl.unc.edu/Services/Tutorials/ENDNOTE/intro.htm and the Purdue Online Writing Lab (OWL) at http://owl.english.purdue.edu/



The Naval Postgraduate School Library refers their students to the University of Berkeley Library guide on Citing Your Sources, http://www.lib.berkeley.edu/instruct/guides/citations.html



The U.S. Army War College Library web page on Endnote Examples is available at http://www.carlisle.army.mil/library/endnote_examples.htm





Citing Your Sources  

(slide 61)



The U.S. Army War College Library web page on Bibliography Examples is available at http://www.carlisle.army.mil/library/bibliography_examples.htm



The U.S. Naval Academy Nimitz Library web page on Citing Your Sources is available at http://libguides.usna.edu/content.php?pid=117931&sid=1017203



The DNI Intelligence Community Directive number 206 is available at http://www.dni.gov/electronic_reading_room/ICD_206.pdf



Note: Citation and bibliographic services are available at the following web sites:

www.noodlebib.com/login.php

www.citationmachine.net

www.zotero.org












Lesson 5 – Searching, and Evaluating Your Search Results 

(slide 62)



		Lesson 5 – Citing Your Sources







Purpose

This is a reminder about searching and evaluating search results. Details on source reliability and credibility will be in a separate module.



Objective

Provide key points to students.



Lesson Content

· Key points to remember

· Wikipedia and similar sources

· Summary



Benefits of Lesson

Preparation for and introduction to the Search and Analytical Tools module.



Searching, and Evaluating Your Search Results 

(slide 63)



Below are a few key points. Evaluating sources and source credibility and reliability will be discussed in detail in a subsequent module.



A word about searching, and evaluating your search results.

· Be objective 



Informational functions should be performed from an unbiased perspective including emotional reactions or response. 



· Alternative perspectives and contrary reporting should be provided



· All available sources of information should be accessed



· Document your search journey 



This includes search strategies, sources, saved results, and the date searched. You will need this information for your bibliography and evaluation/analysis.



Wikipedia and Similar Sources 

(slide 64)



Caution students about sources that are not authoritative. Again, this will be covered in a subsequent module.



· They are user maintained

· Avoid using as a primary source

· May be good for background information

· Investigate the listed references 



Summary

(slide  65)



· Plan your initial search.

· Compile a list of concepts and search terms. 

· Who might have the information? You may need to use their query tools to get into their database.

· Learn how to use the resources - search engines, directories, etc.

· Bookmark the most significant resources and save the most productive search strategies.

· Learn from your searches. Vary your approach as you learn.

· Remember… all of the search tools combined will not retrieve everything.

· Remember… there isn’t just one search tool.
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Topic Development Worksheet

1. What is your topic?

2. Answers to your questions

Who

What

When

Where

Why

3. List your synonyms, phrases, key words
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4. Arrange your key words, etc. by concept

Concept 1 Concept 2 Concept 3 Concept 4 Concept 5

5. List limits - language, dates, etc.

6. List possible sources for information

7. Work area for search strategies
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Figure 2. Logic gates
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Various representations of
Boolean operations (source Wikipedia)
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Foreign Source Searches Resources for the Students

Lesson 1 – Country Profiles 



Where to Begin?????



Wikipedia

www.wikipedia.com



About.com

www.about.com



Ask.com

www.ask.com





Country Profiles – U.S. Sources



CIA World Factbook

www.cia.gov/library/publications/the-world-factbook/index.html



CountryReports

www.countryreports.org



The Federation of International Trade Association – Country Profiles

http://fita.org



Infoplease

www.infoplease.com/countries.html



International Trade Association

www.ita.doc.gov



Library of Congress – Country Studies

http://lcweb2.loc.gov/frd/cs/cshome.html



U.S. Department of Commerce – exports

http://export.gov



U.S. Department of State Background Notes

www.state.gov/r/pa/ei/bgn/



U.S. Department of State Background Notes (archived)

www.state.gov/outofdate/bgn



U.S. Energy Information Administration

www.eia.gov/countries



World Bank - Countries

http://web.worldbank.org/WBSITE/EXTERNAL/COUNTRIES/0,,pagePK:180619~theSitePK:136917,00.html



Yahoo! Directory – Countries

http://dir.yahoo.com/regional/countries/index.html





Country Profiles – Foreign Sources



Aneki.com

http://www.aneki.com



BBC News – Country Profiles

http://news.bbc.co.uk/2/hi/country_profiles/default.stm



Business Monitor International

www.businessmonitor.com



Economist Intelligence Unit (EIU) Country Data

Requires a subscription



Encyclopedia Britannica

www.britannica.com



Food and Agriculture Organization of the U.N. – Country Profiles

www.fao.org/countryprofiles/default.asp?lang=en



International Trade Centre

www.intracen.org/exporters/trade-statistics/



Population Reference Bureau

www.prb.org



United Nations Human Development Reports

http://hdr.undp.org/en/



World Health Organization – Countries

www.who.int/countries/en/



Regional and International Resources and Studies: 



Embassies and Consulates

http://dir.yahoo.com/Government/Embassies_and_Consulates/



Arab Sites

http://arabsites.com



Canada.com

www.canada.com/news



Canadian Information by Subject

www.nlc-bnc.ca/caninfo/ecaninfo.htm



CDC

www.cdc.gov



Digital Librarian

www.digital-librarian.com/languages.html



eurostat

http://epp.eurostat.ec.europa.eu/portal/page/portal/eurostat/home



George Washington University 

http://libguides.gwu.edu/ 

http://libguides.gwu.edu/   (is specifically for China)



Global Cold Chain Alliance – International Development

www.gcca.org/international-development/international-development.html



Global Edge

http://globaledge.msu.edu/Global-Insights/by/country



IndexMundi

www.indexmundi.com/



International Atomic Agency - Safeguards

www.iaea.org/OurWork/SV/Safeguards/



International Monetary Fund

www.imf.org/external/country/index.htm



ISI Emerging Markets 

www.securities.com/





Latin American Network Information Center

www.lanic.utexas.edu/la/region/business/



Library Spot – World Reference – Countries

www.libraryspot.com/countries/



Middle East Institute

www.mei.edu



Middle East Media Research Institute

www.memri.org



National Library of Australia Research Guides

www.nla.gov.au/our-services/research-guides



Organisation for Economic Co-operation and Development (OECD)

www.oecd.org



Stanford Guide to Japan Information Resources

http://jguide.stanford.edu/



United Nations Millennium Development Goals

www.un.org/millenniumgoals/reports.shtml



University of Michigan Library Research and Technology Guides – International Studies

http://guides.lib.umich.edu/cat.php?cid=3883



USAID

www.usaid.gov



World Food Programme

www.wfp.org



The WWW Virtual Library

http://vlib.org/Regional



International Studies

The WWW Virtual Library

http://vlib.org/InternationalAffairs





Country, Regional, and International News Resource Guides 



ABYZ News Links (searchable in English, Spanish)

www.abyznewslinks.com



Africa News

http://news.yahoo.com/africa



Aljazeera

www.aljazeera.com/



China Business Review

www.chinabusinessreview.com/



Globes, Israel’s Business Arena

www.globes.co.il/



Haaretz

www.haaretz.com/



Irish Central

www.irishcentral.com/news/nuzhound/



Kidon Media-Link (searchable in several languages)

www.kidon.com/media-link



Latin Trade Magazine

http://latintrade.com/



Moody’s Analytics, Dismal Scientist®

www.economy.com/dismal/



News in Pictures – country specific

www.newsinpictures.com/worldnews.html#bycountry



Newslink

http://newslink.org



NewsWealth

www.newswealth.com



Nikkei Weekly

http://e.nikkei.com/e/fr/tnw/



Silobreaker – World

www.silobreaker.com/world-11_309327



South China Morning Post

www.scmp.com/portal/site/SCMP/





United Nations

UN-Wire@smartbrief.com



World Directory of Newspapers

www.allnewspapers.com





Blogs



Blog Expat

www.blogexpat.com



Easy Expat

www.blogexpat.com/en/directory.htm



Expat arrivals

www.expatarrivals.com



Expatexchange.com

www.expatexchange.com



Expat Blog 

www.expat-blog.com



North Korea Economy Watch

www.nkeconwatch.com





Lesson 1 -  Questions



1.   Which site has a recording of the national anthem of Ghana?



2.   Which site will answer a question about the highest point or the longest river in a country?



3.   Which site provides the predominant languages of a country?



4.   Which site allows you to compare one country’s economy with another?



5.   Which site provides photos of Bolivia?



6.   Which site provides information about the condition of a country’s medical facilities?



7.   Which site provides a map of both its historic and current projects in Belize?



8.   Which site provides expenditures on health as a percentage of the GDP?



9.   Which site provides a ranking of countries with the most endangered species?



10.  Which site would give me the total production of oil figures for Syria? 



11.  Which site provides travel notices for travelers?



12.  What is the life expectancy of women in Europe who are 65?



13.  Which site provides information on cultural issues for visitors?



14.  Which site allows comparisons of various statistics between countries?



15.  Which site provides gateways to Latin American resources?



16.  Which site provides the top 10 donors of AID to Afghanistan?



17.  Which site provides a range of African news searchable in several languages?



18.  Which site provides global news, hot spots, trends?



19.  Which blog provides information on the North Korean economy?



Lesson 2 – Search Engines



Search Engines – Advanced Search



Source of country codes in Wikipedia

http://en.wikipedia.org/wiki/List_of_Internet_top-level_domains





Search Engines – Examples

International and Country-Specific Search Engines



Anzwers Australia and New Zealand

www.anzwers.com.au/



EUORPAGES

www.europages.co.uk/



International Search Engines

www.freeality.com/international_search_engines.htm



Search Engine Colossus

www.searchenginecolossus.com/

Sensis, Search Engine for Australians

www.sensis.com.au/siteEntry.do





Lesson 2 - Questions



1.   Which search engine(s) can be used to search in Afghanistan’s native language?



2.   Which site will provide a list of country codes?



Lesson 3 – Foreign Languages



Language Tools and Resources

Language Tools



Babylon

www.babylon.com



Bing Translator

www.microsofttranslator.com/?ref=TThis



Fagan Finder Translation Wizard

www.faganfinder.com/translate/



Google Translate

http://translate.google.com/?hl=en&tab=wT#



Google Translator Toolkit

http://translate.google.com/translate_tools?hl=en



Yahoo! Babel Fish

http://babelfish.yahoo.com/





Foreign Language Resources



Digital Librarian - Languages

www.digital-librarian.com

http://bubl.ac.uk/link/linkbrowse.cfm?menuid=5885









Lesson 3 – Questions



1.   How do you translate a foreign language site into English?

2.   What is the Spanish word for doctor?












Exercises



1.	Tom is taking a business trip to South Africa and is concerned about his health while in country.  What website(s) would you recommend that he check?



2.	Tom is going to Brazil for business.  On what website will he find information about business opportunities?



3.	Katie is going to Jordan for business reasons.  Where should she look for business cultural etiquette information?



4.	What site would provide information on a country’s corruption?



5.	Where would I find a country’s population?



6.	Where would I find a profile of a country’s energy resources?



7.	Sandra is thinking of retiring in Costa Rica.  Where should she check for retirement information in this country?



8.	Which site has a list of NGOs in Afghanistan?



9.	Which site(s) provide a summary of a country’s overall political, economic, and history?



10.	Which site should be checked before traveling to a foreign country?



11.	Which site provides data on school enrollment, improved water resources, and CO2 emissions?



12.	Which site provides data on trade statistics, maps, trade barriers, customs & tariffs?



13.	Which site describes the goals of US Aid in the Middle East?



14.	What search engine would I use to search in native language in Spain?



15.	How do I limit my search terms to a specific language?



16.	Find an organization chart or diagram of Mexico’s health care system.



17.	Where can I find a list of search engines for India?



18.	Where can I find medical terms in Spanish?



19.	What does salud publica mean?



20.	What term is used for nurse in Croatian?

21.	Where would I find information on Burkina Faso’s Minister of Health?

[bookmark: _GoBack]

22.	Which of the language tools more accurately translates the following text:



Le ministère de la Santé, dans sa dynamique d'ouverture sur le monde et à travers sa volonté de mettre à la disposition du public l'information juste et utile, rénove son site Web. Véritable interface entre le ministère et les citoyens, ce site se veut un cadre d'écoute et d'échanges entre mon département, à travers ses spécialistes et les populations en quête de réponses à leurs différentes préoccupations en matière de santé. J'invite donc tous les acteurs du secteur de la santé à s'approprier le site et à le faire rayonner au-delà de nos frontières. Ce site se veut donc un puissant vecteur de visibilité, un espace de découverte et de rencontre et une véritable mine de connaissances en matière de santé. L'interactivité qui sous-tend la nouvelle vision du ministère de la Santé est le ciment même de la relation de proximité que le site entend prôner. Pour ma part, je souhaite que cette tribune soit le creuset de l'excellence en matière de fluidité de l'information techniques et administrative et en termes d'écoute et d'échanges fructueux. Tout en réitérant mon attachement à la permanente vitalité du site, j'encourage toutes les structures centrales et intermédiaires du ministère de la Santé à étoffer notre toile commune en y tissant les fibres du partage, de l'ouverture et surtout de la disponibilité.

Bon vent au site Web du ministère de la Santé.
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		Throughout the Instructor’s Guide, 



Instructor’s notes are provided in this font.

Content from the PowerPoint presentation is provided in this font.









Foreign Source Searches   

(slide 1)





Topics 

(slide 2)



Lesson 1 – Country Profiles 

· Where to Begin?????

· U.S. and Foreign Sources

· Portals, Directories, and News Sources

· Blogs

Lesson 2 – Search Engines 

Lesson 3 - Foreign Languages 



Objective 

(slide 3)

Provide an overview of International sources and search techniques including obstacles and barriers








Lesson 1 – Country Profiles 

(slide 4)



		Lesson 1 – Country Profiles







Purpose

Provide students with country profiles and country-specific sources.



Objectives

Inform students of country profiles and country-specific resources that are often hidden.



Lesson Content

· Country Profiles

· Where to Begin?????

· Portals, Directories, and News Sources

· Regional and International Resources and Studies

· Blogs



Benefits of Lesson

· Students will have a valuable list of country profiles and country-specific sources to use in future endeavors. 

· They will utilize their search methodologies to locate these unique sources.



Country Profiles

(slide 5)



· Information created by and for parties outside the country 



Information is usually created by and for parties outside the country who have a specific interest in the country — oil, economy, health, manufacturing, business, marketing.

· Information derived from sources inside the country 

Information normally is derived from sources inside the country (newspapers, annual reports from government agencies, etc.) or from international agencies such as the International Monetary Fund (IMF).

· Information may be slanted towards specific interests

· Compare several sources for currency and reliability



· Country profiles or overviews are available from many sites and usually include a section on geography, government, economy, history, people and society, etc.  Some sites provide topical profiles, such as energy, health, trade or population. 

· Country profiles will not only provide information about a country but may have a list or links to pertinent information resources. 

· Include these sources for profiles: government sites (U.S. and foreign), Wikipedia (source lists), universities, libraries, embassies (U.S. and foreign), and business information sources such as Dept. of Commerce and the Economist. 



Where to Begin?????

(slide 6)



· Libraries (national, state, local)

Libraries like the Library of Congress, the British National Library, the British Development Library for topical information, state university libraries that have special collections on specific regions or countries, and public libraries that can assist in retrieving materials from other libraries on your topic.



· Agencies (federal, state, local)

Agencies such as the Department of State, the USAID, special collections at state and public libraries.



· Non-governmental agencies (NGOS, foundations, organizations)

NGOs, such as Bill and Melinda Gates Foundation, the Red Cross, Save the Children, and World Vision.



· International Organizations (UN, EU)

International Organizations, e.g., World Health Organization, World Food Program, United National Development Program, and PAHO.



Where to Begin?????

(slide 7)



· Wikipedia:  www.wikipedia.com

· About.com:  www.about.com

· Ask.com:  www.ask.com

· General Reference sources

· Encyclopedias

· Atlases/Google Maps/Google Earth

· The Europa World of Learning

· Databases:

· LexisNexis 

· Factiva

· Ebscohost



Things to Remember When Searching Foreign Sources

 (slide 8)



· Save your results

· Site may disappear

· May get an error message

· Links to the site may be broken

· Save the url – the Wayback Machine may have a copy or Google may have a cache copy



· Watch your footprints

· Use different search engines

· Delete your cache each time

· Use a variety of search terms

· Use a proxy when possible



· Translation Tools are helpful but not always accurate

· Remember there are political, cultural, and linguistic barriers (some countries monitor the web very closely and prevent many resources from being accessed).

· Still need a research plan for the framework and data collection



Country Profiles – U.S. Sources

(slide 9)



Country profiles or overviews are available from many sites and usually include a section on geography, government, economy, history, people and society, etc.  Some sites provide topical profiles, such as energy, health, trade or population.



*CIA World Factbook

https://www.cia.gov/library/publications/the-world-factbook/index.html



CountryReports

http://www.countryreports.org/



*The Federation of International Trade Association – Country Profiles http://fita.org



Infoplease

http://www.infoplease.com/countries.html



*International Trade Association

www.ita.doc.gov



*Demonstrated by the Instructor.



Country Profiles – U.S. Sources

(slide 10)





*Library of Congress – Country Studies

http://lcweb2.loc.gov/frd/cs/cshome.html



*U.S. Department of Commerce – exports

http://export.gov



*U.S. Department of State Background Notes

http://www.state.gov/r/pa/ei/bgn/



NOTE: U.S. Department of State Background Notes is no longer being updated or published. They are being replaced with Fact Sheets focusing on U.S. relations with countries and other areas and providing links to additional resources. For archived versions of the Background Notes, visit www.state.gov/outofdate/bgn/.



More information about Afghanistan is available on the Afghanistan Page and from other Department of State publications and other sources listed at the end of the fact sheet.



*U.S. Energy Information Administration

www.eia.gov/countries



*World Bank - Countries

http://web.worldbank.org/WBSITE/EXTERNAL/COUNTRIES/0,,pagePK:180619~theSitePK:136917,00.html



*Yahoo! Directory – Countries

http://dir.yahoo.com/regional/countries/index.html



*Demonstrated by the Instructor.



Country Profiles – Foreign Sources

(slide 11)



*Aneki.com

http://www.aneki.com



*BBC News – Country Profiles

http://news.bbc.co.uk/2/hi/country_profiles/default.stm



*Business Monitor International

http://www.businessmonitor.com/



Economist Intelligence Unit (EIU) Country Data

Requires a subscription



Encyclopedia Britannica: www.britannica.com



*Demonstrated by the Instructor.



Country Profiles – Foreign Sources

(slide 12)



*Food and Agriculture Organization of the U.N. – Country Profiles

http://www.fao.org/countryprofiles/default.asp?lang=en



*International Trade Centre

http://www.intracen.org/exporters/trade-statistics/





Population Reference Bureau

www.prb.org

Also, demographics and projections



*United Nations Human Development Reports

http://hdr.undp.org/en/



*World Health Organization – Countries

http://www.who.int/countries/en/



*Demonstrated by the Instructor.



Portals, Directories, and News Sources 

(slide 13)



· Utilize country portals and directories, country-specific sites, and country or regional news sources. There is a variety of topics and links to other resources.



· Include these sources: government sites (U.S. and foreign); Wikipedia (source lists); universities (in particular, the university library); libraries; embassies (U.S. and foreign); foundations, organizations, and news sources specific to a region or area; and business information sources such as U.S. Dept. of Commerce and the Economist.



· Use RSS feeds to monitor most of the news sources (discussed in an earlier module).



Regional and International Resources and Studies 

(slide 14)



Embassies and Consulates

http://dir.yahoo.com/Government/Embassies_and_Consulates/



Arab Sites

http://arabsites.com



Canada.com

www.canada.com/news



Canadian Information by Subject

http://www.nlc-bnc.ca/caninfo/ecaninfo.htm



*CDC

www.cdc.gov



Digital Librarian

http://www.digital-librarian.com/languages.html



*Demonstrated by the Instructor.



Regional and International Resources and Studies 

(slide 15)



*eurostat

http://epp.eurostat.ec.europa.eu/portal/page/portal/eurostat/



*George Washington University http://libguides.gwu.edu/ you can select by subject categories. http://libguides.gwu.edu/china is specifically for China



Global Cold Chain Alliance – International Development

http://www.gcca.org/international-development/international-development.html



*Global Edge

http://globaledge.msu.edu/Global-Insights/by/country



IndexMundi

http://www.indexmundi.com/





*Demonstrated by the Instructor.



Regional and International Resources and Studies 

(slide 16)



International Atomic Agency - Safeguards

http://www.iaea.org/OurWork/SV/Safeguards/



*International Monetary Fund

http://www.imf.org/external/country/index.htm



ISI Emerging Markets 

www.securities.com/



*Latin American Network Information Center

http://www.lanic.utexas.edu/la/region/business/



*Library Spot – World Reference – Countries

http://www.libraryspot.com/countries/

Library Spot is excellent. Pulls together lots of trusted sites on specific countries.



Middle East Institute

http://www.mei.edu



*Demonstrated by the Instructor.



Regional and International Resources and Studies 

(slide 17)



Middle East Media Research Institute

www.memri.org



National Library of Australia Research Guides

http://www.nla.gov.au/our-services/research-guides



*Organisation for Economic Co-operation and Development (OECD)

www.oecd.org



Stanford Guide to Japan Information Resources

http://jguide.stanford.edu/



United Nations Millennium Development Goals

http://www.un.org/millenniumgoals/reports.shtml



*Demonstrated by the Instructor.



Regional and International Resources and Studies 

(slide 18)



University of Michigan Library Research and Technology Guides – International Studies

http://guides.lib.umich.edu/cat.php?cid=3883



*USAID

www.usaid.gov



World Food Programme

www.wfp.org



The WWW Virtual Library

http://vlib.org/Regional



International Studies

The WWW Virtual Library

http://vlib.org/InternationalAffairs



*Demonstrated by the Instructor.



Country, Regional, and International News Resource Guides 

(slide 19)



ABYZ News Links (searchable in English, Spanish)

www.abyznewslinks.com



Africa News

http://news.yahoo.com/africa



*Aljazeera

http://www.aljazeera.com/



China Business Review

https://www.chinabusinessreview.com/



Globes, Israel’s Business Arena

http://www.globes.co.il/



Haaretz

http://www.haaretz.com/



Irish Central

http://www.irishcentral.com/news/nuzhound/



*Kidon Media-Link (searchable in several languages)

www.kidon.com/media-link



*Demonstrated by the Instructor.



Country, Regional, and International News Resource Guides 

(slide 20)



Latin Trade Magazine

http://latintrade.com/



*Moody’s Analytics, Dismal Scientist®

http://www.economy.com/dismal/



News in Pictures – country specific

http://www.newsinpictures.com/worldnews.html#bycountry



Newslink

http://newslink.org



NewsWealth

www.newswealth.com



Nikkei Weekly

http://e.nikkei.com/e/fr/tnw/



*Silobreaker – World

http://www.silobreaker.com/world-11_309327



South China Morning Post

http://www.scmp.com/portal/site/SCMP/



United Nations : UN-Wire@smartbrief.com



*World Directory of Newspapers

www.allnewspapers.com



*Demonstrated by the Instructor.



Blogs 

(slide 21)



Instructor will demonstrate the type of information in the blogs.



Blog Expat

www.blogexpat.com



*Easy Expat

www.blogexpat.com/en/directory.htm



Expat arrivals

www.expatarrivals.com



Expatexchange.com

www.expatexchange.com



Expat Blog 
www.expat-blog.com



*North Korea Economy Watch

www.nkeconwatch.com



NKE Site: This site is intended as a resource for business persons, policy makers, academics, journalists and others interested in the North Korean economy (broadly speaking).



Categories
The category menu on the right hand side of the web page links to relevant articles listed in order of posting.  The main categories are listed in alphabetical order, but the sub categories are listed under their relevant category heading.

This format might be confusing for new readers, so in instances where this is the case, please use the search box located at the top of the sidebar.

Additionally, confusion can arise over the proper romanization of Korean names.  In most cases, the categories are listed using the North Korean style of romanization (for instance, the editor uses “Kaesong” rather  than ”Gaesong”).  However, when referencing another author’s work, the editor will leave in place the original author’s spelling.



Content
Content for this website is a combination of materials from outside sources and the editor’s own writings.



*Demonstrated by the Instructor.




Questions 

(slide 22)



1.   Which site has a recording of the national anthem of Ghana?

2.  Which site will answer a question about the highest point or the longest river in a country?

3.    Which site provides the predominant languages of a country?

4.  Which site allows you to compare one country’s economy with another?

5.   Which site provides photos of Bolivia?

6.   Which site provides information about the condition of a country’s medical facilities?

7.   Which site provides a map of both its historic and current projects in Belize?

8.   Which site provides expenditures on health as a percentage of the GDP?

9. Which site provides a ranking of countries with the most endangered species?

10. Which site would give me the total production of oil figures for Syria?




Questions 

(slide 23)



11.   Which site provides travel notices for travelers?

12.   What is the life expectancy of women in Europe who are 65?

13.   Which site provides information on cultural issues for visitors?

14.   Which site allows comparisons of various statistics between countries?

15.   Which site provides gateways to Latin American resources?

16.   Which site provides the top 10 donors of AID to Afghanistan?

17.   Which site provides a range of African news searchable in several languages?

18.   Which site provides global news, hot spots, trends?

19.   Which blog provides information on the North Korean economy?








Lesson 2 – Search Engines

 (slide 24)



· A foreign webpage may be available in English. Look for an American or British flag and click on it, or look for an English button. 



· NOTE OF CAUTION: not all English webpages are equivalent to the foreign language webpages.





		Lesson 2 – Search Engines







Purpose

· Provide students with information about English and non-English search engines.



· Provide students with information on how to search for country-specific sources using a search engines search features.



Objectives

Students will utilize these search methodologies in future endeavors.



Lesson Content

· Search Engines – Advanced Search

· Search Engines

· Search Engines - Examples





Search Engines – Advanced Search

(slide 25)





Utilize the advanced search features in the search engines.

Go to http://www.google.com/advanced_search?hl=es . Search for aeropuertos, Spain or Barcelona . Note that you can translate the page to English.



· Use the country codes to restrict your search to a specific country in the site/domain.



· One source of country codes is Wikipedia, http://en.wikipedia.org/wiki/List_of_Internet_top-level_domains



· Examples:  

· com.af - Commercial entities in Afghanistan

· edu.af - Educational institutions in Afghanistan

· gov.af - Government agencies in Afghanistan

· net.af - Network providers in Afghanistan

· org.af - Non-commercial entities/organizations in Afghanistan



Search Engines – Advanced Search

(slide 26)



· Limit your search retrieval to pages written in a specific language.



· Use the language prefix/suffix to search in a specific language.



Example:   patisserie language:fr



· Limit your search to a specific country or region.



Go to http://www.google.com/advanced_search?hl=en.



Search Engines

(slide 27)



Some search engines are country or language specific.



Examples:



Google in Afghanistan is www.google.af

Google in Peru is www.google.com.pe



Demonstrate www.google.af.  Type in marhaba.  Also mention that if you know the language, you can use the keyboard to type in the characters.  Google is in almost every country in the world.



Search Engines - Examples

(slide 28)



International and Country-Specific Search Engines



Anzwers Australia and New Zealand

http://www.anzwers.com.au/



EUORPAGES

http://www.europages.co.uk/



*International Search Engines

www.freeality.com/international_search_engines.htm



*Search Engine Colossus

http://www.searchenginecolossus.com/



Sensis, Search Engine for Australians

http://www.sensis.com.au/siteEntry.do



*Demonstrated by the Instructor.




Questions

(slide 29)





1.   Which search engine(s) can be used to search in Afghanistan’s native language?



2.   Which site will provide a list of country codes?




Lesson 3 – Foreign Languages 

(slide 30)





		Lesson 3 – Foreign Languages







Purpose

· Provide students with the search methodology to search and retrieve non-English materials.



Objectives

Students will execute these search methodologies and utilized non-English tools when encounter non-English materials or need non-English materials. endeavers.



Lesson Content

· Search Terms

· Tools and Resources



Search Terms 

(slide 31)



· Utilize multi-language dictionaries 

Be cautious with word-to-word translations. For example, a doctor with a high level of education in our culture may be an experienced but less educated medical person in another culture. Have students use this example.



· Use non-English language search terms in an English-language search engine and country- or region- or language-specific search engines

Be cautious with plurals and grammatical differences. A language specialist with search skills is the best candidate for precision non-English searching.

 

· Foreign Language Dictionaries

· Diccionarios

www.diccionarios.com



This is one example. You can find a Spanish-English/ English-Spanish dictionary from other sources.



Hands-on Exercise 

(slide 32)



Hands-on exercise. 



http://translate.google.com/translate?hl=en&sl=ru&tl=en&u=http%3A%2F%2Ftttkkk.livejournal.com%



http://www.moh.gov.cn/publicfiles//business/htmlfiles/wsb/index.htm



http://www.moh.gov.cn/publicfiles/business/htmlfiles/wsb/pzsdwgzdt/201206/55178.htm



Language Tools and Resources 

(slide 33)



Use language tools and resources to read text in a non-English language and to translate from English into another language.



Language tools



Babylon

www.babylon.com



*Bing Translator

http://www.microsofttranslator.com/?ref=TThis



Fagan Finder Translation Wizard

http://www.faganfinder.com/translate/



*Google Translate

http://translate.google.com/?hl=en&tab=wT#



Google Translator Toolkit

http://translate.google.com/translate_tools?hl=en



*Yahoo! Babel Fish

http://babelfish.yahoo.com/





Foreign Language Resources

Digital Librarian – Languages: 
www.digital-librarian.com – then check this link: http://bubl.ac.uk/link/linkbrowse.cfm?menuid=5885



*Demonstrated by the Instructor.



Chinese to English 

(slide 34)



Go to the China Ministry of Health select Chinese version.  

Show the difference between url translation and a specific selection. http://www.moh.gov.cn/publicfiles//business/htmlfiles/wsb/index.htm

Use Bing and Yahoo! Babel Fish and Google Translate.



Questions 

(slide 35)



1.   How do you translate a foreign language site into English?

2.   What is the Spanish word for doctor?



Exercises 

(slides 36-39)



1.   Tom is taking a business trip to South Africa and is concerned about his health while in country.  What website(s) would you recommend that he check?

2.   Tom is going to Brazil for business.  On what website will he find information about business opportunities?

3.   Katie is going to Jordan for business reasons.  Where should she look for business cultural etiquette information?

4.   What site would provide information on a country’s corruption?

5.   Where would I find a country’s population?

6.   Where would I find a profile of a country’s energy resources?

7.   Sandra is thinking of retiring in Costa Rica.  Where should she check for retirement information in this country?

8.   Which site has a list of NGOs in Afghanistan?

9.   Which site(s) provide a summary of a country’s overall political, economic, and history?

10.  Which site should be checked before traveling to a foreign country?

11.  Which site provides data on school enrollment, improved water resources, and CO2 Emissions?

12.  Which site provides data on trade statistics, maps, trade barriers, customs & tariffs?

13.  Which site describes the goals of US Aid in the Middle East?

14.  What search engine would I use to search in native language in Spain?

15.  How do I limit my search terms to a specific language?

16.  Find an organization chart or diagram of Mexico’s health care system.

17.  Where can I find a list of search engines for India?

18.  Where can I find medical terms in Spanish?

19.  What does salud publica mean?

20.  What term is used for nurse in Croatian?

21.  Where would I find information on Burkina Faso’s Minister of Health?

22.  Which of the language tools more accurately translates the following text:



Le ministère de la Santé, dans sa dynamique d'ouverture sur le monde et à travers sa volonté de mettre à la disposition du public l'information juste et utile, rénove son site Web. Véritable interface entre le ministère et les citoyens, ce site se veut un cadre d'écoute et d'échanges entre mon département, à travers ses spécialistes et les populations en quête de réponses à leurs différentes préoccupations en matière de santé. J'invite donc tous les acteurs du secteur de la santé à s'approprier le site et à le faire rayonner au-delà de nos frontières. Ce site se veut donc un puissant vecteur de visibilité, un espace de découverte et de rencontre et une véritable mine de connaissances en matière de santé. L'interactivité qui sous-tend la nouvelle vision du ministère de la Santé est le ciment même de la relation de proximité que le site entend prôner. Pour ma part, je souhaite que cette tribune soit le creuset de l'excellence en matière de fluidité de l'information techniques et administrative et en termes d'écoute et d'échanges fructueux. Tout en réitérant mon attachement à la permanente vitalité du site, j'encourage toutes les structures centrales et intermédiaires du ministère de la Santé à étoffer notre toile commune en y tissant les fibres du partage, de l'ouverture et surtout de la disponibilité.

Bon vent au site Web du ministère de la Santé.
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Introduction to Open Source Intelligence Resources Handout for the Students

Lesson 2 – Open Source 



Compliance



Laws and policies governing compliance for intelligence activities:

(Most of these laws and policies are in the Intelligence Community Legal Reference Book)



· Army Intelligence Oversight Guide

· Attorney General’s Guidelines for Domestic FBI Operations

· Central Intelligence Agency Act of 1949

· Classified Information Procedures Act

· The Constitution of the United States of America

· Counterintelligence Enhancement Act of 2002

· Criteria on Thresholds for Reporting Intelligence Oversight Matters

· Department of Defense Title 10 Authorities

· Detainee Treatment Act of 2005

· Executive Order 12139

· Executive Order 12333, amended by Executive Order 13470

· Executive Order 12949

· Executive Order 12951

· Executive Order 12958

· Executive Order 12968

· Executive Order 13354

· Executive Order 13355

· Executive Order 13388

· Executive Order 13462

· Executive Order 13467

· Executive Order 13491

· Executive Order 13492

· Executive Order 13493

· Federal Information Security Management Act

· Foreign Intelligence surveillance Act of 1978

· Freedom of Information Act

· Guidelines for Disclosure of Grand Jury and Electronic, Wire, and Oral Interception Information Identifying United States Persons

· Guidelines Regarding Disclosure to the Director of Central Intelligence and Homeland Security Officials of Foreign Intelligence Acquired in the Course of a Criminal Investigation

· Guidelines Regarding Prompt Handling of Reports of Possible Criminal Activity Involving Foreign Intelligence Sources

· Guidelines to Ensure that the Information Privacy and Other Legal Rights of Americans are Protected in the Development and Use of the Information Sharing Environment

· Homeland Security Act of 2002

· Implementing Recommendations of the 9/11 Commission Act of 2007

· Inspector General Act of 1978

· Intelligence Community and Government Websites

· Intelligence Reform and Terrorism Prevention Act of 2004

· Intelligence Sharing Procedures for Foreign Intelligence and Foreign Counterintelligence Investigations Conducted by the FBI

· Interception of Wire, Electronic, and Oral Communications

· Military Commissions Act of 2006

· MOU: Reporting of Information Concerning Federal Crimes

· National Imagery and Mapping Agency Act of 1996

· National Security Act of 1947

· National Security Agency Act of 1959

· Privacy Act

· Protect America Act of 2007

· Strengthening Information Sharing, Access, and Integration B Organizational, Management, and Policy Development Structures for Creating the Terrorism Information Sharing Environment

· USA Patriot Act of 2001

· USA Patriot Improvement and Reauthorization Act of 2005

· War Crimes Act of 1996



Copyright basics by the CCC

 http://www.youtube.com/watch?v=Uiq42O6rhW4&feature=related





Lesson 7 – Ethics 



Code of Ethics



Strategic and Competitive Intelligence Professionals (SCIP) Code of Ethics for CI Professionals

	

· To continually strive to increase the recognition and respect of the profession 

· To comply with all applicable laws, domestic and international 

· To accurately disclose all relevant information, including one's identity and organization, prior to all interviews 

· To avoid conflicts of interest in fulfilling one's duties 

· To provide honest and realistic recommendations and conclusions in the execution of one's duties 

· To promote this code of ethics within one's company, with third-party contractors and within the entire profession 

· To faithfully adhere to and abide by one's company policies, objectives and guidelines 



[bookmark: _GoBack]Association for Computing Machinery (ACM) Code of Ethics and Professional Conduct

· General Moral Imperatives

· Contribute to society and human well-being

· Avoid harm to others

· Be honest and trustworthy

· Be fair and take action not to discriminate

· Honor property rights including copyrights and patent

· Give proper credit for intellectual property

· Respect the privacy of others

· Honor confidentiality

· More Specific Professional Responsibilities

· Organizational Leadership Imperatives

· Compliance with the Code
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Introduction to Open Source Intelligence 

Instructor’s Guide  





		Throughout the Instructor’s Guide, 



Instructor’s notes are provided in this font.

Content from the PowerPoint presentation is provided in this font.









Introduction to Open Source Intelligence   

(slide 1)





Course Objective   

(slide 2)



This course will provide the 

1.  Foundation and core competency skills necessary for Open Source Intelligence

2.  This will Raise your searching capability level

Also, this is a life skill that is applicable to your professional and personal lives.

Topics 

(slide 3)



Lesson 1 – Open Source Definitions and History 

Lesson 2 - Open Source Issues

Lesson 3 - Forms of Open Source Information

Lesson 4 - Just How Much is Out There?

Lesson 5 – Who’s Using Open Source Information?  

Lesson 6 - Intelligence Process

· Analytical Standards

Lesson 7 - Ethics

· Ethical Issues



Objective

 (slide 4)



The objective of this module is to: 



Provide an overview of Open Source Intelligence (OSINT).



Open Source Intelligence is the source of first resort for all of the intelligence disciplines and is the precursor for clandestine and technical collection. More information about the disciplines will be provided.






Lesson 1 – Open Source Definitions and History  

(slide 5)





		Lesson 1 – Open Source Definitions and History







Purpose

Provide students with the definitions of Open Source Intelligence and related terms, and a brief history of OSINT.

 

Objectives

Students will identify and explain the terminology used in Open Source.



Lesson Content

· Definitions of Open Source, Publicly Available Information, Intelligence, Open Source Intelligence, Competitive Intelligence and comparisons and differences

· Brief history of Open Source Intelligence

· Intelligence Community

· Intelligence Disciplines

· Effective Intelligence , Attributes of Good Intelligence



Open Source and Publicly Available Information

(slide 6)



We’ll start with the definition of Open Source Information. 



“Open Source Information: Publicly available information that anyone can lawfully obtain by request, purchase, or observation.”



Source: ICD 301



“Open source is any person or group that provides information without the expectation of privacy––the information, the relationship, or both is not protected against public disclosure.”



Source: Intelligence. Army Field Manual 2.0. March 2010.1-3.





“Publicly available information is data, facts, instructions, or other material published or broadcast for general public consumption; available on request to a member of the general public; lawfully seen or heard by any casual observer; or made available at a meeting open to the general public.”



Source: Intelligence. Army Field Manual 2.0. March 2010.11-1.



Intelligence 

(slide 7)



 “Intelligence is the product resulting from the collection, processing, integration, evaluation, analysis, and interpretation of available information concerning foreign nations, hostile or potentially hostile forces or elements, or areas of actual or potential operations. The term is also applied to the activity that results in the product and to the organizations engaged in such activity.” 



Source: Intelligence. Army Field Manual 2.0. March 2010.1-3



Open Source Intelligence

(slide 8)



“Open Source Intelligence (OSINT) is intelligence that is produced from publicly available information and is collected, exploited*, and disseminated in a timely manner to an appropriate audience for the purpose of addressing a specific intelligence requirement.”



Source: National Defense Authorization Act for Fiscal Year 2006. Public Law 109-163.

Source: ICD 301



 “Open-source intelligence is the discipline that pertains to intelligence produced from publicly available information that is collected, exploited*, and disseminated in a timely manner to an

appropriate audience for the purpose of addressing a specific intelligence requirement. Open-source intelligence (OSINT) is derived from the systematic collection, processing, and analysis of publicly available, relevant information in response to intelligence requirements.”



Source: Intelligence. Army Field Manual 2.0. March 2010. 11-1.



*Exploitation

“The process of obtaining intelligence information from any source and taking advantage of it for intelligence purposes.”



Source: U.S. Office of the Director of Intelligence. U.S. National Intelligence: An Overview 2011. January 2012. Available at https://www.hsdl.org/?view&did=697740



Competitive Intelligence 

(slide 9)



Open Source Intelligence is not the same as Competitive Intelligence. The Instructor will provide the key points of the definition of CI and review the differences between OSINT and CI.





According to the Strategic and Competitive Intelligence Professionals (SCIP), 

“CI is a necessary, ethical business discipline for decision making based on understanding the competitive environment.”

Wikipedia’s definition is: 

“A broad definition of competitive intelligence is the action of defining, gathering, analyzing, and distributing intelligence about products, customers, competitors and any aspect of the environment needed to support executives and managers in making strategic decisions for an organization.

Key points of this definition:

1.  Competitive intelligence is an ethical and legal business practice, as opposed to industrial espionage which is illegal.

2.  The focus is on the external business environment.

3.  There is a process involved in gathering information, converting it into intelligence and then utilizing this in business decision making. Some CI professionals erroneously emphasize that if the intelligence gathered is not usable (or actionable) then it is not intelligence.

The term CI is often viewed as synonymous with competitor analysis, but competitive intelligence is more than analyzing competitors — it is about making the organization more competitive relative to its entire environment and stakeholders: customers, competitors, distributors, technologies, macro-economic data etc.”

History

(slide 10)



The 9/11 Commission Report (2004) recommended:

· Establishment of a National Intelligence Director

· Establishment of an Open Source Agency 


Creation of the DNI Open Source Center (Nov. 2005)

· Advance the Intelligence Community’s exploitation* of openly available information to include: Internet, databases, press, radio, television, video,  geospatial data, photos, commercial imagery



· Includes collection, analysis and research, training and information technology management to facilitate government-wide access and use… 



· Built on established expertise of the CIA’s Foreign Broadcast Information Service (FBIS), which provided a broad range of highly valued products and services since 1941



The 9/11 Commission Report that was issued in 2004 included many recommendations, including the establishment of a National Intelligence Director. Within the agencies support, a new Open Source Agency would be established.



In November 2005, the Director of National Intelligence and the Director of the Central Intelligence Agency announced the creation of the DNI Open Source Center. “Based at the CIA, the Center will advance the Intelligence Community’s exploitation of openly available information to include the Internet, databases, press, radio, television, video, geospatial data, photos, and commercial imagery. The Center’s functions will include collection, analysis and research, training and information technology management to facilitate government-wide access and use. The Center will build on the established expertise of the CIA’s Foreign Broadcast Information Service (FBIS), which has provided the U.S. Government a broad range of highly valued products and services since 1941.”



Source: ODNI Announces Establishment of Open Source Center, November 8, 2005. Available at www.dni.gov/press_releases/20051108_release.htm



2008 OSINT was established as an INT



*Exploitation

“The process of obtaining intelligence information from any source and taking advantage of it for intelligence purposes.”



Source: U.S. Office of the Director of Intelligence. U.S. National Intelligence: An Overview 2011. January 2012. Available at https://www.hsdl.org/?view&did=697740



Intelligence Community

(slide 11)



 “A federation of Executive Branch agencies and organizations that work separately and together to conduct intelligence activities necessary for the conduct of foreign relations and the protection of U.S. national security. These organizations are (in alphabetical order): 



Air Force Intelligence

Army Intelligence

Central Intelligence Agency

Coast Guard

Defense Intelligence Agency

Department of Defense

Department of Energy

Department of Justice

Department of Homeland Security

Department of State

Department of the Treasury

Office of the Director of National Intelligence

Drug Enforcement Administration

Federal Bureau of Investigation

Marine Corps Intelligence

National Geospatial-Intelligence Agency

National Reconnaissance Office

National Security Agency

Navy Intelligence.”



Source: U.S. Office of the Director of Intelligence. U.S. National Intelligence: An Overview 2011. January 2012. Available at https://www.hsdl.org/?view&did=697740





Intelligence Community

(slide 12)



This is the organization chart of the ODNI.





[image: ]

Source: U.S. Office of the Director of Intelligence. U.S. National Intelligence: An Overview 2011. January 2012. Available at https://www.hsdl.org/?view&did=697740



[bookmark: _GoBack]The Director is James R. Clapper.



Intelligence Disciplines

(slide 13)



As stated earlier, Open Source Intelligence is the source of first resort for all of the intelligence disciplines and is the precursor for clandestine and technical collection. These are the disciplines. Open Source is integral to Operations and all-source intelligence.



· All-source intelligence

· Counterintelligence (CI).

· Human intelligence (HUMINT).

· Geospatial intelligence (GEOINT)

· Measurement and signature intelligence (MASINT)

· Open source intelligence (OSINT)

· Signals intelligence (SIGINT)

· Technical intelligence (TECHINT)



Source: Intelligence. Army Field Manual 2.0. March 2010



The definitions for the intelligence disciplines are provided below and are also in the Glossary.



All-source intelligence

“All-source intelligence is the intelligence discipline responsible for all-source products and the processes used to produce them. All-source intelligence also refers to intelligence products and/or organizations and activities that incorporate all sources of information, most frequently including human resources intelligence, imagery intelligence, measurement and signature intelligence, signals intelligence, and open-source data in the production of finished intelligence.”



Source: Intelligence. Army Field Manual 2.0. March 2010. 5-1.



Counterintelligence

“Counterintelligence is information gathered and activities conducted to identify, deceive, exploit, disrupt, or protect against espionage, other intelligence activities, sabotage, or assassinations conducted for or on behalf of foreign powers, organizations, or persons, or their agents, or international terrorist organizations or activities.”



“Counterintelligence includes all actions taken to detect, identify, track, exploit, and neutralize the multidiscipline intelligence activities of adversaries.”



Source: Intelligence. Army Field Manual 2.0. March 2010. 6-1.



Human intelligence

Human intelligence is the collection by a trained human intelligence collector of foreign information from people and multimedia to identify elements, intentions, compositions, strength, dispositions, tactics, equipment, and capabilities.



Source: Intelligence. Army Field Manual 2.0. March 2010. 7-1.



Geospatial intelligence

“Geospatial intelligence is the exploitation and analysis of imagery and geospatial information to describe, assess, and visually depict physical features and geographically referenced activities on the Earth. GEOINT consists of imagery, imagery intelligence, and geospatial information.”



Source: Intelligence. Army Field Manual 2.0. March 2010. 8-1.



Measurement and signature intelligence

“Measurement and signature intelligence is intelligence obtained by quantitative and qualitative analysis of data (metric, angle, spatial, wavelength, time dependence, modulation, plasma, and hydromagnetic) derived from specific technical sensors for the purpose of identifying any distinctive features associated with the emitter or sender, and facilitate subsequent identification and/or measurement of the same. The detected feature may be reflected or emitted.”



Source: Intelligence. Army Field Manual 2.0. March 2010. 10-1.



Signals intelligence

Signals intelligence is intelligence derived from communications, electronic, and foreign instrumentation signals.”



Source: Intelligence. Army Field Manual 2.0. March 2010.12-1.



Technical intelligence

“Technical intelligence is derived from the collection, processing, analysis, and exploitation of data and information pertaining to foreign equipment and materiel for the purposes of preventing technological surprise, assessing foreign scientific and technical capabilities, and developing countermeasures designed to neutralize any adversary’s technological advantages.”



Source: Intelligence. Army Field Manual 2.0. March 2010.13-1.





Intelligence

(slide 14)



Characteristics of Effective Intelligence: 

· Accurate

· Timely

· Usable – format that is easily understood or displayed

· Complete

· Precise

· Reliable

· Relevant

· Predictive

· Tailored - in a specific format that is clear and concise for the recipients so they can understand, believe it, and act on it. It should support and satisfy the commander’s priorities



Source: Intelligence. Army Field Manual 2.0. March 2010. 1-17 - 1-18.





Attributes of Good Intelligence: 



· Objectivity

· Relevance

· Accuracy – Is the level of confidence clearly stated?

· Precision – Does it have the required level of detail?

· Completeness

· Usability – Is it in a format that the end user can understand and assimilate?

· Availability – Accessible, including appropriate security classification

· Anticipation – Does it anticipate the intelligence needs of the commander and staff?



Source: Joint and National Intelligence Support to Military Operations. Joint Publication 2-01. January 5, 2012.










Lesson 2 – Open Source  

(slide 15)



		Lesson 2 – Open Source 







Purpose

Provide students with basic and descriptive information about Open Source.



Objectives

Establish a baseline for open source information.



Lesson Content

· Open Source Fundamentals

· Open Source Characteristics

· Open Source Considerations

· Open Source Advantages

· Open Source Disadvantages

Open Source Fundamentals

 (slide 16)



· OSINT is Integral to intelligence operations



· Directly or indirectly, publicly available information Forms the basis of intelligence operations and products



· OSINT Supports intelligence, surveillance, and reconnaissance efforts 



by providing



· Provides foundational information that enhances collection and production

  



· Within a multidiscipline intelligence effort, the use and integration of OSINT ensures decision makers that they have the benefit of all available information



· Open sources broadcast, publish, or distribute unclassified information for public use  



· OSINT uses collection means or techniques for gathering publicly available information from these sources that are not intrusive



Other intelligence disciplines use confidential sources or intrusive techniques to collect confidential and private information.

 



Open Source Characteristics 

(slide 17)



The characteristics of OSINT and publicly available information are:  



“Provides the Foundation

Directly or indirectly, publicly available information forms the basis of intelligence and non-intelligence operations. The US social structures, education system, news services, and entertainment industry shape our World view, awareness of international

events, and perceptions of non-US societies.



 Answers Requirements 

The availability, depth, and range of public information enable intelligence and non-intelligence organizations to satisfy many of the commander’s critical information requirements (CCIRs) and their own information needs without the use of specialized human or technical means of collection (not intrusive). Given the volume, scope, and quality of publicly available information, OSINT operations can often proceed directly from the planning phase to the production phase of the intelligence process.



Enhances Collection

Open source research and collection support other surveillance and reconnaissance activities by answering requirements and providing foundational information (biographies, cultural information, geospatial information, technical data) that optimizes the employment and performance of sensitive human and technical means of collection.



Enhances Production

As part of single and multidiscipline intelligence production, the use and integration of publicly available information and OSINT ensures decision makers have the benefit of all-sources of available information.”



U.S. Department of the Army. Open Source Intelligence. Field Manual Interim No. 2-22.9. December 5, 2006. Washington, D.C.: Secretary of the Army.





Open Source Considerations 

(slide 18)



Compliance 

(slide 19)



Compliance (laws and policies governing) for intelligence activities

These are the two main agencies responsible for compliance.

Main Compliance Agencies

· Office of the Director of National Intelligence

· Office of General Counsel



Intelligence Community Legal Reference Book (contains most of these laws and policies) Listed in handout, no need to read; too many to review

· Army Intelligence Oversight Guide

· Attorney General’s Guidelines for Domestic FBI Operations

· Central Intelligence Agency Act of 1949

· Classified Information Procedures Act

· The Constitution of the United States of America

· Counterintelligence Enhancement Act of 2002

· Criteria on Thresholds for Reporting Intelligence Oversight Matters

· Department of Defense Title 10 Authorities

· Detainee Treatment Act of 2005

· Executive Order 12139

· Executive Order 12333, amended by Executive Order 13470

· Executive Order 12949

· Executive Order 12951

· Executive Order 12958

· Executive Order 12968

· Executive Order 13354

· Executive Order 13355

· Executive Order 13388

· Executive Order 13462

· Executive Order 13467

· Executive Order 13491

· Executive Order 13492

· Executive Order 13493 

· Federal Information Security Management Act

· Foreign Intelligence surveillance Act of 1978

· Freedom of Information Act

· Guidelines for Disclosure of Grand Jury and Electronic, Wire, and Oral Interception Information Identifying United States Persons

· Guidelines Regarding Disclosure to the Director of Central Intelligence and Homeland Security Officials of Foreign Intelligence Acquired in the Course of a Criminal Investigation

· Guidelines Regarding Prompt Handling of Reports of Possible Criminal Activity Involving Foreign Intelligence Sources

· Guidelines to Ensure that the Information Privacy and Other Legal Rights of Americans are Protected in the Development and Use of the Information Sharing Environment

· Homeland Security Act of 2002

· Implementing Recommendations of the 9/11 Commission Act of 2007

· Inspector General Act of 1978

· Intelligence Community and Government Websites

· Intelligence Reform and Terrorism Prevention Act of 2004

· Intelligence Sharing Procedures for Foreign Intelligence and Foreign Counterintelligence Investigations Conducted by the FBI

· Interception of Wire, Electronic, and Oral Communications

· Military Commissions Act of 2006

· MOU: Reporting of Information Concerning Federal Crimes

· National Imagery and Mapping Agency Act of 1996

· National Security Act of 1947

· National Security Agency Act of 1959

· Privacy Act

· Protect America Act of 2007

· Strengthening Information Sharing, Access, and Integration B Organizational, Management, and Policy Development Structures for Creating the Terrorism Information Sharing Environment

· USA Patriot Act of 2001

· USA Patriot Improvement and Reauthorization Act of 2005

· War Crimes Act of 1996



Noteworthy:

· Freedom of Information Act (FOIA)

The Freedom of Information Act allows for the full or partial disclosure of government information that is not held confidential. This includes previously unreleased information and documents controlled by the United States government. The Act defines agency records subject to disclosure and outlines mandatory disclosure procedures.



· The FOIA has been changed repeatedly by both the legislative and executive branches.



· The Electronic Freedom of Information Act Amendments of 1996 (E-FOIA) stated that all agencies are required by statute to make certain types of records, created by the agency on or after November 1, 1996, available electronically.



· Privacy Act of 1974

The Privacy Act of 1974 establishes a code of fair information practices that governs the collection, maintenance, use, and dissemination of information about individuals* that is maintained in systems of records by federal agencies. (A system of records is a group of records under the control of an agency from which information is retrieved by the name of the individual or by some identifier assigned to the individual.) 



· The Privacy Act includes conditions of disclosure

· The Privacy Act requires that agencies give the public notice of their systems of records by publication in the Federal Register. 

· The Privacy Act prohibits the disclosure of a record about an individual from a system of records absent the written consent of the individual, unless the disclosure is pursuant to one of twelve statutory exceptions. 

· The Act also provides individuals with a means by which to seek access to and amendment of their records, and sets forth various agency record-keeping requirements.



*The term "individual" means a citizen of the United States or an alien lawfully admitted for permanent residence.



Compliance 

(slide 20)



In addition to compliance with the applicable laws and Executive Orders, the following must be ensured: 



· Civil liberties and the privacy of U.S. citizens* and lawful U.S. residents*



· Confidentiality of sources and identities of intelligence community personnel and the protection of privileged information



· Appropriate conduct of intelligence community personnel and activities



Limitations

· Compliance laws and policies, Department of Defense Directives,  and other regulations may govern contact with and the collection of information from open sources



· Under Army Regulation 381-10, Army intelligence activities may collect publicly available information on U.S. persons* only when it is necessary to fulfill an assigned function.



*“United States person means a United States citizen, an alien known by the intelligence agency concerned to be a permanent resident alien, an unincorporated association substantially composed of United States citizens or permanent resident aliens, or a corporation incorporated in the United States, except for a corporation directed and controlled by a foreign government or governments.”

Executive Order 12333



*“The term ‘‘United States person’’ means any United States citizen, permanent resident alien, entity organized under the laws of the United States

or any jurisdiction within the United States (including foreign branches), or any person in the United States.” 

Title 3 CFR (2011)



U.S Person is also mentioned in the Social Media module and the definition is in the Glossary.



Compliance 

(slide 21)



Operations Security (OPSEC) is a process and methodology



· “As a process, it identifies critical information to determine if friendly actions can be observed by adversary intelligence systems



· Determines if information obtained by adversaries could be interpreted to be useful to them, and 



· Executes selected measures that eliminate or reduce adversary exploitation of friendly critical information.



· As a methodology, it denies critical information to an adversary. Unlike security programs that seek to protect classified information, OPSEC measures identify, control, and protect generally unclassified evidence that is associated with sensitive operations and activities.”



Source: Joint Publications JP 3-13.3, Operations Security, http://www.bits.de/NRANEU/others/jp-doctrine/jp3_13_3(06).pdf)Operations Security



Compliance 

(slide 22)



Deception and Bias

· “It is important to know the background of open sources and the purpose of public information in order to distinguish objective, factual information from information that lacks merit, contains bias, or is part of an effort to deceive the reader.”



Source: FMI 2-22.9. 2-10.



Intellectual Property

Patents

Trademarks

Copyright 



Source: FMI 2-22.9. 2-10.



Copyright basics by the CCC is available at http://www.youtube.com/watch?v=Uiq42O6rhW4&feature=related





Open Source Advantages 

(slide 23)



· Frequently it is the only discipline that can respond rapidly

· Provides operators/planners with rapid orientation and context for initial planning

· Easier to share – potentially can be disseminated without need for verification of security or political clearances

· Often more timely and current

· More sources to cover (Ability to cover areas not covered by classified sources

· Potentially less political risk involved



Open Source Advantages

(slide 24)



“Open sources are not a substitute for classified capabilities, but they can provide a valuable foundation and context for rapid orientation of the analyst and the consumer and for the establishment of collection requirements which take full advantage of the unique access provided by classified sources.”



Source: Joint Publication 3-07.2. Antiterrorism. April 14, 2006. Available at http://www.scribd.com/doc/33335010/JCS-Antiterrorism-06.





Open Source Disadvantages 

(slide 25)



· Volume (volume of information to process and analyze)

· Reliability unknown

· Not everything is out there in the open….










Lesson 3 – Forms of Open Source Information  

(slide 26)



		Lesson 3 – Forms of Open Source Information 







Purpose

Provide students with examples of the types and sources of open source information.

 

Objectives

Provide students with examples of the types and sources of open source information.



Lesson Content

· Traditional Media

· Commercial Content

· Grey Literature

· Government Agencies

· Corporations

· Individuals

· Internet

· Brief history of Open Source Intelligence





Traditional Media, Commercial Content

 (slide 27)



Traditional Media

· Print (increasingly available in electronic format)

· Television

· Radio



Commercial Content 

· Many Internet Sites (companies, services, products) 

· Fee-based services and products

· Commercial research services

· Academia





Grey Literature (Gray Literature or Greylit or Hidden or Invisible or Deep Web) 

(slide 28)



Simply, Grey Literature is generally not available through normal channels or systems of publication or distribution.



Examples:

· Technical reports

· Conference papers

· Dissertations

· Working papers

· Technical manuals



Produced by:

· Author’s sponsor or employer

· Educational researchers

· Government organizations

· Individuals

· Research laboratories/facilities

· Educational institutions





Government Agencies, Corporations

(slide 29)



Government Agencies 

· Maps

· Directories

· Demographic data

· Economic data

· Facility data

· Organizational capabilities



Corporations 

Data which is often not designed for public distribution but is available for the asking such as:

· Annual Reports

· Facilities

· Maps

· Research

· Product fact sheets





Individuals, Internet

(slide 30)



There is disagreement in the Intelligence community about whether “interviews” is an OSINT or HUMINT function.



Individuals

· Pamphlets

· Posters

· Graffiti

· Public Meetings

· Speeches

· Publications – print, electronic



Internet 

· Static HTML WWW pages

· Dynamic WWW pages and databases – the “deep web”

· Online communities

· Chat

· Podcasts

· Video






Lesson 4 – Just How Much is Out There? 

(slide 31)



		Lesson 4 – Just How Much is Out There?







Purpose

Provide students with examples of the vastness of the Internet.

 

Objectives

Provide students with examples of the vastness of the Internet.



Lesson Content

· Just How Much is Out There?





Just How Much is Out There? 

(slide 32)



As of December 2010,

· 255 million web sites

· 21.4 million web sites were added in 2010

· 88.8 million  .COM domain names

· 13.2 million  .NET domain names

· 8.6 million    .ORG domain names

· 152 million blogs on the Internet

· 30 billion pieces of content (link, notes, photos, etc.) shared on Facebook each month

· 35 hours of video uploaded to YouTube every minute

· 20 million videos uploaded to Facebook per month

· 5 billion photos were hosted by Flickr as of September 2010

· Over 3,000 photos are uploaded per minute to Flickr

· 130 million photos uploaded per month to Flickr

· Over 3 billion photos uploaded per month to Facebook

· 36 billion photos uploaded to Facebook per year, based on this current rate



Source: Pingdom. Internet 2010 in Numbers. January 12, 2011. Available online at http://royal.pingdom.com/2011/01/12/internet-2010-in-numbers/





Just How Much Is Out There?  

(slide 33)



As of January 12, 2009,

· Approximately 1 trillion unique URLs in Google’s index

· Approximately 2 billion number of Google searches daily

· 133 million blogs indexed by Technorati since 2002

· Approximately 900,000 (average number) blog posts in a 24 hour period

· 1.1 billion number of Tweets to date

· 200 million active users on Facebook

· 35 different languages used on Facebook

· 700 million photos added to Facebook monthly



As of March 2008,

· 70 million videos on YouTube

· 200,000 video publishers on YouTube

· 3 million Tweets per day



Source: Adam Singer, 49 Amazing Social Media, Web 2.0 and Internet Stats. January 12, 2009. Available online at http://thefuturebuzz.com/2009/01/12/social-media-web-20-internet-numbers-stats/. 



Source: Video, posted February 26, 2010, at http://www.socialtimes.com/2010/02/20-impressive-internet-statistics/




Lesson 5 – Who’s Using Open Source Information? 
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		Lesson 5 – Who’s Using Open Source Information?







Purpose

Provide students with information about the open source users.

 

Objectives

Remind students that they are not the only researchers.



Lesson Content

· Open Source Customers/Users

· Who’s Using Open Source Information?



Open Source Customers/Users

(slide 35)



Open Source Customers

· Intelligence Community

· Government – local, state, regional, national

· Military

· Law enforcement

· Emergency response and planning

· General public – educators, students, companies, foundations, shoppers, travelers, teens, analysts

· Criminals – terrorists, other non-state actors

International (includes all of these)



Who’s Using Open Source Information? 

(slide 36)



“Public Source: Using this public source openly and without resorting to illegal means, it is possible to gather at least 80% of information about the enemy. The percentage varies depending on the government’s policy on freedom of the press and publication. 

It is possible to gather information through newspapers, magazines, books, periodicals, official publications, and enemy broadcasts. Attention should also be given to the opinion, comments, and jokes of common people.”



Source: Al Qaeda Training Manual Seized in Manchester, England, December 2001





“90% of intelligence comes from Open Sources . . .”—LTGEN Samuel V. Wilson, Former Director of the US Defense Intelligence Agency

(DIA)



Thomas Finger, Deputy Director DNI (2008)

http://www.usatoday.com/tech/news/surveillance/2008-03-31-internet-spies_N.htm



Who’s Using Open Source Information? 

(slide 37)



· “…terrorists exploit the Internet for intelligence – gathering and targeting.” 

· Today, anyone can go on the Internet and collect information against key infrastructure and sensitive components.

· Terrorists use these sites to conduct reconnaissance on potential targets without ever having to put feet on the ground to conduct surveillance.”



During raids in Afghanistan, U.S. forces came across computers in the homes of known terrorists that held information on important U.S. financial sector and government buildings in Washington, D.C.



Source: House Permanent Select Committee on Intelligence. Al Qaeda: The Many Faces of an Islamist Extremist Threat. June 2006.



Who’s Using Open Source Information? 

(slide 38)



The Point – The Enemy is Exploiting too!

Jihad Media Battalion released a 28-page manual detailing how to use Google effectively to search for information.



Image: http://www.wpclipart.com/signs_symbol/targets/crosshair/crosshairs_light_bevel.png.html

· 


Lesson 6 – Intelligence Process 
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		Lesson 6 – Intelligence Process







Purpose

Provide students with a definition and description of the Intelligence Process.

 

Objectives

Provide students with a definition and description of the Intelligence Process.



Lesson Content

· Image, Definition, and Description of each Step of the Intelligence Process

· Analytic Standards 



The Intelligence Process 

(slide  40)



· The Intelligence Process or Intelligence Cycle “is the process of developing raw information into finished intelligence for use by policymakers, military commanders, and other consumers in decision making.” 

· The process is continuous and never-ending. 

· The sixth step, Evaluation and Feedback is conducted for each of the other five steps and for the process, as a whole.



Source: U.S. Office of the Director of Intelligence. U.S. National Intelligence: An Overview 2011. January 2012. Available at https://www.hsdl.org/?view&did=697740





This image is based on The Intelligence Process in the Joint Publication 2-01, Joint and National Intelligence Support to Military Operations, January 5, 2012.





[image: ]





The Intelligence Process 

(slide 41)



There are variations of the intelligence process/cycle but most contain the following steps.





Planning and Direction

· Identify needs and criteria

The need and criteria are identified.  Determine what needs to be collected before collecting so that unfocused or irrelevant data and information are not retrieved. 





Collection*

· Gathering of the raw data and information from various sources



*Collection is:

The identification, location, and recording and storing of information— typically

from an original source and using both human and technological means—for input into the Intelligence Cycle for the purpose of meeting a defined tactical or strategic intelligence goal.



Source: U.S. Office of the Director of Intelligence. U.S. National Intelligence: An Overview 2011. January 2012. Available at https://www.hsdl.org/?view&did=697740



*Collection is:

The tasking and collection portion of the intelligence process involves tasking

appropriate collection assets and/or resources to acquire data and information required to satisfy collection requirements. Tasking and collection includes the identification, coordination, and positioning of assets and/or resources and levying tasking against them to satisfy collection objectives.

Source: U.S. Joint Chiefs of Staff. Joint Publication 2-01. Joint and National Intelligence Support to Military Operations. January 5, 2012. Available at http://www.fas.org/irp/doddir/dod/jp2_01.pdf



“Collection services include online collection (searchers that specialize in Internet, deep web and premium commercial online source exploitation); off-line grey literature or document acquisition; telephone surveys and electoral or other forms of polling; private investigations and human intervention services ("boots on the ground"); and aerial surveillance or reconnaissance services.”



Source: NATO Open Source Intelligence Handbook, November 2001.



Collection may include an information gathering and information reporting strategy; feedback mechanism; and a mechanism for the receipt, cataloging, and retention and storage of the collected materials.





Processing and Exploitation

· Evaluating the information’s validity and reliability

This step involves evaluating the information’s validity and reliability. 

· Collation

Collation entails sorting, combining, categorizing, and arranging the data and information so that relationships can be determined. 

· Data is correlated and converted into a usable and understandable format

Data is also correlated and converted into a usable and understandable format that is suitable for the next step – analysis and production.





The Intelligence Process 

(slide 42)



Analysis and Production

· Transform the retrieved data and information through integration, evaluation, analysis, and interpretation into a useful and meaningful product, e.g., intelligence 

· Establish relationships



Dissemination and Integration

· Final product, that is readily accessible, is sent to the appropriate people



Evaluation and Feedback

· Obtain feedback on the process performed and the products

This step allows evaluation of the performance and the effectiveness of the product. It is not unusual for evaluation and feedback to occur throughout the entire process.



· Storage and Retention

Storage and retention are integral to the process but are not necessarily the last step. In some organizations, documentation and retention are required for each step, beginning with the initial query. 



The information requirements are determined by the organization, including specific mechanisms for each step.



For details see http://www.dtic.mil/doctrine/new_pubs/jp2_01.pdf.



Analytic Standards 

(slide 43)



The U.S. Office of the Director of National Security, Intelligence Community Analytic Standards (ICD 203) 

(slide 44)





· Objectivity

“Analysts should be free of emotional of emotional content, give due regard to alternative perspectives and contrary reporting, and acknowledge developments that necessitate adjustments to analytic judgments.”



· Independent of Political Considerations



· Timeliness



· Based on all Available Sources of Intelligence

“Analysis should be informed by all relevant information that is available to the analytic element. Where critical gaps exist, analytic elements should work with collectors to develop appropriate collection, dissemination, and access strategies.”



IC Analytic Standards 

(slide 45)



· Exhibits Proper Standards of Analytic Tradecraft, Specifically:

· Properly describes quality and reliability of underlying sources

· Properly caveats and expresses uncertainties or confidence in analytic judgments

· Properly distinguishes between underlying intelligence and analysts’ assumptions and judgments

· Incorporates alternative analysis where appropriate

· Demonstrates relevance to U.S. national security

· Uses logical argumentation

· Exhibits consistency of analysis over time, or highlights changes and explains rationale

· Makes accurate judgments and assessments




Lesson 7 – Ethics 
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		Lesson 7 – Ethics







Purpose

Provide students with the ethos of conducting open source research.

 

Objectives

Students will employ this ethos in all of their open source endeavors.



Lesson Content

· Ethical Issues

Code of Ethics 

(in handout)



Strategic and Competitive Intelligence Professionals (SCIP) Code of Ethics for CI Professionals

· To continually strive to increase the recognition and respect of the profession 

· To comply with all applicable laws, domestic and international 

· To accurately disclose all relevant information, including one's identity and organization, prior to all interviews 

· To avoid conflicts of interest in fulfilling one's duties 

· To provide honest and realistic recommendations and conclusions in the execution of one's duties 

· To promote this code of ethics within one's company, with third-party contractors and within the entire profession 

· To faithfully adhere to and abide by one's company policies, objectives and guidelines 



Code of Ethics 

(in handout)



Association for Computing Machinery (ACM) Code of Ethics and Professional Conduct

· General Moral Imperatives

· Contribute to society and human well-being

· Avoid harm to others

· Be honest and trustworthy

· Be fair and take action not to discriminate

· Honor property rights including copyrights and patent

· Give proper credit for intellectual property

· Respect the privacy of others

· Honor confidentiality

· More Specific Professional Responsibilities

· Organizational Leadership Imperatives

· Compliance with the Code



Ethical Issues 

(slide 47)



· Privacy

Balance between right to privacy and right to know

· Accuracy

Your organization’s data quality policy should include:

· who is responsible for the accuracy of data

· what level of accuracy is sought

· nature and reliability of the analytical methods you use

· integrity of the systems that contain your data

· who is responsible for data quality problems

· Property

Information is property.

Examples of intellectual property: trademarks, copyrights, and patents

· Accessibility

Not everyone has equal access to data



Ethics 

(slide 48)



“Do not misrepresent yourself.

Do not gather information safeguarded as proprietary or confidential.”



Source: Strategic and Competitive Intelligence Professionals. Competitive Intelligence Magazine. Volume 11, Number 2, March-April 2008.  Available at http://www.scip.org/Publications/CIMagIssueDetail.cfm?ItemNumber=2595
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Maps, GIS & Imagery Resources for the Students

Lesson 2 – Cartography



Video - How to Read a Map

http://video.about.com/geography/Read-a-Map.htm





Map Projections



Map Projections



Map projections are grouped into three families: Cylindrical, Conic and Azimuthal, with Pseudocylindrical projections forming a variation on the Cylindrical Family. These families are based on the configuration of the plane onto which the globe (sphere) is projected. Each family is suitable for representing select areas of the globe.  





Families
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Image:

http://www.innovativegis.com/basis/pfprimer/Topic7/Topic7-3.gif



Source: United States Geological Survey. Map Projections. Available at

http://egsc.usgs.gov/isb/pubs/MapProjections/projections.html





Cylindrical Projections
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•	Mathematically projected on a cylinder tangent to the Equator  

•	Used for navigation or maps of equatorial regions

•	Distances are true only along Equator

· Are reasonably correct within 15° of Equator

•	Areas and shapes of large areas are distorted 

•	Distortion increases away from Equator and is extreme in polar regions

•	Map is not perspective, equal area, or equidistant
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Azimuthal Projections
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· Mathematically projected on a plane tangent to any point on globe

· Polar aspect is tangent only at pole

· Used by USGS in its National Atlas and Circum-Pacific Map Series

· Suited for regions extending equally in all directions from center points, such as Asia and Pacific Ocean

· Areas on the map are shown in true proportion to the same areas on the Earth 

· Directions are true only from center point 

· Scale decreases gradually away from center point 

· Distortion of shapes increases away from center point





Lambert Azimuthal Projections
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Conical Projections
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· Mathematically projected on a cone

· Conceptually secant at two standard parallels

· Used by USGS for maps showing the conterminous United States (48 states) or large areas of the United States

· Well suited for large countries or other areas that are mainly east-west in extent and that require equal-area representation 

· All areas on the map are proportional to the same areas on the Earth 

· Directions are reasonably accurate in limited regions 

· Distances are true on both standard parallels  

· Scale true only along standard parallels

· Map is not conformal, perspective, or equidistant





Albers Equal Area Conic
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Large and Small Scale Maps - Examples



Three views of the same map at different scales



[image: ]

Image: http://www.compassdude.com/map-scales.shtml





Coordinates



Video on Latitude and Longitude

http://video.about.com/geography/Latitude-and-Longitude.htm





Universal Transverse Mercator Geographic Coordinate System



[image: ]





•	Each swath is called a UTM zone and is six degrees of longitude wide

•	First zone begins at the International Date Line (180°, using the geographic coordinate system)



UTM is available at 

http://geology.isu.edu/geostac/Field_Exercise/topomaps/utm.htm





Public Land Survey System
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Public Land Survey System is available at 

http://geology.isu.edu/geostac/Field_Exercise/topomaps/plss.htm



























State Plane Coordinate System
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•	Number of zones in a state is usually determined by the area the state covers 

•	Ranges from one to as many as ten in Alaska

•	Each zone has a unique central meridian

•	Local surveying only; not used if crossing state lines



State Plane Coordinate System is available at

http://geology.isu.edu/geostac/Field_Exercise/topomaps/state_plane.htm





GPS Video



DR BRIAN COX - GLOBAL POSITIONING SYSTEM – 1: http://www.youtube.com/watch?v=Jtm08puotkI





Geographic Information System (GIS)



Definition and description of Geographic Information System (GIS) is available at http://www.gis.com/content/what-gis

and http://www.nwgis.com/gisdefn.htm



Introduction to GIS video is available at http://www.youtube.com/watch?v=z5s8kbEdB68&feature=related





GIS - Examples 



•	Los Angeles Ethnicity Map: http://mappingcenter.esri.com/index.cfm?fa=maps.la_Ethnicity



•	Portland, Oregon Hot Spot Analysis Map:

http://mappingcenter.esri.com/index.cfm?fa=maps.gateway



•	AidData: 

http://www.aiddata.org/content/index/Innovation



•	DHS – Katrina: 

http://www.dhs.gov/files/programs/st-snapshots-katrina-changed-everything.shtm





Remote Sensing



Video of Electromagnetic Spectrum – Introduction:  http://www.youtube.com/watch?v=cfXzwh3KadE



Other interesting links: http://jan.ucc.nau.edu/~geog-p/geog/RemoteSensing/rslinks.html





Lesson 3 – Geospatial Resources and Tools



Google Maps: maps.google.com/. Google Maps: The many Dimensions of a modern map: http://www.youtube.com/watch?v=U8CMtRS6IUw&feature=relmfu



MapQuest: mapquest.com/. Introducing the New MapQuest: www.youtube.com/watch?v=PVJXyMHNi6I&feature=related





Google Maps

Videos:

Introduction: http://www.youtube.com/watch?v=pq7UA_Y5bsI&feature=relmfu



Searching: http://www.youtube.com/watch?v=Kb48zTYKy0o&feature=endscreen&NR=1



Mapping: http://www.youtube.com/watch?v=tXD2yTOjXe4&feature=relmfu





Imagery and Geospatial Resources and Tools



ArcGIS

www.esri.com



Ask Images

http://www.ask.com/pictureslanding?o=0&l=dir&qsrc=321



Astrium 

www.astrium-geo.com/na/



Atlas of the Biosphere

http://www.sage.wisc.edu/atlas/



Bing Images

http://www.bing.com/images?FORM=Z9LH



Bing Maps

www.bing.com/maps



BUBL LINK

http://bubl.ac.uk/link/types/images.htm



Cellreception

www.cellreception.com



Corbis 

http://www.corbisimages.com



Council of Geographic Names Authorities (COGNA)

http://cogna50usa.org/



Committee on Permanent Names (Great Britain/Canada)

http://www.pcgn.org.uk/Geographical_names_internet.htm



Cyber Geography Research

http://personalpages.manchester.ac.uk/staff/m.dodge/cybergeography/



David Rumsey Map Collection

http://www.davidrumsey.com/



Defense Imagery

http://www.defenseimagery.mil/index.html



Digital Globe

www.digitalglobe.com



Digital Librarian – Images

http://www.digital-librarian.com/images.html





Digital Librarian – Maps

http://www.digital-librarian.com/maps.html



Digital Video and Imagery Distribution System (DVIDS) 

http://www.dvidshub.net/



Electronic Map Library

http://130.166.124.2/library.html



ESRI: 

www.esri.com



ESRI

http://blogs.esri.com/esri/arcgis/2008/07/24/esri-videos-now-on-youtube/



Falconview/PFPS

www.falconview.org



FlashEarth

www.flashearth.com



Flickr

http://www.flickr.com/



fold3 

www.fold3.com



GeoCommons

http://geocommons.com



Geo.Data.gov

https://geodata.gov



GeoEye

www.geoeye.com



GISCommons

http://giscommons.org/



GOES Project Science

http://rsd.gsfc.nasa.gov/goes/goesproject.html



Google Earth

www.google.com/earth





Google Images

http://www.google.com/imghp?hl=en&tab=wi&q=



Google Maps

http://maps.google.com



Google Streetview http://maps.google.com/maps?f=q&source=s_q&hl=en&geocode=&authuser=0&q=google+streetview&aq=&vps=1&jsv=413b&vpsrc=1&ie=UTF8&hq=http://maps.google.com/intl/en/help/maps/streetview/mapleft.kml&ct=onebox&cd=3&cad=onebox_streetview



GPS Visualizer

http://www.gpsvisualizer.com/



Historical Atlas of the Twentieth Century

http://users.erols.com/mwhite28/20centry.htm



Interactive Map of Europe

http://europa.eu/abc/maps/index_en.htm



iTouchMap.com

http://itouchmap.com/latlong.html



Kansas Data Access and Support Center

 www.kansasgis.org/resources/projections.cfm



Landinfo

www.landinfo.com



Landsat.com

www.landsat.com

 

Library of Congress Map Collections

http://lcweb2.loc.gov/ammem/gmdhtml/gmdhome.html



Map Info

www.mapinfo.com



Maporama

www.maporama.com



Mappy

www.mappy.com



MapQuest

www.mapquest.com

Maps of Palestine

http://www.al-bab.com/arab/maps/palestine.htm



Maps of the Arab World

http://www.al-bab.com/arab/maps/maps.htm



Maps of the Roman Empire

http://blogs.dalton.org/rome/



Microsoft Research Maps

http://msrmaps.com



Middle East Maps

http://www.dartmouth.edu/~gov46/



NASA’s Imaging Radar

http://southport.jpl.nasa.gov/



NASA’s Visible Earth

http://visibleearth.nasa.gov/



National Atlas http://www.nationalatlas.gov/mapmaker?AppCmd=CUSTOM&LayerList=States&visCats=CAT-boundary,CAT-boundary



National Atlas of Canada

http://atlas.nrcan.gc.ca/site/index.html



National Defense University Library Map Resources

http://www.ndu.edu/library/map/map.cfm



National Geographic Maps

http://maps.nationalgeographic.com/maps



National Geospatial-Intelligence Agency Products & Services

https://www1.nga.mil/ProductsServices/Pages/default.aspx



Naval History and Heritage Command Online Library of Selected Images

http://www.history.navy.mil/branches/org11-2.htm



Naval Postgraduate School Dudley Knox Library Map and Imagery Resources

http://www.nps.edu/Library/Research%20Tools/Subject%20Guides%20by%20Topic/Resources%20by%20Type/Maps/Maps.html



News in Pictures

http://www.newsinpictures.com/

NGA GEOnet Names Server (GNS)

http://earth-info.nga.mil/gns/html/index.html



ODDENS – Megasite for place names--See Gazetteers http://www.acsu.buffalo.edu/~dbertuca/maps/cat/geo_maps.html



OMNI Maps

www.omnimaps.com



Open Street Map

www.openstreetmap.org



Perry-Castaneda Library Map Collection

http://www.lib.utexas.edu/maps/



Rand McNally

www.randmcnally.com



Regional and State Online Resource for Emergency Management (RaSOR-EM)

http://jsrts.ctc.com



Shape Files 

http://www.diva-gis.org/gdata



Terra Fly

www.terrafly.com



Terraserver

www.terraserver.com



United Nations Maps

http://www.un.org/Depts/Cartographic/english/htmain.htm



U.S. Army Center of Military History – images

http://www.history.army.mil/html/artphoto/photographs.html



U.S. Board on Geographic Names

http://geonames.usgs.gov



United States Geological Survey

www.usgs.gov



U.S. Geological Survey’s Earth Resources Observation and Science (EROS) Center

http://eros.usgs.gov/





[bookmark: _GoBack]USGS National Map

www.nationalmap.gov



United States Global Positioning System

www.gps.gov



University of New Hampshire Library 

http://docs.unh.edu/links/carto.htm



Wikimapia

www.wikimapia



Yahoo! Images

http://images.search.yahoo.com/



Yahoo! Maps

http://maps.yahoo.com










Practice Exercises



1.   Find the latitude and longitude of Riverside Research using Google Earth.

2.   Locate two hotels near Riverside Research using Bing Maps.

3.   What are the three ways in which map scale is stated?

4.   Find and compare the driving directions from the Dayton airport to Riverside Research using MapQuest and Google Maps.

5.   What site gives me choices of hotels near my location of interest?

6.   What agency is responsible for publishing topographic maps of the United States?

7.   Which is the larger scale map

— 1:24,000 or 1:250,000?

8.   Name two types of grid systems.

9.   Which sites provides directions to places?

10.  What is GIS?

11.  What does GPS mean?

12.  What is geo-coding?

13.  Paste a map of 2 restaurant locations from Google Earth into a Google document.

14.  Using Google Maps, determine the best time to drive in Washington D.C.






Hands-on Exercises



1.   Find an aerial photograph or a satellite image of the University of Dayton.



2.   Find the coordinates for the Dayton airport



3.   Find a map of the Dayton airport.



4.   Find the address, satellite image, and map of the Lima Tank Plant.



5.   Find a satellite image and map of the Patterson Air Force Base.















16 | Page



image1.png

CYLINDRICAL AZIMUTHAL CONIC







image2.png







image3.png

Central Meridian
(selected by mapmaker)
Great distortion at
high latitudes
Examples of two rhumb

lines (direction true
between any

two points)

N

Equator touches cylinder
/‘ if cylinder is tangent

Reasonably true shapes
and distances within
15 degrees of Equator







image4.png







image5.png

Oblique -

Mapmaker selects any
point of tangency
except along the
Equator or at Pole

g

L

Plane of 2R
N Projection Polar - Equatorial -
% R Mapmaker selects

Mapmaker selects

North or South Pole central meridian

Equator







image6.png







image7.png

Two standard parallels
(selected by mapmaker)

Equal areas. Deformation of shapes
increases away from standard parallels.







image8.png

A







image9.png

126°

Zone 10 Zone 11
Central Meridian Zone Junction Central Meridian

4 i

; ;

£ b | s

H 40km pveriay 40km L =

K preriap’ prerlap|

123° 1200 1n7°

140 W






image10.png

sugplemﬁmavy principal meridian
urvey line
p o™
north
Gmi
6mi (oll(lll'] TIN
Values
base
South line
range | values TS
—west [east—s-|
S
" 28
‘ <
R R3W R2W NIw RIE R2E
65|43
7089 |1w0
18|17 |16 | 15
19|20 |21 | 22
30| 29|28 |27
3103233 34 =1 section block

——— & miles,







image11.png










Maps, GIS & Imagery

Instructor’s Guide 



		Throughout the Instructor’s Guide, 



Instructor’s notes are provided in this font.

Content from the PowerPoint presentation is provided in this font.









Maps, GIS & Imagery  

(slide 1)



Topics 

(slide 2)



Lesson 1 – Role in Analysis

Lesson 2 – Cartography

· Maps, Map Projections, Scale, Coordinates

· Global Positional System (GPS)

· Garmin, TomTom

· Imagery (Remote Sensing/Aerial Photography)

Lesson 3 – Geospatial Resources and Tools



Objective

 (slide 3)

The objective of this module is to

· Describe and demonstrate maps, GIS, GPS, and imagery (remote sensing and photography.

· Describe and demonstrate the utility of these tools.



Considerations for Use

 (slide 4)



· Location of event

When a location is a key factor to getting the answer.

· Quantity

How much? How many?

· Change(s)

· Outcome of change(s)

· Relationship between event and location?

Sociological, demographic, people events

· Factors or variables?

· Patterns or trends?

Observed? Recognized? Potential? Predicted? 

· Available tools

What are the available tools? Which tool(s) do you use?






Lesson 1 – Role of Maps, GIS, and Imagery in Analysis 

(slide 5)



		Lesson 1 – Role of Maps, GIS, and Imagery in Analysis







Purpose

Provide students with the role and applications of maps, GIS, and imagery.



Objectives

Students will have an introduction to role and applications of maps, GIS, and imagery.



Lesson Content

· Locational/Spatial Analytics

· Role





Locational/Spatial Analytics 

(slide 6)



· Merges location-based analytics with business information systems and analytical solutions

· Uses map-based visualization to help convey complex ideas in a rich and descriptive form  

· Creates new insights that support both strategic and operational decision making

[image: ]



Image: http://egsc.usgs.gov/isb/pubs/gis_poster/gisgraphics/figure9.jpg



· Maps are now interactive and are constantly updated.  

· Maps have been supercharged with digital technologies (GIS, the web, the cloud, and mobile communications) and now enable and reflect data analysis.  

· They can dynamically show change over time, they can organize and present charts, graphs, photos, and video. 

· You can compare themes, add your own information to maps and cast votes on maps.  

· Now we can stories of our analyses, plans, and decisions using web enabled maps, text, multimedia content, and functionalities that enable the user to interact with them.  

Source: ARCNews ESRI. Summer 2012. Vol.34, No.2. “Using Web Maps to Tell Your Story.”

Locational/Spatial Analytics for Data Visualization

(slide 7)



Supports

· Forecasting

· Trend Analysis

· Segmentation

· Distribution



Needs

· Measurement

· Metrics

· Number



Shows

· Adjacency

· Relationships

· Trends

· Co-occurrence

· Distance

· Location



Role of Maps, GIS, & Imagery in Analysis 

(slide 8)



· LOCATION, LOCATION, LOCATION

· Underground hazardous waste sites

· Monitoring wear and tear or damage of building infrastructure

· Targeting businesses and customers

· Locating shipwrecks, plane wrecks, main highways and bridges, illegal crops, drought stricken areas, climate change

· Planning for urban and rural land uses

· Locating archeological ruins, medical facilities





http://ezinearticles.com/?The-Role-of-a-Geospatial-Analyst&id=1990005



Role of Maps, GIS, & Imagery in Analysis 

(slide 9)



· Foreclosures

· Buried cables

· Shoreline erosion

· Real time locations of airplanes, ships, trucks, cars

· Utility planning

· Disaster and Emergency Response planning

· Emergency station planning

· Hospital planning

· School planning



Maps, GIS, Imagery all play important roles is urban and rural planning, disaster and emergency response, military operations, and in our everyday lives. .e.g., traveling to and from work, going different places, vacation planning, we are a very mobile society.








Lesson 2 – Cartography 

(slide 10



		Lesson 2 – Cartography







Purpose

Provide students with the definitions and descriptions of the terms used in maps, GIS, and imagery.



Objectives

Students will define the definitions and descriptions of the terms used in maps, GIS, and imagery.



Lesson Content

· Cartography

· Map 

· Map Projections

· Scale

· Word Statement

· Bar Graphic

· Representative Fraction

· Large and Small Scale Maps

· Coordinates

· Geographic Coordinate System

· Global Positioning System (GPS)

· Geographic Information System (GIS)

· GIS Software

· Imagery

· Aerial Photography

· Remote Sensing

· Examples

Cartography

(slide 11)



· The Art and Science of Map Making

· Art/color/size/area/shape in presentation

· Science of mathematics and computers (scale, projections, GIS, imagery)



Video - How to Read a Map:

http://video.about.com/geography/Read-a-Map.htm



Map

(slide 12)



· Visual representation, normally to scale and on a flat medium, of a selection of material or abstract features on, or in relation to, the surface of the Earth or a celestial body  

Also chart, plan, and globe

· Visual symbolic depiction of an area highlighting relationships between the elements, e.g., objects, regions, and themes

· Scale - indicates the relationship between a certain distance on the map and the distance on the ground

· Graphical representation of earth

· Terrain features (lakes, mountains, swamps, forests)

· Cultural features (roads, buildings)

· Socio-demographic features (age, race, education, disease)



A map represents a portion of the earth's surface. Since an accurate map represents the land, each map has a "scale" which indicates the relationship between a certain distance on the map and the distance on the ground. 



If available, provide examples of USGS maps to the students.



Map Projections

(slide 13)



· Systematic arrangement of meridians and parallels portraying the curved surface of a celestial sphere or spheroid upon a plane

· Spherical properties affected:  Area (size), shape, distance, and direction (SSDD)



Every flat map misrepresents the surface of the Earth in some way. No map can rival a globe in truly representing the surface of the entire Earth. However, a map or parts of a map can show one or more, but never all, of the following: 

· True directions

· True distances

· True areas

· True shapes



The Globe

Directions—True
Distances—True
Shapes—True
Areas—True

Great circles—The shortest distance between any two points on the surface of the Earth can be found quickly and easily along a great circle.



Disadvantages:

· Even the largest globe has a very small scale and shows relatively little detail

· Costly to reproduce and update

· Difficult to carry around

· Bulky to store



On the globe

· Parallels are parallel and spaced equally on meridians. 

· Meridians and other arcs of great circles are straight lines (if looked at perpendicularly to the Earth's surface). 

· Meridians converge toward the poles and diverge toward the Equator.

· Meridians are equally spaced on the parallels, but their distances apart decreases from the Equator to the poles. 

· At the Equator, meridians are spaced the same as parallels. 

· Meridians at 60° are half as far apart as parallels. 

· Parallels and meridians cross at right angles. 

· The area of the surface bounded by any two parallels and any two meridians (a given distance apart) is the same anywhere between the same two parallels.

· The scale factor at each point is the same in any direction.



Source: Laurie A.B. Garo. Introduction to Map Projections. Available at

http://personal.uncc.edu/lagaro/cwg/mapproj/intro_mp.html

Source: Arthur Howard Robinson, Randall D. Sale. Elements of Cartography. 3rd edition, John Wiley & Sons, Inc. 1969.212





Map Projections

(slide removed; is a handout)



Map projections are grouped into three families: Cylindrical, Conic and Azimuthal, with Pseudocylindrical projections forming a variation on the Cylindrical Family. These families are based on the configuration of the plane onto which the globe (sphere) is projected. Each family is suitable for representing select areas of the globe.  





Families





[image: ]





Image:

http://www.innovativegis.com/basis/pfprimer/Topic7/Topic7-3.gif



Source: United States Geological Survey. Map Projections. Available at

http://egsc.usgs.gov/isb/pubs/MapProjections/projections.html





Cylindrical Projections

(slide removed; is a handout)



· Mathematically projected on a cylinder tangent to the Equator (Cylinder may also be secant.) (Definition of cylindrical)

· Used for navigation or maps of equatorial regions

· Distances are true only along Equator

· Are reasonably correct within 15° of Equator

Special scales can be used to measure distances along other parallels. 

Two particular parallels can be made correct in scale instead of the Equator.

· Areas and shapes of large areas are distorted 

· Distortion increases away from Equator and is extreme in polar regions

· Map is not perspective, equal area, or equidistant





Cylindrical Projections

(slide removed; is a handout)





[image: ]



Azimuthal Projections

(slide removed; is a handout )



· Mathematically projected on a plane tangent to any point on globe

· Polar aspect is tangent only at pole

· Used by USGS in its National Atlas and Circum-Pacific Map Series

· Suited for regions extending equally in all directions from center points, such as Asia and Pacific Ocean

· Areas on the map are shown in true proportion to the same areas on the Earth 

· Directions are true only from center point 

· Scale decreases gradually away from center point 

· Distortion of shapes increases away from center point



Lambert Azimuthal Projections

(slide removed; is a handout)

[image: ]



Conical Projections

(slide removed; is a handout)

· Mathematically projected on a cone

· Conceptually secant at two standard parallels

· Used by USGS for maps showing the conterminous United States (48 states) or large areas of the United States

· Well suited for large countries or other areas that are mainly east-west in extent and that require equal-area representation 

· All areas on the map are proportional to the same areas on the Earth 

· Directions are reasonably accurate in limited regions 

· Distances are true on both standard parallels  

· Scale true only along standard parallels

· Map is not conformal, perspective, or equidistant





Albers Equal Area Conic

(slide removed; is a handout)



[image: ]



Scale 

(slide 14)

· Scale indicates the relationship between a certain distance on the map and the distance on the ground 

· Three main methods to indicate scale

· Word Statement

· Bar Graphic

· Representative Fraction



The map scale is usually located in the legend box of a map, which explains the symbols and provides other important information about the map. 

Source: Matt Rosenberg, About.com. Map Scale – Measuring Distance on a Map. Available at http://geography.about.com/cs/maps/a/mapscale.htm





Word Statement 

(slide 15)



· A word statement gives a written description of map distance, such as "One centimeter equals one kilometer" or "One centimeter equals ten kilometers." 

· Obviously, the first map would show much more detail than the second because one centimeter on the first map covers a much smaller area then on the second map.



· Word statement or verbal

· Examples:

· One inch equals twenty miles

· 1 in. = 20 mi.

· One centimeter equals ten kilometers

· 1 cm. = 10 km



Bar Graphic 

(slide 16)

· A graphic scale is simply, a line marked with distance on the ground which the map user can use along with a ruler to determine scale on the map. 

· In the U.S., a graphic scale often includes both metric and U.S. common units. 

· As long as the size of the graphic scale is changed along with the map, it will be accurate. 

· The first two methods of indicating map distance would be ineffective if the map is reproduced by a method such as photocopying and the size of the map is modified. If this occurs, and one attempts to measure an inch on the modified map, it's not the same as an inch on the original map. 



[image: ]

Image: http://static.howstuffworks.com/gif/how-to-read-topographic-map-3.jpg



Representative Fraction 

(slide 17)

· A Representative Fraction (RF) or ratio, indicates how many units on the earth's surface is equal to one unit on the map. It can be expressed as 1/100,000 or 1:100,000. 

· In this example, one centimeter on the map equals 100,000 centimeters (1 kilometer) on the earth. It also means that one inch on the map is equal to 100,000 inches on the land (8,333 feet, 4 inches or about 1.6 miles). Or even 1 paper clip on the map is equal to 100,000 paperclips on the ground. Other common RFs include 1:63,360 (1 inch to 1 mile) and 1:1,000,000 (1 cm to 10 km).

R.F. (Representative Fraction) / Natural)

1:1,000,000 

Read as:  

· One to a million

· 1:250,000

· 1:23,000

· 1:3,417,217

· 1/250,000 

·  1

 ---------

250,000



NOTE:  One mile = 63,360 inches





Large and Small Scale Maps 

(slide 18)

Large Scale Maps

· Show greater detail but cover a smaller area

· Representative fraction is 1:50,000 or greater (e.g., 1:10,000) 

A large scale map refers to one which shows greater detail because the representative fraction (e.g., 1/25,000) is a larger fraction than a small scale map which would have a RF of 1/250,000 to 1/7,500,000.



Small Scale Maps

· Show less detail but cover a larger area

· Representative fraction is 1/250,000 to 1/7,500,000

Maps of the world fit on two 8 ½ by 11 inch pages are very small scale, about 1 to 100 million.





Large and Small Scale Maps - Examples

(slide removed; is a handout)



Three views of the same map at different scales



[image: ]



Image: http://www.compassdude.com/map-scales.shtml



Large and Small Scale Maps - Examples

(slide 19)



Three views of the same map at different scales



[image: ]







Image: http://serc.carleton.edu/images/mathyouneed/mapscales.v2.jpg



Coordinates

(slide 20)



· Latitude and longitude and declination and right ascension are systems of coordinates on the surface of a sphere or globe –Earth and celestial bodies, respectively.



· “A geographic coordinate system uses a three-dimensional spherical surface to define locations on the earth. It includes an angular unit of measure, a prime meridian, and a datum (based on a spheroid). In a geographic coordinate system a point is referenced by its longitude and latitude values. Longitude and latitude are angles measured from the earth's center to a point on the earth's surface. The angles often are measured in degrees (or in grads).”



· Geographic coordinates are important because they are used geocode features so that they can be mapped and entered into a geographic information system. Coordinates are also associated with other geographic data such as zip codes/postal codes or street addresses. Linear and angular quantities which designate the position that a point occupies in a given reference frame or system 



For more information:

http://www-istp.gsfc.nasa.gov/stargaze/Slatlong.htm



Video on Latitude and Longitude is available at http://video.about.com/geography/Latitude-and-Longitude.htm









Geographic Coordinate System

(slide 21)



· Lines of latitude run parallel to the equator and divide the earth into 180 equal portions from north to south (or south to north). 

· The reference latitude is the equator and each hemisphere is divided into ninety equal portions, each representing one degree of latitude.

[image: ]



Geographic Coordinate System at http://geology.isu.edu/geostac/Field_Exercise/topomaps/grid_assign.htm



There are many different coordinate systems e.g. military grid, universal transverse mercator (UTM) system frequently used on USGS topographic maps, the public land survey system (PLSS) also commonly used on topo maps, and state plane coordinate system, i.e., townships and range system.  There’s more information on these topics in your handouts.





Universal Transverse Mercator Geographic Coordinate System

(slide removed; is a handout)



[image: ]







· Each swath is called a UTM zone and is six degrees of longitude wide

· First zone begins at the International Date Line (180°, using the geographic coordinate system)



· The zones are numbered from west to east, so zone 2 begins at 174°W and extends to 168°W. 

· The last zone (zone 60) begins at 174°E and extends to the International Date Line. 

· UTM coordinates are typically given with the zone first, then the easting, then the northing. 

· So, in UTM coordinates, Red Hill is located in zone twelve at 328204 E (easting), 4746040 N (northing). 

· Based on this, you know that you are west of the central meridian in zone twelve and just under halfway between the equator and the north pole. 

· The UTM system may seem a bit confusing at first, mostly because many people have never heard of it, let alone used it. 

· Once you’ve used it for a little while, however, it becomes an extremely fast and efficient means of finding exact locations and approximating locations on a map.

· Many topographic maps published in recent years use the UTM coordinate system as the primary grids on the map. 

· On older topographic maps published in the United States, UTM grids are shown along the edges of the map as small blue ticks.



UTM is available at 

http://geology.isu.edu/geostac/Field_Exercise/topomaps/utm.htm



Public Land Survey System

(slide removed; is a handout)



· Although the geographic, UTM, state plane, and PLSS coordinate systems are the most common, there are other coordinate systems in use today. 

· The public land survey system is most often used on topographic maps published in the United States and has its roots in the early surveys of North America in the 1700's. These initial survey lines served as a basis for subsequent survey lines spaced at 24 mile intervals along the eastern, western, and southern boundaries. (Why not the northern boundary as well? ? ? . . . Think of the relationship between latitude and longitude).

· Further subdivision of these ‘squares’ led to the creation of 16 smaller squares measuring six miles on a side (see diagram). When measuring in a north-south direction, each of these squares is called a township (in some localities a township is referred to as a tier).

· When measuring in an east-west direction, each of these squares is called a range. So, a 36 square mile area located between six and twelve miles east of the principal meridian and twelve to eighteen miles north of the base line would be called township three north, range two east (written as T3N., R2E). Each township (or tier) is further subdivided into 36 smaller squares covering roughly 1 square mile.

· These areas are called sections and are numbered within a township from the upper right to the lower right in an alternating manner (1 to 6 are numbered from right to left, 7 to 12 from left to right, etc.). These one mile squares are the smallest formal subdivisions in the PLSS system.

· But to describe a location the squares are quartered, and then the quarters are quartered again, as shown. The location of the star in the figure above would be described as the southeast quarter of the southeast quarter of the northeast quarter, section thirteen, township two south, range two west. The shorthand for this is: SE1/4, SE1/4, NE1/4, sec. 13, T2S., R2W.





[image: ]



Public Land Survey System is available at 

http://geology.isu.edu/geostac/Field_Exercise/topomaps/plss.htm



State Plane Coordinate System

(slide removed; is a handout)



[image: ]

· Number of zones in a state is usually determined by the area the state covers 

· Ranges from one to as many as ten in Alaska

· Each zone has a unique central meridian

· Local surveying only; not used if crossing state lines

· Idaho uses a transverse Mercator projection and is divided into three zones - east, central and west.

· Developed in the 1930s by the U.S. Coast and Geodetic Survey to provide a common reference system for surveyors and mappers. The goal was to design a conformal mapping system for the country with a maximum scale distortion of one part in 10,000, which at the time was considered the limit of surveying accuracy. 

· The State Plane Coordinate System (SPCS) is used for local surveying and engineering applications, but isn't used if crossing state lines.



State Plane Coordinate System is available at

http://geology.isu.edu/geostac/Field_Exercise/topomaps/state_plane.htm



GPS (Geo/Global Positioning System) 

(slide 22)



Ask how many use a GPS system? 





GPS Video

(slide 23)



DR BRIAN COX - GLOBAL POSITIONING SYSTEM – 1: http://www.youtube.com/watch?v=Jtm08puotkI



GPS 

(slide 24)



· Space-based satellite navigation system 

· Provides location and time information in all weather, anywhere on or near the Earth, where there is an unobstructed line of sight to four or more GPS satellites

· Maintained by the U.S. government 

· Freely accessible to anyone with a GPS receiver

· Provides critical capabilities to military, civil and commercial users around the world

· Backbone for modernizing the global air traffic system



What is GIS?

(slide 25)



Geographic Information System (GIS)

(slide 26)



· System that integrates hardware, software, and data for capturing, managing, manipulating, analyzing, and displaying all forms of geographically referenced information 

· Merges cartography, statistical analysis and database technology

· Stores spatial features in a coordinate system

· Layers spatial features and associated attributes for mapping and analysis

Spatial data and associated attributes in the same coordinate system can then be layered together for mapping and analysis.

· Shapefiles, the digital vector format for storing geometric location and associated attribute information

According to Wikipedia, a shapefile is a digital vector storage format for storing geometric location and associated attribute information. This format lacks the capacity to store topological information. The shapefile format was introduced with ArcView GIS version 2 in the beginning of the 1990s. It is now possible to read and write shapefiles using a variety of free and non-free programs. Three individual files are mandatory to store the core data that comprises a shapefile: ".shp", ".shx", ".dbf", and other extensions on a common prefix name (e.g., "lakes.*"). The actual shapefile relates specifically to files with the ".shp" extension, but alone is incomplete for distribution, as the other supporting files are required.  Shapefiles are simple because they store primitive geometrical data types of points, lines, and polygons

· Used for scientific investigations, resource management, development planning

· Practitioners also regard the total GIS as including the operating personnel and the data that go into the system. 

· Spatial features are stored in a coordinate system (latitude/longitude, state plane, UTM, etc.), which references a particular place on the earth. 

· Descriptive attributes in tabular form are associated with spatial features. 

 

Definition and description of Geographic Information System (GIS) is available at http://www.gis.com/content/what-gis and http://www.nwgis.com/gisdefn.htm



Introduction to GIS video is available at http://www.youtube.com/watch?v=z5s8kbEdB68&feature=related



GIS Software

(slide 27)



Images – 

1. http://misclassblog.sonyazhang.com/wp-content/uploads/2010/11/google-earth.jpg



2. http://www.lic.wisc.edu/training/Images/arcgis.gif



3. http://www.falconview.org/trac/FalconView/chrome/site/FalconLogo.png





ArcGIS 

(slide 28)



· ArcGIS is a suite consisting of a group of geographic information system (GIS) software products produced by Esri.

· ArcGIS is a system for working with maps and geographic information. 

· It is used for: creating and using maps; compiling geographic data; analyzing mapped information; sharing and discovering geographic information; using maps and geographic information in a range of applications; and managing geographic information in a database.

· The system provides an infrastructure for making maps and geographic information available throughout an organization, across a community, and openly on the Web.

· ArcGIS includes the following Windows desktop software:

· ArcReader, which allows one to view and query maps created with the other ArcGIS products;

· ArcGIS Desktop, is licensed under three functionality levels:

· ArcView, which allows one to view spatial data, create layered maps, and perform basic spatial analysis;

· ArcEditor which, in addition to the functionality of ArcView, includes more advanced tools for manipulation of shapefiles and geodatabases; or

· ArcInfo which includes capabilities for data manipulation, editing, and analysis.

· There are also server-based ArcGIS products, as well as ArcGIS products for PDAs. Extensions can be purchased separately to increase the functionality of ArcGIS.





Images:  

1. http://www.esri.com/news/arcwatch/0807/graphics/edn1-lg.gif



2. http://www.rockware.com/assets/products/194/overview/lobby/arcgis3d1b.gif



3. http://www.rockware.com/assets/products/194/features/443/1433/arcgis3dfeat3b.gif



FalconView 

(slide 29)



· FalconView is a mapping system created by the Georgia Tech Research Institute for the Windows family of operating systems. 

· It displays various types of maps and geographically referenced overlays.[1] 

· Many types of maps are supported, but the primary ones of interest to most users are aeronautical charts, satellite images and elevation maps. 

· FalconView also supports a large number of overlay types that can be displayed over any map background. The current overlay set is targeted toward military mission planning users and is oriented towards aviators and aviation support personnel.

· FalconView is an integral part of the Portable Flight Planning Software (PFPS). This software suite includes FalconView, Combat Flight Planning Software (CFPS), Combat Weapon Delivery Software (CWDS), Combat Air Drop Planning Software (CAPS) and several other software packages built by various software contractors.

· PFPS Google Earth Tool is a free conversion utility that interfaces between US military Portable Flight Planning Software(which includes CFPS and FalconView), and Google Earth.  With this utility, users can convert the following types of data into Google Earth with just a few clicks:

· FalconView Drawing (.drw) Files

· FalconView Local Point (.lpt) Files

· FalconView Threat (.thr) Files

· CFPS Route (.rte or .crd) Files



Images: 

1.  http://upload.wikimedia.org/wikipedia/commons/thumb/4/42/Radar_kmz.jpeg/772px-Radar_kmz.jpeg



2.  http://www.googleearthpilot.com/Drawing%20File%20Import.JPG



3.  http://gtresearchnews.gatech.edu/images/falconview1.gif



GIS - Examples 

(slide removed; is a handout)



· Los Angeles Ethnicity Map: http://mappingcenter.esri.com/index.cfm?fa=maps.la_Ethnicity

· Portland, Oregon Hot Spot Analysis Map:

· http://mappingcenter.esri.com/index.cfm?fa=maps.gateway

· AidData: http://www.aiddata.org/content/index/Innovation

· DHS – Katrina: http://www.dhs.gov/files/programs/st-snapshots-katrina-changed-everything.shtm



Imagery 

(slide 30)



Imagery, typically, is defined as a group of images or mental representations.



According to 10 United States Code, Section 467: 



“(2)(A) The term "imagery" means, except as provided in subparagraph (B), a likeness or presentation of any natural or manmade feature or related object or activity and the positional data acquired at the same time the likeness or representation was acquired, including -



(i) products produced by space-based national intelligence reconnaissance systems; and

(ii) likenesses or presentations produced by satellites, airborne platforms, unmanned aerial vehicles, or other similar means.

       (B) Such term does not include handheld or clandestine photography taken by or on behalf of human intelligence collection organizations.”



Aerial Photography 

(slide 31)

· Light Detection and Ranging (LiDAR) data capture and processing are typically used for terrain mapping and surface modeling, and for creating photogrammetric products.

Aerial photography was used to map farmlands by the USCS.  The images were often about 2,000 feet aboveground. Many GIS systems have the capability of incorporating aerial photography, satellite data, and radar imagery into their data layers. The process is simple, as images may be scanned or read off a data tape. However, to use this technology effectively, it is important to know the strengths and limitations of remotely sensed data, and to understand which types of imagery are suited to particular projects.



Remote Sensing 

(slide 32)



The definition of remote sensing is

· Technique of obtaining information about objects through the analysis of data collected by special instruments that are not in physical contact with the objects of investigation. 

· Regarded as "reconnaissance from a distance," "teledetection," or a form of the common adage "look but don't touch.”

· Instruments include photographic cameras, mechanical scanners, radar, sonar, and medical and satellite imaging  systems

· Designed to both collect and record specific types of energy that impinges upon them



Remote Sensing  

(slide 33)



· Differentiated in terms of whether they are active or passive

· Active systems, such as radar and sonar, beam artificially produced energy to a target and record the reflected component

· Passive systems, including the photographic camera, detect only energy emanating naturally from an object, such as reflected sunlight or thermal infrared emissions



Video of Electromagnetic Spectrum – Introduction:  http://www.youtube.com/watch?v=cfXzwh3KadE



Other interesting links: http://jan.ucc.nau.edu/~geog-p/geog/RemoteSensing/rslinks.html



The Instructor will explain the importance of the color spectrum and signatures.



Examples 

(slide 34)

Infra-Red Images of Hurricane Katrina 

(slide 35)








[image: ]











Used to predict its path and evacuate cities.

Image: http://www.aoc.nrao.edu/~rurvashi/DataFiles/BITSEmbryoTalk_RemoteSensing.pdf



Electromagnetic waves are radiated through space. When the energy encounters an object, even a very tiny one like a molecule of air, one of three reactions occurs. The radiation will either be reflected off the object, absorbed by the object, of transmitted through the object. The total amount of radiation that strikes an object is referred to as the incident radiation, and is equal to:

reflected radiation + absorbed radiation + transmitted radiation



In remote sensing, we are largely concerned with REFLECTED RADIATION. This is the radiation that causes our eyes to see colors, causes infrared film to record vegetation, and allows radar images of the earth to be created.



Images of a River and its Floodplain
(slide 36)



[image: ]



Multi-spectral imaging--Used to monitor, study and predict floods.



Image of an Underwater Plane Wreck
(slide 37)



[image: ]





Made using sound waves










Lesson 3 – Geospatial Resources and Tools 

(slide 38)



		Lesson 3 – Geospatial Resources and Tools







Purpose

Provide students with a few examples of resources and tools.



Objectives

Students will utilize these resources and tools in future endeavors.



Lesson Content

· Geospatial Resources and Tools

· Google Maps

· Geospatial Resources and Tools

· Google Earth

· Finding Latitude/Longitude

· Imagery Search Engines

· Imagery and Geospatial Sites 

· Mashups and GIS Tools





Geospatial Resources and Tools 

(slide 39)



Bing Maps: 

www.bing.com/maps



*Google Maps: maps.google.com/. Google Maps: The many Dimensions of a modern map: http://www.youtube.com/watch?v=U8CMtRS6IUw&feature=relmfu



*MapQuest: mapquest.com/. Introducing the New MapQuest: www.youtube.com/watch?v=PVJXyMHNi6I&feature=related



Open Street Map: openstreetmap.org/



*Demonstrated by the Instructor



Google Maps 

(slide 40)



· Google Maps (formerly Google Local) is a web mapping service application and technology provided by Google, that powers many map-based services, including the Google Maps website, Google Ride Finder, Google Transit,[1] and maps embedded on third-party websites via the Google Maps API.[2] 

· It offers street maps, a route planner for traveling by foot, car, bike (beta), kayak,[3] or public transport and an urban business locator for numerous countries around the world. 

· Google Maps satellite images are not updated in real time; they are several months or years old.

· Google Maps uses a close variant of the Mercator projection, so it cannot show areas around the poles. 

· A related product is Google Earth, a stand-alone program which offers more globe-viewing features, including showing polar areas.

[image: ]







Videos:

Introduction: http://www.youtube.com/watch?v=pq7UA_Y5bsI&feature=relmfu



Searching: http://www.youtube.com/watch?v=Kb48zTYKy0o&feature=endscreen&NR=1



Mapping: http://www.youtube.com/watch?v=tXD2yTOjXe4&feature=relmfu





Geospatial Resources and Tools 

(slide 41)



· Software tools                          

· ESRI:  www.esri.com

· *Google Earth:  www.google.com/earth

· USGS National Map:  www.nationalmap.gov

· GeoCommons: http://geocommons.com/

· Place name links    

· U.S. Board on Geographic Names: www.geonames.usgs.gov

· Shape Files:  http://www.diva-gis.org/gdata

· Portals

· *United States Geological Survey: www.usgs.gov

·   University of New Hampshire Library: http://docs.unh.edu/links/carto.htm

· Publishers and Sources (International, Federal, State, Local, Commercial)

· Digital Globe: www.digitalglobe.com



*Demonstrated by the Instructor         



Google Earth 

(slide 42)



· Google Earth is a virtual globe, map and geographical information program that was originally called EarthViewer 3D, and was created by Keyhole, Inc, a Central Intelligence Agency (CIA) funded company acquired by Google in 2004 (see In-Q-Tel). 

· It maps the Earth by the superimposition of images obtained from satellite imagery, aerial photography and GIS 3D globe. 

· It was available under three different licenses, two currently: Google Earth, a free version with limited function; Google Earth Plus (discontinued),[1][2] which included additional features; and Google Earth Pro ($399 per year), which is intended for commercial use.[3]

Images:  

1. http://upload.wikimedia.org/wikipedia/en/7/7d/Ziggurat_1993-2009.JPG

2. http://upload.wikimedia.org/wikipedia/en/a/a3/Toronto_downtown.png

3. http://www.googleearthpilot.com/IR326%20Sample.JPG





Finding Latitude/Longitude 

(slide 43)



Google Earth

http://www.google.com/earth/index.html



iTouchMap.com

http://itouchmap.com/latlong.html



Maporama

www.maporama.com



Terra Fly

www.terrafly.com



Terraserver

www.terraserver.com





Imagery Search Engines

(slide 44)



The following are focused on photographs, not satellite imagery which is our focus. This information will be included in the student’s handouts.



Ask Images

http://www.ask.com/pictureslanding?o=0&l=dir&qsrc=321



Bing Images

http://www.bing.com/images?FORM=Z9LH



BUBL LINK

http://bubl.ac.uk/link/types/images.htm



Flickr

http://www.flickr.com/



Google Images

http://www.google.com/imghp?hl=en&tab=wi&q=



Yahoo Images

http://images.search.yahoo.com/



Imagery and Geospatial Sites

(slide 45)



Astrium: 

www.astrium-geo.com/na/



Corbis (editorial and creative images)

http://www.corbisimages.com



Defense Imagery

http://www.defenseimagery.mil/index.html



Digital Librarian – Images

http://www.digital-librarian.com/images.html



Digital Video and Imagery Distribution System (DVIDS) 

http://www.dvidshub.net/



FlashEarth

www.flashearth.com



fold3 (no satellite imagery)

www.fold3.com



GeoCommons (no satellite imagery)

http://geocommons.com/



Geo.Data.gov

https://geodata.gov





Imagery and Geospatial Sites

(slide 46)



GISCommons

http://giscommons.org/



GOES Project Science

http://rsd.gsfc.nasa.gov/goes/goesproject.html



Google Earth

http://www.google.com/earth/index.html



Microsoft Research Maps

http://msrmaps.com





NASA’s Imaging Radar

http://southport.jpl.nasa.gov/





Imagery and Geospatial Sites

(slide 47)



NASA’s Visible Earth

http://visibleearth.nasa.gov/



National Geospatial-Intelligence Agency Products & Services

https://www1.nga.mil/ProductsServices/Pages/default.aspx



Naval History and Heritage Command Online Library of Selected Images

http://www.history.navy.mil/branches/org11-2.htm



Naval Postgraduate School Dudley Knox Library Map and Imagery Resources

http://www.nps.edu/Library/Research%20Tools/Subject%20Guides%20by%20Topic/Resources%20by%20Type/Maps/Maps.html



News in Pictures

http://www.newsinpictures.com/



Terra Fly

www.terrafly.com



Imagery and Geospatial Sites

(slide 48)



Terraserver

www.terraserver.com



U.S. Army Center of Military History – images

http://www.history.army.mil/html/artphoto/photographs.html



U.S. Geological Survey’s Earth Resources Observation and Science (EROS) Center

http://eros.usgs.gov/



Wikimapia

www.wikimapia



Mashups  and GIS Tools

(slide 49)



Mashups:

Cellreception

www.cellreception.com



*Mappy

www.mappy.com



GIS Tools:

ArcGIS

www.esri.com



Falconview/PFPS

www.falconview.org



GPS Visualizer

http://www.gpsvisualizer.com/



Regional and State Online Resource for Emergency Management (RaSOR-EM)

http://jsrts.ctc.com



*Demonstrated by the Instructor.





Publishers and Resources 

(included in the handout)

· ESRI: http://blogs.esri.com/esri/arcgis/
2008/07/24/esri-videos-now-on-youtube/

· GeoEye: geoeye.com

· Kansas Data Access and Support Center:  www.kansasgis.org/resources/projections.cfm

· Landinfo: landinfo.com

· Landsat.com: landsat.com

· Map Info: mapinfo.com

· OMNI Maps: omnimaps.com

· Rand McNally: randmcnally.com

· United States Global Positioning System: gps.gov



Geo Place Names Resources 

(included in the handouts)



· Council of Geographic Names Authorities (COGNA): http://cogna50usa.org/



· Committee on Permanent Names (Great Britain/Canada):

http://www.pcgn.org.uk/Geographical_names_internet.htm



· NGA GEOnet Names Server (GNS): http://earth-info.nga.mil/gns/html/index.html



· ODDENS – Megasite for place names--See Gazetteers: http://www.acsu.buffalo.edu/~dbertuca/maps/cat/geo_maps.html



· U.S.  Board on Geographic Names: http://geonames.usgs.gov



Geospatial Sites 

(included in the handout)



Atlas of the Biosphere:

http://www.sage.wisc.edu/atlas/



Bing Maps:

www.bing.com/maps



Cyber Geography Research:

http://personalpages.manchester.ac.uk/staff/m.dodge/cybergeography/



David Rumsey Map Collection:

http://www.davidrumsey.com/



Digital Librarian – Maps:

http://www.digital-librarian.com/maps.html



Electronic Map Library:

http://130.166.124.2/library.html



GeoCommons:

http://geocommons.com/



Google Maps:

http://maps.google.com



Historical Atlas of the Twentieth Century:

http://users.erols.com/mwhite28/20centry.htm



Interactive Map of Europe:

http://europa.eu/abc/maps/index_en.htm





Geospatial Sites 

(included in the handout)



Library of Congress Map Collections:

http://lcweb2.loc.gov/ammem/gmdhtml/gmdhome.html



MapQuest:

www.mapquest.com



Maps of Palestine:

http://www.al-bab.com/arab/maps/palestine.htm



Maps of the Arab World:

http://www.al-bab.com/arab/maps/maps.htm



Maps of the Roman Empire:

http://blogs.dalton.org/rome/



Middle East Maps:

http://www.dartmouth.edu/~gov46/



National Atlas of Canada:

http://atlas.nrcan.gc.ca/site/index.html



National Defense University Library Map Resources:

http://www.ndu.edu/library/map/map.cfm



National Geographic Maps:

http://maps.nationalgeographic.com/maps





Geospatial Sites 

(included in the handout)



National Geospatial-Intelligence Agency Products & Services:

https://www1.nga.mil/ProductsServices/Pages/default.aspx



Naval Postgraduate School Dudley Knox Library Map and Imagery Resources:

http://www.nps.edu/Library/Research%20Tools/Subject%20Guides%20by%20Topic/Resources%20by%20Type/Maps/Maps.html



Perry-Castaneda Library Map Collection:

http://www.lib.utexas.edu/maps/



Rand McNally Maps:

http://www.randmcnally.com/



United Nations Maps:

http://www.un.org/Depts/Cartographic/english/htmain.htm



Wikimapia:

www.wikimapia



Yahoo! Maps:

http://maps.yahoo.com





Interactive Geospatial Sites 

(included in the handout)



· Bing Maps: http://www.bing.com/maps/?msnurl=http%253a%252f%252fwww.mapblast.com%253a80%252f&FORM=MSNRDR



· Google Earth:

 www.googleearth.com

 

· Google Maps 

http://maps.google.com



· Google Streetview http://maps.google.com/maps?f=q&source=s_q&hl=en&geocode=&authuser=0&q=google+streetview&aq=&vps=1&jsv=413b&vpsrc=1&ie=UTF8&hq=http://maps.google.com/intl/en/help/maps/streetview/mapleft.kml&ct=onebox&cd=3&cad=onebox_streetview



· MapQuest 

www.mapquest.com



· Open Street Map

www.openstreetmap.org



· National Atlas: http://www.nationalatlas.gov/mapmaker?AppCmd=CUSTOM&LayerList=States&visCats=CAT-boundary,CAT-boundary



Practice Exercises 

(slide 50)



1.   Find the latitude and longitude of Riverside Research using Google Earth.

2.   Locate two hotels near Riverside Research using Bing Maps.

3.   What are the three ways in which map scale is stated?

4.   Find and compare the driving directions from the Dayton airport to Riverside Research using MapQuest and Google Maps.

5.   What site gives me choices of hotels near my location of interest?

6.   What agency is responsible for publishing topographic maps of the United States?



Practice Exercises 

(slide 51)



7.   Which is the larger scale map
— 1:24,000 or 1:250,000?

8.   Name two types of grid systems.

9.   Which sites provides directions to places?

10.  What is GIS?

11.  What does GPS mean?

12.  What is geo-coding?

13.  Paste a map of 2 restaurant locations from Google Earth into a Google document.

14.  Using Google Maps, determine the best time to drive in Washington D.C.



Hands-on Exercises 

(slide 52)



Hands-on Exercises 

(slide 53)



[bookmark: _GoBack]1.   Find an aerial photograph or a satellite image of the University of Dayton.



2.   Find the coordinates for the Dayton airport



3.   Find a map of the Dayton airport.



4.   Find the address, satellite image, and map of the Lima Tank Plant.



5.   Find a satellite image and map of the Patterson Air Force Base.
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Operational Security Resources for the Students

Lesson 1 – Operational Security 



OPSEC is Applicable to Any Situation



 “OPSEC and You” 

www.opsecprofessionals.org/training.html





Communication Channels



Consumer Protection

www.ftc.gov/bcp/consumer.shtm

 

Report phishing

Forward the phishing email to: www.IFCCFBI.gov or to REPORTPHISHING @ANTIPHISHING.ORG





Internet Postings



“Lethal Keystrokes”

www.opsecprofessionals.org/training.html





Persona, your Footprint



Russ Haynal’s site : 

http://navigators.com/opensource.html



Security and Privacy Issues for Internet Users, Persona 

http://navigators.com/persona.html





Public Anonymous Proxies - Examples



Anonymizer 

www.anonymizer.com



Anonymouse

http://anonymouse.org





Guardster

www.guardster.com



Heeky

www.heeky.com



Hide My Ass

www.hidemyass.com



MegaProxy

www.megaproxy.com/freesurf



My-proxy

www.my-proxy.com



Online Anonymous Proxy

http://zend2.com/



Privoxy

http://sourceforge.net/projects/ijbswa/files/



Tor

www.torproject.org



Try Catch Me

www.trycatchme.com



250+ Working Proxies

www.econsultant.com/proxylist/index.html





Sensitive Data



Video:

http://www.washingtonpost.com/investigations/cyber-search-engine-exposes-vulnerabilities/2012/06/03/gJQAIK9KCV_story.html?hpid=z1





Helpful Information



Cybersecurity 



Department of Homeland Security. Stop.Think.Connect

www.dhs.gov/files/events/stop-think-connect.shtm

Federal Trade Commission. Consumer Protection. Protecting America’s Consumers

http://www.ftc.gov/bcp/menus/consumer/tech.shtm



[bookmark: _GoBack]Infosec Island

www.infosecisland.com



United States Computer Emergency Readiness

www.us-ert.gov
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Operational Security

Instructor’s Guide  



		Throughout the Instructor’s Guide, 



Instructor’s notes are provided in this font.

Content from the PowerPoint presentation is provided in this font.









Operational Security 

(slide 1)



Topics 

(slide 2)



Lesson 1 – Operational Security (OPSEC)

· Definition, process, and laws

· How OPSEC is used

· Persona and footprints

· Computer security

· Guidelines

· Summary



Operational Security 

(slide 3)



· Purpose 

  	 Define and provide the relevance of Operational   

   	Security



· Objective

    	Students will use operational security in day-to-day   

    	operations, in both personal and professional lives



Lesson 1 – Operational Security 

(slide 4)



		Lesson 1 – Operational Security







Purpose

Define and provide the relevance of Operations Security. 



Objectives

Students will execute Operations Security in their lives - professional and personal.



Lesson Content

· Definition, process, and laws

· How OPSEC is used

· Persona and footprints

· Computer security

· Guidelines

· Summary



Definition

(slide 4)



According to the Joint Publications JP 3-13.3, Operations Security, (http://www.bits.de/NRANEU/others/jp-doctrine/jp3_13_3(06).pdf)



“Operations security (OPSEC) is a process that identifies critical information to determine if friendly actions can be observed by adversary intelligence systems, determines if information obtained by adversaries could be interpreted to be useful to them, and then executes selected measures that eliminate or reduce adversary exploitation of friendly critical information.”



OPSEC is a methodology that denies critical information to an adversary. Unlike security programs that seek to protect classified information, OPSEC measures identify, control, and protect generally unclassified evidence that is associated with sensitive operations and activities.”



In other words, OPSEC helps you control information that could be used against you and it can be used to increase safety and security in any setting for any purpose.  As a process, you examine your day-to-day activities from an adversary’s point of view. It’s like a risk assessment tool in that it assists in identifying security risks and countermeasures for any operation, program, event or situation. It’s a mindset.  

Methodology

(slide 6)



According to the Joint Publications JP 3-13.3, Operations Security, (http://www.bits.de/NRANEU/others/jp-doctrine/jp3_13_3(06).pdf)



“OPSEC is a methodology that denies critical information to an adversary. Unlike security programs that seek to protect classified information, OPSEC measures identify, control, and protect generally unclassified evidence that is associated with sensitive operations and activities.”



· Denies critical information to an adversary



· OPSEC measures identify, control, and protect generally unclassified evidence that is associated with sensitive operations and activities



The OPSEC Process

(slide 7)



1.  Identify Critical Information

Critical Information: information that would harm the organization’s ability to effectively carry out normal operation if obtained by an adversary.



2. Analyze the Threat

Determine the individuals or groups that represent a threat to that information

Capabilities, use for the information, determination, and resources must also be analyzed



3. Analyze the Vulnerabilities

Thoroughly explore the vulnerabilities of the organization – physical safeguards, network/electronic safeguards, personnel training



4. Assess the Risks

For each vulnerability, a threat is matched, and a risk level is assigned.



5. Apply the Countermeasures

Develop a plan to lower or eliminate the risk, or remove the threat’s access to the resource. Begin with the highest-risk vulnerabilities.



OPSEC Laws

(slide 8)



1. If you don’t know the threat, how do you know what to protect?

2. If you don’t know what to protect, how do you know you are protecting it?

3. If you are not protecting it, then you lose and your adversary wins. 



Two laws: 

Know what needs to be protected

Know how to protect it



OPSEC and OSINT

(slide 9)



· More than any other intelligence discipline, the “OSINT discipline could unintentionally provide indicators of US military operations.

· Information generally available to the public as well as certain detectable activities such as open source research and collection can reveal the existence of, and sometimes details about, classified or sensitive information or undertakings.

· Such indicators may assist those seeking to neutralize or exploit US military operations. Purchasing documents, searching an Internet site, or asking questions at public events are examples of detectable open source research and collection techniques that could provide indicators of US plans and operations.”

· Using the five-step (OPSEC) process, organizations must determine what level of contact with open sources and which collection techniques might provide indicators that an enemy could piece together in time to affect US military operations.

· In OSINT operations, countermeasures range from limiting the frequency or duration of contact with a source to prohibiting all contact with a source.”



Source: FMI 2-22.9



OPSEC is Applicable to Any Situation

 (slide 10)



· Planning and forecasts

· Special events

· Disaster preparedness

· At home and on vacation

· Special Training Exercises

· Open Source Searching

· Contracts/Bidding Processes

· Internet Activities

· Personal computing and communication devices



Show video, “OPSEC and You” http://www.opsecprofessionals.org/training.html



What Does This Mean Exactly?

 (slide 11)



· Be responsible



· Follow rules of your company



· Use common sense rules



· Use an anti-virus software



· Don’t say ok, ok, ok, when you install new apps



· Be aware that other people are watching and following your footprints on the Internet



Communication Channels

 (slide 12)



· Email

· Web

· Chat rooms

· Social media and networks

· Bulletin boards

· Internet Relay Chat (IRC); Instant Messaging (IM)



DO NOT SEND ANY proprietary, confidential, sensitive, or classified information via UNSECURE communication channels.



· Email—look out for spam and more spam—Nigerian bank scams, airline tickets, lotteries, etc.  

· Apps-read before you install, you may be giving them access to your passwords—make sure the request is reasonable. 

· Spyware—tricks to download fake spyware, or pop-up stoppers.  Rapid, self-replicating viruses, like trojans or worms that steal or delete personal information, then sold to black markets. 

· Cross site scripting that affects the user interface of pages. Adobe Flash is very vulnerable to attacks.  

· Phishing for friends—don’t give out personal information or click on unknown links because you think you’re on a trusted medium—LinkedIn was hacked. The current cyber crime trends on social networking sites are increasingly money driven.  This site http://www.ftc.gov/bcp/consumer.shtm offers ways to protect yourself from the latest scams.  If you become a victim of a phishing incident, forward the phishing email to : www.IFCCFBI.gov  or to REPORTPHISHING @ANTIPHISHING.ORG



Communication Devices

(slide 13)



· Personal computer

· Notebook

· Mobile device 

· Cell phone

· Smart phone

· Telephone

· Fax machine

· Radio



Internet Postings 

(slide 14)

· Guidelines prohibiting the posting of sensitive information

· Don’t give any unnecessary information

· Adversary can twist information – we can be our own worst enemy

· What have others posted?

· Once the information is posted on the Internet, it in the public domain forever, forever in search engine caches, copied to another website, and in the Internet archive



Show video “Killing by Keystrokes”

http://www.opsecprofessionals.org/training.html



Persona, your Footprint

(slide 15) 

Russ Haynal’s site: 

http://navigators.com/opensource.html

and 

Security and Privacy Issues for Internet Users

Persona: 

http://navigators.com/persona.html



Almost all Internet activity leaves a footprint—cookies, saved passwords, the browser cache, and downloaded files all contribute to a record of activity. Removing these increases your privacy.



Change your Profile

(slide 16)



· Adjust security settings and browser preferences

· Change time zone setting

· Change OS language settings

· Use different browsers

· Country or region of origin





Browser Issues 

(slide 17)



· Browser type

· IP address

· Date and time setting

· Number of sites visited today

· Sites history

· Computer name

· Page referred from

· Cookies

· Email address

· Clipboard contents



Image: http://www.google.com/imgres?um=1&hl=en&sa=N&biw=1333&bih=740&tbm=isch&tbnid=B0bv8fPlH_QFpM:&imgrefurl=http://www.fastinternetbrowser.net/&docid=6HTI6ZLD_7FM7M&imgurl=http://www.fastinternetbrowser.net/wp-content/uploads/top-best-browsers.jpg&w=510&h=325&ei=uzbFT_3gLYOg8gS77MCoCw&zoom=1&iact=hc&vpx=186&vpy=168&dur=27&hovh=179&hovw=281&tx=149&ty=95&sig=107931095692453915257&page=1&tbnh=137&tbnw=215&start=0&ndsp=18&ved=1t:429,r:6,s:0,i:155





Public Anonymous Proxies

(slide 18)



· Organizational restrictions

· You are not anonymous to the proxy provider

· Identified as an anonymized user

· Beware of false sense of security



· Your IP address is the signature address of your computer as it is connected to the Internet. It can be tracked easily and also gives hackers an entry into your computer.  



· Proxy servers handle Internet traffic on behalf of another computer for security. Proxy servers have 2 basic configurations: a forward proxy acts on behalf of the client, while a reverse proxy acts on behalf of the server. The proxy server provides the client anonymity. The client contacts the server with a request for information from another server. The client’s traffic goes no further. Instead, the client waits for the proxy server to contact the target with the request. The response from the server is returned to the proxy. The end server does not know the proxy server was not the originator of the request and cannot access any details of the original client.



Public Anonymous Proxies - Examples

(slide 19)



Anonymizer 

www.anonymizer.com



Anonymouse

http://anonymouse.org



Guardster

www.guardster.com



Heeky

www.heeky.com



Hide My Ass

www.hidemyass.com



MegaProxy

www.megaproxy.com/freesurf



My-proxy

www.my-proxy.com



Online Anonymous Proxy

http://zend2.com/



Privoxy

http://sourceforge.net/projects/ijbswa/files/



Tor

www.torproject.org



Try Catch Me

www.trycatchme.com



250+ Working Proxies

http://www.econsultant.com/proxylist/index.html



Searching Guidelines

(slide 20)



· Adhere to the security mandates of your organization

· Don’t bring attention to you, your organization, or your operations

· Conduct research without disclosing your identity or mission

· Keep personal details off of the Internet

· Try to look like everybody else

· Try to avoid patterns

· Discretion and anonymity, not necessarily deception

· Use different email addresses for each website and activity

· Disable anything that records your activity

· Be aware of what your browser is disclosing about you

· Do not automatically open attachments

· Use removable storage media

· Properly dispose of printed and electronic media



Why would you want to conceal what you’re doing on the web?  You need to protect something or someone basically. Some countries have restrictive web policies and you’d want to conceal your browsing habits if you are looking at sites that are contrary to their policies.  If you’re at work, you may not want your employer to know that you’re looking for a new job. If you’re looking for prescription drugs, you don’t want to get a lot of spam.



Sensitive Data 

(slide 21)



How does it end up in search engine databases?

· Misconfigured servers / incorrect or missing robots.txt file

· Software vulnerabilities

· Human error / ignorance



Vulnerabilities.  



Show video,  

http://www.washingtonpost.com/investigations/cyber-search-engine-exposes-vulnerabilities/2012/06/03/gJQAIK9KCV_story.html?hpid=z1



Also reference article in The Washington Post on June 3, 2012. “Cyber search engine Shodan exposes industrial control systems to new risks.” By Robert O’Harrow Jr.



Examples of Search Engine Hacks 

Sensitive information

· “//for official use only” site:mil

· (confidential OR “not for distribution”) filetype:ppt site:za

Passwords

· login site:.ru filetype:xls

· login site:.ru originurlextension:xlx-yahoo

Find video cameras

· inurl:”viewerframe?mode=motion”

· intitle:”Live View / - AXIS”



Examples of Hacking for Students?

Browser information

1. Google, cyscape test showbrow

2. Select the link to www.cyscape.com/showbrow.asp

3. Review the information disclosed……



Clipboard Test

1. Use a search engine to obtain a program to test the security of your Clipboard. An example is the Zemana Clipboard-Logger Simulation Test Program at 

http://www.zemana.com/ClipBoardLogger_Test.aspx



Simple Things to Prevent Problems 

(slide 22)



· Hover over links and look in the bottom left corner before clicking on URLS that you are uncertain about



· Use common sense to avoid phishing and spam mail



· Watch your downloads—some programs include adware that will report your surfing habits which may result in spam



· Use the INCOGNITO mode of Google Chrome to check out uncertain URLs 



· Guard your private information



· Use VPN in public spaces—Panera, Starbucks, hotels



· Use caution when using social media



· Know what https means



· Create long memorable passwords



Simple Things to Prevent Problems 

(slide 23)



· Be careful with email attachments



· Consult with your IT Department for spam filters, anti-virus software, etc.



· Set-up mobile phone passwords



· Don’t leave your password on a post-it note



· Many browsers and search engines have auto-complete features—don’t enable



· Monitor your online reputation



· Beware of apps that you add to your mobile phone





· Log out of search engines



· Lock your computer when you walk away



Computer Security Guidelines 

(slide 24)



· Lock your PC before you step away

· Utilize hardware and software safeguards

· Examine options and settings for each application to enable security

· Avoid or disable HTTP-Referer variable

· Clear History files and private data after each session

· Clear Temp files, set Temp space to 1 MB

· Turn off “Allow paste operations via script” / “Allow Programmatic Clipboard Access”

· Anti-virus (update regularly)

· Anti-spyware (update regularly)

· Back up regularly

· Firewall (update and secure)

· Keep your OS and software patched and updated

· Disable email scripting

· Don’t use administrator logon

· Don’t open unknown attachments

· Use strong passwords

· Password protect files

· Open files in a different viewer

· Utilize software encryption features



Clear your search history for privacy but also to keep your computer system running at top speed.  



In Internet Explorer, click on tools, then Internet options. 

In Firefox, go to Tools, then Options, then Privacy.  

In Google Chrome, go to settings, history to clear history.



Helpful Information 

(slide 25)



Cybersecurity 

Department of Homeland Security. Stop.Think.Connect

www.dhs.gov/files/events/stop-think-connect.shtm



Federal Trade Commission. Consumer Protection. Protecting America’s Consumers

http://www.ftc.gov/bcp/menus/consumer/tech.shtm



Infosec Island

www.infosecisland.com



United States Computer Emergency Readiness

www.us-ert.gov





Freeware Firewall Software 

Comodo Firewall

www.comodo.com



oneAlarm

www.zonealarm.com



Online Armor Free

www.online-armor.com



Outpost Firewall Free

http://free.agnitum.com



PC Tools Firewall Plus

www.pctools.com/firewall



PrivateFirewall

www.privacyware.com



Tiny Personal Firewall

http://download.cnet.com/Tiny-Personal-Firewall/3000-10435_4-10266527.html



Freeware Antivirus Software

AVG Anti-Virus

www.avg.com

Panda

www.pandasecurity.com



Summary

[bookmark: _GoBack](slide 26)



· Used to increase safety and security

· Risk assessment tool

· Examine day-to-day activities from an adversary’s point of view

· Helps you understand what an adversary can learn about your organization from your activities

· It is a mindset

· Applicable to all daily activities

1 | Page
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Search and Analytical Tools   

(slide 1)



Topics

(slide 2)



Lesson 1 – Search Tools

· Search Engine Tools

Lesson 2 – Search Engines

· Definitions

· Components, Results, Issues

· Individual, Meta

· Google

· Yahoo!

· Other Search Engines

Lesson 3 – Directories

· Definitions

· Yahoo! Directory and Yahoo Search

· Examples  

Lesson 4 - Analytical Tools

· Silobreaker

· Analyst’s Notebook

· Factiva Snapshot



Objectives

(slide 3)



· Introduce and provide information about the various search and analytical tools



· Provide first-hand experience with various search tools






Lesson 1 – Search Tools 

(slide 4)





		Lesson 1 – Search Tools







Purpose

Introduce the search tools to the students.



Objective

· Provide information about the various search tools and their attributes.  

· Students will identify and choose the appropriate search tool for their application.



Lesson Content

· Introduction to search tools

· Search Tools

· Search Engine Tools – examples



Benefits of Lesson

Provides tools and their utility for future endeavors. 

	

Introduction to Search Tools

(slide 5)



· Internet Search Tools

· How they work

· Sampling of current tools



Search Tools 

(slide 6)



· Web search engines – individual, meta* 

· Other search engines

· Directories

· Analytical tools



*Metasearch engines are search engines that search other search engines and bring you the results as if you had made the effort to search all of those sites independently.



Search Engine Tools 

(slide 7)



These are few examples of Search Engine Tools.



Search Engines 2 (search engines by topic, region, and function)

www.search-engines-2.com



*Best Search Tools Chart from Infopeople.org

www.infopeople.org/search/chart.html



Major Search Engines – Feature Guide

http://extremesearcher.com/sechart.pdf



Search Engines Directory (search engines by topic, general, and specialty)

www.searchengineguide.com/searchengines.html



*Choose the Best Search for Your Information Need

www.noodletools.com/debbie/literacies/information/5locate/adviceengine.html



*List of Search Engines and Directories

http://www.fuld.com/resource-center/intelligence-indexes/



Hands-on exercise. 



*The Instructor will demonstrate. 






Lesson 2 - Search Engines 

(slide 8)



		Lesson 2 – Search Engines







Purpose

Provide information about search engines: definition, how they work, and attributes.



Objective

· Information regarding the mechanics and functions of the various search engines will provide insight into the search methodologies and search results. 

· Students will identify and choose the appropriate search tool for their application. 

· Students will demonstrate search strategies using a variety of search tools.



Content

· Search Engine – Definition

· Search Engine Components

· How Search Engines Works

· Search Engine Results 

· Search Engine Information Issues

· Individual Web Search Engines

· Metasearch Engines

· Google

· Google Searching

· “ANDing” and “ORing”

· Excluding terms

· No stemming

· Synonyms/fuzzy searching

· Google Shortcuts

· Yahoo!

· Features and Shortcuts

· Other Search Engines

· Special Search Engines/Sites

· Video Search Engines

· Blog Search Engines

· News Search Engines

· Message Boards and Forums

· Book Search Engines

· Government/Military Search Engines 

· International Search Engines



Benefits of Lesson

· Choosing and utilizing the appropriate search tool is integral to effective searching.

· Students’ effectiveness in searching will measurably increase as they continue to apply these skills.



Search Engines 

(slide 9)



What is a search engine?



· A database of Internet content collected in an automated fashion



· Wikipedia: “A web search engine is designed to search for information on the World Wide Web and FTP servers. The search results are generally presented in a list of results often referred to as SERPS, or "search engine results pages". The information may consist of web pages, images, information and other types of files.”



· Webopedia:  “A program that searches documents for specified keywords and returns a list of the documents where the keywords were found. Although a search engine is really a general class of programs, the term is often used to specifically describe systems like Google, Alta Vista and Excite that enable users to search for documents on the World Wide Web and USENET newsgroups.” 



Search Engine Components 

(slide 10)



The three main components of the search engine are:



· Spider/robot/crawler

Visits sites on the Web, reads text and links and brings that information back to the search engine index



· Search Engine Index

Where everything the spider finds is indexed



· Search Engine Software

Sifts through the index and brings back matches after the query



How Search Engines Work 

(slide 11)



· Sends out a spider/robot (bot) to the Web 

· Retrieves documents; crawls the Web, capturing text, images, etc.; builds a database

Typically, a search engine works by sending out a spider/robot (bot) to the Web to retrieve as many documents as possible. Before you search, it “crawls” the pages on the web and captures text, images, etc. and builds a database. 



· The indexer 

· Reads these documents; creates an index 

Another program, called an indexer, then reads these documents and creates an index based on the words contained in each document. 



· Uses a proprietary algorithm to create its indices

The search engine uses a proprietary algorithm to create its indices so that, ideally, only meaningful results are returned for each query. 



· Some search engines mine data in databases or open directories

Some search engines also mine data available in databases or open directories.



· Maintain relative real-time information by continuously running the web crawler

Unlike web directories, which are maintained only by human editors, web search engines maintain relative real-time information by continuously running the web crawler.



Search Engine Results 

(slide 12)



· Search engines use proprietary algorithms (may include 20 factors) to determine relative relevancy or ranking based on items such as:

· Frequency and location of term

· Inbound links

· Popularity - a link to a page is a vote for it.

· Previous search history



· Results of various search engines differ



All search engines operate with different algorithms and crawling methods. This results in very little overlap in the results. We have mentioned algorithm a few times. An algorithm is a detailed set of step-by-step instructions, on how to solve a problem or complete a task. Flowcharts are often used to illustrate the algorithms.



· Results are affected by the search tools and techniques

· The search tools and techniques are numerous and varied and are not standardized. 

· They are constantly changing which affects the search results. 

· Again, the search results will vary with each search engine.



Search Engine Information Issues 

(slide 13) 



· Not a “real time” web search – How current is the information?

· Text dependent

· Barriers to indexing

· Various tools and techniques

· Each search engine has its own algorithm

· Search history affects search results

· Order of the words in your query may affect the ranking of the results

· Use more than one search engine



Individual Web Search Engines 

(slide 14)



· Ask:    www.ask.com

· Bing:    www.bing.com

· Blekko:    www.blekko.com

· Exalead:    www.exalead.com/search/

· Google:    www.google.com

· HotBot:    www.hotbot.com

· Kartoo:    www.kartoo.com

· Lycos:    www.lycos.com

· Quintura:    www.quintura.com

· Yahoo!:    www.yahoo.com





· These are listed alphabetically. 

· Hands-on exercises will include using different search engines and the comparison of the search results.  

· Compare the results of a couple of search engines. 

· Compare the results when terms are reversed. 

· After some search history, try the first search with the first search engine again and compare the results.



Metasearch Engines 

(slide 15)



37.com:    www.37.com

Beaucoup:    www.beaucoup.com

Copernic agent:    http://www.copernic.com/en/products/agent/index.html

Dogpile:    www.dogpile.com

Excite:    www.excite.com

Ixquick:    www.ixquick.com

Mamma:    www.mamma.com





Metasearch Engines 

(slide 16)

Metacrawler:    www.metacrawler.com

Search:    www.search.com

Surfwax:    www.surfwax.com

TurboScout:    www.turboscout.com

Yippy:    www.yippy.com

Zuula:    www.zuula.com



· These metasearch engines are listed alphabetically. 

· Hands-on exercises. 

· Do any of these metasearch engines include any of the individual search engines that we have used?

· Need more? Do a search on metasearch or meta search engines. 



Google - www.google.com  

(slide 17)



“Google is Good. Libraries are better.”

www.youtube.com/watch?v=IW_ubJJ8SnE
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Google

(slide 18)



· One of the most popular 

· Estimated web pages indexed – 50 billion (www.worldwidewebsize.com)

· 32 word term limit – applies to search terms and operators but not stop words

Stop words are words that are not indexed or searchable except in phrases. These are usually common, insignificant words, such as articles and propositions. Search engines do not use them in order to save space and to prevent an overload in its system, and increase the retrieval time of search results. The lists of stop words vary with each search engine/system. A comprehensive list is available at www.link-assistant.com/seo-stop-words.html.

· Word stemming

Word stemming. Some endings but not all of the endings MAY be obtained. For example, the word, jump. Jumps, jumped, jumping may be or may not be obtained.



· “Fuzzy” matching

Fuzzy matching. It is just like it sounds, a match that is less than exact.



· Cache search capability

Cache search capability. A cache is a copy of the web page that the search engine saw when it visited the URL. It is a stored back-up. This is useful if the original is unavailable because the website is down, overloaded or slow; the  Internet is slow; page has been removed or updated; or there is a fee or registration.

Information and sites change for many reasons, including incompatibility. The site may not have been captured by an archive process such as the WayBack Machine in the recent timeframe that you want, but the cache has it. You can retrieve documents/site that may not be referenced elsewhere. Owners can request that Google not cache or remove the cache.



· Language search and translation tools

· Limited Boolean capability

· Advanced search options available



Google Searching 

“ANDing” and “ORing”


(slide 19)



“ANDing” terms

It is not necessary to type and between the combined words. A space is assumed to be and.  Advanced Search is an option. Google does not support the use of a plus sign (+) immediately before a word, for searching.



“ORing” terms

OR (capitalized) is placed between the combined words. Advanced Search is an option.



Google Searching 

Excluding terms

(slide 20)



Placing a minus sign (-) immediately before a word indicates that you do not want webpages that contain this word to appear in your results. The minus sign should appear immediately before the word and should be preceded with a space. 



· Example: anti-virus –software 

(What happens if you use antivirus or anti virus?)

· software is excluded



· Example: jaguar -cars –football

· cars, football are excluded



· Example: -site:bbc.co.uk 

· the bbc.co.uk site is excluded from the search results



Google Searching

No stemming

(slide 21)



Google does not support the use of a plus sign (+) immediately before a word, for searching. Place double quotes around a single word to stop stemming. The double quotes are also used for exact phrases. 



· Example: “ANFO” “explosive”  “plan”  “c4” 

· will retrieve pages containing: ANFO, explosive, plan, and c4



· Example: ANFO explosive plan c4 

· will retrieve pages containing : ANFO, explosive, explosives, plans, planning, c4, etc. 



· Example:  “improvised explosive device”

· will retrieve pages containing: improvised explosive device but not improvised explosive devices, etc.



Google Searching

Synonyms/fuzzy searching 

(slide 22)

Use a tilde (~) before the word that you want Google to generate synonyms for.



· Example: ~nutrition

· will retrieve: nutrition, eating, health, nutritional, food, protein, calories, etc.



Hands-on Exercise

 (slide 23)



· Exercises should include Boolean logic, no stemming, advanced search, and seeing what Google chooses for synonyms.



· The Instructor should vary the exercises – individual, group, and class (synonyms are great for class participation).



Google Shortcuts 

(slide 24)



A list of Google advanced search shortcuts is available at http://websearch.about.com/library/cheatsheet/blgooglecheatsheet.htm



intitle:  Finds pages that have the term(s) in the HTML title element.

Example:  intitle:online

Example:  intitle:“online strategies”



allintitle: Finds pages that have the term(s) in the HTML title  element but not necessarily in that order.

Example: allintitle:congress library



inurl: Finds pages that have the term somewhere in the URL.

Example:  inurl:bbc

Example:  inurl:tax  (Try this. Are there pages from the IRS website? Why or why not?) 



allinurl: Finds pages that have the terms somewhere in the URL.

	Example:  allinurl:google faq



NOTE:   inurl: google  inurl:faq    is the same as    allurl:google faq



cache: Displays Google’s cached version of a web page. On the cached version of a page, Google will highlight terms in your query that appear after the cache: search operator

	Example: cache:www.whitehouse.gov



Google shortcuts 

(slide 25)



link: Finds pages which contain hypertext links to the exact specified URL.

Example:  link:dtic.mil



site: Finds pages from the designated web site. It can be used to tell the search engine to only bring back the pages that include your search terms exactly as you typed them, in-order, proximity, etc.

	Example:  site:bbc.co.uk

	Example:  “google analytics” site:about.com  

Retrieves the pages that contain the phrase, google analytics within the web site, www.about.com

Example:  cheese  site:.edu 

Retrieves the pages that contain the word, cheese, in  .edu  web sites.



filetype: Finds documents of a specific type.

Example:  filetype:pdf



related: Finds other pages similar to a particular page.

Example:  related:howstuffworks.com



numrange: Finds a range of numbers.

Example:  numrange:1999..2005    (selects the years 1999-2005)

Example:  1999..2005 (selects the years 1999-2005)



Hands-on Exercise

(slide 26)



· Use the various search features of Google; including advanced search.



· Look at the search results from the example above using, site. See what happens when you use site:www.about.com “google analytics.”



· A quiz/question: What types of files does Google index?

Answer: http://www.google.com/help/faq_filetypes.html



Yahoo! – www.yahoo.com

(slide 27)
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Yahoo! Features and Shortcuts 

(slide 28)



· Features:

· Boolean

· Cache

· Number of keywords – no limit



· Shortcuts

· Link: 

Example: link:www.fas.org

· site

· url

· intitle



Given Bing’s popularity, you may want to either demonstrate or have the students compare search results with other search engines.



Hands-on Exercise

(slide 29)



Students should use the various search features of Yahoo!, including the advanced search feature.



Other Search Engines 

(slide 30)



· Specialize in a specific media

· Images 

· Videos

· Blogs



· or non-WWW content

· News

· NewsGroups, USENET, Discussion Groups

· Books



Special Search Engines/Sites

(slide 31)



Be sure to use the right tool and source.



· Blogs

· News

· Books

· Military

· Government

· Scientific Data



Video Search Engines 

(slide 32)



· Bing:    www.bing.com

· Google Video:    http://video.google.com

· Ixquick:    www.ixquick.com

· Reuters Business News and Financial News:    www.reuters.com/finance

· YouTube:    www.youtube.com



Blog Search Engines 

(slide 33)



Blawg Search:    http://blawgsearch.justia.com/

Bloggdigger:    www.blogdigger.com

Blog-Search:    www.blog-search.com

Blogsearchengine:    www.blogsearchengine.com

Google blog Search:    http://blogsearch.google.com

or www.google.com/blogsearch

Surfwax:    www.surfwax.com

Technorati:    www.technorati.com



News Search Engines 

(slide 34)



Bloglines:    www.bloglines.com

EBSCO (databases; aggregator)

EIN News:    www.einnews.com

Google News:    http://news.google.com

Google News Timeline:    http://newstimeline.googlelabs.com

Ice Rocket Blog Search:    www.icerocket.com

Justia News & Featured Cases:    http://news.justia.com

My Way:    www.myway.com

Newspaperindex:    www.newspaperindex.com

Nexis:    www.nexis.com

Reuters Business News and Financial News:    www.reuters.com/finance

Silobreaker:    www.silobreaker.com

Surfwax:    www.surfwax.com

World News:    http://wn.com

Yahoo! News:    http://news.yahoo.com



Message Boards and Forums 

(slide 35)



Big Boards:    www.big-boards.com

Boardreader:    www.boardreader.com

BoardTracker:    www.boardtracker.com

Delphi Forums:    www.delphiforums.com

Flickr Groups:    www.flickr.com/groups

Forums Search Board Reader:    http://boardreader.com

Google Groups:    http://groups.google.com

Omgili:    http://omgili.com

Yahoo! Groups:    http://groups.yahoo.com



Book Search Engines 

(slide 36)



AddAll:    www.addall.com

Alibris:    www.alibris.com

Amazon:    www.amazon.com

BookFinder.com:    www.bookfinder.com

The British Library:    http://blpc.bl.uk

Google Books:    http://books.google.com

Library of Congress catalog:    http://catalog.loc.gov

The Online Books Page:    http://digital.library.upenn.edu/books

Powell’s Books:    www.powells.com

Project Gutenberg:    www.gutenberg.org

WorldCat:    www.worldcat.org



Government/Military  

(slide 37)



· USA.gov:    www.usa.gov

· Federal Digital System:    www.gpo.gov/fdsys/

· The Library of Congress, Thomas:    http://thomas.loc.gov/home/thomas.php

· Congressional Reference Service for the People:    http://opencrs.com/

· various military/DOD  websites

· U.S. Department of Defense:    www.defense.gov/

· U.S. Army Combined Arms center:    http://usacac.army.mil/CAC2/index.asp



International   

(slide 38)



Yahoo! International at http://everything.yahoo.com/world/en-US

Escape Artist at www.escapeartist.com

Yandex at www.yandex.com






Lesson  3 -Directories 

(slide 39 )



		Lesson 3 – Directories 







Purpose

Provide an additional search tool for searching.



Objective

· Students will distinguish a directory from search engine. 

· Students will determine whether or not a search engine or a directory is best for their application.



Lesson Content

· Directories

· Yahoo! Directory and Yahoo! Search

· Examples



Benefits of Lesson

· Provides additional tools for future endeavors. 

· Identifying, choosing and utilizing the appropriate search tool is integral to effective searching.



Directories 

(slide 40)



· Organized lists or links

· Reviewed and categorized, and maintained by humans



· Organized lists or links, that are reviewed and categorized, and maintained by humans. 

· Use when you have a general question, you are beginning your search, or when you are looking for authoritative link lists.



Pros						Cons

Selective					Limited size of database

Categorized				Limited search functionality

Easy to browse				Sponsor bias

Searchable				Limited content 



Yahoo! Directory and Yahoo! Search 

(slide 41)



What is the Difference Between the Yahoo! Directory and Yahoo! Search?



· Yahoo! Search returns webpages that contain the words that you entered.

“Yahoo! Search returns a list of webpages containing the words you entered. These results are a combination of relevant webpages and websites provided by Yahoo! Search and the Yahoo! Directory.”



· Yahoo! Directory is human-created; it is a maintained collection of websites organized into categories and subcategories.

“The Yahoo! Directory is a human-created and human-maintained collection of websites organized into categories and subcategories. Yahoo! editors review these sites for potential inclusion in the Directory, and to evaluate the best place to list them.”



Use the Yahoo Directory! when you



· want a better understanding of the subject

“You want a better understanding of the subject you're searching for.”



· are not sure how to describe what you want

· are searching for words with multiple meanings



“You're not sure how to describe what you want, or you're searching for words with multiple meanings. Behind the scenes, our editors build in synonyms, cross-references, and relationships between subjects. “



Source: http://help.yahoo.com/l/us/yahoo/directory/basics/basics-03.html;_ylt=Av8fsGV2bJwbMdEzuuEgqGBGkiN4



Directories – Examples 

(slide 42)



· About:    www.about.com

· Blawg Search:    http://blawgsearch.justia.com/

· CEOExpress:    www.ceoexpress.com

· DMOZ:    www.dmoz.org

· Excite:    www.excite.com

· Fuld & Company Intelligence Indexes:  http://www.fuld.com/resource-center/intelligence-indexes/ 

· Infomine:    http://infomine.ucr.edu/

· Infoplease:    www.infoplease.com

· Ipl2:    http://ipl.org/

· Kartoo:    www.kartoo.com has a directory and a search engine

· The Library Spot:    www.libraryspot.com

· World Factbook:    https://www.cia.gov/library/publications/the-world-factbook/

· WWW Virtual Library:    http://vlib.org/

· Yahoo! Directory:    http://dir.yahoo.com







Hands-on. Either view as a group and discuss, or have the students view and report what they find.




Lesson 4 – Analytical Tools 

(slide 43)



		Lesson 4 – Analytical Tools 







Purpose

Introduce a few examples of analytical tools to the students.



Objective

Demonstrate three tools that could be used in the next step after data collection.



Lesson Content

· Silobreaker

· Analyst’s Notebook

· Factiva Snapshot



Benefits of Lesson

Edification for future endeavors.



Silobreaker – www.silobreaker.com

(slide 44)



· “Single system for managing work-flow from:

·  external/internal content aggregation

· Indexing

· Mining

· classification and storage

· to search, analysis

· visualization

· quality assurance

· collaboration

· decision support and report generation.”



· “You can define monitoring targets, trigger content aggregation, perform analyses, and display results in customized dashboards, e-mail alerts or by auto-generated reports.”



Silobreaker’s video will be presented. Video demonstration at http://info.silobreaker.com/enterprise-software/view-a-demo-silobreaker-enterprise-software-suite.



Analyst’s Notebook

(slide 45)



It is a Visual Analysis

·  Visual Analysis

“analysis and visualization product that allows analysts to quickly turn large volumes of data into actionable intelligence with powerful and rich analysis capabilities.”

· Images at http://www.visualanalysis.com/products/anb.php



· Example charts at http://www.visualanalysis.com/products/anb.php



Factiva Snapshot 

(slide 46)



· Factiva is a product of the Dow Jones Company that offers a collection of over 35,000 global news and information sources from 200 countries in 26 languages. 



· It’s analytical tool, Factiva Snapshot, filters the news and information that you are monitoring into modules that can be read and scanned.



· Using Factiva Snapshot is available at: http://www.youtube.com/watch?v=DHmVp8W5qL0&feature=BFa&list=PL804D90BC8AB1F7A9&lf=results_main



· Resource guides are available at:

· http://www.factiva.com/en/cp/collateral/files/factiva_snapshot_QRC.pdf



· http://www.factiva.com/en/cp/collateral/files/factiva_snapshot_SharePub_QRC.pdf



Summary 

(slide 47)



· Know and use more than one tool!



· Use the right tool with the appropriate search features.



· Search tools are constantly changing. Read the “help” or “about” sections to keep abreast of any changes.
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Search and Analytical Tools Resources for the Students

Lesson 1 – Search Tools 



Search Engine Tools



Search Engines 2 (search engines by topic, region, and function)

www.search-engines-2.com



Best Search Tools Chart from Infopeople.org

www.infopeople.org/search/chart.html



Major Search Engines – Feature Guide

http://extremesearcher.com/sechart.pdf



Search Engines Directory (search engines by topic, general, and specialty)

www.searchengineguide.com/searchengines.html



Choose the Best Search for Your Information Need

www.noodletools.com/debbie/literacies/information/5locate/adviceengine.html



List of Search Engines and Directories

www.fuld.com/resource-center/intelligence-indexes/





Lesson 2 – Search Engines 



Individual Web Search Engines 



Ask

www.ask.com



Bing

www.bing.com



Blekko

www.blekko.com



Exaleadwww.exalead.com/search/



Googlewww.google.com



HotBot

www.hotbot.com



Kartoo

www.kartoo.com



Lycos

www.lycos.com



Quintura

www.quintura.com



Yahoo!

www.yahoo.com





Metasearch Engines

 

37.com

www.37.com



Beaucoup

www.beaucoup.com



Copernic agent

www.copernic.com/en/products/agent/index.html



Dogpile

www.dogpile.com



Excite

www.excite.com



Ixquick

www.ixquick.com



Mamma

www.mamma.com



Metacrawler

www.metacrawler.com



Search

www.search.com



Surfwax

www.surfwax.com



TurboScout

www.turboscout.com



Yippy

www.yippy.com



Zuula

www.zuula.com





Google



“Google is Good. Libraries are better.”

www.youtube.com/watch?v=IW_ubJJ8SnE



“Stop Words, Words Ignored By Search Engines”

www.link-assistant.com/seo-stop-words.html





Video Search Engines 



Bing

 www.bing.com



Google Video

http://video.google.com



Ixquick

www.ixquick.com



Reuters Business News and Financial News

www.reuters.com/finance



YouTube

www.youtube.com





Blog Search Engines 



Blawg Search

http://blawgsearch.justia.com/



Bloggdigger

www.blogdigger.com



Blog-Search

www.blog-search.com



Blogsearchengine

www.blogsearchengine.com



Google blog Search

http://blogsearch.google.com

or www.google.com/blogsearch



Surfwax

www.surfwax.com



Technorati

www.technorati.com





News Search Engines 



Bloglines

www.bloglines.com



EBSCO (databases; aggregator)



EIN News

www.einnews.com



Google News

http://news.google.com



Google News Timeline

http://newstimeline.googlelabs.com



Ice Rocket Blog Search

www.icerocket.com



Justia News & Featured Cases

http://news.justia.com



My Way

www.myway.com



Newspaperindex

www.newspaperindex.com



Nexis

www.nexis.com



Reuters Business News and Financial News

www.reuters.com/finance



Silobreaker

www.silobreaker.com



Surfwax

www.surfwax.com



World News

http://wn.com



Yahoo! News

http://news.yahoo.com





Message Boards and Forums 



Big Boards

www.big-boards.com



Boardreader

www.boardreader.com



BoardTracker

www.boardtracker.com



Delphi Forums

www.delphiforums.com



Flickr Groups

www.flickr.com/groups



Forums Search Board Reader

http://boardreader.com



Google Groups

http://groups.google.com



Omgili

http://omgili.com



Yahoo! Groups

http://groups.yahoo.com





Book Search Engines 



AddAll

www.addall.com



Alibris

www.alibris.com



Amazon

www.amazon.com



BookFinder.com

www.bookfinder.com



The British Library

http://blpc.bl.uk



Google Books

http://books.google.com



Library of Congress catalog

http://catalog.loc.gov



The Online Books Page

http://digital.library.upenn.edu/books



Powell’s Books

www.powells.com



Project Gutenberg

www.gutenberg.org



WorldCat

www.worldcat.org





Government/Military  



USA.gov

www.usa.gov



Federal Digital System

http://www.gpo.gov/fdsys/



The Library of Congress, Thomas

http://thomas.loc.gov/home/thomas.php



Congressional Reference Service for the People

http://opencrs.com/



various military/DOD  websites

· U.S. Department of Defense

www.defense.gov/

· U.S. Army Combined Arms center

http://usacac.army.mil/CAC2/index.asp





International   

Yahoo! International

http://everything.yahoo.com/world/en-US



Escape Artist

www.escapeartist.com



Yandex

www.yandex.com





Lesson 3 – Directories 



Directories - Examples: 



About

www.about.com



Blawg Search

http://blawgsearch.justia.com/



CEOExpress

www.ceoexpress.com



DMOZ

www.dmoz.org



Excite

www.excite.com



Fuld & Company Intelligence Indexes

www.fuld.com/resource-center/intelligence-indexes/ 



Infomine

http://infomine.ucr.edu/



Infoplease

www.infoplease.com



Ipl2

http://ipl.org/



Kartoo (has a directory and a search engine)

www.kartoo.com 



The Library Spot

www.libraryspot.com



World Factbook

www.cia.gov/library/publications/the-world-factbook/



WWW Virtual Library

http:.//vlib.org



Yahoo! Directory

http://dir.yahoo.com





Lesson 4 – Analytical Tools 



Silobreaker



SiloBreaker video

http://info.silobreaker.com/enterprise-software/view-a-demo-silobreaker-enterprise-software-suite





Analyst’s Notebook



Analyst’s Notebook Images

 www.visualanalysis.com/products/anb.php



Analyst’s Notebook example charts

www.visualanalysis.com/products/anb.php





Factiva Snapshot



“Using Factiva Snapshot” www.youtube.com/watch?v=DHmVp8W5qL0&feature=BFa&list=PL804D90BC8AB1F7A9&lf=results_main



Factiva Snapshot resource guides

www.factiva.com/en/cp/collateral/files/factiva_snapshot_QRC.pdf

www.factiva.com/en/cp/collateral/files/factiva_snapshot_SharePub_QRC.pdf

[bookmark: _GoBack]
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Social Media Resources for the Students

Lesson 1 – Social Media 



Social Media Revolution 2012 

www.youtube.com/watch?v=0eUeL3n7fDs





What is the Difference Between Social Media and Social Networking?



Social Media vs Social Networking

www.compukol.com/blog/social-media-vs-social-networking/





Social Media and the DoD



Egypt’s Arab Spring

www.dsg.ae/en/ASMR2/ASMRHome2.aspx



Air Force Seeks Fake Online Social Media Identities

www.informationweek.com/news/229219056





Social Media Research



Analytics & Predictive Models for Social Media

http://snap.stanford.edu/proj/socmedia-www/





Social Media Monitoring Funnel



The Social Medial Monitoring Funnel

http://www.ignitesocialmedia.com/social-media-monitoring/social-media-monitoring-funnel/





Social Media/Search Tools



kurrently

www.kurrently.com



Whos Talkin

www.whostalkin.com

Video: http://www.whostalkin.com/blog/news/new- whostalkincom-video-demo/



“Why Big Data is a Big Deal”

http://twitter.com/jfavlam/statuses/210859841957281792

http://smallbusiness.yahoo.com/advisor/why-big-data-big-deal-150209379.html



Samepoint

www.samepoint.com





Social Media/Social News Aggregators 



Addict-o-matic

http://addictomatic.com



Digg

www.digg.com



News Now.co.uk

www.newsnow.co.uk



reddit

www.reddit.com



Reuter’s Social Pulse

www.reuters.com/social



Silobreaker

www.silobreaker.com



StumbleUpon

www.stumbleupon.com





Social Media/Temporal Analytics



PasteBin

www.pastebin.com



Recorded Future

www.recordedfuture.com



“Intelligence Analysis Tools”

https://www.recordedfuture.com/how-people-use-recorded-future/defense-intelligence-analysis-tools/



“Baghdad Next 60 Days”

https://www.recordedfuture.com/rf/share.jsp?st=5rqUSL&fmt=entityview&vm=&sharecode=5605c2761e5ac26d&ou=https://www.recordedfuture.com/rf/s/4LOCWL



social mention

www.socialmention.com





TweetDeck



Getting Started with TweetDeck

http://twitter.com/jfavlam/statuses/210859841957281792



“How to Use TweetDeck”

http://www.youtube.com/watch?v=HyWascJ6QKc&feature=related





HootSuite



“HootSuite Beginners Tutorial”

 http://www.youtube.com/watch?v=t9vs0PfgXsc&feature=related



“Difference between TweetDeck and HootSuite”

http://keithbloemendaal.me/hootsuite-vs-tweetdeck-2011



“Twitter Clients: The Difference Web, TweetDeck and HootSuite” http://rujacksalad.blogspot.com/2012/07/twitter-clients-difference-web.html





Social Networking Tools



“Top 5 Social Media Search Tools”

http://www.leapgo.com/blog/bid/145955/Top-5-Social-Media-Search-Tools





Social Networking Sites



Facebook

www.facebook.com



Google+

https://plus.google.com/



LiveJournal

www.livejournal.com



Meetup

www.meetup.com



MySpace

www.myspace.com



Tumblr

www.tumblr.com



Twitter

www.twitter.com



U.S. Army on Twitter

http://twitter.com/usarmy



U.S. Army CGSC on Twitter

http://twitter.com/USACGSC



YouTube

www.youtube.com





Professional Networking Sites 



Intelink (U.S. Government computer system – personnel and contractors)

www.intelink.gov   



LinkedIn

www.linkedin.com



ZoomInfo

www.zoominfo.com





Human Resources Sites to Track Companies, People, and Jobs 



Indeed.com

www.indeed.com



Simplyhired.com

www.simplyhired.com



Glassdoor.com

www.glassdoor.com/Salaries/index.htm





Recruiter

www.recruiter.com





Social Networking – Odds ‘n Ends:



Wikipedia’s list of social networking sites is available at http://en.wikipedia.org/wiki/List_of_social_networking_websites



The CIA and Twitter.

AP Exclusive: CIA Following Twitter, Facebook

http://news.yahoo.com/ap-exclusive-cia-following-twitter-facebook-081055316.html



“CIA Open Source Center Follows Foreign Twitter, Facebook Accounts”

http://www.huffingtonpost.com/2011/11/04/cia-open-source-center_n_1075827.html



News organizations are using Twitter:

“How Mainstream Media Outlets Use Twitter”

http://www.journalism.org/print/27311





Social Media Policy and Guidelines



ACAS’s home page on social networking

http://www.acas.org.uk/index.aspx?articleid=3375



BBC’s News:  Social Media guidance

http://news.bbc.co.uk/2/shared/bsp/hi/pdfs/14_07_11_news_social_media_guidance.pdf



BT’s Social Media Guidelines

http://richarddennison.wordpress.com/bts-social-media-guidelines/



CIPR’s Social Media Best Practice Guide

http://www.cipr.co.uk/sites/default/files/CIPR_social_media%20_best%20_practice%20_guidance%20_2011_1.pdf



Gartner’s Public Web Participation Guidelines

http://blogs.gartner.com/?page_id=69



IBM’s Social Computing Guidelines

http://www.ibm.com/blogs/zz/en/guidelines.html



Intel’s Social Media Guidelines

http://www.intel.com/sites/sitewide/en_SA/social-media.htm



International Olympic Committee’s IOC Social Media, Blogging and Internet Guidelines for participants and other accredited persons at the London 2012 Olympic Games

http://www.olympic.org/Documents/Games_London_2012/IOC_Social_Media_Blogging_and_Internet_Guidelines-London.pdf



Template Twitter Strategy for Government Departments

http://www.scribd.com/doc/17313280/Template-Twitter-Strategy-for-Government-Departments



U.S. Coast Guard’s Social Media Guidelines

http://www.uscg.mil/ANNOUNCEMENTS/alcoast/ALCOAST45708.txt



U.S. Marine Corps’ Social Media Guidelines

http://marines.dodlive.mil/files/2011/08/Marines-Social-Media-Handbook.pdf



Walmart’s Social Media Guidelines

http://walmartstores.com/9179.aspx

[bookmark: _GoBack]



Lesson 2 – Finding People



Finding People



411.com

www.411.com



Addresses.com

www.addresses.com



AnyWho

www.anywho.com



Free Public Record Sites

http://www.publicrecordsources.com/



Google

www.google.com



infobel

www.infobel.com



Intelius

www.intelius.com



International White and Yellow Pages

www.wayp.com



Itools

http://itools.com/search/people-search



NameBase

www.namebase.org



Pandia People

http://pandia.com/people/



PeopleFinders

www.peoplefinders.com



pipl

www.pipl.com

Instructor’s note: Be cautious with pipl.



SearchSystems.net

http://publicrecords.searchsystems.net/



Spokeo

www.spokeo.com



Superpages

http://superpages.com



Switchboard

www.switchboard.com



U.S. Immigration and Customs Enforcement, Online Detainee Locator System

https://locator.ice.gov/odls/homePage.do



Yahoo!

http://people.yahoo.com



ZabaSearch

www.zabasearch.com
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The Social Media

Instructor’s Guide 





		Throughout the Instructor’s Guide, 



Instructor’s notes are provided in this font.

Content from the PowerPoint presentation is provided in this font.









The Social Media 

 (slide 1)





Topics 

(slide 2)



Lesson 1 – Social Media

· Social Media and Networking

· Definitions, Differences

· Use, Statistics

· Social Media and Research

· Search Tools

· Social Networks and Research

· Social Media and Legal Issues

· Social Media Policy and Guidelines

Lesson 2 – Finding People





Objective 

(slide 3)



Describe the benefits of searching the social media and the associated risks


Lesson 1 – Social Media 

(slide 4)



Social Media Revolution 2012 at http://www.youtube.com/watch?v=0eUeL3n7fDs





		Lesson 1 – Social Media







Purpose

Provide information about social media and some of the associated legal issues.

 

Objectives

Inform students of the pros and cons of searching social media sites and posting at social media sites. 



Lesson Content

· Social Media and Networking

· Definitions, Differences

· Use

· Social Media and Governments

· Social Media and the DoD

· Statistics

· Social Media and Research

· Search Tools

· Social Media/Social News Aggregators

· Social Media/Temporal Analytics

· Social Networking Need-to-Knows

· Social Networks and Research

· Social Networking Search Tools

· Social Networking Sites

· Professional Networking Sites

· Social Networking – Odds ‘n Ends

· Social Media and Legal Issues

· Intellectual Property

· Social Media Issues in the News

· Social Media Policy and Guidelines



Benefit of Lesson

Having an excellent list of sources will save time searching.



What is Social Media? 

(slide 5)



Discussion. 

Ask students: 

· What is it?

Capture students’ responses.



Media before the Internet was TV, magazines, newspapers—mostly static communication. With the Internet it’s dynamic and interactive.



Social Media 

(slide 6)



It is “a form of electronic communication through which users create online communities to share information, ideas, personal messages, and other content” 

http://www.merriam-webster.com/dictionary/social%20media





Forms of social media: blogs (Blogger, LiveJournal); micro-blogs (Twitter, Fmylife); social networking (Facebook, LinkedIn); wikis (Wikipedia, Wetpaint); social bookmarking (Delicious, CiteUlike); social news (ePinions, Yelp); and multimedia sharing (Flickr, Youtube).



Video: Social Media Revolution 2012 - Brandshout - Peterborough UK

http://www.youtube.com/watch?v=dA5Fn_Q10Tk&feature=related



What about social commerce?  Such as www.delver.com where you can shop and write comments about the products?



Social Networking

 (slide 7)



What is social networking?



What is Social Networking? 

(slide 8)



According to Wikipedia, 

“a social networking service is an online service, platform, or site that focuses on building and reflecting of social networks or social relations among people, who, for example, share interests and/or activities. 

A social network service consists of a representation of each user (often a profile), his/her social links, and a variety of additional services. 

Most social network services are web-based and provide means for users to interact over the Internet, such as e-mail and instant messaging. 

Online community services are sometimes considered as a social network service, though in a broader sense, social network service usually means an individual-centered service whereas online community services are group-centered. 

Social networking sites allow users to share ideas, activities, events, and interests within their individual networks.”



What is the Difference Between Social Media and Social Networking?

 (slide 9)



Social Media vs Social Networking



Social media: use of web-based television, radio, news, etc. as an interactive communication dialogue. (Wikis, podcasts, social bookmarking, YouTube)



Social networking: connect with other people who have a common interest, e.g., hobbies, similar work, or other interests. (Twitter, LinkedIn, FaceBook) http://www.compukol.com/blog/social-media-vs-social-networking/





· Social networking is a subset of Social media. 

· Social media is a way to transmit or share information with others like a communication channel that delivers in a message format. 

· It disseminates information to others.  

· Social networking is a structure with people who are joined by a common interest, --the main purpose is to connect with other people.  

· The two have some commonalities in that they both depend upon viral marketing to be successful. 

· Social media helps people make the connection, and social networking enhances the connection by connecting people with common interest, passions, causes, etc.



Social Media Universe

The Conversation Prism version 1.0

(slide 10)



· Conversations are taking place with or without you. 

· An individual is in the center of the prism – observing, listening, participating.

· This is why social media is prevalent. 

· This is why social media is included in open source research.  

· 

http://www.briansolis.com/2008/08/introducing-conversation-prism/



Image created by Brian Solis and JESS3. Debut 2008.



[image: ]



Who Uses Social Media? 

(slide 11)



· Department of Defense (DoD)



· Government (Federal, State, Local)



· Public



· Foreign countries

Social Media and Governments 

(slide 12)



· Allow or disallow freedom of expression and access to networks

· Censorship

· Surveillance mechanism

· Intelligence mechanism

· Terrorism mechanism

· Opportunities for cyber crime



Social Media and the DoD 

(slide 13)



“With the introduction and adaptation of social media as a vital tool of communication in the Department of Defense, there is a constant struggle to maintain Operational Security and manage and mitigate the risks that come with it. 

Social media has been widely used in the military and government departments for recruitment purposes, counter media, psychological and special operations and warfare, information gathering and counter intelligence. 

The military, especially, has adapted an industrial approach to deal with social media, but with more resources and more needs, the military has learned to proactively leverage this new “environment” to achieve organizational goals.”

Introduction to the 5th Annual Social Media for Defense Summit sponsored by the Institute for Defense and Government Advancement (IDGA). http://www.idgasocialmedia.com/Event.aspx?id=659400



For instance, social media played a key role in Egypt’s Arab Spring  http://www.dsg.ae/en/ASMR2/ASMRHome2.aspx.

There has been a huge shift in the Arab world’s usage of social media towards online social and civil mobilization online, whether by citizens to organize (both pro- and anti-government) disseminate information within their networks, and raise awareness on ongoing events locally and globally.  In some cases governments blocked access to websites and monitor and control these sites.   In other countries, our military used social media to infiltrate and become friends and follow with civilians to get more intelligence on what is/was really happening there.  As a researcher you could use this medium to find the ground truth in a disaster area. E.g. forest fires out West.

“Air Force Seeks Fake Online Social Media Identities,” at  www.informationweek.com/news/229219056  on Air Force seeking a request for bids on software that creates fake online social media identities so that the Government could “friend” real people on Facebook as a way to show support for pro-government messages. 



Social Networking Statistics

(slide 14)



· According to comScore, Inc., “social networking accounted for nearly 1 in every 5 minutes spent online globally in October 2011, ranking it as the most engaging online activity worldwide. Social networking sites now reach 82 percent of the world’s Internet population age 15 and older that accessed the Internet from a home or work computer, representing 1.2 billion users around the globe. 



· In October 2011, Facebook reached more than half (55 percent) of the world’s global audience and accounted for 1 in every 7 minutes spent online around the world and 3 in every 4 social networking minutes. 



· Microblogging has become a popular social networking activity on a global scale. In October 2011, Twitter reached 1 in 10 Internet users worldwide, growing 59 percent in the past year. Other popular microblogging destinations seeing rapid adoption included the Chinese site, Sina Weibo, with its audience growing 181 percent in the past year to rank as the tenth largest social network in October 2011. Tumblr, which ranked twelfth worldwide in audience size, grew 172 percent in the past year. 



Microblogging is the posting of very short entries or updates on a blog or social networking site, typically via a cell phone. (Google definitions)

Microblogging is a broadcast medium in the form of blogging. A microblog differs from a traditional blog in that its content is typically smaller in both actual and aggregate file size. Microblogs “allow users to exchange small elements of content such as short sentences, individual images, or video links.: (Wikipedia)



Provide highlights of stats.



Social Networking Statistics

(slide 15)



· All age groups are using social networking. In October 2011, young users age 15-24 still represented the most highly-engaged segment of social networkers, with an average of 8 hours per visitor. People age 55 and older represented the fastest-growing age segment in global social networking usage, with the penetration of social networks in the segment increasing nearly 10 percentage points from July 2010 to 80 percent in October 2011. 



· Mobile devices are contributing to the social addiction: In the U.S., 64 percent of smartphone users accessed social networking sites at least once in October 2011, with 2 in 5 smartphone owners connecting via social networking nearly every day. In the EU5, 45 percent of smartphone owners accessed social networks on their mobile device during the month, with nearly 1 in 4 doing so on a near daily basis.



http://www.comscore.com/Press_Events/Press_Releases/2011/12/Social_Networking_Leads_as_Top_Online_Activity_Globally



Provide highlights of stats.



Social Media and Research

(slide 16)



· Who produces social media?

· Who uses social media?

· Why do we search social media?



Capture student’s answers.



Suggested answers:

· Find people – to create bios

· Business research – competitive intelligence

· Breaking news

· Research – seeking and doing (surveys)

· Law enforcement

· Information – community of people

· Social science

· Advertising

· Marketing

Provide as capturing answers:

· We use it because it can help or determine the ROI of products, services, brands. 

· It provides insight.

· It’s in the depth of conversation, it could result in increased traffic to a website.  The conversations are more personal and to the point.

· Its timely and direct communication between you and the people you connect with. 

· Why use it? You can advertise a business you like or your own, create a following.  

· Caution, social media can be skewed or manipulated. However, a big no no with social media is skewing or manipulating comments, likes, diggs, or other data for your own benefit or purpose. Don’t ask friends, family to just cast a vote –it can create a public relations nightmare if the truth is ever known.

Social Media Research

(slide 17)



Why search the Social Media?



· Military Intelligence



· Law Enforcement

· Finding Missing Persons

· Finding Criminals



· Business Intelligence

· Biographical Information

· Product Information

· Industry Information

· Customer Information





Open: http://snap.stanford.edu/proj/socmedia-www/



Social Media Monitoring Funnel

(slide 18)



[image: ]

This graphic was created by Brain Chappell at www.ignitesocialmedia.com.   I’m sure that it’s changed since 2009 but it gives you an idea of the challenges of analyzing social media. The funnel gives you an approach for doing this.  



Decide on the tools to capture the conversation—make sure they do the job they are intended to do. Implement specific keywords to monitor particular brands, target the major players, and keep tabs on your competition.  

· Eliminate spam sites that litter your feed with noise.  

· Remove off topic mentions by building out negative key phrases. 

· Blacklist sites you don’t want to appear in your feed. 

· Use the refined mentions feed to watch the conversation. 

· This is an entry point of the funnel where most of the day-to-day monitoring takes place. 

· Read, analyze, act. 

· Apply sentiment analysis. 

· Group your mentions in a holistic manner, facilitation portable data transfer.  

· Take Action when needed to make sure the proper people inside your organization are acting and engaging the social web where your conversation is happening.  

· Construct your plan, refine, and repeat.



Social Media/Search Tools

(slide 19)



*kurrently

www.kurrently.com



Kurrently is used to search on Facebook and Twitter. You can also switch your search to Google, Bing, Baidu and YouTube.



*Whos Talkin

www.whostalking.com



Video: http://www.whostalkin.com/blog/news/new- whostalkincom-video-demo/

Whostalking.com—great for finding latest talk about any topic you’re interested in.  For example big data. First link was to Twitter: http://twitter.com/jfavlam/statuses/210859841957281792

Then to the article, Why Big Data is a Big Deal: http://smallbusiness.yahoo.com/advisor/why-big-data-big-deal-150209379.html



Samepoint

www.samepoint.com



Samepoint for real time searches—must login.



*Demonstrated by Instructor.



Social Media/Social News Aggregators 

(slide 20)



· Each site looks at news differently. Demonstrate.

· For sites that have likes, the more you like, the more it goes to the top



*Addict-o-matic

http://addictomatic.com

Addict-o-matic: by subject, real time, news, blogs, Youtube, photos, lots of sources



Digg

www.digg.com

Digg: likes that were built by community—Do you digg it?



*News Now.co.uk

www.newsnow.co.uk

NewsNow  -topical menu, can see the ones you most view



*reddit

www.reddit.com

At Reddit, redditors vote on which stories and discussions are important. See their About for more info and stats.   “I read it on reddit” 



Reuter’s Social Pulse

www.reuters.com/social



*Silobreaker

www.silobreaker.com

Silobreaker—can search by country, covers business energy, technology, science, hot spots, trends, network diagram, has advanced search, can link entities to articles.



StumbleUpon

www.stumbleupon.com



*Demonstrated by the Instructor.



Social Media/Temporal Analytics 

(slide 21)



Provide a definition of temporal analytics for the students. Definition and description are in the Instructor’s Guide.



Temporal – relating to time

Analytics - application of computer technology, operational research, and statistics to solve problems 



Temporal Analytics is a process that extracts time-based data from within online content to annotate and organize events over days, months, or years (predictive analytics).



“Unlike traditional search engines which focus on text retrieval and leaves the analysis to the user, we strive to provide tools which assist in identifying and understanding historical developments, and which can also help formulate hypotheses about and give clues to likely future events. We have decided on the term “temporal analytics” to describe the time oriented analysis tasks supported by our systems.”



Recorded Future, “Recorded Future - A White Paper on Temporal Analytics,” March 13, 2010. Available at https://blog.recordedfuture.com/2010/03/13/recorded-future-%e2%80%93-a-white-paper-on-temporal-analytics/





PasteBin

www.pastebin.com



PasteBin provides a temporary storage place for text—primarily for programmer’s coding



Recorded Future

www.recordedfuture.com



Recorded future is a predictive analytic tool that spans all social media and can look at past trends and predict future trends. For instance it can predict how people feel about the new Iphone.  It has an API—application programming interface that is a web tool not a user interface tool but one that communicates to other applications.   https://www.recordedfuture.com/this-is-recorded-future/recorded-future-api/  Has free alerts and training but real time information requires a subscription.



Go to the following sites to show how it’s used: How people use recorded future:

“Intelligence Analysis Tools”

https://www.recordedfuture.com/how-people-use-recorded-future/defense-intelligence-analysis-tools/



Recorded Future predictions

https://www.recordedfuture.com/rf/share.jsp?st=5rqUSL&fmt=entityview&vm=&sharecode=5605c2761e5ac26d&ou=https://www.recordedfuture.com/rf/s/4LOCWL

 

Network analysis tool for RF

https://www.recordedfuture.com/rf/share.jsp?st=5rqUSL&fmt=entityview&vm=&sharecode=5605c2761e5ac26d&ou=https://www.recordedfuture.com/rf/s/4LOCWL

 

Source map

https://www.recordedfuture.com/rf/share.jsp?st=5rqUSL&fmt=entityview&vm=&sharecode=5605c2761e5ac26d&ou=https://www.recordedfuture.com/rf/s/4LOCWL



 

social mention

www.socialmention.com

Social Mention – Real time search engine, can set alerts



Social Networking Need-to-Knows

(slide 22)



According to a December 2011 report of ComScore, the top ten need-to-knows about social networking are:



1.    Social networking is the most popular online activity worldwide

2.    Social networking behavior both transcends and reflects regional differences around the world

3.    The importance of Facebook cannot be overstated

4.    Microblogging has emerged as a disruptive new force in social networking

5.    Local social networks are making inroads globally



Confirmation of the breadth of social media.



Social Networking Need-to-Knows

(slide  23)



6.    It’s not just young people using social networking anymore – it’s everyone

7.    ‘Digital natives’ suggest communications are going social

8.    Social networking leads in online display advertising in the U.S., but lags in share of dollars

9.    The next disrupters have yet to be decided

10.  Mobile devices are fueling the social addiction



The report is available at http://www.comscore.com/Press_Events/Presentations_Whitepapers/2011/it_is_a_social_world_top_10_need-to-knows_about_social_networking



Disrupter. Who will change the social networks as we know them today?





Social Networks and Research

(slide 24)



Why Search it?

· Business Intelligence

· Brand name tracker

· Expand network of Professional Interest Groups and Individuals

· Find out about a particular company, competitors, market share

· Track company and industry employment trends and technology

· Track experts 



· Search Tools:

for Twitter – TweetDeck: www.tweetdeck.com; HootSuite: www.hootsuite.com

for LinkedIn, Facebook - http://itools.com/

for conferences –twubs.com, hashtags in: Twitter, Bing



· Twubs are tweeter groups built around content aggregated from #hashtags

· Note: what is available, may not be what you posted.



TweetDeck

(slide 25)



https://support.twitter.com/articles/20169620-getting-started-with-tweetdeck

TweetDeck account is different than Twitter—you can manage multiple accounts and synchronize your configuration when you use TweetDeck from different computers. You can’t tweet with it and you can’t sign in to TweetDeck with your Twitter credentials.  Go to http://web.tweetdeck.com to sign up. Once you sign in you can add multiple Twitter and Facebook accounts to your TweetDeck. How to Use TweetDeck : http://www.youtube.com/watch?v=HyWascJ6QKc&feature=related

HootSuite

(slide 26)



Video: HootSuite Beginners Tutorial http://www.youtube.com/watch?v=t9vs0PfgXsc&feature=related



Difference between TweetDeck and HootSuite video

http://keithbloemendaal.me/hootsuite-vs-tweetdeck-2011



“Twitter Clients: The Difference Web, TweetDeck and HootSuite” http://rujacksalad.blogspot.com/2012/07/twitter-clients-difference-web.html



Social Networking Search Tools

(slide 27)



Follower Wonk: http://followerwonk.com/—analyze followers on Twitter



Facebook Search—the internal search



Twitter Advanced Search Tool—can search the entire Twittersphere for keywords, people and places



Tweetmeme: http://tweetmeme.com/ - great for finding what’s trending on Twitter



“Top 5 social Media Search Tools”

http://www.leapgo.com/blog/bid/145955/Top-5-Social-Media-Search-Tools



See this URL for more info on these search tools.



Social Networking Sites

(slide 28)



Organizations such as alumni, military, etc. have social networking sites.



Facebook

www.facebook.com



Google+

https://plus.google.com/



*LiveJournal

www.livejournal.com



*Meetup

www.meetpup.com



MySpace

www.myspace.com



*Demonstrated by the Instructor.



Social Networking Sites

(slide 29)



Tumblr

www.tumblr.com



*Twitter

www.twitter.com



*U.S. Army on Twitter

http://twitter.com/usarmy



U.S. Army CGSC on Twitter

http://twitter.com/USACGSC



*YouTube

www.youtube.com



3 ways to track information flow in Twitter:

(1) Trace the spread a “hashtag” over the network

(2) Trace the spread of a particular URL

(3) Re-tweets 



Twitter information network: Each user generates a stream of tweets

Users then subscribe to “follow” the streams of others.



*Demonstrated by the Instructor.



Professional Networking Sites 

(slide 30)



Intelink (U.S. Government computer system – personnel and contractors)

www.intelink.gov   



*LinkedIn

www.linkedin.com



*ZoomInfo

www.zoominfo.com



LinkedIn Etiquette:

1. Don’t make generic requests to be a friend—need to personalize each note, introduce yourself, and outline your goals, etc. 

2. Be specific and know the person when you ask for recommendation; 

3. Don’t use the default text, make it personal and specific; 

4. Stop tying your tweets to your LinkedIn feed—this has been taken care.  

5. Review the spelling/grammar so that you appear smart from the start, articulate and precise.  



Source: forbes://www.forbes.com/sites/dailymuse/2012/07/06your-linkedin-intervention-5-changes-you-must-make/



*Demonstrated by Instructor.



Image: http://office.microsoft.com/en-us/images/results.aspx?qu=world&ctt=1#ai:MP900442452|mt:0|



Human Resources Sites to Track Companies, People, and Jobs 

(slide 31)



*Indeed.com: www.indeed.com/

HR departments subscribe to this. Indeed is a job posting aggregator—search by job title, salary, place, keyword or company



*Simplyhired.com: www.simplyhired.com/

Similar to Indeed but can search by industry, job categories, location, company—pull down menu by state



*Glassdoor.com: www.glassdoor.com/Salaries/index.htm

Similar but get company reviews, interviews, salaries by job type



*Recruiter:  www.recruiter.com 

Mine for hiring of new teams for specific products or industry; new product launches, new technology investment areas.

[bookmark: _GoBack] *Demonstrated by Instructor.



Social Networking – Odds ‘n Ends

(slide 32)



Wikipedia’s list of social networking sites is available at http://en.wikipedia.org/wiki/List_of_social_networking_websites



*The CIA and Twitter.

AP Exclusive: CIA Following Twitter, Facebook

http://news.yahoo.com/ap-exclusive-cia-following-twitter-facebook-081055316.html



*CIA Open Source Center Follows Foreign Twitter, Facebook Accounts

http://www.huffingtonpost.com/2011/11/04/cia-open-source-center_n_1075827.html



Open to see How:

*News organizations are using Twitter:

How Mainstream Media Outlets Use Twitter

http://www.journalism.org/print/27311



*Demonstrated by Instructor.



Social Media and Legal Issues 

(slide 33)



Social Media is not exempt from legal issues.



What you need to keep in mind is the environment you are working in, your requirements for research, and what are some of the issues that can arise when you are researching this medium.  There are rules that you need to follow whether they are dictated by the company/agency policy or US or foreign laws.



Intellectual Property 

(slide 34)



· Protect intellectual property 

· Avoid infringements, such as plagiarism, copyright, trademark, trade secrets, etc.

· Be aware of the policies of the websites – transparency and data collection and sharing



Image: http://office.microsoft.com/en-us/images/results.aspx?qu=laptop&ctt=1#ai:MP900440914|mt:0|



Social Media Issues in the News

(slide 35)

· Privacy and publicity laws and businesses

· Publicity rights

· Social networking accounts – who is the owner?

· Social media – data collection and sharing

· Social media and free speech 



Be aware of the changes in social media policies. Google issues—maps—pictures of your backyard with you in it.  GPS, in your car but also can locate you anywhere you are online or on your smart phone. You may be dead but your Facebook information will live on forever.  





Social Media Policy and Guidelines

(slide 36)



· Due to the many issues of social media and networks, organizations have found it necessary to create, implement, and enforce social media policy and guidelines. 

· Reminder – employers record search histories, key strokes, email, etc. Be sure that your research is within your organization’s guidelines.

· These are samples of social media policy and guidelines. 



Instructor will demonstrate the differences of two sites.



ACAS’s home page on social networking

http://www.acas.org.uk/index.aspx?articleid=3375



BBC’s News:  Social media guidance

http://news.bbc.co.uk/2/shared/bsp/hi/pdfs/14_07_11_news_social_media_guidance.pdf



BT’s Social Media Guidelines

http://richarddennison.wordpress.com/bts-social-media-guidelines/



CIPR’s Social Media Best Practice Guide

http://www.cipr.co.uk/sites/default/files/CIPR_social_media%20_best%20_practice%20_guidance%20_2011_1.pdf



Gartner’s Public Web Participation Guidelines

http://blogs.gartner.com/?page_id=69



IBM’s Social Computing Guidelines

http://www.ibm.com/blogs/zz/en/guidelines.html

*Demonstrated by the Instructor.



Social Media Policy and Guidelines 

(slide 37)





*Intel’s Social Media Guidelines

http://www.intel.com/sites/sitewide/en_SA/social-media.htm



International Olympic Committee’s IOC Social Media, Blogging and Internet Guidelines for participants and other accredited persons at the London 2012 Olympic Games

http://www.olympic.org/Documents/Games_London_2012/IOC_Social_Media_Blogging_and_Internet_Guidelines-London.pdf



Template Twitter Strategy for Government Departments

http://www.scribd.com/doc/17313280/Template-Twitter-Strategy-for-Government-Departments



U.S. Coast Guard’s Social Media Guidelines

http://www.uscg.mil/ANNOUNCEMENTS/alcoast/ALCOAST45708.txt



U.S. Marine Corps’ Social Media Guidelines

http://marines.dodlive.mil/files/2011/08/Marines-Social-Media-Handbook.pdf



Walmart’s Social Media Guidelines

http://walmartstores.com/9179.aspx






Lesson 2 – Finding People 

(slide 38)



		Lesson 2 – Finding People







Purpose

Provide sources for finding people that the students can utilize.

 

Objectives

Students will have the necessary sources to provide information on a person when requested to do so. 



Lesson Content

Finding People



Benefit of Lesson

Having an excellent list of sources which will save time searching.



Finding People 

(slide 39)



· Search Options: name, address, public record, telephone number, email 



· Free version vs Fee versions



· Reliability



· Is this really the right person?



· Is this really the right address?



· Facebook, LinkedIn





Finding People 

(slide 40)



These sites may also include businesses and reverse telephone number lookups.



 *411.com

www.411.com

Note that when 411 pulls up, your location is known. Free isn’t really free for public record sites.  



Addresses.com

www.addresses.com



AnyWho

www.anywho.com



*Free Public Record Sites

http://www.publicrecordsources.com/



Google

www.google.com



infobel

www.infobel.com



*Demonstrated by the Instructor.



Finding People

(slide 41)



Intelius

www.intelius.com



International White and Yellow Pages

www.wayp.com



*Itools

http://itools.com/search/people-search



NameBase

www.namebase.org



Pandia People

http://pandia.com/people/



PeopleFinders

www.peoplefinders.com



*pipl

www.pipl.com

Instructor’s note: Be cautious with pipl.



*Demonstrated by the Instructor.



Finding People 

(slide 42)



SearchSystems.net

http://publicrecords.searchsystems.net/



*Spokeo

www.spokeo.com



Superpages

http://superpages.com



*Switchboard

www.switchboard.com



U.S. Immigration and Customs Enforcement, Online Detainee Locator System

https://locator.ice.gov/odls/homePage.do



Yahoo!

http://people.yahoo.com



ZabaSearch

www.zabasearch.com



*Demonstrated by the Instructor.

Hands-on Exercise 

(slide 43)
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Source Reliability and Credibility

Instructor’s Guide 





		Throughout the Instructor’s Guide, 



Instructor’s notes are provided in this font.

Content from the PowerPoint presentation is provided in this font.









Source Reliability and Credibility

 (slide 1)



Topics 

(slide 2)



Lesson 1 – Evaluation of Sources and Information 

· Types of Sources

· Criteria for the Evaluation of Information

· Reliability of Information

· Source Reliability

· Source Credibility

Lesson 2 – Evaluation of Websites and Content



Objective 

(slide 3)



Provide the criteria for evaluating sources and information








Lesson 1 – Evaluation of Sources and Information 

(slide 4)



		Lesson 1 – Evaluation of Sources and Information 







Purpose

Provide students with the criteria for evaluating sources and information.



Objectives

Students will demonstrate how to evaluate sources and information.



Lesson Content

· Types of Sources

· Criteria for the Evaluation of Information

· Reliability of Information

· Verification of Information

· Source Reliability

· Source Credibility



Why do we evaluate? There is so much information that is created for many purposes and everyone is an author. The level of quality and reliability vary.



The first level of evaluation actually takes place when you initially select your sources.

Types of Sources

 (slide 5)



Primary

· Direct access to the information

· Conveys the information directly and completely

· Originator of the information

· Original documents 



· Usually the most accurate for facts

· First-hand observations, reporting or viewpoints. 

Caveat – sources that purposely embellish or under-report (consider the source).



Examples: Speeches, original research reports or studies, creative works, news footage, diaries



Types of Sources

 (slide 6)



Secondary

· Conveys information through various types of filters such as intermediary sources

Summary, paraphrase, or excerpts of primary sources



· Translation from the vernacular

· Interprets or analyzes an event or subject

 

Examples: Literary criticism, biographies, textbooks, editorial



Types of Sources

 (slide 7)



Tertiary

· Identify and locate primary and secondary sources 



· Reference works, collections, or lists of primary and secondary sources



· Examples: Encyclopedias, indices, abstracts, bibliographies, library databases 





Authoritative

Accurately reports information because it is known to be accountable; has established a track record of demonstrating accuracy; is a recognized expert or authority.



The University of California – Irvine (UCI) Library has a chart of the Research and Information for the Different Disciplines at http://www.lib.uci.edu/how/tutorials/LibraryWorkshop/info_15.html





Criteria for the Evaluation of Information 

 (slide 8)



First letter of each word was bolded and the size was increased on the slide so the Instructor can easily indicate that CARS is an acronym for Credibility, Accuracy, Reasonableness, and Support. The Instructor will provide additional information for each element. 



The CARS checklist for information quality is:



Credibility

· trustworthy source

· author’s credentials

· evidence of quality control

· known or respected authority, organizational support



Accuracy

· Up-to-date (at the time of publication)

· Factual vs opinion

· Detailed 

· Exact

· Comprehensive

· Audience and purpose reflect intentions of completeness, accuracy, and bias



Reasonableness

· Fair

· Balanced

· Objective (“Be on the lookout for slanted, biased, politically distorted works.”) 

· Reasoned

· No conflict of interest

· Absence of fallacies or slanted tone



Support

· Listed sources

· Contact information

· Available corroboration

· Claims supported

· Documentation supplied



Source: Evaluating Internet Research Sources is available at http://www.virtualsalt.com/evalu8it.htm





Criteria for the Evaluation of Information 

 (slide 9)



Critical Evaluation of Information Sources is available at 

http://libweb.uoregon.edu/guides/findarticles/credibility.html





The major categories for evaluating information are:



· Scope of coverage

· To what extent is the topic is explored

· What is the purpose for providing the information and advertising?



· Authority

· Expertise or recognized official status of a source. 

· Consider the reputation of the author and the publisher. What are their credentials?



· Objectivity

· Is there bias or is an opinion expressed?

Note: There is some bias in writing unless it is the dissemination of pure facts. A lack of objectivity does not necessarily mean the source provides substandard information. A persuasive writer might use good facts and analysis.

· Examine the writing style. Is persuasive language used? Is there a hidden agenda?

· Does the author/source present various viewpoints or a balance of viewpoints?

· What is the purpose for providing the information and advertising? 

Instructor will provide examples of bias: government, news sources, watchdogs, etc.

Watchdog – http://educationwatchdogs.com

Example: look at www.thekingcenter.org vs www.martinlutherking.org





Criteria for the Evaluation of Information 

 (slide 10)



· Accuracy

· Critical thinking     equals   Is it reasonable?

· Is the information factually irrefutable and complete? 

· What is the editing and publishing policy of the source?

· Is it peer-reviewed? 

· Quality control?

Is there quality control such as fact-checking before publication?

· Verification?

Can you verify the information? Are there two or more reliable sources that provide the same information? 

Note: The same Associated Press news article reprinted in various newspapers around the world isn't verification.

· Are there errors?

· Is there evidence of plagiarism?

· Secondary sources should provide cited references





Criteria for the Evaluation of Information 

 (slide 11)



· Timeliness

· Is the information current at the time of publication? 



Other criteria to consider:



· Age- or skill-level appropriate

· Is it age- or skill-level appropriate? Age of source?



· Security

· OPSEC

Is it unsecure? Is there a breach? Consequences for retrieval? 



Reliability of Information

(slide 12)



The following information content reliability matrix is from Appendix B of the Army’s Field Manual 2-22.3. The degree of confidence decreases if the information is not confirmed, and/or does not seem to make sense. The lowest evaluated rating of “5” means that the information is considered to be false. A rating of “6” does not necessarily mean false information. It is generally used to indicate that no determination can be made since the information is completely new.



1. Confirmed. Confirmed by other sources. Logical in itself. Consistent or agrees with other information on the subject.



2. Probably true. Not confirmed. Logical in itself. Consistent or agrees with other information on subject.



3. Possibly true. Not confirmed. Reasonably logical in itself. Agrees with some other information on subject.



4. Doubtfully True. Not confirmed. Possible, but not logical in itself. No other information on the subject.



5. Improbable. The contrary is confirmed. Not logical in itself. Contradicted by other information on the subject.



6. Cannot Be Judged. Cannot be determined. No basis exists for evaluating the validity of the information. (No information to base decision on.)

This is a guide. Logical according to the source or the reader?

Verification of Information

(slide 13)



· This is a critical step. After the evaluation, the information is verified.

· General guidelines

· Always try to find and use the original source

You may want viewpoints but not a biased reiteration of the original.



· Verify, corroborate, or confirm your information with two or three reliable sources.



· Use trustworthy sources for verification, such as reference tools, and electronic tools such as Snopes (www.snopes.com), Quackwatch (www.quackwatch.org), or millersmiles (www.millersmiles.co.uk) and online databases.



Many of the larger and well-known publications have the staff who verify the content before it is published – print or web.



Source Reliability

(slide 14, 15)



The following source reliability matrix is from Appendix B of the Army’s Field Manual 2-22.3. In each instance the rating is based on the previous reporting from that source. If there has been no previous reporting, then the source must be rated as “F”. This does not necessarily mean that the source cannot be trusted, but that there is no reporting history and therefore no basis for making a determination.



A. Reliable. No doubt of authenticity, trustworthiness, or competency. Source has a history of complete reliability and usually demonstrates adherence to known professional standards and verification processes.



B. Usually reliable. Some doubt about authenticity, trustworthiness, or competency. Source has a history of valid information most of the time and although it may not have a history of adherence to professionally accepted standards, it generally identifies what is known about sources feeding any broadcast.



C. Fairly reliable. There is doubt of authenticity, trustworthiness, or competency but it has provided valid information in the past.



D. Not usually reliable. Significant doubt about authenticity, trustworthiness, or competency but has provided valid information in the past.



E. Unreliable. Lacking in authenticity, trustworthiness, and competency and has a history of invalid information.



F. Cannot be judged. No basis exists for evaluating the reliability of the source. An example would be a new information source.



When evaluating a website for reliability, include its mission. You will be able to determine if there are any disguised social, or political overtones.



Source Credibility Guide

(slide 16)



Illustration of slides 14-15.



Evaluate the level of authenticity, trustworthiness, or competency as well as the source’s history of reliability and adherence to professional standards and verification processes.



Source Credibility

(slide 17)



This is applicable to the scope of your research. 



You may not need credible or authoritative sources. For example, if you are searching the social media for opinions regarding the efficacy of a new product, you are looking for opinions.



· Is it believable?

· Authoritative or not authoritative?

· Known and recognized leader

· Associated with a major party, organization, association, news source, or recognized source

· Recognized authority

· Original source

· Ask experts or client for authoritative sources

· Source consistently collects data

· What are the author’s credentials?

· Is there evidence of quality control?

· Bad grammar or spelling errors? 

Not an absolute with translations, Web discussions, social media, etc.










Lesson 2 – Evaluation of Websites and Content 

(slide 18)



		Lesson 2 – Evaluation of Websites and Content 







Purpose

Provide students with the additional criteria for evaluating websites and content.



Objectives

Students will demonstrate how to evaluate websites and their content.



Lesson Content

· Resources for Evaluating Websites and Content

· Criteria for Evaluating Websites and Content



Resources for Evaluating Websites and Content

(slide 19)



These are several resources to assist you in your evaluation.



10 C’s for Evaluating Internet Resources available at http://lgdata.s3-website-us-east-1.amazonaws.com/docs/547/31205/tenCs.pdf



Evaluating Web Pages: Techniques to Apply and Questions to Ask is available at http://www.lib.berkeley.edu/TeachingLib/Guides/Internet/Evaluate.html and the accompanying checklists are available at http://www.lib.berkeley.edu/TeachingLib/Guides/Internet/EvalWorksheet.pdf and http://www.lib.berkeley.edu/TeachingLib/Guides/Internet/EvalForm_General.pdf and http://www.lib.berkeley.edu/TeachingLib/Guides/Internet/evaluation_checklist_2009_spring.rtf





ICYouSee, T is for Thinking: A Guide to Critical Thinking is available at http://www.ithacalibrary.com/sp/subjects/guide.php?subject=thinking

Resources for Evaluating Websites and Content

(slide 20)



Evaluating Information Found on the Internet  is available at http://guides.library.jhu.edu/content.php?pid=198142&sid=1657518



Evaluating Web Content is available at http://libguides.nps.edu/content.php?pid=205994&sid=1727368



Evaluating Web Pages is available at http://www.sc.edu/beaufort/library/pages/bones/lesson5.shtml



Evaluating Internet Research Sources (CARS checklist) is available at http://www.virtualsalt.com/evalu8it.htm

Recommended.



C.A.R.S. Checklist for Evaluating Internet Sources is available at http://www.andyspinks.com/researchhelp/web/CARS.pdf



A Guide to Evaluating Resources is available at http://www.cornellcollege.edu/politics/courses/allin/Misc/guide%20to%20evaluating%20resources.pdf



Resources for Evaluating Websites and Content

(slide 21)



Videos:



Evaluating Web Sites is available at http://www.umuc.edu/library/libhow/websiteevaluation_tutorial.cfm



How to Evaluate Information on the Web is available at 

www.youtube.com/watch?v=T4nmiJLhB5c



Determining Website Credibility is available at http://www.youtube.com/watch?v=dKVL1ehDQB0&feature=related

Recommended.



Evaluating Web Sites Tutorial is available at http://www.youtube.com/watch?v=J_qR5lpnXBE&feature=related

Recommended.







Criteria for Evaluating Websites and Content

(slide 22)



Basically you follow the criteria for evaluating information but with a few differences; evaluating websites involves more than determining its authenticity.



· Scope of coverage

· To what extent is the topic is explored?

· What is the purpose for providing the information and advertising?

· What is the purpose/scope – sales, edification, business, advertising, commercial?



· Philosophies, Approaches, Methodologies of the Website

If the website explains why the information was collected, this is a plus.



· Website appearance

· Is it well designed? If it is well designed, then our confidence increases. Time, money, and effort were used to attract viewers, reader, and/or buyers.



· Authority 

· Expertise or recognized official status of a source 

· Is there an author?

· Reputation of the author and publisher

Consider the reputation of the author and the publisher. What are their credentials?

· Does the author have an affiliation with the publishing body of the website?

· Look for other documents by the authors or publishers



Criteria for Evaluating Websites and Content

(slide 23)



· Source 

· Who is the host? Is it the author or the publisher?

· What is the origin?

· Who maintains the site? 

· Who owns it? 

· Authoritative or scholarly?

· A tilde (or "~" symbol) within the URL often, but not always indicates a personal web page. Red flag. It could be a personal opinion versus a representation of the site. 

· Is the source legitimate? Is there an official logo or name, address and phone number? 

· Is this an appropriate source for the topic that you are researching?

· Is there contact information? If yes and thorough, then reassured. If not, or if there is only an email address, this is not reassuring.

· Read the “About Us” and about the authors. If the ‘About Us’ is good, then this is reassuring and adds to the confidence level. “About us” gives you clues to look for verification.  Don’t believe everything an author has to say about himself.



Criteria for Evaluating Websites and Content

(slide 24)



· Source

· Use www.whois.net to obtain ownership information or www.faganfinder.com to find additional information about the URL

· Analyze trace route – protocol, server, domain, name, path, filename, extension

protocol://server. domain.name/path/filename.ext

· Examples of domains

· Country domains, e.g., .de, .cz,

A list is available at www.domainit.com/domains/country-domains.mhtml This does not guarantee that the site is from another country.



· Types of organizations

.biz	business

.com	commercial

.edu	educational

.gov	government

.mil	military

.net	network

.org	non-profit organization



This is only a guideline. See www.domainregister.com/comorg.html

World Wide Generic Domains: InterNIC definitions 

Originally, it was suggested that .COM be used primarily for commercial businesses, .NET for network related organizations and .ORG for nonprofit groups. This quickly became unworkable and consequently, in the case of .COM, .NET and .ORG, a decision was made to rely on registrants to choose the TLD (Top Level Domain) they wish. In fact, many registrants (domain owners) order their domain name as .COM, .NET and .ORG.

Criteria for Evaluating Websites and Content

(slide 25)



· Objectivity

· Is there bias or is an opinion expressed?

Note: There is some bias in writing unless it is the dissemination of pure facts. A lack of objectivity does not necessarily mean the source provides substandard information. A persuasive writer might use good facts and analysis. Instructor will provide examples of bias: government sites, news sources, watchdogs, etc.

· Examine the writing style. Persuasive language? Hidden agenda? ESL?

Is persuasive language used? Is there a hidden agenda?  Are there clues for  English as a second language (ESL)? A site may try to represent itself as coming from somewhere other than its place of operation. 

· Does the author/source present various viewpoints or a balance of viewpoints?

· What is the purpose for providing the information and advertising? 

· Examine the advertising. Does it influence the content?



· Age- or skill-level appropriate

Is it age- or skill-level appropriate?



· Security

Unsecure – OPSEC

Is it unsecure? Is there a breach? Consequences for retrieval? 



Criteria for Evaluating Websites and Content

(slide 26)



· Accuracy

· Critical thinking     equals   Is it reasonable? 

Remember cultural bias. Be aware. Example: A colonial subject of the British Empire said that the British placed no value on the truth.  When questioned, he explained that a British person will tell the truth to anyone.

· Is the information factually irrefutable and complete? 

· What is the editing and publishing policy of the source?

· Is it peer-reviewed? 

· Is there quality control such as fact-checking before publication?

· Can you verify the information? Are there two or more reliable sources that provide the same information?

· Are there errors?

· Is there evidence of plagiarism?

· Secondary sources should provide cited references



Criteria for Evaluating Websites and Content

(slide 27)



· Timeliness/Currency

· Is the information current at the time of publication? 

· What is the publication date?

· Examine the creation and revision dates. Do not rely on dates provided by the search engines and be aware of scripting that creates the current date (display the source code to detect).

· Is the website and the content (individual pages) updated? If yes, confidence increase. If not, questions arise. Was the site abandoned? Is the company/institution out of business or no longer exists? Does the source have a new website? Why hasn’t the information been updated? Sometimes, only specific pages are updated.

· Was the content changed at the revision date or was it an aesthetic revision?

· Assess the writing for time-sensitive information. Be cautious about descriptive words such as always, never, all, none and most.

· Avoid undated information, either presented as fact or commentary.

· Review the content in historical context



Criteria for Evaluating Websites and Content

(slide 28)



· Content 

· Intended audience

· Advertising. Does it affect the content?

· Reasoning

· Coverage

· Quality of the writing

· Error-free?  (grammar and spelling) 

Yes. Then confident in the quality. 

No. Is it a translation? If not, there is carelessness and the integrity of the content and the site are questioned. 

Note: discussion groups, blogs, boards, social media will not be error-free.

· Quality of cited sources

· Accuracy, Can it be corroborated?

· Does the information sound believable? If not suspicions raised, and the information will be questioned.



Confidence Ratings

On pages 78 -79 of The Skeptical Business Searcher, 2004, by Robert Berkman, there are overall confidence ratings for websites (dot-com, dot-gov, and dot-edu).  Sites that were rated, medium, required further investigation and verification by the author before the information was used. The following are excerpts. 



Overall Confidence Rating of Dot-Com Sites

Very High

“Archives of public media websites, such as the BBC, NPR, and C-SPAN.”



Low

“Company pages designed for marketing or sales purposes”



Overall Confidence Rating of Dot-Gov Sites

Very High

“Federal statistics agency sites”



Medium

“Embassies/consulates (varying levels of attention to site)”



Overall Confidence Rating of Dot-Edu Sites

High

“University administration pages”



Low

“Undergraduate papers”




















Exercise

 (slide 29)



1. Which one of these web pages would you view for a study of Seattle, Washington?

a)  http://www.ci.seattle.wa.us 

b)  http://seattleuniversity.edu/~dudes/party/seattle_emergency.html



2.  Which of these appears to be a valid software program?

	a)  ftp://ftp.microsoft.com/software/patches/fixit.exe

	b)  ftp://ftp.hackers.com/do/you/feel/lucky/trustme.exe

	c)  ftp://212.234.45.1/bin/JDE/livid.exe



3.  Which of the following is the U.S. White House’s official website?

	a)  http://www.whitehouse.gov

	b)  http://www.whitehouse.com

	c)  http://www.whitehouse.us
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Source Reliability and Credibility Resources for the Students

Lesson 1 – Evaluation of Sources and Information 



Types of Sources



The University of California – Irvine (UCI) Library chart of Research and Information for the Different Disciplines  

www.lib.uci.edu/how/tutorials/LibraryWorkshop/info_15.html





Verification of Information



Snopes

www.snopes.com



Quackwatch

www.quackwatch.org



Millersmiles

www.millersmiles.co.uk





Lesson 2 – Evaluation of Websites and Content 



Resources for Evaluating Websites and Content



10 C’s for Evaluating Internet Resources 

http://lgdata.s3-website-us-east-1.amazonaws.com/docs/547/31205/tenCs.pdf



Evaluating Web Pages: Techniques to Apply and Questions to Ask is available at http://www.lib.berkeley.edu/TeachingLib/Guides/Internet/Evaluate.html and the accompanying checklists are available at http://www.lib.berkeley.edu/TeachingLib/Guides/Internet/EvalWorksheet.pdf and http://www.lib.berkeley.edu/TeachingLib/Guides/Internet/EvalForm_General.pdf and http://www.lib.berkeley.edu/TeachingLib/Guides/Internet/evaluation_checklist_2009_spring.rtf



ICYouSee, T is for Thinking: A Guide to Critical Thinking  www.ithacalibrary.com/sp/subjects/guide.php?subject=thinking



Evaluating Information Found on the Internet 

http://guides.library.jhu.edu/content.php?pid=198142&sid=1657518



Evaluating Web Content 

http://libguides.nps.edu/content.php?pid=205994&sid=1727368



Evaluating Web Pages 

www.sc.edu/beaufort/library/pages/bones/lesson5.shtml



Evaluating Internet Research Sources (CARS checklist)

www.virtualsalt.com/evalu8it.htm

Highly recommended



C.A.R.S. Checklist for Evaluating Internet Sources  http://www.andyspinks.com/researchhelp/web/CARS.pdf



A Guide to Evaluating Resources  www.cornellcollege.edu/politics/courses/allin/Misc/guide%20to%20evaluating%20resources.pdf





Videos



Evaluating Web Sites 

www.umuc.edu/library/libhow/websiteevaluation_tutorial.cfm



How to Evaluate Information on the Web 

www.youtube.com/watch?v=T4nmiJLhB5c



Determining Website Credibility 

 www.youtube.com/watch?v=dKVL1ehDQB0&feature=related

Highly recommended



Evaluating Web Sites Tutorial 

www.youtube.com/watch?v=J_qR5lpnXBE&feature=related

Highly recommended





Criteria for Evaluating Websites and Content



WHOis

www.whois.net

 

Fagan Finder

www.faganfinder.com



DomainIt

www.domainit.com/domains/country-domains.mhtml



[bookmark: _GoBack]DomainRegister

www.domainregister.com/comorg.html














Exercise

Lesson 2 – Evaluation of Websites and Content 



1.  Which one of these web pages would you view for a study of Seattle, Washington?

a)  http://www.ci.seattle.wa.us 

b)  http://seattleuniversity.edu/~dudes/party/seattle_emergency.html



2.  Which of these appears to be a valid software program?

	a)  ftp://ftp.microsoft.com/software/patches/fixit.exe

	b)  ftp://ftp.hackers.com/do/you/feel/lucky/trustme.exe

	c)  ftp://212.234.45.1/bin/JDE/livid.exe



3.  Which of the following is the U.S. White House’s official website?

	a)  http://www.whitehouse.gov

	b)  http://www.whitehouse.com

	c)  http://www.whitehouse.us
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Introduction to 
Open Source Intelligence
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1.  Foundation and core competency skills necessary for Open Source Intelligence


2.  Raise searching capability level
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Course Objective
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Topics

Lesson 1 - Open Source Definitions and History 

Lesson 2 - Open Source Issues

Lesson 3 - Forms of Open Source Information

Lesson 4 - Just How Much is Out There?

Lesson 5 – Who’s Using Open Source Information?  

Lesson 6 - Intelligence Process

Analytical Standards

Lesson 7 - Ethics

Ethical Issues
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Objective





Provide an overview of Open Source Intelligence (OSINT)







6/28/2012

4













Open Source Intelligence is the source of first resort for all of the intelligence disciplines and is the precursor for clandestine and technical collection. More information about the disciplines will be provided. 

4



Lesson 1
Open Source Definitions and History 
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Open Source and Publicly Available Information

“Open Source Information: Publicly available information that anyone can lawfully obtain by request, purchase, or observation.”



Source: ICD 301



“Open source is any person or group that provides information without the expectation of privacy––the information, the relationship, or both is not protected against public disclosure.”



Source: Intelligence. Army Field Manual 2.0. March 2010.1-3.



“Publicly available information is data, facts, instructions, or other material published or broadcast for general public consumption; available on request to a member of the general public; lawfully seen or heard by any casual observer; or made available at a meeting open to the general public.”



Source: Intelligence. Army Field Manual 2.0. March 2010

6/28/2012
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We’ll start with the definition of Open Source. 
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Intelligence 

“Intelligence is the product resulting from the collection, processing, integration, evaluation, analysis, and interpretation of available information concerning foreign nations, hostile or potentially hostile forces or elements, or areas of actual or potential operations. The term is also applied to the activity that results in the product and to the organizations engaged in such activity.” 

6/28/2012
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Source: Intelligence. Army Field Manual 2.0. March 2010

LESSON 1



Foreign 
Nations

Operations

Hostile 
Forces

Intelligence

Analysis

Evaluation

Integration

Processing

Interpretation

Collection
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Open Source Intelligence

“Open-source intelligence is the discipline that pertains to intelligence produced from publicly available information that is collected, exploited, and disseminated in a timely manner to an appropriate audience for the purpose of addressing a specific intelligence requirement. Open-source intelligence (OSINT) is derived from the systematic collection, processing, and analysis of publicly available, relevant information in response to intelligence requirements.”



Source: Intelligence. Army Field Manual 2.0. March 2010. 11-1.

6/28/2012
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LESSON 1

“Open Source Intelligence (OSINT) is intelligence that is produced from publicly available information and is collected, exploited, and disseminated in a timely manner to an appropriate audience for the purpose of addressing a specific intelligence requirement.”



Source: National Defense Authorization Act for Fiscal Year 2006. Public Law 109-163.

Source: ICD 301
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Competitive Intelligence 

“CI is a necessary, ethical business discipline for decision making based on understanding the competitive environment.”

Strategic and Competitive Intelligence Professionals (SCIP)



“A broad definition of competitive intelligence is the action of defining, gathering, analyzing, and distributing intelligence about products, customers, competitors and any aspect of the environment needed to support executives and managers in making strategic decisions for an organization.”

Wikipedia
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CI













Open Source Intelligence is not the same as Competitive Intelligence. The Instructor will provide the key points of the definition of CI and review the differences between OSINT and CI.
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History

The 9/11 Commission Report (2004) recommended:

Establishment of a National Intelligence Director

Establishment of an Open Source Agency 


Creation of the DNI Open Source Center (Nov. 2005)

Advance the Intelligence Community’s exploitation of openly available information to include: Internet, databases, press, radio, television, video,  geospatial data, photos, commercial imagery



Includes collection, analysis and research, training and information technology management to facilitate government-wide access and use… 



Built on established expertise of the CIA’s Foreign Broadcast Information Service (FBIS), which provided a broad range of highly valued products and services since 1941

LESSON 1
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Source: ODNI Announces Establishment of Ope

n Source Center, November 8, 2005. 
Available at www.dni.gov/press_releases/20051108_release.htm 













2008 OSINT established as an INT. Provide definition of exploitation.
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Intelligence Community

“A federation of Executive Branch agencies and organizations 
that work separately and together to conduct intelligence 
activities necessary for the conduct of foreign relations and the protection of U.S. national security. These organizations are (in alphabetical order)…”

LESSON 1

Air Force Intelligence

Army Intelligence

Central Intelligence Agency

Coast Guard

Defense Intelligence Agency

Department of Defense

Department of Energy

Department of Justice

Department of Homeland Security

Department of State

Department of the Treasury

Office of the Director of National Intelligence

Drug Enforcement Administration

Federal Bureau of Investigation

Marine Corps Intelligence

National Geospatial-
Intelligence Agency

National Reconnaissance Office

National Security Agency

Navy Intelligence

Source: U.S. Office of the Director of Intelligence. 
U.S. National Intelligence: An Overview 2011. January 2012. 
Available at www.hsdl.org/?view&did=697740 
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This is the organization chart of the ODNI.
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Intelligence Disciplines

All-source intelligence

Counterintelligence (CI)

Human intelligence (HUMINT)

Geospatial intelligence (GEOINT)

Measurement and signature intelligence (MASINT)

Open Source Intelligence (OSINT)

Signals intelligence (SIGINT)

Technical intelligence (TECHINT)

Source: Intelligence. Army Field Manual 2.0. March 2010
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Image from: http://www.dami.army.pentagon.mil/

The Instructor will provide the definitions which are also in the Glossary.
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Intelligence

Characteristics of 
Effective Intelligence

Attributes of

Good Intelligence

Accurate

Timely

Usable

Complete

Precise

Reliable

Relevant

Predictive

Tailored

Objectivity

Relevance

Accuracy 

Precision 

Completeness

Usability 

Availability 

Anticipation
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Source: Intelligence. Army Field Manual 2.0. March 2010

Source: Joint and National Intelligence Support to Military Operations. Joint Publication 2-01. January 5, 2012.















Characteristics

Usable - format that is easily understood or displayed

Tailored - in a specific format that is clear and concise for the recipients so they can understand, believe it, and act on it. It should support and satisfy the commander’s priorities



Attributes

Accuracy – Is the level of confidence clearly stated?

Precision – Does it have the required level of detail?

Usability – Is it in a format that the end user can understand and assimilate?

Availability – Accessible, including appropriate security classification

Anticipation – Does it anticipate the intelligence needs of the commander and staff?
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Lesson 2
Open Source
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Open Source Fundamentals

Integral to intelligence operations

Forms the basis of intelligence operations and products

Supports intelligence, surveillance, and reconnaissance efforts

Provides foundational information that enhances collection 
and production

OSINT ensures decision makers that 
they have the benefit of all available 
information

Open sources broadcast, publish, or 
distribute unclassified information 
for public use  

OSINT uses collection means or techniques for gathering 
publicly available information from these sources that 
are not intrusive

LESSON 2
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Open Source Characteristics



Provides the Foundation

Answers Requirements

Enhances Collection

Enhances Production







LESSON 2
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Open Source Considerations
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Main Compliance Agencies



Office of the Director of National Intelligence

Office of General Counsel



Intelligence Community Legal Reference Book (contains most of these laws and policies)



The Freedom of Information Act

full or partial disclosure of government information that is not held confidential

defines agency records subject to disclosure 

outlines mandatory disclosure procedures



The Privacy Act of 1974

governs the collection, maintenance, use, and dissemination of information about individuals  - maintained in systems of records by federal agencies















The 2 main agencies responsible for compliance.  The IC Legal Reference Book has most of the executive orders and laws concerning this and these are listed on the handout.
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In addition to compliance with the applicable laws and Executive Orders, the following must be ensured: 



Civil liberties and the privacy of U.S. citizens and lawful U.S. residents



Confidentiality of sources and identities of intelligence community personnel and the protection of privileged information



Appropriate conduct of intelligence community personnel and activities



Limitations

Compliance laws and policies, Department of Defense Directives, and other regulations may govern contact with and collection of information from open sources

















The 2 main agencies responsible for compliance.  The IC Legal Reference Book has most of the executive orders and laws concerning this and these are listed on the handout.
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Compliance

Operations Security (OPSEC) is a process and methodology



“As a process it identifies critical information to determine if friendly actions can be observed by adversary intelligence systems



Determines if information obtained by adversaries could be interpreted to be useful to them, and 



Executes selected measures that eliminate or reduce adversary exploitation of friendly critical information.

 

As a methodology it denies critical information to an adversary. Unlike security programs that seek to protect classified information, OPSEC measures identify, control, and protect generally unclassified evidence that is associated with sensitive operations and activities.”



(Source: Joint Publications JP 3-13.3, Operations Security, (http://www.bits.de/NRANEU/others/jp-doctrine/jp3_13_3(06).pdf)
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Compliance

Deception and Bias

“It is important to know the background of open sources and the purpose of public information in order to distinguish objective, factual information from information that lacks merit, contains bias, or is part of an effort to deceive the reader.”



Intellectual Property

Patents

Trademarks

Copyright



Source: FMI 2-22.9. 2-10

LESSON 2
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™

©













Copyright basics by the CCC is available at http://www.youtube.com/watch?v=Uiq42O6rhW4&feature=related
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Open Source Advantages
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Rapid Response

Easier to Share

More Timely & Current

More Sources to Cover

Less Risk
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Open Source Advantages

“Open sources are not a substitute for classified capabilities, but they can provide a valuable foundation and context for rapid orientation of the analyst and the consumer and for 
the establishment of collection requirements which take full advantage of the unique access provided by classified sources.”



Source: Joint Publication 3-07.2. Antiterrorism. April 14, 2006. 
Available at www.scribd.com/doc/33335010/JCS-Antiterrorism-06 

6/28/2012
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Classified Sources



Open Source
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Open Source Disadvantages

Volume

Reliability unknown

Not everything is out there in the open….

6/28/2012
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Lesson 3
Forms of Open Source Information
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Traditional Media,
Commercial Content

Traditional Media

Commercial Content

Print (increasingly available in electronic format)

Television

Radio

Many Internet Sites 
(companies, services, products) 

Fee-based services and products

Commercial research services

Academia

6/28/2012
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Grey Literature (Gray Literature, Greylit, Hidden or Invisible or Deep Web)

Examples:

Produced by:

Technical reports

Conference papers

Dissertations

Working papers

Technical manuals

Author’s sponsor or employer

Educational researchers

Government organizations

Individuals

Research laboratories/facilities

Educational institutions

6/28/2012
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Simply, Grey Literature is generally not available through normal channels or systems of publication or distribution.
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Government Agencies, 
Corporations

Maps

Directories

Demographic data

Economic data

Facility data

Organizational capabilities

Data which is often not designed for public distribution but is available for the asking such as:

Annual Reports

Facilities

Maps

Research

Product fact sheets

6/28/2012
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Government Agencies

Corporations
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Individuals,
Internet

Pamphlets

Posters

Graffiti

Public Meetings

Speeches

Publications 
– print, electronic

Static HTML WWW pages

Dynamic WWW pages and databases – the “deep web”

Online communities

Chat

Podcasts

Video

6/28/2012
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Individuals

Internet



























There is disagreement in the Intelligence community about whether interviews is an OSINT or HUMINT function. Image:

http://www.google.com/imgres?um=1&hl=en&biw=1333&bih=740&tbm=isch&tbnid=3dXh6x4BnpG9rM:&imgrefurl=http://famiousworld.blogspot.com/2011/11/famous-posters.html&docid=br7GQnHTO8_j4M&imgurl=http://1.bp.blogspot.com/-AnUBypVdI_U/Ts9SzP9urTI/AAAAAAAAGEc/uu22DpLppx0/s320/famous-poster126963990849916.jpeg&w=242&h=313&ei=D2OtT6W9HYWG8QSz6uXqDA&zoom=1&iact=rc&dur=333&sig=101916902042811320304&page=1&tbnh=168&tbnw=136&start=0&ndsp=24&ved=1t:429,r:1,s:0,i:114&tx=73&ty=77
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Lesson 4
Just How Much is Out There?
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As of Dec 2010

Just How Much Is Out There?



As of December 2010:

255 million web sites

21.4 million web sites were added in 2010

88.8 million .COM domain names

13.2 million .NET domain names

8.6 million .ORG domain names

152 million blogs on the Internet



Source: Pingdom. Internet 2010 in Numbers. January 12, 2011. 
http://royal.pingdom.com/2011/01/12/internet-2010-in-numbers/ 

As of January 12, 2009:

URL’s in Google’s index ≈ 1 trillion

Google searches ≈ 2 billion daily

133 million blogs indexed by Technorati (since 2002)

Blog posts in a 24 hour period ≈ 900,000 (average number)

Source: Adam Singer, 49 Amazing Social Media, Web 2.0 and Internet Stats. January 12, 2009. 
http://thefuturebuzz.com/2009/01/12/social-media-web-20-internet-numbers-stats/ 
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As of Dec 2010







Facebook: 30 billion 

pieces of content 

(link, notes, photos, etc.) shared

> 20 million video 

> 3 billion photo 

per month



Facebook: 200 million active users

35 different languages 

700 million photos 
added/month

As of Jan 2009

Twitter: 3 million Tweets/day

As of Mar 2008

Twitter: 1.1 billion Tweets to date



YouTube: 35 hours of video uploaded/minute

Just How Much Is Out There?

Flickr: >5 billion photos 

> 3,000 photos are uploaded/minute 

    = 130 million photos uploaded/month

YouTube: 70 million videos

200,000 video publishers



Source: Pingdom. Internet 2010 in Numbers. January 12, 2011. Available online at http://royal.pingdom.com/2011/01/12/internet-2010-in-numbers/

Source: Adam Singer, 49 Amazing Social Media, Web 2.0 and Internet Stats. January 12, 2009. http://thefuturebuzz.com/2009/01/12/social-media-web-20-internet-numbers-stats/   
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36 billion photos uploaded to Facebook per year, based on this current rate
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Lesson 5
Who’s Using Open Source Information?
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Open Source Customers/Users

6/28/2012
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General Public: 
educators, students, companies, foundations, shoppers, travelers, 
teens, analysts

Military

Intelligence Community

Government: local, state, regional, national

Law Enforcement

Criminals

Emergency response and planning

International

LESSON 5













Criminals – terrorists, other non-state actors

International (includes all of these)
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Who’s Using Open Source Information?

“Public Source: Using this public source openly and without resorting to illegal means, it is possible to gather at least 80% of information about the enemy. The percentage varies depending on the government’s policy on freedom of the press and publication.”



Source: Al Qaeda Training Manual Seized in Manchester, England, December 2001

6/28/2012
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 enemy info gathered ≥ 80%

jokes

opinions

comments

enemy
broadcasts

newspapers

periodicals

magazines

official publications













“It is possible to gather information through newspapers, magazines, books, periodicals, official publications, and enemy broadcasts. Attention should also be given to the opinion, comments, and jokes of common people.”



“90% of intelligence comes from Open Sources . . .”—LTGEN Samuel V. Wilson, Former Director of the US Defense Intelligence Agency

(DIA)
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Who’s Using Open Source Information?

“…terrorists exploit the Internet 

for intelligence – gathering and 

targeting. 



Today, anyone can go on the Internet and collect information against key infrastructure and sensitive components. 



Terrorists use these sites to conduct reconnaissance on potential targets without ever having to put feet on the ground to conduct surveillance. 

6/28/2012
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Source: House Permanent Select Committee on Intelligence. 
Al Qaeda: The Many Faces of an Islamist Extremist Threat. June 2006.













During raids in Afghanistan, U.S. forces came across computers in the homes of known terrorists that held information on important U.S. financial sector and government buildings in Washington, D.C.
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Who’s Using Open Source Information?

Point   -   The Enemy is Exploiting too! 

Jihad Media Battalion 
released a 28-page manual 
detailing how to use Google 
effectively to search for 
information.
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Image: http://www.wpclipart.com/signs_symbol/targets/crosshair/crosshairs_light_bevel.png.html
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Lesson 6
Intelligence Process
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Intelligence Process



LESSON 6
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The Intelligence Process or Intelligence Cycle “is the process of developing raw information into finished intelligence for use by policymakers, military commanders, and other consumers in decision making.” 

The process is continuous and never-ending. 

The sixth step, Evaluation and Feedback is conducted for each of the other five steps and for the process, as a whole. 

This image is based on The Intelligence Process in the Joint Publication 2-01, Joint and National Intelligence Support to Military Operations, January 5, 2012.

40





Intelligence Process

Planning and Direction

Identify needs and criteria



Collection

Gathering of the raw data and 
information from various sources



Processing and Exploitation

Evaluating the information’s validity and reliability

Collation

Data is correlated and converted into a usable and understandable format

LESSON 6
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Planning & Direction

Collection

Processing & Exploitation

Analysis & Production

Dissemination

Evaluation & Feedback

Storage & Retention













There are variations of the intelligence cycle but most contain the following steps.
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Intelligence Process 

Analysis and Production

Transform the retrieved data and information through integration, evaluation, analysis, and interpretation into a useful and meaningful product, e.g., intelligence

Establish relationships



Dissemination

Final product, that is readily accessible, is sent to the appropriate people



Evaluation and Feedback

Obtain feedback on the process performed and the products



Storage and Retention





The information requirements are determined by the organization, including specific mechanisms for each step.
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Analytic Standards
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U.S. Office of the Director of National  Security, Intelligence Community Analytic Standards (ICD 203) IC Analytic Standards



Objectivity



Independent of Political Considerations



Timeliness



Based on all Available Sources of Intelligence
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IC Analytic Standards 

Exhibits Proper Standards of Analytic Tradecraft, specifically:

Properly describes quality and reliability of underlying sources

Properly caveats and expresses uncertainties or confidence in analytic judgments

Properly distinguishes between underlying intelligence and analysts’ assumptions and judgments

Incorporates alternative analysis where appropriate

Demonstrates relevance to U.S. national security

Uses logical argumentation

Exhibits consistency of analysis over time, or highlights 
changes and explains rationale

Makes accurate judgments and assessments
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Lesson 7
Ethics
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Ethical Issues
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Information. 
Intellectual property
 i.e., trademarks, copyrights, patents

Not everyone 
has equal access 
to data

Your organization should have a 
data quality 
policy

Balance between right to privacy 
and right 
to know

Privacy

Accuracy

Property

Accessibility

LESSON 7













Accuracy. Your organization’s data quality policy should include: who is responsible for the accuracy of data; what level of accuracy is sought; nature and reliability of the analytical methods you use; integrity of the systems that contain your data; who is responsible for data quality problems

Property. Information is property. Examples of Intellectual Property are: trademarks, copyrights, patents
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Ethics

“Do not gather information safeguarded as proprietary or confidential.”

6/28/2012
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Source: Strategic and Competitive Intelligence Professionals. 
Competitive Intelligence Magazine. Volume 11, Number 2, 
March-April 2008.  Available at www.scip.org/Publications/CIMagIssueDetail.cfm?ItemNumber=2595 

LESSON 7

“Do not misrepresent yourself.”
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Topics
Lesson 1 ‐ Open Source Definitions and History 


Lesson 2 ‐ Open Source Issues


Lesson 3 ‐ Forms of Open Source Information


Lesson 4 ‐ Just How Much is Out There?


Lesson 5 – Who’s Using Open Source Information?  


Lesson 6 ‐ Intelligence Process


 Analytical Standards


Lesson 7 ‐ Ethics


 Ethical Issues
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Objective


Provide an overview of Open Source Provide an overview of Open Source 
Intelligence (OSINT)


6/28/2012 4
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Open Source and Publicly 
Available Information


“Open Source Information: Publicly available 
information that anyone can lawfully obtain by 
request, purchase, or observation.”


Source: ICD 301


“Open source is any person or group that provides Open source is any person or group that provides 
information without the expectation of privacy––
the information, the relationship, or both is not 
protected against public disclosure.”


Source: Intelligence. Army Field Manual 2.0. March 2010.1‐3.


“Publicly available information is data, facts, 
instructions, or other material published or broadcast 
for general public consumption; available on request to 
a member of the general public; lawfully seen or heard 
by any casual observer; or made available at a meeting 
open to the general public.”


Source: Intelligence. Army Field Manual 2.0. March 2010
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Intelligence 
“Intelligence is the product resulting from the collection, processing, 
integration, evaluation, analysis, and interpretation of available 
information concerning foreign nations, hostile or potentially hostile 
forces or elements, or areas of actual or potential operations. The term 
is also applied to the activity that results in the product and to the 
organizations engaged in such activity” organizations engaged in such activity.  


6/28/2012 7


Source: Intelligence. Army Field Manual 2.0. March 2010
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Intelligence


Analysis


Evaluation


IntegrationProcessing


Interpretation


Collection


Open Source Intelligence
“Open Source Intelligence (OSINT) is intelligence that is produced from 
publicly available information and is collected, exploited, and disseminated in a 
timely manner to an appropriate audience for the purpose of addressing a 
specific intelligence requirement.”


Source: National Defense Authorization Act for Fiscal Year 2006. Public Law 109‐163.


Source: ICD 301


“Open‐source intelligence is the discipline that pertains 
to intelligence produced from publicly available 
information that is collected, exploited, and disseminated 
in a timely manner to an appropriate audience for the 
purpose of addressing a specific intelligence requirement. 
Open‐source intelligence (OSINT) is derived from the 
systematic collection, processing, and analysis of publicly 
available, relevant information in response to intelligence 
requirements.”


Source: Intelligence. Army Field Manual 2.0. March 2010. 11‐1.
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Competitive Intelligence 
“CI is a necessary, ethical business discipline for decision 
making based on understanding the competitive 
environment.”


Strategic and Competitive Intelligence Professionals (SCIP)


“A broad definition of competitive A broad definition of competitive 
intelligence is the action of 
defining, gathering, analyzing, and 
distributing intelligence about 
products, customers, competitors 
and any aspect of the environment 
needed to support executives and 
managers in making strategic 
decisions for an organization.”


Wikipedia
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History
The 9/11 Commission Report (2004) recommended:
 Establishment of a National Intelligence Director
 Establishment of an Open Source Agency 


Creation of the DNI Open Source Center (Nov. 2005)
 Advance the Intelligence Community’s exploitation of 
openly available information to include: Internet, 
databases, press, radio, television, video,  geospatial data, p g p
photos, commercial imagery


 Includes collection, analysis and research, training and 
information technology management to facilitate 
government‐wide access and use… 


 Built on established expertise of the CIA’s Foreign 
Broadcast Information Service (FBIS), which provided a 
broad range of highly valued products and services since 
1941 LE


SS
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Source: ODNI Announces Establishment of Ope
n Source Center, November 8, 2005. 


Available at www.dni.gov/press_releases/20051108_release.htm


Intelligence Community
“A federation of Executive Branch agencies and organizations 
that work separately and together to conduct intelligence 
activities necessary for the conduct of foreign relations and the protection 
of U.S. national security. These organizations are (in alphabetical order)…”


• Air Force Intelligence
• Army Intelligence
• Central Intelligence Agency


• Office of the Director of 
National Intelligence


• Drug Enforcement 
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Central Intelligence Agency
• Coast Guard
• Defense Intelligence Agency
• Department of Defense
• Department of Energy
• Department of Justice
• Department of Homeland Security
• Department of State
• Department of the Treasury


Drug Enforcement 
Administration


• Federal Bureau of Investigation
• Marine Corps Intelligence
• National Geospatial‐


Intelligence Agency
• National Reconnaissance Office
• National Security Agency
• Navy Intelligence


Source: U.S. Office of the Director of Intelligence. 
U.S. National Intelligence: An Overview 2011. January 2012. 


Available at www.hsdl.org/?view&did=697740
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Intelligence Disciplines
 All‐source intelligence


 Counterintelligence (CI)


 Human intelligence (HUMINT)


 Geospatial intelligence (GEOINT)p g ( )


 Measurement and signature intelligence 
(MASINT)


 Open Source Intelligence (OSINT)


 Signals intelligence (SIGINT)


 Technical intelligence (TECHINT)
Source: Intelligence. Army Field Manual 2.0. March 2010
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Intelligence
Characteristics of 
Effective Intelligence


Attributes of


Good Intelligence


 Accurate


 Timely


U bl


 Objectivity


 Relevance


A   Usable


 Complete


 Precise


 Reliable


 Relevant


 Predictive


 Tailored


 Accuracy 


 Precision 


 Completeness


 Usability 


 Availability 


 Anticipation


6/28/2012 14
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Source: Intelligence. Army Field 
Manual 2.0. March 2010


Source: Joint and National Intelligence Support to Military 
Operations. Joint Publication 2‐01. January 5, 2012.


6/28/2012 15







8/24/2012


6


Open Source Fundamentals
 Integral to intelligence operations
 Forms the basis of intelligence operations and products
 Supports intelligence, surveillance, and reconnaissance efforts
 Provides foundational information that enhances collection 


and productionand production
 OSINT ensures decision makers that 


they have the benefit of all available 
information


 Open sources broadcast, publish, or 
distribute unclassified information 
for public use  


 OSINT uses collection means or techniques for gathering 
publicly available information from these sources that 
are not intrusive LE


SS
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Open Source Characteristics


 Provides the Foundation


 Answers Requirements


 Enhances Collection


 Enhances Production
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Compliance
Main Compliance Agencies


 Office of the Director of National Intelligence


 Office of General Counsel


Intelligence Community Legal Reference Book (contains most of these 
laws and policies)


Th  F d   f I f ti  A t
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• The Freedom of Information Act


• full or partial disclosure of government information that is not held 
confidential


• defines agency records subject to disclosure 


• outlines mandatory disclosure procedures


• The Privacy Act of 1974


• governs the collection, maintenance, use, and dissemination of 
information about individuals  ‐ maintained in systems of records by 
federal agencies


Compliance


In addition to compliance with the applicable laws and Executive 
Orders, the following must be ensured: 


• Civil liberties and the privacy of U.S. citizens and lawful U.S. 
residents


• Confidentiality of sources and identities of intelligence community 
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personnel and the protection of privileged information


• Appropriate conduct of intelligence community personnel and 
activities


Limitations


 Compliance laws and policies, Department of Defense Directives, 
and other regulations may govern contact with and collection of 
information from open sources


Compliance
 Operations Security (OPSEC) is a process and 


methodology


 “As a process it identifies critical information to determine if friendly 
actions can be observed by adversary intelligence systems


 Determines if information obtained by adversaries could be 
interpreted to be useful to them, and 


 Executes selected measures that eliminate or reduce adversary 
exploitation of friendly critical information.


 As a methodology it denies critical information to an adversary. 
Unlike security programs that seek to protect classified information, 
OPSEC measures identify, control, and protect generally unclassified 
evidence that is associated with sensitive operations and activities.”


(Source: Joint Publications JP 3‐13.3, Operations Security, 
(http://www.bits.de/NRANEU/others/jp‐doctrine/jp3_13_3(06).pdf)
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Compliance
Deception and Bias
 “It is important to know the 


background of open sources and the 
purpose of public information in order 
to distinguish objective, factual 
i f ti  f  i f ti  th t information from information that 
lacks merit, contains bias, or is part of 
an effort to deceive the reader.”


Intellectual Property
 Patents
 Trademarks
 Copyright


Source: FMI 2‐22.9. 2‐10
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Open Source Advantages
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Rapid Response
Easier to Share


More Timely & Current
More Sources to Cover


Less Risk


Open Source Advantages
“Open sources are not a substitute for 
classified capabilities, but they can 
provide a valuable foundation and 
context for rapid orientation of the 


Classified 
Sources


context for rapid orientation of the 
analyst and the consumer and for 
the establishment of collection 
requirements which take full 
advantage of the unique access 
provided by classified sources.”


Source: Joint Publication 3‐07.2. Antiterrorism. April 14, 2006. 
Available at www.scribd.com/doc/33335010/JCS‐Antiterrorism‐06
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Open 
Source
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Open Source Disadvantages


Volume


Reliability unknownReliability unknown


Not everything is out 
there in the open….
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Traditional Media,
Commercial Content


Traditional Media Commercial ContentTraditional Media Commercial Content


 Print (increasingly 
available in 
electronic format)


 Television


 Radio


 Many Internet Sites 
(companies, services, products) 


 Fee‐based services and products


 Commercial research services


 Academia
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Grey Literature (Gray Literature, 
Greylit, Hidden or Invisible or Deep Web)


Simply, Grey Literature is generally not available 
through normal channels or systems of 
publication or distribution.


Examples: Produced by:


 Technical reports


 Conference papers


 Dissertations


 Working papers


 Technical manuals


 Author’s sponsor or employer


 Educational researchers


 Government organizations


 Individuals


 Research laboratories/facilities


 Educational institutions
6/28/2012 28
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Government Agencies, 
Corporations


Government Agencies Corporations


 Maps


 Directories


 Demographic data


 Economic data


 Facility data


 Organizational capabilities


Data which is often not designed for 
public distribution but is available 
for the asking such as:


 Annual Reports


 Facilities


 Maps


 Research


 Product fact sheets
6/28/2012 29
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Individuals,
Internet


Individuals Internet


 Pamphlets


 Posters


 Graffiti


 Public Meetings


 Speeches


 Publications 
– print, electronic


 Static HTML WWW pages


 Dynamic WWW pages and 
databases – the “deep web”


 Online communities


 Chat


 Podcasts


 Video
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Just How Much Is Out There?


As of December 2010:


 255 million web sites
 21.4 million web sites were added in 2010
 88.8 million .COM domain names
 13.2 million .NET domain names
 8.6 million .ORG domain names
 152 million blogs on the Internet
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Source: Pingdom. Internet 2010 in Numbers. January 12, 2011. 
http://royal.pingdom.com/2011/01/12/internet‐2010‐in‐numbers/


As of January 12, 2009:
 URL’s in Google’s index ≈ 1 trillion
 Google searches ≈ 2 billion daily
 133 million blogs indexed by Technorati (since 2002)
 Blog posts in a 24 hour period ≈ 900,000 (average number)


Source: Adam Singer, 49 Amazing Social Media, Web 2.0 and Internet Stats. January 12, 2009. 
http://thefuturebuzz.com/2009/01/12/social‐media‐web‐20‐internet‐numbers‐stats/ LE
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Facebook: 30 billion 
pieces of content 


(link, notes, photos, etc.) 
shared


> 20 million video 
> 3 billion photo 


per month


YouTube: 35 
hours of video 
uploaded/minute


Just How Much Is Out There?
Flickr: >5 billion photos 
> 3,000 photos are 
uploaded/minute 
= 130 million photos 
uploaded/month
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Facebook: 200 million active users
35 different languages 
700 million photos 
added/month
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Twitter: 3 million Tweets/day


A
s 
o
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M
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Twitter: 1.1 billion 
Tweets to date


YouTube: 70 million videos
200,000 video publishers


Source: Pingdom. Internet 2010 in Numbers. January 12, 2011. Available online at http://royal.pingdom.com/2011/01/12/internet‐2010‐in‐numbers/
Source: Adam Singer, 49 Amazing Social Media, Web 2.0 and Internet Stats. January 12, 2009. http://thefuturebuzz.com/2009/01/12/social‐media‐web‐20‐internet‐numbers‐stats/
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Open Source Customers/Users


General Public: 
educators, students, 


companies foundations


Intelligence 
Community International


6/28/2012 35


companies, foundations, 
shoppers, travelers, 
teens, analysts


Military


Government: 
local, state, 


regional, national


Law 
Enforcement


Criminals


Emergency 
response and 
planning


LE
SS
O
N
 5


b k


Who’s Using Open Source 
Information?


“Public Source: Using this public 
source openly and without 
resorting to illegal means, it is 
possible to gather at least 80% 


enemy
broadcasts


newspapers


periodicals


magazines
official 


publications


books
p g
of information about the 
enemy. The percentage varies 
depending on the government’s 
policy on freedom of the press 
and publication.”


Source: Al Qaeda Training Manual Seized in Manchester, England, 
December 2001
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enemy info 
gathered ≥ 80%


jokes


opinions


comments
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Who’s Using Open Source 
Information?
• “…terrorists exploit the Internet 


for intelligence – gathering and 


targeting. 


• Today  anyone can go on the Internet and collect • Today, anyone can go on the Internet and collect 
information against key infrastructure and 
sensitive components. 


• Terrorists use these sites to conduct reconnaissance 
on potential targets without ever having to put 
feet on the ground to conduct surveillance. 


6/28/2012 37
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Source: House Permanent Select Committee on Intelligence. 
Al Qaeda: The Many Faces of an Islamist Extremist Threat. June 2006.


Who’s Using Open Source 
Information?


Point   ‐ The Enemy is 
Exploiting too! 
Jihad Media Battalion 
released a 28‐page manual 
detailing how to use Google 
effectively to search for 
information.
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Intelligence Process


LE
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Intelligence Process
Planning and Direction


 Identify needs and criteria


Collection


 Gathering of the raw data and 


Planning & Direction


Collection


Processing & Exploitation


Analysis & Production


Dissemination


Evaluation & Feedbackg
information from various sources


Processing and Exploitation


 Evaluating the information’s validity and reliability


 Collation


 Data is correlated and converted into a usable and 
understandable format LE
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Evaluation & Feedback


Storage & Retention


Intelligence Process 
Analysis and Production
 Transform the retrieved data and information through 


integration, evaluation, analysis, and interpretation into a useful 
and meaningful product, e.g., intelligence


 Establish relationships


Dissemination
 Final product  that is readily accessible  is sent to the appropriate  Final product, that is readily accessible, is sent to the appropriate 


people


Evaluation and Feedback
 Obtain feedback on the process performed and the products


Storage and Retention


The information requirements are determined by the 
organization, including specific mechanisms for each step.
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U.S. Office of the Director of National  
Security, Intelligence Community Analytic 
Standards (ICD 203) IC Analytic Standards


 Objectivity


 Independent of Political Considerations


 Timeliness


 Based on all Available Sources of Intelligence
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IC Analytic Standards 
Exhibits Proper Standards of Analytic Tradecraft, specifically:


 Properly describes quality and reliability of underlying sources


 Properly caveats and expresses uncertainties or confidence in 
analytic judgments


P l  di i i h  b   d l i  i lli   d  Properly distinguishes between underlying intelligence and 
analysts’ assumptions and judgments


 Incorporates alternative analysis where appropriate


 Demonstrates relevance to U.S. national security


 Uses logical argumentation


 Exhibits consistency of analysis over time, or highlights 
changes and explains rationale


 Makes accurate judgments and assessments
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Ethical Issues
Your organization 


should have a 
data quality 


policy


Balance between 
right to privacy 
and right 
to know


Privacy Accuracy
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Information. 
Intellectual 


property
i.e., trademarks, 


copyrights, patents


Not everyone 
has equal access 
to data


Privacy Accuracy


PropertyAccessibility
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Ethics


“Do not gather information 


“Do not misrepresent yourself.”


Do not gather information 
safeguarded as proprietary 
or confidential.”


6/28/2012 48


Source: Strategic and Competitive Intelligence Professionals. 
Competitive Intelligence Magazine. Volume 11, Number 2, 
March‐April 2008.  Available at 
www.scip.org/Publications/CIMagIssueDetail.cfm?ItemNumber=2595 LE
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Introduction to Open Source Intelligence Resources Handout for the Students

Lesson 2 – Open Source 



Compliance



Laws and policies governing compliance for intelligence activities:

(Most of these laws and policies are in the Intelligence Community Legal Reference Book)



· Army Intelligence Oversight Guide

· Attorney General’s Guidelines for Domestic FBI Operations

· Central Intelligence Agency Act of 1949

· Classified Information Procedures Act

· The Constitution of the United States of America

· Counterintelligence Enhancement Act of 2002

· Criteria on Thresholds for Reporting Intelligence Oversight Matters

· Department of Defense Title 10 Authorities

· Detainee Treatment Act of 2005

· Executive Order 12139

· Executive Order 12333, amended by Executive Order 13470

· Executive Order 12949

· Executive Order 12951

· Executive Order 12958

· Executive Order 12968

· Executive Order 13354

· Executive Order 13355

· Executive Order 13388

· Executive Order 13462

· Executive Order 13467

· Executive Order 13491

· Executive Order 13492

· Executive Order 13493

· Federal Information Security Management Act

· Foreign Intelligence surveillance Act of 1978

· Freedom of Information Act

· Guidelines for Disclosure of Grand Jury and Electronic, Wire, and Oral Interception Information Identifying United States Persons

· Guidelines Regarding Disclosure to the Director of Central Intelligence and Homeland Security Officials of Foreign Intelligence Acquired in the Course of a Criminal Investigation

· Guidelines Regarding Prompt Handling of Reports of Possible Criminal Activity Involving Foreign Intelligence Sources

· Guidelines to Ensure that the Information Privacy and Other Legal Rights of Americans are Protected in the Development and Use of the Information Sharing Environment

· Homeland Security Act of 2002

· Implementing Recommendations of the 9/11 Commission Act of 2007

· Inspector General Act of 1978

· Intelligence Community and Government Websites

· Intelligence Reform and Terrorism Prevention Act of 2004

· Intelligence Sharing Procedures for Foreign Intelligence and Foreign Counterintelligence Investigations Conducted by the FBI

· Interception of Wire, Electronic, and Oral Communications

· Military Commissions Act of 2006

· MOU: Reporting of Information Concerning Federal Crimes

· National Imagery and Mapping Agency Act of 1996

· National Security Act of 1947

· National Security Agency Act of 1959

· Privacy Act

· Protect America Act of 2007

· Strengthening Information Sharing, Access, and Integration B Organizational, Management, and Policy Development Structures for Creating the Terrorism Information Sharing Environment

· USA Patriot Act of 2001

· USA Patriot Improvement and Reauthorization Act of 2005

· War Crimes Act of 1996



Copyright basics by the CCC

 http://www.youtube.com/watch?v=Uiq42O6rhW4&feature=related





Lesson 7 – Ethics 



Code of Ethics



Strategic and Competitive Intelligence Professionals (SCIP) Code of Ethics for CI Professionals

	

· To continually strive to increase the recognition and respect of the profession 

· To comply with all applicable laws, domestic and international 

· To accurately disclose all relevant information, including one's identity and organization, prior to all interviews 

· To avoid conflicts of interest in fulfilling one's duties 

· To provide honest and realistic recommendations and conclusions in the execution of one's duties 

· To promote this code of ethics within one's company, with third-party contractors and within the entire profession 

· To faithfully adhere to and abide by one's company policies, objectives and guidelines 



[bookmark: _GoBack]Association for Computing Machinery (ACM) Code of Ethics and Professional Conduct

· General Moral Imperatives

· Contribute to society and human well-being

· Avoid harm to others

· Be honest and trustworthy

· Be fair and take action not to discriminate

· Honor property rights including copyrights and patent

· Give proper credit for intellectual property

· Respect the privacy of others

· Honor confidentiality

· More Specific Professional Responsibilities

· Organizational Leadership Imperatives

· Compliance with the Code
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Topics
Lesson 1 – Role in Analysis


Lesson 2 – Cartography


 Maps, Map Projections, Scale, Coordinates


 Global Positional System (GPS)Global Positional System (GPS)
 Garmin, TomTom


 GIS


 Imagery (Remote Sensing/Aerial Photography)


 Demonstrations: Google Earth, MapQuest, Google 
Maps


Lesson 3 – Geospatial Resources and Tools


8/16/2012 2


Objective
 Describe and demonstrate maps, GIS, GPS, and 
imagery (remote sensing and photography)


 Describe and demonstrate the utility of these tools


8/16/2012 3
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Locational/Spatial Analytics
 Merges location‐based analytics with business information 


systems and analytical solutions


 Uses map‐based visualization to help convey complex ideas in 
a rich and descriptive form


 Creates new insights that support both strategic and 
operational decision making 


8/16/2012 5
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Locational/Spatial Analytics For 
Data Visualization


SUPPORTS


• Forecasting


d l


NEEDS


• Measurement


SHOWS


• Adjacency


R l ti hi• Trend Analysis


• Segmentation


• Distribution


• Metrics


• Numbers


• Relationships


• Trends


• Co‐occurrence


• Distance


• Location
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Role of Maps, GIS & Imagery in 
Analysis


 Location of event


 Quantity


 Change(s)


 Outcome of change(s)


 Relationship between event 
and location?


 Factors or variables?


 Patterns or trends?


 Available tools


8/16/2012 7


Role of Maps, GIS, & 
Imagery in Analysis‐ Examples


 Underground hazardous waste sites


 Monitoring wear and tear or damage of building 
infrastructure


 Targeting businesses and customersTargeting businesses and customers


 Locating shipwrecks, plane wrecks, main highways 
and bridges, illegal crops, drought stricken areas, 
climate change


 Planning for urban and rural land uses


 Locating archeological ruins, medical facilities


8/16/2012 8
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Role of Maps, GIS, & 
Imagery in Analysis ‐ Examples
 Foreclosures


 Buried cables


 Shoreline erosion


 Real time locations of airplanes, ships,p , p ,


trucks, cars


 Utility planning


 Disaster and Emergency Response


planning


 Emergency station planning, hospital planning, 
school planning


8/16/2012 9
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Cartography


 The Art and Science of 
Map Making


 Art/color/size/area/shape p
in presentation


 Science of mathematics 
and computers 
(scale, projections, GIS, imagery)


8/16/2012 11
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Map
 Visual representation, normally to scale and on a flat 
medium, of a selection of material or abstract features 
on, or in relation to, the surface of the Earth or a 
celestial body  celestial body  


 Graphical representation of earth


 Terrain features (lakes, mountains, swamps, forests)


 Cultural features (roads, buildings)


 Socio‐demographic features (age, race, education, 
disease)


8/16/2012 12


LE
SS
O
N
 2







8/24/2012


5


Map Projections
 Systematic arrangement of meridians 
and parallels portraying the curved surface 
of a celestial sphere or spheroid upon a plane


 Spherical properties affected:  Area (size)  shape   Spherical properties affected:  Area (size), shape, 
distance, and direction (SSDD)


 On the globe


 Parallels are parallel and spaced equally on meridians 


 Meridians and other arcs of great circles are straight 
lines (if looked at perpendicularly to the Earth's surface) 


8/16/2012 13
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Scale
 Scale indicates the relationship 
between a certain distance on a 
map or image and the distance 
on the ground on the ground 


 Three main methods to 
indicate scale:


 Word Statement


 Bar Graphic


 Representative Fraction


8/16/2012 14
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Word Statement 


Word statement 
or verbal 1 in = 20 mi
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1 in   20 mi


1 cm = 10 km


Examples:
One inch equals twenty miles
One centimeter equals ten kilometers
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Bar Graphic 
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Image: http://static.howstuffworks.com/gif/how‐to‐read‐topographic‐map‐3.jpg LE
SS
O
N
 2


Representative Fraction 


R.F. (Representative Fraction) / Natural)


Read as: 


 One to a million


 1:250,000


1:1,000,000  1:23,000


 1:3,417,217


 1/250,000 


 1


‐‐‐‐‐‐‐‐‐


250,000


8/16/2012 17


LE
SS
O
N
 2


NOTE:  One mile = 63,360 inches


Large and Small Scale Maps
Large Scale Maps


 Show greater detail but cover a smaller area


 Representative fraction is 1:50,000 or greater 
(   ) (e.g., 1:10,000) 


Small Scale Maps


 Show less detail but cover a larger area


 Representative fraction is 1/250,000 to 1/7,500,000 


8/16/2012 18
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“It’s all in the 
DETAILS!”
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Large and Small Scale Maps ‐
Examples


3 views of the same map at different scales
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Coordinates


 Latitude and longitude and declination and right ascension are systems of 
coordinates on the surface of a sphere or globe – Earth and celestial bodies, 
respectively.


 “A geographic coordinate system uses a three‐dimensional spherical surface to 
define locations on the earth. It includes an angular unit of measure, a 
primemeridian, and a datum (based on a spheroid). In a geographic 
coordinate system a point is referenced by its longitude and latitude values. 
Longitude and latitude are angles measured from the earth's center to a point 
on the earth's surface. The angles often are measured in degrees (or in grads).”


 Geographic coordinates are important because they are used to geocode 
features so that they can be mapped and entered into a geographic information 
system. Coordinates are also associated with other geographic data such as zip 
codes/postal codes or street addresses.
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Geographic Coordinate System


 Lines of latitude run parallel to the equator and divide the 
earth into 180 equal portions from north to south (or south 
to north). 


 The reference latitude is the equator and each hemisphere is 
divided into ninety equal portions, each representing one 
degree of latitude. 
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GPS Videos


 DR BRIAN COX ‐ GLOBAL POSITIONING 
SYSTEM – 1: 
www.youtube.com/watch?v=Jtm08puotkI
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GPS
 Space‐based satellite navigation system


 Provides location and time information in all 
weather, anywhere on or near the Earth, where 
there is an unobstructed line of sight to four or g
more GPS satellites


 Maintained by the U.S. government 


 Freely accessible to anyone with a GPS receiver


 Provides critical capabilities to military, civil and 
commercial users around the world


 Backbone for modernizing the global air traffic 
system
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Geographic Information System


 System that integrates hardware, software, and data for 
capturing, managing, manipulating, analyzing, and 
displaying all forms of geographically referenced 
information 


 Merges cartography, statistical analysis and database Merges cartography, statistical analysis and database 
technology


 Stores spatial features in a coordinate system
 Layers spatial features and associated attributes for 
mapping and analysis


 Shapefiles, the digital vector format for storing geometric 
location and associated attribute information


 Used for scientific investigations, resource management, 
development planning
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GIS Software
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ArcGIS ArcEditor


ArcGIS 3d Analyst ArcMap
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FalconView FalconView


PFPS Google Earth Tool (USAFA) GIS capability (Georgia Tech)
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Imagery
 According to 10 United States Code, Section 467: 


 “(2)(A) The term "imagery" means, except as provided 
in subparagraph (B), a likeness or presentation of any 
natural or manmade feature or related object or activity 
and the positional data acquired at the same time the 
likeness or representation was acquired, including ‐
 (i) products produced by space‐based national (i) products produced by space based national 
intelligence reconnaissance systems; and


 (ii) likenesses or presentations produced by satellites, 
airborne platforms, unmanned aerial vehicles, or other 
similar means.
 (B) Such term does not include handheld 


or clandestine photography taken by or 
on behalf of human intelligence 
collection organizations.”
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Aerial Photography


Light Detection and Ranging 
(LiDAR) data capture and processing 
are typically used for terrain are typically used for terrain 
mapping and surface modeling, and 
for creating photogrammetric 
products.
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This lidar (laser range 
finder) may be used to 
scan buildings, rock 
formations, etc., to 
produce a 3D model.


‐Wikipedia


Remote Sensing
 Technique of obtaining information 


about objects through the analysis 
of data collected by special 
instruments that are not in physical 
contact with the objects of 
investigation  investigation. 


 Regarded as "reconnaissance from a distance," 
"teledetection," or a form of the common adage "look but 
don't touch”


 Instruments include photographic cameras, mechanical 
scanners, radar, sonar, and medical and satellite imaging 
systems


 Designed to both collect and record specific types of energy 
that impinges upon them
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Remote Sensing


 Differentiated in terms of whether they 
are active or passive


 Active systems  such as radar and sonar  beam  Active systems, such as radar and sonar, beam 
artificially produced energy to a target and record the 
reflected component


 Passive systems, including the photographic camera, 
detect only energy emanating naturally from an object, 
such as reflected sunlight or thermal infrared 
emissions
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Infra‐Red Images of Hurricane Katrina
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Images of a River and its Floodplain
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Image of an Underwater Plane Wreck
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Geospatial Resources and Tools 
 Bing Maps: bing.com/maps


 Google Maps: maps.google.com/. Google Maps: The 
many Dimensions of a modern map: 
http://www.youtube.com/watch?v=U8CMtRS6IUw&fe


l fature=relmfu


 MapQuest:mapquest.com/. Introducing the New 
MapQuest: 
www.youtube.com/watch?v=PVJXyMHNi6I&feature=r
elated


 Open Street Map: openstreetmap.org/
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Google Maps
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Geospatial Resources and Tools
 Software tools                          


 ESRI:  esri.com


 Google Earth:  google.com/earth


 USGS National Map:  nationalmap.gov


 GeoCommons: http://geocommons.com/


 Place name links    


 U.S. Board on Geographic Names: geonames.usgs.gov


 Shape Files:  http://www.diva‐gis.org/gdataShape Files:  http://www.diva gis.org/gdata


 Latitude/Longitude links


 Terra Fly:  terrafly.com


 Portals


 United States Geological Survey: usgs.gov


 University of New Hampshire Library: 
http://docs.unh.edu/links/carto.htm


 Publishers and Sources (International, Federal, State, Local, Commercial)


 Digital Globe: digitalglobe.com
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Google Earth
Side by Side comparison


Flight Simulator Sky Mode
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Finding Latitude/Longitude


 Google Earth:  google.com/earth


 iTouchMap.com:  itouchmap.com/latlong.htmlp p g


 Maporama:  maporama.com


 Terraserver:  terraserver.com


8/16/2012 43


LE
SS
O
N
 3


Imagery Search Engines
 Ask Images:  ask.com/pictureslanding


 Bing Images:  www.bing.com/images?FORM=Z9LH


 BUBL LINK:  bubl.ac.uk/link/types/images.htm


 Flickr:  flickr.com


 Google Images: images.google.com


 Yahoo Images:  images.search.yahoo.com
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Imagery and Geospatial Sites
 Astrium: www.astrium‐geo.com/na/


 Defense Imagery: defenseimagery.mil


 Digital Librarian  Images:  Digital Librarian – Images: 
digital‐librarian.com/images.html


 FlashEarth: flashearth.com


 Geo.Data.gov: 
http://geo.data.gov/geoportal/catalog/main/home. 
page
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Imagery and Geospatial Sites


 GISCommons: http://giscommons.org/


 GOES Project Science: 
rsd gsfc nasa gov/goes/goesproject htmlrsd.gsfc.nasa.gov/goes/goesproject.html


 Microsoft Research Maps: 
msrmaps.com


 NASA’s Imaging Radar: 
southport.jpl.nasa.gov


8/16/2012 46


LE
SS
O
N
 3


Imagery and Geospatial Sites
 NASA’s Visible Earth: visibleearth.nasa.gov


 National Geospatial‐Intelligence Agency Products & 
Services: Services: 
www1.nga.mil/ProductsServices/Pages/default.aspx


 Naval Postgraduate School Dudley Knox Library Map 
and Imagery Resources: 
www.nps.edu/Library/Research%20Tools/Subject%20
Guides%20by%20Topic/Resources%20by%20Type/Ma
ps/Maps.html
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Imagery and Geospatial Sites
 Terraserver: 
terraserver.com


 U.S. Army Center of Military History – images: 
history.army.mil/html/artphoto/photographs.html


 U.S. Geological Survey’s Earth Resources 
Observation and Science (EROS) Center: 
eros.usgs.gov


 Wikimapia: wikimapia.org 
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Mashups and GIS Tools
Mashups


 Cellreception :  cellreception.com


 Mappy: mappy.com


GIS Tools


 ArcGIS:  esri.com


 Falconview/PFPS:  falconview.org


 GPS Visualizer:  gpsvisualizer.com/


 Regional and State Online Resource for Emergency 
Management (RaSOR‐EM):  jsrts.ctc.com
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Practice Exercises
1. Find the latitude and longitude of Riverside 


Research using Google Earth.
2. Locate two hotels near Riverside Research using 


Bing Maps.
3. What are the three ways in which map scale is 


stated?
4. Find and compare the driving directions from the 


Dayton airport to Riverside Research using 
MapQuest and Google Maps.


5. What site gives choices of hotels near my location 
of interest?


6. What agency is responsible for publishing 
topographic maps of the United States?
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Practice Exercises 
7. Which is the larger scale map ‐


1:24,000 or 1:250,000?


8. Name two types of grid systems.


9. Which sites provides directions to places?9 p p


10. What is GIS?


11. What does GPS mean?


12. What is geo‐coding?


13. Paste a map of 2 restaurant locations from 
Google Earth into a Google document.


14. Using Google Maps, determine the best time 
to drive in Washington D.C.
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HandsHands‐‐on on ExercisesExercises


Hands‐on Exercises 
1. Find an aerial photograph or a satellite image of 


the University of Dayton.


2. Find the coordinates for the Dayton airporty p


3. Find a map of the Dayton airport.


4. Find the address, satellite image, and map of the 
Lima Tank Plant.


5. Find a satellite image and map of the Patterson 
Air Force Base.
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Topics

Lesson 1 – Role in Analysis



Lesson 2 – Cartography

Maps, Map Projections, Scale, Coordinates

Global Positional System (GPS)

Garmin, TomTom

GIS

Imagery (Remote Sensing/Aerial Photography)

Demonstrations: Google Earth, MapQuest, Google Maps



Lesson 3 – Geospatial Resources and Tools
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Objective

Describe and demonstrate maps, GIS, GPS, and imagery (remote sensing and photography)

Describe and demonstrate the utility of these tools

8/16/2012
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Lesson 1
Role of Maps, GIS & Imagery in Analysis
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Locational/Spatial Analytics
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Merges location-based analytics with business information systems and analytical solutions

Uses map-based visualization to help convey complex ideas in a rich and descriptive form  

Creates new insights that support both strategic and operational decision making 

LESSON 1













Image: http://egsc.usgs.gov/isb/pubs/gis_poster/gisgraphics/figure9.jpg

Maps are now interactive and are constantly updated.  Maps have been supercharged with digital technologies (GIS, the web, the cloud, and mobile communications) and now enable and reflect data analysis.  They can dynamically show change over time, they can organize and present charts, graphs, photos, and video. You can compare themes, add your own information to maps and cast votes on maps.  Now we can make stories of our analyses, plans, and decisions using web enabled maps, text, multimedia content, and functionalities that enable the user to interact with them.  ARCNews ESRI. Summer 2012. Vol.34, No.2. “Using Web Maps to Tell Your Story.”
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Locational/Spatial Analytics For Data Visualization

SUPPORTS

Forecasting

Trend Analysis

Segmentation

Distribution



NEEDS

Measurement

Metrics

Numbers



SHOWS

Adjacency

Relationships

Trends

Co-occurrence

Distance

Location

LESSON 1
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Role of Maps, GIS & Imagery in Analysis

Location of event

Quantity

Change(s)

Outcome of change(s)

Relationship between event 
and location?

Factors or variables?

Patterns or trends?

Available tools
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Role of Maps, GIS, & 
Imagery in Analysis- Examples

Underground hazardous waste sites

Monitoring wear and tear or damage of building infrastructure

Targeting businesses and customers

Locating shipwrecks, plane wrecks, main highways and bridges, illegal crops, drought stricken areas, climate change

Planning for urban and rural land uses

Locating archeological ruins, medical facilities

8/16/2012
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http://ezinearticles.com/?The-Role-of-a-Geospatial-Analyst&id=1990005
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Role of Maps, GIS, & 
Imagery in Analysis - Examples

Foreclosures

Buried cables

Shoreline erosion

Real time locations of airplanes, ships,

   trucks, cars

Utility planning

Disaster and Emergency Response

    planning

Emergency station planning, hospital planning, school planning

8/16/2012
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Maps, GIS, Imagery all play important roles is urban and rural planning, disaster and emergency response, military operations, and in our everyday lives. .e.g., traveling to and from work, going different places, vacation planning, we are a very mobile society.
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Lesson 2
Cartography

8/16/2012

10















10





Cartography

The Art and Science of 
Map Making



Art/color/size/area/shape 
in presentation



Science of mathematics 
and computers 
(scale, projections, GIS, imagery)
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Video (How to Read a Map) at: http://video.about.com/geography/Read-a-Map.htm
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Map

Visual representation, normally to scale and on a flat medium, of a selection of material or abstract features on, or in relation to, the surface of the Earth or a celestial body  

Graphical representation of earth

Terrain features (lakes, mountains, swamps, forests)

Cultural features (roads, buildings)

Socio-demographic features (age, race, education, disease)
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Map Projections

Systematic arrangement of meridians 
and parallels portraying the curved surface 
of a celestial sphere or spheroid upon a plane

Spherical properties affected:  Area (size), shape, distance, and direction (SSDD)

 On the globe

Parallels are parallel and spaced equally on meridians 

Meridians and other arcs of great circles are straight lines (if looked at perpendicularly to the Earth's surface) 
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Every flat map misrepresents the surface of the Earth in some way. No map can rival a globe in truly representing the surface of the entire Earth. However, a map or parts of a map can show one or more, but never all, of the following: True directions. True distances. True areas. True shapes. 
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Scale

Scale indicates the relationship between a certain distance on a map or image and the distance on the ground 



Three main methods to indicate scale:

Word Statement

Bar Graphic

Representative Fraction
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The map scale is usually located in the legend box of a map, which explains the symbols and provides other important information about the map. http://geography.about.com/cs/maps/a/mapscale.htm
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Word Statement 

Word statement or verbal

8/16/2012
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1 in = 20 mi

1 cm = 10 km

Examples:

One inch equals twenty miles

One centimeter equals ten kilometers













A word statement gives a written description of map distance, such as "One centimeter equals one kilometer" or "One centimeter equals ten kilometers." 

Obviously, the first map would show much more detail than the second because one centimeter on the first map covers a much smaller area then on the second map.
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Bar Graphic 

8/16/2012
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Image: http://static.howstuffworks.com/gif/how-to-read-topographic-map-3.jpg 
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Image: http://static.howstuffworks.com/gif/how-to-read-topographic-map-3.jpg. A graphic scale is simply, a line marked with distance on the ground which the map user can use along with a ruler to determine scale on the map. 







16





Representative Fraction 

R.F. (Representative Fraction) / Natural)

1:1,000,000

Read as: 

One to a million

1:250,000

1:23,000

1:3,417,217

1/250,000 

1

 ---------

 250,000



8/16/2012
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NOTE:  One mile = 63,360 inches













A Representative Fraction (RF) or ratio, indicates how many units on the earth's surface is equal to one unit on the map. It can be expressed as 1/100,000 or 1:100,000. 

17



Large and Small Scale Maps

Large Scale Maps

Show greater detail but cover a smaller area

Representative fraction is 1:50,000 or greater 
(e.g., 1:10,000) 





Small Scale Maps

Show less detail but cover a larger area

Representative fraction is 1/250,000 to 1/7,500,000 

8/16/2012
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“It’s all in the DETAILS!”













Maps of the world which fit on two 8 1/2 by 11 inch pages are very small scale, about 1 to 100 million.
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Large and Small Scale Maps - Examples

3 views of the same map at different scales

8/16/2012
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http://serc.carleton.edu/images/mathyouneed/mapscales.v2.jpg
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Coordinates



Latitude and longitude and declination and right ascension are systems of coordinates on the surface of a sphere or globe – Earth and celestial bodies, respectively.



“A geographic coordinate system uses a three-dimensional spherical surface to define locations on the earth. It includes an angular unit of measure, a prime meridian, and a datum (based on a spheroid). In a geographic coordinate system a point is referenced by its longitude and latitude values. Longitude and latitude are angles measured from the earth's center to a point on the earth's surface. The angles often are measured in degrees (or in grads).”



Geographic coordinates are important because they are used to geocode features so that they can be mapped and entered into a geographic information system. Coordinates are also associated with other geographic data such as zip codes/postal codes or street addresses.
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http://webhelp.esri.com/arcgisdesktop/9.2/index.cfm?TopicName=projection_basics_the_gis_professional_needs_to_know . Projection basics the GIS professional needs to know
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Geographic Coordinate System

Lines of latitude run parallel to the equator and divide the earth into 180 equal portions from north to south (or south to north). 

The reference latitude is the equator and each hemisphere is divided into ninety equal portions, each representing one degree of latitude. 
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GPS (Geo/Global Positioning System)













Ask how many use a GPS system? 
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GPS Videos











DR BRIAN COX - GLOBAL POSITIONING SYSTEM – 1: www.youtube.com/watch?v=Jtm08puotkI
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GPS

Space-based satellite navigation system

Provides location and time information in all weather, anywhere on or near the Earth, where there is an unobstructed line of sight to four or more GPS satellites

Maintained by the U.S. government 

Freely accessible to anyone with a GPS receiver

Provides critical capabilities to military, civil and commercial users around the world

Backbone for modernizing the global air traffic system



8/16/2012

24

LESSON 2















24



What is GIS?
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Geographic Information System

System that integrates hardware, software, and data for capturing, managing, manipulating, analyzing, and displaying all forms of geographically referenced information 

Merges cartography, statistical analysis and database technology

Stores spatial features in a coordinate system

Layers spatial features and associated attributes for mapping and analysis

Shapefiles, the digital vector format for storing geometric location and associated attribute information

Used for scientific investigations, resource management, development planning
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Introduction to GIS video is available at http://www.youtube.com/watch?v=z5s8kbEdB68&feature=related

According to Wikipedia, a shapefile is a digital vector storage format for storing geometric location and associated attribute information. 
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GIS Software
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Images – 

1. http://misclassblog.sonyazhang.com/wp-content/uploads/2010/11/google-earth.jpg

2. http://www.lic.wisc.edu/training/Images/arcgis.gif

3. http://www.falconview.org/trac/FalconView/chrome/site/FalconLogo.png
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ArcGIS





ArcGIS 3d Analyst

ArcMap

ArcEditor
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ArcGIS is a suite consisting of a group of geographic information system (GIS) software products produced by Esri.

Images: 

http://www.esri.com/news/arcwatch/0807/graphics/edn1-lg.gif

http://www.rockware.com/assets/products/194/overview/lobby/arcgis3d1b.gif

http://www.rockware.com/assets/products/194/features/443/1433/arcgis3dfeat3b.gif
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FalconView







FalconView

PFPS Google Earth Tool (USAFA)

GIS capability (Georgia Tech)
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FalconView is a mapping system created by the Georgia Tech Research Institute for the Windows family of operating systems. It displays various types of maps and geographically referenced overlays.[1] 



Images: 

http://upload.wikimedia.org/wikipedia/commons/thumb/4/42/Radar_kmz.jpeg/772px-Radar_kmz.jpeg

http://www.googleearthpilot.com/Drawing%20File%20Import.JPG

http://gtresearchnews.gatech.edu/images/falconview1.gif
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Imagery

According to 10 United States Code, Section 467: 

“(2)(A) The term "imagery" means, except as provided in subparagraph (B), a likeness or presentation of any natural or manmade feature or related object or activity and the positional data acquired at the same time the likeness or representation was acquired, including -

(i) products produced by space-based national intelligence reconnaissance systems; and

(ii) likenesses or presentations produced by satellites, airborne platforms, unmanned aerial vehicles, or other similar means.

(B) Such term does not include handheld 
or clandestine photography taken by or 
on behalf of human intelligence 
collection organizations.”

8/16/2012
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Imagery, typically, is defined as a group of images or mental representations.
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Aerial Photography



Light Detection and Ranging (LiDAR) data capture and processing are typically used for terrain mapping and surface modeling, and for creating photogrammetric products.
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This lidar (laser range finder) may be used to scan buildings, rock formations, etc., to produce a 3D model.

- Wikipedia
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Remote Sensing

Technique of obtaining information 
about objects through the analysis 
of data collected by special 
instruments that are not in physical 
contact with the objects of 
investigation. 



Regarded as "reconnaissance from a distance," "teledetection," or a form of the common adage "look but don't touch”

Instruments include photographic cameras, mechanical scanners, radar, sonar, and medical and satellite imaging systems

Designed to both collect and record specific types of energy that impinges upon them
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The definition of remote sensing: Technique of obtaining information about objects through the analysis of data collected by special instruments that are not in physical contact with the objects of investigation. 



32



Remote Sensing

Differentiated in terms of whether they 
are active or passive



Active systems, such as radar and sonar, beam artificially produced energy to a target and record the reflected component



Passive systems, including the photographic camera, detect only energy emanating naturally from an object, such as reflected sunlight or thermal infrared emissions
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Examples
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Infra-Red Images of Hurricane Katrina



8/16/2012

35

LESSON 2













Used to predict its path and evacuate cities

Image: http://www.aoc.nrao.edu/~rurvashi/DataFiles/BITSEmbryoTalk_RemoteSensing.pdf
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Images of a River and its Floodplain
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Multi-spectral imaging--Used to monitor, study and predict floods
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Image of an Underwater Plane Wreck
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Made using sound waves
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Lesson 3
Geospatial Resources and Tools
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Geospatial Resources and Tools 

Bing Maps: bing.com/maps

Google Maps: maps.google.com/. Google Maps: The many Dimensions of a modern map: http://www.youtube.com/watch?v=U8CMtRS6IUw&feature=relmfu

MapQuest: mapquest.com/. Introducing the New MapQuest: www.youtube.com/watch?v=PVJXyMHNi6I&feature=related

Open Street Map: openstreetmap.org/





8/16/2012

39

LESSON 3























39









Google Maps
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Google Maps (formerly Google Local) is a web mapping service application and technology provided by Google, that powers many map-based services, including the Google Maps website, Google Ride Finder, Google Transit,[1] and maps embedded on third-party websites via the Google Maps API.[2] It offers street maps, a route planner for traveling by foot, car, bike (beta), kayak,[3] or public transport and an urban business locator for numerous countries around the world. Google Maps satellite images are not updated in real time; they are several months or years old.

Google Maps uses a close variant of the Mercator projection, so it cannot show areas around the poles. A related product is Google Earth, a stand-alone program which offers more globe-viewing features, including showing polar areas.
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Geospatial Resources and Tools

Software tools                          

ESRI:  esri.com 

Google Earth:  google.com/earth   

USGS National Map:  nationalmap.gov

GeoCommons: http://geocommons.com/ 

Place name links    

U.S. Board on Geographic Names: geonames.usgs.gov

Shape Files:  http://www.diva-gis.org/gdata

Latitude/Longitude links

 Terra Fly:  terrafly.com     

Portals

United States Geological Survey: usgs.gov   

University of New Hampshire Library: http://docs.unh.edu/links/carto.htm

Publishers and Sources (International, Federal, State, Local, Commercial)

Digital Globe: digitalglobe.com         
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Google Earth





Side by Side comparison

Flight Simulator

Sky Mode
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Google Earth is a virtual globe, map and geographical information program that was originally called EarthViewer 3D, and was created by Keyhole, Inc, a Central Intelligence Agency (CIA) funded company acquired by Google in 2004 (see In-Q-Tel). It maps the Earth by the superimposition of images obtained from satellite imagery, aerial photography and GIS 3D globe. Images: 

http://upload.wikimedia.org/wikipedia/en/7/7d/Ziggurat_1993-2009.JPG

http://upload.wikimedia.org/wikipedia/en/a/a3/Toronto_downtown.png

http://www.googleearthpilot.com/IR326%20Sample.JPG
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Finding Latitude/Longitude

Google Earth:  google.com/earth

iTouchMap.com:  itouchmap.com/latlong.html

Maporama:  maporama.com

Terraserver:  terraserver.com
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Imagery Search Engines

Ask Images:  ask.com/pictureslanding

Bing Images:  www.bing.com/images?FORM=Z9LH

BUBL LINK:  bubl.ac.uk/link/types/images.htm

Flickr:  flickr.com

Google Images: images.google.com

Yahoo Images:  images.search.yahoo.com
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Imagery and Geospatial Sites

Astrium: www.astrium-geo.com/na/

Defense Imagery: defenseimagery.mil 

Digital Librarian – Images: 
digital-librarian.com/images.html 

FlashEarth: flashearth.com 

Geo.Data.gov: http://geo.data.gov/geoportal/catalog/main/home. page
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Imagery and Geospatial Sites

GISCommons: http://giscommons.org/ 



GOES Project Science: rsd.gsfc.nasa.gov/goes/goesproject.html 



Microsoft Research Maps: 
msrmaps.com 



NASA’s Imaging Radar: southport.jpl.nasa.gov 
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Imagery and Geospatial Sites

NASA’s Visible Earth: visibleearth.nasa.gov 



National Geospatial-Intelligence Agency Products & Services: www1.nga.mil/ProductsServices/Pages/default.aspx 

Naval Postgraduate School Dudley Knox Library Map and Imagery Resources: www.nps.edu/Library/Research%20Tools/Subject%20Guides%20by%20Topic/Resources%20by%20Type/Maps/Maps.html 
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Imagery and Geospatial Sites

Terraserver: 
terraserver.com 

U.S. Army Center of Military History – images: history.army.mil/html/artphoto/photographs.html 

U.S. Geological Survey’s Earth Resources 
Observation and Science (EROS) Center: 
eros.usgs.gov 

Wikimapia: wikimapia.org 

8/16/2012

48

LESSON 3























48



Mashups and GIS Tools

Mashups

Cellreception :  cellreception.com

Mappy: mappy.com



GIS Tools

ArcGIS:  esri.com

Falconview/PFPS:  falconview.org

GPS Visualizer:  gpsvisualizer.com/ 

Regional and State Online Resource for Emergency Management (RaSOR-EM):  jsrts.ctc.com
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Practice Exercises

Find the latitude and longitude of Riverside Research using Google Earth.

Locate two hotels near Riverside Research using Bing Maps.

What are the three ways in which map scale is stated?

Find and compare the driving directions from the Dayton airport to Riverside Research using MapQuest and Google Maps.

What site gives choices of hotels near my location of interest?

What agency is responsible for publishing topographic maps of the United States?
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Practice Exercises 

Which is the larger scale map - 
 1:24,000 or 1:250,000?

Name two types of grid systems.

Which sites provides directions to places?

What is GIS?

What does GPS mean?

What is geo-coding?

Paste a map of 2 restaurant locations from Google Earth into a Google document.

Using Google Maps, determine the best time to drive in Washington D.C.
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Hands-on Exercises
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Hands-on Exercises 

Find an aerial photograph or a satellite image of the University of Dayton.



Find the coordinates for the Dayton airport



Find a map of the Dayton airport.



Find the address, satellite image, and map of the Lima Tank Plant.



Find a satellite image and map of the Patterson Air Force Base.
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Maps, GIS & Imagery Resources for the Students

Lesson 2 – Cartography



Video - How to Read a Map

http://video.about.com/geography/Read-a-Map.htm





Map Projections



Map Projections



Map projections are grouped into three families: Cylindrical, Conic and Azimuthal, with Pseudocylindrical projections forming a variation on the Cylindrical Family. These families are based on the configuration of the plane onto which the globe (sphere) is projected. Each family is suitable for representing select areas of the globe.  





Families
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Image:

http://www.innovativegis.com/basis/pfprimer/Topic7/Topic7-3.gif



Source: United States Geological Survey. Map Projections. Available at

http://egsc.usgs.gov/isb/pubs/MapProjections/projections.html





Cylindrical Projections
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•	Mathematically projected on a cylinder tangent to the Equator  

•	Used for navigation or maps of equatorial regions

•	Distances are true only along Equator

· Are reasonably correct within 15° of Equator

•	Areas and shapes of large areas are distorted 

•	Distortion increases away from Equator and is extreme in polar regions

•	Map is not perspective, equal area, or equidistant
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Azimuthal Projections
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· Mathematically projected on a plane tangent to any point on globe

· Polar aspect is tangent only at pole

· Used by USGS in its National Atlas and Circum-Pacific Map Series

· Suited for regions extending equally in all directions from center points, such as Asia and Pacific Ocean

· Areas on the map are shown in true proportion to the same areas on the Earth 

· Directions are true only from center point 

· Scale decreases gradually away from center point 

· Distortion of shapes increases away from center point





Lambert Azimuthal Projections
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Conical Projections
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· Mathematically projected on a cone

· Conceptually secant at two standard parallels

· Used by USGS for maps showing the conterminous United States (48 states) or large areas of the United States

· Well suited for large countries or other areas that are mainly east-west in extent and that require equal-area representation 

· All areas on the map are proportional to the same areas on the Earth 

· Directions are reasonably accurate in limited regions 

· Distances are true on both standard parallels  

· Scale true only along standard parallels

· Map is not conformal, perspective, or equidistant





Albers Equal Area Conic
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Large and Small Scale Maps - Examples



Three views of the same map at different scales
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Image: http://www.compassdude.com/map-scales.shtml





Coordinates



Video on Latitude and Longitude

http://video.about.com/geography/Latitude-and-Longitude.htm





Universal Transverse Mercator Geographic Coordinate System
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•	Each swath is called a UTM zone and is six degrees of longitude wide

•	First zone begins at the International Date Line (180°, using the geographic coordinate system)



UTM is available at 

http://geology.isu.edu/geostac/Field_Exercise/topomaps/utm.htm





Public Land Survey System
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Public Land Survey System is available at 

http://geology.isu.edu/geostac/Field_Exercise/topomaps/plss.htm



























State Plane Coordinate System
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•	Number of zones in a state is usually determined by the area the state covers 

•	Ranges from one to as many as ten in Alaska

•	Each zone has a unique central meridian

•	Local surveying only; not used if crossing state lines



State Plane Coordinate System is available at

http://geology.isu.edu/geostac/Field_Exercise/topomaps/state_plane.htm





GPS Video



DR BRIAN COX - GLOBAL POSITIONING SYSTEM – 1: http://www.youtube.com/watch?v=Jtm08puotkI





Geographic Information System (GIS)



Definition and description of Geographic Information System (GIS) is available at http://www.gis.com/content/what-gis

and http://www.nwgis.com/gisdefn.htm



Introduction to GIS video is available at http://www.youtube.com/watch?v=z5s8kbEdB68&feature=related





GIS - Examples 



•	Los Angeles Ethnicity Map: http://mappingcenter.esri.com/index.cfm?fa=maps.la_Ethnicity



•	Portland, Oregon Hot Spot Analysis Map:

http://mappingcenter.esri.com/index.cfm?fa=maps.gateway



•	AidData: 

http://www.aiddata.org/content/index/Innovation



•	DHS – Katrina: 

http://www.dhs.gov/files/programs/st-snapshots-katrina-changed-everything.shtm





Remote Sensing



Video of Electromagnetic Spectrum – Introduction:  http://www.youtube.com/watch?v=cfXzwh3KadE



Other interesting links: http://jan.ucc.nau.edu/~geog-p/geog/RemoteSensing/rslinks.html





Lesson 3 – Geospatial Resources and Tools



Google Maps: maps.google.com/. Google Maps: The many Dimensions of a modern map: http://www.youtube.com/watch?v=U8CMtRS6IUw&feature=relmfu



MapQuest: mapquest.com/. Introducing the New MapQuest: www.youtube.com/watch?v=PVJXyMHNi6I&feature=related





Google Maps

Videos:

Introduction: http://www.youtube.com/watch?v=pq7UA_Y5bsI&feature=relmfu



Searching: http://www.youtube.com/watch?v=Kb48zTYKy0o&feature=endscreen&NR=1



Mapping: http://www.youtube.com/watch?v=tXD2yTOjXe4&feature=relmfu





Imagery and Geospatial Resources and Tools



ArcGIS

www.esri.com



Ask Images

http://www.ask.com/pictureslanding?o=0&l=dir&qsrc=321



Astrium 

www.astrium-geo.com/na/



Atlas of the Biosphere

http://www.sage.wisc.edu/atlas/



Bing Images

http://www.bing.com/images?FORM=Z9LH



Bing Maps

www.bing.com/maps



BUBL LINK

http://bubl.ac.uk/link/types/images.htm



Cellreception

www.cellreception.com



Corbis 

http://www.corbisimages.com



Council of Geographic Names Authorities (COGNA)

http://cogna50usa.org/



Committee on Permanent Names (Great Britain/Canada)

http://www.pcgn.org.uk/Geographical_names_internet.htm



Cyber Geography Research

http://personalpages.manchester.ac.uk/staff/m.dodge/cybergeography/



David Rumsey Map Collection

http://www.davidrumsey.com/



Defense Imagery

http://www.defenseimagery.mil/index.html



Digital Globe

www.digitalglobe.com



Digital Librarian – Images

http://www.digital-librarian.com/images.html





Digital Librarian – Maps

http://www.digital-librarian.com/maps.html



Digital Video and Imagery Distribution System (DVIDS) 

http://www.dvidshub.net/



Electronic Map Library

http://130.166.124.2/library.html



ESRI: 

www.esri.com



ESRI

http://blogs.esri.com/esri/arcgis/2008/07/24/esri-videos-now-on-youtube/



Falconview/PFPS

www.falconview.org



FlashEarth

www.flashearth.com



Flickr

http://www.flickr.com/



fold3 

www.fold3.com



GeoCommons

http://geocommons.com



Geo.Data.gov

https://geodata.gov



GeoEye

www.geoeye.com



GISCommons

http://giscommons.org/



GOES Project Science

http://rsd.gsfc.nasa.gov/goes/goesproject.html



Google Earth

www.google.com/earth





Google Images

http://www.google.com/imghp?hl=en&tab=wi&q=



Google Maps

http://maps.google.com



Google Streetview http://maps.google.com/maps?f=q&source=s_q&hl=en&geocode=&authuser=0&q=google+streetview&aq=&vps=1&jsv=413b&vpsrc=1&ie=UTF8&hq=http://maps.google.com/intl/en/help/maps/streetview/mapleft.kml&ct=onebox&cd=3&cad=onebox_streetview



GPS Visualizer

http://www.gpsvisualizer.com/



Historical Atlas of the Twentieth Century

http://users.erols.com/mwhite28/20centry.htm



Interactive Map of Europe

http://europa.eu/abc/maps/index_en.htm



iTouchMap.com

http://itouchmap.com/latlong.html



Kansas Data Access and Support Center

 www.kansasgis.org/resources/projections.cfm



Landinfo

www.landinfo.com



Landsat.com

www.landsat.com

 

Library of Congress Map Collections

http://lcweb2.loc.gov/ammem/gmdhtml/gmdhome.html



Map Info

www.mapinfo.com



Maporama

www.maporama.com



Mappy

www.mappy.com



MapQuest

www.mapquest.com

Maps of Palestine

http://www.al-bab.com/arab/maps/palestine.htm



Maps of the Arab World

http://www.al-bab.com/arab/maps/maps.htm



Maps of the Roman Empire

http://blogs.dalton.org/rome/



Microsoft Research Maps

http://msrmaps.com



Middle East Maps

http://www.dartmouth.edu/~gov46/



NASA’s Imaging Radar

http://southport.jpl.nasa.gov/



NASA’s Visible Earth

http://visibleearth.nasa.gov/



National Atlas http://www.nationalatlas.gov/mapmaker?AppCmd=CUSTOM&LayerList=States&visCats=CAT-boundary,CAT-boundary



National Atlas of Canada

http://atlas.nrcan.gc.ca/site/index.html



National Defense University Library Map Resources

http://www.ndu.edu/library/map/map.cfm



National Geographic Maps

http://maps.nationalgeographic.com/maps



National Geospatial-Intelligence Agency Products & Services

https://www1.nga.mil/ProductsServices/Pages/default.aspx



Naval History and Heritage Command Online Library of Selected Images

http://www.history.navy.mil/branches/org11-2.htm



Naval Postgraduate School Dudley Knox Library Map and Imagery Resources

http://www.nps.edu/Library/Research%20Tools/Subject%20Guides%20by%20Topic/Resources%20by%20Type/Maps/Maps.html



News in Pictures

http://www.newsinpictures.com/

NGA GEOnet Names Server (GNS)

http://earth-info.nga.mil/gns/html/index.html



ODDENS – Megasite for place names--See Gazetteers http://www.acsu.buffalo.edu/~dbertuca/maps/cat/geo_maps.html



OMNI Maps

www.omnimaps.com



Open Street Map

www.openstreetmap.org



Perry-Castaneda Library Map Collection

http://www.lib.utexas.edu/maps/



Rand McNally

www.randmcnally.com



Regional and State Online Resource for Emergency Management (RaSOR-EM)

http://jsrts.ctc.com



Shape Files 

http://www.diva-gis.org/gdata



Terra Fly

www.terrafly.com



Terraserver

www.terraserver.com



United Nations Maps

http://www.un.org/Depts/Cartographic/english/htmain.htm



U.S. Army Center of Military History – images

http://www.history.army.mil/html/artphoto/photographs.html



U.S. Board on Geographic Names

http://geonames.usgs.gov



United States Geological Survey

www.usgs.gov



U.S. Geological Survey’s Earth Resources Observation and Science (EROS) Center

http://eros.usgs.gov/





[bookmark: _GoBack]USGS National Map

www.nationalmap.gov



United States Global Positioning System

www.gps.gov



University of New Hampshire Library 

http://docs.unh.edu/links/carto.htm



Wikimapia

www.wikimapia



Yahoo! Images

http://images.search.yahoo.com/



Yahoo! Maps

http://maps.yahoo.com










Practice Exercises



1.   Find the latitude and longitude of Riverside Research using Google Earth.

2.   Locate two hotels near Riverside Research using Bing Maps.

3.   What are the three ways in which map scale is stated?

4.   Find and compare the driving directions from the Dayton airport to Riverside Research using MapQuest and Google Maps.

5.   What site gives me choices of hotels near my location of interest?

6.   What agency is responsible for publishing topographic maps of the United States?

7.   Which is the larger scale map

— 1:24,000 or 1:250,000?

8.   Name two types of grid systems.

9.   Which sites provides directions to places?

10.  What is GIS?

11.  What does GPS mean?

12.  What is geo-coding?

13.  Paste a map of 2 restaurant locations from Google Earth into a Google document.

14.  Using Google Maps, determine the best time to drive in Washington D.C.






Hands-on Exercises



1.   Find an aerial photograph or a satellite image of the University of Dayton.



2.   Find the coordinates for the Dayton airport



3.   Find a map of the Dayton airport.



4.   Find the address, satellite image, and map of the Lima Tank Plant.



5.   Find a satellite image and map of the Patterson Air Force Base.
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Topics


Lesson 1 – Operational Security (OPSEC)


• Definition, process, and laws


• How OPSEC is usedHow OPSEC is used


• Persona and footprints


• Computer security


• Guidelines


• Summary


8/17/2012 2


Operational Security


 Purpose


Define and provide the relevance of Operational   


Security


Objective


Students will use operational security in day‐to‐day   


operations, in both personal and professional lives
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Definition 


“Operations security (OPSEC) is a process 
that identifies critical information to 
determine if friendly actions can be observed 
by adversary intelligence systems, determines 
f f b d b d ldif information obtained by adversaries could 
be interpreted to be useful to them, and then 
executes selected measures that eliminate or 
reduce adversary exploitation of friendly 
critical information.”
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Source: Joint Publications JP 3‐13.3, Operations Security


Methodology 


• Denies critical information to an 
adversary


• OPSEC measures identify  control  and • OPSEC measures identify, control, and 
protect generally unclassified evidence 
that is associated with sensitive 
operations and activities
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Source: Joint Publications JP 3‐13.3, Operations Security
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The OPSEC Process 
Identify Critical 
Information


•Critical Information: information that would harm the organization’s ability to 
effectively carry out normal operation if obtained by an adversary


Analyze the 
Threat


•Determine the individuals or groups that represent a threat to that information


•Capabilities, use for the information, determination, and resources must also be 
analyzed
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Analyze the 
Vulnerabilities


•Thoroughly explore the vulnerabilities of the organization – physical safeguards, 
network/electronic safeguards, personnel training


Assess the Risks •For each vulnerability, a threat is matched, and a risk level is assigned


Apply the 
Countermeasures


•Develop a plan to lower or eliminate the risk, or remove the threat’s access to the 
resource


•Begin with the highest‐risk vulnerabilities


OPSEC Laws 
1. If you don’t know the threat, how do you know what to protect?


2. If you don’t know what to protect, how do you know you are 
protecting it?


3. If you are not protecting it, then you lose, and your adversary wins. 
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• If you don’t know 
the threat, how do 
you know what to 
protect?


Identify


• If you don’t know 
what to protect, 
how do you know 
you are protecting 
it?


Protect
• If you are not 
protecting it, then 
you lose, and your 
adversary wins. 


Win


OPSEC and OSINT 
 “OSINT could unintentionally provide indicators of US military 


operations.


 Information generally available to the public as well as certain 
detectable activities such as open source research and 
collection can reveal the existence of, and sometimes details 
about, classified or sensitive information or undertakings.


 Purchasing documents, searching an Internet site, or asking 
questions at public events are examples of detectable techniques questions at public events are examples of detectable techniques 
that could provide indicators of US plans and operations.”


 Determine what level of contact with open sources and which 
collection techniques might provide indicators that an enemy 
could piece together in time to affect US military operations.


 In OSINT operations, countermeasures range from limiting the 
frequency or duration of contact with a source to prohibiting all 
contact with a source.”


Source: FMI 2‐22.9
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OPSEC is Applicable to Any 
Situation  
 Planning and forecasts


 Special events


 Disaster preparedness


 At home and on vacationt o e a d o vacat o


 Special Training Exercises


 Open Source Searching


 Contracts/Bidding Processes


 Internet Activities


 Personal computing and communication devices
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What Does This Mean Exactly?  


 Be responsible


 Follow rules of your company


 Use common sense rules


 Use an anti‐virus software


 Don’t say ok, ok, ok, when you install new apps


 Be aware that other people are watching and 
following your footprints on the Internet
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Communication Channels 
 Email


 Web


 Chat rooms


 Social media and networksSocial media and networks


 Bulletin boards


 Internet Relay Chat (IRC); 
Instant Messaging (IM)
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DO NOT SEND ANY proprietary, confidential, sensitive, or 
classified information via UNSECURE communication channels.







8/24/2012


5


Communication Devices 
 Personal computer


 Notebook


 Mobile device


 Cell phone Cell phone


 Smart phone


 Telephone


 Fax machine


 Radio
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Internet Postings 
 Guidelines prohibiting the posting of 
sensitive information


 Don’t give any unnecessary information


 Adversary can twist information 
– we can be our own worst enemy– we can be our own worst enemy


 What have others posted?


 Posted information is in the public domain 
FOREVER


• Forever in search engine caches, copied to another 
website, and in the Internet archive
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Persona, your Footprint 


Russ Haynal’s site:  


http://navigators.com/opensource.html


and 


Security and Privacy Issues for 


Internet Users Persona:


http://navigators.com/persona.html
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Change your Profile 


 Adjust security settings and 
browser preferences


 Change time zone setting


 Change OS language settings


 Use different browsers


 Country or region of origin
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Browser Issues 
 Browser type


 IP address


 Date and time 
setting


 Number of sites 
visited today


 Sites history


 Computer name


 Page referred 
from


 Cookies


 Email address


 Clipboard 
contents


8/17/2012 17
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Public 
Anonymous 
Proxies 


 Organizational restrictions


Y           You are not anonymous to 
the proxy provider


 Identified as an anonymized
user


 Beware of false sense of 
security
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Public Anonymous Proxies ‐ Examples 


Anonymizer:  www.anonymizer.com


Anonymouse:  http://anonymouse.org


Guardster:  www.guardster.com


Heeky:  www.heeky.com


Hide My Ass:  www.hidemyass.com


M P    /f fMegaProxy:  www.megaproxy.com/freesurf


My‐proxy:  www.my‐proxy.com


Online Anonymous Proxy:  http://zend2.com/


Privoxy:  http://sourceforge.net/projects/ijbswa/files/


Tor:  www.torproject.org


Try Catch Me:  www.trycatchme.com


250+ Working Proxies:  http://www.econsultant.com/proxylist/index.html
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Searching Guidelines 
 Adhere to the security mandates of your organization


 Don’t bring attention to you, your organization, or your 
operations


 Conduct research without disclosing your identity or 
mission


 Keep personal details off of the Internet


 Try to look like everybody else


 Try to avoid patterns


 Discretion and anonymity, not necessarily deception


 Use different email addresses for each website and activity


 Disable anything that records your activity


 Be aware of what your browser is disclosing about you


 Do not automatically open attachments


 Use removable storage media


 Properly dispose of printed and electronic media
20
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Sensitive Data 


How does it end up in search engine 
databases?


Misconfigured servers / incorrect or missing 
robots.txt filerobots.txt file


 Software vulnerabilities


 Human error / ignorance
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robots.txt
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Simple Things to Prevent 
Problems  
 Hover over links and look in the bottom left corner before clicking 


on URLS that you are uncertain about


 Use common sense to avoid phishing and spam mail


 Watch your downloads—some programs include adware that will 
report your surfing habits which may result in spam


 Use the INCOGNITO mode of Google Chrome to check out  Use the INCOGNITO mode of Google Chrome to check out 
uncertain URLs 


 Guard your private information 


 Use VPN in public spaces—Panera, Starbucks, hotels


 Use caution when using social media


 Know what https means


 Create long memorable passwords
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Simple Things to Prevent 
Problems  
 Be careful with email attachments


 Consult with your IT Department for spam filters, anti‐
virus software, etc.


 Set‐up mobile phone passwords


 Don’t leave your password on a post it note Dont leave your password on a post‐it note


 Many browsers and search engines have auto‐complete 
features—don’t enable


 Monitor your online reputation


 Beware of apps that you add to your mobile phone


 Log out of search engines


 Lock your computer when you walk away
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Computer Security Guidelines 
 Lock your PC before you step away


 Utilize hardware and software 
safeguards


 Examine options and settings for each 
application to enable security


 Avoid or disable HTTP‐Referrer 
variable


 Anti‐spyware (update regularly)


 Back up regularly


 Firewall (update and secure)


 Keep your OS and software patched 
and updated


 Disable email scripting


 Clear History files and private data 
after each session


 Clear Temp files, set Temp space to 1 
MB


 Turn off “Allow paste operations via 
script” / “Allow Programmatic 
Clipboard Access”


 Anti‐virus (update regularly)
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 Don’t use administrator logon


 Don’t open unknown attachments


 Use strong passwords


 Password protect files


 Open files in a different viewer


 Utilize software encryption features
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Helpful Information 
Cybersecurity


 Department of Homeland Security. 
Stop.Think.Connect:  
www.dhs.gov/files/events/stop‐think‐connect.shtm


 Federal Trade Commission. Consumer Federal Trade Commission. Consumer 
Protection. Protecting America’s Consumers:  
www.ftc.gov/bcp/menus/consumer/tech.shtm


 Infosec Island:  infosecisland.com


 United States Computer Emergency Readiness:  
www.uscert.gov
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Summary
 Used to increase safety and security


 Risk assessment tool


 Examine day‐to‐day activities from an adversary’s 
point of view


 Helps you understand what an 
adversary can learn about your 
organization from your activities


 It is a mindset


 Applicable to all daily activities
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Operational Security



Purpose 

   Define and provide the relevance of Operational   

   Security



Objective

    Students will use operational security in day-to-day   

    operations, in both personal and professional lives
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Lesson 1
Operational Security
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Definition 



“Operations security (OPSEC) is a process that identifies critical information to determine if friendly actions can be observed by adversary intelligence systems, determines if information obtained by adversaries could be interpreted to be useful to them, and then executes selected measures that eliminate or reduce adversary exploitation of friendly critical information.”
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Source: Joint Publications JP 3-13.3, Operations Security
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Methodology 



Denies critical information to an adversary



OPSEC measures identify, control, and protect generally unclassified evidence that is associated with sensitive operations and activities
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Source: Joint Publications JP 3-13.3, Operations Security
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The OPSEC Process 
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Identify Critical Information

Critical Information: information that would harm the organization’s ability to effectively carry out normal operation if obtained by an adversary

Analyze the 
Threat

Determine the individuals or groups that represent a threat to that information

Capabilities, use for the information, determination, and resources must also be analyzed

Analyze the Vulnerabilities

Thoroughly explore the vulnerabilities of the organization – physical safeguards, network/electronic safeguards, personnel training

Assess the Risks

For each vulnerability, a threat is matched, and a risk level is assigned

Apply the Countermeasures

Develop a plan to lower or eliminate the risk, or remove the threat’s access to the resource

Begin with the highest-risk vulnerabilities
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OPSEC Laws 

If you don’t know the threat, how do you know what to protect?

If you don’t know what to protect, how do you know you are protecting it?

If you are not protecting it, then you lose, and your adversary wins. 
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Two Laws:

1.  Know what needs to be protected

2.  Know how to protect it
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Identify





If you don’t know the threat, how do you know what to protect?





Protect





If you don’t know what to protect, how do you know you are protecting it?





Win





If you are not protecting it, then you lose, and your adversary wins. 





























OPSEC and OSINT 

“OSINT could unintentionally provide indicators of US military operations.

Information generally available to the public as well as certain detectable activities such as open source research and collection can reveal the existence of, and sometimes details about, classified or sensitive information or undertakings.

Purchasing documents, searching an Internet site, or asking questions at public events are examples of detectable techniques that could provide indicators of US plans and operations.”

Determine what level of contact with open sources and which collection techniques might provide indicators that an enemy could piece together in time to affect US military operations.

In OSINT operations, countermeasures range from limiting the frequency or duration of contact with a source to prohibiting all contact with a source.”

Source: FMI 2-22.9
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OPSEC is Applicable to Any Situation  

Planning and forecasts

Special events

Disaster preparedness

At home and on vacation

Special Training Exercises

Open Source Searching

Contracts/Bidding Processes

Internet Activities

Personal computing and communication devices
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Show video “OPSEC and You” at  www.opsecprofessionals.org/training.html
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What Does This Mean Exactly?  

Be responsible



Follow rules of your company



Use common sense rules



Use an anti-virus software



Don’t say ok, ok, ok, when you install new apps



Be aware that other people are watching and following your footprints on the Internet
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Communication Channels 

Email

Web

Chat rooms

Social media and networks

Bulletin boards

Internet Relay Chat (IRC); Instant Messaging (IM)
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DO NOT SEND ANY proprietary, confidential, sensitive, or classified information via UNSECURE communication channels.
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Communication Devices 

Personal computer

Notebook

Mobile device 

Cell phone

Smart phone

Telephone

Fax machine

Radio



8/17/2012

13

LESSON 1























13



Internet Postings 

Guidelines prohibiting the posting of 
sensitive information

Don’t give any unnecessary information

Adversary can twist information 
– we can be our own worst enemy

What have others posted?

Posted information is in the public domain FOREVER

Forever in search engine caches, copied to another website, and in the Internet archive
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Show “Lethal Keystrokes” http://www.opsecprofessionals.org/training.html
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Persona, your Footprint 

Russ Haynal’s site:  

http://navigators.com/opensource.html

and 

Security and Privacy Issues for 

Internet Users Persona:

http://navigators.com/persona.html
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Change your Profile 

Adjust security settings and browser preferences

Change time zone setting

Change OS language settings

Use different browsers

Country or region of origin
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Browser Issues 

Browser type

IP address

Date and time setting

Number of sites visited today

Sites history

Computer name

Page referred from

Cookies

Email address

Clipboard contents
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http://www.google.com/imgres?um=1&hl=en&sa=N&biw=1333&bih=740&tbm=isch&tbnid=B0bv8fPlH_QFpM:&imgrefurl=http://www.fastinternetbrowser.net/&docid=6HTI6ZLD_7FM7M&imgurl=http://www.fastinternetbrowser.net/wp-content/uploads/top-best-browsers.jpg&w=510&h=325&ei=uzbFT_3gLYOg8gS77MCoCw&zoom=1&iact=hc&vpx=186&vpy=168&dur=27&hovh=179&hovw=281&tx=149&ty=95&sig=107931095692453915257&page=1&tbnh=137&tbnw=215&start=0&ndsp=18&ved=1t:429,r:6,s:0,i:155
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Public 
Anonymous 
Proxies 

Organizational restrictions

You are not anonymous to the proxy provider

Identified as an anonymized user

Beware of false sense of security
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Public Anonymous Proxies - Examples 

Anonymizer:  www.anonymizer.com

Anonymouse:  http://anonymouse.org

Guardster:  www.guardster.com

Heeky:  www.heeky.com

Hide My Ass:  www.hidemyass.com

MegaProxy:  www.megaproxy.com/freesurf

My-proxy:  www.my-proxy.com

Online Anonymous Proxy:  http://zend2.com/

Privoxy:  http://sourceforge.net/projects/ijbswa/files/

Tor:  www.torproject.org

Try Catch Me:  www.trycatchme.com

250+ Working Proxies:  http://www.econsultant.com/proxylist/index.html













8/17/2012

19

LESSON 1





















19





Searching Guidelines 

Adhere to the security mandates of your organization

Don’t bring attention to you, your organization, or your operations

Conduct research without disclosing your identity or mission

Keep personal details off of the Internet

Try to look like everybody else

Try to avoid patterns

Discretion and anonymity, not necessarily deception

Use different email addresses for each website and activity

Disable anything that records your activity

Be aware of what your browser is disclosing about you

Do not automatically open attachments

Use removable storage media

Properly dispose of printed and electronic media
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Sensitive Data 

How does it end up in search engine databases?

Misconfigured servers / incorrect or missing robots.txt file

Software vulnerabilities

Human error / ignorance
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robots.txt













Vulnerabilities.  Show video http://www.washingtonpost.com/investigations/cyber-search-engine-exposes-vulnerabilities/2012/06/03/gJQAIK9KCV_story.html?hpid=z1 .  Also reference article in The Washington Post on June 3, 2012. “Cyber search engine Shodan exposes industrial control systems to new risks.” By Robert O’Harrow Jr.
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Simple Things to Prevent Problems  

Hover over links and look in the bottom left corner before clicking on URLS that you are uncertain about



Use common sense to avoid phishing and spam mail



Watch your downloads—some programs include adware that will report your surfing habits which may result in spam



Use the INCOGNITO mode of Google Chrome to check out uncertain URLs 



Guard your private information 



Use VPN in public spaces—Panera, Starbucks, hotels



Use caution when using social media



Know what https means



Create long memorable passwords



8/17/2012
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Simple Things to Prevent Problems  

Be careful with email attachments



Consult with your IT Department for spam filters, anti-virus software, etc.



Set-up mobile phone passwords



Don’t leave your password on a post-it note



Many browsers and search engines have auto-complete features—don’t enable



Monitor your online reputation



Beware of apps that you add to your mobile phone



Log out of search engines



Lock your computer when you walk away
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Computer Security Guidelines 

Lock your PC before you step away

Utilize hardware and software safeguards

Examine options and settings for each application to enable security

Avoid or disable HTTP-Referrer variable

Clear History files and private data after each session

Clear Temp files, set Temp space to 1 MB

Turn off “Allow paste operations via script” / “Allow Programmatic Clipboard Access”

Anti-virus (update regularly)
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Anti-spyware (update regularly)

Back up regularly

Firewall (update and secure)

Keep your OS and software patched and updated

Disable email scripting

Don’t use administrator logon

Don’t open unknown attachments

Use strong passwords

Password protect files

Open files in a different viewer

Utilize software encryption features





























Clear your search history for privacy but also to keep your computer system running at top speed.  In Internet Explorer, click on Tools, then Internet Options. In Firefox, go to Tools, then Options, then Privacy.  In Google Chrome, go to Settings, History to clear history.
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Helpful Information 

Cybersecurity

Department of Homeland Security. Stop.Think.Connect:  
www.dhs.gov/files/events/stop-think-connect.shtm

Federal Trade Commission. Consumer 
Protection. Protecting America’s Consumers:  www.ftc.gov/bcp/menus/consumer/tech.shtm

Infosec Island:  infosecisland.com

United States Computer Emergency Readiness:  www.uscert.gov
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Summary

Used to increase safety and security

Risk assessment tool

Examine day-to-day activities from an adversary’s point of view

Helps you understand what an 
adversary can learn about your 
organization from your activities

It is a mindset

Applicable to all daily activities
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Operational Security Resources for the Students

Lesson 1 – Operational Security 



OPSEC is Applicable to Any Situation



 “OPSEC and You” 

www.opsecprofessionals.org/training.html





Communication Channels



Consumer Protection

www.ftc.gov/bcp/consumer.shtm

 

Report phishing

Forward the phishing email to: www.IFCCFBI.gov or to REPORTPHISHING @ANTIPHISHING.ORG





Internet Postings



“Lethal Keystrokes”

www.opsecprofessionals.org/training.html





Persona, your Footprint



Russ Haynal’s site : 

http://navigators.com/opensource.html



Security and Privacy Issues for Internet Users, Persona 

http://navigators.com/persona.html





Public Anonymous Proxies - Examples



Anonymizer 

www.anonymizer.com



Anonymouse

http://anonymouse.org





Guardster

www.guardster.com



Heeky

www.heeky.com



Hide My Ass

www.hidemyass.com



MegaProxy

www.megaproxy.com/freesurf



My-proxy

www.my-proxy.com



Online Anonymous Proxy

http://zend2.com/



Privoxy

http://sourceforge.net/projects/ijbswa/files/



Tor

www.torproject.org



Try Catch Me

www.trycatchme.com



250+ Working Proxies

www.econsultant.com/proxylist/index.html





Sensitive Data



Video:

http://www.washingtonpost.com/investigations/cyber-search-engine-exposes-vulnerabilities/2012/06/03/gJQAIK9KCV_story.html?hpid=z1





Helpful Information



Cybersecurity 



Department of Homeland Security. Stop.Think.Connect

www.dhs.gov/files/events/stop-think-connect.shtm

Federal Trade Commission. Consumer Protection. Protecting America’s Consumers

http://www.ftc.gov/bcp/menus/consumer/tech.shtm



[bookmark: _GoBack]Infosec Island

www.infosecisland.com



United States Computer Emergency Readiness

www.us-ert.gov
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Search and Analytical Tools Resources for the Students

Lesson 1 – Search Tools 



Search Engine Tools



Search Engines 2 (search engines by topic, region, and function)

www.search-engines-2.com



Best Search Tools Chart from Infopeople.org

www.infopeople.org/search/chart.html



Major Search Engines – Feature Guide

http://extremesearcher.com/sechart.pdf



Search Engines Directory (search engines by topic, general, and specialty)

www.searchengineguide.com/searchengines.html



Choose the Best Search for Your Information Need

www.noodletools.com/debbie/literacies/information/5locate/adviceengine.html



List of Search Engines and Directories

www.fuld.com/resource-center/intelligence-indexes/





Lesson 2 – Search Engines 



Individual Web Search Engines 



Ask

www.ask.com



Bing

www.bing.com



Blekko

www.blekko.com



Exaleadwww.exalead.com/search/



Googlewww.google.com



HotBot

www.hotbot.com



Kartoo

www.kartoo.com



Lycos

www.lycos.com



Quintura

www.quintura.com



Yahoo!

www.yahoo.com





Metasearch Engines

 

37.com

www.37.com



Beaucoup

www.beaucoup.com



Copernic agent

www.copernic.com/en/products/agent/index.html



Dogpile

www.dogpile.com



Excite

www.excite.com



Ixquick

www.ixquick.com



Mamma

www.mamma.com



Metacrawler

www.metacrawler.com



Search

www.search.com



Surfwax

www.surfwax.com



TurboScout

www.turboscout.com



Yippy

www.yippy.com



Zuula

www.zuula.com





Google



“Google is Good. Libraries are better.”

www.youtube.com/watch?v=IW_ubJJ8SnE



“Stop Words, Words Ignored By Search Engines”

www.link-assistant.com/seo-stop-words.html





Video Search Engines 



Bing

 www.bing.com



Google Video

http://video.google.com



Ixquick

www.ixquick.com



Reuters Business News and Financial News

www.reuters.com/finance



YouTube

www.youtube.com





Blog Search Engines 



Blawg Search

http://blawgsearch.justia.com/



Bloggdigger

www.blogdigger.com



Blog-Search

www.blog-search.com



Blogsearchengine

www.blogsearchengine.com



Google blog Search

http://blogsearch.google.com

or www.google.com/blogsearch



Surfwax

www.surfwax.com



Technorati

www.technorati.com





News Search Engines 



Bloglines

www.bloglines.com



EBSCO (databases; aggregator)



EIN News

www.einnews.com



Google News

http://news.google.com



Google News Timeline

http://newstimeline.googlelabs.com



Ice Rocket Blog Search

www.icerocket.com



Justia News & Featured Cases

http://news.justia.com



My Way

www.myway.com



Newspaperindex

www.newspaperindex.com



Nexis

www.nexis.com



Reuters Business News and Financial News

www.reuters.com/finance



Silobreaker

www.silobreaker.com



Surfwax

www.surfwax.com



World News

http://wn.com



Yahoo! News

http://news.yahoo.com





Message Boards and Forums 



Big Boards

www.big-boards.com



Boardreader

www.boardreader.com



BoardTracker

www.boardtracker.com



Delphi Forums

www.delphiforums.com



Flickr Groups

www.flickr.com/groups



Forums Search Board Reader

http://boardreader.com



Google Groups

http://groups.google.com



Omgili

http://omgili.com



Yahoo! Groups

http://groups.yahoo.com





Book Search Engines 



AddAll

www.addall.com



Alibris

www.alibris.com



Amazon

www.amazon.com



BookFinder.com

www.bookfinder.com



The British Library

http://blpc.bl.uk



Google Books

http://books.google.com



Library of Congress catalog

http://catalog.loc.gov



The Online Books Page

http://digital.library.upenn.edu/books



Powell’s Books

www.powells.com



Project Gutenberg

www.gutenberg.org



WorldCat

www.worldcat.org





Government/Military  



USA.gov

www.usa.gov



Federal Digital System

http://www.gpo.gov/fdsys/



The Library of Congress, Thomas

http://thomas.loc.gov/home/thomas.php



Congressional Reference Service for the People

http://opencrs.com/



various military/DOD  websites

· U.S. Department of Defense

www.defense.gov/

· U.S. Army Combined Arms center

http://usacac.army.mil/CAC2/index.asp





International   

Yahoo! International

http://everything.yahoo.com/world/en-US



Escape Artist

www.escapeartist.com



Yandex

www.yandex.com





Lesson 3 – Directories 



Directories - Examples: 



About

www.about.com



Blawg Search

http://blawgsearch.justia.com/



CEOExpress

www.ceoexpress.com



DMOZ

www.dmoz.org



Excite

www.excite.com



Fuld & Company Intelligence Indexes

www.fuld.com/resource-center/intelligence-indexes/ 



Infomine

http://infomine.ucr.edu/



Infoplease

www.infoplease.com



Ipl2

http://ipl.org/



Kartoo (has a directory and a search engine)

www.kartoo.com 



The Library Spot

www.libraryspot.com



World Factbook

www.cia.gov/library/publications/the-world-factbook/



WWW Virtual Library

http:.//vlib.org



Yahoo! Directory

http://dir.yahoo.com





Lesson 4 – Analytical Tools 



Silobreaker



SiloBreaker video

http://info.silobreaker.com/enterprise-software/view-a-demo-silobreaker-enterprise-software-suite





Analyst’s Notebook



Analyst’s Notebook Images

 www.visualanalysis.com/products/anb.php



Analyst’s Notebook example charts

www.visualanalysis.com/products/anb.php





Factiva Snapshot



“Using Factiva Snapshot” www.youtube.com/watch?v=DHmVp8W5qL0&feature=BFa&list=PL804D90BC8AB1F7A9&lf=results_main



Factiva Snapshot resource guides

www.factiva.com/en/cp/collateral/files/factiva_snapshot_QRC.pdf

www.factiva.com/en/cp/collateral/files/factiva_snapshot_SharePub_QRC.pdf

[bookmark: _GoBack]
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Analytical Tools
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Topics

Lesson 1 – Search Tools

Search Engine Tools

Lesson 2 – Search Engines

Definitions

Components, Results, Issues

Individual, Meta

Google

Yahoo!

Other Search Engines

Lesson 3 – Directories

Definitions

Yahoo! Directory and Yahoo Search

Examples 

Lesson 4 – Analytical Tools

SiloBreaker

Analyst’s Notebook

Factiva Snapshot
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Objectives





Introduce and provide information about the various search and analytical tools



Provide first-hand experience with various search tools
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Lesson 1
Search Tools
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Introduction to Search Tools 

Internet Search Tools



How they work



Sampling of current tools



LESSON 1
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Search Tools

Web search engines – individual, meta*



Other search engines



Directories

LESSON 1



*Metasearch engines are search engines 
that search other search engines and bring you the results as if you had made the effort to search all of those sites independently.
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Search Engine Tools 

Search Engines 2 (search engines by topic, region, and function)
www.search-engines-2.com



Best Search Tools Chart from Infopeople.org
www.infopeople.org/search/chart.html



Major Search Engines – Feature Guide
http://extremesearcher.com/sechart.pdf



Search Engines Directory (search engines by topic, general, and specialty)
www.searchengineguide.com/searchengines.html



Choose the Best Search for Your Information Need
www.noodletools.com/debbie/literacies/information/5locate/adviceengine.html



List of Search Engines and Directories
http://www.fuld.com/resource-center/intelligence-indexes/
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Hands-on exercise. The Instructor will present a few of the examples of the Search Engine Tools. 
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Lesson 2
Search Engines
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 Search Engines 

“A web search engine is designed to search for information on the World Wide Web and FTP servers. The search results are generally presented in a list of results often referred to as SERPS, or "search engine results pages". The information may consist of web pages, images, information and other types of files.”

“A program that searches documents for specified keywords and returns a list of the documents where the keywords were found. Although a search engine is really a general class of programs, the term is often used to specifically describe systems like Google, Alta Vista and Excite that enable users to search for documents on the World Wide Web and USENET newsgroups.” 

LESSON 2
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A database of Internet content collected in an automated fashion













What is a search engine?
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Search Engine Components 

Spider/robot/crawler
Visits sites on the Web, reads text and links and brings that information back to the search engine index

Search Engine Index
Where everything the spider 
finds is indexed

Search Engine Software
Sifts through the index and brings back matches after the query
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These are the three main components of the search engine.
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How Search Engines Work

Sends out a spider/robot (bot) to the Web 

Retrieves documents; crawls the Web, capturing text, images, etc.; builds a database

The indexer 

Reads these documents; creates 
an index 

Uses a proprietary algorithm to 
create its indices

Some search engines mine 
data in databases or open directories 

Maintain relative real-time information 
by continuously running the web crawler
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Search Engine Results 

Search engines use proprietary algorithms 
(may include 20 factors) to determine relative relevancy and rank based on items such as:

Frequency and location of term

Inbound links

Popularity - a link to a page is a vote for it

Previous search history

Results of various search engines differ

Results are affected by the search tools and techniques



LESSON 2
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Search Engine Information Issues 





Not a “real time” web search 
– How current is the information?

Text dependent

Barriers to indexing

Various tools and techniques

Each search engine has its own algorithm

Search history affects search results

Order of the words in your query may affect the ranking of the results

Use more than one search engine



LESSON 2
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LESSON 2

Ask: www.ask.com

Bing: www.bing.com

Blekko: www.blekko.com

Exalead: www.exalead.com/search/

Google: www.google.com

HotBot: www.hotbot.com

Kartoo: www.kartoo.com

Lycos: www.lycos.com

Quintura: www.quintura.com

Yahoo!: www.yahoo.com

7/19/2012
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Web

Search



Individual Web Search Engines 













These are listed alphabetically. Hands-on exercises will include using different search engines and the comparison of the search results.
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Metasearch Engines 

37.com: www.37.com

Beaucoup: 
www.beaucoup.com

Copernic agent: www.copernic.com/en/products/agent

Dogpile: www.dogpile.com

Excite: www.excite.com

Ixquick: www.ixquick.com

Mamma: www.mamma.com

LESSON 2
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meta















These metasearch engines are listed alphabetically. Hands-on exercises. Do any of these metasearch engines include any of the individual search engines that we have used?
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Metasearch Engines  

Metacrawler: www.metacrawler.com



Search: www.search.com



Surfwax: www.surfwax.com



TurboScout: www.turboscout.com



Yippy: www.yippy.com



Zuula: www.zuula.com

LESSON 2
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Google - www.google.com
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Google  

One of the most popular 

Estimated web pages indexed – 50 billion (www.worldwidewebsize.com)

32 word term limit – applies to search terms and operators but not stop words

Word stemming

“Fuzzy” matching

Cache search capability

Language search and translation tools

Limited Boolean capability

Advanced search options available
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Google Searching 
“ANDing” and “ORing”

“ANDing” terms

It is not necessary to type and between the combined words. A space is assumed to be and.  Advanced Search is an option. Google does not support the use of a plus sign (+) immediately before a word, for searching.



“ORing” terms

OR (capitalized) is placed between the combined words. Advanced Search is an option.
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Google Searching  
Excluding terms 

Placing a minus sign (-) immediately before a word indicates that you do not want webpages that contain this word to appear in your results. The minus sign should appear immediately before the word and should be preceded with a space. 



Example: anti-virus -software  

software is excluded



Example: jaguar -cars -football 

cars, football are excluded



Example: -site:bbc.co.uk 

the bbc.co.uk site is excluded from the search results
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Google Searching 
No stemming



Google does not support the use of a plus sign (+) immediately before a word, for searching. Place double quotes around a single word to stop stemming. The double quotes are also used for exact phrases.



Example: “ANFO” “explosive”  “plan”  “c4” 

will retrieve pages containing: ANFO, explosive, plan, and c4



Example: ANFO explosive plan c4 

will retrieve pages containing : ANFO, explosive, explosives, plans, planning, c4, etc. 



Example:  “improvised explosive device”

will retrieve pages containing: improvised explosive device but not improvised explosive devices, etc.
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Google Searching  
Synonyms/fuzzy searching 



Use a tilde (~) before the word that you want Google to generate synonyms for.



Example: ~nutrition

will retrieve: nutrition, eating, 
health, nutritional, food, 
protein, calories, etc.
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Hands-on Exercise
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Google Shortcuts

A list of Google advanced search shortcuts is available at http://websearch.about.com/library/cheatsheet/blgooglecheatsheet.htm



intitle:  Finds pages that have the term(s) in the HTML title element.

	Example:  intitle:online

	Example:  intitle:“online strategies”



allintitle: Finds pages that have the term(s) in the HTML title  element but not necessarily in that order.

	Example: allintitle:congress library



inurl: Finds pages that have the term somewhere in the URL.

	Example:  inurl:bbc

	Example:  inurl:tax  (Try this. Are there pages from the IRS website? 
			Why or why not?) 



allinurl: Finds pages that have the terms somewhere in the URL.

	Example:  allinurl:google faq



NOTE:   inurl: google  inurl:faq    is the same as    allurl:google faq



cache: Displays Google’s cached version of a web page. 

	Example: cache:www.whitehouse.gov
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Google Shortcuts 

link: Finds pages which contain hypertext links to the exact specified URL.

	Example:  link:dtic.mil



site: Finds pages from the designated web site. It can be used to tell the search engine to only bring back the pages that include your search terms exactly as you typed them, in-order, proximity, etc.

	Example:  site:bbc.co.uk

	Example:  “google analytics” site:about.com  

Retrieves the pages that contain the phrase, google analytics within the web site, www.about.com

	Example:  cheese  site:.edu 

Retrieves the pages that contain the word, cheese, in  .edu  web sites.



filetype: Finds documents of a specific type.

	Example:  filetype:pdf



related: Finds other pages similar to a particular page.

	Example:  related:howstuffworks.com



numrange: Finds a range of numbers.

	Example:  numrange:1999..2005    (selects the years 1999-2005)

	Example:  1999..2005 (selects the years 1999-2005)
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Hands-on Exercise

Use the various search features of Google; including advanced search.



Look at the search results from 
the example above using, site. 
See what happens when you use site:www.about.com “google analytics.”



A quiz/question: What types of files does Google index?
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Yahoo! - www.yahoo.com



7/19/2012

27















27



Yahoo! 
Features and Shortcuts

Features:

Boolean

Cache

Number of keywords – no limit



Shortcuts

link: 

	Example: link:www.fas.org

site

url

intitle
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Given Bing’s popularity, you may want to either demonstrate or have the students compare search results with other search engines.
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Hands-on Exercise















Students should use the various search features of Yahoo!, including the advanced search feature.
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Specialize in a specific media

Images 

Videos

Blogs



or non-Web content

News

NewsGroups, USENET, 
Discussion Groups

Books





Other Search Engines 

7/19/2012
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Special Search Engines/Sites 



Blogs

News

Books

Military

Government

Scientific Data
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Video Search Engines 

Bing: www.bing.com



Google Video: http://video.google.com



Ixquick: www.ixquick.com



Reuters Business News and Financial News: www.reuters.com/finance



YouTube: www.youtube.com
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Blog Search Engines 

Blawg Search: blawgsearch.justia.com/



Bloggdigger: www.blogdigger.com



Blog-Search: www.blog-search.com



Blogsearchengine: www.blogsearchengine.com



Google blog Search: blogsearch.google.com 
or www.google.com/blogsearch



Surfwax: www.surfwax.com



Technorati: www.technorati.com
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Nexis: www.nexis.com

Reuters Business & Financial News: www.reuters.com/finance

Silobreaker: www.silobreaker.com

Surfwax: www.surfwax.com

World News: wn.com

Yahoo! News: news.yahoo.com



News Search Engines 

Bloglines: www.bloglines.com

EBSCO (databases; aggregator)

EIN News: www.einnews.com

Google News: news.google.com

Google News Timeline: newstimeline.googlelabs.com

Ice Rocket Blog Search: www.icerocket.com

Justia News & Featured Cases: news.justia.com

My Way: www.myway.com

Newspaperindex: www.newspaperindex.com

7/19/2012
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Message Boards and Forums 

Big Boards: www.big-boards.com 

Boardreader: www.boardreader.com 

BoardTracker: www.boardtracker.com 

Delphi Forums: www.delphiforums.com 

Flickr Groups: www.flickr.com/groups 

Forums Search Board Reader: 
http://boardreader.com 

Google Groups: http://groups.google.com 

Omgili: http://omgili.com 

Yahoo! Groups: 
http://groups.yahoo.com 
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Powell’s Books: www.powells.com 

Project Gutenberg: www.gutenberg.org 

WorldCat: www.worldcat.org  



Book Search Engines

AddAll: www.addall.com 

Alibris: www.alibris.com 

Amazon: www.amazon.com 

BookFinder.com: www.bookfinder.com 

The British Library: http://blpc.bl.uk 

Google Books: http://books.google.com 

Library of Congress catalog:  http://catalog.loc.gov

The Online Books Page: http://digital.library.upenn.edu/books 
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Government/Military 

USA.gov: www.usa.gov 

Federal Digital System: www.gpo.gov/fdsys/ 

The Library of Congress, Thomas: http://thomas.loc.gov/home/thomas.php 

Congressional Reference Service for the People: http://opencrs.com 

Various military/DOD websites:

U.S. Department of Defense: www.defense.gov 

U.S. Army Combined Arms center: http://usacac.army.mil/CAC2/index.asp 
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International

Yahoo! International:    
http://everything.yahoo.com/world/en-US



Escape Artist:    
www.escapeartist.com



Yandex:    
www.yandex.com
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Lesson 3
Directories
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Directories

PROS

CONS

Selective

Categorized

Easy to browse

Searchable						

Limited size of database

Limited search functionality

Sponsor bias

Limited content

Organized lists or links

Reviewed and categorized, and maintained by humans. 

LESSON 3
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Yahoo! Directory and Yahoo! Search 

Yahoo! Search returns webpages that 
contain the words that you entered.



Yahoo! Directory is human-created;
it is a maintained collection of websites 
organized into categories and 
subcategories. 



Use the Yahoo! Directory when you



want a better understanding of the subject 

are not sure how to describe what you want

are searching for words with multiple meanings



















LESSON 3
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What is the Difference Between the Yahoo! Directory and Yahoo! Search?

41






Directories - Examples 

About: www.about.com

Blawg Search: http://blawgsearch.justia.com/

CEOExpress: www.ceoexpress.com

DMOZ: www.dmoz.org 

Excite: www.excite.com 

Fuld & Company Intelligence Indexes: 
www.fuld.com/resource-center/intelligence-indexes/ 

Infomine: http://infomine.ucr.edu/ 

Infoplease: www.infoplease.com 

Ipl2: www.ipl.org 

Kartoo: www.kartoo.com  has a directory and a search engine

The Library Spot: www.libraryspot.com

World Factbook: 
www.cia.gov/library/publications/the-world-factbook/ 

WWW Virtual Library: http://vlib.org 

Yahoo! Directory: http:/dir.yahoo.com
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Lesson 4
Analytical Tools
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SiloBreaker - www.silobreaker.com

“Single system for managing work-flow from:

 external/internal content aggregation

Indexing

Mining

classification and storage 

to search, analysis

Visualization

quality assurance

Collaboration

decision support and report generation.”



“You can define monitoring targets, trigger content aggregation, perform analyses, and display results in customized dashboards, e-mail alerts or by auto-generated reports.”



LESSON 4
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SiloBreakers’ video will be presented. Video demonstration at http://info.silobreaker.com/enterprise-software/view-a-demo-silobreaker-enterprise-software-suite.
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Analyst’s Notebook

Visual Analysis 
“analysis and visualization 
product that allows analysts
to quickly turn large volumes 
of data into actionable 
intelligence with powerful 
and rich analysis capabilities.”

Images at www.visualanalysis.com/products/anb.php

Example charts at www.visualanalysis.com/products/anb.php
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Factiva Snapshot

Factiva is a product of the Dow Jones Company that offers a collection of over 35,000 global news and information sources from 200 countries in 
26 languages. 



It’s analytical tool, Factiva Snapshot, filters the news and information that you are monitoring into modules that can be read and scanned.



Using Factiva Snapshot is available at: www.youtube.com/watch?v=DHmVp8W5qL0&feature=BFa&list=PL804D90BC8AB1F7A9&lf=results_main



Resource guides are available at:

www.factiva.com/en/cp/collateral/files/factiva_snapshot_QRC.pdf

www.factiva.com/en/cp/collateral/files/factiva_snapshot_SharePub_QRC.pdf





LESSON 4
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Summary



Know and use more than one tool!



Use the right tool with the appropriate search features.



Search tools are constantly changing. Read the “help” or “about” sections to keep abreast 
of any changes.
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Topics
Lesson 1 – Search Tools
 Search Engine Tools
Lesson 2 – Search Engines
 Definitions
 Components, Results, Issues
 Individual, Meta
 Google


Y h Yahoo!
 Other Search Engines
Lesson 3 – Directories
 Definitions
 Yahoo! Directory and Yahoo Search
 Examples 
Lesson 4 – Analytical Tools
 SiloBreaker
 Analyst’s Notebook
 Factiva Snapshot
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Objectives


 Introduce and provide information about the various 
search and analytical tools


 Provide first‐hand experience with various search tools


7/19/2012 3
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Introduction to Search Tools 


 Internet Search Tools


 How they work


 Sampling of current tools


LE
SS
O
N
 1
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Search Tools


 Web search engines – individual, meta*


 Other search engines


Di i Directories


LE
SS
O
N
 1*Metasearch engines are search engines 


that search other search engines and bring 
you the results as if you had made the effort to 
search all of those sites independently.
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Search Engine Tools 
 Search Engines 2 (search engines by topic, region, and function)


www.search‐engines‐2.com


 Best Search Tools Chart from Infopeople.org
www.infopeople.org/search/chart.html


 Major Search Engines – Feature Guide
http://extremesearcher.com/sechart.pdf


 Search Engines Directory (search engines by topic, general, and 
specialty)
www.searchengineguide.com/searchengines.html


 Choose the Best Search for Your Information Need
www.noodletools.com/debbie/literacies/information/5locate/advi
ceengine.html


 List of Search Engines and Directories
http://www.fuld.com/resource‐center/intelligence‐indexes/ LE


SS
O
N
 1
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Search Engines 


“A web search engine is designed 
  h f  i f i     h  


“A program that searches 
d  f   ifi d 


A database of Internet content collected in an automated fashion


to search for information on the 
World Wide Web and FTP servers. 
The search results are generally 
presented in a list of results often 
referred to as SERPS, or "search 
engine results pages". The 
information may consist of web 
pages, images, information and 
other types of files.”


documents for specified 
keywords and returns a list of the 
documents where the keywords 
were found. Although a search 
engine is really a general class of 
programs, the term is often used 
to specifically describe systems 
like Google, Alta Vista and Excite 
that enable users to search for 
documents on the World Wide 
Web and USENET newsgroups.”  LE


SS
O
N
 2
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Search Engine Components 


 Spider/robot/crawler
Visits sites on the Web, reads text and links and brings 
that information back to the search engine index


 Search Engine Index
Where everything the spider 
finds is indexed


 Search Engine Software
Sifts through the index and brings 
back matches after the query


LE
SS
O
N
 2


7/19/2012 10


How Search Engines Work
 Sends out a spider/robot (bot) to the Web 


 Retrieves documents; crawls the Web, capturing text, 
images, etc.; builds a database


 The indexer 
 Reads these documents; creates 


an index 


 Uses a proprietary algorithm to 
create its indices


 Some search engines mine 
data in databases or open directories 


 Maintain relative real‐time information 
by continuously running the web crawler LE


SS
O
N
 2
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Search Engine Results 
 Search engines use proprietary algorithms 
(may include 20 factors) to determine relative 
relevancy and rank based on items such as:


 Frequency and location of term Frequency and location of term


 Inbound links


 Popularity ‐ a link to a page is a vote for it


 Previous search history


 Results of various search engines differ


 Results are affected by the search tools and 
techniques LE


SS
O
N
 2
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Search Engine Information Issues 
• Not a “real time” web search 
– How current is the information?


• Text dependent


• Barriers to indexingBarriers to indexing


• Various tools and techniques


• Each search engine has its own algorithm


• Search history affects search results


• Order of the words in your query may affect the 
ranking of the results


• Use more than one search engine


LE
SS
O
N
 2
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 Ask: www.ask.com


 Bing: www.bing.com


 Blekko: www.blekko.com


 Exalead: wwwexalead com/search/


Individual Web Search Engines 


LE
SS
O
N
 2


 Exalead: www.exalead.com/search/


 Google: www.google.com


 HotBot: www.hotbot.com


 Kartoo: www.kartoo.com


 Lycos: www.lycos.com


 Quintura: www.quintura.com


 Yahoo!: www.yahoo.com


7/19/2012 14


Metasearch Engines 
 37.com: www.37.com


 Beaucoup: 
www.beaucoup.com


C i   t   Copernic agent: 
www.copernic.com/en/products/agent


 Dogpile: www.dogpile.com


 Excite: www.excite.com


 Ixquick: www.ixquick.com


 Mamma: www.mamma.com


LE
SS
O
N
 2
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Metasearch Engines  
 Metacrawler: www.metacrawler.com


 Search: www.search.com


S f   f Surfwax: www.surfwax.com


 TurboScout: www.turboscout.com


 Yippy: www.yippy.com


 Zuula: www.zuula.com


LE
SS
O
N
 2
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Google ‐www.google.com


7/19/2012 17


Google  
 One of the most popular 


 Estimated web pages indexed – 50 billion 
(www.worldwidewebsize.com)


 32 word term limit – applies to search terms and operators 3 pp p
but not stop words


 Word stemming


 “Fuzzy” matching


 Cache search capability


 Language search and translation tools


 Limited Boolean capability


 Advanced search options available


7/19/2012 18
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Google Searching 
“ANDing” and “ORing”
“ANDing” terms


 It is not necessary to type and between the combined 
words  A space is assumed to be and   Advanced words. A space is assumed to be and.  Advanced 
Search is an option. Google does not support the use of 
a plus sign (+) immediately before a word, for 
searching.


“ORing” terms


 OR (capitalized) is placed between the combined 
words. Advanced Search is an option.


7/19/2012 19


Google Searching  
Excluding terms 
Placing a minus sign (‐) immediately before a word indicates that 
you do not want webpages that contain this word to appear in your 
results. The minus sign should appear immediately before the word 
and should be preceded with a space. 


 Example: anti‐virus ‐software  
 software is excluded


 Example: jaguar ‐cars ‐football 
 cars, football are excluded


 Example: ‐site:bbc.co.uk
 the bbc.co.uk site is excluded from the search results


7/19/2012 20


Google Searching 
No stemming
Google does not support the use of a plus sign (+) immediately before a 
word, for searching. Place double quotes around a single word to stop 
stemming. The double quotes are also used for exact phrases.


 Example: “ANFO” “explosive”  “plan”  “c4” 
 will retrieve pages containing: ANFO, explosive, plan, and c4


 Example: ANFO explosive plan c4 
 will retrieve pages containing : ANFO, explosive, explosives, plans, 


planning, c4, etc. 


 Example:  “improvised explosive device”
 will retrieve pages containing: improvised explosive device but not 


improvised explosive devices, etc.


7/19/2012 21
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Google Searching  
Synonyms/fuzzy searching 


Use a tilde (~) before the word that you want Google to 
t    fgenerate synonyms for.


 Example: ~nutrition


 will retrieve: nutrition, eating, 
health, nutritional, food, 
protein, calories, etc.


7/19/2012 22


Google Shortcuts
A list of Google advanced search shortcuts is available at 
http://websearch.about.com/library/cheatsheet/blgooglecheatsheet.htm


intitle:  Finds pages that have the term(s) in the HTML title element.
Example:  intitle:online
Example:  intitle:“online strategies”


allintitle: Finds pages that have the term(s) in the HTML title  element but not necessarily in that 
order.


Example: allintitle:congress library


inurl: Finds pages that have the term somewhere in the URL.
Example:  inurl:bbc
Example:  inurl:tax (Try this. Are there pages from the IRS website? 


Why or why not?) 


allinurl: Finds pages that have the terms somewhere in the URL.
Example:  allinurl:google faq


NOTE:   inurl: google inurl:faq is the same as    allurl:google faq


cache: Displays Google’s cached version of a web page. 
Example: cache:www.whitehouse.gov
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Google Shortcuts 
link: Finds pages which contain hypertext links to the exact specified URL.


Example:  link:dtic.mil


site: Finds pages from the designated web site. It can be used to tell the search engine to only 
bring back the pages that include your search terms exactly as you typed them, in‐order, 
proximity, etc.


Example:  site:bbc.co.uk
Example:  “google analytics” site:about.com


Retrieves the pages that contain the phrase, google analytics within the 
web site, www.about.com


Example:  cheese  site: eduExample:  cheese  site:.edu
Retrieves the pages that contain the word, cheese, in  .edu web sites.


filetype: Finds documents of a specific type.
Example:  filetype:pdf


related: Finds other pages similar to a particular page.
Example:  related:howstuffworks.com


numrange: Finds a range of numbers.
Example:  numrange:1999..2005    (selects the years 1999‐2005)
Example:  1999..2005 (selects the years 1999‐2005)
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Hands‐on Exercise
 Use the various search features of 
Google; including advanced search.


 Look at the search results from 
the example above using, site. 
See what happens when you use 
site:www.about.com “google analytics.”


 A quiz/question: What types of files 
does Google index?
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Yahoo! ‐www.yahoo.com


7/19/2012 27







8/24/2012


10


Yahoo! 
Features and Shortcuts
• Features:


 Boolean


 Cache


 Number of keywords – no limit


• Shortcuts
 link: 


Example: link:www.fas.org


 site


 url


 intitle
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 Specialize in a specific media
 Images 


 Videos


 Blogs


Other Search Engines 


Blogs


 or non‐Web content
 News


 NewsGroups, USENET, 
Discussion Groups


 Books
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Special Search Engines/Sites 


 Blogs


 News


 Books


 Military


 Government


 Scientific Data
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Video Search Engines 
 Bing: www.bing.com


 Google Video: 
http://video.google.com


 Ixquick: www.ixquick.com


 Reuters Business News and 
Financial News: 
www.reuters.com/finance


 YouTube: www.youtube.com
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Blog Search Engines 
 Blawg Search: blawgsearch.justia.com/


 Bloggdigger: www.blogdigger.com


 Blog‐Search: www.blog‐search.com


 Blogsearchengine:  bl h i Blogsearchengine: www.blogsearchengine.com


 Google blog Search: blogsearch.google.com
or www.google.com/blogsearch


 Surfwax: www.surfwax.com


 Technorati: www.technorati.com
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 Nexis: www.nexis.com


 Reuters Business & Financial 
News: www.reuters.com/finance


 Silobreaker: www.silobreaker.com


 Surfwax: www.surfwax.com


 World News: wn.com


News Search Engines 
 Bloglines: www.bloglines.com


 EBSCO (databases; aggregator)


 EIN News: www.einnews.com


 Google News: news.google.com


 Google News Timeline: 
newstimeline.googlelabs.com


 Yahoo! News: news.yahoo.com Ice Rocket Blog Search: 
www.icerocket.com


 Justia News & Featured Cases: 
news.justia.com


 My Way: www.myway.com


 Newspaperindex: 
www.newspaperindex.com
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Message Boards and Forums 
 Big Boards: www.big‐boards.com


 Boardreader: www.boardreader.com


 BoardTracker: www.boardtracker.com


 Delphi Forums: www.delphiforums.com


 Flickr Groups:  fli k / Flickr Groups: www.flickr.com/groups


 Forums Search Board Reader: 
http://boardreader.com


 Google Groups: http://groups.google.com


 Omgili: http://omgili.com


 Yahoo! Groups: 
http://groups.yahoo.com
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 Powell’s Books: www.powells.com


 Project Gutenberg: 
www.gutenberg.org


 WorldCat: www.worldcat.org


Book Search Engines
 AddAll: www.addall.com


 Alibris: www.alibris.com


 Amazon: www.amazon.com


 BookFinder.com: 
www.bookfinder.com


Th  B i i h Lib   The British Library: 
http://blpc.bl.uk


 Google Books: 
http://books.google.com


 Library of Congress catalog:  
http://catalog.loc.gov


 The Online Books Page: 
http://digital.library.upenn.edu/books
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Government/Military 
 USA.gov: www.usa.gov


 Federal Digital System: www.gpo.gov/fdsys/


 The Library of Congress, Thomas: 
http://thomas loc gov/home/thomas phphttp://thomas.loc.gov/home/thomas.php


 Congressional Reference Service for the People: 
http://opencrs.com


 Various military/DOD websites:
 U.S. Department of Defense: www.defense.gov


 U.S. Army Combined Arms center: 
http://usacac.army.mil/CAC2/index.asp
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International
 Yahoo! International:    


http://everything.yahoo.com/world/en‐US


 Escape Artist:     Escape Artist:    
www.escapeartist.com


 Yandex:    
www.yandex.com
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Directories
 Organized lists or links


 Reviewed and categorized, and 
maintained by humans. 


PROS CONS
 Selective


 Categorized


 Easy to browse


 Searchable


 Limited size of database


 Limited search functionality


 Sponsor bias


 Limited content


LE
SS
O
N
 3
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Yahoo! Directory and Yahoo! Search 
 Yahoo! Search returns webpages that 


contain the words that you entered.


 Yahoo! Directory is human‐created;
it is a maintained collection of websites 
organized into categories and 
subcategories. 


Use the Yahoo! Directory when you


 want a better understanding of the subject 
 are not sure how to describe what you want
 are searching for words with multiple meanings


LE
SS
O
N
 3
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Directories ‐ Examples 
 About: www.about.com


 Blawg Search: http://blawgsearch.justia.com/


 CEOExpress: www.ceoexpress.com


 DMOZ: www.dmoz.org


 Excite: www.excite.com


 Fuld & Company Intelligence Indexes: 
www.fuld.com/resource‐center/intelligence‐indexes/


I f i h f d Infomine: http://infomine.ucr.edu/


 Infoplease: www.infoplease.com


 Ipl2: www.ipl.org


 Kartoo: www.kartoo.com has a directory and a search engine


 The Library Spot: www.libraryspot.com


 World Factbook: 
www.cia.gov/library/publications/the‐world‐factbook/


 WWW Virtual Library: http://vlib.org


 Yahoo! Directory: http:/dir.yahoo.com
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SiloBreaker ‐ www.silobreaker.com
 “Single system for managing work‐flow from:


 external/internal content aggregation


 Indexing


 Mining


l ifi ti   d  t   classification and storage 
 to search, analysis


 Visualization


 quality assurance


 Collaboration


 decision support and report generation.”


 “You can define monitoring targets, trigger content aggregation, 
perform analyses, and display results in customized dashboards, 
e‐mail alerts or by auto‐generated reports.” LE


SS
O
N
 4
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Analyst’s Notebook
 Visual Analysis 
“analysis and visualization 
product that allows analysts
to quickly turn large volumes to quickly turn large volumes 
of data into actionable 
intelligence with powerful 
and rich analysis capabilities.”


 Images at www.visualanalysis.com/products/anb.php


 Example charts at www.visualanalysis.com/products/anb.php


LE
SS
O
N
 4
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Factiva Snapshot
 Factiva is a product of the Dow Jones Company that offers a collection of 


over 35,000 global news and information sources from 200 countries in 
26 languages. 


 It’s analytical tool, Factiva Snapshot, filters the news and information that 
you are monitoring into modules that can be read and scannedyou are monitoring into modules that can be read and scanned.


 Using Factiva Snapshot is available at: 
www.youtube.com/watch?v=DHmVp8W5qL0&feature=BFa&list=P
L804D90BC8AB1F7A9&lf=results_main


 Resource guides are available at:


 www.factiva.com/en/cp/collateral/files/factiva_snapshot_QRC.pdf
 www.factiva.com/en/cp/collateral/files/factiva_snapshot_Share
Pub_QRC.pdf


LE
SS
O
N
 4
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Summary


 Know and use more than one tool!


 U  th   i ht t l  ith th   Use the right tool with the 
appropriate search features.


 Search tools are constantly 
changing. Read the “help” or 
“about” sections to keep abreast 
of any changes.
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