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ABSTRACT

There is an increasing use of contactless smart card technology for identification,
access control, and financial transactions due to its numerous advantages.
However, there is also an increasing number of attacks that exploit the insecure
contactless communications in order to gain unauthorized access to personal
and sensitive information for illegitimate use. The Open Protocol for Access
Control Identification and Ticketing with privacY (OPACITY) and the Protocol for
Lightweight Authentication of Identity (PLAID) are two privacy-enhanced
protocols that enable secure contactless communications to protect the
confidentiality, integrity, and authenticity of contactless smart card information
and transactions.

This thesis will examine and analyze the principle mechanisms behind the
OPACITY and the PLAID protocols to determine the strengths and weaknesses
of the protocols, as well as to benchmark the performance of the protocols
against each other.



THIS PAGE INTENTIONALLY LEFT BLANK

Vi



TABLE OF CONTENTS

INTRODUCTION......oiiiiiisccmmmnrsrssssssmmsssssssssmsss s s ssssssmsmsssssssssssmnssssssssssnnmsnssnnsen 1
A. INTRODUCTION.....cooiiiimmmrrrrsssssmmmsssesssssmsme s s ssssssssmsssssssssssmmssssesssssnnes 1
B. MOTIVATION ......iiiiirccmmnn s resssssmmss s ssssssmsms s s ss s smsmn s s e e s ss s smmnan s sessssnnes 2
C. RESEARCH METHOD..........ccccemrrrrisemmrsrsssssssmss s s sssssms s ss s smmmnn s 3
D. THESIS ORGANIZATION......ciiriiicimemerrrsssssssmnn s e ss s ssmns s s s ssssssmmmssssnnses 4
OVERVIEW OF CONTACTLESS SMART CARD TECHNOLOGY ........cccerse. 5
A. HISTORY OF SMART CARDS ......cccciiiiiiemmrrrrnnsssmsssssssssssssss s snssnnnes 5
B. ARCHITECTURE ... s s smnsn s e 5
C. STANDARDS .......ccccrirrrrernmeerrrssssssmms s s s ssssssmmmn s e s s s ssssmn s s e essssssmnmnssennsen 6
1. 15T T 3 1 7

2. ISO 14443.........eerrecee s s e s mmmn e 7

3. SO B 7 7

D. Y o o I 0 0] 7
1. Identification ... —————— 8

2. Financial ... 9

3. ACCESS CONLION ... 9

E. THREATS AND VULNERABILITIES........ccccoerrrrnssmemeressssssmseneenas 10
1. (2= \VZ=X=To [ 0T o oo ' [ 10

2. IMPErsoNation ... —— 10

3. Denial of Service (DOS).....cccmmiimrimiiininninnnsssssssensnss e 11

4, Relay Attacks ......cccovivvmmmmmiiniics s e 12

5. Radio Frequency Analysis........cccomriiiimmmmrmmnnssnsmssssnssssssnnnnns 13

F. SECURITY REQUIREMENTS ........cooorrirnnnmmmernesssssssmsn e s s ssssssmmmnsssnas 13
1. Confidentiality......ccccciiiinirsmmmrnins e 14

2. INTEGIITY e ———————— 14

3. AVailability ... —————— 15

4, Non-repudiation ........cccuiiiiiiiiissser e —————— 15

O ] o 0 I 17
A. OVERVIEW. .......c oo emrrirssssmmenssssssssmsss s s ssssssmsns s s ssssssssmss s sssssssamnmssssnns 17
B. STANDARDS / RECOMMENDATIONS.......cccccmrrrnnnmmerenssssssnmmmnnsenas 18
C. GENERAL CHARACTERISTICS......ccceiieecmeeerresssssmss s ssssssmmmnseenas 18
1. Single Factor Authentication Protocol ..........cccoeeiiiiiiinnnnnees 18

2. Asymmetric-Based Authentication .........cccccerriiiinnniinnnnees 19

3. Authentication versus Authorization...........ccccevviiiiiiiiisnnnnees 20

D. FEATURES. ... sssss s s s s ssns s s mmmnas 21
1. Security Features........ccovvvmmrminiinmrrrnnnnsss s 21

a. VY011 1=T o] 1 Lo 1 £ (o ) o O 21

b. End-to-End Protection with Forward Secrecy .......... 22

C. Identity PriVacCY .......ccccucvvsssssssummmmemmmmmsmssmssssssssssssssssssnes 22

2. Performance Features........cccccceviiiiiiiinisinniinssnssseneseenee e 23

a. Persistent Binding ........ccceeeeeeememmmmmmmmmsssssssssssssssssssssses 23

Vii



b. Anti-tearing and Synchronization.............ccccccceessuuns 23

c. Simple Integration and Interoperability..................... 24
E. MODES OF OPERATION ........cccccerriescmmmer e sessssms s s s ssmmmn s snnnns 24
1. OPACITY-FS ... rrssssssme s s e s sssmnn e s 24
2. OPACITY-ZKM.......ommrriiirinmmmrrrnssssmsmsssssssssssmss s sessssssmmsssssssssnns 25
F. CIPHER SUITES. ......cciiiiiceccerrrssssssmmse s sssssssmsss s sesssssssms s s ssssssssmssnsssnas 25
G. OPACITY-FS AUTHENTICATION........oooieiicmemerreessmmmen e sssssmmmnn s 26
1. Step 0: Preloading of Required Authentication
Information ... 27
2. Step1: Card Terminal (Host) Initiates Authentication
Request ... 28
3. Step 2: Smart Card (ICC) Generates Authentication
[0 V7 o1 Lo o | - 1 o 29
a. Validates HOSt CVC.......emmeeeeeeeiiiiiccccisscsssssssssnnmmnnnnnnnns 29
b. Verifies Persistent Binding Feature.................ccce..... 29
c. Derives  Session Keys and  Generates
Authentication Cryptogram............cccccccuvsseeenssssssssnnnns 32
3. Step 3: Card Terminal (Host) Verifies Authentication
[0 V7 01 Lo [ - 1 o 34
a. Verifies Persistent Binding Feature...............ccceueve... 34
b. Derives Session Keys and Verifies Authentication
(0757701 (o To | - 11 1 S 36
H. STRENGTHS AND LIMITATIONS......oiiiiieemrrrinsesms s sssssmnene s 38
1. Strengths.......oo i ———————— 38
a. Asymmetric Cryptography ........cccccccoveevessseenssssssssnnnes 38
b. Use of Different Session KeYS .........ccomuevvssssmmmnnssssssas 39
c. Mutual Authentication and End-end Protection
with Forward Secrecy and Identity Privacy .............. 39
2. [T 411 = 1 o] o 39
a. Asymmetric Authenticating .........cccceeeeeeeeeeeessssesrsssnnas 39
b. Single Factor Authentication ................ccceeeveerisssssannes 40
C. = =F:1 (=T g (o (- o 40
T o I | 5 43
A. OVERVIEW. ... ciemrriinssss s sssssssssss s s ssssss s s sssms s s s s ssmssnsssnas 43
B. STANDARDS/RECOMMENDATIONS........ccocommrirnnnnmnrrnnsnsssnnnssnnas 43
C. GENERAL CHARACTERISTICS.......ccciiiiieemrrrinssssens s nsssssssseseas 44
1. Multi-Factor Authentication .............ccccciiiiiiiiininnnnnneeeeeceeeenn. 44
2. Symmetric and Asymmetric Key Algorithms..........cccocu...... 44
3. Authentication versus Authorization..........cccceviiiiiiiissnnnnees 45
D. FEATURES. ... sssss s s s s ssns s s mmmnas 46
1. Security Features........ccouvmmmminiiimrrinnnnsss s 46
a. Mutual Authentication ..........ccceeeeeemeeeseresrsrcssssssssssssnes 46
b. End-to-End ProtecCtion...........eeeeeeeeeeeeeeeeicssssssesessnnnns 46
c. Authorization CRECKS ........ccccovvvrsrsmsememmeenenennsssssssssnas 47
2. Performance Features........ccccoimmmmeceecceeee s seee s ee e eeenees 47

viii



a. Simple Integration and Interoperability..................... 47

E. MODES OF OPERATIONS........cccocmirineemnr s sssnsn s s 47
F. SUGGESTED KEY LENGTHS AND ALGORITHMS...........cccoccmrene 48
G. AUTHENTICATION PROCESS. .........ccocmiriisnnmmrnrssssssmss e s s ssmmmeseenas 48
1. Step 0: Preloading of Required Authentication
Information ... 50
2. Step 1: IFD Initiates Authentication Command................... 51
3. Step 2: ICC Responds to the IA Command by Generating
IA RESPONSE ....ceeeeeirirrinemn s sssms s s s s e 51
4, Step 3: IFD Responds to the IA Response from ICC by
Generating FA Command...........ccccccemimniiiinmmnsmnnnsssssssssssnnnnns 52
5. Step 4: ICC Response to the FA Command...........ccceeeuuneee 54
6. Step 5: IFD Processes Credentials...........ccceevviininiiinnnnnnes 55
H. STRENGTHS AND LIMITATIONS......oiiiccieemerress e s ssssmmmn s 55
1. Strengths......ooo e ——————— 56
a. Hybrid Cryptography .........ccuemeemssssssnsesssssssssnnnes 56
b. Multi-Factor Authentication .................cccevvecvisissssannnes 57
C. Mutual Authentication, End-To-End Protection........ 57
2. LimitatioNS. ..o 57
a. Slow in Comparison to AES Only Authentication.... 57
b. Key Distribution Problem.................coovvvevvvcvvsissssssannes 58
V. METHODOLOGY .....cmiiiiiissmmmnnrissssssmmsssssssssssssssssssssssssssssssssssmsssssssssssnnnsssssss 59
A. INTRODUCTION.....cooiiiimmmrrressssmmmen s ssssssssme s s ssssssssmss s sssssssmmsnssessssnns 59
B. DATA ANALYSIS ... ceerrccrsssmer s rsssssssmss s sssssssmss s s s s sssmmmssssessssmmnnns 59
1. 107 0T=1 0 0o To | 3T 1 59
2. (= LI 0T Yo 1o o 60
3. ST=1 [T )V 0o o 1] T 62
C. STANDARDS AND GUIDELINES .........ccoiiiimmrrnininnmsnsssssssssssssssenas 63
1. Federal Information Processing Standards 140-2
Publication (FIPS Pub 140-2) .........ccccciiiiniinsssnnnnmnncemnnnnnnnnn 64
2. Federal Information Processing Standards 201-2
Publication (FIPS Pub 201—2) .........ccccvemmrrmnnnienmnnrsnssssennnn 66
3. NIST Special Publication 800-63-1: Electronic
Authentication Guideline. .........ccoceccmriminiismrrnnnr s 67
4, NIST Special Publication 800-116: A Recommendation
for the Use of PIV Credentials in Physical Access
Control Systems (PACS). .....cccccermmmmmmmmmmmmminnissssssssssssssssssssnnes 69
5. NSA Suite B Cryptography website / NSA The Case for
Elliptic Curve Cryptography ........ccccccvvmmrmmnnnissmsnssnsssssnnnns 70
6. Payment Card Industry Data Security Standard (PCI-
DSS) / ISO 78168 .....cccummmrrrrrsnmmnrrrssssssmsms s smsns s ssmnnnas 71
VI.  COMPARISONS AND FINDINGS .........ccocomrrrnnssnnmnrsnnssssssmsssssssssssmssssssnsssnns 73
A. COMPARISONS .....oemiiiiiiiinmmrrrrnsssssmsss s ssssss s s sssmn s s e sssmnsnsssnas 73
1. Factors of Authentication ...........cccvviviiinniininissee e 75
2. Granularity of Identification.........cccccciiiiiiccmnininncrennnes 76

iX



3 Credential Confidence........c.ccccvirmmrinismsmnnssssnnsee s 76

4 Subject-Token Binding......cccccvviivmmmmrimnniismsnnisssssssessesssnssnas 77

5. Non-Repudiation..........cccccmimniiiimmmninsnes e 78

6. Man-in-the-Middle Resistance............ccooocmimriiiimmerinnsccnnnn, 79

7 Protection of Classified Material ..........ccccerriiiimmrrrinnicinnnnn. 79

8 Authorization SUPPOIt......cccciiiiiiiir s 80

9. Key Management ........cccccuiiiniinmmmmrmnnsissssms s s sssssmnneas 81

O T = 11 = 4 1o ) 82

11.  Cipher Performance ........c.cccciriiiismmmrsmnnsissssssss s ssssss s snsnas 82

B. SUMMARY OF FINDINGS........cccceicimnrnnmrninsens s s sssssns s mss snssnas 83

VII. CONCLUSIONS. .......ooiiimirismsrrssnss s s s s ssss s s sas s s s s sam s s mn s s nsamnanas 85
LIST OF REFERENCES.........cccciiemtrinssnnnsss s s s s s sssssss s sss s snsssnas 87
INITIAL DISTRIBUTION LIST ...cceiiiieeiiimss s sssssssssssssssssss s sssmss s ssns s s ssmsnssnses 91



Figure 1.
Figure 2.

Figure 3.
Figure 4.
Figure 5.
Figure 6.
Figure 7.
Figure 8.
Figure 9.

Figure 10.
Figure 11.
Figure 12.
Figure 13.
Figure 14.

LIST OF FIGURES

Basic System Setup for Relay Attack [18] (modified).........cccccc...... 12
Setup of Smart Card and Card Terminal Using OPACITY

Protocol [19] (modified)........corrrrmmmmmmmmmmrrrrirrirr s 18
The OPACITY Protocol General Authentication Process................ 27
Preloaded Authentication Information...........cccceeiiiiiiiiieenenennn, 28
Card Terminal Initiates Authentication Request [19] (modified)..... 29
Validate Host CVC [19] (modified)......ccccuuiiiiirirnnmmmmmmrmnnrsnss s s s 29
ICC PB Feature Check Case 1 and Case 2 [19] (modified)............. 31
ICC PB Feature Check Case 3 [19] (modified)......c.cccuriiinniininnnnnnnes 32
Derive Session Keys and Authentication Cryptogram [19]
(4o T L 77=c ) 33
Host PB Feature Check Case 1 [19] (modified) ........cccevviiiiiciiinnannnes 35
Host PB Feature Check Case 2 [19] (modified) ........cccevviiiniininnnnnnees 36
Host PB Feature Check Case 3 [19] (modified) ........cccvviivnicniinnnnnnns 36
Host Verifies Authentication Cryptogram [19] (modified)............... 37
The PLAID Protocol General Authentication Process............cceueeun. 50

Xi



THIS PAGE INTENTIONALLY LEFT BLANK

Xii



Table 1.
Table 2.
Table 3.
Table 4.
Table 5.
Table 6.
Table 7.
Table 8.
Table 9.
Table 10.
Table 11.

LIST OF TABLES

Cipher Suites Supported By The OPACITY Protocol............cccuuueeee 25
Cipher Suites Supported By The PLAID Protocol...........cccceviinnnnnnes 48
Compilation of Reviewed Standards...........cccccmrrriiiimmmnninnnssssennenns 60
Compilation of Reviewed Standards...........cccccrrrriiiiemmnninnissssennenns 63
Authentication for Physical ACCESS.......ccccviririmmrrmrnisissmsrs e 66
Authentication for Logical ACCESS ........cccerrrrrirmmmmrrrnssssnmnssssssssssnnnnas 66
Assurance Levels for Multi-Token Authentication Schemes.......... 68
Authentication Factors of PIV Authentication Mechanisms ........... 69
Authentication Factors for Security Areas.........cccccivivmmrrrnnnicinnnnn 70
Summary of COMPAFISONS .....cceerrririrsnmmmrrmisisssnsr s ssnssse s 74
NIST Recommended Key Sizes .......cccccivirmmmrmmiinissmmsssnnssssssssssnnnnns 82

Xiii



THIS PAGE INTENTIONALLY LEFT BLANK

Xiv



LIST OF ACRONYMS AND ABBREVIATIONS

ACL Access Control List

ACS Access Control System

AES Advanced Encryption Standard
APDU Application Protocol Data Unit
ASN Abstract Syntax Notation Number
ATM Automatic Teller Machines

CBC Cipher Block Chaining

CIA Confidentiality, Integrity and Availability
CvC Card Verifiable Certificate
DivData Diversification Data

DOS Denial of Service

ECDH Elliptic Curve Diffie-Hellman

ECDSA Elliptic Curve Digital Signature Algorithm
E-IDs Electronic Identity Cards
EMV Europay, Mastercard and Visa

E-Passports Electronic Passports

ESTR Encrypted String

FA Final Authentication

FIPS Federal Information Processing Standards

HIPAA Health Insurance Portability and Accountability Act
A Initial Authentication

XV



ICC

IFD

ISO
Keyset ID
KDF
LACS
MAC
MITM
NSA

OPACITY
privacy

OPACITY-FS

Integrated Circuit Card or Smart Card
Interface Device

International Organization for Standardization
Key Set Identifier

Key Derivation Function

Logical Access Control System

Message Authentication Code
Man-In-The-Middle

National Security Agency

Open Protocol for Access Control Identification and Ticketing with

OPACITY Full Secrecy

OPACITY-ZKM OPACITY Zero Key Management

OpModelD  Operational Mode Identifier

PACS
PB
PCI-DSS
PFS

Pll

PIN

PIV

PKC

PLAID

Physical Access Control System

Persistent Binding

Payment Card Industry Data Security Standard
Perfect Forward Secrecy

Personal Identifiable Information

Personal Identification Number

Personal Identity Verification

Public Key Cryptography

Protocol for Lightweight Authentication of IDentity

XVi



RND Random Number

RNG Random Number Generator
SAM Secure Authentication Module
SHA Secure Hash Algorithm

STR String

TRNG True Random Number Generator

XVii



THIS PAGE INTENTIONALLY LEFT BLANK

XViii



ACKNOWLEDGMENTS

Ho Kiat would like to thank his employer, Defence Science and
Technology Agency (DSTA), for the opportunity to continue his education. In
addition, Ho Kiat would also like to thank his wife, Liu Qiulin, for her unwavering
support, understanding, and unconditional love during the writing of this thesis. It
was only through her support and personal sacrifice that this thesis became a

reality.

Yong Run would also like to thank his employer, the Singapore Armed
Forces (SAF), for providing him the opportunity to expand his horizons. Yong
Run would like to thank his parents, brothers and friends who have given him
their unequivocal support throughout, as always, for which a mere expression of
thanks would not suffice. It would also not have been possible to write this thesis
without the help and support of his partner, Ho Kiat.

Finally, both authors wish to express their sincere gratitude to their
advisors Mr J.D. Fulp and Dr Gurminder Singh for their patience, motivation,
enthusiasm and immense knowledge. Every meeting was a rush of ideas and
every draft thrown back, spurred the authors to work harder. Lastly, the authors
would like to express their gratitude to those who have contributed to the editing,
reading and processing of this document. Your time, patience and invaluable

advice are greatly appreciated. Thank you!

XiX



THIS PAGE INTENTIONALLY LEFT BLANK

XX



. INTRODUCTION

A. INTRODUCTION

With the proliferation of information technology, organizations today are
beginning to realize that protection of business information from malicious (and
non-malicious yet, nonetheless, harmful) acts is a growing concern [1]. The fact
that information security is multi-faceted and complex results in many
organizations struggling to implement an effective set of security practices [2]. In
particular, organizations are focusing on effectively administering access to
resources by employing physical access controls as well as logical access
controls to protect valuable resources.

Traditionally, the means of coordinating people and privileges have always
revolved around the need to establish identity. An example of this is the use of a
library card to allow a library to determine how much and what types of books an
individual is allowed to borrow. Other examples include driving licenses, credit
cards, and employee identification cards. In the past, these cards relied on a
trusted party to verify that the holder had the identity as represented on the card.
The party then mapped the identity to determine the holder’s rights and
privileges. However, with the increased prevalence of technology, this old and
easily subverted method has been replaced with newer technologies that enable
greater confidence in the veracity of the identity presented. The newer
technologies include electronic devices such as card readers that are employed
to automate the identification process, resulting in reduced cost, increased
convenience, and more trustworthy implementations [3].

Although such technologies offer significant benefits, there is, at the core
of the process, a more complicated electronic transaction that must be
thoroughly scrutinized to ensure that it delivers a verified identity and is not (at
least easily) subvertible. Since all forms of access control—whether physical or
logical—depend greatly on the accuracy of the subject identification process,
getting this correct is of utmost importance. Additionally, to further elaborate on

1



the access control issues faced by organizations today, many companies see a
frequent turnover of employees or contractors, which may allow unauthorized
people to gain access to valuable information.

The introduction of contactless smart card systems greatly improves the
usability of smart card systems. Users no longer need to carry multiple
credentials to access different applications and access rights can be controlled
from a central location to easily grant or withdraw access rights in a single
transaction, reducing the complexity of the process and lowering the overall
maintenance cost and effort [3]. In addition, there is also improved security as
some of the smart card systems use cryptographic algorithms to enhance the
security of the transactions.

While there is sufficient literature on how contactless smart cards should
be used in organizations, less is known about the different security protocols
employed by the cards. Since the introduction of contactless smart cards in
2009, two privacy-enhanced protocols, OPACITY (Open Protocol for Access
Control Identification and Ticketing with privacY) [4] and PLAID (Protocol for
Lightweight Authentication of ID) [5], have garnered little attention from the
industry or academia. Furthermore, the two protocols have never been compared
in order to determine their relative security strengths and limitations. This
shortage of protocol scrutiny provides a fair justification for the need to examine
and compare these two security protocols for contactless smart card
applications, involving logical access control (LAC) and physical access control

(PAC) transactions.

B. MOTIVATION

Although most organizations have implemented the use of contactless
smart cards for access control in accordance with international standards or
recommended guidelines, many of the contactless smart cards have failed to
achieve their desired effect, resulting in security lapses. This is because
organizations do not fully understand how these protocols work. Typically,

organizations do not select the optimal protocol based on the strengths and
2



limitations that best match their security policy, but instead they select the
protocol based on vendor recommendations.

The need for research in this area is also justified from other perspectives.
Firstly, this thesis aims to address the lack of available literature on OPACITY
and PLAID protocols as described previously. This thesis examines and analyzes
the principle security mechanisms behind OPACITY and PLAID protocols that
enable them to provide secure transactions. It determines the strengths and
limitations of the protocols, and compares the protocols to each other. The
usefulness of this thesis will be evident to researchers and industry seeking to
understand the differences between both protocols when considering which to
adopt/employ.

Secondly, this thesis aims to determine how best to evaluate and compare
the two different protocols using standards/guidelines, such as International
Organization for Standardization (ISO) 24727 and Federal Processing
Information Standards (FIPS) 140-2 as a baseline for comparative evaluation.
We suggest a methodology where excerpts from different standards/guidelines
are examined to create a list of factors that can be used for comparison between
the two protocols. Firstly, we examine the requirements recommended or
stipulated by relevant guidelines and standards to identify suitable factors that
can be used for comparison. Secondly, we use the identified factors to compare

the factors.

C. RESEARCH METHOD

As the protocols are relatively new, very little research has been
performed on them, resulting in limited literature on these protocols. Hence, the
research method will comprise mainly of literature review, using materials
released by the protocol developers and the industry on contactless smart card.

The use of literature review provides the theoretical framework for further
planning and study. It is also a particularly effective approach for deriving the
different criteria for comparison. Another benefit of literature review is that it

allows us to familiarize ourselves with the protocols so that we can articulate the
3



key research issues better after performing a thorough comparative study. A high
level of product and intrinsic computer security knowledge is required to ensure

that the information written is accurate and meaningful.

D. THESIS ORGANIZATION

This thesis is broken into three sections and it consists of seven chapters.

Chapter | describes the motivation for this thesis and outlines the content
of each chapter.

Chapter Il lays the foundation for this thesis and provides an overview of
contactless smart card systems that includes the architecture, standards,
applications, as well as the threats, vulnerabilities, and security requirements of
contactless smart card systems. The threats, vulnerabilities, and security
requirements will drive the need for OPACITY and PLAID protocols, which is the
focus of subsequent chapters and forms the core of this thesis.

Chapter 1ll and Chapter IV describe the OPACITY and PLAID protocols,
respectively. The chapters include an overview of the protocols, their features,
and the corresponding principle security mechanisms that provide the necessary
security for contactless smart card transactions. The next two chapters focus on
the comparisons between the protocols.

Chapter V describes the methodology and it lists the factors that have
been identified to compare the protocols, while Chapter 6 presents the results,
analysis, and conclusions drawn from the comparisons.

Finally, Chapter VIl provides recommendations for future work and

summarize the thesis respectively.



Il. OVERVIEW OF CONTACTLESS SMART CARD
TECHNOLOGY

A. HISTORY OF SMART CARDS

The history of smart cards can be traced back to the early 1950s when the
Diner’s Club introduced the use of plastic cards that their customers could use for
payment applications in the United States. This revolutionized the way in which
customers could make payments as these cards provided the customer with a
form of identity to a select group, and businesses that recognized this group

would accept payments using these cards.

However, in the 1960s, the cost pressures of card frauds and card
tampering necessitated a card that would overcome these challenges. Finally, in
1968, German inventors Jurgen Dethloff and Helmet Grotrupp filed a patent for
using plastic as carriers for microchips, which resulted in the creation of the
world’s first smart cards [6]. These microchips have security mechanisms that
make them an ideal medium for safely storing cryptographic keys and algorithms
used to more assuredly identify a card’s owner.

Banks subsequently began to use these types of cards and governments
soon followed suit by issuing such cards to citizens as forms of identity. Today,

such technology is prevalent in our daily lives.

B. ARCHITECTURE

A smart card can essentially be defined as any form of pocket-sized card
that is embedded with integrated circuits that allows it to process and store
information. Essentially, there are two broad categories of smart cards, namely
contact-based and contactless smart cards. However, for the purpose of this
thesis, the primary focus is on the contactless smart cards.

Contactless smart card technology is often utilized in applications that are

used to protect personal information or deliver secure transactions. In particular,



there are many different ways that contactless smart cards utilize embedded
antennas to exchange data stored in the chip’s memory to a remote device.

For the purpose of communications security, international standards limit
the operating range of most contactless smart cards to approximately 3 to 4
inches [7]. However, applications that require longer reading distances can rely
on other forms of contactless technologies, such as RFID. Contactless smart
cards contain a re-writable smart card microchip that is used to read or write via
radio waves. Depending on how these contactless smart cards are implemented,
processing and storage of information may also be performed using a
microprocessor found in the chip itself. Most modern contactless smart cards rely
on a built-in inductor to capture incident electromagnetic energy that is then used
to power the chip electronics. These cards provide significantly higher levels of
security by implementing encryption [8], have a much larger memory storage
capacity and are able to have information written onto them in real time, allowing
a single card to be used for numerous applications, such as access control,

vending, or fare collection.

C. STANDARDS

This section provides a brief introduction to some of the standards used
for contactless smart card systems. Standards are important as they often
reduce the cost of technology adoption for organizations. Perhaps the most
important purpose of standards is that they provide an amalgamation of the
industry’s best practices to ensure issues such as inter-operability and
implementation can be resolved efficiently.

The I1ISO 7816, ISO 14443, and ISO 24727 series are the common
standards for contactless smart card systems. It is important to know that these
standards should not be implemented in isolation. Instead, these standards

should be used to complement one another in order to produce a more robust



product. An example is the Europay, Mastercard and VISA (EMV) standard,
which uses the ISO 7816 and ISO 14443 series to define the interface standards

for financial transactions.

1. ISO 7816

One of the standards most commonly related to smart cards is the 1ISO
7816 series standard. This series consists of fifteen parts and defines details
such as card dimensions, type of electronic signals, and transmission protocols.

2. ISO 14443

Similar to the ISO 7816 series, the ISO 14443 series is another
international standard that describes how contactless smart cards and terminals
should work to ensure industry-wide compatibility. The ISO 14443 series
addresses the card’s physical characteristics, radio frequency power, and signal
interface, initialization, and anti-collision, as well as the transmission protocol of

contactless smart card systems.

3. ISO 24727

In the area of security for smart cards, the ISO 24727 series is the first
international standard that addresses the need for a layered framework to
support interoperability of smart cards providing security features such as
identification, authentication, and digital signatures.

D. APPLICATIONS

There is an increasing use of contactless smart card systems due to the
convenience, performance, and basic security that the systems provide, as well
as the ease of integrating these systems for use in a wide range of applications.

Based on a market analysis report released by Frost & Sullivan in 2008 on
the world outlook for deployment of contactless smart cards, the potential gross
revenue was forecasted to reach approximately U.S.$2 billion in 2012 based on
a compound annual growth rate of approximately 21.7% from 2006 to 2012 [9]. In
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another recent market analysis report released by Frost & Sullivan in 2010 on the
contactless smart card deployment in the Asia-Pacific region, the region’s gross
revenue alone was forecasted to reach approximately U.S.$2 billion by the close
of 2016, with 1.9 billion contactless smart cards estimated to be shipped [10].
This is a large increase compared to the 590 million contactless smart cards that
were shipped in 2009. A similar market analysis conducted by IMS Research
also forecasted that there would be an increasing demand for contactless smart
cards [11]. The analysis predicted that the world’s contactless smart card
shipment would increase from 950 million in 2010 to 3.5 billion in 2016.

These reports are largely in agreement that the use of contactless smart
cards as a means for identifications, financial applications, and access controls

are the main drivers for the rise in the use of contactless smart cards.

1. Identification

The primary market for the use of contactless smart cards as a means of
identification is for government identification credentials such as electronic
passports (e-passports) and electronic ID cards (e-IDs). The e-passports and e-
IDs have a small contactless chip (i.e., integrated circuit) embedded in each of
them. The chip is used to store personally identifiable information (PIl) which is
used to identify the identity of the card’s owner. In addition, the cards are
designed with multiple layers of security, such as cryptography and multi-factor
authentication, to protect the PIl from identity theft. These documents are less

prone to identity theft compared to traditional identification documents.

There is also an increasing use of contactless smart cards for healthcare
identification purposes. The smart cards enable administrative efficiencies in
addition to higher assurance identification. The cards facilitate automated
management of medical records (e.g., automated filing and retrieving of medical
records) and mitigate human errors in managing the records. The cards are
designed to comply with the Health Insurance Portable and Accountability Act
(HIPAA) [12].



2. Financial

The use of contactless smart cards for transportation payments was one
of the first financial applications of contactless smart cards. This application has
since been adopted by many countries such as the United States, Hong Kong,
and Singapore. The Hong Kong Octopus card launched in 1997 as an electronic
purse for public transportation is the most successful and mature implementation
of contactless smart cards for mass transit payments [13]. Today, the Octopus
card is also used for making payments at supermarkets and vending machines,
and for street parking and admission to certain public facilities.

Many banks are also replacing contact-based credit cards and debit cards
with contactless credit cards and debit cards. These contactless cards are in
compliance with the EMV standard and are commonly known as “chip and pin”
cards [14]. When a customer wants to make a payment, the card terminal will
first verify the authenticity of the card using the secret key residing in the chip.
Once the authenticity is verified, the customer is required to enter a personal
identification number (PIN), which will be sent to the chip for verification. If the pin
is correct, the chip will inform the card terminal and the card terminal will approve
the transaction. If the authenticity is not verified or the pin is incorrect, the
transaction is denied.

3. Access Control

Access control is one of the most common applications of contactless
smart cards. In these cases, contactless smart cards are used to store
identification information and associated access privileges to control access to
different locations. For example, contactless smart cards are used by hotels to
control the access of hotel guests to different facilities in the hotel. Average
guests may only be able to access their own room while privileged guests may
have additional accesses to the gymnasium and business lounge. For more
stringent access control to sensitive or classified premises, the cards can also

store biometric information to further strengthen the authentication process
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E. THREATS AND VULNERABILITIES

Even though contactless smart cards provide considerable convenience to
the users because they do not require the users to manually insert smart cards
into the card terminals, there are inherent threats to the contactless feature (i.e.,
over the air communication between the smart cards and the card terminals) and

vulnerabilities in the systems that can be exploited by attackers.

Examples of threats include eavesdropping, impersonation, denial of
service (DOS), replay, and radio frequency analysis attacks. Examples of
vulnerabilities include unprotected communications, use of protocols with weak

security features, and poor system design and/or implementation.

1. Eavesdropping

Eavesdropping is the simplest way to attack a contactless smart card.
Even though the nominal operating range between some contactless smart cards
and card terminals may only be 10 cm, the attacker is still able to listen passively
to the over the air communications from a distance using high-gain directional
antennas [15]. Using this form of attack, the attacker can capture sensitive
personal information (e.g., biometric information) that is exchanged between the
smart cards and the card terminals.

Eavesdropping is an attack on the confidentiality of the information and is
effective on systems where information is exchanged in the clear (i.e., not
encrypted) which the attacker can easily capture and read. If the information is
encrypted before sending, the attacker will require more sophisticated
cryptanalytic or key discovery techniques to decrypt the ciphertext. If strong
ciphers and sound key management are employed, the attack may be completely

thwarted.

2. Impersonation

Impersonation, in the form of covert transaction attacks, is the biggest

threat to contactless smart card systems as the user is unsure whether he is
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interacting with a legitimate card terminal since the user is not required to interact
physically with the card terminal [16]. Even if the user is interacting physically
with the card terminal, the user may not be able to identify the differences

between a genuine and a well-fabricated counterfeit card terminal.

There are many types of covert transactions. Examples include fraudulent
merchants using illicit card terminals to interact with genuine cards to process
unauthorized transactions, or fraudulent merchants processing multiple
transactions concurrently. This attack has been used many times by the
installation of fake Automatic Teller Machines (ATMs) that result in the

unintended exposure of ATM cardholder authentication credentials (e.g., PIN).

These covert transactions are attacks on the integrity of the system and
are effective on systems where there is no mutual authentication. In most
contactless smart card systems, there is usually only unidirectional authentication
where the smart card is required to authenticate to the card terminal but the card
terminal is not required to authenticate to the smart card. In these systems, the
fraudulent merchant can use a fake card terminal to interact with genuine cards.
If there is mutual authentication, the smart card will be able to determine that the

card terminal is not genuine and terminate the transaction.

3. Denial of Service (DOS)

All wireless communications, including contactless smart cards, are
susceptible to jamming. Random (noise) signals can be transmitted at the same
frequency as the communication signals that inhibit the receiving antennas’
ability to interpret the data, resulting in DOS. Incomplete transactions may tie-up
the resources of the card terminal, causing the card terminal to be incapable of

handling more transactions and resulting in DOS as well.

DOS is an attack on the availability of the system. The only means to
prevent jamming is to place the system in a Faraday cage, which is infeasible.

However, systems can be designed to minimize the effect of jamming such as
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allowing for the expeditious clearing of incomplete transactions upon timeout in

order to free the card terminal resources for more transactions.

4, Relay Attacks

Relay attack is used to trick the reader into communicating with a victim
smart card that is very far away. The basic relay attack system consists of a
ghost (i.e., a fake card) and a leech (i.e., a fake card reader) to create
bidirectional communications between the victim’s smart card and a real card
terminal for transactions. The ghost is used to establish communication between
a fake smart card and a real card terminal while the leech is used to establish
communication between a real smart card and a fake card terminal. This relay
allows bidirectional flow of information between the victim’s smart card and the
real card terminal to make transactions. The basic system setup for relay attack
is shown in Figure 1. A typical relay attack is to charge someone else’s credit
card for a purchase [17].

Fast digital —
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Figure 1. Basic System Setup for Relay Attack [18] (modified)

Relay attack is an attack on the integrity of the system and has serious
security implications as the attacker is able to circumvent most cryptography
techniques since the attacker does not need to interpret the information that is
exchanged. The attackers only need to relay and replay the information and

ensure that the genuine smart cards and the card terminals receive what they are

12



expecting. The basic countermeasure to prevent a relay attack is to enforce a
maximum response time or to use distance-bounding protocols. Yet, while
distance-bounding protocols are the most effective countermeasure, these
protocols require accurate estimates of the distance between the card and the
card terminal, which are hard to implement and hence, these protocols are not

commonly used [18].

5. Radio Frequency Analysis

Radio frequency analysis is a side channel attack that is a mixture of
power analysis and electromagnetic analysis. This attack measures the
variations in the electromagnetic field surrounding the smart card while it is in
operation in order to derive the information that the smart card is processing.
This is possible because the electromagnetic field surrounding the smart card
varies according to the power consumed by the smart card, which is dependent
on the type of information or particular operation that the smart card is
processing. Hence, by performing reverse engineering, the variations in the
electromagnetic field can be used to determine the variations in the power
consumption and this data in turn can be used to infer the information that the

smart card is processing.

Radio frequency analysis is an attack on the confidentiality of the system
and exploits the vulnerability of contactless communication which is that it is
easy to intercept. A powerful countermeasure to this attack is to use message
and exponent randomization when programming contactless smart cards such
that useful information cannot be easily derived just by analyzing the variations in

the electromagnetic field [16].

F. SECURITY REQUIREMENTS

As described in previous sections, the enormous benefits of employing
contactless smart card systems drive the increasing use of these systems.
However, there are also security concerns regarding the use of these systems

that need to be addressed. Security controls should be in place to protect the
13



confidentiality, integrity, and availability (CIA) of smart card systems and to
mitigate the security risk associated with the use of these systems. As most of
the attacks discussed previously exploit the vulnerabilities in the contactless
communication system, this thesis will focus on the security protection of
contactless communication (i.e., protecting the bits in transit between the smart

cards and the card terminals).

1. Confidentiality

Confidentiality is the assurance that there is no unauthorized disclosure of
information and protects against eavesdropping. The common approach to
information confidentiality is to use strong cryptography techniques to encrypt the
information before sending it, so that the information is not sent as plaintext.
Alternatively, another confidentiality tactic is to perform the contactless
transactions in a shielded room containing only trusted equipment operated by
trusted subjects. This approach is very costly and is only adopted by
organizations that need to protect very sensitive and classified contactless

transactions.

2. Integrity

Integrity is the assurance that there is no unauthorized modification of
information and there is information authenticity. To ensure integrity in
contactless smart card systems, the information exchange needs to be checked
for improper modifications and there is a need for mutual authentication between
the smart cards and the card terminals. The common approach is to use strong
cryptographic techniques. For example, a digital fingerprint of the information that
is sent can be used to check for improper modifications. This requires the
creation of secret keys that are needed to provide reliable indicators of the
identities of the devices at both ends of the contactless session. Overall, integrity
protects against unauthorized modifications, replay attacks, and covert
transactions.
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3. Availability

Availability is the assurance that authorized users, processes, and devices
have timely and reliable access to information and services. Unlike confidentiality
and integrity, cryptographic techniques cannot be used to ensure availability.
Availability can only be improved by having a redundant set of systems.
Defensive programming can also be used to improve availability by programming
the card terminals to purge incomplete transactions upon timeout in order to free
resources for more transactions and mitigate attempted DOS attacks.

4, Non-repudiation

Non-repudiation is the assurance that an individual cannot deny having
participated in the transactions. Asymmetric cryptography (i.e., public key
cryptography, or PKC) is a possible method to achieve electronic non-
repudiation. PKC can be used to prove that a smart card is used in a transaction,
but PKC cannot prove that it is the rightful owner making the transaction, as there
is a possibility that an attacker could have obtained a victim’s smart card.

To counter this threat, PKC needs to be coupled with additional
mechanisms such as manual verification of the identity of the presenter of the
card by having the operator verify the name printed on the card against a form of
ID. Additionally, it is possible to employ multi-factor authentication in a manner
such that the card carrier needs to prove his/her identity to the card before the
card will enable PKC-based authentication.

Another alternative is record the entire transaction so that there is video
evidence that the individual is making the transaction. This is not desirable due to
the large overhead incurred in maintaining the equipment and management of
the data.
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lll. OPACITY

A. OVERVIEW

The OPACITY protocol is an open source' privacy-enhanced protocol.
The protocol is compliant with the guidelines of cryptography and smart card
standards and recommendations , which require secure contact or contactless
transactions between a smart card and a card terminal (i.e., reader). The protocol
is suitable for use in commercial and military authentication applications, such as
physical access control to premises, and logical access control to laptops and
desktops, as well as ticketing and mass transit applications [19]. The protocol
leverages standard cryptographic techniques to perform authentication and to
protect the confidentiality and integrity of the data exchanged between the smart
card and the card terminal. The protocol has two modes of operation, which are
the OPACITY Full Secrecy (OPACITY-FS) mode and the OPACITY Zero Key
Management (OPACITY-ZKM) mode. Both of these modes are able to support a
range of cipher suites. The operational modes and the cipher suites are
configurable to the needs of the operating environment. This thesis will focus on

the OPACITY-FS mode optimized for contactless transaction.

A typical setup of the smart card and the card terminal using OPACITY
protocol is shown in Figure 2. The card terminal consists of the client application
and the Secure Authentication Module (SAM). The client application acts as the
interface device to relay data between the smart card and the SAM while the
SAM is responsible for all the security functions such as authentication, as well

as the encryption and decryption of data.

1 The OPACITY protocol is registered with the U.S. Patent and Trademark Office as a
statutory invention to prevent mercenary gains from the commercial sale of this protocol.
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Figure 2. Setup of Smart Card and Card Terminal Using OPACITY
Protocol [19] (modified)

B. STANDARDS / RECOMMENDATIONS

The OPACITY protocol is compliant with the guidelines of many
cryptography and smart card standards and recommendations. Examples include
FIPS 140-2 [20], NIST SP 800-56A [21], NIST SP 800-57 Part 1 [22], as well as
ISO 24727—4 [23] and ISO 78164 [24].

C. GENERAL CHARACTERISTICS

This section will discuss the general characteristics of the OPACITY
protocol. These characteristics include single factor authentication, asymmetric-
based authentication and authorization support.

1. Single Factor Authentication Protocol

Authentication protocols are designed primarily to perform authentication.
Authentication is the process of reliably verifying the claimed identity of a subject
(i.e., a human or person) or an entity (i.e., a non-person entity). Mutual
authentication ensures that both of the subjects or end-entities involved in a
particular transaction will authenticate each other prior to the transfer of any

sensitive information or execution of any access-controlled operation.
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Person authentication and entity authentication are based on different
factors of authentication in order to prove the claimed identity. Person
authentication is based on proving possession of something known (e.g.,
passwords), something possessed (e.g., tokens), or something biometrically
unique (e.g., fingerprints). A combination of factors can also be employed to
achieve multi-factor authentication (e.qg., requiring both a token and a PIN). Entity
authentication is based on proving possession of something (e.g., shared
secrets).

The OPACITY protocol is a single factor authentication protocol that is
based on proving possession of something possessed, which is a valid smart
card. As all the required authentication information (e.g., identity and
cryptographic keys) is stored in the smart card, the claimant will only need to
present the smart card to the card terminal for authentication. In addition, as the
protocol does not require the claimant to activate the authentication information
stored in the smart card, the claimant will obtain successful authentication, even
if the claimant is not the rightful owner of the smart card, as long as the claimant

proves possession of a valid smart card.

In this case, the smart card is also known as a bearer token. A bearer
token is a token in which any claimant in possession of a valid token is able to
achieve successful authentication even if the claimant is not the rightful owner of
that token. Hence, the authentication protocol may be seen as authenticating the
smart card (i.e., entity authentication) rather than authenticating the person in

possession of the smart card (i.e., person authentication).

2. Asymmetric-Based Authentication

There are many different types of authentication protocols. The most
common type of authentication protocol is the password-based authentication
protocol. The password-based authentication protocol is based on something
known and makes use of a pre-established shared secret between the subjects
or entities involved in the transaction as the basis for authentication. This
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protocol is also known as symmetric authentication protocol. The converse of
symmetric authentication protocol is asymmetric authentication protocol. An
example of asymmetric authentication protocol is a protocol that uses PKC to

perform authentication.

The OPACITY protocol is an asymmetric-based authentication protocol
that uses PKC [19]. Each smart card and card terminal contains a Card Verifiable
Certificate (CVC), a list of root public keys and a static private authentication key.
The CVC functions as the public key certificate and is defined according to the
X.509 format for public key certificates. The CVC contains the identity of the
smart card or the card terminal, the corresponding public key, and other
information. The CVC is digitally signed using the Elliptic Curve Digital Signature
Algorithm (ECDSA). During authentication, the root public keys are used to verify
the digital signature to determine the integrity of the CVC. Before the identity and
the public keys on the CVC are used, the corresponding private keys and other
information are used to derive symmetric shared secrets and the authentication
cryptogram. The authentication cryptogram is the Message Authentication Code
(MAC) tag that is used by the card terminal to assess if the authentication

process is successful

3. Authentication versus Authorization

Authentication is usually the first step of most sensitive and classified
transactions, followed by authorization procedures to verify if the claimants are
allowed access to the requested information, systems, or physical infrastructure.
A successfully authenticated claimant may not be granted access to the
requested resource due to access controls put in place by the resource owner’s
security policy. Thus, it is important not to confuse authentication with
authorization as each accomplishes a different function.

The OPACITY protocol only performs authentication and does not perform

any authorization function. However, the authentication information can be used
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to support authorization. For instance, the verified identity information can be
relied upon to cross-reference against an access control list (ACL) to determine if

access should be allowed.

D. FEATURES

The OPACITY protocol is designed with a multitude of features intended
to optimize the security and performance of the protocol. This section will provide

an overview of these features.

1. Security Features

The protocol provides security features such as mutual authentication and
end-to-end protection of the information exchanged between the smart card and
the card terminal with forward secrecy and identity privacy [19]. These features
help to mitigate the security risk of wireless communications against attacks such

as impersonation, identity leak, eavesdropping, and modification attacks.

a. Authentication

The protocol is capable of performing mutual authentication in the
OPACITY-FS mode to prevent impersonation attacks. In the OPACITY-ZKM
mode, the protocol only performs unidirectional authentication. The card terminal
authenticates the smart card but the smart card does not authenticate the card

terminal.

In general, the OPACITY authentication process involves key
agreement, key derivation, and key confirmation steps. The steps are performed
using FIPS-approved processes specified in NIST SP800-56A. Key agreement
is based on the C(1,1) steps using the Elliptic Curve Diffie-Hellman (ECDH).
OPACITY-FS mode follows a sequence of two C(1,1) steps while the OPACITY-
ZKM mode follows a sequence of one C(1,1,) step. The Key Derivation Function
(KDF) and key confirmation steps are the same for the two modes of operation.
They are based on a predefined KDF and the C(0,2) Scheme with Unilateral Key

Confirmation provided by the scheme responder to the scheme initiator. The
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scheme responder is the smart card while the scheme initiator is the card
terminal. The OPACITY-FS authentication transaction diagram is presented in

Part 0 of this chapter.

b. End-to-End Protection with Forward Secrecy

The protocol provides end-to-end protection of the data exchanged
between the smart card and the card terminal with forward secrecy. End-to-end
protection protects the confidentiality and integrity of the data and prevents
eavesdropping and modification attacks when the transaction is in progress.
Protection is achieved using FIPS-approved keyed cryptographic mechanisms
such as the Advanced Encryption Standard (AES) cipher to encrypt the data and
the Secure Hash Algorithm (SHA) to compute the hashes of the data. The
session keys for encryption and hashing are derived using the predefined KDF
specified in NIST SP 800-56A.

Forward secrecy enhances security by minimizing the probability
that the plaintext can be recovered from captured ciphertext at some later time by
the attacker. This protection is accomplished by zeroing all derived session keys
once they are no longer used. However, the protocol does not achieve perfect
forward secrecy (PFS). This is because in order to achieve PFS, the session
keys should not be derivable even if one obtains the long-term static keys that
reside on the smart card and the card terminal [25]. As the session keys are
derived from the long-term keys for OPACITY protocol, one may recover the
session keys if the long-term keys are known using mechanisms such as brute
force attack.

C. Identity Privacy

The protocol protects the identity of the smart card and/or card
owner from identity leak. This prevents the attacker from knowing the smart card

or owner identity and associating that identity to any particular transaction.

22



This protection is achieved by encrypting the smart card’s CVC with
a symmetric key before transmitting it from the smart card to the card terminal.
The derivation of the symmetric key involves using the public key of the card
terminal to derive a shared secret using ECDH. Based on ECDH, only a valid
card terminal with the corresponding private keys and the same set of ECC
domain parameters may derive the same shared secret and derive the symmetric
key to decrypt the CVC. Even though the attacker may try to use brute force on
the encrypted CVC, this approach is computationally infeasible due to the key’s
length.

2. Performance Features

The protocol is designed with features such as persistent binding, anti-
tearing, and synchronization, as well as simple integration to improve the
performance, fault tolerance, and interoperability of the protocol into existing

systems [19].

a. Persistent Binding

The purpose of the persistent binding (PB) feature is to save on the
key agreement step for the next transaction. In the current transaction, the
protocol computes the shared secrets and one time card identifiers (i.e., the PB
records) for deriving the session keys for the next transaction and stores it in the
PB table on the smart card and the card terminal, respectively. This is performed
for each pair of smart card and card terminal that has completed a successful
authentication and has this feature enabled. This feature improves the

transaction time for the next transaction.

b. Anti-tearing and Synchronization

The purpose of the anti-tearing and synchronization feature is to
facilitate error recovery. An error can occur when either the smart card or the
card terminal fails to receive a response from the other party due to a failed

connection or when there is de-synchronization between the PB records that are
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stored in the smart card and the card terminal. In the event of a failed connection,
the protocol resumes processing from the last successfully completed transaction
point (i.e., anti-tearing). In the event of de-synchronization in the PB records, the
protocol recovers by repeating the full authentication process (i.e., as if it is the
first time an authentication is performed for a particular smart card and card

terminal). This feature improves the fault tolerance of the protocol.

c. Simple Integration and Interoperability

The protocol is designed to facilitate simple integration between the
client application and the SAM in the card terminal, as well as between the smart
card and the card terminal. The SAM is responsible for performing all the security
functions (e.g., authentication and encryption of messages) while the client
application acts as the interface device in order to relay data between the smart
card and the SAM. As such, minimal changes need to be made to the client
application in order to use this protocol. In addition, the protocol adheres to the
ISO 24727-4 and ISO 7816—4 communication framework that facilitates
interoperability between the smart cards and the card terminals from different

vendors.

E. MODES OF OPERATION

The OPACITY protocol has two primary modes of operation: OPACITY-
FS mode and OPACITY-ZKM mode. The OPACITY-FS mode is optimized to
provide secure contactless transactions while the OPACITY-ZKM mode is a
lightweight option optimized for both contact and contactless transactions where
key management is an issue or where fast transactions are favored over more

secure transactions [19].

1. OPACITY-FS

The OPACITY-FS mode is optimized to provide secure contactless
transactions. In this mode of operation, the protocol performs mutual

authentication. It also provides end-to-end protection, as well as forward secrecy
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for sensitive data that are exchanged between the smart card and the card
terminal. During the transaction, the identity of the card owner is protected from

unauthorized leakage.

2. OPACITY-ZKM
The OPACITY-ZKM mode is a lightweight option optimized for both

contact and contactless transactions where key management is an issue or
where fast transactions are required. In this mode of operation, the card terminal
does not need to possess any static key except for the root public key in order to
verify the Card Verifiable Certificate Signature. In addition, this mode is faster as
it requires only a single C(1,1) step for key agreement as compared to two C(1,1)
steps for key agreement for OPACITY-FS. However, there is only unidirectional
authentication. The card terminal will authenticate the smart card but the smart
card will not authenticate the card terminal. Hence, this mode is only suitable for

use in environments where the card terminals are trusted.

F. CIPHER SUITES

The modes of operations are able to support a range of cipher suites [19]

as shown in Table 1.

Table 1. Cipher Suites Supported By The OPACITY Protocol

Modes Fast ZKM | FS/ZKM Strong Strong FS | Government
only Key Classified
Transport

Encryption AES 128 AES 128 AES 256 AES 192 AES 256
or Mac

Smart Card| ECDSA ECDSA ECDSA ECDSA ECDSA 384

cve 224 256 256 384

Signature

Card N.A. ECDSA ECDSA ECDSA ECDSA 384
Terminal 256 384 384

cve

Signature

Smart Card | ECDH 224 | ECDH 256 | ECDH 256 | ECDH 284 | ECDH 384
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Key
Agreement

Card ECDH 224 | ECDH 256 | ECDH 256 | ECDH 284 | ECDH 384
Terminal
Key
Agreement

Hashing SHA 1 SHA 256 SHA 384 SHA 384 SHA 384

Nonce 16 bytes 16 bytes 24 bytes 24 bytes 32 bytes

G. OPACITY-FS AUTHENTICATION

The OPACITY-FS authentication process [19] commences with the card
terminal initiating the authentication request. When the smart card receives the
authentication request, the smart card will verify the integrity of the authentication
information that is received from the card terminal before using the authentication
information to derive the authentication cryptogram. The authentication
cryptogram is then sent to the card terminal with the smart card authentication
information. Likewise, when the card terminal receives the smart card
authentication information, the card terminal will verify the integrity of the
authentication information before using the authentication information to derive a
local copy of the authentication cryptogram. If the two authentication cryptograms
match, the authentication is successful. Otherwise, the authentication is
unsuccessful.

Prior to the authentication process, the issuer must ensure that the smart
card and the card terminal are preloaded with the required authentication
information. The authentication process, as shown in Figure 3, consists of four

main steps:

— Step 0: Preloading of required authentication information

— Step 1: Card terminal (Host) initiates authentication request

— Step 2: Smart card (ICC) generates authentication cryptogram

— Step 3: Card terminal (Host) verifies authentication cryptogram
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Card Terminal/ Host Smart Card / Integrated Circuit Card
Step 0: Preloading Step 0: Preloading
Step 1: Initiates Authentication Request
Authentication Step 2: G t

. Authentication Cryptogram ep <. \aenerales

Step 3: Verifies Authentication
Authentication Cryptogram
Cryptogram

Figure 3. The OPACITY Protocol General Authentication Process

1. Step 0: Preloading of Required Authentication Information

The smart card (i.e., ICC) and the card terminal (i.e., Host) need to be
preloaded with the required authentication information. The authentication
information includes the CVC, the private authentication key, other party root
public keys for verifying the CVC digital signature, and the ECC domain
parameters. The preloaded authentication information is shown in Figure 4.
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Smart Card / Integrated

2.} Issuer identification
number

3.) Host identity
(ID_sH)

4 ) Host public
authentication key
(Q_sH)

5.) Digital signature
(ECDSA-SHA)

6.) Role Identifier

Host CVC (C_H)

Host Private
authentication Key (d_sH)

ICC root public keys
(Q_rootlCC)

Parameters to be
generated as
specified in ANS
X9.62 or from
recommendation in
FIPS186-3.

ECC domain parameters

ICC CVC (C_ICC)

Remarks Card Terminal / Host Circuit Card (ICC) Remarks
Card Verifiable
Credential (Host
Certificate). Card Verifiable
The CVC contains the Credential (ICC
following: Certificate).
1.) Credential Profile The CVC contains the
Identifier following:

1.) Issuer identification
number

2.)ICC identity
(ID_sICC)

3.)ICC public
authentication key
(Q_sICC)

4 ) Digital signature
(ECDSA-SHA)

5.) Role Identifier

ICC Private authentication
Key (d_sICC)

Host root public keys
(Q_rootH)

ECC domain parameters

Parameters to be
generated as
specified in ANS
X9.62 or from
recommendation in
FIPS186-3.

Figure 4. Preloaded Authentication Information

2. Step1: Card Terminal (Host) Initiates Authentication Request

The Host initiates the authentication process by sending the authentication

request to the smart card. Before sending the authentication request, the Host

will generate a pair of ephemeral keys, d_eH and Q_eH, using ECC key pair

generation. d_eh is the private ephemeral key and Q_eH is the public ephemeral
key. The Host CVC (C_H) and Q_eH, are sent as part of the authentication
request. The authentication request also includes a control byte (CB_H) to

indicate whether to use the PB feature. This step is shown in Figure 5.
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Remarks

Card Terminal / Host

Smart Card / Integrated
Circuit Card (ICC)

Remarks

Generate Host
ephemeral key pairs
using ECC key pair
generation.

GEN_KEY_PAIR(d_eH,
Q_eH)

Host Protocol Control
Byte (CB_H)-To
indicate presence of
persistent binding

Authentication
Request

C_H,Q_eH,CB_H

Figure 5. Card Terminal Initiates Authentication Request [19] (modified)

3. Step 2: Smart Card (ICC) Generates Authentication Cryptogram

Upon receiving the authentication request from the Host, the ICC will

perform a series of checks and processing, which include validating the Host

CVC, verifying the PB feature and key establishments before generating the

authentication cryptogram and forwarding it to the Host.

a.

Validates Host CVC

The ICC will verify the digital signature on the C_H using the Host

root public keys (i.e., Q_rootH) upon receiving the authentication request from

the Host. Once the digital signature is verified, the ICC will extract the Host

identity (i.e., ID_sH) and Host public authentication key (Q_sH) from the C_H.

This step is shown in Figure 6.

Smart Card / Integrated
Remarks Card Terminal / Host Circuit Card (ICC) Remarks
Check that certificate
is authentic by
verifying the digital
Validate C_H using signature using root
Q_rootH public keys
ExtractID_sH, Q_sH
Figure 6. Validate Host CVC [19] (modified)
b. Verifies Persistent Binding Feature

Next, the ICC will verify the PB feature by checking the CB_H. In
general, three possible situations will result from this check. The first situation is
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that the CB_H is not set to use the PB feature. The second situation is that the
CB_H is set to use the PB feature but the corresponding persistent record cannot
be found in the ICC’s PB database. This will occur when it is the first transaction
for the ICC-Host pair or when there is an error saving the persistent data in the
last transaction. The final situation is that the CB_H is set to use the PB feature

and the corresponding persistent record can be found in the PB database.

In the first and second situations, the ICC will perform the full
authentication process. The ICC will verify that the Q_eH is generated using the
same ECC domain parameters before generating its own ephemeral key pairs. It
will then perform a sequence of two C(1,1) key agreement steps to derive shared
secret Z1 and Z using ECDH as shown in Figure 7. Key K1 is used to encrypt the
ICC CVC to protect the ICC’s or card owner’s identity. The keys, K1 and K2, are

generated using a pre-defined KDF.

In the third situation, the ICC will skip the key agreement process
and use the shared secret Z and one time ICC identification computed in the
previous transaction as shown in Figure 8. In this case, the ICC assumes that the
Host also has a valid persistent record and there is no need to send the ICC
CVC. Instead, a nonce is generated and sent in place of the ICC CVC. The

nonce is also set as key K2.
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Remarks

Card Terminal / Host

Smart Card / Integrated
Circuit Card (ICC)

Remarks

fCB_H!=PBorCB_H=
PB butlD_sH is not
registered

Persistent binding
check result

Case 1: CB_H s not
setto use PB + Case
2:1D_sH cannot be
found (e.g. first
transaction, new
transaction or error in
saving persistent data
in the last transaction).

Check that Q_eH belongs
to same ECC domain

Verify thatthe Q_eH is
generated using the
same set of domain
ECC parameters as
the ICC.

GEN_KEY_PAIR(d_eICC,
Q_elCC)

Generate ICC
ephemeral key pair
using ECC key pair
generation.

71=EC_DH(d_elCC,
Q_sH)

First secret key
generated using
ECDH.

Generated key is used
to derive K1 and K2.

K1K2 =
KDF(Z1,len,info(ID_sH,
Q_elCC))

Generate keys K1
(encrypt C_ICC to
protect privacy of
C_ICC)and K2 (to
derive session keys)
using pre-approved
key derivation function
(KDF).

OpaqueData_ICC =
ENCRYPT (AES, K1,
C_IcC)

Encrypt C_ICC to
protect identity of the
smart card owner.

OTID_ICC = Q_elCC

Zeroize 71, K1.

Erase no longer
required keys.

Z=EC_DH(d_sICC,
Q_eH)

Second secret key
generated using
ECDH.

Generated secret key
7 is used to derive
session keys.

Figure 7. ICC PB Feature Check Case 1 and Case 2 [19] (modified)
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Remarks

Card Terminal / Host

Smart Card / Integrated
Circuit Card (ICC)

Remarks

[f1D_sH is registered

Persistent binding
check result

Case 3:1D_sH canbe
found e.g. successful
transaction before

Retrieve Z and OTID_ICC
from ID_sH record in the
PB registry

Generate nonce (N_ICC)

OpaqueData_ICC =
N_ICC

No need to send
C_ICC.
Replace with nonce.

K2 =N_ICC

No need to generate
K2.
Replace with nonce.

Figure 8. ICC PB Feature Check Case 3 [19] (modified)

C. Derives Session Keys and Generates Authentication
Cryptogram

After completing the PB feature verification process, the ICC will
derive the session keys and generate the authentication cryptogram (i.e.,
AuthCryptogram_ICC) as shown in Figure 9. The authentication cryptogram is
generated using the AES-based MAC algorithm. In addition, the ICC will also
store the shared secret (i.e., NextZ) and one-time identification (i.e.,
NextOTID_ICC) for the next transaction in the PB database if the PB feature is

enabled for the ICC as well as the Host.

The ICC will then send the AuthCryptogram_ICC, ICC control byte
(i.e., CB_ICC) along with the ICC’s authentication information to the Host.
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Remarks Card Terminal / Host

Smart Card / Integrated
Circuit Card (ICC)

Remarks

OpaqueData_ICCJ|A
uthCryptogram_ICC||
CB_ICC|OTID_ICC

SK_CFRM||SK_MAC||SK_
ENC||SK_RMAC||NextOTI
D_ICC||NextZ =

KDF(Z, len, info(ID_sH,
T8(OTID_ICC),
T16(Q_eH) K2)

Generate OTID_ICC
and Z to be used for
next transaction and
session keys using pre
approved key
derivation function.

Zeroize Z, K2, d_elCC,
Q_elCC

Erase no longer
required keys.

AuthCryptogram_ICC =
C-MAC(AES, SK_CFRM,
"KC_V_1"T8(OTID_ICC)||I
D_sH|T16(Q_eH))

Generate the
authentication
cryptogram using NIST
800-38B AES based
MAC algorithm.
Authentication cookie
"KC_V_1" indicates
ICC is the scheme
responder and HOST
is the scheme initiator,
key confirmation
provider and recipient.

Zeroize SK_CFRM

Erase no longer
required keys.

if CB_H !=NO_PB and
ICC supports PB and
(ID_sH is not registered or
CB_H==PB_INIT)

Check if persistent
binding (PB) is
available and set the
control byte (CB) and
store the information
for the next transaction
accordingly.

Reqister Z = Next?Z for
ID_sH

if(CB_ICC 1= PB), CB_ICC
= PB_INIT

Else CB_ICC =NO_PB

Figure 9. Derive Session Keys and Authentication Cryptogram [19]

(modified)
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3. Step 3: Card Terminal (Host) Verifies Authentication
Cryptogram

Upon receiving the authentication response from the ICC, the Host will
perform a series of checks and processing, which include verifying the PB
feature and key establishments before generating a local copy of the
authentication cryptogram and verifying if the local copy of the authentication
cryptogram matches the authentication cryptogram sent by the ICC.

a. Verifies Persistent Binding Feature

When the Host receives the respond to the authentication request,
the Host will proceed to verify the PB feature. Similar to the ICC PB feature
verification outcomes, there are three cases that may result from this action. The
first case is that the CB_ICC is not set to use the PB feature. The second case is
that CB_ICC is set to use the PB feature but the persistent record cannot be
found in the Host’s PB database. The third case is that the CB_ICC is set to use
the PB feature and the corresponding persistent record can be found.

In the first case, the Host will perform the full authentication process
as shown in Figure 10. The Host will verify that Q_elCC is generated using the
same ECC domain parameters. Once verified, the Host will derive the first
shared secret, Z1, to derive secret key K1, which is then used to decrypt the
encrypted c. Next, the Host will verify the digital signature of the C_ICC using the
list of ICC root public keys (i.e., Q_rootICC) and from there it will derive the
second shared secret, Z.

In the second case, the Host will send a request to the ICC to
restart the authentication process and perform the full authentication process as
shown in Figure 11. This will occur when there is a de-synchronization between
the PB databases and the Host does not have the Z and OTID_ICC that was
computed in the previous transaction to continue with the authentication process.
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In the third case, the Host will use the Z and OTID ICC in the
persistent record to proceed with the authentication process as shown in

Figure 12.

Remarks

HOST

Integrated Circuit Card
(ICC)

Remarks

Persistent binding
check result

Case 1:CB_ICCis
not set to use PB and
OTID_ICC cannot be
found.

If OTID_ICC cannot be
found (ID_sICC is not
registered) and CB_ICC
I=PB

Q_elCC=0TD_ICC

Verify that the Q_elCC
is generated using the
same set of domain
ECC parameters as
Host.

Verify that Q_elCC
belongs to the same ECC
domain.

First secret key
generated using
ECDH.

Generated key is used

Z1=EC_DH(d_sH,

to derive K1 and K2. |Q_elCC)

Generate keys K1

(decrypt the encrypted

C_ICC)and K2 (to

derive session keys)

using pre-approved K1K2 =

key derivation function |KDF(Z1,len,info(lD_sH,

(KDF). Q_elCC))
Cc_IcC=
DECRYPT(AES K1,0paq
ueData_ICC)

Check that certificate
is authentic by
verifying the digital
signature using root
public keys

Validate C_ICC using
Q_rootiCC

Extract Q_sICC and
ICC_cred from C_ICC

Second secret key
generated using
ECDH.

Generated secret key
7 is used to derive
session keys.

=
EC_DH(d_eH.Q_sICC)

Erase no longer
required keys.

Zeroize Z1, K1

Figure 10. Host PB Feature Check Case 1 [19] (modified)
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Remarks

Card Terminal /| Host

Smart Card / Integrated
Circuit Card (ICC)

Remarks

Persistent binding
check result

Case 2:If OTID_ICC
cannot be found and
yet it can be found on
the ICC, there is de-
synchronization
between the PB
registries.

If OTID_ICC cannot be
found (ID_sICC is not
registered) and CB_ICC =
PB

Erase no longer
required keys.

Zeroized_eH

Request to restart and
perform the full
authentication

process. return CB_H = PB_INIT
Figure 11. Host PB Feature Check Case 2 [19] (modified)
Integrated Circuit Card
Remarks HOST (ICC) Remarks

Persistent binding
check result
Case 3: PB record
can be found

If OTID_ICC is found
(ID_sICC is registered)

No need to generate
K2.

Replace with nonce
generated by ICC.

K2 = OpaqueData_ICC

Retrieve Z and ICC_Cred
from OTID_ICC in PB
registry

Figure 12. Host PB Feature Check Case 3 [19] (modified)

b. Derives Session Keys and Verifies Authentication
Cryptogram

After completing the PB verification process, the Host will derive the
session keys and generate a local copy of the authentication cryptogram (i.e.,
AuthCryptogram_H) using the same input information for the AES-based MAC
algorithm as the ICC, as shown in Figure 13. If AuthCryptogram_H is the same
as AuthCryptogram_ICC, authentication is successful. Otherwise, authentication
is not successful and an error message is returned. The authentication
cryptogram verification process follows the C(0,2) Scheme with Unilateral Key

Confirmation provided by scheme responder to scheme initiator.
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After a successful authentication, the Host will store the shared
secret (i.e., NextZ) and one-time identification (i.e., NextOTID_ICC) for the next

transaction in the PB database as long as the PB feature is enabled for the Host

as well as the ICC.

Remarks

HOST

Integrated Circuit Card
(IcC)

Remarks

Generate OTID _ICC
and Z to be used for
next transaction and
session keys using pre
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KDF(Z, len, info{ID_sH,
T8(OTID_ICC),
T16(Q_eH) K2)
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provider and recipient.
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Compute PB address

CB_H=PB

Else PB address == NULL

CB_H=NO_PB

Figure 13. Host Verifies Authentication Cryptogram [19] (modified)
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H. STRENGTHS AND LIMITATIONS

This section presents an analysis of the strengths and limitations of the
OPACITY protocol. This analysis will be conducted at the protocol level and will
not address any details of the cryptographic algorithms that are used in the
protocol, such as SHA and AES. As a starting point, it is assumed that these
heavily vetted and NSA-approved algorithms function securely “as advertised.”

1. Strengths
a. Asymmetric Cryptography

The OPACITY protocol is an asymmetric-based authentication
protocol that uses PKC. PKC provides numerous advantages:

(1) Minimize key distribution. One of the key advantages
of PKC is that it minimizes the key distribution problem that is so prevalent with
symmetric cryptography. In a symmetric key system of n users, if all the n users
are required to communicate securely with one another, each user must have (n
—1) secret keys. This amounts to a total of n(n — 1)/2 keys that need to be
generated and distributed securely among the n users. With asymmetric
cryptography, the key distribution “problem” is reduced to how each of the n
users may obtain his/her private key securely. This is often done in-person at an
office approved for this purpose. Once each of the users has obtained his/her
respective private key and corresponding certified public key, there is no key
distribution problem per se, as the public keys can be stored and
shared/distributed without any protection.

(2) No need for pre-defined shared secret. Another
advantage of PKC is that there is no need to predefine any shared secrets for
authentication [26]. Key agreement algorithms such as ECDH can be used to
establish shared secrets to derive session keys on the fly during the
authentication process. This also helps to minimize the distribution problem
described in the previous sub-section.
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(3) Strong identification. A third advantage of PKC is its
ability to use a digital signature. A digital signature provides two important
functions [26]. Firstly, a digital signature proves who generated the information.
Secondly, a digital signature protects against unnoticed information modification.

For OPACITY protocol, the CVC is signed by the issuer and
provides strong assurance that the identification information and public

authentication key are authentic and have not been modified.

b. Use of Different Session Keys

In the OPACITY-FS mode, different session keys are used for
encryption, hashing (i.e., MAC), and to generate the authentication cryptogram.
The use of different keys for encryption and hashing helps to mitigate plaintext—
ciphertext pair attacks. In addition, the use of different keys also helps to mitigate
modification attacks as the attacker needs to crack both keys in order to perform
a successful attack, which is computationally impossible given the short

transactional time.

C. Mutual Authentication and End-end Protection with
Forward Secrecy and Identity Privacy

The OPACITY protocol performs mutual authentication and
provides end-end protection, mitigating a number of vulnerabilities in contactless
transactions. For instance, the protocol is resistant against eavesdropping,
modification, impersonation, and most man-in-the-middle attacks. In addition, the
protocol also provides identity privacy by encrypting the smart card’s ICC before

transmitting.

2. Limitations
a. Asymmetric Authenticating

Despite the numerous advantages of asymmetric cryptography and
PKC, there are also limitations.
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(1) Higher latency. A key limitation of asymmetric
cryptography is that it has a slower performance than symmetric cryptography.
For this reason, there is research interest in developing hybrid authentication
protocols that use a mixture of asymmetric and symmetric techniques.

(2) No CVC revocation.  Another limitation of OPACITY
protocol is that there is no CVC revocation functionality in the current design [19].
The purpose of the CVC revocation functionality is to mark the CVC as “invalid”
or “revoked” so that the public keys (i.e., the user’s public keys contained in the
CVC and the card’s public authentication key), as well as the corresponding
private keys, can no longer be used in the event of loss or theft of a smart card.
The issuer will only need to regenerate, issue, and update the backend system
with the new public keys, while minimizing changes to the backend system.
Without the CVC revocation functionality, the user identification information and
associated authorization privileges, in addition to the keys, need to be removed
from the backend system, regenerated, issued, and updated to the backend
system, incurring substantial changes to the backend system.

b. Single Factor Authentication

This protocol is a single factor (i.e., the subject has the card)
authentication protocol and it is not able to achieve the security confidence of the
multi-factor authentication protocol.

Based on the guidelines provided in NIST SP 800-116 [27] for
physical access control system (PACS), this protocol provides some confidence
for PACS and is only suitable for physical access control to controlled areas. In
order to be suitable for use to limited or exclusive areas, the protocol has to be
combined with other factors (i.e., something you know or something you are) of

authentication to achieve high or very high confidence.

C. Bearer token

(1) Does not achieve user on-repudiation. The

application of this protocol alone without other security mechanisms makes the
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smart card a bearer token. As such, anyone with mere possession of a valid
smart card is able to be successfully authenticated. Hence, the protocol does not
achieve user non-repudiation even though the protocol uses PKC. The protocol
only achieves non-repudiation indicating that a particular smart card is used. To
achieve user non-repudiation the protocol needs to be combined with other
factors of authentication, such as explicit user activation of the smart card
through biometric means, before the smart card can be used for authentication.
Since biometrically unique features uniquely identify each individual, the
individual cannot deny making the transaction when the smart card is used for
authentication, therefore achieving user non-repudiation.

(2) No proof of control of token. Based on the guidelines
provided in NIST SP 800-63—1 [28] for electronic authentication, one of the
criteria to achieve a minimum assurance level for electronic authentication is that
the claimant must be able to prove possession and control of the token that is
used in the authentication process. Based on this guideline, the protocol does not
achieve the minimum assurance level as the protocol does not require the

claimant to prove control of the smart card
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IV. PLAID

A. OVERVIEW

Developed by Centrelink, an Australian Government Statutory Agency, the
PLAID protocol is a common, non-proprietary smartcard authentication protocol
that is suitable for both PACS and logical access control (LACS). This protocol is
designed to bridge the gap between existing RFID-based technologies that offer
speed but lack the necessary security features, and PKl-based authentication,
which is cryptographically secure but lacks the speed necessary in many
contactless smartcard scenarios. The PLAID protocol utilizes a hybrid standards-
based symmetric and asymmetric cryptography to protect data transmissions
between the smartcard and terminal devices. In addition, this protocol is
designed to perform high strength mutual authentication in less than 0.3 of a
second, thus preventing the leakage of any form of information that might prove
useful for an attacker.

According to the developers, stringent evaluations have been conducted
by renowned cryptographic organizations in