SCALABLE MANAGEMENT OF ENTERPRISE AND

DATA-CENTER NETWORKS

MINLAN YU

A DISSERTATION
PRESENTED TO THE FACULTY
OF PRINCETON UNIVERSITY
IN CANDIDACY FOR THE DEGREE

OF DOCTOR OF PHILOSOPHY

RECOMMENDED FOR ACCEPTANCE
BY THE DEPARTMENT OF
COMPUTER SCIENCE

ADVISER: JENNIFER REXFORD

SEPTEMBER 2011



Report Documentation Page

Form Approved
OMB No. 0704-0188

Public reporting burden for the collection of information is estimated to average 1 hour per response, including the time for reviewing instructions, searching existing data sources, gathering and
maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information,

including suggestions for reducing this burden, to Washington Headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington
VA 22202-4302. Respondents should be aware that notwithstanding any other provision of law, no person shall be subject to a penalty for failing to comply with a collection of information if it

does not display a currently valid OMB control number.

1. REPORT DATE
SEP 2011

2. REPORT TYPE

3. DATES COVERED
00-00-2011 to 00-00-2011

4. TITLEAND SUBTITLE

Scalable M anagement of Enterprise and Data-Center Networks

5a. CONTRACT NUMBER

5b. GRANT NUMBER

5c. PROGRAM ELEMENT NUMBER

6. AUTHOR(S)

5d. PROJECT NUMBER

5e. TASK NUMBER

5f. WORK UNIT NUMBER

7. PERFORMING ORGANIZATION NAME(S) AND ADDRESS(ES)
Princeton University,Department of Computer

Science,Princeton,NJ,08540

8. PERFORMING ORGANIZATION
REPORT NUMBER

9. SPONSORING/MONITORING AGENCY NAME(S) AND ADDRESS(ES)

10. SPONSOR/MONITOR'S ACRONYM(S)

11. SPONSOR/MONITOR'S REPORT
NUMBER(S)

12. DISTRIBUTION/AVAILABILITY STATEMENT

Approved for public release; distribution unlimited

13. SUPPLEMENTARY NOTES




14. ABSTRACT

The networksin campuses, companies, and data centersare growing larger and becoming more
complicated to manage. Today, network operators devote tremendoustime and effort to three key
management tasks ? routing, access control, and troubleshooting. Rather than trying to make today?s
brittle networks easier to manage, we focus on new network designsthat areinherently easier to manage
and scale to many hosts, switches, and applications. We design and develop a new management system that
scales the routing, access control, and performance diagnosisin enterprise and data center networks. The
key challenges are the large number of hosts, switches, and applicationsin these networks and the need for
flexible policies while faced with strict memory and power constraintsin the switches. To addressthese
challenges we proposethree key ideas. (1) designing new data structures and algorithmsthat make
effective use of limited memory in switches; (2) redirecting traffic when simple switches do not have
enough memory to handle packets; (3) rethinking the division of labor among switches, hosts, and a
centralized management system to make the network both flexible and scalable. Based on the key ideas, we
propose a new management system that addresses the scalability challenges of routing, supporting flexible
policies, and performance diagnosiswith three key components (i) BUFFAL O: A scalable packet

forwar ding ar chitecture that reduces the switch memory usage for storing the forwarding table using
Bloom filters ? a compact way of representing a set of elements. To gracefully handle the false positives
caused by Bloom filters, BUFFAL O sends packetsthrough a slightly longer path. (ii) DIFANE: A scalable
way to enfor ce flexible management policies from the centralized management system to the switches.
DIFANE rethinksthedivision of labor between the centralized management system and the switches, by
pulling some rule processing functions back to the switches, to achieve better scalability. (iii) SNAP: A
scalable network performance diagnosis ar chitectur e that exposes the inter actions between the network
and applicationsin data centers. SNAP passively logs traffic statisticsin the end-host network stack and
pinpoints problemsthat occur at the network device, network stack and the application software. Our
systems can be easily implemented with small modificationsin today?s switches and end hosts, as
demonstrated by our prototypes built using the OpenFlow switches and Microsoft Windows servers, and
our evaluation using configuration data from AT& T networks and a deployment in a production data
center.

15. SUBJECT TERMS

16. SECURITY CLASSIFICATION OF: 17. LIMITATION OF 18. NUMBER 19a. NAME OF
ABSTRACT OF PAGES RESPONSIBLE PERSON
a REPORT b. ABSTRACT c. THISPAGE Same as 149
unclassified unclassified unclassified Report (SAR)

Standard Form 298 (Rev. 8-98)
Prescribed by ANSI Std Z39-18



(© Copyright by Minlan Yu, 2011. All rights reserved.



Abstract

The networks in campuses, companies, and data centers are growing larger and becoming more
complicated to manage. Today, network operators devote tremendous time and effort to three key
management tasks — routing, access control, and troubleshooting. Rather than trying to make
today’s brittle networks easier to manage, we focus on new network designs that are inherently
easier to manage and scale to many hosts, switches, and applications.

We design and develop a new management system that scales the routing, access control, and
performance diagnosis in enterprise and data center networks. The key challenges are the large
number of hosts, switches, and applications in these networks and the need for flexible policies,
while faced with strict memory and power constraints in the switches. To address these challenges,
we propose three key ideas: (1) designing new data structures and algorithms that make effective
use of limited memory in switches; (2) redirecting traffic when simple switches do not have enough
memory to handle packets; (3) rethinking the division of labor among switches, hosts, and a
centralized management system to make the network both flexible and scalable.

Based on the key ideas, we propose a new management system that addresses the scalabil-
ity challenges of routing, supporting flexible policies, and performance diagnosis with three key
components:

(i) BUFFALO: A scalable packet forwarding architecture that reduces the switch memory
usage for storing the forwarding table using Bloom filters — a compact way of representing a set
of elements. To gracefully handle the false positives caused by Bloom filters, BUFFALO sends
packets through a slightly longer path.

(ii) DIFANE: A scalable way to enforce flexible management policies from the centralized
management system to the switches. DIFANE rethinks the division of labor between the central-
ized management system and the switches, by pulling some rule processing functions back to the
switches, to achieve better scalability.

(iii) SNAP: A scalable network performance diagnosis architecture that exposes the interactions
between the network and applications in data centers. SNAP passively logs traffic statistics in the
end-host network stack and pinpoints problems that occur at the network device, network stack

and the application software.
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Our systems can be easily implemented with small modifications in today’s switches and end
hosts, as demonstrated by our prototypes built using the OpenFlow switches and Microsoft Win-
dows servers, and our evaluation using configuration data from AT&T networks and a deployment

in a production data center.
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Chapter 1

Introduction

Many networks at the edge of the Internet—in campuses, companies, data centers, and homes—
are growing larger in recent years and are becoming the important components of the Internet. To
manage these networks, campuses, companies, and data centers usually need a huge army of people
to perform daily management tasks such as registering new devices, assigning network addresses,
configuring routing policies, setting up firewalls, troubleshooting, and maintaining efficient and
reliable network connectivity. According to a Yankee group report [2], in most enterprises, network
management is responsible for 80% of the IT budget and 62% of the outages.

The key question that this thesis answers is how to build a management system that both

flexibly supports various management tasks and scales with the growth of these edge networks.

1.1 Edge Networks and Their Scalability Challenges

Edge networks are those networks that are located at the edge of the Internet, such as enterprise
networks (i.e., networks in campuses and corporations) and data center networks. These networks
have grown dramatically in the number of hosts, switches, and applications. The management of
these networks is getting more complex because operators have to assign network addresses for each
device, configure routing policies for each host and application, set up firewalls, and troubleshoot.
It is a challenging problem to scale the management of these networks because the networks are

growing large with complex management tasks, but only have cheap, simple switches.



1.1.1 Edge Networks Are Large

Large enterprises can easily have tens to hundreds of thousands of heterogeneous hosts such as
laptops, mobile phones, desktops and computing clusters [3]. Some hosts can move around to
different locations in the enterprise. There are thousands of switches and routers connecting these
hosts together. There are also hundreds of applications running on these hosts with different traffic
patterns and performance requirements.

Data center networks can easily have hundreds of thousands of servers with tens of virtual
machines on each server. These virtual machines can migrate to different servers. There are
multiple layers of switches connecting these servers. Data center applications include many map-
reduce jobs, search applications, and cloud storage applications and have stricter performance

requirements than enterprise applications.

1.1.2 Edge Networks Need Fine-grained Policies

Operators of the enterprise and data center networks have many considerations for network man-
agement such as security, mobility, application performance, energy consumption, cost saving,
debugging and maintenance, etc. To express these management considerations, operators need
to specify fine-grained policies for different types of traffic. Here are some example types of fine-

grained policies:

Routing: Different applications have different requirements for routing. For example, a banking
application may require secure paths that malicious users do not have access to; a video streaming
application may need high-bandwidth paths; the financial applications that exchange real-time

stock information may need low-latency paths.

Access control: Operators use access control rules to block the traffic from malicious users, in
order to improve the security of their networks. For example, in a medical company, operators
should make sure that attackers should not have access to the server which stores patients’ private
information. These access control rules should be fine-grained enough to capture various types of

malicious traffic without affecting the normal traffic.

Measurement: Operators need to measure the behaviors in the network for accounting, anomaly

detection, troubleshooting, and traffic engineering. For example, cloud providers need to accurately



count the traffic from different users and applications in order to charge the users for the bandwidth
they use. Operators in data centers may need to identify the large flows in the network to better
configure their routing for traffic engineering (A flow is a sequence of packets that share the same

packet header properties such as source address/port, destination address/port, and/or protocol).

1.1.3 Simple, Cheap Switches Have Limited Memory

Unfortunately, to support ever growing networks with more complicated policies, there are only
stmple and cheap switches in today’s enterprise and data center networks. This is because these
switches must process each packet within hundreds of nanoseconds to support high link speeds
(e.g., 10 Gbps, 40 Gbps and more). To store the state needed to process these packets, the switches
must use expensive, power-hungry on-chip memory. Due to cost and power constraints, the switch
memory is limited in size.

There are two types of memory in switches — SRAM (Static Random-Access Memory) and
TCAM (Ternary Content-Addressable Memory): The SRAM is used for direct lookup of key-value
pairs. For example, the SRAM in switches is used to store forwarding tables which match the
destination MAC addresses to the outgoing interfaces. In contrast, the TCAM is used for wildcard
matching where the keys can contain not only 0s and 1s, but also “don’t care” bits. For example,
the TCAM is used to store ACLs (Access Control Lists) at switches, which permit, block, or
rate-limit the flows whose packet headers match the patterns defined in the ACLs. The SRAM is
much cheaper and consume less power than the TCAM.

While the switch memory is very small due to its cost and energy constraints!, operators hope
to store a lot of state in the switch. For example, just to perform the simple forwarding action,
each switch may need to store 10K entries for an enterprise network with 10K hosts, because one
entry is needed for each host destination. Furthermore, switches may need to provide different
access control policies and quality of service (QoS) to different users and applications — requiring
even more memory. Switches may also need to maintain counters for specific flows for accounting

and diagnosis.

! The study [4] shows that a 48-port switch takes about 100-200 Watts power.
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Figure 1.1: Three layers in today’s management systems.

1.2 Management of Today’s Edge Networks

To address the scalability challenges of enterprise and data center networks, most research focuses
on making them faster and more efficient. However, the management of these edge networks is an
important yet under-explored area in networking research.

There are three key scalability challenges of managing enterprise and data center networks:
How to make the basic function of routing scale with many hosts and switches? How to scalably
enforce fine-grained polices at switches? How to diagnose performance problems with many hosts
and complicated applications?

Today, all these management tasks are performed with a three-layer architecture as shown in
Figure 1.1. The first layer is the data plane—the fast path of these networks that actually processes
packets. The data plane usually has fast on-chip memory such as SRAM and TCAM to store the
network state and packet processing rules. The second layer is the control plane—the brains of the
networks that run protocols to decide how to handle traffic. The third layer is the management
plane—the place where operators configure policies. Switches and routers from different vendors
typically have different data plane implementations, all of which only support limited policies. In
addition, the control plane is tightly bundled with the data plane. Therefore, different switches
and routers may have different control plane APIs and different levels of protocol support, making
management even harder. As a result, operators have to configure individual network devices
separately in an offline fashion, sometimes even manually. For example, to prevent attackers from

accessing the web server, operators have to identify the IP or MAC addresses of all the attackers’



machines, locate the routers that direct traffic to the web server, and then install ACLs at these
routers.

Now, we will describe how the key management tasks — routing, access control, and diagno-
sis — are done in today’s networks with the three layer architecture. We will also discuss the

scalability limitations in this architecture.

1.2.1 Hybrids of Ethernet Islands Connected by IP Routers

In an Ethernet network, hosts are allocated with MAC addresses and the switches forward Ethernet
frames based on their destination MAC addresses. The MAC address is tied to the device and
is independent of the hosts’ locations. Thus, MAC addresses are a good choice for the enterprise
networks where laptops and mobile devices are moving frequently and data center networks where
virtual machine migration is common.

To deliver traffic, the switches cooperate to construct a spanning tree in the control plane to
provide loop-free routing paths. In the data plane, each switch maintains a forwarding table which
records how to reach different destinations. When a switch receives a frame and it contains no
forwarding-table entry for the frame’s destination MAC address, the switch floods each frame over
the entire spanning tree. The switch learns how to reach a MAC address by remembering the
incoming link for frames with a particular source MAC addresses and saving the mapping.

However, these Ethernet protocols do not scale to large networks: MAC addresses cannot be
aggregated, so we need one entry for each destination at each switch. Flooding requires large
amounts of state and control messages that grow with the size of the network [5]. Since spanning
tree networks can leave some links completely unused, they fail to take advantage of multiple
paths for higher bisectional bandwidth. Two nodes near each other may have to reach each other
through much longer paths if the shorter paths are not in the spanning tree. Sometimes, operators
must configure the switches carefully so that the switches can construct a spanning tree with low
latency for most pairs of nodes [6]. When a link or node fails, operators have to reconfigure the
entire network to construct a new spanning tree with low latency for most nodes.

To address the scalability and efficiency problems of the Ethernet, most enterprise and data
center networks today use small Ethernet islands interconnected by routers. The network is divided

into many Ethernet islands, each with only a limited number of hosts. Within each Ethernet island,



MAC addresses are used to support host mobility and run spanning tree protocols to route packets.
Each Ethernet island is allocated with an IP subnet (i.e., the list of IP addresses that belongs to the
same IP prefix). A few IP routers deliver traffic based on the IP subnet a destination host belong
to. IP routers make Ethernet more scalable at the expense of configuration complexity. Since IP
addresses represent the locations of hosts, it is very hard to support host mobility. When hosts
move between Ethernet islands, these hosts must get new IP addresses or the routing configuration

at routers should change.

1.2.2 Policy Support with Access Control Lists Between Virtual LANs

In order to support flexible policies (e.g., customized routing, access control, and measurement),
operators group hosts sharing the same networking requirements using Virtual Local Area Net-
works (VLANS), instead of grouping hosts based on their locations. Each VLAN is usually allo-
cated an IP subnet, and hosts within the VLAN communicate using Ethernet protocols. Between
VLANS, there are some routers where operators can specify policies such as configuring different
queues with different quality of service (QoS), installing access control lists that block malicious
flows, or counting the amount of traffic from different applications.

VLANSs can only support limited granularity of policy because operators can only express
their management policies at a few routers located in these networks and have limited control
and measurement of the traffic. VLANs are not scalable because a network can have only a
limited number of VLANs and each VLAN can have only a limited number of hosts [6]. VLAN
configuration is complex and error-prone because operators must ensure that each host’s IP address
belongs to the IP subnet of its VLAN, and that each VLAN has an efficient spanning tree that

remains connected under common failure scenarios [6].

1.2.3 Ad-hoc Troubleshooting with Application and Network Logs

To troubleshoot for reachability and performance problems, today’s enterprise and data center
networks often collect application logs on the servers about the liveness, correctness, and perfor-
mance of applications. At switches, these networks collect SNMP (Simple Network Management
Protocol) logs about the number of bytes/packets transferred through each switch. In addition,

operators maintain trouble ticket systems where users can report their problems. For example,



operators usually pick out the trouble ticket with the most significant problems, manually inves-
tigate the problem description in the ticket, and then look into the application logs to identify
the problem. If they find that the problem is related to the network, they will study the network
logs, or run a few tools to identify the problems (e.g., ping to test reachability, traceroute to verify
routing).

Although these logs can reveal the significant problems in these networks, it is still a challenging
job to infer the causal relations between these problems and identify the root causes. Worse still,
for large enterprises and data centers, there are application and network teams each in charge
of different components in the system. It is challenging to identify which team is responsible for
performance problems or failures. It is even more challenging to automatically report problems
when they happen, quickly point out the root causes, and fix or get around these problems in real

time before the problems start to affect application performance.

1.2.4 Summary

In summary, today’s enterprise and data center networks lack the scalability and flexibility to
support various management tasks. Often, in order to keep the networks manageable, operators
impose a lot of restrictions on the growth of the networks and the kind of applications that can run.
Therefore, to realize the full power of the enterprise and data center networks, we should make
the network easier and less expensive to manage. Future networks should be totally transparent
to applications, so that they can use the network freely without worrying about the network

configurations and resource constraints. However, today’s networks are far from that goal.

1.3 Emerging Trends of Redesigning for Manageability

Most of these problems of managing today’s brittle networks arise from the fact that these networks
were not designed with management in mind. Yet it is challenging to simplify the management of
today’s networks. Instead, we focus on how to design future networks to make them inherently
easier to manage.

There have been several recent directions arising from the research community with the goal

of making management easier: flat addresses, shortest path routing, logically centralized control,
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Figure 1.2: Emerging techniques for better network management.

and flow-based switches (as shown in Figure 1.2). While all these trends enable more scalable and
flexible management of these edge networks, they introduce new scalability challenges in the data

plane. We will discuss the benefits of these new trends and their scalability challenges below.

1.3.1 Flat Addresses to Support Zero Configuration and Host Mobility

To avoid complex configuration and better support host mobility, new protocols with flat addresses
such as SEATTLE [5], RBridges/TRILL [7, 8] and SPBM (Shortest-Path Bridging MAC) [9] have
been proposed. Each host has a fixed identifier that does not change when the host moves around,
so the host can be plugged into the network and start using the network immediately without
any extra configuration. Even when the network topology changes, administrators do not need
to reassign addresses. Furthermore, with flat addresses for routing, we can assign IP addresses to
express policies in a more aggregatable way. For example, for a campus network, we can assign
one IP prefix to the students’ machines although these machines may be located at different places
on campus. As a result, we only need a single IP prefix to express the policies for the student
group.

However, with all the hosts using MAC addresses that cannot be easily combined, we have too

many forwarding-table entries at each switch to reach a large amount of hosts.



1.3.2 Shortest Path Routing to Improve Performance

Recent advances in Ethernet such as Rbridges/TRILL [7, 8] and SEATTLE [5] compute shortest
paths based on link weights between all pairs of hosts. We can also tune the link weights to control
the flow of traffic to minimize the delay and network congestion. Since shortest path routing uses
all the links in the network, it provides more efficient connectivity than spanning tree protocols.
We can also split traffic across multiple shortest paths, which is common in data center networks.
In addition, these shortest path routing protocols can quickly propagate link and node failure

events in the network, and automatically recalculate the new shortest paths.

1.3.3 Centralized Control to Make Policy Configuration Easier

Instead of configuring each switch and router separately, recent works propose to replace the
control-plane software at individual switches with a logically-centralized controller in the man-
agement plane [10, 11, 12, 13]. With the centralized controller, operators only need to configure
policies at a single place without worrying about reconfiguring the network when network topology
or traffic changes. The centralized controller is responsible for keeping information about the ad-
dress assignment, network topology, and routing. With this information, the centralized controller
can automatically configure the data plane of network devices to express the management policies.

The logically centralized controller imposes new scalability and reliability challenges. Instead of
making decisions on their own, the switches send the packets to the controller if they do not know
how to handle those packets, which significantly increases the load on the centralized controller [13].

The centralized controller can also be a single point of failure.

1.3.4 Flow-based Switches to Enable Fine-grained Policies

Traditional switches in enterprise and data center networks do not have much support for policies
such as customized routing, access control, and measurement. Flow-based switches [14, 15] are
proposed to support the policies. These flow-based switches perform simple actions based on rules.
The rules match on bits in the packet header (e.g., source address/port, protocol, etc.). Possible
actions include dropping packets from malicious users, forwarding packets to a specific outgoing

interface, and counting packets that belong to the web traffic. These flow-based switches are



already available from several switch vendors (e.g., HP, NEC, etc.), and have been deployed in
several enterprises and backbones (e.g., National LambdaRail and Internet2).

With flow-based switches enabling fine-grained policies, operators can now specify new policies
that can have fine-grained control of their networks. As a result, operators may be tempted to
deploy many policies, which in turn introduce further scalability challenge of fitting these policies

into the small switch memory.

1.4 Key Design Principles

This thesis describes the design, implementation, and evaluation of new architectures that address
these key challenges: improving scalability and handling flexible policies with simple switches for
enterprise and data center networks. There are three key design principles that guide the design

of these new systems:

Traffic indirection that minimizes the state required at each switch. Switches need
to store various network state such as forwarding tables and ACLs. To minimize the state at
each switch, we propose to compress the state information or only store part of the state. As a
result, one switch may not be able to make decisions on its own. Instead, we redirect the traffic
to other switches that have stored the required state to make the decisions. In general, we reduce
switch memory usage by sending a small fraction of packets on a slightly longer path. Since most
enterprise and data center networks are local area networks with low end-to-end delay, the slightly

longer path would not introduce significant performance problems.

New data structures that work with today’s commodity switches. We design and build
new data structures for the data plane to reduce the memory usage at the switches and to support
traffic indirection. These new designs can be implemented with today’s commodity switches
without much hardware changes, because our data structures match the hardware features such as
hashing support at switches and wildcard rule support in TCAM. By leveraging the key features
in the enterprise and data center network settings (e.g., all the nodes are in a single domain,
managed by a centralized controller, and are well connected via shortest path routing), we can
guarantee the reachability, reduce the extra delay of traffic indirection, and quickly adapt to the

dynamics of these edge networks such as host mobility, traffic changes, and topology changes.
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Figure 1.3: A Scalable Management System for Edge Networks.

Rethinking the division of labor among hosts, switches and the centralized manage-
ment system. Hosts, switches, and the centralized controller are the three key components in
enterprises and data centers. It is important to place the right function at the right component to
achieve the scalability and flexibility at the same time. For example, we should place the function
of configuring high-level policies in the centralized controller to make management easier, and
process all the packets in the data plane at the switches to achieve the best performance. We also
rethink the division of labor between the network and the end hosts. For example, we place the
performance monitoring function at end hosts to leverage the computing and storage resources at

millions of end hosts.

1.5 A Scalable Management System for Edge Networks

Following the key design principles, we propose a scalable management system which consists of
three parts to scale packet forwarding, policy enforcement, and performance diagnosis as shown in
Figure 1.3. In this management system, operators can configure high-level policies at a centralized
controller. The controller enforces the high-level policies at the switches in the network, and collects
measurement data from both the switches and the end hosts to understand network behavior. To

improve the scalability of the sy