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2 Vision


Ship survivability is dependent upon the continued operation of ship combat loads [1], which are,  in  turn, dependent upon resources from ship auxiliary systems  including ship electrical,  chilled  water,  low  pressure  air  and  hydraulic  systems.  With current hard wired systems, ship survivability has greatly improved over the past decade.  Current  approaches  to  reduce  the  vulnerability  of shipboard  control  system   involve  the  use  of  redundant  controllers, distributed PLCs/DAPs/ RTUs and wiring approaches  that attempt  to optimize  fail-over capabilities. Unfortunately, these approaches do not have the capability to anticipate the threat and take corrective action prior to a damage event. 


The  goal  of  developing anti-threat control  system (ATCS)  is  to  develop  and  demonstrate  a much more survivable  shipboard  engineering  control  system  (ECS).  This  advanced  ATCS would  reduce  the  vulnerability  of  ship  systems  by  automatically assessing ship  threats prior  to a damage event and  then  reconfiguring  the auxiliary sub-systems prior to a missile hit to minimize the impact of the damage event.  This would be truly a disruptive technological advance. Elements of  this Anti-Threat Control System (ATCS) will  include:  (1)  a Communications  Framework  that will  alert  the  ECS  of  an imminent threats detected by ship combat sensors (e.g. SLC-32, SPY-1 and sonar),  (2) a Fire Prediction Module that associates probable impacts of inbound threats with components of the ship auxiliary control system and (3) a model-based Reasoning Engine that enables the ECS  to autonomously  reconfigure appropriate  subsystems  in  real  time  to maximize ship/crew  survivability  and  operational  capability.    


 This document describes the software basic design of the Anti-Threat Control System (ATCS). It outlines the Architecture of the system in conjunction with both Table Top Demonstrator and a simulator for such tabletop. This document also describes the basic functionality of some of the key components in the ATCS.  In addition, the interfaces between the key components will be defined inside the Controller as well as the interfacing with the systems outside the controller. 

3 Architecture

Generally, there are two interactions  of  the  ATCS  with  ship systems:  the  ATCS will  receive  signals  from  shipboard  sensor systems  that  indicate  imminent  threats  to  the  ship; the ATCS will also receive mission objectives from a ship commander; and the ATCS will generate responding control commands to the ship auxiliary system. The main function ATCS performs is to use  the  threat  information and an awareness of the current state of the auxiliary systems (from the ECS) to generate a reconfiguration strategy  for  the shipboard auxiliary system device controllers  that will reroute the supply of critical resources away from ship areas at risk to areas of need.


For our project, to generate the signals the ATCS receives from ship, we will build a human-machine interface for user to send mission objectives and threat information. This user interface will also have a ship display to monitor system status.  Meanwhile, instead of interacting with real ship, ATCS will be developed and tested for a tabletop-notional ship demonstrator and its simulations.  The next sections present the software architectures for both cases. 


3.1 ATCS-Simulator


In addition to the physical tabletop prototype, JHU/APL developed a software simulation written in Matlab/Simulink to simulate Tabletop.  This simulator has been used for control algorithm control algorithm analysis within a representative domain (a combined fluid/electrical control problem) [2]. The ATCS will also be tested for the simulator. The architecture of ATCS for the simulator is depicted in Figure 1.
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Figure 1 ATCS Architecture for Simulator version


3.2 ATCS-TableTop


The Tabletop is a scaled-down physical prototype of ship fluid and electrical system.   The system includes plumbing, controls and communications, and electrical components that mimic real-life operations. A typical plan consists of water routes to transport cold water from the coolers to the consumers (heat loads). This prototype provides information on unknown behaviors such as the water-flow directions inside the pipes for specific valve configurations and acts a testbed for control strategy validation. 

For ATCS project, the Tabletop will be controlled and monitored by Siemens windows-based PLC (Win AC). The ATCS and the WinAC can either be hosted on a single platform or two separated platforms, i.e. a Linux box and a Windows machine, depending on the availability of Windows-based RE. In either case the since the communication between the ATCS and WinAC will be TCP/IP based, the following architecture should apply for both the single platform as well as the dual platform. Figure 2 shows the ATCS architecture diagram with the Tabletop. 
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                              Figure 2 ATCS Architecture for Tabletop

4 Function Diagrams


4.1 External Interface Module


The External Interface Module consists of:


1. A TCP/IP switch board client to, 


a) Receive the Mission Objectives from the HMI.


b) Receive component state information and Fire Event from the Simulator (Simulator version only)


c) Send Device commands to the Simulator (Simulator version only)


d) Receive sensor data information from the PLC via PLC Proxy (Tabletop version only)


e) Send Device commands to the PLC via PLC Proxy (Tabletop version only)


2. A Mail Box Interface to, 


a) Forward the Fire Event to the FPM.


b) Forward component state information to the SSE.


c) Forward Mission Objectives to the RE.


d) Receive Device commands from the RE.


3. An EIM Manager to process and forward messages on to the appropriate interfaces
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Figure 3 EIM Function Diagram

4.2 Fire Prediction Module

The Fire Prediction Module mainly consists of:


1. An Admin Wrapper, to query the fire prediction data from the Data Base in the form of probability of failure for all the components that shall be affected by the fire event.

2. A Mail Box Interface, to receive the Fire event (F0) messages from the EIM

3. A Mail Box Interface, to send the failure probability information, for the components that might be affected due to the fire, to the RE.


4. A FPM manager to manage all the other components.
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Figure 4 FPM Function Diagram


4.3 System State Estimator


4.3.1 TableTop version


The System State Estimator for the Tabletop version consists of:


1. State Estimator Algorithm, to estimate the current state of each component based on the available sensor data.


2. A Mail Box Interface, to send the component state information to the RE.


3. A Mail Box Interface, to receive sensor data information from the EIM.

4. A SSE manager, to manage all the other components.
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Figure 5 SSE Function Diagram -- Tabletop version

4.3.2 Simulator version


The System State Estimator for the simulator version consists of:


1. A Mail Box Interface, to send the component state information to the RE.


2. A Mail Box Interface, to receive the component state information from the EIM

3. A SSE manager, to manage all the other components.


There will not be any perception engine in the simulator based SSE.
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Figure 6 SSE Function Diagram -- Simulator version

4.4 Reconfiguration Engine


The Reconfiguration Engine consists of:


1. Mail Box, with external interfaces for the following data:


a. Component Failure Probability from the FPM


b. Component State Information from the SSE


c. Mission Objectives from the HMI


d. Device Commands to the Simulator/TableTop


2. An Execution Engine for running the core algorithms, with:


a. “Run” method


i. Passes Mail Box locations to the Execution Engine


ii. Commences algorithm processing


b. Notify Methods to inform the Execution Engine that new data has arrived from the FPM, SSE, or HMI


3. An RE Manager that instantiates Execution Engine and Mail Box modules in separate threads as necessary and implements call backs for receiving data from Mail Box and notifies the EE.
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Figure 7 RE Function Diagram


5 UML Diagrams

5.1 Object Model Diagrams


5.1.1 Controller
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Figure 8 Controller static structure


The controller consists of four main modules (colored in red). These are: EIM, FPM, SSE and RE classes that represent the manager classes for the corresponding modules. They are responsible for instantiating the internal modules (represented in blue) like the Execution Engine, Admin wrapper etc. The Managers encapsulate the communication framework and the system integration from the internal modules. Hence they are responsible for the creation of threads and communication interfaces such as switchboard or Mailbox. There are other supporting classes (represented in green) that implement the communication framework and the operating system interface. Finally the Executive class contains the main function for the controller and creates the Manager classes.

5.1.2 Simulator
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Figure 9 Simulator static structure

5.2 Sequence Diagrams


5.2.1 Controller
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Figure 10 Controller sequence diagram
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Figure 11 Mail Box sequence diagram


5.2.2 Simulator
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Figure 12 Simulator sequence diagram


5.3 Activity Diagrams


5.3.1 Controller


5.3.2 Simulator
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Figure 13 Simulator Activity diagram

6 Interface Definitions


6.1 Controller Interfaces (Internal)


6.1.1 Fire Predictions Interface 

(Refer to 4 in Figure 1)


This interface is defined between FPM and the Admin Wrapper.

6.1.1.1 Structure FireEvent

This structure holds information regarding a sensor event relevant to Fire. 

		Field

		Description

		Type

		Range



		compartment_id

		It is the unique ID assigned to each component described in the Table Top schematic diagram. Table 2 lists component Ids assigned to each component.

		int

		0..65535



		time_stamp

		Control System Time of the event - best guess

		time

		



		event_type

		An integer representing the event type something like SMOKE_ALARM or TEMPERATURE_SENSOR

		int

		





6.1.1.2 Structure ProbFail


This structure contains all information necessary to reconstruct the piece wise linear representation of the probability of failure.


		Field

		Description

		Type

		Range



		t_0

		the time of p_0

		time

		



		p_0

		the start P(F|t = 0) will usually be 0 unless the the prediction started after P(F) >0

		float

		0..1



		t_f

		the time of p_f

		int

		



		p_f

		P(F|t_f) will be either 1, unless the prediction did not run till P(F) =1, so in this case the


    *P(F|t_f) >= P(F|t = 0)

		float

		0..1





6.1.1.2.1 Method pOfF


float pOfF(time t_i) const

Description: piece wise linear interpolation of the probability of failure at a given time.

6.1.1.3 Class Prediction

6.1.1.3.1 Method completed

static __declspec(dllexport) float completed()


Visibility: public 


Description: 

precent complete - completed() >= 1.0f if finished, otherwise lies between 0 and 1


6.1.1.3.2 Method t_0


static __declspec(dllexport) time t_0()


Visibility: public


Description: 

Prediction time horizon


6.1.1.3.3 Method t_f

static __declspec(dllexport) time t_f()

Visibility: public


Description: 

Prediction time horizon


6.1.1.3.4 Method getPFofComponent

static __declspec(dllexport) void getPFofComponent(int component_id, ProbFail& pfobj) throw(int

Visibility: public

Parameters:


component_id 
the integer id of the component

Pfobj:
a mutable reference to a ProbFail object that will be filled with when this function returns;.


Description: 

Given a component id number, retrieve the probability of failure for that component. throw will throw an int if the component_id does not exist

6.1.1.4 Interface PredictionCallback

This is an interface for allowing the FPE to callback when a prediction is complete.  This should be inherited by an class that would like to receive these callbacks


6.1.1.4.1 Method onPredictionComplete

static virtual void onPredictionComplete(const Prediction& prediction) = 0


Visibility: public


Description: 

This is called from the FPE when a prediction has be computed. It is passed a copy of the Prediction. This function will be called from a thread created by FPE and must deal with any concurrency issues because of that.


6.1.1.5 Class FPE

The FPE is the interface to the Fire Prediction Engine.  The FPE handles all threading and callbacks behind scenes, and expose a simple set of functions for interacting with our fire simulation. 

6.1.1.5.1 Design Decisions


This class is implemented as a singleton to avoid multiple instance creations as there will be only one FPE.

6.1.1.5.2 Method initialize

static __declspec(dllexport) void initialize(/*args? maybe PredictionCallback* here*/);


Visibility: Public


Description: 

To be called at the start of simulation


6.1.1.5.3 Method registerPredictionCallback


static __declspec(dllexport) void registerPredictionCallback(PredictionCallback* cb)

Visibility: Public


Parameters:

cb 
 a persistent instance of an class that is derived from the Prediction Callback interface. This is 

assumed to stay valid until either the FPE is destroyed or NULL is registered.


Description: 

Register a callback function object to be called whenever a prediction has completed.


6.1.1.5.4 Method updateT

static __declspec(dllexport) void updateT(time current_time)


Visibility: public


Parameters: 

current_time:
 the time of the current time step - this is an absolute measure in milliseconds and is the "real" time experienced by the control system.  If the updateT is called 1/second, then current_time - previous should be approximately 1 second.


Description: 

Our simulation requires regular simulation time notifications this function should be called somewhere around once per control system second


6.1.1.5.5 Method onEvent

static __declspec(dllexport) void onEvent(const FireEvent& event)


Visibility: Public


Parameters: 

Event:
 the fire event that occured - will be copied


Description: 

This should be called as soon as a FireEvent has occurred – and can be called at any time.  It will copy the event and return immediately


6.1.1.5.6 Method predict

static __declspec(dllexport) time predict(time t_0, time t_f, time time_out = 0, PredictionCallback* cb = NULL)


Visibility: Public


Parameters: 

t_0 -         the start time of the prediction - preferably the current control system time.


t_f -          the end time for the horizon - in control system time


time_out - an optional time out parameter, in control system time that is a deadline, at which time the    


                 prediction will finish ready or not and return all calculated values


cb -           an optional pointer to a PredictionCallback object to be called back when the prediction is   


                 ready - if not passed, then the FPE will attempt to call the cb that was registered with 

                 registerPredictionCallback

Return:     The estimated time that the prediction will take to complete - in control system relative 

                  milliseconds 


Description: 

This method is called to predict for a certain time horizon.


6.1.2 Component Failure Probability Interface


(Refer to 5 in Figure 1)

This interface is defied between FPM and the RE. The FPM shall send RE, the list of all components that shall be affected due to the threat and also the probabilities for failure for each of these components at various intervals of time in the future. Let m be the total number of components in the system and Let n be the number of data points at which the component failure probability along with their relative time of occurrence in the future is estimated.  The result of this computation shall be an array of a subset of m components that shall be affected by the threat, each of which has an array of n sets of failure probability and time of occurrence for that component. Time of occurrences (t1 .. tn) are relative to t0 ,which is the time at which the event is received by the FPM from the HMI. The time period between these data points may vary depending on the type of the threat.


For initial development, predictions are assumed linear and hence FPM shall provide only two predictions; one for the begin time (t1) and one for the end time (t2) which means in this case n will be 2

Table 1 defines the structure message generated by FPM for one component. 


Table 1: FPM - RE Message Definition


		Field

		Description

		Type

		Range



		compId 

		It is the unique ID assigned to each component described in the Table Top schematic diagram. Table 2 lists component Ids assigned to each component.

		UInt16

		0..65535



		t1

		1st time interval in future measured in seconds

		Uint32

		



		p(f)1

		probability of the component’s failure at t1



		Float

		0..1



		..

		

		

		



		..

		

		

		



		..

		

		

		



		..

		

		

		



		tn

		nth time interval in future measured in seconds 

		Uint32

		



		p(f)n

		probability of the component’s failure at tn



		Float

		0..1





Table 2 specifies the component Ids assigned to all the devices mentioned in the table top schematic diagram. 


Table 2 Component IDs


		       Num


Device

		1

		2

		3

		4

		5

		6

		7

		8

		9

		10

		11

		12

		13

		14

		15



		Flow Meter

		0

		1

		2

		3

		4

		5

		6

		7

		8

		9

		

		

		

		

		



		Load Sensor

		10

		11

		12

		13

		14

		15

		

		

		

		

		

		

		

		

		



		Pump

		18

		21

		24

		27

		

		

		

		

		

		

		

		

		

		

		



		Pump Inlet

		16

		19

		22

		25

		

		

		

		

		

		

		

		

		

		

		



		Pump Outlet

		17

		20

		23

		26

		

		

		

		

		

		

		

		

		

		

		



		Power Panel

		28

		29

		30

		31

		32

		33

		34

		35

		

		

		

		

		

		

		



		Power Supply

		36

		37

		

		

		

		

		

		

		

		

		

		

		

		

		



		Pipe

		38

		39

		40

		41

		42

		43

		44

		45

		46

		47

		48

		49

		

		

		



		Relay

		50

		51

		52

		53

		54

		55

		56

		57

		58

		59

		60

		61

		62

		63

		64



		Valve

		76

		77

		78

		79

		80

		81

		82

		83

		84

		85

		86

		87

		88

		89

		90



		Volt. Sensor

		102

		103

		104

		105

		106

		107

		

		

		

		

		

		

		

		

		





Contd..


		       Num


Device

		16

		17

		18

		19

		20

		21

		22

		23

		24

		25

		26

		27

		28

		29

		30



		Relay

		65

		66

		67

		68

		69

		70

		71

		72

		73

		74

		75

		

		

		

		



		Valve

		91

		92

		93

		94

		95

		96

		97

		98

		99

		100

		101

		

		

		

		





The data exchange between the FPM and the RE is through a Mail Box Interface. Please refer to 7.1 for the interface definition of the Mail Box.


6.1.2.1 Data


The Data section contains the list of entries of type defined in Table 1 generated by the FPM for a threat event.  The Shared Memory in the Mail Box is allocated to the maximum size that can accommodate the list of all components (worst case) each containing n data points (n can be configured by the user at the startup). Figure 14 shows a typical FPM and RE Mail Box layout in the memory for m components


Figure 14 Data format in the FPM-RE Mail Box
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		compId1



		t1,1



		p(f)1,1



		..



		..



		t1,n



		p(f)1,n



		…



		..



		..



		compIdm



		tm,1



		p(f)m,1



		..



		..



		tm,n



		p(f)m,n



		





6.1.3 Component State Estimates Interface 

(Refer to 6 in Figure 1)

This interface is defined between SSE and RE. In the Table Top version of the controller, the SSE shall receive (event driven) sensor data information of the components in the table top through the PLC and shall estimate the current state for each of these components and the overall probability of the state estimate for components whose states have currently changed. The state value provides the current physical configuration of the device. In the case of a simulator version, the simulator directly provides the state of the component and the probability of the state estimate (assumed to be 1) and the SSE merely transfers the information to the RE. In any case, the information thus generated by the SSE shall be in the form as shown in Table 3 which defines the structure of one element generated by SSE. 


Table 3: SSE- RE Message Definition


		Field

		Description

		Type

		Range



		P

		Overall Probability of the state estimate

		float

		[0..1]



		

		

		

		



		compId 

		It is the unique ID assigned to each component described in the Table Top schematic diagram. Table 2 lists component Ids assigned to each component.

		UInt16

		0..65535



		s

		Current State of the component

		float


		Refer to Table 6 for the possible state value for each component



		p(s)

		Probability of the state estimate for each component identified by the compId

		float

		[-1,0..1] where -1 is Unknown





Table 2 specifies the component Ids assigned to all the devices mentioned in the table top schematic diagram. 


The data exchange between the SSE and the RE is through a Mail Box Interface. Please refer to 7.1 for the interface definition of the Mail Box.


6.1.3.1 Data


The Data section contains the list of entries of type defined Table 3 in generated by the SSE for a sensor event.  The Shared Memory in the Mail Box is allocated to the maximum size that can accommodate the list of all components Figure 15 shows a typical SSE and RE Mail Box layout in the memory for m components, where m is the total number of components in the system.

Figure 15 Data format in the SSE-RE Mail Box
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6.2 Controller Interfaces (External)


The following messages definitions correspond to the message body and are used for both switchboard as well as Mail box interfaces when these messages are passed through the EIM. For messages coming into the controller, EIM removes the switch board header from the message and attaches the Mailbox header. And vice versa for the messages leaving the controller.

6.2.1 Mission Objectives Message Definition

(Refer to 3 in Figure 1)

6.2.2 Mission Objectives Message Definition


(Refer to 3 in Figure 1)


The mission objectives message Table 4 contains information about the relative importance of the six tabletop loads as well as their resource consumption requirements. This message is encoded as a propositional logic statement in conjunctive normal form (i.e., a conjunction of disjunctive clauses). Each disjunctive clause represents a set of equivalent states, and is assigned a single real-valued utility or weight. For example, the expression:


(L1 = ON : 1.0), (L2 = ON: 1.0), ((L3 = ON ║ L4 = ON) : 0.8), ((L5 = ON ║ L6 = ON) : 0.8)


indicates that loads 1 and 2 are the most important (they have the highest utility) and that load pairs 3/4 and 5/6 provide a redundant capability.


Table 5 provides an integer-based encoding for the possible load states. Using this scheme, the expression above would be encoded as:


[x, y, z, 4, 1, 1, 2, 2, 1.0, 1.0, 0.8, 0.8, 1, 2, 3, 4, 5, 6, P1, T1, P2, T2, P3, T3, P4, T4, P5, T5, P6, T6]


where x, y and z represent the simulation fidelity, topology and time, Pi represents the minimum power requirement for load i and Ti represents the maximum permissible temperature for load i.


Table 4 Mission Objectives Message Definition

		Field

		Type

		Units

		Range



		Simulation Fidelity

		Int32

		

		0



		Simulation Topology

		Int32

		

		0



		Simulation Time

		Double

		Seconds

		≥ -1



		Number of Clauses

		Int32

		

		≥ 1



		Number of Literals per Clause

		Int32[]

		

		≥ 1



		Clause Utility

		Double[]

		

		> 0.0



		Literals

		Int32[]

		

		As per Table 5



		Load 1 Power Demand

		Double

		W

		> 0.0



		Load 1 Max Temperature

		Double

		C

		Any valid temperature



		…

		

		

		



		Load 6 Power Demand

		Double

		W

		> 0.0



		Load 6 Max Temperature

		Double

		C

		Any valid temperature





Table 5 Encoding for possible load states

		Value

		Meaning



		1

		Load L1 should be ON



		-1

		Load L1 should be OFF



		2

		Load L2 should be ON



		-2

		Load L2 should be OFF



		3

		Load L3 should be ON



		-3

		Load L3 should be OFF



		4

		Load L4 should be ON



		-4

		Load L4 should be OFF



		5

		Load L5 should be ON



		-5

		Load L5 should be OFF



		6

		Load L6 should be ON



		-6

		Load L6 should be OFF





6.2.3 Observation Message Definition


(Refer to 1 in Figure 1)

6.2.3.1 SIMULATOR


The simulation state message (Table 4) provides ground truth for the state of all simulation components. The state value provides the current physical configuration of the device, while the fault value indicates whether the physical configuration is the result of nominal operations or the result of a fault. When a device is nominal, its fault flat takes the value -1. When a device is off-nominal, its fault flag takes a value in the range [0,1]. This fault flag has different semantics for each device type. The Fault flag is ignored by the Controller. 

Table 6: Simulator observation Message Definition


		Field

		Type

		Units

		Range



		Simulation Fidelity

		Int32

		

		0



		Simulation Topology

		Int32

		

		0



		Simulation Time

		Double

		Seconds

		>=-1



		FM01_state

		Double

		m3/s

		Any valid flow rate



		…

		

		

		



		FM10_state

		Double

		m3/s

		Any valid flow rate



		L01_temperature_sensor_state

		Double

		C

		Any valid temperature



		…

		

		

		



		L06_temperature_sensor_state

		Double

		C

		Any valid temperature



		P01_inlet_temp_sensor_state

		Double

		C

		Any valid temperature



		P01_outlet_temp_sensor_state

		Double

		C

		Any valid temperature



		P01_state

		Double

		m3/s

		Any valid flow rate



		…

		

		

		



		P04_inlet_temp_sensor_state

		Double

		C

		Any valid temperature



		P04_outlet_temp_sensor_state

		Double

		C

		Any valid temperature



		P04_state

		Double

		m3/s

		Any valid flow rate



		PP01_state

		Double

		

		Any valid current



		…

		

		

		



		PP08_state

		Double

		

		Any valid current



		PS01_state

		Double

		W

		Any valid power



		PS02_state

		Double

		W

		Any valid power



		Pipe01_state

		Double

		

		[0,1] := % of flow through pipe lost due to leak (0 := no leak)



		…

		

		

		



		Pipe12_state

		Double

		

		[0,1] := % of flow through pipe lost due to leak



		R01_state

		Double

		

		0 := off, 1 := on



		…

		

		

		



		R26_state

		Double

		

		0 := off, 1 := on



		V01_state

		Double

		

		[0,1] = % valve open



		…

		

		

		



		V26_state

		Double

		

		[0,1] = % valve open



		VS_01_state

		Double

		V

		Any valid potential



		…

		

		

		



		VS_06_state

		Double

		V

		Any valid potential



		FM01_flt

		Double

		

		[-1, 0-1]



		…

		

		

		



		FM10_flt

		Double

		

		[-1, 0-1]



		L01_temperature_sensor_flt

		Double

		

		[-1, 0-1]



		…

		

		

		



		L06_temperature_sensor_flt

		Double

		

		[-1, 0-1]



		P01_inlet_temp_sensor_flt

		Double

		

		[-1, 0-1]



		P01_outlet_temp_sensor_flt

		Double

		

		[-1, 0-1]



		P01_flt

		Double

		

		[-1, 0-1]



		P01_inlet_temp_sensor_flt


Fire_propagation_rate

		Double

		

		[-1, >0*]


*heat release rate (QT)



		P01_outlet_temp_sensor_flt


Compartment01_fire

		Double

		

		[-1, 1]



		P02_flt

		Double

		

		[-1, 0-1]



		P02_inlet_temp_sensor_flt


Compartment02_fire

		Double

		

		[-1, 1]



		P02_outlet_temp_sensor_flt


Compartment03_fire

		Double

		

		[-1, 1]



		P03_flt

		Double

		

		[-1, 0-1]



		P03_inlet_temp_sensor_flt


Compartment04_fire

		Double

		

		[-1, 1]



		P03_outlet_temp_sensor_flt


Compartment05_fire

		Double

		

		[-1, 1]



		P04_flt

		Double

		

		[-1, 0-1]



		P04_inlet_temp_sensor_flt


Compartment06_fire

		Double

		

		[-1, 1]



		P04_outlet_temp_sensor_flt


Compartment07_fire

		Double

		

		[-1, 1]



		PP01_flt

		Double

		

		[-1, 0-1]



		…

		

		

		



		PP08_flt

		Double

		

		[-1, 0-1]



		PS01_flt

		Double

		

		[-1, 0-1]



		PS02_flt

		Double

		

		[-1, 0-1]



		Pipe01_flt

		Double

		

		[-1, 0-1]



		…

		

		

		



		Pipe12_flt

		Double

		

		[-1, 0-1]



		R01_flt

		Double

		

		[-1, 0,1]



		…

		

		

		



		R26_flt

		Double

		

		[-1, 0,1]



		V01_flt

		Double

		

		[-1, 0-1]



		…

		

		

		



		V26_flt

		Double

		

		[-1, 0-1]



		VS_01_flt

		Double

		

		[-1, 0-1]



		…

		

		

		



		VS_06_flt

		Double

		

		[-1, 0-1]





Table 7: Fault Flag Semantics


		Device Type

		Fault Flag Range

		Meaning



		Valves, relays, power panels

		[0,1]

		0 := device admits zero flow (e.g. valve closed, relay open)


0.5 := device admits half maximum flow capacity (relays open)

1.0 := device admits maximum flow (e.g. valve open, relay closed)



		Flow meters

		[0,1]

		0 := sensor stuck at zero ( true_value * 0)


0.5 := sensor reports half of actual value (true_value * 0.5)


1.0 := sensor reports true value



		Pumps, power supplies

		[0,1]

		0 := device generating zero resource (e.g. pump 0ff, generator off)


0.5 := device generating 50% of max resource capacity


1.0 := device generating maximum capacity (e.g. pump at highest speed)



		Pipes

		[0,1]

		0 := negligible flow loss due to leak


0.5 := 50% of flow into pipe lost due to leak


1.0 := all flow into pipe lost due to leak (i.e. complete pipe rupture)





6.2.3.2 TableTop


Table 6 defines the contents of the observations message, which contains all available sensor data. A controller that would ultimately be deployed on the hardware tabletop should be able to generate control actions based solely on the contents of this message, which includes flow rates, temperatures and current draws. The PLC sends this message through a PLC Proxy

Table 8: TableTop Observation Message Definition


		Field

		Type

		Units

		Range



		Simulation Fidelity

		Int32

		

		0



		Simulation Topology

		Int32

		

		0



		Simulation Time

		Double

		Seconds

		



		FM01_flowrate_sig

		Double

		m3/s

		Any valid flow rate



		…

		

		

		



		FM10_flowrate_sig

		Double

		m3/s

		Any valid flow rate



		Load01_temperature_sig

		Double

		C

		Any valid temperature



		…

		

		

		



		Load06_temperature_sig

		Double

		C

		Any valid temperature



		P01_current_sig

		Double

		A

		Any valid current



		P01_inlet_temperature_sig

		Double

		C

		Any valid temperature



		P01_outlet_temperature_sig

		Double

		C

		Any valid temperature



		…

		

		

		



		P04_current_sig

		Double

		A

		Any valid current



		P04_inlet_temperature_sig

		Double

		C

		Any valid temperature



		P04_outlet_temperature_sig

		Double

		C

		Any valid temperature



		PP01_current_sig

		Double

		A

		Any valid current



		…

		

		

		



		PP08_current_sig

		Double

		A

		Any valid current



		VS01_sig

		Double

		V

		Any valid potential



		…

		

		

		



		VS06_sig

		Double

		V

		Any valid potential





6.2.4 Device Commands Message Definition


(Refer to 2 in Figure 1)

Table 7 defines the message used to convey hardware commands to the simulation or the Tabletop. In the case of TableTop the PLC received this message through a PLC Proxy 


Table 9: Commands Message Definition


		Field

		Type

		Units

		Range



		Simulation Fidelity

		Int32

		

		0



		Simulation Topology


Controller ID

		Int32

		

		1 = Rule-Macro


2 = MILP


3 = MAS



		Simulation Time

		Double

		s

		



		L01_cmd

		Double

		

		0 := off, 1 := on



		…

		

		

		



		L06_cmd

		Double

		

		0 := off, 1 := on



		P01_cmd

		Double

		m3/s

		Any valid flow rate



		…

		

		

		



		P04_cmd

		Double

		m3/s

		Any valid flow rate



		PP01_cmd

		Double

		

		0 := off, 1 := on



		…

		

		

		



		PP08_cmd

		Double

		

		0 := off, 1 := on



		PS01_cmd

		Double

		W

		Any valid power output



		PS02_cmd

		Double

		W

		Any valid power output



		R01_cmd

		Double

		

		0 := open/deny flow


1:= closed/admit flow



		…

		

		

		



		R26_cmd

		Double

		

		0 := open/deny flow


1:= closed/admit flow



		V01_cmd

		Double

		

		0 := close/deny flow


1 := open/admit flow



		…

		

		

		



		V26_cmd

		Double

		

		0 := close/deny flow


1:= open/admit flow





6.3 Table Top (PLC) Interfaces (Internal)

6.3.1 Sensor Data Interface

(Refer to 8 in Figure 2)

The PLC reads sensor data information from the TableTop and sends it to the SSE through the PLC proxy. The sensor data information is received from the PLC using SMX Interface provided by the Windows PLC In order to facilitate this data exchange, the PLC proxy application shall reside alongside the PLC to implement switch board interface that talks to the SSE as well as the SMX interface to talk to the PLC. The SMX shared memory consists of two areas, a 4 Kbyte input area and a 4 Kbyte output area. The PLC Proxy uses the SMX API provided by WinAC ODK for read/write access to the shared memory. The SSE is notified by the PLC proxy via the switch board interface after the information is received in the PLC shared Memory.

The SMX message definition for the sensor data information shall is described below.

This interface defines the relative location of sensor data input for each of component in the shared memory area. Table 8 defines the contents of the sensor data interface and their relative location for the respective components. See section 7.3 for the device names conventions followed in the document to address the component names


Table 10 Sensor data Interface


		Field

		Data Type

		Range



		FM01_flowrate_sig

		Float

		Any valid flow rate



		…

		

		



		FM10_flowrate_sig

		Float

		Any valid flow rate



		Load01_temperature_sig

		Float

		Any valid temperature



		…

		

		



		Load06_temperature_sig

		Float

		Any valid temperature



		P01_current_sig

		Float

		Any valid current



		P01_inlet_temperature_sig

		Float

		Any valid temperature



		P01_outlet_temperature_sig

		Float

		Any valid temperature



		…

		

		



		P04_current_sig

		Float

		Any valid current



		P04_inlet_temperature_sig

		Float

		Any valid temperature



		P04_outlet_temperature_sig

		Float

		Any valid temperature



		PP01_current_sig

		Float

		Any valid current



		…

		

		



		PP08_current_sig

		Float

		Any valid current



		VS01_sig

		Float

		Any valid potential



		…

		

		



		VS06_sig

		Float

		Any valid potential





6.3.2 Device Command Interface


(Refer to 9 in Figure 2)


The device commands information is sent to the TableTop via the PLC using SMX Interface provided by the Windows PLC. In order to facilitate this data exchange, a PLC proxy application shall reside alongside the PLC to implement switch board interface that talks to the RE as well as the SMX interface to talk to the PLC. The SMX shared memory consists of two areas, a 4 Kbyte input area and a 4 Kbyte output area. The PLC Proxy uses the SMX API provided by WinAC ODK for read/write access to the shared memory. 


The SMX message definition for the Device command information is described below.


This interface defines the relative location of device command output for each of component in a shared memory area. Table 9 defines the contents of the device command interface and their relative location for all components available in the Tabletop.

Table 11 Device Command Interface

		Type

		Field

		Range



		Float

		L01_cmd

		0 := off, 1 := on



		

		…

		



		Float

		L06_cmd

		0 := off, 1 := on



		Float

		P01_cmd

		Any valid flow rate



		

		…

		



		Float

		P04_cmd

		Any valid flow rate



		Float

		PP01_cmd

		0 := off, 1 := on



		

		…

		



		Float

		PP08_cmd

		0 := off, 1 := on



		Float

		PS01_cmd

		Any valid power output



		Float

		PS02_cmd

		Any valid power output



		Float

		R01_cmd

		0 := open/deny flow


1:= closed/admit flow



		

		…

		



		Float

		R26_cmd

		0 := open/deny flow


  1 := closed/admit flow



		Float

		V01_cmd

		0 := close/deny flow


1 := open/admit flow



		

		…

		



		Float

		V26_cmd

		0 := close/deny flow


1:= open/admit flow





6.4 Simulator Interfaces (internal)

6.4.1 Admin Wrapper Interface

(Refer to 8 in Figure 1)


To be provided by NSWC/APL

6.4.2 Ship Display


(Refer to 1 in Figure 1)


Interface to be provided by the NSWC/APL


6.4.3 Fault/fire stimulator


(Refer to 7 in Figure 1)

Interface to be provided by the NSWC/APL

7 Hybrid Controller

The Hybrid reconfiguration engine (Hybrid controller) is developed to validate controller performance by prediction of operating conditions using run time information theoretic metrics and selection of optimal controller from one of the three controllers namely: Rule Macro Engine, MILP Engine and Market based Multi Agent System. The following diagram shows the modified design diagram of the ATCS framework after the inclusion of Hybrid controller. In this design, the Hybrid reconfiguration is not a controller by itself but act in a supervisory role to monitor the operating conditions, compute cross over points and select the appropriate controller.
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Figure 16 Hybrid Controller Architecture


7.1 Design


The following sections describe the key design elements of a Hybrid controller

7.1.1 Cross Over Point Identification

All of the three controllers are able to react according to fire event. Once the compartment is on fire, components in this compartment will overheat due to the fire and the fire will propagate to other compartments with different fire propagation rate. Correspondingly each controller can reconfigure on detecting the overheated components.


Tests were conducted to define the cross-over points, these tests use fire propagation rate as input, each controllers’ utility as output to define the hybrid switching criteria. Therefore the Simulator observation Message Definition (Refer in 6.2.2.1 for table 6) was modified to include fire propagation rate and fire event information.

The test included 3 controllers: rule-based Rule-Macro, search-based MILP and Hybrid MAS. The test included 56 trials for each controller: 8 different fire propagation rates and 7 different fire events (each compartment on fire) at each rate. Each trial had the same Mission Objective – all loads were preferred on.


MILP controller commands were artificially delayed by 12 seconds to mimic a more complex system, and each fire propagation rate had its own duration for loads to overheat. The plot below describes the results:


Figure 17 Hybrid Criteria Definition Test Result

The results plot shows the Average Integrated Utility (defined in Paul Rosendall and David Scheidt “Hybrid Reconfiguration”) achieved by each controller at each fire propagation rate. Thus the Hybrid Switching Criteria is defined as MILP for fire propagation rate (QT) < 20 and Rule-Macro or MAS for fire propagation rate >= 20.

7.1.2 Run-time Transfer of Control


Two possible strategies are identified: 


7.1.2.1 Switch by Stop and Start


Runtime switch is accomplished by stopping one controller and starting other by the hybrid controller at decision (cross-over) points. 


In order to accomplish this controller requires the following characteristics in the controllers:


1. The controller has the ability to dynamically load and unload into the ATCS framework.


2. The controller should have fast startup times


3. The controller should be able to start to respond from any state of the system and not just the nominal/initial state.

In this model, the Hybrid reconfiguration engine shall deliver the mission objectives and fire events to the controllers every time they start.


7.1.2.2 Parallel execution


Controllers execute simultaneously and every controller listens but only one controller is ordered by the Hybrid controller to react at decision (cross-over) points. 

In this model, one controller is assigned as the Active controller by the Hybrid engine and the others are assigned passive. Mission Objectives and other events are delivered to each controller as they are being delivered in non hybrid control today. In the passive state the controllers will be listening for observations or state messages but will not be issuing any commands.

7.1.2.3 Design Decision


The Rule Macro Engine and the MILP engine are very much suitable for the “Switch by Stop and Start” strategy while Market based controller doesn’t fit in this model. While parallel execution might be suitable for all the controllers, it can be quite a load on the CPU which might affect the performance of the Hybrid controller. (Need to substantiate by investigating the performance impact on running all the three controllers at the same time.) 


So a mixed strategy can be implemented by following:

1. “Switch by Stop and Start” strategy for the Rule Macro Engine and MILP engine.

2. Parallel Execution of Market based system with one of the above controllers (only in passive model. When Market based system is in active mode, the other controllers are stopped)

7.1.3 Existing Controller Design changes:


As per the mixed strategy, no changes are anticipated for the Rule Macro Engine and the MILP engine.


However the Market based system will require design changes primarily to maintain Active and Passive states.

7.1.4 Interface


No major interface changes are anticipated at this time between Hybrid Reconfiguration Engine and Rule Macro Engine as well as MILP Engine. The current interface between the Reconfiguration Engine (RE) and the controllers should suffice. However the RE will be modified to implement Hybrid controller functionality

7.1.4.1 Hybrid reconfiguration engine and Market based controller


7.1.4.1.1 Interface to send Active/Passive notification

Passive Mode definition: Default status for Hybrid MAS, in this mode MAS does not send commands until it receives Hybrid Control Command from Hybrid Control Interface.

Active Mode definition: Keeps the same function as MAS, this mode is activated since Hybrid MAS receives commands from Hybrid Control Interface.


While realizing the Hybrid Reasoning Engine architecture, Interfacing with Multi Agent System posed challenges in the communication strategy to send and receive Passive/Active notification. A Memory Map Interface and Java Native Interface (JNI) are applied to fulfill the demand of communication between MAS and Hybrid Controller. The switch over command is written by Hybrid Controller into shared memory through Memory Map Interface; Multi Agent System keeps listening on the shared memory for the switch over command. Whenever MAS receives the command, Active or Passive notification is sent to change the mode of MAS.

7.1.5 Hybrid Reconfiguration Engine


7.1.5.1 Hybrid Reconfiguration Engine Design

The Hybrid Reconfiguration Engine inherits the same design as Reconfiguration Engine, which consists:


1. Mail Box, with external interfaces for the following data:


2. An Execution Engine for running the core algorithms, with:


3. An RE Manager that instantiates Execution Engine and Mail Box modules in separate threads as necessary and implements call backs for receiving data from Mail Box and notifies the EE.


(Refer to section 4.4 for details)


As derived from Reconfiguration Engine, Hybrid Reconfiguration Engine will be implemented with some differences from Reconfiguration Engine (refer to the figure below, the highlighted in red modules are new in HE, others are derived from RE):


1. Receive messages from mail box 2 to extract fire propagation rate at runtime (Refer in 6.2.2.1 for table 6) 

2. Mail box 4 will be changed to include current running controller information in the header of messages (topology field refer to 6.2.3 Table 9: Commands Message Definition)


3. Execution Engine will switch to each of the three controllers by listening on the fire propagation rate from mail box 2


4. MILP engine will be included an artificial delay (12 seconds) for the command sending time


5. Execution Engine call the Hybrid MAS through JNI & MMI interface by sending Hybrid Switching Commands
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Figure 18 HE Function Diagram

7.1.5.2 Hybrid Reconfiguration Engine Interface

The HE is the interface to the Hybrid Reconfiguration Engine.  The HE handles all threading and callbacks behind scenes, and makes decisions to switch to different controllers based on different fire propagation rate. Following is the internal methods called by HE class and the other internal methods keep the same with RE because HE is derived from RE.

7.1.5.2.1 Method Init

void Init(MessagesToPrint *msg);


Visibility: Public


Description: 

To be called at the start of simulation, start with the controller in LibraryPath.txt

7.1.5.2.2 Method Switch

void Switch(int controllerName)


Visibility: Public


Parameters:

ControllerName: Rule-Macro = 1; MILP = 2; Hybrid-MAS = 3

Description: 

Perform switching criteria by listening to fire propagation rate

7.1.5.2.3 Method writeMemory

void writeMemory(TCHAR szMsg[])


Visibility: public


Parameters: 

szMsg[]: This is the message sent by HE to Hybrid MAS through JNI & MMI interface. 

Description: 


HE requires communication between different platforms, other than communication through switch board, JNI & MMI offer higher speed so they are proper for HE to send commands to Hybrid MAS

7.1.5.2.4 Method checkFireState

void checkFireState(void *DataPtr)


Visibility: Public


Parameters: 

DataPtr: the pointer of Device State messages

Description: 

This method extracts runtime fire propagation rate from Device States messages.

8 APPENDIX

The following conventions and definitions referred in the document. Except for the Mail Box Interface Definition, they are all described in the TableTop Simulation Interface Specification document

8.1 Mail Box Interface Definition

Each Mail Box has a shared Memory and Events for notification associated with it. Each Mail-Box is identified by a unique name. A Sender-Receiver pair can use this Mail Box by its unique name. Any one of the sender o receiver could create the Mail box and the other can open and access it with its unique name.

8.1.1 Mail Box Header 


The Message header (Table 10) contains the size (or the number of items) of the list of all valid key-value pairs for a particular event in the shared memory. The message header is allocated at the beginning of the shared memory. 


Table 12 Mail Box Header attributes

		Field

		Description

		Type

		Range



		name

		Name of the Mail Box

		const Char*

		



		Size

		Size of the Data in the shared memory segment

		UInt32

		



		Total Size

		Size of the shared Memory

		Uint32

		



		Sequence number

		Message sequence number

		Uint32

		





8.1.2 Sender


8.1.2.1 Create


bool Status create (const char * name, int TotalSize)


Parameters: 


name [IN]: Name of the shared Memory (may contain the path) to be created or attached.


TotalSize[IN]: size of the shared to be created


Returns: 


Status:      true(Success) or false (Success)


Description:


This interface allows the user to Create (or attach to) a Mailbox in a shared memory area. Both the sender and receiver can create the mailbox, depending on which one starts first. This avoids some startup timing issues, but requires both sides to agree on the mailbox attributes. The class that creates the mailbox is required to initialize the header information.


8.1.2.2 Send

Bool Status send (const char* buffer, int size)

Parameters: 


buffer [IN]: location of the buffer to be copied into the shared memory

size [IN]: size in bytes of the buffer to be copied

Returns: 

Status:      true(Success) or false (Success)

Description:

User calls send in order to send a message to the receiver of the Mailbox. By calling send, the buffer is copied into the shared memory and the receiver is notified using the internal event. The receiver’s thread is awakened (asynchronously) by the event and the message is processed.

8.1.3 Receiver


8.1.3.1 Create


bool Status create(const char * name, int TotalSize  void * receiveCbk, void* context)


Parameters: 


name [IN]: Name of the shared Memory (may contain the path) to be created or attached.


TotalSize[IN]: size of the shared to be created/attached

receiveCbk [IN]: This the function called upon receiving a message in the Mail Box

context [IN]: context to be returned when the receiveCbk is called


The definition of the function is defined in 0

Returns: 


Status:      true(Success) or false (Success)


Description:


This interface allows the user to Create (or attach to) a MailBox in a shared memory area. Both the sender and receiver can create the mailbox, depending on which one starts first. This avoids some startup timing issues, but requires both sides to agree on the mailbox attributes. The class that creates the mailbox is required to initialize the header information. Also the create method for the receiver creates a dispatch thread and the user provided the receive callback function will be called by the thread in order to be informed when a message arrives. This thread is awakened by the sender notification upon copying of the buffer.

8.1.3.2 receiveCbk

typedef void (__fastcall * receiveCbk)(void * context , int size, int sequence_number);


Parameters: 


context [IN]: This is generally the context of the receiver 

size [IN]: size of the buffer received 


sequence_number[IN]: sequence number of the message (required for confirming the most recent message)


Returns: 

none


Description:

Call back function into the receiver when a message arrived on the mailbox. This method is called with the context supplied during create. Also it returns the size of the buffer copied.

8.2 TCP Switch board Interface definition

Messages are transmitted over TCP using a simple publish/subscribe mechanism (the software “switchboard”). Every single TCP message, regardless of type or origin, will consist of two parts: 


• a fixed-format switchboard header used by the switchboard server to route messages from publishers to subscribers (Table 11). All fields in the switchboard header are assumed to be in network byte order. If one is using the optional switchboard software, this header information is managed behind the scenes and controllers need only know how to use the API and parse the message bodies. Alternately, if one is implementing a custom switchboard server, Table 11 provides the full details needed to parse and create compatible TCP messages. 


• the message-specific body, which contains the pertinent simulation data. The contents of the message body vary based on the message type.

Table 13: Switchboard Header Definition


		Description

		Type

		Units

		Range



		Endian Flag

		Int32

		Unitless

		0x1



		Message Id

		Int32

		Unitless

		1 := Observations Message 

2 := Simulation State Message 

3 := Mission Objectives Message 

4 := Device Commands Message

6: = Sensor Data Message



		Size of Message Sender Field

		Int32

		Bytes

		N



		Size of Message Recipient Field

		Int32

		Bytes

		N



		Size of Message Body

		Int32

		Bytes

		N



		Message Sender

		String

		Unitless

		



		Message Recipient

		String

		Unitless

		





8.3 Device Name Conventions  


Table 12 specifies the device name conventions defined for all the devices mentioned in the table top schematic diagram


Table 14 Device Name Conventions


		Device

		Prefix



		Flow Meter

		FM



		Load

		L



		Pump

		P



		Power Panel

		PP



		Power Supply

		PS



		Relay

		R



		Valve

		V



		Voltage Sensor

		VS





8.4 Design diagrams from the workshops
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 Risk Oriented Multi Agent System for Tabletop



ABSTRACT



[bookmark: OLE_LINK1][bookmark: OLE_LINK2]This study considers a market based approach in resource management for a ship chilled water control system. A customer agent in MAGNET solicits bids for the execution of multi-step plans, in which tasks have precedence and time constraints, by posting a Request for Quotes to the market. The Request for Quotes needs to include for each task its precedence constraints and a time window. As loads overheated, they are announced and agents representing the chillers bid for the tasks. Each chiller calculates its bid based on its marginal cost of performing the task and the lowest bid is awarded the task. The costs consist of fixed and variable components as well as costs of deviating from certain operational goals. The risk attitude of the agents as well as various bidding strategies can be applied to the cost model in order to obtain a bid. The bidding system is implemented in JADE framework and tested with fire prediction engine. Various bidding models will be tested and their performance was compared to those of reference assignment rules. Results indicate that while simple assignment rules perform quite well under stable operating conditions, the bidding model provides a more flexible operation that can respond to uncertain market conditions.



Introduction



The tabletop testbed shown in Figure 1 represents the chilled water distribution system. It was built mostly as a qualitative testbed rather than a purely quantitative source of information. This prototype provided information on unknown behaviors such as the directions of the water flow inside the pipes that is obtained for specific valve configurations (water routes). The table top includes 3 subsystems, loads, chiller plants and water services. There are total 6 loads, L01 to L06, with L05 and L06 as vital loads and the remaining are non-vital loads. As a simplified tester, the testbed doesn’t simulate the actual heat transfer of each load and the control of the load is also out of the scope. There are 6 flow meters installed next to the load to indicate if there is chilled water service. There is one chiller plant per zone (4 zones), marked as P01 to P04 in Figure 1. These zones increase the survivability in case of damage.  Under low load conditions it is possible for one or two chillers to handle the load. However, high loading conditions will require that nonvital or low priority loads to be shed from the cooling loop. The water services include 26 valves to transport water from chillers to loads to for cooling purpose. For the chiller, only pumping function is simulated with flow meters indicating chilled water flow rate while cooling function is ignored. In addition, the testbed also simulates the electrical systems with 8 redundant power panels to supply power to 4 zones. The control of the relays for electrical system will not be included in this study and will be considered for future work.



The tabletop has an integrated control architecture which includes Siemens Automation technology for control and visualization. The control architecture includes the sensing and actuation I/Os for tabletop plumbing and electrical components as well as data acquisition and controls through Siemens programmable logic controllers with a highly interoperable and modularized supervised control software as shown in Figure 2.





Figure 1: Tabletop Schematic
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Figure 2: Tabletop control diagram

For initial state, the 4-zone segregation is maintained and all the chillers will go into operation. 

We assume that every Load has an associated Chiller which provides Cool Water to this Load. The table shows the association. 

		Loads

		Associated Chiller



		L1

		P1



		L2

		P2



		L3

		P3



		L4

		P4



		L5

		P3



		L6

		P2









Whenever a chiller or a water service is broken, the load which receives cool water from this Chiller or through the valve will be overheated after t seconds. Since the tabletop doesn’t simulate heat transfer process and is not equipped with any kind of temperature sensors, overheating is detected by using flow rates. Overheated load look for new chiller and water services for cooling. In this study, we will work on an agent based strategy to reconfigure the tabletop chiller water system to achieve the maximal load capability. 

Multigent-based Control



If there is any damage on chillers or water services (valves), the chilled water system has to open the segregation valves to supply cooling to the overheating loads, while avoiding leakages or broken pipe sections. This is done through detection, isolation and reconfiguration steps. While combinations of all the chillers cannot supply needed cooling, the system will have to shed all non-vital branches off the mainline to provide maximum cooling capacity to the vital services.



This study considers a market based approach in resource management for a ship chilled water control system. As loads overheated, they are announced and agents representing the chillers bid for the tasks. Each chiller calculates its bid based on its marginal cost of performing the task and the lowest bid is awarded the task. Here is the sequence



For every device we consider the following states:

· A chiller can be ON, OFF and BROKEN

· A Valve can be OPEN, CLOSED and BROKEN

· We don’t deal with the Load status for now, and neither with semi-opened valves.



In order to make agents interact each other, we implement the FIPA Contract Net Protocol. 

 FIPA Contract Net Protocol



In FIPA Contract Net Protocol we basically have two different actors, an Initiator and a Responder (Participant in the picture).  The Initiator asks m proposals to different Responder by sending a call for proposal (known as CFP). The CFP specifies the task the Initiator wants the Responder to achieve as well as any kind of conditions the Initiator is placing upon the execution of the task. Within these conditions, we find a dead line for responders. Once the deadline passes, The Initiator will evaluate two kinds of responders, the ones who will PROPOSE and the ones who will REFUSE. 

Within the responders who will Propose, the Initiator will selects agents to perform task: one, several or no agents may be chosen.  The imitator will send an ACCEPT-PROPOSAL message to selected agents, and a REJECT-PROPOSAL message to others. Once the task is performed by the Responder, it will send a INFORM-done- result message to let know the Initiator that the task was successfully performed or a FAILURE message if the message was unsuccessfully performed.



[image: ]

Figure 3. FIPA Contract Net Protocol



JADE and Agent Communication:



Jade is software Framework fully implemented in Java. It allows users the implementation of multi agent systems through a middle-ware that complies with the FIPA specifications.

Communication between agents is based on the exchange of messages, and to understand each other, it’s essential that agents agree on the format and prototype of this message. JADE implements the ACL (Agent Communication Language).

Structure of an ACL Message:

Every Message has a “Performative” in compliance with FIPA specifications ( now that we described Contract Net protocol we will deal with performatives like INFORM, CFP, PROPOSE, REFUSE..)

Every Message need receivers and every agent is identified by a unique AID(Agent ID) which contains a name and a parameter which indicates if the name is global or just local.

Every Message has a content slot. Trough Jade we can send content as a simple String or we can also send Content as a specific java object.

Every Message has a Conversation ID: This is particularly useful to link messages within a same conversation.  In this project we will be in some cases where an agent needs to treat differently messages with the same performative. 

A message may also have a Protocol and a ReplyBy slots. In our case the protocol will be the FIPA Contract Net Protocol and the ReplyBy Slots will be used by Initiators in order to specify how long an Initiator can wait for an answer. 



Bid Calculation and Water Discovery process



The key to this market based mechanism is for the agent to calculate the bids. The traditional way is to use the marginal cost and time to finish the task, which is represented by the operational cost of the chillers and the distance from the chillers to the loads. The 

However, for each chiller to figure out the shortest distance to the requesting load there is a water discovery process involved. For our study we implement two different approaches.  A centralized and a distributed control way. Here we describe the centralized approach first. The same bid process can be used for distributed process which will be described later.



Centralized Approach:   

By centralized we mean there is one or some devices which have a general knowledge about the whole system called major central hubs. So certain functions are concentrated in these system’s hubs.

For the Tabletop the hubs are the Chiller Agents. The general knowledge includes the status of all the devices, the operational costs of each device, and the distances between each adjacent devices. All the knowledge will be represented with a matrix, the Tabletop Adjacency Matrix. This graph will allow us to know how all the devices are connected and the shortest distance can be calculated between any two nodes.



Cost Notion

Since the main purpose for a Load is to find a Chiller who can provide it with Cool water we need to it the best way. By “best way”, we mean the purpose is to find the shortest (consequently cheapest) way between every possible providing Chiller and the overheated Load.

The Cheapest way concept is related with a certain notion of “cost” we need to define.  We define the cost as the sum of the “operation cost” and the “transportation cost”.

The operation cost is the cost related to valves’ and chillers’ operations. For instance the cost for a valve switched from off to on. If a task requires a valve open and if the valve is already on, the operational cost for this valve will be 0, otherwise, there is a cost defined to switch the valve from Off to On. For a chiller already on, we don’t consider the On/OFF cost, but the chilled water cost in the unit of cost/ton.

The transportation cost is always taken into consideration. This cost is related of distances between all the devices. 



Tabletop Adjacency Matrix:



All 4 Chillers have a “map of the Tabletop”. This map is called the Tabletop’s Adjency Matrix and it contains the transportation cost between 2 devices as well as operational cost described in the previous section. 







Figure 4 Tabletop Adjacency Matrix

Where

·  is the unit cost of Chiller, e.g., $/tons

·  is the switch cost of Valve =0, if the Valve is already On and =∞, if Valve is broken

· =0

· All other elements denote the distance between the two flow connection nodes.  If no direct connection, or one of the node is broken, the distance is ∞. 



Variation State processing:



Whenever the state of device changes, the associated agent needs to inform the chiller agents and, some fields need to be updated. For example, if a valve is broken, the operation cost will be changed to infinity. Hence, the Adjacency matrix also indicates the states of the water service components. And the distance between this device and all of his neighbors is ∞. So these values need to be updated after a failure.

User distance’s definition:



For matters of simplicity, the user doesn’t need to fill out the entire Adjency Tabletop matrix when he wants to update values. In fact, because of the symmetric topography of the tabletop there are many distances which are theoretically the same. So the purpose is that the user will only fill once this distance and the software will update all of them in the Matrix. 

There are twelve “types” of distances.

We will provide 3 examples: 



[image: ]

Figure 5. ILoopValves distance (4 in Matrix)
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Figure 6 PumpLRValves distance (4 in Matrix)
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Figure 7 PumpUDValves distance (4 in Matrix)
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Figure 8 User interface update values’ snapshot













Table 2

		Distances Names

		Related Nodes



		

PumpLRValves

		P1,P2  → V2

P1,P2  → V1

P3,P4 → V25 

P3,P4 → V26 



		

PumpUDValves

		P2,P4 → V12

P2,P4 → V13

P1,P3 → V14

P1,P3 → V15



		

PumpIValves

		P1 → V5,V6

P2 → V9,V10

P3 → V17,V18

P4 → V21,V22



		

LoadLRValves

		L1,L2 → V1

L1,L2 → V2

L3,L4 → V25

L3,L4 → V26



		

LoadUDValves

		L2,L4 → V12

L2,L4 → V13

L1,L3 → V14

L1,L3 → V15



		

LoadIValves

		L1 → V5,V6

L2 → V9,V10

L3 → V17,V18

L4 → V21,V22



		

MLoopValves

		V1,V2 → V12,V13

V12,V13 → V25,V26

V25,V26 → V14,V15

V14,V5 → V1,V2



		

ILoopValves

		V5,V6 → V14,V15

V17,V18 → V14,V15

V9,V10 → V12,V13

V21,V22 → V12,V13



		

EIValves

		V1,V2 → V5,V6

V1,V2 → V9,V10

V25,V26 → V17,V18

V25,V26 → V21,V22



		RLaneValves

		V5,V6 → V9,V10

V17,V18 → V21,V22



		ShortIValveLoad

		V9,V10 → L6

V17,V18 → L5



		LargeIValveLoad

		V5,V16 → L6

V21,V22 → L5

















Cost Calculation



Based on the Adjacency matrix, for any working chillers, it will calculate the shortest distance between this chiller and the overheated load through recursive programming. 

Shortest Distance(K+1)= Min( D(I)+Shortest Distance(I,K) ) over all the adjacent nodes I

After getting the shortest distance, working chillers will use it as cost and send proposals P back to the Load. Broken chillers send refuse. Load picks the best offer and send Accept to the selected chiller and send refuse to all other chillers. The winning chiller commit the task by sending command to the valves.



Risk Augmented Cost Calculation



If any of the water service device or the chillers anticipates the threat and risk can be augmented into the costs, The Adjacency Matix will be changed, which will trigger water distribution system reconfiguration accordingly. For example, if the risk of valve failure is estimated by fire prediction, the operational cost of that valve will be increased. We can define the operation cost of the valve as:

                   C=function (failure probability)

The formulation of the function is under investigation.



Contract Net Protocol:

We consider that once a chiller is broken and consequently the associated Load will be overheated (after a certain time), this last one will send proposals (CFP) to all Chillers.  

Beside the Tabletop Adjency Matrix, Every Chiller Agent implements a Dijkstra’s algorithm to calculate shortest path in a graph with non negative edge path costs.

If the Chiller is in the “Broken” state he will send back a REFUSE message to the Contracting Load. If a Chiller is either in “On” or “Off” state he will send back a proposition. This proposition contains the shortest path and the numeric value of the total cost for this path. 

The Load will evaluate the propositions and choose the cheapest Path. He will send an ACCEPT-PROPOSAL message to the chosen Chiller and a REJECT-PROPOSAL message to the others. Once The chosen chiller will receive the ACCEPT-PROPOSAL message and send commands messages to open the valves corresponding to the chosen path he will send back an INFORM Message to the Load to inform that the Operation was successful.  



Example: This example is related of the scenario proposed in Figure 5	[image: ]

Figure 9 JADE’s Sniffer agent GUI snapshot



Distributed Water Route Discovery



Instead of calculating the shortest route centrally by the chillers, in this section, market based mechanism is used further to discover the water route in distributed way. Multiple autonomous agents will communicate with each other and discover the best way from a chiller to the overheated load using auctioning and bidding. 

In addition to Load agent and Chiller agent, we have additional 26 valve agents     (8 supplying loop valves, 8 returning loop valves, 4 valves for pumps and 6 valves for  loads).

For each distributed agent, it only keeps its own operational cost (risk augmented) and the distance to its direct neighbors. An example for Valve 14:

		Failure probability

		



		Operational cost

		



		Distance to V6

		



		Distance to V17

		



		Distance to V25

		



		Distance to L01

		



		Distance to L03

		



		Distance to P01

		



		Distance to P04

		









The communication rules established in this approach are in compliance with Market. In order to understand this implementation let’s make some assumptions. 

In our context Load is the device who is looking for working pumps (chillers) who can supply water, so Load is the buyer, Pumps are sellers (they are selling the Supplying Cool Water Service) and Valves are the entities who allow sellers to transport water from chiller to load. This is similar to the package delivery service by assuming that loads are consumers, valves are transportation companies (DHL, UPS) and pumps are stores warehouse (Amazon, BestBuy). Keep in mind this example, so that future decisions will be easier understandable.

Routing Discovery Process:

Since no agent has a map of the whole system, we need to define a Routing Discovery Process so that the Pump can choose the best route to supply the required Load. This Routing discovery process is like the centralized approach related to the FIPA Contract Net Protocol.

Request for proposal:

The first step is exactly the same one than the centralized approach. Once the Load is overheated he will send proposal to all Chillers. Since the associated chiller is broken he will immediately refuse the proposal. The others working Chillers will answer back by proposing a possible way from this chiller to the overheated Load. 

Chillers don’t have any map of the Tabletop so a Routing discovery process starts running.

Communication Rules:

Whenever a consumer orders a product on internet, there is no direct connection between the company and the consumer.  Once the consumer orders a product, the company will send it to the nearest DHL’s agency. Once there, this agency send the package to another DHL location closer to the client’s address and etc.. Finally there will be an agency who will be close enough to send the truck to delivery the product to the consumer.  So let’s say that an agency can only works within a certain area that we will call a neighborhood.  

For the Routing discovery process, only communication between neighbors is possible. 









In order to have a spatial disposition of the neighbors in the tabletop, we discover that this Tabletop has 6 different neighborhoods. [image: ]

FIG8.- Tabletop’s neighborhoods

Locating  the overheated Load:

One of the main points of this approach  is to define messages we need to deal with in the routing discovery process? What does the content slot need to have? What kind of information every agent needs?

Let’s come back to the analogy with consumer, Amazon and DHL. Once an agency gets the product, it will first check if the consumer is in the same neighborhood (or we can say in his “working” area) if yes then he will be able to deliver the product otherwise this agency will send the product to another agency and etc..

In order to check if the consumer is in his working area, every agency needs personal information about the consumer (Name, Surname, Address) .

So here we have our first element of the message Content in the Routing discovery process, the name of the contracting overheated Load. (Since every Load has a unique name and we only have 6 loads we only need the load’s name, in other larger system’s we can maybe need more than just the name, an address slot can be required.)

Concerning the rest on the content’s message refer to the next section.



Neighbor communication problem:

We said that only communication between neighbors is possible. The problem is this only condition can’t be enough. Let’s see an example to better understand. 

Let’s suppose that Pump 1 is broken, so Load 1 will be overheated and he will send proposals to all pumps. 

[image: ]  FIG9.- Infinite algorithm

The problem is at some point we will have the infinite no convergent algorithm. The snapshot below shows the zone of the tabletop launching the infinite loop.

Valve 17 will send a proposal to Valve 25, Valve 25 to Valve 21, Valve 21 to Valve 17 and it starts again.

Actually the main reason to have non convergent algorithm problem is because the tabletop has 3 loops, and if the request comes from one of the extremities (Right or Left Loop). The opposite side Loop will be the one with infinite algorithm problem. 

Valve Content Solution:

The previous showed that the neighborhood communication is not enough. We need to add other conditions. 

This is the first solution proposed: 

Beside the name of the overheated load, whenever a message comes to an agent, this one will add in the content his name. 

As soon as a message comes, the agent will unpack the content, first check if the Load is in his neighborhood, if yes he answer back with a Propose message, otherwise he will check in the content if this message has already passed through this agent (so basically we will check if his name is the list of the content’s message). If yes then he will stop any propagation of the message and he will answer back with a REFUSE message. 

This is a possible way to avoid infinite algorithms. Let’s come back to the previous example. Once the message will go through all the valves in the right Loop, he will try to start again. But since the message has already go through Valve 17, (by unpacking the content of the message and searching for his name in the list) this agent will stop the proposal’s message propagation.

Cost:

During the propagation process, we need to add to the message’s content the distance cost to every neighbor. 

To summarize message’s content slot has the name of the overheated, a list of the names of valves agents who have received this message, and an integer representing the cumulative cost.

Once the Load is found valves send back a Propose message with the proposing path and the total cost of the routing process. 

Short Summary



Centralized water route discovery is finished. Distributed approach is under development. The risk augment part is to be investigated for next step.
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Overview



Figure 1 shows the main processes (rectangles) and their interactions (arrows).
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Figure 1: Communications Architecture





Configuration



Both the {Siemens PLC Proxy + Python Fault Sim} and Simulation components provide a similar interface in terms of Switchboard messages.  In particular, this means that both the {PLC Proxy + Fault Sim} and Simulation are able to (1) process fault messages and manipulate the state of associated components accordingly (2) prevent controllers or other external entities from changing the state of faulty components using Device Commands messages and (3) generate Device State messages whose fault fields reflect the current fault state of all components.  



Table 1 shows the flow of switchboard messages in this configuration.  Rows shaded in blue indicate messages being sent from a component.  Note that the {PLC Proxy + Fault Sim} and the Simulation processes both generate the same messages, and therefore should not be running concurrently.




		Component

		Send/Rcv

		Message Type [3]

		Switchboard Channel



		Stimulator

		Send

		Mission Objectives = 3

		SwitchboardObjectives



		Stimulator

		Send

		Faults = 5

		SwitchboardFaults



		Stimulator

		Send

		Return Handshake = 10

		SwitchboardHandshake



		Stimulator

		Receive

		Device Commands = 4

		SwitchboardCommands



		Stimulator

		Receive

		Observations = 1

		SwitchboardObservations



		Stimulator

		Receive

		Device State = 2

		SwitchboardState



		Stimulator

		Receive

		Handshake = 0

		SwitchboardHandshake



		Controller[footnoteRef:1] [1:  The Controller component encompasses both the estimation (SSE) and reconfiguration (RE) subcomponents.] 


		Send

		Device Commands = 4

		SwitchboardCommands



		Controller

		Send

		Return Handshake = 10

		SwitchboardHandshake



		Controller

		Receive

		Mission Objectives = 3

		SwitchboardObjectives



		Controller

		Receive

		Observations[footnoteRef:2] = 1 [2:  Controllers only subscribe for Observations messages when the SSE is actively performing diagnosis.] 


		SwitchboardObservations



		Controller

		Receive

		Device State[footnoteRef:3] = 2 [3:  Controllers only subscribe for Device State messages when the SSE is not actively performing diagnosis.] 


		SwitchboardState



		Controller

		Receive

		Handshake = 0

		SwitchboardHandshake



		Simulation

		Send

		Observations = 1

		SwitchboardObservations



		Simulation

		Send

		Device State = 2

		SwitchboardState



		Simulation

		Send

		Handshake = 0

		SwitchboardHandshake



		Simulation

		Receive

		Device Commands = 4

		SwitchboardCommands



		Simulation

		Receive

		Faults = 5

		SwitchboardFaults



		Simulation

		Receive

		Mission Objectives[footnoteRef:4] = 3 [4:  The Simulation only subscribes for Mission Objectives messages when the performance analysis is conducted within the Simulation.] 


		SwitchboardObjectives



		Simulation

		Receive

		Return Handshake = 10

		SwitchboardHandshake



		PLC Proxy

		Send

		Observations = 1

		SwitchboardObservations



		PLC Proxy

		Receive

		Device Commands = 4

		SwitchboardFilteredCommands



		Fault Sim

		Send

		Device Commands = 4

		SwitchboardFilteredCommands



		Fault Sim

		Send

		Device State[footnoteRef:5] = 2 [5:  The Device State message sent by the Fault Sim only populates the _flt fields (whose values are known based on the Faults message).] 


		SwitchboardState



		Fault Sim

		Receive

		Device Commands = 4

		SwitchboardCommands



		Fault Sim

		Receive

		Faults = 5

		SwitchboardFaults





Table 1: Switchboard Communications Configuration
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Overview



The FY09 Distributed Intelligence for Automated Survivability (DIAS) project includes a networking framework that allows control algorithms that have been developed within the Siemens ATCS agent architecture [4] to interface with either: (a) a tabletop-sized hardware model of a combined fluid/electrical system [3], or (b) a simulation of the hardware tabletop written in Matlab/Simulink [1].  This networking framework, called the software switchboard, provides a simple TCP-based publish/subscribe protocol where an intermediary called the switchboard server handles routing messages from publishers to the appropriate subscribers.  Software interfaces to this switchboard server have been developed for Java, C++, Python and Matlab.  Figure 1 shows the message types defined for the ATCS project.  This document describes in detail the content of these messages.
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Figure 1 High-level architecture.  Component state ground truth is only available from the simulation.



		



		







Tabletop Architecture Overview





This document adopts the component naming conventions put forth in the tabletop hardware schematics [5], which are summarized in Table 1.  Note that the simulation also uses these same naming conventions, and thus messages described in this document are valid for both the hardware and software simulation use cases.



[bookmark: _Ref142470321]Table 1: Device Naming Convention

		Device

		Prefix



		Flow Meter

		FM



		Load

		L



		Pump

		P



		Power Panel

		PP



		Power Supply

		PS



		Relay

		R



		Valve

		V



		Voltage Sensor

		VS









Table 2: Standard Units

		Dimension

		Units



		Time

		s



		Volumetric Flow Rate

		m3/s



		Temperature

		C



		Pressure

		Pa



		Electrical Potential

		V



		Electrical Current

		A



		Work

		W










Switchboard – Message Header Interface



Every single switchboard message, regardless of type or origin, will consist of two parts: 



• A fixed-format switchboard header used by the switchboard server to route messages from publishers to subscribers (Table 3). All fields in the switchboard header are assumed to be in network byte order. If one is using the optional switchboard software, this header information is managed behind the scenes and controllers need only know how to use the API and parse the message bodies. Alternately, if one is implementing a custom switchboard server, Table 3 provides the full details needed to parse and create compatible TCP messages. 



• The message-specific body, which contains the pertinent simulation data. The contents of the message body vary based on the message type.





[bookmark: _Ref112985904]Table 3: Switchboard Header Definition

		Description

		Type

		Units

		Range



		Endian Flag

		Int32

		Unitless

		0x1



		Message Id

		Int32

		Unitless

		1 := Observations Message

2 := Simulation State Message

3 := Mission Objectives Message

4 := Device Commands Message

5 := Fault Message



		Size of Message Sender Field

		Int32

		Bytes

		> 0



		Size of Message Recipient Field

		Int32

		Bytes

		> 0



		Size of Message Body

		Int32

		Bytes

		> 0



		Message Sender

		String

		Unitless

		



		Message Recipient

		String

		Unitless

		







Note that all messages assume doubles are 8 bytes and integers are 4 bytes.  The body of each message also begins with a tabletop application-specific header, indicated by orange cells.  The fidelity and topology fields within this header are currently unused and set to 0.  A simulation time of less that 0 indicates the simulation has yet to begin.


Messages Generated by the Simulation



Observations Message (Message Id 1)



Table 4 defines the contents of the observations message, which contains simulated sensor data. These sensor values include flow rates, temperatures and current draws. This message will be transmitted synchronously at a rate of approximately 1Hz. Note that the physical tabletop does not have the ability to generate all of this sensor data at the time of this writing (e.g. the hardware tabletop does not have temperature sensors).  Those values that are available are indicated with a check mark in the “Hardware Tabletop” column. 



[bookmark: _Ref112985963]Table 4: Observation Message Definition

		Field

		Type

		Units

		Range

		Hardware Tabletop



		Simulation Fidelity

		Int32

		

		0

		



		Simulation Topology

		Int32

		

		0

		



		Simulation Time

		Double

		Seconds

		>= -1

		



		FM01_flowrate_sig

		Double

		m3/s

		Any valid flow rate

		✓



		…

		

		

		

		✓



		FM10_flowrate_sig

		Double

		m3/s

		Any valid flow rate

		✓



		Load01_temperature_sig

		Double

		C

		Any valid temperature

		



		…

		

		

		

		



		Load06_temperature_sig

		Double

		C

		Any valid temperature

		



		P01_current_sig

		Double

		A

		Any valid current

		



		P01_inlet_temperature_sig

		Double

		C

		Any valid temperature

		



		P01_outlet_temperature_sig

		Double

		C

		Any valid temperature

		



		…

		

		

		

		



		P04_current_sig

		Double

		A

		Any valid current

		



		P04_inlet_temperature_sig

		Double

		C

		Any valid temperature

		



		P04_outlet_temperature_sig

		Double

		C

		Any valid temperature

		



		PP01_current_sig

		Double

		A

		Any valid current

		



		…

		

		

		

		



		PP08_current_sig

		Double

		A

		Any valid current

		



		VS01_sig

		Double

		V

		Any valid potential

		✓



		…

		

		

		

		✓



		VS06_sig

		Double

		V

		Any valid potential

		✓







Device State Message (Message Id 2)



The device state message (Table 5) provides ground truth for the state of all simulation components. Controllers that use this message are implicitly deferring the diagnosis task. All device states are encoded using a pair of values: a state (“state”) value and a fault (“ ﬂt”) value. The state value provides the current physical configuration of the device, while the fault value indicates whether the physical configuration is the result of nominal operations or the result of a fault. When a device is nominal, its fault flag takes the value -1. When a device is off-nominal, its fault flag takes a value in the range [0,1]. This fault flag has different semantics for each device type (see Table 6).



On 8/3/12, particular message fields and ranges were modified in order to transmit ground-truth fire information. These changes are shown below in red.



[bookmark: _Ref112985979][bookmark: _Ref142469645]Table 5: Device State Message Definition

		Field

		Type

		Units

		Range



		Simulation Fidelity

		Int32

		

		0



		Simulation Topology

		Int32

		

		0



		Simulation Time

		Double

		Seconds

		>= -1



		FM01_state

		Double

		m3/s

		Any valid flow rate



		…

		

		

		



		FM10_state

		Double

		m3/s

		Any valid flow rate



		L01_temperature_sensor_state

		Double

		C

		Any valid temperature



		…

		

		

		



		L06_temperature_sensor_state

		Double

		C

		Any valid temperature



		P01_inlet_temp_sensor_state

		Double

		C

		Any valid temperature



		P01_outlet_temp_sensor_state

		Double

		C

		Any valid temperature



		P01_state

		Double

		m3/s

		Any valid flow rate



		…

		

		

		



		P04_inlet_temp_sensor_state

		Double

		C

		Any valid temperature



		P04_outlet_temp_sensor_state

		Double

		C

		Any valid temperature



		P04_state

		Double

		m3/s

		Any valid flow rate



		PP01_state

		Double

		

		Any valid current



		…

		

		

		



		PP08_state

		Double

		

		Any valid current



		PS01_state

		Double

		W

		Any valid power



		PS02_state

		Double

		W

		Any valid power



		Pipe01_state

		Double

		

		[0,1] := % of flow through pipe lost due to leak (0 := no leak)



		…

		

		

		



		Pipe12_state

		Double

		

		[0,1] := % of flow through pipe lost due to leak



		R01_state

		Double

		

		0 := off, 1 := on



		…

		

		

		



		R26_state

		Double

		

		0 := off, 1 := on



		V01_state

		Double

		

		[0,1] = % valve open



		…

		

		

		



		V26_state

		Double

		

		[0,1] = % valve open



		VS01_state

		Double

		V

		Any valid potential



		…

		

		

		



		VS06_state

		Double

		V

		Any valid potential



		L01_power_state

		Double

		n/a

		0:= off, 1 := on



		…

		

		

		



		L06_power_state

		Double

		n/a

		0 := off, 1:= on



		FM01_flt

		Double

		

		[-1, 0-1]



		…

		

		

		



		FM10_flt

		Double

		

		[-1, 0-1]



		L01_temperature_sensor_flt

		Double

		

		[-1, 0-1]



		…

		

		

		



		L06_temperature_sensor_flt

		Double

		

		[-1, 0-1]



		P01_flt

		Double

		

		[-1, 0-1]



		P01_inlet_temp_sensor_flt

Fire_propagation_rate

		Double

		

		[-1, >0*]

*heat release rate (QT)



		P01_outlet_temp_sensor_flt

Compartment01_fire

		Double

		

		[-1, 1]



		P02_flt

		Double

		

		[-1, 0-1]



		P02_inlet_temp_sensor_flt

Compartment02_fire

		Double

		

		[-1, 1]



		P02_outlet_temp_sensor_flt

Compartment03_fire

		Double

		

		[-1, 1]



		P03_flt

		Double

		

		[-1, 0-1]



		P03_inlet_temp_sensor_flt

Compartment04_fire

		Double

		

		[-1, 1]



		P03_outlet_temp_sensor_flt

Compartment05_fire

		Double

		

		[-1, 1]



		P04_flt

		Double

		

		[-1, 0-1]



		P04_inlet_temp_sensor_flt

Compartment06_fire

		Double

		

		[-1, 1]



		P04_outlet_temp_sensor_flt

Compartment07_fire

		Double

		

		[-1, 1]



		PP01_flt

		Double

		

		[-1, 0-1]



		…

		

		

		



		PP08_flt

		Double

		

		[-1, 0-1]



		PS01_flt

		Double

		

		[-1, 0-1]



		PS02_flt

		Double

		

		[-1, 0-1]



		Pipe01_flt

		Double

		

		[-1, 0-1]



		…

		

		

		



		Pipe12_flt

		Double

		

		[-1, 0-1]



		R01_flt

		Double

		

		[-1, 0-1]



		…

		

		

		



		R26_flt

		Double

		

		[-1, 0-1]



		V01_flt

		Double

		

		[-1, 0-1]



		…

		

		

		



		V26_flt

		Double

		

		[-1, 0-1]



		VS01_flt

		Double

		

		[-1, 0-1]



		…

		

		

		



		VS06_flt

		Double

		

		[-1, 0-1]









[bookmark: _Ref112985997]Table 6: Fault Flag Semantics

		Device Type

		Fault Flag Range

		Meaning



		Valves, relays, power panels

		[0,1]

		0 := device admits zero flow (e.g. valve closed, relay open)

0.5 := device admits half maximum flow capacity (relays open)

1.0 := device admits maximum flow (e.g. valve open, relay closed)



		Flow meters

		[0,1]

		0 := sensor stuck at zero ( true_value * 0)

0.5 := sensor reports half of actual value (true_value * 0.5)

1.0 := sensor reports true value



		Pumps, power supplies

		[0,1]

		0 := device generating zero resource (e.g. pump 0ff, generator off)

0.5 := device generating 50% of max resource capacity

1.0 := device generating maximum capacity (e.g. pump at highest speed)



		Pipes

		[0,1]

		0 := negligible flow loss due to leak

0.5 := 50% of flow into pipe lost due to leak

1.0 := all flow into pipe lost due to leak (i.e. complete pipe rupture)








Mission Objectives Message (Message Id 3)



The mission objectives message (Table 7) contains information about the relative importance of the six tabletop loads as well as their resource consumption requirements. 



The DIAS metrics document [2] requires load preferences be expressed in propositional form. Following this convention, the preferences message is encoded as a propositional logic statement in conjunctive normal form (i.e. a conjunction of disjunctive clauses). Each disjunctive clause represents a set of equivalent states, and is assigned a single real-valued utility or weight. 



For example, the expression: 



(L1 = ON : 1.0)  (L2 = ON : 1.0)  ((L3 = ON  L4 = ON) : 0.8)  ((L5 = ON  L6 = ON) :0.8)

[bookmark: _Ref112986728]Equation 1

indicates that loads 1 and 2 are the most important (they have the highest utility) and that load pairs 3/4 and 5/6 provide a redundant capability. For this example mission objective, there are nine configurations that achieve the maximum utility (see Table 8). For more details on mission objective definitions, please see [2].  Using this scheme, the expression given in 1 would be encoded as: 



[x, y, z, 4, 1, 1, 2, 2, 1.0, 1.0, 0.8, 0.8, 1, 2, 3, 4, 5, 6, p1 , p2 , p3 , p4 , p5 , p6 , u1 , u2 , u3 , u4 , u5 , u6 ] 



where x, y and z represent the simulation fidelity, topology and time, pi represents the minimum power requirement for load i and ui indicates the upper permissible temperature for load i. Note that although other components in the tabletop require power (e.g. valves, relays) we assume their power consumption will remain constant across all scenarios, and therefore these power requirements need not be included in the mission objective.  Also, the mission objective does not include an upper bound on power under the assumption that loads contain internal circuitry to prevent any possible damage due to overpowering.



[bookmark: _Ref112985737]Table 7: Mission Objectives Message Definition

		Field

		Type

		Units

		Range



		Simulation Fidelity

		Int32

		

		0



		Simulation Topology

		Int32

		

		0



		Simulation Time

		Double

		seconds

		>= -1



		Number of Clauses

		Int32

		

		>= 1



		Number of Literals per clause

		Int32[]

		

		>= 1



		Clause utility

		Double[]

		

		>= 0.0



		Literals

		Int32[]

		

		As per table 8



		Load Power Demands

		Double[6]

		W

		>= 0.0



		Load Max Temperature

		Double[6]

		C

		(0, 100)









[bookmark: _Ref112986030]Table 8: Best possible load configurations given Equation 1

		L1

		L2

		L3

		L4

		L5

		L6

		Utility



		ON

		ON

		ON

		OFF

		ON

		OFF

		3.6



		ON

		ON

		ON

		OFF

		OFF

		ON

		3.6



		ON

		ON

		ON

		OFF

		ON

		ON

		3.6



		ON

		ON

		OFF

		ON

		ON

		OFF

		3.6



		ON

		ON

		OFF

		ON

		OFF

		ON

		3.6



		ON

		ON

		OFF

		ON

		ON

		ON

		3.6



		ON

		ON

		ON

		ON

		ON

		OFF

		3.6



		ON

		ON

		ON

		ON

		OFF

		ON

		3.6



		ON

		ON

		ON

		ON

		ON

		ON

		3.6









Estimating Required Source/Load Flow Rates	 (Optional)



This section describes some useful approximations that may be useful when developing tabletop controllers. As such, it is optional and the contents of this section are not required in order to generate or parse mission objectives messages. 



Determining an overall supply/demand relationship for the electrical system is straightforward. To estimate the overall power demand, assume load i requires a constant xi Watts of power, resulting in a net requirement of X = ∑xi Watts. The m power supplies produce yj Watts of power each, resulting in a net supply Y = ∑yj Watts of power for the tabletop. The ratio X/Y summarizes the efficiency of a system configuration. This ratio should ideally be 1, i.e. the power demand is exactly equal to the power generated. When this value is greater than one, insufficient power is being generated and not all devices will function properly. When this value is less than one, resources are needlessly wasted generating excess power. 



The situation is more complex in the case of the fluid system. There exists a complex non-linear relationship between the supplied flow rate and the resulting load operating temperature. For this reason, it is not easy to determine the required supply of chilled water (m3/sec) in order to maintain a steady load temperature (C). However, a similar (but less accurate) supply/demand ratio can be constructed. Consider the heat transfer relation given in Equation 2:



Q = V  cp T

[bookmark: _Ref112986691]Equation 2

Where:



Q = Heat generated by the load (in W)

V = Volumetric flow rate (m3/s)

 = Density of fluid (kg/m3)

cp = Thermal capacity of fluid (J/kg K)

T = Tload_in – Tload_out (K)

       Tchiller_out – Tload_out

          (Tchiller_out – Tload_max_temp) * n



All terms from Equation 2 are known, with the exception of the desired pump flow rate V (note: this assumes the heat generated by each load is known and held constant across all scenarios). Therefore, controllers that wish to estimate the necessary pump flow rates needed to satisfy a particular mission objective may use Equation 3: 



V = Q / ( cp n (Tchiller_out – Tload_max_temp))

[bookmark: _Ref112986678]Equation 3







Messages Generated by the Controllers



Device Commands Message (Message Id 4)



Table 9 defines the message used to convey hardware commands to the simulation/hardware. Note that the simulation fidelity, topology and time fields are not themselves commands. The fidelity and topology fields are provided so that the simulation can, at its discretion, compare them against the current simulation values to ensure consistency. The simulation time is ignored by the simulation, but included in the message for consistency and debugging purposes. 



The semantics of commands are identical with that of state values in the Simulation State Message (i.e. each command can be thought of as a request to achieve the corresponding state). In the case of valves, relays and power panels, only the states 

{0, 1} are achievable via commands (i.e. it is not possible to command a valve or relay to close partially); any values in (0, 1) will be treated as 1 by the simulation. 



[bookmark: _Ref112986116]Table 9: Commands Message Definition

		Field

		Type

		Units

		Range



		Simulation Fidelity

		Int32

		

		0



		Simulation Topology

Controller ID

		Int32

		

		1 = Rule-Macro

2 = MILP

[bookmark: _GoBack]3 = MAS



		Simulation Time

		Double

		seconds

		>= -1



		L01_cmd

		Double

		

		0 := off, 1 := on



		…

		

		

		



		L06_cmd

		Double

		

		0 := off, 1 := on



		P01_cmd

		Double

		V

		Any valid voltage (formerly pump flow rate)



		…

		

		

		



		P04_cmd

		Double

		V

		Any valid voltage (formerly pump flow rate)



		PP01_cmd

		Double

		

		0 := off, 1 := on



		…

		

		

		



		PP08_cmd

		Double

		

		0 := off, 1 := on



		PS01_cmd

		Double

		W

		Any valid power output



		PS02_cmd

		Double

		W

		Any valid power output



		R01_cmd

		Double

		

		0 := open/deny flow

1:= closed/admit flow



		…

		

		

		



		R26_cmd

		Double

		

		0 := open/deny flow

1:= closed/admit flow



		V01_cmd

		Double

		

		0 := close/deny flow

1 := open/admit flow



		…

		

		

		



		V26_cmd

		Double

		

		0 := close/deny flow

1:= open/admit flow










Messages Generated by Test and Evaluation Software



Faults Message (Message Id 5)



Table 10 defines the Faults message, which specifies the set of components that should be placed in a faulted state.  One possible use case for this message is a test and evaluation application that generates fault scenarios in order to evaluate controller performance.  Note that this message is a strict subset of the Device State Message outlined in Table 5: Device State Message Definition; each field has the corresponding semantics.  Note also that the tabletop hardware, by itself, does not have the ability to simulate these faults directly.  An intermediate software component is required to simulate fault conditions.



On 8/3/12, particular message fields and ranges were modified in order to transmit ground-truth fire information. These changes are shown below in red.



[bookmark: _Ref142470353][bookmark: _Ref142470310]Table 10: Faults Message Definition

		Field

		Type

		Units

		Range



		Simulation Fidelity

		Int32

		

		0



		Simulation Topology

		Int32

		

		0



		Simulation Time

		Double

		Seconds

		>= -1



		FM01_flt

		Double

		

		[-1, 0-1]



		…

		

		

		



		FM10_flt

		Double

		

		[-1, 0-1]



		L01_temperature_sensor_flt

		Double

		

		[-1, 0-1]



		…

		

		

		



		L06_temperature_sensor_flt

		Double

		

		[-1, 0-1]



		P01_flt

		Double

		

		[-1, 0-1]



		P01_inlet_temp_sensor_flt

Fire_propagation_rate

		Double

		

		[-1, >0*]

*heat release rate (QT)



		P01_outlet_temp_sensor_flt

Compartment01_fire

		Double

		

		[-1, 1]



		P02_flt

		Double

		

		[-1, 0-1]



		P02_inlet_temp_sensor_flt

Compartment02_fire

		Double

		

		[-1, 1]



		P02_outlet_temp_sensor_flt

Compartment03_fire

		Double

		

		[-1, 1]



		P03_flt

		Double

		

		[-1, 0-1]



		P03_inlet_temp_sensor_flt

Compartment04_fire

		Double

		

		[-1, 1]



		P03_outlet_temp_sensor_flt

Compartment05_fire

		Double

		

		[-1, 1]



		P04_flt

		Double

		

		[-1, 0-1]



		P04_inlet_temp_sensor_flt

Compartment06_fire

		Double

		

		[-1, 1]



		P04_outlet_temp_sensor_flt

Compartment07_fire

		Double

		

		[-1, 1]



		PP01_flt

		Double

		

		[-1, 0-1]



		…

		

		

		



		PP08_flt

		Double

		

		[-1, 0-1]



		PS01_flt

		Double

		

		[-1, 0-1]



		PS02_flt

		Double

		

		[-1, 0-1]



		Pipe01_flt

		Double

		

		[-1, 0-1]



		…

		

		

		



		Pipe12_flt

		Double

		

		[-1, 0-1]



		R01_flt

		Double

		

		[-1, 0-1]



		…

		

		

		



		R26_flt

		Double

		

		[-1, 0-1]



		V01_flt

		Double

		

		[-1, 0-1]



		…

		

		

		



		V26_flt

		Double

		

		[-1, 0-1]



		VS01_flt

		Double

		

		[-1, 0-1]



		…

		

		

		



		VS06_flt

		Double

		

		[-1, 0-1]



		Compartment01_temperature

		Double

		C

		Any valid temperature



		…

		

		

		



		Compartment07_temperature

		Double

		C

		Any valid temperature
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The following instructions are for batch-testing how controllers respond to predefined fault-objective combinations in simulation using the Stimulator:



1. Start the Stimulator

· Open Matlab

· Change the run directory to \trunk\Source\Tabletop_Tools\Stimulator

· Run Stimulator.m with arguments described in \trunk\Documents\Stimulator\Stimulator_Users_Guide.docx in the section: Stimulator Operating ModeBatch ModeCall Arguments

· Start the Switchboard server by selecting the menu option LaunchLaunch Switchboard

· [bookmark: _GoBack]Select the Batch tab and define your batch test (refer to \trunk\Documents\Stimulator\Stimulator_Users_Guide.docx for instructions on defining your batch test)



2. Run the Batch Simulation tool (contact Paul Rosendall with any difficulty here)

· Open another Matlab application

· Change the run directory to your Simulink simulation directory (The Simulink simulation is not in the Siemens repository. If you have access to the APL GForge DIAS09 repository, your simulation directory from there will be \trunk\src\VCS03XXX\Simulation\Tabletop.)

· Run BatchSimulation.m with either 2 or 3 arguments:

· Duration, in seconds, of each simulation

· The full path to the location of your controller

· Optional: the number of times each controller will be run for any given propagation rate (this is used to separate results by rate into different folders; if not provided, all results will be placed into one folder per controller)

· You will need to specify whether you want to use our main Simulink simulation or the low-fidelity Matlab simulation called SimLite (in \trunk\Source\SimLite)

· You will also need to specify the directory under which test results will be written



3. Click “Start Test(s)” within the Stimulator



4. Once the batch test is complete, you can use BatchPlots.m within the Simulink simulation directory to plot the Utility and Capability metrics averaged across all test trials by pointing to the results directory you specified in Step 2. When asked whether you’d like to plot rate-dependent results, select “Yes” to compare average controller performance rate-by-rate, and select “No” to compare controller performance over time.
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Overview



The ONR tabletop test system [1] includes a number of hardware and software components that enable external control algorithms to interface with the hardware [2].  In addition, there are a number of optional software components that facilitate testing controllers and gathering data from the tabletop.  This document describes the setup and use of the tabletop Stimulator, a software package for running test scenarios.  These scenarios can be executed in one of the following modes: manual mode (for interactive scenarios), script mode (for running a single pre-defined scenario) or batch mode (for automatically running multiple pre-defined scenarios).



For the latest Stimulator version, please refer to the Siemens GForge repository [4].



Requirements



This document assumes a setup consisting of two machines: the “PLC machine” which hosts the PLC proxy [2] and a separate “Remote machine” which will host the Stimulator, the hardware controller and other supporting processes.  Using exactly this configuration is not a strict requirement; however, the computation burden associated with the software in conjunction with the limited processing capabilities of the PLC machine makes having at least one additional machine a practical necessity.  The PLC and Remote machines must be on the same network (e.g. connected via an Ethernet switch).



The PLC machine is included with the tabletop hardware and comes pre-configured with the necessary software.  The Remote machine will need to be configured with the following software:



1. Ant & Java Development Kit 1.5 or later (compiling/running the switchboard)

1. Visual C++ Express 2008 or later (running a controller)

1. Matlab 2009b or later (running the Stimulator)

1. Python 2.6 or later (running the fault_sim)



The instructions in this document assume a Remote machine with 2GB of RAM running Windows XP.
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Communications Infrastructure



Figure 1 shows the relevant software processes needed to run the Stimulator along with the message types they send and receive.







Figure 1: Communications Architecture



		Switchboard Message/Channel Mapping



		Message Type (see Figure 1)

		Format (see [3])

		Switchboard Channel



		Objectives

		Mission Objectives Message

		SwitchboardObjectives



		Commands

		Device Commands Message

		SwitchboardCommands



		Observations

		Observation Message

		SwitchboardObservations



		State

		Device State Message[footnoteRef:1] [1:  Only the *_flt fields are guaranteed to be populated with meaningful values (i.e. the *_state fields are not used).  Also, the tabletop hardware is only able to realize a subset of the fault states supported by this message structure.  For example, the hardware does not support temperature sensor faults (there are no temperature sensors), valves stuck partially open/closed, degraded pumps, etc.] 


		SwitchboardState



		Faults

		Faults Message

		SwitchboardFaults











1. Switchboard: The switchboard is the central hub of communications for all software components.  It implements a publish/subscribe communications model that promotes loose coupling of software components.  For example, this architecture makes it easy to replace the PLC Proxy with a software simulation of the tabletop without any changes to the other software components.

1. Stimulator: The Stimulator presents scenarios to controllers by producing Faults and Mission Objectives messages and records all activity in the system for post-scenario analysis. The Stimulator can also introduce Fire Events in which a particular ship compartment is on fire, and it uses the Matlab-based Fire Propagation Model to produce new Fault messages when components become faulty due to fire spreading.

1. Controller: The controller generates control actions based on Observation messages (generated by the PLC Proxy in this architecture) and Mission Objectives messages (generated by the Stimulator in this architecture).  As of this writing, not all controllers are required to implement diagnosis modules, and therefore controllers may also subscribe to ground truth component State messages.  Control actions are sent via Command messages (which are processed by the PLC Proxy in this architecture).

1. Fault Sim: This Python application should be run for any hardware testing. It is responsible for the following functionality:

3. Manage/Merge Commands and Faults: When any Commands are received, Fault Sim issues corresponding “Filtered Commands” which account for the latest Faults received. For example, if valve 1 is currently in the stuck closed state, Fault Sim will command valve 1 in hardware closed even if it received a “valve 1 open” command.

3. Ground Truth: Fault Sim will also generate State messages that reflect the current fault state of all components in the tabletop.  Controllers without diagnostic components use this “ground truth” state information to implement reconfiguration strategies.

3. Translate Pump Commands: As of this writing, pump voltage commands are not accurately reflected by the pumps themselves. Fault Sim applies a correction factor to pump voltage commands in order to bring the resulting voltage closer to the commanded voltage.

1. PLC Proxy: Software interface for directly communicating with the hardware I/O modules [2]. It translates Filtered Command messages from Fault Sim into I/O control signals and translates sensor I/O signals into corresponding Observation messages.





Initializing the Software (Stimulator.m)



These instructions assume the user has obtained a snapshot of the ATCS project repository [4].  Let BASE indicate the path on the Remote machine corresponding to the “trunk/Source/TabletopTools/Stimulator” portion of the repository (e.g. if the repository were checked out into C:\foo, then BASE=C:\foo\trunk\Source\TabletopTools\Stimulator).



1. [Remote Machine] Start up the Stimulator

a. Open up Matlab and move to the BASE directory

b. Run the Stimulator.m script, e.g.   



>> Stimulator



i. Note: this should take a few seconds to load

ii. Note: the stimulator assumes the switchboard is on the local machine. To change this, you need to modify the source

iii. Note: the GUI layout is optimized for a screen resolution of 1600 x 1200



[image: ]

[bookmark: _Ref269473289][bookmark: _Ref269473285]Figure 2: Launch Menu

2. [Remote Machine] Start the switchboard

a. Go to the Launch menu at the top of the GUI and select “Launch Switchboard” (See Figure 2)

b. The switchboard server will run in a separate command prompt



3. [PLC Machine] Start the PLC Proxy (see also [2])

a. Turn on the tabletop computer, and power to the tabletop

b. Run the WinLC RTX program on the desktop

i. Note: you should get a license not found error - drag the box to the corner of the screen

ii. Wait until the lights stop blinking and you either get a solid light next to run or stop (See Figure 3)

iii. Regardless of the radio button state, click the “STOP” radio button, and then the “RUN” radio button





[bookmark: _Ref269473382]Figure 3: Sample screenshot of the WinLC RTX program

c. Run the PLC proxy program (e.g. using shortcut on the desktop)

i. On the connect drop down, click open, and fill in the IP address of the remote machine

ii. Click “Stop”, “Init Relays”, and “Init Valves” buttons, in that order (See Figure 4)

iii. Select the voltage or flow rate radio button

1. You have the option to send in flow rates of the pumps or voltages of the pumps using the command message. This radio button allows the PLC Proxy to interpret the command messages correctly.

2. Note: All configuration scripts created by JHU/APL should be run with the voltage button selected



[image: screenshot.jpg]

[bookmark: _Ref269473720]Figure 4: Sample screenshot of the PLC Proxy

4. [Remote Machine] Start up the controller

a. Go to the Launch menu at the top of the GUI and select “Launch Controller” (See Figure 2); this will launch either the Rule-Macro or MILP controller depending on the contents of trunk/ATCS/LibraryPath.txt (“RuleMacroEngine.dll” or “MILPEngine.dll”) 

b. The controller (Controller.exe) will open in a separate command prompt and will run for the number of seconds designated in trunk/ATCS/Runtime.csv

c. Note: most controllers assume that the switchboard is running on the local machine

5. [PLC Machine] Click “Start” on the PLC Proxy GUI under the Controller Mode section

6.  [Remote Machine] Run the Stimulator in the desired operating mode (see “Simulator Operating Modes” below).

7. When finished, close the GUI.


 Stimulator Operating Modes



The stimulator has 2 main operating modes (see Figure 5):

1. Manual Mode: manually inject mission objective and fault messages to the controller and tabletop

1. Batch Mode: run a battery of scenarios on the tabletop (fault and mission objective)



As of this writing, the tabletop can physically only represent valve, pump, and relay faults. One can send other faults via the Stimulator, but these faults will not have any effect on the physical hardware. In all cases, the Stimulator will archive all of the Observations, Commands, Faults, State, and Objective messages sent to the Switchboard. The first element in all of these files is the timestamp indicating when the message was received, followed by the message content (as per the message formats defined in [3]). At startup, the Stimulator will also send a default objective message, command message and fault message; together, these default messages serve to place the tabletop in a known starting state.
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Manual Mode



Upon entering manual mode, the Stimulator will prompt the user to specify an output directory where all archived messages will be stored.  If an existing folder is selected, any preexisting files will be overwritten.



In manual mode, one can send faults and mission objectives in real time. To send faults, one can drag the sliding bar to the right or left to select the value of the fault, and select the checkbox to enable and send the fault. Once checked, it will resend the fault message if you change its value or enable/disable another fault. Manual mode also allows the user to simulate a fire event by checking the Fire checkbox for a particular ship compartment. The Stimulator will then utilize the Fire Propagation Model to simulate cascading component failure over time, and both the GUI and outgoing fault messages will reflect new component failure.



To send mission objectives, change over to the mission objectives “tab” by selecting the “Objectives” button, and fill out the clauses using the drop down menus. Once a valid mission objectives message is filled in, the text form of the message will appear along with a submit button.  Pressing the submit button transmits the corresponding switchboard message.
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Figure 6: Manual Mode GUI



Batch Mode



In batch mode, one can run through a series of scripted fault and objective scenarios. Batch mode will create individual folders (in the format of [<fault script name> “__” <objective script name]) for the results of each script. To determine the format for writing scripts, see the “File Formats” section below.



[bookmark: _GoBack]Call Arguments:

· >> Stimulator(#Controllers, #RandomizedTrials, PropagationRates) provides the same test conditions #Controllers consecutive times before varying conditions. Every fault-objective combination is run #RandomizedTrials times (randomizing each component’s failure temperature) for each fire propagation rate given in the PropagationRates vector, repeated for each controller you are testing.

· >> Stimulator(#Controllers, #RandomizedTrials) is the same as above except the fire propagation rate used for any simulation is taken directly from the fault scenario file being run, and if no rate is provided there the rate is the hardcoded default.

· >> Stimulator will run each fault-objective combination one time, with fire propagation rate taken directly from the fault scenario file, or if not provided there it becomes the hardcoded default. (Note: This is the most likely scenario for running with the tabletop hardware.)



Defining Scenarios:

1. To select the fault script(s), choose the one or many radio button, and select the browse button. This will open a window where you can select the location of the fault script or the directory of fault scripts

1. To select the objective script(s), follow the same step above, except select the location of the objective script or the directory of objective scripts

1. Select browse in the “Destination Directory” panel to select the location the results will be stored. The folder you choose is the parent folder where it will store all the sub-folders of results

1. Once you select a valid file or directory for each of these, a table will populate with all the possible test combinations. Uncheck the tests that should not be run.

1. Press the start script button and watch the status of the test

4. Once the button is pressed, the Manual tab should be blanked.

4. If the batch mode is stopped by pressing the “Stop Test(s)” button, all the results collected up to that point will be written to file.
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Figure 7: Sample screenshot of Batch Mode







File Formats



Stimulator script files are tab-delimited text (*.txt) files where each message to be transmitted appears on a separate line.  The format for fault and mission objectives files is as follows:



1. For fault files:

0. The stimulator ignores the first two lines of the fault file (assumed to contain header information only).

0. Each subsequent line (i.e. starting at the third line in the file) represents a single fault message.

0. The first column is the time that the message should be sent. The remaining columns correspond to elements of the fault messages as defined in [3].  

2. <line> := timestamp <fault_message_contents> <fire_contents> <fire_propagation_rate>

2. <fault_message_contents> := see [3], Table 5

2. <fire_contents> is a row with seven values, one for each fire compartment; a value of 1 in any column represents a fire event in that compartment at that time

2. <fire_propagation_rate> is a single value > 0 and <= 100 that is the propagation rate of any fire present at that time; fire’s propagation rate can be changed at any time without introducing a new fire event (leave <fire_contents> all equal to -1 for this row)

0. The last line should be only one number in the time column representing when the script should terminate.

0. A template is located at BASE/Source/Tabletop_Tools/Stimulator/Fault_files/Template.xls.



1. For mission objectives files:

1. The stimulator ignores the first two lines of the mission objectives file (assumed to contain header information only).

1. Each line represents a single mission objectives message.

1. The first column is the time that the message should be sent. The remaining columns correspond to elements of the mission objectives messages as defined in [3].  The headers in the .xml template (Num Clauses, Max Temp, etc) do not strictly correspond to these columns, but rather are a guide to help remember the order of the objectives command.

2. <line> := timestamp <mission_objective_message_contents>

2. <mission_objective_message_contents> := see [3], Table 7

1. The last line should be only one number in the time column representing when the script should terminate.

1. A template is located at BASE/Source/Tabletop_Tools/Stimulator/Obj_files/Template.xls.



It is recommended to create a fault/objective script file by starting with the annotated .xls file template (to better differentiate between columns, rapidly cut and paste fault values, etc.).  To convert an .xls file into tab-delimited .txt file format used by the Stimulator, in Excel go to “Save As”, and in the drop down menu under the name, select “Tab-Delimited (.txt)”.  An example .txt file is also available - see BASE/Source/Tabletop_Tools/Stimulator/Fault_Files/baseline.txt.
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Manual Mode

In manual mode, one can send faults and mission objectives real time. To send
faults, one can drag the sliding bar to the right or left to select the value of the fault,
and select the checkbox to enable and send the fault. Once checked, it will resend the
fault message if you change its value or enable/disable another fault. To send
mission objectives, change over to the mission objectives “tab” by selecting the
“Objectives” button, and fill out the clauses using the drop down menus. Once a valid
mission objectives message is filled in, the text form of the message will appear
along with a submit button. Pressing the submit button transmits the
corresponding switchboard message.

To begin the manual mode, the Stimulator will prompt the user to specify an output

directory where all archived messages will be stored.
selected, any preexisting files will be overwritten.

If an existing folder is
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Description of the Stimulator’s Fire Propagation Model

Note: All paths are given from the top-level directory within the Siemens GForge repository.



In order to test the response of controllers to fire propagation, a fire propagation model has been implemented within Stimulator.m, our fault/objective scenario-defining tool (found in /trunk/Source/Tabletop_Tools/Stimulator). While it may seem more natural for this capability to be modeled within our tabletop simulation, it was more beneficial to implement the fire model in the Stimulator because this tool is used for both simulation and hardware. Modeling fire in the Stimulator allows for testing fire propagation in simulation and also mimicking the effects of fire on hardware.



[bookmark: _GoBack]Our fire model strictly leverages Dr. Li Bai’s (NSWC) Matlab scripts that model the variation of ship compartment temperature over time in response to fire. These Matlab scripts can be found in /trunk/ATCS/FPE/MATLAB/NewFire. An explanation of the physics of this fire model can be found in Section 2.1 of /trunk/Documents/Controller/FPE_Testing_Report_ATCS.docx. The Stimulator’s general responsibility is to apply a fault scenario by faulting components over time; its additional fire modeling responsibility is achieved by calling Dr. Bai’s Matlab files to iterate fire propagation in the same way that his FirmCalcs.m script does.



The Stimulator establishes a reasonable failure temperature for each component. (These temperatures can be made to vary among components within a simulation, and also change from simulation to simulation.) The Matlab scripts are used to model the rise in compartment temperatures over time, and when any component’s failure temperature is exceeded by its compartment’s temperature, that component is failed. The types of components that fail due to fire can be easily varied; as of this writing (9/18/12), only pumps, valves, and relays fail due to fire.



Please see Stimulator_Users_Guide.docx (found in /trunk/Documents/Stimulator) for instructions on how to create/run fire scenarios for either Manual or Batch mode on either the simulation or hardware.
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2 [bookmark: _Toc305484868]Introduction



Fire Prediction Engine (FPE) is a part of the Fire Prediction Module (FPM) for the prediction of fire growth in compartments of a ship. It has been developed to predict the fire spread and total heat release rate of the fire in the compartments. In order to associate probable impacts of inbound threats with components of the ship auxiliary control system based on the FPE, we set up a test of the predictive capability of the FPE to assure the model yields acceptable results, regardless of its simplicity or complexity and to obtain a better understanding of it.

2.1 [bookmark: _Toc305484869]Fire Model in FPE

The FPE is mainly using a mathematical compartment fire modeling based on zone models. The approach is through the development of a simple mathematical model that will provide an engineering approximation of the time-varying conditions created by fire in a compartment that may be subject to hot-layer venting. The hot layer, as it is commonly referred to in fire modeling, is the collection of hot gases generated by a fire that forms below the ceiling due to its buoyancy over the ambient-temperature air in the compartment. The hot-layer gases contain the products of burning released by the fire, along with air entrained by the fire and its resultant plume. In the model, venting due to buoyancy forces is considered, while vent flows associated with forced ventilation are not. Also, venting through openings in vertical planes (walls) is considered, and openings in horizontal planes (floor and ceiling) are not. 

[bookmark: _Toc305484870]Basic Compartment Fire Theory

In the model, the basic compartment fire theory is to consider an enclosed compartment containing an object that has just been ignited. After ignition, the fire may self-extinguish or it may grow and become a great threat to the components in the compartment. Assuming the fire does not extinguish, it will grow as long as there is adequate fuel and oxygen and enough energy received at the fuel surface to release further flammable volatiles. Associated with the process of burning is the presence of a flame and plume. In the fire progresses as shown in the Figure 1 below, the air gets into the rising plume where it mixes with the fuel released vapors. The mixing of the oxygen, supplied from the entrained air, with the flammable vapors emitted by the pyrolyzed fuel results in burning that liberates heat. A large fraction of this energy is absorbed by the gases within the burning zone resulting in an increase in the temperature of these gases and airborne solid particulates. Since the fire gases rise due to buoyancy, they continue to entrain the air. This lateral entrainment of air, above that needed for burning, results in the increase of the plume mass flow while the plume gas temperature decreases with respect to the height above the burning fuel surface. Therefore, the plume is composed of mass and energy contributed by burning and the entrained air.  

[image: ]

[bookmark: _Toc305453018]Figure 1 the Fire Progresses

The plume gases will continue to rise vertically until they are impeded by a horizontal surface, which is the ceiling of the compartment. At this time, the gases are forced to flow in a predominantly horizontal direction that results in what is commonly referred to as a ceiling jet. Since the flow under the ceiling is turbulent, the flow is not strictly horizontal due to the vortices present. As time goes on, the products of burning transported by the plume collect below the ceiling and form a hot smoky layer. The bottom of this hot layer may continue to descend as long as the fire progresses. The hot layer can result in flashover of the compartment. After the flashover, the thermal radiation from the hot layer can also have a pronounced effect on the burning rate because the increased heat flux incident on the fuel surface will increase the pyrolysis rate, and the burning and heat release rates as well.

However, not all of the heat energy released by the fire remains within the compartment. At any given time, a portion of the energy released by the fire is radiated away from the burning region and rising plume. A major fraction of this energy is received by the interior surfaces and is conducted away from the interior of the compartment through the bounding surfaces of the compartment. The energy not radiated away from the burning region and plume is convected up through the plume into the forming hot layer. A fraction of this energy is lost from the hot layer to the bounding surfaces through convection and radiation. The energy imparted to the walls is conducted through the walls from the hot interior surface towards the cool rear surface. The energy transferred to the bounding walls also results in the elevation of the temperature of the walls. The energy remaining in the hot layer is directly responsible for the increase in gas temperature of the smoky hot layer. The energy and mass of the hot layer are the unknowns that must be found in order to calculate the size and temperature of the hot layer within the compartment.

The other major source of energy loss from the hot layer is due to hot-layer venting. Hot-layer venting also accounts for mass loss from the hot layer. As a hot layer forms, it will descend. If a vent is present within the compartment, the hot layer may eventually drop below the top of the vent. At this time, hot gas will flow out of the compartment due to the pressure differential created by the temperature differences of the interior and exterior gases. Associated with this hot gas flow is the loss of mass and energy that is important in the calculation of the hot-layer size and temperature.

[image: ]

[bookmark: _Toc305453019]Figure 2 the Fire Development



The inflow of relatively cool, ambient-temperature air, through the lower portion of an opening (vent) in the enclosure boundaries, is partially responsible for providing the oxygen required for burning within the fire compartment. It is assumed that the ambient air supply is uncontaminated, at a constant temperature, and that the supply available is sufficient to provide the necessary volume needed throughout the course of the fire. If insufficient amounts of air enter the compartment, the fire may become oxygen starved. This condition causes a reduced heat release rate and an increase in the products of incomplete burning. Thus, considering the flow of air into the compartment and the oxygen needed for complete burning, the compartment fire may enter the decay stage as the available fuel is consumed or due to limited oxygen as shown in the Figure 2. As discussed in relation to flashover, a fuel package that does not contain sufficient energy or does not have a sufficient heat release rate to bring the compartment to flashover, will pass through each of the stages of fire development (but may not extend to other fuel packages). On a larger scale, without intervention an entire structure may reach full involvement and as fuel is consumed move into the decay stage. However, there is another, more problematic way for the fire to move into the decay stage. When the ventilation profile of the compartment or building does not provide sufficient oxygen, the fire may move into the decay stage. Heat release rate decreases as oxygen concentration drops. While temperature follows heat release rate, the temperature in decay stage fire may remain high for some time. This presents a significant threat as solid fuel packages continue to pyrolyze and the involved compartment(s) may contain a high concentration of hot, pyrolyzed fuel, and flammable gaseous products of incomplete burning.

[bookmark: _Toc305484871]Compartment Fire Development Modeling

According to the theory, in the FPE, zone model was used to predict fire development within an enclosed compartment by solving the conservation of mass, momentum, and energy equations for a small number of zones (control volumes). Zone model is the most common type of physical compartment fire models in use nowadays. It has been widely accepted and applied due to its relatively simplified approach to the modeling problem. When properly applied, zone model has proven to be a source of good engineering approximations of fire development within enclosed compartments. Indeed, Emmons [1] has stated, "the zone model provides all the accuracy required for engineering decision making." The FIRST [2], CFAST [3], and ASET [4] as well as most of the other compartment fire models available today are zone models. 

Typically, the compartment is divided into two distinct zones: an upper hot gas layer and a lower uncontaminated cold gas layer. This technique can be considered as a macro approach to the fire-modeling problem. Referring from [5], in the FPE, the fire was modeled as shown in the Figure 3.
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[bookmark: _Toc305453020]Figure 3 the Fire Model [5]



The main variables that are calculated as a function of time are upper layer temperature, layer interface height, and mass flows through the vent. These variables are pertinent to the fire hazard, which is quantified by the time to reach untenable conditions inside the compartment, or by the time to reach flashover. The fire is located in the center of the compartment, at a sufficient distance from the walls so that air is entrained uniformly over the entire perimeter of the flame and fire plume.

Some assumptions were used in the derivation of the model:

1. Two-zone (layer) approximation is considered acceptable.

2. The pressure within the compartment is constant and equal to atmospheric pressure.

3. Heat transfer from the floor and lower wall sections to the lower gas layer is neglected, and the temperature of the lower gas layer is constant and equal to ambient air temperature.

4. The specific heat at constant pressure is assumed to be constant for all gases, and is equal to the specific heat of dry air at 293 K, i.e., .

5. Zukoski's point source plume model is considered to yield acceptable results in the flaming, intermittent, and plume regions. Entrainment occurs between the surface of the fuel and the layer interface. Virtual source corrections are considered negligible and are not included. Stratification does not occur, i.e., all heat and mass from the plume reach the hot layer located below the ceiling.

6. The transport time from the fire to the hot layer is negligible, i.e., quasi-steady state conditions are assumed. The plume occupies a negligible fraction of the lower layer.

7. The heat release rate of the fire is specified by the user. Compartment effects are ignored, but oxygen starvation due to vent or entrainment controlled burning are accounted for.

8. A constant &action, , of the heat released by the fire consists of radiation.

9. The energy losses from the flame and plume, and the energy losses from the compartment through the bounding surfaces are described simply as a &action, , of the total heat release at any given time.

10. Venting occurs only through a rectangular opening in one of the vertical walls of the compartment.



The main equations in the model express the conservation of energy in the upper layer, and the conservation of mass in the lower layer. These equations were obtained by simplifying the generic set of conservation equations developed in [5] on the basis of the assumptions listed in Chapter 5 in [5]. With a lower layer temperature that is constant and equal to ambient temperature (assumption 3), a constant specific heat (assumption 4), and upper layer heat losses equal to a fraction, , of the heat release rate from the fire (assumption 9), Equation 2.6 1 in [5] can be written as:

         Equation 1



Equation 1 was used in the FPE to calculate the upper layer temperature, , as a function of time. The entrainment rate, , is calculated on the basis of Zukoski's plume model [5]. If the air entrained into the flame and plume is insufficient to support complete combustion of the fuel volatiles, is adjusted to account for the lack of oxygen. This affects the entrainment rate, because  is a function of .

Since the lower layer is assumed to remain at ambient temperature, Equation 2.25 in [5] can be simplified to:

                                    Equation 2



Equation 2 is the lower layer mass conservation equation in the FPE. This equation is used to determine the layer interface height, as a function of time.



The conservation Equations 1 and 2 form a set of two ordinary differential equations (ODES). This set is solved at every time step to predict the upper layer temperature, , and layer interface height, , at the next time step. A fourth-order Runge-Kutta method with step-size control is used for this purpose. The step-size control algorithm reduces the time step so that the estimated error of the solution vector is within certain tolerances. The maximum errors permitted are 0.3 K and 1 mm for  and  respectively. 











2.2 [bookmark: _Toc257809976][bookmark: _Toc305484872]Program Description of FPE

The FPE is written in C++ as a Dynamic-link library (DLL).  To go through an interactive session with the FPM, first of all, it must be initialized with specific arguments which are pre-defined in the data files (CSV format), such as the geometry of the compartments, vent, and fuel, the heat release rate from the fuel, and so on. 

[bookmark: _Toc305484873]Program Interface  

Structure FireEvent

This structure holds information regarding a sensor event relevant to Fire. 



		Field

		Description

		Type

		Range



		compartment_id

		It is the unique ID assigned to each component described in the Table Top schematic diagram. Table 2 lists component Ids assigned to each component.

		int

		0..65535



		time_stamp

		Control System Time of the event - best guess

		time

		



		event_type

		An integer representing the event type something like SMOKE_ALARM or TEMPERATURE_SENSOR

		int

		





Structure ProbFail

This structure contains all information necessary to reconstruct the piece wise linear representation of the probability of failure.



		Field

		Description

		Type

		Range



		t_0

		the time of p_0

		time

		



		p_0

		the start P(F|t = 0) will usually be 0 unless the the prediction started after P(F) >0

		float

		0..1



		t_f

		the time of p_f

		int

		



		p_f

		P(F|t_f) will be either 1, unless the prediction did not run till P(F) =1, so in this case the

    *P(F|t_f) >= P(F|t = 0)

		float

		0..1





Method pOfF

float pOfF(time t_i) const

Description: piece wise linear interpolation of the probability of failure at a given time.

Class Prediction

Method completed

static __declspec(dllexport) float completed()

Visibility: public 

Description: 

precent complete - completed() >= 1.0f if finished, otherwise lies between 0 and 1

Method t_0

static __declspec(dllexport) time t_0()

Visibility: public

Description: 

Prediction time horizon

Method t_f

static __declspec(dllexport) time t_f()

Visibility: public

Description: 

Prediction time horizon

Method getPFofComponent

static __declspec(dllexport) void getPFofComponent(int component_id, ProbFail& pfobj) throw(int

Visibility: public

Parameters:

component_id 	the integer id of the component

Pfobj:	a mutable reference to a ProbFail object that will be filled with when this function returns;.

Description: 

Given a component id number, retrieve the probability of failure for that component. throw will throw an int if the component_id does not exist

Interface PredictionCallback

This is an interface for allowing the FPE to callback when a prediction is complete.  This should be inherited by an class that would like to receive these callbacks

Method onPredictionComplete

static virtual void onPredictionComplete(const Prediction& prediction) = 0

Visibility: public

Description: 

This is called from the FPE when a prediction has be computed. It is passed a copy of the Prediction. This function will be called from a thread created by FPE and must deal with any concurrency issues because of that.

Class FPE

This class is the interface to the Fire Prediction Engine.  The class handles all threading and callbacks behind scenes, and simulates the fire development. 

Design Decisions

This class is implemented as a singleton to avoid multiple instance creations as there will be only one FPE.

Method initialize

static __declspec(dllexport) void initialize(/*args? maybe PredictionCallback* here*/);

Visibility: Public

Description: 

To be called at the start of simulation

Method registerPredictionCallback

static __declspec(dllexport) void registerPredictionCallback(PredictionCallback* cb)

Visibility: Public

Parameters:

cb 	 a persistent instance of an class that is derived from the Prediction Callback interface. This is 

assumed to stay valid until either the FPE is destroyed or NULL is registered.

Description: 

Register a callback function object to be called whenever a prediction has completed.

Method updateT

static __declspec(dllexport) void updateT(time current_time)

Visibility: public

Parameters: 

current_time:	 the time of the current time step - this is an absolute measure in milliseconds and is the "real" time experienced by the control system.  If the updateT is called 1/second, then current_time - previous should be approximately 1 second.

Description: 

Our simulation requires regular simulation time notifications this function should be called somewhere around once per control system second

Method onEvents

static __declspec(dllexport) void onEvents(vector<FireEvent> events)

Visibility: Public

Parameters: 

Events:	 the fire events that occured - will be copied

Description: 

To synchronize and update fire events in the FPE, this should be called as soon as a FireEvent has occurred – and can be called at any time.  It will copy the events and return immediately

Method predict

static __declspec(dllexport) time predict(time t_0, time t_f, time time_out = 0, PredictionCallback* cb = NULL)

Visibility: Public

Parameters: 

t_0 -         the start time of the prediction - preferably the current control system time.

t_f -          the end time for the horizon - in control system time

time_out - an optional time out parameter, in control system time that is a deadline, at which time the    

                 prediction will finish ready or not and return all calculated values

cb -           an optional pointer to a PredictionCallback object to be called back when the prediction is   

                 ready - if not passed, then the FPE will attempt to call the cb that was registered with 

                 registerPredictionCallback

Return:     The estimated time that the prediction will take to complete - in control system relative 

                  milliseconds 

Description: 

This method is called to predict for a certain time horizon.



[bookmark: _Toc305484874]Program Method  

The following code shows a typical way to start an interactive session with the FPE.





//////////////////////////////////////

	//parameters

	vector<string> args;

	args.push_back("./Resource Files/data");

	CB cb;		  //Callback function

	vector<FireEvent> fevents;

Time current = 1;

	Time time_span = 0; //the time span of the prediction in second

	//for example, 5 * 60, means after 5 minutes what the probability of 

      //failure of each component should be. 0 means current time no 

      //prediction just to simulate the fire development



//////////////////////////////////////

	//initalize FPE

FPE * fpe = FPE::getFPE();

fpe->initialize(args); // initialize fire prediction engine

	fpe->registerPredictionCallback(&cb); //register call back function

	//////////////////////////////////////

	// FPE testing runs

	do

	{

		if(checkNewEvent()) //check whether there is a new fire event

		{

			FireEvent newEvent = getNewEvent();

                  fevents.push_back(newEvent);

		} //end if

		

		fpe->onEvents(fevents);  //update fire events

		fpe->updateT(current++); //should synchronize with system time

		fpe->predict(0, time_span); //query for predictions....

		Sleep(SYSTEM_STEP); //time wait function to synchronize with

                                //system time

		

	} while(bSystemStop != 0);

	//////////////////////////////////////////

	// finalize the FPE

	FPE::destroyFPE();

 ///////////////////////////////////////



2.3 [bookmark: _Toc305484875]Testing of the Predictive Capability of FPE



The testing is fulfilled following the guidelines in ASTM E1355 - 11 Standard Guide for Evaluating the Predictive Capability of Deterministic Fire Models [6], and includes the following steps:



1. Validate the environment and assumptions – verify the arguments imported from the data files.

2. Verify the mathematical fire model – use different program methods to verify the performability and usability of the model.

3. Define the scenario – set which compartment on fire.

4. Evaluate the prediction results – compare the probability of failure results with the temperature of compartments results to get a picture of the uncertainty and the accuracy of the results. 

3 [bookmark: _Toc305484876]Testing Procedures



3.1 [bookmark: _Toc305484877]Validation of Environment

There are 5 major sources of the environment data for the FPE:

1. Constants – path: ATCS\FPE\Resource Files\data\constants.csv

Pre-defined constants and assumptions please refer to section 2.1.2 for details.

2. Fire initials – path: ATCS\FPE\Resource Files\data\fire_initials.csv

The critical input parameters, including compartment floor area, compartment height, and other parameters for which small deviations result in large changes in model output, i.e. fuel fire growth rate and heat release rate.

3. Interconnections – path: ATCS\FPE\Resource Files\data\interconnections.csv

Pre-defined layout of the ship (should be in consistent with the tabletop schematic)

4. Equipment properties – path: ATCS\FPE\Resource Files\data\equipprops.csv

Pre-defined fire property of different type of components.

5. Equipment Locations – path: ATCS\FPE\Resource Files\data\equipment.csv

Pre-defined locations of components in compartments

According to the compartment dimension and the layout of the ship from Fire initials and Interconnections, we can create Table 1 and safely draw a picture of the full-scale layout of the ship as shown in Figure 4.

		Compartment

		Floor Area (M2)

		Common Wall Area (M2)



		Comp_ID

		

		

		1

		2

		3

		4

		5

		6

		7

		8

		9



		1

		9.29

		1

		

		2.79

		2.79

		0

		0

		0

		0

		5.57

		41.5



		2

		10.2

		2

		

		

		0

		7.43

		0

		0

		0

		18.6

		19.2



		3

		10.2

		3

		

		

		

		0

		7.43

		0

		0

		18.6

		19.2



		4

		13.9

		4

		

		

		

		

		0

		6.5

		0

		18.6

		18.6



		5

		20.2

		5

		

		

		

		

		

		0

		6.04

		27.8

		27.9



		6

		12.1

		6

		

		

		

		

		

		

		5.57

		18.6

		18.6



		7

		39.3

		7

		

		

		

		

		

		

		

		14.9

		63.2



		8

		33.4



		9

		10000







[bookmark: _Toc305453109]Table 1 Definition of the Layout of the Ship
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[bookmark: _Toc305453021]Figure 4 the Layout of the Ship

However, we found that this layout is different with the early layout from the tabletop simulation as shown in Figure 5.
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[bookmark: _Toc305453022]Figure 5 the Early Layout of the Ship



Furthermore, if we located the components on the latest tabletop schematic according to the early layout and pre-defined locations from the data file, the result showed an unexpected and improper picture as shown in Figure 6. We used different color to indicate different compartment. The color index is referred from Figure 4.

[image: ]

[bookmark: _Toc305453023]Figure 6 the Improper Locations of Components



It is obvious that the early layout and the equipment locations definition file should be out-of-date. Thus, we re-defined and updated them correspondingly, and eventually retrieved a rational and proper divide as shown in Figure 7.
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Color Index



[bookmark: _Toc305453024]Figure 7 Components and Compartments Divide



Finally, we verified and later updated the environment data for the FPE rationally and properly.

3.2 [bookmark: _Toc305484878]Verification of Fire Model



The FPE can be interacted any IBM compatible PC and Windows OSs. Therefore, there are no significant hardware or software restrictions.

The FPE can predict the consequences of a specified fire in a compartment with a single vent in one of the vertical walls of the compartment, and the predictive capability of it was verified for compartments with a floor area of 40 m2 or less and a height of the order of 3 m (or 10 ft) in MATLAB. As an example, in the MATLAB code, we set compartment 1 on fire and the fire development result is shown in Figure 8. Y-axis is temperature in Kelvin (K) which is used to describe fire development in compartment, and X-axis is time steps in second. The curve in blue indicates the fire variation in compartment 1. Since the fire was ignited in compartment 1, the fire developed very quickly and reached the Fuel Ignition Temperature pre-defined as 800 K even before accessing in the ventilation controlled stage; however, the curve in red illustrated the fire development in compartment 2 and 3 is obviously obeyed the theory we discussed in section 2.1.1. When the fire is burning in a ventilation controlled stage, any decrease in the supply of oxygen to the fire will result in a decrease in heat release rate.  

Lately, we obtained the same result in section 3.4. Thus, we proved that the fire model in the FPE works properly, and can simulate the fire in compartments in the ship practically and rationally. 
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[bookmark: _Toc305453025]Figure 8 Fire Development

3.3 [bookmark: _Toc305484879]Definition of Scenario



Since the most input parameters were already pre-defined in the environment data, we can directly and easily set different compartment on fire individually, or set more than one compartment on fire in the same time or different time. In the test, we indicated which compartment on fire at the very beginning and the time period in minute through a testing console as shown in Figure 9.

[image: ]

[bookmark: _Toc305453026]Figure 9 Testing Console

In common, the time step is in second and the time tick is one second. The testing result will be output and saved into a CSV format file. In order to display the result visually and intuitionally, we wrote a MATLAB plot tool, doubleYplot, to plot the result in MATLAB. The tool can be found in ATCS\FPE\MATLAB. 

3.4 [bookmark: _Toc305484880]Evaluation of Result



In this section, a comparison is presented between the fire development result and the probability of failure of different type of component in compartment from setting different compartment on fire individually. Since flow meters and load sensors have the same fire property, we only illustrated the probability of failure of flow meter and valve in different compartment.  

[bookmark: _Toc305484881]Set Compartment 1 on Fire

We set compartment 1 on fire and run the test for 30 minutes (1800 time steps).

[image: ]

[bookmark: _Toc305453027]Figure 10 Comparison between the Fire Development in Compartment 1 and the Probability of Failure of Flow Meter in Compartment 1



In Figure 10, the left Y-axis in blue shows the temperature in the range 300 K to 900 K, since all flow meters, load sensors, and valves will be totally failed above 900K. The right Y-axis in red displays the percentage of probability of failure, 0 to 1, correspondingly with the temperature. The X-axis is time steps. We can see that the flow meters in the compartment 1 were all failed after 120 time steps, in about two minutes. Importantly, the probability of failure is directly proportional to the fire development as direct linear variation. 

Consistently, in Figure 11, all valves were failed as soon as the temperature reached to 900 K. It also shows that the probability of failure is directly proportional to the fire development as direct linear variation.



[image: ]

[bookmark: _Toc305453028]Figure 11 Comparison between the Fire Development in Compartment 1 and the Probability of Failure of Valve in Compartment 1



According to the layout (Figure 4), the fire can spread in two directions, to compartment 2 and to compartment 3. Therefore, the following figures will be shown in such order.

From Figure 12 to 15, it perfectly demonstrates the fire development which described in section 2.1.1. The fire in the compartment progress from ignition and incipient stage to growth, but often becomes ventilation controlled (oxygen starved) and begins to decay, rather than continuing to grow into a fully developed fire. When ventilation is increased, heat release rate again rises and temperature climbs with the fire potentially transitioning to the fully developed stage.

From Figure 16 to 21, it shows two decay stages, because when the temperature reached to 800 K, the fuel in the compartment was ignited.

According to the environment data, the compartment 7 is far away from the compartment 1 and it is the largest compartment in the ship, therefore the fire developed slowly and it took a long time to burn the compartment 7 out.  
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[bookmark: _Toc305453029]Figure 12 Comparison between the Fire Development in Compartment 2 and the Probability of Failure of Flow Meter in Compartment 2
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[bookmark: _Toc305453030]Figure 13 Comparison between the Fire Development in Compartment 2 and the Probability of Failure of Valve in Compartment 2
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[bookmark: _Toc305453031]Figure 14 Comparison between the Fire Development in Compartment 3 and the Probability of Failure of Flow Meter in Compartment 3
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[bookmark: _Toc305453032]Figure 15 Comparison between the Fire Development in Compartment 3 and the Probability of Failure of Valve in Compartment 3
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[bookmark: _Toc305453033]Figure 16 Comparison between the Fire Development in Compartment 4 and the Probability of Failure of Flow Meter in Compartment 4
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[bookmark: _Toc305453034]Figure 17 Comparison between the Fire Development in Compartment 4 and the Probability of Failure of Valve in Compartment 4
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[bookmark: _Toc305453035]Figure 18 Comparison between the Fire Development in Compartment 5 and the Probability of Failure of Flow Meter in Compartment 5
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[bookmark: _Toc305453036]Figure 19 Comparison between the Fire Development in Compartment 5 and the Probability of Failure of Valve in Compartment 5
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[bookmark: _Toc305453037]Figure 20 Comparison between the Fire Development in Compartment 6 and the Probability of Failure of Flow Meter in Compartment 6
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[bookmark: _Toc305453038]Figure 21 Comparison between the Fire Development in Compartment 6 and the Probability of Failure of Valve in Compartment 6
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[bookmark: _Toc305453039]Figure 22 Comparison between the Fire Development in Compartment 7 and the Probability of Failure of Flow Meter in Compartment 7
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[bookmark: _Toc305453040]Figure 23 Comparison between the Fire Development in Compartment 7 and the Probability of Failure of Valve in Compartment 7





[bookmark: _Toc305484882]Set Compartment 2 on Fire

In this section, we set compartment 2 on fire and run the test for 30 minutes (1800 time steps).
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[bookmark: _Toc305453041]Figure 24 Comparison between the Fire Development in Compartment 2 and the Probability of Failure of Flow Meter in Compartment 2
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[bookmark: _Toc305453042]Figure 25 Comparison between the Fire Development in Compartment 2 and the Probability of Failure of Valve in Compartment 2
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[bookmark: _Toc305453043]Figure 26 Comparison between the Fire Development in Compartment 1 and the Probability of Failure of Flow Meter in Compartment 1
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[bookmark: _Toc305453044]Figure 27 Comparison between the Fire Development in Compartment 1 and the Probability of Failure of Valve in Compartment 1
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[bookmark: _Toc305453045]Figure 28 Comparison between the Fire Development in Compartment 4 and the Probability of Failure of Flow Meter in Compartment 4
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[bookmark: _Toc305453046]Figure 29 Comparison between the Fire Development in Compartment 4 and the Probability of Failure of Valve in Compartment 4
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[bookmark: _Toc305453047]Figure 30 Comparison between the Fire Development in Compartment 5 and the Probability of Failure of Flow Meter in Compartment 5
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[bookmark: _Toc305453048]Figure 31 Comparison between the Fire Development in Compartment 5 and the Probability of Failure of Valve in Compartment 5
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[bookmark: _Toc305453049]Figure 32 Comparison between the Fire Development in Compartment 6 and the Probability of Failure of Flow Meter in Compartment 6
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[bookmark: _Toc305453050]Figure 33 Comparison between the Fire Development in Compartment 6 and the Probability of Failure of Valve in Compartment 6
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[bookmark: _Toc305453051]Figure 34 Comparison between the Fire Development in Compartment 7 and the Probability of Failure of Flow Meter in Compartment 7

[image: ]

[bookmark: _Toc305453052]Figure 35 Comparison between the Fire Development in Compartment 7 and the Probability of Failure of Valve in Compartment 7

[bookmark: _Toc305484883]Set Compartment 4 on Fire

Compartment 2 was set on fire and the test was running for 30 minutes (1800 time steps).
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[bookmark: _Toc305453053]Figure 36 Comparison between the Fire Development in Compartment 4 and the Probability of Failure of Flow Meter in Compartment 4
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[bookmark: _Toc305453054]Figure 37 Comparison between the Fire Development in Compartment 4 and the Probability of Failure of Valve in Compartment 4
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[bookmark: _Toc305453055]Figure 38 Comparison between the Fire Development in Compartment 2 and the Probability of Failure of Flow Meter in Compartment 2
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[bookmark: _Toc305453056]Figure 39 Comparison between the Fire Development in Compartment 2 and the Probability of Failure of Valve in Compartment 2
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[bookmark: _Toc305453057]Figure 40 Comparison between the Fire Development in Compartment 6 and the Probability of Failure of Flow Meter in Compartment 6
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[bookmark: _Toc305453058]Figure 41 Comparison between the Fire Development in Compartment 6 and the Probability of Failure of Valve in Compartment 6
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[bookmark: _Toc305453059]Figure 42 Comparison between the Fire Development in Compartment 1 and the Probability of Failure of Flow Meter in Compartment 1
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[bookmark: _Toc305453060]Figure 43 Comparison between the Fire Development in Compartment 1 and the Probability of Failure of Valve in Compartment 1
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[bookmark: _Toc305453061]Figure 44 Comparison between the Fire Development in Compartment 7 and the Probability of Failure of Flow Meter in Compartment 7
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[bookmark: _Toc305453062]Figure 45 Comparison between the Fire Development in Compartment 7 and the Probability of Failure of Valve in Compartment 7
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[bookmark: _Toc305453063]Figure 46 Comparison between the Fire Development in Compartment 3 and the Probability of Failure of Flow Meter in Compartment 3
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[bookmark: _Toc305453064]Figure 47 Comparison between the Fire Development in Compartment 3 and the Probability of Failure of Valve in Compartment 3
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[bookmark: _Toc305453065]Figure 48 Comparison between the Fire Development in Compartment 5 and the Probability of Failure of Flow Meter in Compartment 5
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[bookmark: _Toc305453066]Figure 49 Comparison between the Fire Development in Compartment 5 and the Probability of Failure of Valve in Compartment 5

[bookmark: _Toc305484884]Set Compartment 6 on Fire

Compartment 6 was set on fire and the test was running for 45 minutes (2700 time steps).
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[bookmark: _Toc305453067]Figure 50 Comparison between the Fire Development in Compartment 6 and the Probability of Failure of Flow Meter in Compartment 6
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[bookmark: _Toc305453068]Figure 51 Comparison between the Fire Development in Compartment 6 and the Probability of Failure of Valve in Compartment 6
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[bookmark: _Toc305453069]Figure 52 Comparison between the Fire Development in Compartment 4 and the Probability of Failure of Flow Meter in Compartment 4
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[bookmark: _Toc305453070]Figure 53 Comparison between the Fire Development in Compartment 4 and the Probability of Failure of Valve in Compartment 4
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[bookmark: _Toc305453071]Figure 54 Comparison between the Fire Development in Compartment 7 and the Probability of Failure of Flow Meter in Compartment 7
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[bookmark: _Toc305453072]Figure 55 Comparison between the Fire Development in Compartment 7 and the Probability of Failure of Valve in Compartment 7



In Figure 54 and 55, we noticed that the temperature in the compartment 7 never reached 900 K and the fire developed slowly. The reason may be: since the compartment 6 was on fire and burnt out quickly, the fire in the compartment 6 was not fully spread and affected the fire development in the compartment 7; however, another direction of the fire spread is compartment 6 to compartment 4 to compartment 2 to compartment 1 to compartment 3 to compartment 5 to compartment 7, the long way around. After the fire in the compartment 5 accessed to the fully developed stage, the temperature in the compartment 7 started to rise.  
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[bookmark: _Toc305453073]Figure 56 Comparison between the Fire Development in Compartment 5 and the Probability of Failure of Flow Meter in Compartment 5
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[bookmark: _Toc305453074]Figure 57 Comparison between the Fire Development in Compartment 5 and the Probability of Failure of Valve in Compartment 5
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[bookmark: _Toc305453075]Figure 58 Comparison between the Fire Development in Compartment 2 and the Probability of Failure of Flow Meter in Compartment 2
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[bookmark: _Toc305453076]Figure 59 Comparison between the Fire Development in Compartment 2 and the Probability of Failure of Valve in Compartment 2
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[bookmark: _Toc305453077]Figure 60 Comparison between the Fire Development in Compartment 1 and the Probability of Failure of Flow Meter in Compartment 1
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[bookmark: _Toc305453078]Figure 61 Comparison between the Fire Development in Compartment 1 and the Probability of Failure of Valve in Compartment 1
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[bookmark: _Toc305453079]Figure 62 Comparison between the Fire Development in Compartment 3 and the Probability of Failure of Flow Meter in Compartment 3
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[bookmark: _Toc305453080]Figure 63 Comparison between the Fire Development in Compartment 3 and the Probability of Failure of Valve in Compartment 3









[bookmark: _Toc305484885]Set Compartment 7 on Fire

Compartment 7 was set on fire and the test was running for 30 minutes (1800 time steps).
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[bookmark: _Toc305453081]Figure 64 Comparison between the Fire Development in Compartment 7 and the Probability of Failure of Flow Meter in Compartment 7
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[bookmark: _Toc305453082]Figure 65 Comparison between the Fire Development in Compartment 7 and the Probability of Failure of Valve in Compartment 7
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[bookmark: _Toc305453083]Figure 66 Comparison between the Fire Development in Compartment 6 and the Probability of Failure of Flow Meter in Compartment 6
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[bookmark: _Toc305453084]Figure 67 Comparison between the Fire Development in Compartment 6 and the Probability of Failure of Valve in Compartment 6
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[bookmark: _Toc305453085]Figure 68 Comparison between the Fire Development in Compartment 5 and the Probability of Failure of Flow Meter in Compartment 5
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[bookmark: _Toc305453086]Figure 69 Comparison between the Fire Development in Compartment 5 and the Probability of Failure of Valve in Compartment 5
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[bookmark: _Toc305453087]Figure 70 Comparison between the Fire Development in Compartment 4 and the Probability of Failure of Flow Meter in Compartment 4
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[bookmark: _Toc305453088]Figure 71 Comparison between the Fire Development in Compartment 4 and the Probability of Failure of Valve in Compartment 4
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[bookmark: _Toc305453089]Figure 72 Comparison between the Fire Development in Compartment 3 and the Probability of Failure of Flow Meter in Compartment 3
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[bookmark: _Toc305453090]Figure 73 Comparison between the Fire Development in Compartment 3 and the Probability of Failure of Valve in Compartment 3
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[bookmark: _Toc305453091]Figure 74 Comparison between the Fire Development in Compartment 2 and the Probability of Failure of Flow Meter in Compartment 2
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[bookmark: _Toc305453092]Figure 75 Comparison between the Fire Development in Compartment 2 and the Probability of Failure of Valve in Compartment 2
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[bookmark: _Toc305453093]Figure 76 Comparison between the Fire Development in Compartment 1 and the Probability of Failure of Flow Meter in Compartment 1
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[bookmark: _Toc305453094]Figure 77 Comparison between the Fire Development in Compartment 1 and the Probability of Failure of Valve in Compartment 1



[bookmark: _Toc305484886]Set Compartment 1 and 7 on Fire

Compartment 1 and 7 were set on fire in the same time and the test was running for 20 minutes (1200 time steps).
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[bookmark: _Toc305453095]Figure 78 Comparison between the Fire Development in Compartment 1 and the Probability of Failure of Flow Meter in Compartment 1

[image: ]

[bookmark: _Toc305453096]Figure 79 Comparison between the Fire Development in Compartment 1 and the Probability of Failure of Valve in Compartment 1
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[bookmark: _Toc305453097]Figure 80 Comparison between the Fire Development in Compartment 7 and the Probability of Failure of Flow Meter in Compartment 7
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[bookmark: _Toc305453098]Figure 81 Comparison between the Fire Development in Compartment 7 and the Probability of Failure of Valve in Compartment 7
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[bookmark: _Toc305453099]Figure 82 Comparison between the Fire Development in Compartment 2 and the Probability of Failure of Flow Meter in Compartment 2

[image: ]

[bookmark: _Toc305453100]Figure 83 Comparison between the Fire Development in Compartment 2 and the Probability of Failure of Valve in Compartment 2
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[bookmark: _Toc305453101]Figure 84 Comparison between the Fire Development in Compartment 6 and the Probability of Failure of Flow Meter in Compartment 6
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[bookmark: _Toc305453102]Figure 85 Comparison between the Fire Development in Compartment 6 and the Probability of Failure of Valve in Compartment 6
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[bookmark: _Toc305453103]Figure 86 Comparison between the Fire Development in Compartment 3 and the Probability of Failure of Flow Meter in Compartment 3
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[bookmark: _Toc305453104]Figure 87 Comparison between the Fire Development in Compartment 3 and the Probability of Failure of Valve in Compartment 3
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[bookmark: _Toc305453105]Figure 88 Comparison between the Fire Development in Compartment 4 and the Probability of Failure of Flow Meter in Compartment 4
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[bookmark: _Toc305453106]Figure 89 Comparison between the Fire Development in Compartment 4 and the Probability of Failure of Valve in Compartment 4
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[bookmark: _Toc305453107]Figure 90 Comparison between the Fire Development in Compartment 5 and the Probability of Failure of Flow Meter in Compartment 5
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[bookmark: _Toc305453108]Figure 91 Comparison between the Fire Development in Compartment 5 and the Probability of Failure of Valve in Compartment 5



4 [bookmark: _Toc305484887]Conclusion

From the testing, we had a fairly detailed understanding of the inner workings of compartment zone fire models in the FPE and thus understood how to use the FPE to predict the consequences of the fire in compartments in the ship. It is important that the testing results show the predictive capability of the FPE is practicable. Therefore, the FPE is suitable for the fire development simulation use, and it is sufficient for the probability of failure prediction.

More detailed testing results are in ATCS\FPE\Test Results.
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2 [bookmark: _Toc312923688]Vision



Ship survivability is dependent upon the continued operation of ship combat loads, which are, in turn, dependent upon resources from ship auxiliary systems including ship electrical, chilled water, low pressure air and hydraulic systems.

With current hard wired systems, ship survivability has greatly improved. Current approaches to reduce the vulnerability of shipboard control system involve the use of redundant controllers, distributed PLCs and wiring approaches that attempt to optimize fail-over capabilities. Unfortunately, these approaches do not have the capability to anticipate the threat and take corrective action prior to a damage event.

The goal of developing anti-threat control system (ATCS in collaboration with John Hopkins University) is to develop and demonstrate a much more survivable shipboard engineering control system (ECS). This advanced ATCS would reduce the vulnerability of ship systems by automatically assessing ship threats prior to a damage event and then reconfiguring the auxiliary sub-systems prior to a missile hit to minimize the impact of the damage event.



3 [bookmark: _Toc312923689]Architecture



This is a brief overview of the Architecture of the System for such Tabletop.

There are two interactions of the ATCS with ship systems: the ATCS will receive signals from shipboard sensor systems that indicate imminent threats to the ship; the ATCS will also receive mission objectives from a ship commander; and the ATCS will generate responding control commands to the ship auxiliary system.

The main function ATCS performs is to use the threat information and an awareness of the current state of the auxiliary systems to generate a reconfiguration strategy for the shipboard auxiliary system device controllers that will reroute the supply of critical resources away from ship areas at risk to areas of need.

3.1 [bookmark: _Toc312923690]Communication Architecture







[bookmark: _Toc300760058]Figure 1: Communication architecture



PLC Proxy: Software interface for directly communicating with the hardware I/O modules. It translates command messages into I/O control signals and translates sensor I/O signals into corresponding Observation messages.

Switchboard: The switchboard is the central hub of communications for all software components. It implements a publish/subscribe communications model that promotes loose coupling of software components. Every module can publish it services and also subscribe for a particular one.

Controller: The controller generates control actions based on Observation messages (generated by the PLC Proxy in this architecture) and Mission Objectives messages (generated by the Stimulator in this architecture). 

Stimulator: The Stimulator presents scenarios to controllers by producing Faults and Mission Objectives messages and records all activity in the system for post-scenario analysis.

Fault Stimulator: This process does the following:

· Simulates faults: When possible, issues hardware commands that emulate the corresponding faults received in Fault messages. For example, if a fault message indicates valve 1 is stuck closed, the fault simulator will issue a close command for valve 1.

· Translate Command Requests: When any command request is received, the fault simulator either generates the corresponding command, or discards the command request if the request corresponds to a faulty component. For example, if valve 1 is currently in the stuck closed state, the fault simulator will reject any portion of a command request attempting to change the state of valve 1.

· Ground Truth: The fault simulator will also generate State messages each time it observes an Observation message. This state message will reflect the current fault state of all components in the tabletop. Controllers without diagnostic components use this “ground truth” state information to implement reconfiguration strategies.

3.2 [bookmark: _Toc312923691]Tabletop







[bookmark: _Ref293563910][bookmark: _Ref293563848][bookmark: _Toc300760059]Figure 2: Tabletop schematic



The Tabletop is a scaled-down physical prototype of ship fluid and electrical system. The system includes plumbing, controls and communications, and electrical components that mimic real-life operations. 

The tabletop test bed shown in Figure 2 represents the chilled water distribution system. It was built mostly as a qualitative tested rather than a purely quantitative source of information.

 This prototype provided information on unknown behaviors such as the directions of the water flow inside the pipes that is obtained for specific valve configurations (water routes). 

The table top includes 4 main subsystems: loads, chiller plants, valves, and pipes. There are total 6 loads, L01 to L06, with L05 and L06 as vital loads and the remaining are non-vital loads. As a simplified tester, the test bed doesn’t simulate the actual heat transfer of each load. There are 6 flow meters installed next to the load to indicate if there is chilled water service.

High loading conditions will require that non-vital or low priority loads to be shed from the cooling loop. The water services include 26 valves to transport water from chillers to loads to for cooling purpose. For the chiller, only pumping function is simulated with flow meters indicating chilled water flow rate while cooling function is ignored. In addition, the test bed also simulates the electrical systems with 8 redundant power panels. The controls of the relays for electrical system are not included in this work.

The tabletop has an integrated control architecture which includes Siemens Automation technology for control and visualization. The control architecture includes the sensing and actuation I/Os for tabletop plumbing and electrical components as well as data acquisition and controls through Siemens programmable logic controllers with a highly interoperable and modularized supervised control software.

3.3 [bookmark: _Toc312923692]Multi-agent Based Control



If there is any damage on chillers or water routes, the current contract must be de-committed, and a new route negotiated. This is done through detection, isolation and reconfiguration steps. While combinations of all the chillers cannot supply needed cooling, the system will have to shed all non-vital branches off the mainline to provide maximum cooling capacity to the vital services.

This study considers a market based approach in resource management for a ship chilled water control system. As loads are overheated, they are announced and agents representing the chillers bid for the tasks. Each chiller calculates its bid based on its marginal cost of performing the task and the lowest bid is awarded the task.

For every device we consider the following states:

· UNKNOWN

· BROKEN

· ON

· OFF

Partially functioning components (for example, a chiller running at 40% capacity) are not considered.

In order to make agents interact each other, we implement the FIPA Contract Net Protocol. 

3.4 [bookmark: _Toc312923693]FIPA Contract Net Protocol



In FIPA Contract Net Protocol we basically have two different actors, an Initiator and a Responder (Participant in the picture). The Initiator asks m proposals to different Responder by sending a call for proposal (known as CFP). The CFP specifies the task the Initiator wants the Responder to achieve as well as any kind of conditions the Initiator is placing upon the execution of the task. Within these conditions, we find a deadline for responders. Once the deadline passes, The Initiator will evaluate two kinds of responders, the ones who will PROPOSE and the ones who will REFUSE.

Within the responders who will Propose, the Initiator will selects agents to perform task: one, several or no agents may be chosen. The imitator will send an ACCEPT-PROPOSAL message to selected agents, and a REJECT-PROPOSAL message to others.

[image: ]

[bookmark: _Toc300760060]Figure 3: FIPA Contract Net Protocol



3.5 [bookmark: _Toc312923694] Implementation in JADE



The multi-agent system is implemented in JADE.

The JADE (Java Agent Development Environment) toolkit provides a FIPA compliant agent platform and a package to develop multi-agent systems. 

· It does not define any specific agent architectures but provides a basic set of functionalities essential for autonomous agent architecture. 

·   Autonomy is interpreted as an implementation of agents as active objects (that is, with their own thread of operation by adding behaviors, either cyclic, or on ticks).

·  The requirement for sociality leads to enabling agents to hold multiple conversations on a peer-to-peer basis through an asynchronous messaging protocol.

JADE is a middleware that facilitates the development of multi-agent systems. It includes

· A runtime environment where JADE agents can “live” and that must be active on a given host before one or more agents can be executed on that host.

· A library of classes that programmers have to/can use (directly or by specializing them) to develop their agents.

· A suite of graphical tools that allows administrating and monitoring the activity of running agents.

· Each running instance of the JADE runtime environment is called a Container as it can contain several agents.

· The set of active containers is called a Platform.

· A single special Main container must always be active in a platform and all other containers register with it as soon as they start.

[image: ]

[bookmark: _Toc300760061]Figure 4: Routing discovery process



· The communication paradigm adopted is the asynchronous message passing.

· Each agent has a sort of mailbox (the agent message queue) where the JADE runtime posts messages.

· Whenever a message is posted in the message queue the receiving agent is notified.

· If and when the agent actually picks up the message from the message queue is completely up to the programmer.

[image: ]

[bookmark: _Toc300760062]Figure 5: Messaging process in JADE



Messages exchanged by JADE agents have a format specified by the ACL language defined by the FIPA (http://www.fipa.org) international standard for agent interoperability.

· The sender of the message

· The list of receivers

· The performative

· The content 

· The content language i.e. the syntax used to express the content

· The ontology i.e. the vocabulary of the symbols used in the content and their meaning

· Some fields used to control several concurrent conversations and to specify timeouts for receiving a reply such as conversation-id, reply-with, in-reply-to, reply-by.

· The communicative intention (also called “performative”) indicating what the sender intends to achieve by sending the message.

· The performative can be

· REQUEST, if the sender wants the receiver to perform an action,

· INFORM, if the sender wants the receiver to be aware a fact,

· QUERY_IF, if the sender wants to know whether or not a given condition holds,

· CFP (call for proposal),

· PROPOSE,

· ACCEPT_PROPOSAL,

· REJECT_PROPOSAL,

· and more.

FIPA specifies a set of standard interaction protocols, which can be used as standard templates to build agent conversations. For every conversation among agents, JADE distinguishes the Initiator role (the agent starting the conversation) and the Responder role (the agent engaging in a conversation after being contacted by some other agent) as we already described in the FIPA Contract Net section. 

The job an agent has to do is typically carried out within “behaviors”.

A behavior represents a task that an agent can carry out and is implemented as an object of a class that extends jade.core.behaviours.Behaviour.

ContractNetInitiator and ContractNetResponder are respectively the Initiator behavior and the Responder behavior in the FIPA contract Net Protocol.

Load agents implement only the ContractNetInitiator behavior (Initiator for Chillers). Chillers agents implements both ContractNetInitiator (Initator for Valves) and ContracNetResponder Behaviours (Responder for the overheated Load). Valves agents implement both ContractNetInitiator and ContractNetResponder behaviors.



3.6 [bookmark: _Toc312923695]Contracts



A contract is an agreement between two agents that specifies the statuses of both agents. If the contract specifies that these agents are ON, then the contract represents an upstream/downstream relationship between the two agents. Water flows from the upstream agent to the downstream agent. An agent can initiate an upstream/downstream relationship by accepting a proposal elicited from a neighboring agent with a CFP.

The only non-adjacent agents that enter into contracts with each other are Load Agents and Chiller Agents. This relationship represents the Load Agent’s final water route selection.



3.7 [bookmark: _Toc312923696]Route Discovery Process



The route discovery process employs a recursive algorithm to select the best route from a Chiller Agent to a Load Agent.

1. Send CFP to each neighbor except in the following conditions:

a. The neighbor is in the same neighbors list as the agent who forwarded the CFP

b. The agent is a Load Agent. In this case, it will send CFPs to each Chiller Agent

c. The neighbor is a load

d. The neighbor is already part of the proposed route

2. Each neighbor recursively calls this algorithm and returns the results except if the neighbor is a chiller

3. Agent picks best route returned by each neighbor

There are several conditions under which an agent can refuse a CFP.

· The agent is malfunctioning

· The proposed route conflicts with a currently held contract

Each proposed route’s cost is calculated with three things to consider. “Operation cost” is the cost associated with changing a physical component’s state to meet the proposed water route’s requirements. If a task requires a valve open and if the valve is already on, the operational cost for this valve will be 0, otherwise, there is a cost defined to toggle the valve’s state. “Transportation cost” is the total of the distances between each agent in the route. The sum of the operation cost and transportation cost is multiplied by a factor determined by risk due to probability of failures.

Once a route has been selected, the agents in that route must be informed. The Request Protocol is used.

1. Determine if agent is capable of participating in route. If not, reject request

2. Send Request to next agent in route. The next agent in route recursively calls this algorithm and returns the result.

3. If next agent in route reports that it can participate in the route, then report likewise

4. Change status to that requested

Figure 6 shows the route discovery process and route acceptance requests in a simplified system: a load and chiller connected by a single valve.





[bookmark: _Ref300587489][bookmark: _Toc300760063]Figure 6: Route discovery process and route acceptance requests



3.8 [bookmark: _Toc312923697]Implementation in JADEX



There is an initiator and a participant side of the protocol. The initiator, which is load agent in the current structure, sends a call for proposal to an arbitrary number of participant agents (chiller agent and valve agent). Then it waits for proposals of the participants until a given deadline has passed. Up to this deadline the participants can either send a propose message or a refuse message. When the deadline has passed, the initiator decides about all of the received proposals and either sends reject- or accept-proposal messages to the participants. The elected participants now have the commitment to perform the task. Thereafter they send an inform message with the result (if any), or if the execution has failed, they send a failure message. In the current structure, there are five corresponding goals, called “cnp_initiate”, “cnp_evaluate_proposals”, “cnp_receiver_interaction”, “cnp_make_proposal” and “cnp_execute_task”. The first two implement the initiator side; the other ones belong to the participant side.

[image: ]

Figure 7 Structure in Jadex



[bookmark: _Toc312923698]Initiator Side



From the view of the initiator side the Contract Net protocol can be started via dispatching the “cnp_initiate”-goal. During execution of the goal the protocol engine will automatically dispatch a “cnp_evaluate_proposals”-goal. This goal should be handled to decide which proposal should be accepted.

 cnp_initiate parameters:

		Item

		Type

		Description



		cfp

		Class

		The call for proposals will be sent to all participants.



		cfp_info

		Object

		Some local information about the cfp.



		language

		String

		The language that will be used in the agents’communication.



		receives

		IComponentIdentifier

		The receivers of the call for proposal.



		result

		Proposal

		Output. The proposal







cnp_evaluate_proposals parameters: 

		Item

		Type

		Description



		cfp

		Class

		The original call for proposals as initially sent to participants.



		cfp_info

		Object

		Local information about the cfp if set in the initiate goal.



		proposals

		Proposal

		The proposals received from the participants.



		acceptables

		Proposal

		Output. The acceptable proposals that should be selected.







[bookmark: _Toc312923699]Participant Side



On the participant side the “cnp_make_proposal” goal is used by the capability to indicate that a proposal for a cfp should be generated. The MakeProposalPlan that handles this goal finds all necessary information about the cfp in the parameters of the goal. On the basis of this knowledge it can decide to participate in the contract-net negotiation by creating a proposal and storing it into the proposal out-parameter.

cnp_make_proposal parameters: 

		Item

		Type

		Description



		cfp

		Class

		The original call for proposals as initially sent to participants.



		initiator

		IComponentIdentifier

		The agent identifier of the protocol initiator.



		proposal

		Proposal

		Output. The proposal that will be sent back to the initiator (load agent).



		proposal_info

		object

		Output. Some local data, risk and route, for the proposal. It will be available in the cnp_execute_task goal.







If a proposal has been made and the initiator selects the participant as one of the winners a "cnp_execute_task" goal will be raised. The ExecuteTaskPlan plan will be provided that handles the goal, executes the task and reports back the results of the processing.

cnp_execute_task parameters: 

		Item

		Type

		Description



		initiator

		IComponentIdentifier

		The agent identifier of the protocol initiator.



		proposal

		Proposal

		The final proposal



		proposal_info

		object

		Some local data for the proposal. 







3.9 [bookmark: _Toc312923700]Switchboard



For the real model we need to connect this multi-agent system to the Tabletop. A Switchboard Agent has the purpose of establishing communication between the multi-agent system and the tabletop.

This agent establishes two kinds of communications. This agent subscribes for observation channel and will receive all the sensors data of the switchboard. Through flow rates, this agent will decide if a load is overheated or not, and then will send a trigger message to the multi agent system to launch the protocol.

4 [bookmark: _Toc312923701]Requirements

4.1 [bookmark: _Toc312923702] ATCS Component

An ATCS Component is the base agent from which all ATCS agents are derived.

[bookmark: _Toc312923703]Properties

· Status: This property reflects the physical component’s status. Can be one of:

· UNKNOWN

· BROKEN

· ON

· OFF

· Risk: This property keeps track of the ATCS Component’s probability of failure

· Contract list: A list of contracts in which the agent is engaged in.

· Neighbor lists: Each list represents the adjacent agents through which water can flow to or from the agent. Water flows to the agent from one or more agents on one of the lists to one or more agents on the other list.

· Partner: A Load Agent and Chiller Agent have its internal valve as its partner. A Valve Agent’s partner is its corresponding valve in the water return loop.

· Partner status: An agent keeps track of its partner’s status

[bookmark: _Toc312923704]Initialization

· When an ATCS Component is created, its initial state is UNKNOWN

· Once the Switchboard Agent sends the first status update message, the status of the ATCS Component is synchronized with the state of the physical component

[bookmark: _Toc312923705]Receive Status

1. The ATCS Component will update its status property to that specified in the status update message

2. The ATCS Component will send its partner a status update message.

3. If the status property changes to a state that violates a contract requirement, the ATCS Component shall de-commit from that contract

[bookmark: _Toc312923706]Sending Proposal Acceptance

1. The ATCS Component will send an ACCEPT-PROPOSAL message to the agent whose proposal is being accepted

2. The ATCS Component will add a new contract to its contract list specifying itself as the upstream agent, and the accepted agent as the downstream agent

[bookmark: _Toc312923707]Receive Proposal Acceptance

1. The ATCS Component will add a new contract to its contract list specifying itself as the downstream agent, and the accepting agent as the upstream agent

2. The ATCS Component will set its status property to that specified by the accepted proposal

3. The ATCS Component will send a status update message to the Switchboard Agent

[bookmark: _Toc312923708]Receive Pipe Broken Message

1. The ATCS Component will form a contract specifying itself as OFF and the sender of the INFORM message as BROKEN.

2. The ATCS Component will change its status to OFF.

[bookmark: _Toc312923709]Contract De-commit

1. The ATCS Component shall inform each neighbor in route of a contract de-commit with an INFORM message

2. The ATCS Component shall remove the contract from its contract list

[bookmark: _Toc312923710]Risk

1. The ATCS Component will set its risk property to the value specified in the risk update message

2. If the ATCS Component’s risk is too high, send an INFORM message to every upstream and downstream agent specified in each contract in its contract list

4.2 [bookmark: _Toc293910968][bookmark: _Toc312923711]Load Agent

A Load Agent represents a critical ship subsystem which requires a constant supply of chilled water. Load Agent contains an internal valve which controls water flow through this component.

[bookmark: _Toc312923712]Additional Properties

· Internal valve status: This property keeps track of the status of the Load Agent’s internal valve. Values can be:

· BROKEN

· ON

· OFF

[bookmark: _Toc293910971][bookmark: _Toc293910972][bookmark: _Toc293910974][bookmark: _Toc293910975][bookmark: _Toc312923713]Contract Initiation

Contract initiation occurs when a load requires water service.

1. The Load Agent will check to make sure the status of the internal valve agent is not BROKEN

2. The Load Agent will send a CFP to each Chiller Agent, specifying itself as the target of route discovery

3. The Load Agent will listen for proposals from the Chiller Agents

[bookmark: _Toc293910977][bookmark: _Toc293910978][bookmark: _Toc312923714]Receive Call for Proposal

Load Agents will never receive CFPs, and should not wait for or respond to them.

[bookmark: _Toc312923715]Receive Proposals

1. The Load Agent shall select the least costly proposal from all that it receives

2. Send ACCEPT-PROPOSAL message to sender of selected proposal

3. Send REJECT-PROPOSAL message to senders of unselected proposals

4. The Load Agent will set its status property to that required by the new contract

5. The Load Agent will send a status update message to the Switchboard Agent

4.3 [bookmark: _Toc293910981][bookmark: _Toc293910982][bookmark: _Toc293910983][bookmark: _Toc293910985][bookmark: _Toc293910986][bookmark: _Toc293910987][bookmark: _Toc293910988][bookmark: _Toc312923716]Chiller Agent

A Chiller Agent represents a pump that supplies chilled water. It contains an internal valve that controls water flow.

[bookmark: _Toc312923717]Additional Properties

· Internal valve status: This property reflects the status of the Chiller Agent’s internal valve. Value can be one of:

· BROKEN

· ON

· OFF

[bookmark: _Toc293910991][bookmark: _Toc293910992][bookmark: _Toc312923718]Contract Initiation

Contract initiation occurs when the Chiller Agent receives a CFP from a Load Agent.

1. The Chiller Agent will check that the internal valve status is not BROKEN

2. The Chiller Agent shall send a CFP to each neighbor

3. The Chiller Agent will listen for proposals from its neighbors.

[bookmark: _Toc312923719]Receive Call for Proposal

1. The Chiller Agent will begin contract initiation

2. The Chiller Agent will select the least costly proposal produced from contract initiation

3. The Chiller Agent shall respond to the CFP by proposing with the selected proposal

4.4 [bookmark: _Toc293910996][bookmark: _Toc293910997][bookmark: _Toc293910998][bookmark: _Toc293910999][bookmark: _Toc312923720]Valve Agent

A Valve Agent represents a valve that controls water flow.

[bookmark: _Toc293911001][bookmark: _Toc293911002][bookmark: _Toc312923721]Contract Initiation

Contract initiation occurs if the Valve Agent receives a CFP from a neighbor.

1. The Valve Agent should ensure that its status is not BROKEN

2. The Valve Agent should send a CFP to each neighbor that is not on the neighbor list that contains the agent which sent the CFP

3. The Valve Agent will listen for proposals from its neighbors

[bookmark: _Toc312923722]Receive Call for Proposal

When a Valve Agent receives a CFP, it should continue water route discovery by contract initiation. The agent will respond to the CFP with the best route.

1. The Valve Agent will initiate a contract

2. The Valve Agent will select the least costly proposal from the contract initiation

3. The Valve Agent will respond to the CFP by proposing with the least costly proposal

[bookmark: _Toc312923723]Receive Proposal

1. The Valve Agent will select the least costly proposal from all the proposals it receives

2. The Valve Agent will send an ACCEPT-PROPOSAL message to the agent that proposed the selected proposal

3. The Valve Agent will send REJECT-PROPOSAL messages to the agents whose proposals were not selected

[bookmark: _Toc293911006][bookmark: _Toc312923724]Receive Contract Acceptance

1. The Valve Agent will change its status property to that required by the contract

2. The Valve Agent will send the Switchboard Agent a status update message

4.5 [bookmark: _Toc293911009][bookmark: _Toc293911010][bookmark: _Toc293911013][bookmark: _Toc293911014][bookmark: _Toc312923725]Pipe Agent

A Pipe Agent represents a physical pipe that transports water. It does not participate in contract negotiations and serves only to alert neighbors of leaks.

[bookmark: _Toc312923726]Receive Status

When a Pipe Agent receives a status update of BROKEN, it will send an INFORM message to its neighbors. It will initiate a contract with each neighbor specifying its own status as BROKEN and each neighbor’s status as OFF.

4.6 [bookmark: _Toc293911016][bookmark: _Toc293911017][bookmark: _Toc312923727]Switchboard Agent

The Switchboard Agent does not derive from ATCS Component. It facilitates communication between the tabletop and ATCS Components.

[bookmark: _Toc312923728]Mission Objectives

The Switchboard Agent will interpret the mission objectives and send the appropriate status update messages to each Load Agent.

[bookmark: _Toc312923729]Receive Status

An ATCS Component can send a status update message to the Switchboard Agent. The Switchboard Agent will send commands to change the state of the physical component of the Tabletop.

[bookmark: _Toc312923730]Send Status

If the status of a physical component of the Tabletop changes state, the Switchboard Agent will send a status update message to the corresponding ATCS Component.

[bookmark: _Toc312923731]Risk

The Switchboard Agent can update each ATCS Component’s probability of failure with a risk update message.

5 [bookmark: _Toc312923732]Test Design

5.1 [bookmark: _Toc312923733]Test Procedure

1. Start the switchboard (onr_atcs/trunk/Source/Tabletop_Tools/Support_Files/switchboard/runServer.bat)

2. Start the Simulator (DIASTableTopSimulationDistribution_f)

3. Start the Fault Stimulator

a. Start MATLAB

b. Navigate to onr_atcs/Source/Tabletop_Tools

c. Run “set_path”

d. Navigate to onr_atcs/Source/Tabletop_Tools/Stimulator

e. Run “Stimulator”

f. Click “Start Manual” button to enter in mission objectives or faults

4. Start the multi-agent system (Tabletop_Tools\MultiAgentSystemV2\dist\MAS.jar)

5. Run Simulator (click the “play” button)

6. Send mission objectives and faults through the Stimulator

5.2 [bookmark: _Toc312923734]Test Cases

Each test case is a measure of time between with the condition is created until each load’s water requirements are satisfied.

		Test Case

		Description



		1 Load

		Load 1 turned on



		2 Loads

		Load 1 and Load 2 turned on



		3 Loads

		Load 1, Load 2, and Load 3 turned on



		4 Loads

		Load 1, Load 2, Load 3, and Load 4 turned on



		Break Chiller 1

		Break Chiller 1 when it is in a contract with Load 1. This test benchmarks how fast the system can recover from a failure.



		Break V14, V2, C1

		Break Valve 14, Valve 2, and Chiller 1 when Chiller 1 is in a contract with Load 1. This test benchmarks how fast the system can recover from multiple failures.





5.3 [bookmark: _Toc312923735]Test Results

		Test Case

		Jadex_RC6

		Jade

		Jadex_2.1



		1 Load

		11 s

		2 s

		2.4 s



		2 Loads

		22 s

		13 s

		7.1 s



		3 Loads

		33 s

		31 s

		7.4 s



		4 Loads

		44 s

		23 s

		10.4 s



		Break Chiller 1

		11 s

		14 s

		3.8 s



		Break V14, V2, C1

		11 s

		30 s

		4.1 s





[bookmark: _Toc312923736]Future Work

The current route discovery algorithm utilizes a currently existing contract net protocol implementation. As implemented, the initiator of route discovery cannot view or select from every possible route, since less desirable routes are rejected before being proposed to the load. In essence, proposal acceptances are done too early. To remedy this problem, a new route discovery algorithm will have to be implemented.

[bookmark: _Toc312923737]Improved Route Discovery

1. Send CFP to each neighbor except in the following conditions:

a. The neighbor is in the same neighbors list as the agent who forwarded the CFP

b. The agent is a Load Agent. In this case, it will send CFPs to each Chiller Agent

c. The neighbor is a load

d. The neighbor is already part of the proposed route

2. Return each neighbor’s proposal

3. If route discovery initiator, select least costly proposal. Otherwise, forward rejections or acceptances

Figure 7 shows the route discovery process in a simplified system: a load and chiller connected by a single valve.





[bookmark: _Ref300760483][bookmark: _Toc300760064]Figure 8: Improved route discovery
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Metrics and Test Plan for Experimentation of Control Algorithms on the NSWC Tabletop and JHU/APL Tabletop Simulator

General Metric Definitions - Loads, Capabilities and Operability

Loads (L) are a set of special components (H) that directly interact with the world outside of the system (L ( H). One or more loads combine to provide system capabilities (c(C). It is through capabilities that the system’s purpose is realized. The primary goal for a controller is to ensure that capabilities currently demanded by the operator are satisfied. Capabilities are expressed as propositional statements that define the necessary system load states (QL) for a capability to be satisfied c(C: QL ( {true, false}. Capabilities may include nested propositional statements when component dependencies exist. 
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Example A: Consider a simple system consisting of two electrically powered, water cooled radars (a, b ( L) which provide redundant capability for a ship. Both radars have associated attributes that represent their thermal state (h), the electrical power provided to the unit (w) and the setting of the unit (cmd: {on, off}). The radars are modeled as a simple finite state automata that includes three states: {ON, OFF and BROKEN}. As shown in figure 1 the ON state is constrained by three propositions, the OFF state is constrained by one proposition and the BROKEN state is unconstrained. A capability to “identify airborne threats” is 
      Fig. 1 – Simple Radar Model satisfied if either radar is ON. This capability is expressed through the propositional statement:


identify_airborne_threats = 
((cmda = ON) ( (ha < 125) ( (49 < wa < 51)) (

((cmdb = ON) ( (hb < 125) ( (49 < wb < 51))

Operator defined mission objectives are expressed through a weighted fitness function (v(t)) that expresses the utility of each capability; vc(t): QL,t ( [ac, 0] where ac is the operator defined value of capability ‘c’ being satisfied at time t. The operability (Θ) of the system is a normalization of the weighted sum of the capability’s fitness at the current time.
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(1)


Predicting the system’s ability to achieve operator defined mission objectives and the subsequent achievement of those objectives is our target metric as it is the information of most value and importance to the ship commander. A secondary metric is the efficiency in resource utilization realized by the control system. Efficiency is defined by a cost function er(t; ∆t)(R where r(R is a resource (e.g., potable water) used by the system. Other metrics are doctrinal constraints that describe “best practices”. For the purpose of this paper we ignore those metrics. The primary and secondary metrics combine to form two general utility functions (u and U) for the system. These two functions represent the instantaneous utility at any given time t and the average utility over a given time interval, respectively, and are given by
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where 
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is the sum cost of resource r of state transitions required to reach a new state (i.e. pump openings), 
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is the rate of resource consumption, and ∆t is an order-of-magnitude approximation of the time to be spent in this possible future state. It is assumed for this paper that all capabilities are mission critical, and costs are thus defined to be several orders of magnitude smaller than the value of capabilities. 


It is possible to define an alternative utility function as the quotient of the operability and costs, rather than the difference: 
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(5)

The 1 in the denominator ensures that, given proper definitions for cost, changes in capability overwhelm changes in cost. This is a necessary condition given our assumption that all capabilities are mission critical. While both u and 
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provide similar information on system utility, they do exhibit different behaviors. Specifically, while u is linear in both variables, 
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 has a non-linear dependence on costs. Consequently, finding an appropriate definition of costs that yields the desired capability-dominant behavior in all scenarios is slightly more complex for 
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. For this paper we decided to use the linear utility function u, primarily to avoid this added complexity.  

A. The Stages of Event Response


As a general rule, systems should always seek to maximize their utility, and the metric defined in (2) is useful in defining system performance; however, controlled system response to unanticipated events involves transitions that bear particular attention. A useful model for describing the stages a system goes through when responding to an event is the U.S. Navy’s Survivability Model [OPNAV P-86-4-99] (Fig. 2)
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Fig. 2 – Survivability Model


This model defines three damage response metrics: Susceptibility, which is a ship’s ability to minimize the decrease in operability associated with damage events; Vulnerability, which is a system’s ability to mitigate damage once it has occurred; and Recoverability, which is a ship’s ability to return to nominal operations. We focus on three thresholds within the Survivability model that are defined by the model: stability, capability and optimality. The stability point τs is the minimum time after which the system’s operability increases monotonically.



τs = min tn s.t. (i, ((ti > tn) (((ti) ( (( tn))
(6)


The capability point τc is the minimum time at which all of the operational needs defined by the operator have been met. 


τc = min tn s.t. ((T) = (ot(t)
(7)


where (ot is the operational threshold.


Note that severe damage may make the capability point impossible to achieve. The optimality point τo is the minimum time required to reach the best possible post-event solution. 



τo = min tn s.t.u(tn) = max u(t)
(8)

Example 2 – Consider the following sequence of events occurring within the simple system that was described in example 1:


intial settings: A = ON; B = OFF;


t0: a pipe in the radar A chilled water supply ruptures;  


ta: radar A overheats, automatically shutting off;

tb: the ruptured pipe is isolated, leakage of potable water is stopped

tc: radar B’s supply systems are activated, radar B is turned ON


td: radar A’s supply systems are de-activated.


This sequence of events will generate a survivability graph where τs’= tb, τc = tc and τo = td as shown in figure 3. The difference between 100% mission utility and the final utility is associated with a permanent loss in capability due to the unrecoverable loss of potable water. 
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Figure 3 – Survivability Model Example

II. Evaluating Control algorithm Performance


Operator decisions should be based upon an assessment and prediction of system stability, capability and optimality as defined in (3), (4) and (5). To evaluate a controller’s ability to support operator assessment and prediction after an unanticipated event we measure the stability
, capability and optimality of the controlled system over time for the entire state space.


Let us first look at stability. To support the analysis of system stability we make the following definitions:


x: 

system state, a unique combination of component states;


X: 

the set of system states (x(X);

X0:
the set of feasible states (X0 ( X) that includes states generated by uncontrolled events;


((x, t):
X0 ( t ( X a deterministic control function that defines a timed sequence of states through which the controlled system will progress in the absence of uncontrolled events;


x( : 
a stable state (x( ( X) is a state for which the stability relationship τs holds in the absence of post initialization uncontrolled events;


X(:

the set of stable states (X( ( X);


((t): 
((t) ( N; ((t) = |(xi((xi(X0)(( ((xi, t)( X())|; is the stability count function that returns the cardinality of initial states that the control function will progress to a stable state by time t;


X((:
the set of initial states that will never reach stability; 


xi ( X(( when ((xi(X0) ( ( ((xi, ()( X());  

When we are considering a controller’s impact on system stability two metrics are foundational, stability growth (6), which measures how well controller transitions unstable states to stable states over time, 
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and the cardinality of the stability gap (|X((|) which enumerates the number of unstable states. We combine these into a general utility function for system stability which is:
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where a1 and a2 are constants that define the relative importance of  pace of stability vs. completeness of stability. 
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 Figure 4 –Stability Analysis Plot

Using these definitions we can create a stability analysis plot (Fig. 4). This plot succinctly shows the principal tenets of our method for evaluating controller induced system stability: first, controller performance is evaluated as a function of the possible initial conditions; second, controller performance is evaluated over time; third, the rate at which initial states are transitioned to a stable state matters and finally, the number of states that cannot be transitioned into a stable state matters. Notice that vertical axis of our plot makes no distinction between initial states that have been precipitated by nominal commands or states that have been precipitated by uncontrolled events. The controller is required to achieve stability for all states regardless of their origin. At this point we do make the assumption that a well designed controller will not intentionally generate an unstable condition from a stable condition and as a result all nominal states will fall below the number of initially stable states threshold shown in Fig. 2; however, if the controller is poorly designed a nominal command will throw the system into a degrading state we need to be able to measure that fact.  


We use similar definitions to define system capability:


xδ : 
a capable state (x( ( X) is a state for which the capability relationship τc holds in the absence of post initialization uncontrolled events;


Xδ:

the set of capable states (X( ( X);


δ(t): 
δ(t) ( N; ((t) = |(xi((xi(X0)(( ((xi, t)( X())|; is the capability count function that returns the cardinality of initial states that the control function will progress to a capable state by time t;


X(δ :
the set of initial states that will never reach stability; 


We combine these into a general utility function for system capability which is:
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Figure 5 – System Fitness Curves


Finally, we use the same approach to define system optimality: 


x( : 
an optimal state (x( ( X) is a state for which the optimal relationship τo holds in the absence of post initialization uncontrolled events;


X(:

the set of optimal states (X( ( X);


((t): 
((t) ( N; ((t) = |(xi((xi(X0)(( ((xi, t)( X())|; is the optimality count function that returns the cardinality of initial states that the control function will progress to the optimal state by time t;


X((:
the set of initial states that will never reach stability; 


We combine these into a general utility function for system capability which is:
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By overlaying the stability, capability and optimality metrics on a single plot we can quickly envision the overall utility of a controller on a single graphic as illustrated in figure 5. 


Finally, we find the value of 
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 as defined in eq. (3) averaged across all N tested scenarios,
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A somewhat lengthy combined utility function can now be constructed to represent comprehensive controller fitness encompassing stability, capability, optimality and average utility:
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III. Simulation-based Test Architecture
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Figure 6 – Test Bed Architecture


IV. Tabletop Test parameters


A. Mission Criteria


Capabilities are defined by loads, each of which is modeled by a constrained finite state automata as shown in figure 6. For the tabletop there are six loads: V1, V2, NV1, NV2, NV3 and NV4. The values of the constraint settings for the loads are defined in table 1. Goal States to be used for testing, expressed as weighted propositional statements (e.g., (V1 = On, 0.8) are:

1: (V1 = Off, 1), (V2 = Off, 1), (NV1 = Off, 1), … (NV4 = Off, 1)




-- All Off


2: (V1 = On, 1), (V2 = On, 1), (NV1 = On, 1) …, (NV4 = On, 1)




-- All On


3: (V1 = On, 1), (V2 = Off, 1), (NV1 = Off, 1), …, (NV4 = Off, 1)




-- V1 on


4: (V2 = Off, 1), (V1 = On), 1), ((NV1 = Off), 1), …, ((NV4 = Off), 1)



-- V2 on


5: (NV1 = On, 1), (V1 = Off, 1), (V2= Off, 1), (NV2= Off, 0.8), …, (NV4 = off, 0.8) 

-- NV1 on


6: (V1 = On, 1), (V2 = On, 1), ((NV1 = On) ( (NV2 = on), 0.8),


    ((NV3 = On) ( (NV4 = On), 0.8)



    
-- V1 & V2 on w/at least one of each pair of non-vitals on.


7: (V1 = On, 1), (V2 = On, 1), (NV1 = On, 0), … (NV4 = On, 0)



    
-- V1 & V2 on others don’t care


8: (V1 = On, 1), (V2 = On, 1), (NV1 = On, 0.2), … (NV4 = On, 0.2)
    


    
-- All On, vitals more important
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Figure 7 – Example of a Constrained Finite State Automata Load Model


For the purpose of this testing all loads will be modeled as three state systems with the set of states being {ON, OFF and BROKEN} as shown in figure 6. The BROKEN state for all loads is unconstrained. Loads in the OFF state do not require resources and are only constrained by the command setting. 

Note that capability is dependent upon constraints in the load models and this dependency is modeled in the simulator. For example: V1 is ON iff ((CB31.current_out = nominal) ( ((ValveA.flow_out = nominal) ( (ValveB.flow_out = nominal)).

		ON

		TBD

		TBD

		TBD



		V1

		TBD

		TBD

		TBD



		V2

		TBD

		TBD

		TBD



		NV1

		TBD

		TBD

		TBD



		NV2

		TBD

		TBD

		TBD



		NV3

		TBD

		TBD

		TBD



		NV4

		TBD

		TBD

		TBD





Table 1 – Load Constraint Values for the ON State


B. Resource Costs

In addition to the fitness criteria associated with satisfying mission criteria we will measure resource costs. Costs are divided into two categories; transient costs associated with a specific transient action such as opening a valve or turning a pump on or off, and continuous costs associated with expenditure of a finite resource (e.g., potable water or electricity). Transient costs are designed to measure the wear and tear associated with turning machines on-off and to penalize thrashing. Note that the cost of potable water could be time-variant in the event of a rupture, approaching infinity as the amount of water left in the tanks approaches zero. Notice that resource costs (other than last of the potable water) are two to three orders of magnitude less than costs associated with satisfying a mission criteria; this enforces the requirement that satisfying mission criteria should always be the predominant criteria system objective. 

		Resource Use

		Cost



		Pump On (Transient Cost)

		0.01



		Load On (Transient Cost)

		0.01



		Valve Open

		0.01



		Switch Open

		0.01



		Pump On (electrical cost)

		0.001/sec



		Load On (electrical cost)

		0.001/sec



		Potable Water (lost)

		(design_capacity/supply)/sec





Table 2 – Resource Costs

C. Initial Conditions for the System

The initial conditions for the system will be generated automatically by a stimulation module. The stimulation module will explore the state space of the free variables in the system to devise candidate scenarios. Two criteria will be used to generate candidate scenarios: consistency and worst-case. A single set of simulation runs will be used to generate a Monte Carlo distribution of free variable values that can be used to generate consistent metrics across a broad range of control algorithms. A genetic algorithm will be used to generate an uneven distribution of free variable values that is biased towards the worst-case scenarios. This technique will identify the weak points of specific algorithms.

The free variables include the initial state of each component of the system (including failed states) the initial value of the attributes (normally resources) and the mission criteria previously defined. Prior to its inclusion in a test set each candidate will be checked for consistency. The number of failed states in the Monte Carlo test set scenarios with more than four failures will be pruned. The genetic algorithm scenario generation will be biased towards “bad” scenarios that require the fewest possible component failures.


1) Component-level Details of Initial Conditions


Components within the tabletop each have their own set of initial conditions. The product of these conditions, along with the mission criteria and system distribution discussed below, produce the feasible state space for system test. Component states are defined in two tiers: discrete state and failure-attribute value. Component state is limited to a finite number of discrete states expressed as a finite state automata. Component performance within these states is defined by a set of time-variant functions that define resource relationships. The functions contained in some failure states, such as “pipe.leaking”, express changes to the nominal functions. The variance in performance may itself vary. We express this through the failure-attribute variable. Specifics of component states that could be tested are defined in table 3. Note that some failure states not being considered in initial testing are not yet defined and not all components have failure states.

		Component

		State

		Failure Attribute

		Attribute Range



		Valve

		Open

		None

		



		

		Close

		None

		



		

		Partially Open

		Aperture

		0..max_Aperture



		

		Partially Closed

		Aperture

		0..max_Aperture



		Pump

		On

		None

		



		

		Off

		None

		



		

		Sub nominal

		RPM

		0..max_RPM



		Flow Meter

		Operating

		None

		



		

		<Future>

		TBD

		



		Tank

		Nominal

		None

		



		

		<Future>

		TBD

		



		Pipe

		Nominal

		None

		



		

		Leaking

		Aperture

		0..max_Aperture



		Power Supply

		On

		None

		



		

		Off

		None

		



		

		Sub nominal

		Power

		0..Peak_Power



		Relay

		On

		None

		



		

		Off

		None

		



		Power Panel

		Nominal

		None

		



		

		Stuck_Open

		None (Power=Peak Power)

		



		

		Stuck_Closed

		None (Power = 0)

		



		Power Meter

		Nominal

		None

		



		

		<Future>

		TBD

		





Table 3 – Component States

D. System Distribution

A goal of this effort is to predict control performance of the system as a function of system complexity. To accomplish this we will need to take measurements of algorithm performance against multiple systems of varying complexity. We propose to vary the system complexity of the tabletop in two ways: first, we propose to deconstructively reduce the complexity of the tabletop by removing sets of components; second, we propose to vary the system complexity by varying the fidelity at which the tabletop is received and modeled by the control algorithm. Note that both the simulation and the physical tabletop will utilize significantly higher fidelity, opening up the possibility of errors derived from approximation error.  Details on these modifications are:


1) Resolution Variance


a) unit resolution of electricity (watts; 0 .. max power)
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b) unit resolution of flow (m3/s; min-flow .. max_flow)
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Note that the variance in resolution is the resolution used by the controller to devise a course of action. The resolution used by the simulation must be equal to or greater than that used by the controller. For example, if 2 bits are used to represent the outflow of a pump four possible values are considered by the controller: max, max* 2/3, max*1/3 and 0. On the other hand, if the simulator will use 32 bits then the simulator has 232 possible values for flow which will create the possibility of an approximation error between the controller’s representation of flow and the simulated reality of 0.125*max. It is expected that we can assess the impact of approximation error on the quality of controller decisions by filtering the information provided by the virtual sensors in accordance with the resolution variance. Measuring run-time performance will require modifications to the controller code-base.

2) System Variance

a) Remove NV4 loop



-- Now giving us 5 loads, 4 pumps


b) Remove NV3 loop



-- Now giving us 4 loads, 4 pumps


c) Remove Pump4 loop



-- Now giving us 4 loads, 3 pumps


d) Remove Pump3 loop 7 STBD Tank

-- Now giving us 4 loads, 2 pumps


e) Remove V2 loop and X-over
 

-- Now giving us 3 loads, 2 pumps 


� The stability metric defined here is distinct from stability metrics defined in the control literature by Lyupanov and others.
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Outline

		Revisiting Rule-Macro & MILP controllers

		Fire Propagation Testing: How & Why

		Experimental Methods & Results

		Developing the Hybrid controller using Fire Propagation

		Stochastic Test for Hybrid

		Mid-Fire Switching for Hybrid

		Application to Hardware
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APL Algorithms

Rule-Macro mimics fault protection systems aboard state-of-the-art spacecraft

Predefined fault conditions are detected, and predefined responses are executed

MILP models the fluid and electrical subsystems as connected graphs

The optimal configuration is determined by solving a Mixed-Integer Linear Program based on objectives and system constraints

*

From 400-trial test last year:





*









Testing Algorithms with Fire Propagation

*





*









Development of Hybrid Controller

*

Compared controllers across a range of fire propagation rates

Tested with fire from each of 7 compartments

Pumps / Valves / Relays failed at 400 K

Conclusions:

		Suggestion for a hybrid:

Rate ≤ 15  MILP

Rate ≥ 25  Rule-Macro

		Siemens implemented this Hybrid controller over the summer
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Stochastic Test for Hybrid

*

Hybrid should be expected to outperform controllers for previous test

A more meaningful test? Randomized component failure temperatures

Conclusions:

		Better to use Hybrid in response to constant-rate fire (any origin/rate or failure temps) than to use any individual controller

		Hybrid underperformance at low rate is telling
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Mid-Fire Switching for Hybrid

*

How would Hybrid fare when propagation rate changes mid-fire?

Started by using fire from Compartments 1&5 only

28 trials for each controller

Conclusions:

		Better to use Hybrid in response to changing-rate fire than to use any individual controller…



(for Compartments 1&5)

		Need a better understanding before implementing controller switching onboard
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Testing Hybrid & Fire Propagation on Tabletop

*

Applied Hybrid & Fire Propagation on hardware

We conducted 28 tests, and recorded times when loads were provided with water

Post-processing allowed for Sim-Hardware comparison

Conclusions:

		Demonstrated ability to apply concepts to hardware

		Comparison not 100% valid due to hardware/timing issues
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Testing Hybrid & Fire Propagation on Tabletop

*

Hardware Issues:

		Pump 3 isn’t controllable via software

		When powered manually, Pump 3 flows in reverse

		Due to controllability issue, had to manually configure multiple components



Timing Issues:

		Simulated fire data out of sync with measurements

		Observed controller latency
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1 Introduction

Naval operations involve a complex, interconnected set of effects that are produced by the combined effects of all combat systems on platforms in the operating area. Operational effects include intelligence, surveillance and reconnaissance capabilities such as those provided by ship radar and sonar systems; defensive capabilities, such as those provided by anti-missile and anti-torpedo systems; strike and communications systems. The combat systems that provide these effects are dependent upon electrical and fluid resources from ship auxiliary systems such as the ship’s electrical distribution and potable water supply systems. Because of these dependencies, ship auxiliary system failures can cause combat load failure, which in turn, can cause mission failure. 


To effectively manage a fleet of ships commanders must understand the current and project operating capabilities of the ships, specifically they must understand the current and future status of the combat loads. Understanding the status of the combat loads requires that commanders understand auxiliary system status impacts on combat load availability. Viewed in their entirety, the auxiliary systems of a set of ships maneuvering in a common operating area represent a massively complex, time-critical, non-linear system. The complexity of ship systems makes it impossible for human commanders to personally manage the intimate details of each auxiliary system and assess the impact individual component within the auxiliary systems have on the ship combat loads and mission success. Commanders require tools to identify mission and combat load impacts from current and predicted changes within ship auxiliary systems. For several decades now the Navy has been researching automates tools and techniques for assisting the sailor in understanding and controlling the ship auxiliary systems. 


Unfortunately the highly complex, dynamic, non-linear characteristics that make ship auxiliary systems difficult for humans to manage also present challenges to machinery controls automation and, to date, no controls approach has been found that is capable of managing complex ship systems in a timely manner. The result of which is that unexpected changes in auxiliary system components can impact ship operating capabilities without informing commanders in a timely manner.


Research Goals


The goal of this proposed research effort was to develop and demonstrate an advanced auxiliary control system that improves the predictability and reduces the vulnerability of ship systems by automatically assessing current and potential ship damage and then using this assessment to select a reconfiguration strategy that is best suited to the current situation. For example, ephemeral events and progressive damage events may require different approaches to auxiliary system control. Elements of this research included: (1) characterizing the current situation in a way that can be used to trigger changes to the auxiliary controls approach; (2) characterizing alternative control algorithms and controller organizational strategies; (3) devising a meta-controller that can, in real-time, select the appropriate control strategy; (4) developing and testing an adaptive controller that more effectively manages ship auxiliary systems by matching the control strategy to the current situation. 


This effort had five major tasks: (1) in conjunction with Naval Surface Warfare Center (NSWC) develop and support a hardware and simulation electrical-fluid test beds for use by the research community; (2) support the testing of advanced control algorithms emerging from the basic research community; (3) develop and test an anticipatory controller that models progressive damage (e.g., fire) and uses these models to devise and execute control responses; (4) develop and test a hybrid controller that selects the optimal control policy (from an a priori set) in response to current ship conditions; (5) develop and test an agile controller that reconfigures coordination strategy and topology of a distributed controller. 


Methodology

This effort is a companion effort to Office of Naval Research (ONR) contract N00014-09-C-0396, which is a basic research task aimed at answering the same questions posed by this research. As a basic research effort “0396” is primarily analytical and, when simulation-based experimentation is used, it is with low-fidelity (Matlab) models aimed at exploring basic control strategies. This effort is designed to explore whether the principals discovered in the 0396 hold true for high-fidelity simulations and hardware in-the-loop systems. This effort relied on 0396 to examine several hypothesis, specifically 0396:


Investigated the use of information theory to characterize controller performance


Investigated the use of information theory to characterize damage events


Conducted basic research in model-based reasoning


Provided with these basic research products this effort was to investigate the feasibility of developing an adaptive auxiliary control system that either based its design, or changed its structure in real-time, in response to changes in the ship operating environment. Our strategy to conduct this investigation followed these steps:


1) Select a suitable demonstration platform, ideally an electrical fluid system with accompanying simulator. The demonstration platform selected was the NSWC tabletop and simulator developed under previous efforts. This platform was selected because: (a) it exhibits phenomena that are known issues for ship auxiliary systems (e.g, load shedding), (b) it is sufficiently  complex (NP-hard) to pose an interesting problem, (c) it is not overly complex, meaning that it does not present and undue burden on the modeling team. It is not surprising that the NSWC-CD tabletop met these criteria as they were criteria used during the tabletop’s design.

2) Devise a dynamic damage scenario capability for the demonstration platform. A fire propagation scenario was selected. Fire was selected because: (a) it represents a relevant damage event for Navy ships, (b) suitable fire models were available for NRL/NSWC for adaptation into this program and (c) the rate and severity of fire propagation/damage can be treated as free variables, providing us with a rich data set.

3) Develop an agent-based general-purpose demonstration platform control architecture that can easily adapt to the changes in control strategy (including changes to control algorithm and structure). We selected a custom agent-based software architecture hosted on a Siemens PLC. Siemens PLCs were selected because they were representative of the class of controller used on Navy ships.

4) Select a diverse set of control algorithms for examination and build, or aquire, software implementations of these algorithms and integrate them into the demonstration platform control architecture. Three algorithms were selected: rule-macro, mixed-integer linear programing, and market-based. These algorithms were selected because they represented significantly different approaches to control. Rule-macro is a stimulus-response look-up table based upon heuristics. Rule macro  is used by JHU/APL (and others) for control of spacecraft and represents the state of practice in the controls community. Mixed integer linear programing is a centralized intelligent control approach and market-based is a decentralized search-base approach. We originally planned on using a model-based controller, unfortunately a suitable model-base controlled was unavailable.

5) Develop a stimulation capability that can provide varying conditions. The stimulation capability consisted of an adjustable fire propagation software that modeled auxiliary components failures that would be produced by a fire.


6) Conduct simulation based experiments to produce data that can be used to define controller efficacy as a function of information theoretic changes in the situation. Validate these results by conducting hardware in-the-loop experiments.


7) Analyze these results to define conditions under which each control strategy outperforms its peers and develop a meta-controller to change algorithms in response to environmental changes. Use the metrics devised during prior efforts to compare and contrast the differing control strategies with the hybrid controller.


8) Devise a predictive fire propagation model that can be used by the controller to “anticipate” component failures. Model.


9) Experiment with control strategies that devise reconfiguration solutions that take into account predicted future failures.


10) Repeat steps 7..8

11)  of  for To accomplish this we required (1) a suitable test bed for testing such a system and (2) a prototype system.

This research was based upon the assumption that, in production, the Auxiliary Control System (ACS) will passively tap into pre-existing communications channels between ship sensor and command and control systems (e.g., Cooperative Engagement). ACS is designed to use information from ship systems that indicates the presence of damage and the potential for future damage (e.g., smoke alarm) as well as an awareness of the current state of the auxiliary systems (from the ECS) to generate a reconfiguration strategy for the shipboard auxiliary system device controllers that will reroute the supply of critical resources away from ship areas at risk to areas of need. 

2 Candidate Controller Testing 

The first set of test was designed to determine the relative efficacy of the three implemented control algorithms as a function of time. In the initial test phase we compared the relative utility of , we discussed the latest Multi-agent System (MAS) controller’s performance result and compared it with other two controllers. The metrics used to evaluate the controllers are described in Appendix J, Tabletop Metrics, specifically, we compared the controllers’ performance over time, using the Capability and Utility metrics for the benchmark. The benchmark had included the same 400 trials for each controller. Each trial had the same mission objective which all loads were opened and required the chilled water. Each trial had a different fault scenario with a random combination of around 1 failed pump, 2 valves stuck closed, 1 leaky pipe, <1 failed power supply, and 2 relays stuck open. The benchmark showed the Utility & Capability achieved by each controller averaged over 400 trials. Each instance of a leaky pipe in the benchmark refers to a pipe through which half of the water is lost. Controllers have a choice as to whether they should provide a load with chilled water even if it means transporting this water through a half-leaking pipe.


During initial control algorithm testing  the ACS architecture contained four primary components as shown in the figure below. These components are: (1) a software simulation of the electrical-fluid tabletop demonstrator, (2) a stimulator, (3) a switchboard and (4) a controller. The tabletop simulator receives commands, which could be commands produced by the controller or fault induced state changes, and produces a time series simulation of the controlled resources (water and power) throughout the system. The stimulator produces a test scenario, which includes a set of component failures. The switchboard accepts inputs from all possible input streams and produces a single command sequence for the table top simulator. Possible command streams include: manual inputs through the human machine interface (not sown in the figure below), faults contained within a test contained in a batch of tests. The switchboard resolves conflicts between inputs (e.g., a commanded opening of a valve that has failed to the stuck closed state), sending a single commanded state to the simulator. Finally, the controller is a PLC-hosted tabletop that contains one of three algorithms being tested. The controller receives tabletop system status from the tabletop simulator and uses the currently selected control algorithm to devise a set of commands.
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Figure 1 - Configuration for Initial Control Algorithm Testing
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Figure 2 - Comparison of the Controllers Performance Benchmark

sion


Three classes of algorithm were tested: Rule-Macro, which uses heuristics derived from subject matter experts to determine control actions; Mixed–Integer Linear Programming (MILP), and a Multi-Agent System (MAS)  based upon Contract Net. Controller performance was evaluated by the Utility and by Capability metrics defined in Appendix J. Our first hypothesis, that algorithm optimality varies as a function of time, was confirmed. This effect can be seen in the plots shown in figure 2 which shows that, each algorithm has a period of dominance in the time domain. This effect was seen for both the Utility and Capability metrics. 


As we can see by looking at the steady-state values of the Capability plot in Figure 2, MILP had chosen to keep some loads running at the expense of leaking water and this can be seen by looking at the drop-off of MILP's Utility score. Rule-Macro was quick to produce its best reconfiguration which tried to keep all loads running; however it was only designed to be single-fault tolerant, so it failed to find the optimal reconfiguration when presented with multiple faults. Finally MAS controller satisfied fewer objectives than MILP did, but since MAS successfully avoided the water leakage, it achieved higher Utility than MILP after t=80 seconds. In addition, MAS outperformed Rule-Macro in terms of Capability, after t=40 seconds. 


By looking at the utility plots shown in figure 2.2(a) we can see that the Rule-macro controller is dominant for the first 40 seconds, the MILP controller is dominant from 40-70 seconds and the MAS controller is dominant after 70 seconds. If continuing unanticipated component failures were to invalidate configurations, the rate at which these failures occurred would dictate which of the three failures would provide the best performance. Examining this hypothesis is the focus of the next set of experiments that we ran. Which is described in the next section.

The latest benchmark shows that the MAS controller is able to handle all kinds of concurrent events, avoid the system water leakages, and stabilize the system successfully. It has been proofed by comparing the result from running the 400 trials with penalties (switching penalty, continuous penalty, and leakage penalty) with the result from running the 400 trials without the penalties as shown in Figure 3.

  [image: image5.png]400 Trials With Penalties

400 Trials Without Penalties

iy, Contrs stmaty scees shown g coomtity
i I
E
| SoTo) ] o
e i i 50 Cute T S
i i
o 12
“ ISl “ &)
2 i & 3 &
. e e T Coonti eged O e
Eo Lo
il ig“
H HE
== ’ =)
3 - N e 00>




 


Figure 3 - MAS controller performance

We can see that the two results are almost the same which means the current MAS avoids the penalties successfully. 

3 Hybrid Control of Dynamic damage Events


Having established that differing controllers perform better as a function of time the team set out to develop a hybrid control system that would select a controller from a set of controllers as a function of the information dynamics of the current situation.  For example, if the situation that required control was changing rapidly the controller would select the control algorithm that was known to perform the best when evaluated in the short term. Likewise, when the situation was evolving slowly the controller was better equipped to provide long-duration solutions would be selected. To test this hypothesis we would need a Naval relevant scenario that offered variations in required response times. We selected a fire event as our “scenario of choice”. Fire propagating throughout a ship allowed us to vary the rate of propagation within a specific test (e.g., having fire accelerate as it enters a ship space containing combustibles) or, alternatively, we could vary the general rate at which a fire propagates (simulating variances in the level of available combustibles).
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Figure 4 - Hybrid Control Architecture


As shown in figure 4, the hybrid control experiments required modifications to the control engine being tested and the test environment. The control engine was modified to incorporate all three algorithms simultaneously (prior versions linked in a single engine for each experiment) and introduced a meta-controller. The meta-controller observes the current situation and, based upon these observations, selects a single control to perform the next reconfiguration. The test mechanism was improved to include a fire simulation that modeled the propagation of fire through a virtual ship containing the tabletop’s electrical-fluid system. Because we were not modeling the fire suppression the ship completely burned up in each experiment. The Fire Propagation Models and the software adaptation of these models is described in Appendix G, Stimulator Fire Propagation Description. These models were validated through simulation-based experimentation, the results of which are described in Appendix H, Fire Prediction Engine Testing Report.  

The virtual ship is used in this experimentation is a notional ship designed around the tabletop system. The virtual ship has eight zones as shown in figure 5. Tabletop components are allocated to ship zones as shown in figure 6.
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Figure 5 – Virtual Ship Zonal Structure
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Figure 6 – Allocation of components to virtual ship zones


Results and Discussion


Two sets of hybrid control experiments were planned. In both sets of experiments we varied the rate at which fire propagated through the ship in each test within the set. In the first experiment we provided an ideal “oracle” that read the current fire propagation rate from the Fire stimulator to the meta-controller, which , in turn, used that rate to select the optimal control algorithm. Clearly having an oracle provide omniscient data on the rate at which damage is occurring within a ship is not operationally realistic; however, this simple set of experiments was useful in validating the utility of a hybrid controller should an effective assessment of the rate of damage propagation be provided. During the first experiment 28 fire propagation tests were run using the tabletop simulation system. During these runs the fire propagation rate was varied and the results tabulated by average utility and time since the fire started. As shown in figure 7 the hybrid controller equaled or bested individual controller strategies 90% of the time. Additional details on these tests are documented in Appendix K, Hybrid Algorithms and Testing. 


The second experiment extended the meta-controller to monitor the rate of components failures generated by the fire (admittedly the meta controller didn’t “know” what caused the failures) and to extract information-theoretic metrics from the observed component failures.  These information theoretic metrics were then compared to equivalent information-theoretic performance characterizations of controller performance derived from earlier simulation-based results. These comparisons are being used by the meta-controller in the basic research contract and the results of this effort will be described in that final report.
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Figure 7 – Performance metrics for individual algorithm and hybrid control systems.


4 Anticipatory Control of Dynamic damage Events


As described in the previous section, the hybrid control system reacts to component damage by selecting the optimal control algorithm for the current rate of damage. The hybrid controller is entirely reactive. Under this effort JHU/APL and Siemens also developed an anticipatory controller that anticipates future failures. The controller uses damage predictions to devise reconfiguration strategies that are not only effective for current conditions but are effective for expected future states as well. Likewise, the control algorithm that is used to define the reconfiguration is selected based upon the anticipated rate of future damage. 


As shown in figure 8, damage predictions are produced by incorporating a fire prediction engine into the control system. The fire prediction engine produces forward-looking fire propagation models that correlate to damage events. We used the same fire propagation model that was used earlier to stimulate damage events. The resulting test system now includes two fire propagation models that run in tandem, on model produces ground truth and the next model producing a forward-looking expectation within the controller. Fire is a complex, chaotic phenomena, and it is unrealistic for us to expect the on-board fire prediction model to accurately predict fires, and fire produced damage with high precision. So that the tests might produce realistic variances between ground truth and on-board predictions we inserted stochastic variants into the on-board prediction model. The end result was to produce a simulation-stimulation environment in which an on-board fire prediction subsystem produced damage predictions that were generally correct yet not precise. 


 Results and Discussion


We were unable to complete this effort before the program expired. The twin fire propagation models (controller and ground truth) were developed and tested. The next step was to modify the Rule-macro, MILP and MAS controllers to produce forward looking reconfiguration solutions. We did not achieve this step in the time allotted for this contract but hope to complete this effort under the companion contract. 

5 Agile Control of Dynamic damage Events


The final proposed task was to develop an Agile controller. The intent of the agile controller was to leverage basic research in the optimal topology of distributed control systems to vary the multi-agent organizational strategy by varying the topology, and agent information exchange parameters in response to changes in the operating environment. In the proposal we stated that this task was “high risk” and there was a strong possibility that we would not have time-funding to achieve this goal. We did not. 
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Figure 8 – Predictive Control Architecture
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Distributed Intelligent Load Management and
Control System


Wei Zhang, Student Member, IEEE, Siyuan Zhou, and Yan Lu, Member, IEEE


Abstract—Demand response (DR) is becoming a key com-
ponent of future smart grid that can reduce peak load and
adapt elastic demand to fluctuating generations. While reducing
energy bills for the participant, DR usually decreases its utility,
which is different for distributed occupants inside a participating
entity. A two-level distributed intelligent load management and
control system is proposed in this paper to minimize the cost
of the participant, where the cost is a measurement of disutility,
considering differences across plug loads, with the load reduction
constraint of a DR event.


The control system contains a smart DR controller and
distributed intelligent gateways. In the system, the cost function of
a load is modeled to reflect the dissatisfaction of the occupant for
switching off or dimming the load, and a two-level optimization
method is deployed to minimize the participant’s aggregated cost.
Each intelligent gateway collects the cost functions of loads in the
neighborhood of an occupant, generates its optimal cost function
and sends to the smart DR controller. The smart DR controller
utilizes those cost functions to allocate the load reduction among
the gateways, which can then optimize the load reduction among
loads for the distributed optimum. While the cost function
of the loads can be modeled as either continuous or discrete
functions based on the type of the load, Lagrange multipliers and
particle swarm optimization (PSO) are utilized for optimization,
respectively. This innovative method is implemented in a DR
system of a building, and tests results show that the proposed
distributed DR method is practical and promising.


Index Terms—Demand response, Distributed Control, Two-
level Optimization, Lagrange Multipliers, Particle Swarm Op-
timization, Disutility.


I. INTRODUCTION


Demand side management is becoming a key component
of future smart grid that can help reduce peak load and adapt
elastic demand to fluctuating generations. In 2009, Federal
Energy Regulatory Commission reported in [1] that the peak
demand without any demand response is estimated to grow at
an annual average growth rate of 1.7%, reaching 810 GW in
2009 and approximately 950 GW by 2019. The report also
projected that existing DR programs could offset 4% of U.S.
peak demand by year of 2019. Furthermore, if these programs
were expanded to cover the entire country and a small number
of price-responsive programs were added to mix, the impact
would rise to 9%. The benefits from demand response with
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peak reduction and load shifting will defer new infrastructure
investment and improve generator operation efficiency [2].


DR is becoming an integral part of the power system and
market operational practice [3], because not only the volume
of DR is quickly growing, but these resources are treated as
dispatchable capacity resources so that they are being called on
much more frequently and in larger amount than in previous
DR programs. [4] presented and analyzed case studies of
different electric utility programs. Implementation of advance
metering infrastructure and other smart grid technologies fur-
ther increase the utilization of DR resources in planning and
operation [5].


DR control strategies regarding different commercial cen-
tralized systems are discussed in [6], [7] and [8]. In a project
initiated by Southern California Edison’s Design and Engi-
neering Services (D&ES) group, control strategies and tech-
nologies that would allow commercial customers to participate
in DR programs by shedding load from ice machines were
evaluated in [6]. [7] discussed the control strategies regarding
Heating Ventilation and Air Conditioning (HVAC) system to
optimize electricity cost and users’ comfort. [8] investigated
use of DR control strategies in commercial buildings and
provided specific details on DR control strategy design con-
cepts for a new building in New York by utilizing EnergyPlus
simulations.


However, there are two limitations with state of the art
building demand response control strategy. Firstly, distributed
loads were never contributing. As plug loads become a major
driver of building energy growth, to include distributed load
into DR can improve DR capacity tremendously. Secondly,
many aspects of the interaction between DR server and
DR clients are regulated by static long-term contract and
strategies that define the available load-shedding capacity and
the distribution of it among different energy end consumer,
without taking into account the current energy usage state.
As a main consequence, the DR performance is strongly
constrained since the possibility to dynamically accommodate
building space utilization and weather change on building
energy usage during DR event is very limited or even not
possible. This generates inefficiency of the loads’ shedding
capacity utilization while degrading the productivity of some
of the building occupants.


The concerns discussed above motivate us to study the
dynamic building DR including distributed loads. A two-level
DR system for distributed DR is proposed in this paper, where
the decision making is distributed to local gateways which
serves as the aggregator of distributed loads around it. The top-
tier DR manager only passes DR signals or generate goals to
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the second tier DR gateways. The local gateways, for example,
could react to DR events using market mechanisms like in
[9], [10] and [11] by bidding either for energy service or load
shedding if economic incentive is given. The gateways can
also sense, derive, plan and execute autonomously. For enable
analysis on realistic appliances, we will introduce load-level
cost function for each load, either continuous or discrete. We
will also present optimization algorithms for both continuous
and discrete cost functions.


II. PROBLEM FORMATION AND SYSTEM DESIGN


A. System description


In this paper, we consider a demand response system with
a central manager. The central manager receives DR event
from utility and controls centralized appliances, e.g. HVAC,
central lighting, as well as the overall electricity usage in the
building. In addition to the centralized appliances, we consider
distributed plug loads are also controllable. Gateways, are
introduced as distributed controllers, which is the intermediate
level between plug appliances and the central controller. Each
gateway is connected to distributed sensors and actuators of
appliances, and deployed as an appliance aggregator who cre-
ates its portfolio with the summation of all appliances around
it. Therefore, the central manager considers each gateway as a
load instead of every plug appliance in a DR event, distributes
power at the gateway level, and the gateways distribute power
at the plug appliance level. The system is illustrated in Figure
1.


In each level, the power distribution is a mathematic op-
timization problem, where the objective is to minimize the
cost of shedding loads, with the constraint of load reduction
requirement of a DR event and the appliances. The cost model
at appliance level and the optimization problem with the model
will be described in the following sections.


Central Controller


Gateway 2Gateway 1 Gateway Na


Appliance 1 Appliance 1 Appliance Na1


Level 1


Level 2


….


…. …. ….


Fig. 1. Two-level Control System


B. Cost function model


The idea of cost function derives from the utility function
in economics [12], where utility is a measure of relative
satisfaction. To quantify utility, Samuelson stated the ‘revealed
preferences’ in his classical publication [13] that they cannot
be measured directly, but only indirectly by the price which a
person is willing to pay for the fulfillment or satisfaction of
his desire.


Consumers have different preferences on different appli-
ances related to their activities. For example, if the consumer


is reading, he usually prefers the light to be brighter, and
other appliances less important; if he is working on the
laptop, the task light is less important. In this paper, we
propose an appliance-level cost function, where each con-
trollable appliance has a cost function related to consumer’s
preference so that the gateway can allocation optimal power
to each load. The cost function of an appliance is modeled
to be a function of the appliance’s disutility according to the
change of the power reduction of the appliance. For instance,
when the consumer has no need to save any electricity, he
is assumed to be fully satisfied when the appliances can be
used without constraint, thus the cost is zero when the power
reduction is zero. However, during a DR event, if the consumer
decides to reduce power by shutting down an appliance, his
corresponding disutility is quantified as a positive cost of the
appliance when the power reduction is positive. Therefore, the
cost is a non-decreasing function of power reduction.


Similarly, when multiple appliances are considered as a
group, the overall cost function is an weighted summation of
cost functions of each and every individual appliance.


1) Continuous cost function: Previously the cost functions
are often assumed to be continuous, differentiable, and convex
like in [10] and [11]. In this paper, quadratic function is chosen
as in [10] for continuous analysis in (1).


f(r) = a1r + a2r
2, ∀r ∈ [0, rm] (1)


where a1 ≥ 0 and a2 ≥ 0 are parameters based on consumer’s
preference and rm > 0 is the maximum power reduction of
the appliance.


2) Discrete cost function: The continuous models are suit-
able for the scenarios where loads can be controlled con-
tinuously, or the cost function of an aggregator where large
number of loads are aggregated. However, a discrete model
is necessary if we consider a model for realistic appliances,
e.g. task lights, laptops and printers, which only have discrete
control levels. While defining the cost function of an appliance,
the comfortable level that it brings to the consumer as its
output, e.g. light or temperature change, varying with its power
input is quantified. In addition, when there are more than
one appliance used by a consumer, he usually considers each
appliance with different importance. Therefore, the relative
importance is modeled as a part of the cost function.


The cost function of the appliance is defined in (2).


f(r) = Īg(r, T ), (2)


where Ī is the relative importance configured by the consumer
of the appliance comparing with other appliances, and g(r, T )
is the comfortable level which evaluates the satisfaction of
the consumer by using the appliance alone given the power
reduction r and the appliance type T . Both parts will be
explained later. In (2), when T is fixed and Ī is configured for
each appliance, f(r) is a function of r.


When a consumer is using multiple appliances, given Ith
as the threshold importance for an appliance to participate
in the load shedding or not, he can decide the importance I
of each appliance. Therefore, the relative importance of an
appliance is defined as Ī = I/Ith, where for the appliances
that the customer considered to participate load shedding in a
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Comfortness Power consumption control
continuous discrete


continuous
A: Task light with


N/Aincandescent bulb, heater,
humidifier, fan


discrete B: Refrigerator
C: Laptop, printer,


desktop monitor, task light
with fluorescent bulb


TABLE I
TYPES OF APPLIANCES


DR event,I is chosen in the range of [1, · · · , Ith]. However,
if the appliance is considered to be too important to bear any
load shedding during a DR event, the importance should be
set as I > Ith. In the optimization algorithm, the status of the
appliance with importance I > Ith should never be changed
during the DR event.


To model the comfortable level g(r, T ) of different appli-
ances, in this paper, we define three types of appliances based
on how their power consumption can be controlled and how
the output relates to consumer’s comfort as in Table I.


The power consumption control of an appliance is consid-
ered as continuous when its power consumption can be con-
trolled continuously, e.g. the mean power to an incandescent
light can be decreased or increased continuously by a dimmer,
and the mean power of a refrigerator can be controlled by
increasing or decreasing the frequency of its cooling cycle.
On the contrary, the appliances can only be controlled between
several discrete levels, like a fluorescent light with On or Off
level, and a laptop working on either AC supply or battery,
their power consumption control is defined to be discrete.


When the power input of the appliance is continuous,
and consumer’s comfort in relation to its output can also
be continuous. For instance, for a sensitive consumer, the
brightness of an incandescent light is varying continuously
with its power input. For other appliances, when the power
input is continuous, their output can also be discrete. Like a
refrigerator, although the average temperature inside is chang-
ing continuously with the power consumption, any temperature
within the range of the optimal temperature for the food has
no difference, however, any temperature outside the range is
not acceptable. On the other hand, all appliances with discrete
power input must have an discrete output.


The majority of the appliances fall into the three categories
in table I. Therefore, g(r, T ) can be defined for each type
T ∈ [A,B,C].


• For type A,


g(r,A) =
r


rM
(3)


where rM is the maximum load reduction.
• For type B, assume there are Nl levels of output of the


appliance,


g(r,B) =



r1
rM


r ∈ [r1, r2)


...
rn−1


rm
r ∈ [rNl−1, rNl


= rM ]


(4)


• For type C, where r is discrete, assume there are Nl levels
of power consumption of the appliance,


g(r, C) =



r1
rM


r = r1
...


rNl


rM
= 1 r = rNl


= rM


(5)


The category of an appliance may change according to con-
sumer’s preference. Take the incandescent light as an example.
Although the brightness as lumens is varying with the mean
power, the sensitivity of a consumer may have several levels
instead of continuous reaction. In this case, this light changes
from category A to B.


C. Optimization model for demand response


Assume a demand response control problem with n partic-
ipants and the total load reduction demand R given by the
DR controller. The cost function of participant i is denoted
by fi(ri) which can be either continuous in (1) or discrete
in (2), where ri is the load reduction of participant i. The
demand response system should minimize the dissatisfaction
of the occupants while still meeting the specified set-points
of the DR controller. The system should also consider the
constraints of each device/load such as minimum load reduc-
tion and maximum load reduction. Thus, this problem is an
optimization issue, which can be expressed in (6), where rLi
and rUi are the minimum and maximum load reduction of
participant i, respectively.


min


n∑
i=1


fi(ri)


s.t.


n∑
i=1


ri = R


rLi ≤ ri ≤ rUi , i = 1, 2, · · · , n


(6)


III. ALGORITHMS FOR OPTIMAL DEMAND RESPONSE


According to section II-B, the cost function fi(ri) in (6) can
be modeled as either continuous or discrete functions based
on the type of load, thus different optimization methods for
different models are more than necessary. In this section, the
optimization methods for both continuous and discrete func-
tion are introduced first. Furthermore, the two optimization
methods can be deployed in different DR control systems. The
centralized system is introduced first as the traditional solution
and the two-level DR control system will be proposed later.


A. Optimization method


1) With continuous cost function: Without loss of general-
ity, we assume that cost functions in (6) are continuous and
convex. Thus, there exists r?i such that the total cost of loads
is minimized while still satisfying all constraints.


Problem (6) with only the equality constraint can be solved
using Lagrange multiplier by introducing another variable λ
[11]. The inequality constraints will be added later in solving
the problem iteratively.
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The Lagrange function with equality constraint is defined
as


min


n∑
i=1


fi(ri)− λ


(
n∑
i=1


ri −R


)
. (7)


Generally, the optimization results satisfy the equations


∂fi(ri)


∂ri
− λ = 0, (8a)


n∑
i=0


ri −R = 0. (8b)


Obviously, if an optimal allocation is achieved, the derivatives
of fi(ri) for all the participants equal to λ. Therefore, (8) can
be addressed in an iterative way as follows.


1) Initialize λ with λ = λ0.
2) Solve (8a) for ri . Usually, (8a) is a nonlinear equation,


thus we can use Newton-Raphson method to solve it.
The iteration formulas are shown in (9) as


∆rki =


∂fi(ri)
∂ri


− λ
∂2fi(ri)
∂r2i


|ri=rki , (9a)


rk+1
i = rki + ∆rki , (9b)


where k is the number of iterations. Adding the in-
equality constraints in (6) into consideration where each
ri is constrained with low bound and upper bound, (9)
should be modified as


rk+1
i = rUi max


(
∂fi(ri)
∂ri


)
≤ λ


rk+1
i = rki + ∆rki min


(
∂fi(ri)
∂ri


)
≤ λ


≤ max
(
∂fi(ri)
∂ri


)
rk+1
i = rLi λ ≤ min


(
∂fi(ri)
∂ri


) . (10)


3) If
∣∣∑n


i=1 r
k+1
i −R


∣∣ < ε , set ri as the optimal results.
Otherwise, update λ as


λk+1 = λk − αk
(


n∑
i=1


rk+1
i −R


)
(11)


and continue to step 2.
In this way, we can obtain the optimal load reduction


when all the loads have continuous cost functions. However,
when cost functions are discrete, the previous method is not
applicable. Therefore, we introduce a discrete optimization
method in the following section to address the corresponding
problem.


2) With discrete cost function : In this section, particle
swarm optimization (PSO) method in [14] is deployed to solve
the problem addressed in (6), where the cost function fi(ri)
can be discrete.


Let x = [r1, r2, · · · , rn] , then the inequalities constraints
in (6) can be written as


gi(x) ≤ 0 i = 1, 2, · · · , J, (12)


where J is the number of inequalities.


The equalities constrains in (6) can be written as


hj(x) = 0 j = 1, 2, · · · ,K, (13)


where K is the number of equalities constraints.
In order to implement PSO, (13) is reformed to{


−hj(x)− ε ≤ 0
hj(x)− ε ≤ 0


j = 1, 2, · · · ,K, (14)


where ε is an infinitesimal arbitrary constant.
Notice that (14) has the same form of inequalities con-


straints as (12), then the constraints can be written as


gi(x) ≤ 0 i = 1, 2, · · · , J, J + 1, · · · , J + 2K. (15)


A penalty function P (x) is introduced to handle the con-
straints, which is defined as


P (x) = y(k)H(x). (16)


where k is the algorithm’s current iteration number and y(k)
is dynamically modified penalty value defined as


y(k) =
√
k or k


√
k, (17)


and H(k) is the penalty factor as


H(x) =


J+2K∑
i=1


θ (qi(x)) q
γ(qi(x))
i , (18)


where qi(x) = max {0, gi(x)}, i = 1, 2, · · · , J + 2Kis a rel-
ative violated function of constraints, θ (qi(x)) and γ (qi(x))
can be determined according to [15].


The objective of PSO is defined as


F (x) = f(x) + P (x), (19)


where f(x) =
∑n
i=1 fi(x) and P (x) is defined in (16).


When NP particles are utilized for implementation, the
search space for each particle is n-dimensional, which can be
represented by the vector xi = (ri1, ri2, · · · , rin). The best
particle of the swarm is denoted by pg = (pg1, pg2, · · · , pgn),
the best previous position of the ith particle is represented as
pi = (pi1, pi2, · · · , pin) and the position change (velocity) of
the ith particle is vi = (vi1, vi2, · · · , vin) . The process of
iteration of PSO is represented in [14] as{


vk+1
i = β


(
wvki + c1r


k
i1(pki − xki )


)
+ c2r


k
i2(pkg − xki )


xk+1
i = xki + vk+1


i i = 1, 2, · · · , NP
,


(20)
where β is a constriction factor used to control velocities, w is
the inertia weight, c1 and c2 are two positive constants, named
the cognitive and social parameter, respectively, and ri1 and
ri2 are random numbers uniformly distributed within the range
[0 1].


B. Optimization in different Control System Structure


1) Centralized Control System: One way to implement the
optimization of DR system is the centralized method. In this
case, the gateways is used to forward information between the
DR controller and the loads. The central controller is able to
have all the cost functions information of loads and control
each load directly. The centralized DR control system can be
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found in [16] and [17] where the procedure can be described
as follows.


1) All the loads send their cost functions to the central DR
controller.


2) The DR controller calculates the optimal load reduction
of each load using the optimization methods (continu-
ous cost function or discrete cost function) introduced
before, and sends the results to each load.


3) Once each load receives the load reduction command,
the load controller implements the load reduction.


In the centralized case, the central DR controller needs to com-
municate to all the loads in order to obtain the cost functions of
them. For a DR system in a building, the number of distributed
loads becomes so large that it can cause a huge communication
payload. In addition, it requires the central controller to have
more powerful processor with larger memory to implement the
optimization without too much delay. To overcome the listed
disadvantage, we propose a two-level control system for the
DR system in the following subsection.


2) Two-level Optimization Control System: In the two-level
control strategy, the central DR controller has no knowledge
of the cost functions information of each load. The gate-
ways aggregates the information of loads and generate one
cost function per gateway, and the central controller collects
information from the gateways and allocate load reduction
to each gateway. Since gateway knows the cost function of
loads in its area, it can further allocate the load reduction
to the responding loads. In the sense of control architecture,
the control system is hierarchical distributed control system
(not decentralized system). In order to determine the optimal
allocation among gateways, each gateway should generate its
cost function according to cost functions of the corresponding
loads. Meanwhile, for an arbitrary load reduction assigned to
a gateway, it should minimize the total cost in its area in order
to allocate the load reduction to each load. This means that
the cost function of the gateway is actually the optimal load
reduction trajectory of the loads of its area.


Assume a distributed DR system is consisted of Na gate-
ways. The total load reduction Li of gateway i is denoted
as


Li =


Nai∑
j=1


rij , (21)


where i ∈ [1, 2, · · · , Na], rij is the load reduction of load j at
gateway i, where j ∈ [1, 2, · · · , Nai], and Nai is the number
of loads at gateway i.


From the above analysis, fi(Li) should be generated. And
a numerical way is utilized to achieve that, the procedure is
introduced as follows:


1) Initialize Lki with the minimum load reduction, L0
i ,


which can be obtained by setting each load of this
gateway as the minimum value, and set k = 0.


2) Solve the optimization problem in (22), we can obtain
one optimal cost value fi(Lki ) with the load reduction


of Lki . 
min


Nai∑
j=1


fj(rij)



s.t.


Nai∑
j=1


rij = Lki


(22)


3) Update Li with


Lk+1
i = Lki + ∆Li (23)


until it reaches the maximum value which can be
obtained by setting each load of the gateway as the
maximum value, then set k = k + 1.


4) Continue to Step 2 to obtain next cost value fi(Lki ).
Through the process described above, a series of values of
fi(L


k
i ) with specified load reduction allocation of Lki is


obtained, and we denote it with


fi(Li) =< Lki , fi(L
k
i ) > . (24)


(24) can be used as the cost function of the gateway.
After the cost functions of all the gateways are obtained,
the optimization methods in III-A can be utilized to obtain
the optimal allocation among gateways. Though the cost
function generated in the previous section using (23) is a
discrete cost function, cost function of the gateway can also
be approximated to be continuous when the cost functions of
load are continuous as in [18]. Therefore, both the continuous
and the discrete method in III-A can be used to address
the optimization problem among gateways. In practice, the
progress is described as follows:


1) All the load sets send their cost functions to the corre-
sponding gateways.


2) The gateways obtain their cost functions as (24).
3) The gateways send their cost functions to the DR con-


troller.
4) The DR controller determines the load reduction allo-


cation by solving the optimization problem as (6) with
gateways’ cost functions and sends the optimal results
to each gateway.


5) Since each gateway has received the allocation, it de-
termines the optimal load reduction of the load sets by
solving the optimization problem as (6) with appliances’
cost functions and sends the results to them.


6) After the each load receives the load reduction com-
mand, the load controller implements the load reduction.


In the subsequent section, we present both simulations and
demonstration for the proposed two-level optimization algo-
rithm.


IV. TEST RESULTS


In this part, we provide two test scenarios with either con-
tinuous or discrete cost functions to illustrate the performance
of the proposed two-level DR control system. In both cases,
we compare the results to the centralized DR control system
to evaluate the performance of the two-level system.
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A. Continuous cost function scenario


In the first test scenario, the cost functions of the devices
(loads) are modeled to be quadratic as (6). The test case
includes 4 gateways, 9 loads in total, cost functions are
provided in Tab. II, and total load reduction requirement is
500W .


The optimization results of the two-level system are pre-
sented in Tab. III. In the system, we approximate the cost
function of the gateways using quadratic functions as in [18]
with the cost functions of loads. The centralized controller is
allocating load reductions among gateways, and each gateway
allocate load reductions to corresponding loads. To compare
the performance, The results of a centralized system when the
DR controller can collect the cost functions of each device
directly are also shown in Tab. IV. In both Tab. IV. and Tab.
III, the cost values are normalized with base 100.


Gateway Device Parameters of cost function rL rH


a1 a2 (W) (W)


1
1 0.0002 0.02 0 70
2 0.3 0 0 80
3 0.1 0.0015 0 100


2 1 0.2 0.008 0 100
2 0.07 0.005 0 150


3 1 0.01 0.01 0 150
2 0.04 0.008 0 100


4 1 0.25 0.006 0 120
2 0.07 0.007 0 130


TABLE II
THE DETAILED INFORMATION OF DEVICES AND GATEWAYS


From Tab. III and Tab. IV , it can be seen that the proposed
two-level optimization system achieves almost the same results
by the centralized system. As we generate the cost function
of the gateway along the optimal trajectory, which, in turn,
ensures the global optimization results.


B. Discrete cost function scenario


The second test scenario is the discrete cost function sce-
nario. In this case, we implemented the optimization algorithm
into an actual building DR control system. In this DR system,
we have three gateways controlled by the central DR con-
troller, and each gateway has the same appliances: a task light,
a simulated appliance, a laptop and a printer. The appliances
are categorized according to I. The task light is a category A
appliance with incandescent bulb, the simulated appliance is
a one category B appliance, the laptop and the printer are two
category C appliances. We define Ith = 4. Based on (3),(4)
and (5), we calculate the cost function for each appliance as
follows.


• For the task light with incandescent bulb, rM = 60w and
I = 1. Therefore,


f(r) =
I


Ith
× r


rM
=


r


240
(25)


.


• For simulated appliance, rM = 500w, I = 2, Nl = 3,
r1 = 0, r2 = 150w and r3 = rM = 500w. Therefore,


f(r) =


 0 0 ≤ r < 150w
1
2 ×


150
500 = 3


20 150w ≤ r < 500w
1
2 ×


500
500 = 1


2 r = 500w
(26)


• For the laptop , it could work either on AC supply, which
consumes about 73w, or on battery, which consumes 0w.
Thus Nl = 2, rM = r2 = 73w, r1 = 0w and I = 3.
Therefore,


f(r) =


{
0 r = 0w on AC
3
4 r = 73w on battery (27)


• For the printer, it could be printing, which consumes
about 400w, or standby, which consumes 1w. Thus
Nl = 2, rM = r2 = 400w,r1 = 1w and I = 4.
Therefore,


f(r) =


{
0 r = 0w printing
1 r = 400w standby (28)


Assume the total load reduction R from the central DR
controller is 800W . The optimization results using two-level
system are shown in Tab. V. In addition, the load reduction
results using centralized system are shown in Tab. VI. In each
method, we perform the optimization 5 times.


From Tab. V and Tab. VI, it can be seen that the results
obtained using two-level control satisfy the DR controller
constraints, which can enable the DR system to operate
properly. In this system, the DR system does not require
fast DR controller or communication network between load
controller and the central controller. However, we have the
following remarks regarding the discrete optimization results.


• In this simulation tests, the two-level strategy optimiza-
tion obtain the similar optimization results to the central-
ized method.


• Although the PSO method can achieve the local optima
in some extent, it is a stochastic method by nature and
cannot ensure to achieve the global optima.


• The cost functions are discrete, the cost functions of
devices 2, 3 and 4 are having maximum three level. The
properties of these kinds of cost functions cannot ensure
the existence of an optimal solution, thus we target to
discovery the satisfactory solution which can meet the
requirements of the DR controller.


• Only 4 devices are aggregated in a gateway, and the
search space of optimization method is relatively small.
On the other hand, the discrete properties of the cost
functions will also degrade the performance of the op-
timization methods.


V. CONCLUSION


In this paper, a two-level Demand response control system,
with a smart DR controller and multiple gateways is intro-
duced to control plug loads. An appliance-level discrete cost
functions is proposed, and optimization using continuous and
discrete cost functions are presented. The cost model and op-
timization are deployed in the proposed two-level DR system
with corresponding simulation results. From the results, the
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Num. Lagrange Gateway Reduction Total Cost
Multiplier Gateway 1 Gateway 2 Gateway 3 Gateway 4 Reduction Value


0 0.0000 23.03 0.00 10.71 0.00 33.74 0.04
1 0.4663 111.71 57.47 55.99 47.62 272.79 0.66
2 0.6935 154.93 94.26 78.06 82.65 409.89 1.46
3 0.7836 172.07 108.85 86.81 96.54 464.89 1.86
4 0.8193 178.86 114.63 90.28 102.05 464.27 2.03
5 0.8335 181.56 116.93 91.66 104.24 485.83 2.10
6 0.8391 182.63 117.84 92.20 105.10 494.38 2.13
7 0.8413 183.31 118.42 92.55 105.66 499.94 2.15


Device Reduction 70.00 69.48 47.99 40.42 77.68 41.87 50.46 49.81 55.55 499.94 2.21


TABLE III
OPTIMIZATION USING TOW-LEVEL STRATEGY


Num. Lagrange Device Reduction Total Cost
Multiplier Gateway1 Gateway2 Gateway3 Gateway4 Reduction Value


0 0.0000 0 0 0 0 0 0 0 0 0 0 0
1 0.5000 70.00 25.00 26.67 18.75 43.00 24.50 28.75 20.83 30.71 288.21 0.74
2 0.7118 70.00 51.47 40.79 31.99 64.18 35.09 41.99 38.48 45.84 419.82 1.57
3 0.7920 70.00 61.50 46.13 37.00 72.20 39.10 47.00 45.16 51.57 469.65 1.94
4 0.8223 70.00 65.29 48.15 38.89 75.23 40.62 48.89 47.69 53.74 488.51 2.10
5 0.8338 70.00 66.73 48.92 39.61 76.38 41.19 49.61 48.65 54.56 495.65 2.16
6 0.8382 70.00 67.27 49.21 39.88 76.82 41.41 49.88 49.01 54.87 498.35 2.18
7 0.8398 70.00 67.48 49.32 39.99 76.98 41.49 49.99 49.15 54.99 499.38 2.19


Geatway Reduction 186.8 116.97 91.48 104.14 499.38 2.19


TABLE IV
OPTIMIZATION USING CENTRALIZED METHOD


Num. Gateway 1 Gateway 2 Gateway 3 Total Total
1 2 3 4 1 2 3 4 1 2 3 4 Reduction Cost


1 20 500 0 0 0 150 0 0 0 150 0 0 820 3.54
2 11 150 0 0 48 500 0 0 13 150 0 0 872 4.40
3 11 150 0 0 28 500 0 0 49 0 73 0 811 6.31
4 41 0 0 0 41 150 73 0 7 500 0 0 812 6.33
5 0 500 0 0 0 150 0 0 20 150 73 0 893 5.79


TABLE V
OPTIMIZATION USING TWO-LEVEL STRATEGY


Num. Gateway 1 Gateway 2 Gateway 3 Total Total
1 2 3 4 1 2 3 4 1 2 3 4 Reduction Cost


1 0 500 0 0 0 150 0 0 0 150 0 0 800 3.20
2 50 150 0 0 23 150 0 0 30 0 0 400 802 6.90
3 11 500 0 0 51 150 73 0 17 0 0 0 801 6.15
4 0 500 0 0 0 150 0 0 20 150 73 0 893 5.79
5 38 500 0 0 28 150 0 0 12 0 73 0 801 6.15


TABLE VI
OPTIMIZATION USING CENTRALIZED METHOD


two-level DR system is proved to achieve similar performance
with the centralized system using either continuous or discrete
cost functions and optimization methods, with less communi-
cation payload and processing power at the central controller,
while at the same time provides more flexibility at the gateway
level.
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ABSTRACT 
We present a risk based multi-agent chilled water con-
trol system for naval ships which is able to reduce the 
vulnerability of the ship systems by automatically assess-
ing threats and then reconfiguring the water distribution 
network prior to a damage event to minimize the impact. 
The multi-agent control system is self-aware, self-
configurable, self-organizing, and self-optimizing. It ap-
plies market-based approach to manage chilled water 
resource both reactively and proactively during runtime 
with risk assessment of component failure. In our study, 
an extended Contract Net Protocol (CNP) is proposed 
and used for the agent bidding and negotiation to re-
spond to failures, failure risks and mission goal changes. 
The protocol extension covers both de-commit strategy 
and an innovative cost modeling which includes the risk 
factor in the agent bids and allows the control system act 
proactively. The effectiveness of the risk based multi-
agent control has been demonstrated on a ship chilled 
water system simulator which mimics a reduced scale of 
chilled water system tabletop testbed to respond to 
threats, e.g., fire threats.  
1. INTRODUCTION AND RELATED WORK 
Naval ship survivability is dependent upon the continued 
operation of ship combat loads [1]1, which are, in turn, 
dependent upon resources from ship auxiliary systems 
including ship electrical, chilled water, low pressure air, 
and hydraulic systems [2, 3, 4]. The high dimensionality 
of complex ship engineering systems often requires de-
centralized control concepts [4].  
With current hard wired systems, ship survivability has 
greatly improved [3]. Current approaches to reduce the 
vulnerability of shipboard control system involve the use 
of redundant controllers; distributed Programmable Log-
ic Controllers (PLCs) and wiring approaches that at-
tempt to optimize fail-over capabilities [4]. Unfortunate-
ly, these approaches do not have the capability to antic-
ipate the threat and take corrective action prior to a dam-
age event. To solve this problem, we have developed a 
risk oriented multi-agent-based control system where 


                                                 
1 Ship combat load includes high power density electric power 
and energy weapons which require chilled water cooling. 


component failure risks are assessed online and proac-
tive reconfiguration can be made before the damage 
events happen, which makes the system more survivable. 
To maximize the ship survivability, the single agents 
have to communicate and to interact in a suitable way to 
achieve a common goal. 
Multi-agent systems have been proven to be very effec-
tive for intelligent and distributed control system design 
[5, 6, 7, 8, 9]. In the previous work [3, 10, 11, 12], multi-
agent systems are proposed to be used in chilled water 
control, other fluid system control, and power system 
restoration control.  
Work presented in [10] is a utility-oriented agent-based 
control network claimed to be a robust approach for the 
automated configuration of a chilled water plant. In this 
agent-based approach, complete information about the 
current system state needs to be shared amongst all the 
nodes in the network. Therefore, the system performance 
is penalized. Moreover, this approach does not consider 
re-configuration in the presence of faults. In [11], au-
thors have presented a market-based multi-agent system 
for the re-configuration of the electric shipboard power 
system. They have utilized only the reactive approach. 
Their negotiation is only triggered when a faulty compo-
nent can be identified through the on-board sensor sys-
tem. In [3], authors discussed about the need of a multi-
agent-based proactive fresh water control system but 
lacks in discussing any systematic approach, protocols, 
cost function, etc. Authors in [12] have presented the 
hierarchical architecture of multi-agent intelligent con-
trol for the autonomous operation of shipboard fluid sys-
tem. The work is limited in proposing some academic 
guidance for raising the level of intelligence, reducing 
the manpower for ship operation, and increasing the mis-
sion effectiveness. Furthermore, in [13] a multi-agent 
system for fire simulation for ships is presented. Various 
implication and importance of fire simulation considera-
tion is presented in this paper. In our work, as a potential 
ship survivability threat, we have considered fire. 
2. PROBLEM FORMULATION 
A typical chilled water control system for a naval ship 
involves 4 main types of components: loads, chillers, 
valves, and pipes (see Figure 1). The objective of the 







system is to cool the loads using chillers through pipes 
and valves in an optimal way. Loads can obtain the 
chilled water from any of the chillers through different 
pipe and valve combinations. At the same time the chil-
lers are assumed to be able to serve different loads with 
priority. Moreover, chilled water control system provides 
information on unknown behaviors of the chilled water 
transportation route, i.e. the directions of the chilled wa-
ter flow inside the pipes.  


1V 2V iV 1nV nV


Figure 1: Exemplary chilled water transportation route  


The chilled water distribution control may be 
represented as a typical resource allocation problem 
[14]. In order to utilize resources efficiently to meet ap-
plication requirements, a system must consider resource 
availability, control policies, and application’s quality-
of-service needs. For a distributed resource allocation 
system, all components are situated in a distributed envi-
ronment and each of them has different capabilities and 
beliefs. They are autonomous and can interact with one 
another, but make decisions individually. Here the loads 
need the chiller pumps to provide chilling water services 
and need pipes and valves to deliver the service. How to 
determine chiller pumps’ availability, how to control 
valves’ status in order to find a chilled water route with 
minimum total valves involved and shortest pipe length 
to reach the resource, and how to make the final deci-
sions in an economical way, etc. are the major problems 
to be solved. 
Moreover, if on-board sensor systems indicate that there 
exists a disproportionate risk of damage to specific areas 
of the ship then the chilled water distribution network 
has to be reconfigured to avoid the involved resources 
proactively. Resource re-allocation has to be conducted 
similar to the reactive situation (event are triggered if 
there exists a faulty component in the chilled water 
transportation route) of chilled water control system. 
Our Novel Contributions: 
We present a risk based multi-agent chilled water control 
system for naval ships, which is featured as follows: 
a.  Self-aware (through sensor and simulation based 


prediction), self-configurable (re-allocation of re-
sources), self-organizing (risk factor in the cost 
function), and self-optimizing (agent-based negotia-
tion to optimize cost) chilled water control system.  


b.  A hybrid cost metric including the risk factor of 
each component of the chilled water transportation 
route. The cost function is defined in a systematic 
way using the chilled water production cost, trans-
portation cost, and the associated risk factor.   


c.  Extension of the contract net protocol for the multi-
agent-based negotiation. The extension supports in-


corporation of the risk factor within the cost func-
tion and de-committing while risks exceed penalties, 
and allows the control system to be proactive. 


d.  A case-study analysis of our multi-agent-based 
chilled water control system using a scaled-down 
physical prototype of a real naval ship [2]. 


3. MULTI-AGENT-BASED CONTROLLER 
We developed our chilled water control system using a 
multi-agent-based system. For inter-agent communica-
tion we have used contract net protocol. Multi-agent-
based negotiation tries to optimize the system resources 
using our novel hybrid cost function.   
3.1. CONTRACT NET PROTOCOL  
The Foundation for Intelligent Physical Agents (FIPA) 
[15] defined protocol; CNP [16] is a widely used high-
level protocol for distributed control system with Belief–
Desire–Intention (BDI) multi-agents. In the multi-agent 
system, (agents with different capabilities and different 
beliefs) in order to find the right agent for the right task, 
CNP is a fast and flexible way with low communication 
costs. The utilization of CNP involves negotiation me-
chanism which is a fundamental mechanism and a time-
consuming process. The optimal resource allocation is 
obtained through the negotiation among initiators (cus-
tomer) and participants (service providers) in two-sided 
markets2. In CNP, the relation between customers and 
service providers is initiated in a Call For Proposal 
(CFP) and an evaluation of the proposals submitted by 
the providers to the customers. For example, the propos-
al will be given a cost which corresponds to the actual 
execution of the tasks. The negotiation process shown in 
Figure 2 begins by initiator agent (e.g. the load) who 
sends CFP to the participant agents (e.g. chiller pump) 
who are suited to perform certain tasks. The CFP in-
cludes a deadline by when proposals should be received 
by the initiator agent. The proposals received after the 
deadline will be automatically rejected with a given rea-
son that the proposal has been late. The participant 
agents then make proposals or refuse the task according-
ly and inform the initiator agent. Once the deadline 
passes, the initiator agent evaluates the received propos-
als, accepts the most appropriated proposal (e.g. lower 
cost to transport water) and rejects the rest, and assigns 
the task. Finally, the winner who is assigned the task re-
ports back to the initiator agent to confirm whether the 
task is done or failed.  
In order to solve the resource allocation problem de-
scribed earlier in Section 2, the CNP is extensively used 
and further extended.  


                                                 
2 Negotiation among multi-agent and the CNP to solve an optimi-
zation problem is compared with market-based negotiation, where 
bidding and winning varies. In our chilled water control system 
water cost can be compared with currency in an economic market. 







3.2. COST FUNCTION FOR THE CONTROLLER 
In scope of this paper, we demonstrate a novel cost mod-
el for the multi-agent-based chilled water control system 
using heuristics and systematic cost function definition. 
The cost function is illustrated by using an exemplary 
chilled water route (see Figure 1) that includes a load, 
valves (n valves: V1 to Vn), and a chiller pump. Below 
we describe various parts of the overall cost function 
3.2.1.  Production cost model 
The production cost, (typically associated with the chill-
er pump) is determined by the cost of the chiller pump 
being used for a given planning time interval t (e.g. an 
hour). Therefore, if the total water consumption is ܳ௣, 
the water price is ௣ܹ then the production cost  ܥ୮ may be 
expressed as follows: 


C୮ ൌ W୮  · Q୮                                                               (1)  


The inclusion of the water price in the production cost 
has facilitated us to incorporate varying water produc-
tion cost of the chillers as the cost may vary due to the 
supply efficiency of the chillers and the utilized energy. 
Moreover, water pricing has facilitated the unification of 
the units for all the other parts of the cost model.  
3.2.2. Transportation cost model 
The transportation cost, which is related to the distance 
between the load and the chiller pump, may be 
represented using the water cost similar to the produc-
tion cost model. For the planning time span t, the regular 
water flow rate F (gallons/h or tons/h) can be 
represented as follows: 


F ൌ
Q౦


୲
                                                                         (2)  


If the time for water transportation from chiller pump to 
the load is ்ݐ  (see Figure 3), then the total chilled water 
consumption by the load can be calculated as:  


WT ൌ F · tT ൌ
Q౦


୲
tT                                                      (3) 


As the chilled water price of the chiller pump is ௣ܹ, the 
transportation cost ்ܥ, may be expressed as: 


CT ൌ W୮ כ WT ൌ
W౦Q౦


୲
tT                                              (4) 


In Equation (4), for a specified chilled water flow rate, 
long distance means it takes more time for the chiller 
pump to transport chilled water to the load. Moreover, 
the cost model shows that the transportation cost is also 
corresponding to production cost.  
3.2.3. Risk cost model 
Risk factor has been included in our cost function to en-
able the control system proactive in case there is a com-
ponent fault predicted in the chilled water transportation 
route (the controller reacts and reconfigure the resource 
allocation) or there is a potential disproportionate risk of 
damage to specific areas of the ship from threats.  


In order to understand the risk cost model developed 
within the scope of this paper, we first derive the risk 
cost in a centralized way. As shown in Figure 1, the 
cooling components for a specified load may be 
represented as a serial network, Therefore, if only one 
component, e.g. valve, in the chain (serial network) fails, 
the complete networks fails (chilled water will not be 
transported to the load from the chiller pump).  


 
Figure 2: The state-of-the-art FIPA CNP 


Let’s assume, for the ith component, the failure probabili-
ty is ௜ܷ. Moreover, assume that all the components are 
independent and constant during the planning time t. 
Therefore, the unavailability of the cooling route k can 
be expressed as 


U୩ ൌ 1 െ ∏ ሺ1 െ U୧ሻ୧א୩                                                 (5) 


As discussed earlier in Equation (1), the chilled water 
needed for the planning period is ܳ௣, the expectation of 
chilled water loss will be:  


QR ൌ U୩Q୮                                                                  (6) 


This means that if we take this route for cooling, it is 
supposed to supply chilled water of Q୮. Therefore, the 
expectation of chilled water supply isሺ1 െ ܷ௞ሻܳ௣, where, 
chilled water loss is ܷ௞ܳ௣ for the chiller pump. As we 
consider the chiller pumps as the seller in the multi-
agent-based control system, the chilled water loss for 
chiller pumps means profits loss. Therefore, if the 
chilled water price is ௣ܹ, the loss for the seller will be:  


CR ൌ W୮ U୩Q୮                                                             (7) 







This part of cost shown in Equation (7) should be paid 
by the buyer, in this case the load. As a result, Equation 
(7) is utilized for risk cost evaluation. The risk cost of 
valves and chiller pumps may be defined in the similar 
way. Therefore, by combining the Equations (5), (6), and 
(7) we have: 


CR ൌ W୮Q୮ሾ1 െ ∏ ሺ1 െ U୧ሻ୧א୩ ሿ                                     (8) 


So far, the probability mentioned above is considered to 
be constant during the planning time t. However, we can 
also model it in a variable way. 


Divide planning time span into N sections where each 
section lasts ∆ݔ hours as shown in Figure 3. Therefore, 
total time planning time t can be represented as follows:  


ݐ ൌ N · ∆x                                                                    (9) 


In each section, assume the unavailability of the compo-
nents is constant and the availability of jth section is ௜ܷ


௝. 
Therefore, the chilled water consumed by the load in this 
period can be approximated as:  


QP
୨ ൌ


∆୶


୲
Q୮                                                                 (10) 


Therefore, the unavailability of route k is: 


U୩
୨ ൌ 1 െ ∏ ሺ1 െ U୧


୨ሻ୧א୩                                                (11) 


and the expectation of chilled water loss is:  


QR
୨ ൌ U୩


୨ Q୮
୨                                                                 (12) 


Therefore, the risk cost in jth section is ܥோ
௝ ൌ ௣ܹܳோ


௝  


Now we can calculate the risk cost in the whole planning 
time period as:  


CR ൌ ∑ CR
୨N


୨ୀଵ =
W౦∆୶


୲
∑ ሾ1 െ ∏ ሺ1 െ U୧


୨ሻሿ୧א୩
N
୨ୀଵ                 (13) 


 
Figure 3: The division of planning time span 


Both Equation (4) and Equation (13) calculate the risk 
cost in a centralized way. However, in the multi-agent 
system used for our chilled water control, the risk cost 
has to be evaluated in a distributed way. Therefore, to 
implement the risk cost in a distributed way, we obtain 
the risk cost of the cooling route in an iterative manner.  


Assume that the failure probability of the first compo-
nent (see Figure 1) which should be a valve located in 
the neighborhood of the load is ݑଵ. Therefore, the risk 
cost of the first component can be defined as:  


CR
ଵ ൌ ሾ1 െ ሺ1 െ uଵሻሿ · W୮Q୮                                       (14) 


For the second component located in the neighborhood 
of the first component, the risk should consider both 
these two components since they are located in serial. 
Assume that the failure probability of the component 
is ݑଶ. Therefore, in the centralized way, the risk cost can 
be calculated as: 


CR
ଶ ൌ ሾ1 െ ሺ1 െ uଵሻሺ1 െ uଶሻሿ · W୮Q୮                          (15) 


Equation (15) can be rewritten as: 


CR
ଶ ൌ ሼሺ1 െ uଶሻሾ1 െ ሺ1 െ uଵሻሿ ൅ uଶሽ · W୮Q୮ ൌ


                                               ሺ1 െ uଶሻRଵ ൅ uଶW୮Q୮         (16) 


In this way, if we already know the risk cost of the up-
stream3 neighborhood component, we can obtain the risk 
cost in a distributed way without information of other 
components. Therefore, we can implement the risk cost 
evaluation in a distributed way and we observe that the 
calculated risk cost is exactly the same as in the centra-
lized approach.  


Similar to Equation (15), if we already know the risk 
cost ܴ௜ିଵ from 1 to (i-1) components, then the risk cost 
from 1 to i should be:  


CR
୧ ൌ ሾ1 െ ሺ1 െ uଵሻሺ1 െ uଶሻ ڮ ሺ1 െ u୧ିଵሻሺ1 െ u୧ሻሿ ·


          WpQp                                                                 
(17) Similar to Equation (16), Equation (17) may be 
represented as: 


CR
୧ ൌ ሺ1 െ u୧ሻሾ1 െ ሺ1 െ uଵሻሺ1 െ uଶሻ ڮ ሺ1 െ u୧ିଵሻሿ ·


           WpQp൅ui·WpQp                                             (18) 


Finally, Equation (18) can be expressed in distributed 
way as: 


CR
୧ ൌ ሺ1 െ u୧ሻCR


୧ିଵ൅u୧W୮Q୮  ሺi ൌ 2,3,4 … nሻ               (19) 


Therefore, Equation (19) may be used to calculate the 
risk cost of the complete chilled water transportation 
route from the load to the chiller pump in a distributed 
manner. In this model the risk cost of a component is de-
pendent on both the failure probability of itself and also 
on the risk cost of upstream components. 
3.2.4. The final cost function for negotiation 
The final cost function required for the multi-agent 
based negotiation includes all the components: produc-
tion cost, transportation cost, and the associated compo-
nent-level risk factor. Typically, the production cost is 
directly associated with the chiller pumps and for the 
valves we use the terminology operation cost (this helps 
us to built the cost for our prototype presented in Section 
5).  Operation cost is considered to be the cost associated 


                                                 
3 Water flows from the upstream agent to the downstream agent. 
The downstream/upstream relationship between two agents (e.g. 
valve agents) is determined during multi-agent-based negotiation. 
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with changing a physical component’s state to meet the 
proposed chilled water route’s requirements. If a task 
requires a valve open and if the valve is already ON, the 
operational cost for this valve will be 0, otherwise, there 
is a cost defined to toggle the valve’s state. As discussed 
before, transportation cost is the total of the distances 
between each agent in the route. Therefore, our final cost 
is the sum of the operation cost and the transportation 
cost which is multiplied by a factor determined by risk 
due to the probability of failure. 


 Figure 4: Extension of the CNP for the negotiation 
4. CHILLED WATER ROUTE DISCOVERY  
In our multi-agent-based chilled water control system, 
the route discovery process employs in a recursive way 
to select the best chilled water route from a load agent to 
a chiller pump agent. Similar to the CNP protocol de-
scribed in Section 3.1, at the beginning, the initiator 
(load in our experiment) sends CFP to each participant 
agents who can be a chiller pump agent or a valve agent 
as a neighbor. The proposal includes the cost of the ser-
vice that the neighbor agent can provide and an agent list 
that indicates the possible route (the list is empty initial-
ly for the load agent initiated CFP). If the initiator is a 
load agent, the agent will send CFP to all the chiller 
pump agents. It needs to be considered that in the fol-
lowing conditions, the initiator does not send the CFP: 
a. The neighbor is already in the “neighbors list” as the 


agent who forwarded the CFP. 
b. The neighbor is a load agent. 
Finally, each neighbor recursively sends CFPs and re-
turns the results to the initiator except if the neighbor is 
a chiller pump agent. The initiator then picks the best 
route returned by each neighbor and establishes a con-
tract with the neighbor. A contract is an agreement be-
tween two agents that specifies the statuses of both 
agents. If the contract specifies that these agents are ON, 
then the contract represents an upstream/downstream re-
lationship between the two agents. An agent can initiate 
an upstream/downstream relationship by accepting a 


proposal elicited from a neighboring agent with a CFP. 
The only non-adjacent agents that enter into contracts 
with each other are load agents and chiller pump agents. 
The relationship represents the load agent’s final chilled 
water route selection. Also, under the following condi-
tions the neighbor can refuse a CFP: 
a. The neighbor is in a BROKEN state. 
b. The neighbor has already a contract with other initia-


tor and the proposed route conflicts with the currently 
selected contract, e.g. the chilled water flow direction. 


 
The cost of the proposed route is calculated using the 
systematic approach presented in Section 3. 
Once a route has been selected by the load agent, the 
participant agents in that route must be informed. In our 
route discovery process, it is assumed that each load 
agent and chiller pump agent has only one connected 
neighbor, e.g., one valve agent. 
To enable the load agent to manage recursively several 
negotiation processes, we have introduced two phases of 
proposal acceptance by extending the typical phase Ac-
cept of the original state-of-the-art CNP with two new 
phases: PreAccept and DefinitiveAccept. Therefore, we 
obtain a new negotiation process described in Figure 4. 
In Figure 4, a load agent ݈ sends CFPs to all chiller pump 
agents (ܿଵ … ܿ௧ሻ . The agent ܿ then asks the neighboring 
valve agents ሺݒଵ -௡ሻ  and then the valve agents recurݒ …
sively send the CFP to other neighboring agents. The ne-
gotiation process will not be stopped until ݒ௡ reaches 
agent ݈ and responds back. If the negotiation process is 
between the agent ܿ (chiller pump agent) and the agent ݒ 
(valve agent), the initiator sends the best participant a 
PreAccept, but rejects all the other participant agents. In 
this way, the participants do not to wait unnecessary time 
for a response from the initiator and the whole negotia-
tion process will not be blocked. Since all agents are co-
operative, eventually, the best chilled water route can be 
selected by the agent ݈. The agent ݈ then sends the Defini-
tiveAccept to the selected agent ܿ௦, and the DefinitiveAc-
cept will be recursively sent to all participant agents 
which has been PreAccepted. 
Finally, at the last phase of CNP, the participant agent 
has to report back the final state of the task to the initia-
tor. In our experiment, the task is to ask the participant 
agent to switch its state to ON. However, according to 
the constraints, if the participant agent is in BROKEN 
state or the contract is with chilled water flow direction 
conflict, the state changing operation of the component 
(valve) may not be performed. Moreover, state changes 
of the participants may also occur after it has been 
PreAccepted. Therefore, a de-commitment phase is con-
sidered in the participant side in our proposed CNP as 
shown in Figure 5. The participant agents can choose to 
perform the task or de-commit.  
 







4.1.1. De-commitment Strategy for Negotiation 
In our proposed CNP, the de-commitment phase is trig-
gered when the status of the agents (valve agent or chill-
er pump agents) are changed. The status changes can be 
for example: the agent status of the contractor state is 
changed to BROKEN or the total cost of the chilled wa-
ter transportation from the chiller pump to the load sur-
passes a threshold that is no longer the most economical 
route. In such a scenario, previously committed contract 
can be broken and a new contract is re-negotiated. 
Moreover, in some scenarios, when combinations of all 
the chillers may not be able to supply needed cooling, 
the system will have to shed all non-vital loads to pro-
vide maximum cooling capacity to the vital loads. 
Typically, identifying a broken (faulty) component with-
in a chilled water transportation route is simple but to 
determine the threshold that allows the contractor to de-
commit is a complex problem. In our control system, for 
a contractor who has been in a contract, the only cost 
that can be changed is the risk cost. Assume that the set 
time of a contract is T to indicate a time stamp when the 
contract is established. Therefore, for the T, the cost can 
be written as the follows: 


Figure 5: Proposed CNP for proactive control system 


܂۱ ൌ ܀۱
 (20)                                                                     ܂


When the state of the contractor is changed due to the 
change of the associated risk cost, the new cost for the 
current time will be: 


۱۱ ൌ ܀۱
۱                                                                     (21) 


Accordingly, the new risk ࢘ can be used to determine the 
threshold as a penalty coefficient: 


હ ൌ ૚ െ  (22)                                                                   ܚ


If the new cost is greater than the sum of penalty cost 
and ࢀ࡯, then the de-commitment can be made by the 


contractor, otherwise the contractor cannot break the 
contract.  


Therefore, if ۱۱ ൐ ܂۱  ൅  હ۱(23)                                     ܂ 


the contract will be broken. 


 
Figure 6: Tabletop prototype 


5. RESULTS AND CASE STUDY ANALYSIS 
The Tabletop shown in Figure 6 (schematic shown Fig-
ure 7) is a scaled-down physical prototype of a real naval 
ship chilled water and electrical system [18]. The system 
includes plumbing, controls and communications, and 
electrical components that mimic real-life operations. 
Specifically, the Tabletop schematic test bed shown in 
Figure 7 represents the chilled water transportation sys-
tem for the load cooling. This prototype is capable in 
providing information on unknown behaviors such as the 
directions of the chilled water flow inside the pipes that 
is obtained for specific valve configurations (chilled wa-
ter routes). The Tabletop includes 4 main subsystems: 
loads, chiller pumps, valves, and pipes. There are total 6 
loads, L01 to L06, where L05 and L06 are vital loads. 
This test bed does not simulate the actual heat transfer of 
each load. Therefore, 6 flow meters are installed next to 
the loads to indicate if there is chilled water service or 
not. High loading conditions will require that non-vital 
or low priority loads to be shed from the cooling loop. 
The chilled water services include 26 valves to transport 
chilled water from chiller pumps to loads for cooling 
purpose. Moreover, the Tabletop also simulates the elec-
trical systems with 8 redundant power panels. The con-
trols of the relays for electrical system are not included 
in the scope of this work. 
Prototype Validation 
A testing scenario has been developed using a simulation 
environment presented in Figure 8. The Tabletop and 
other associated models used for the simulation are 
shown in Figure 8. Later for the proactive control per-
formance testing, the paper considers fire threats.  
Tabletop Simulator: A Tabletop Simulator is a software 
simulation of the hardware Tabletop (see Figure 8) to 







enable our multi-agent-based control algorithm analysis. 
This simulator is written in Matlab/Simulink. It can si-
mulate and send sensor state, as well as observations of 
the various electrical and fluid components and can act 
upon commands originating from the controller. Moreo-
ver, it can receive fault signals during the stimulation. 
The communication between the Tabletop simulator and 
other components is facilitated using the Switchboard 
infrastructure. 


Figure 7: Tabletop schematic 
Fire Simulator: A Fire Simulation Engine (FSE) has 
been augmented to Tabletop Simulator to simulate a fire 
event, propagation scenario in compartments of a ship 
and resulting component failures. It has been developed 
to predict the fire spread and total heat release rate of the 
fire in the compartments.  


Switchboard Infrastructure (SB): The switchboard ap-
plication provides the communication infrastructure for 
all software components within this integrated simula-
tion.  It implements a publish/subscribe communications 
model that promotes loose coupling of software compo-


nents. The SB server in Figure 8 is a standalone applica-
tion to which the SB clients running inside the software 
components subscribe for messages on a per-channel ba-
sis. Clients also publish messages by sending them to the 
SB server. The server then redistributes the message to 
all clients who previously subscribed to the correspond-
ing channel. 
Stimulator: The Stimulator presents scenarios to multi-
agent-based controller by producing faults and mission 
objectives4 messages and records all activity in the sys-
tem for post-scenario analysis. The Stimulator interacts 
with the Tabletop simulator for injecting component 
faults which are later reflected in the respective compo-
nent states sent by the Tabletop Simulator to the control-
ler. The Stimulator is capable to running tests by stimu-
lating predefined faults (single as well as a combination) 
in batch mode. 
Multi-agent-based controller: The multi-agent-based 
controller generates control commands to the Tabletop 
simulator in order to satisfy the mission objectives sent 
from the Stimulator. Every controllable component in 
the Tabletop simulation has a corresponding agent in the 
multi-agent system. The SB client forwards the mission 
objectives message from the Stimulator to the load 
agents. Based on their objectives, each load agent starts 
the chilled water service negotiation process with the 


                                                 
4 Typical mission objectives for a naval ship includes: Cruise, 
Battle, Secured and Port mode. Mission-based control is an 
important research area [17]. 
 







available chiller pump agents using our proposed CNP. 
The chiller pump agent in turn initiates the route discov-
ery process to the load by calling for proposals from the 
neighboring valve agents. This CNP process is cascaded 
to the valve agents where each value initiates the negoti-
ation with the neighboring valve until the route discov-
ery is converged at the requested load. The agent in the 
controller has a state which is derived from the ground 
truth of the corresponding component in the Tabletop 
Simulator. This information is received by the SB client 
agent in the form of sensor state messages which is for-
warded to the corresponding agent. For the anti-threat 
behavior upon fire event, in order to associate probable 
impacts of inbound threats with components of the ship 
auxiliary control system based on the Fire Propagation 
Engine (FPE), we set up a test of the predictive capabili-
ty of the FPE to assure the model yields acceptable re-
sults, regardless of its simplicity or complexity and to 
obtain a better understanding of it. Details of FPE are 
out of the scope of this paper. 
In the following, we have compared our multi-agent-
based controller with the state-of-the-art controllers [18] 
for chilled water transportation. Authors in [18] have 
presented two controllers: (1) Rule-Macro Controller 
and (2) Mixed-Integer Linear Programming (MILP) 
solver based controller (Searched-based controller). 
Moreover, during comparison, we have collaborated with 
the group considered similar matrices as the authors in 
[18] have used.  
Performance Evaluation Matrices 
In order to evaluate the performance of multi-agent-
based controller over time we use performance using the 
Capability and Utility metrics similar to [18]. The fol-
lowing definitions of Capability and Utility have been 
considered. 
The metric Capability is used to track the percentage of 
loads that are operational at any given time. A load may 
be considered operational if it is powered ON and if it’s 
thermal and power requirements are met. Equation 24 
defines Capability C as follows: 


 Cሺtሻ ൌ
ଵ


N
∑ L୧ሺtሻN


୧ୀଵ                            (24) 


Where, N is the total number of operational loads (6 for 
our Tabletop simulator shown in Figure 6 and Figure 7) 
and Li means whether load i is operational or not. 
The metric Utility combines load operability with system 
costs in order to determine the cost it incurs for keeping 
the loads operational. Typically, these costs are com-
posed of transient penalties for switching component 
states, continuous penalties for keeping components in 
use, and a penalty for losing chilled water due to faulty 
pipes. Equation (25) defines Utility U as follows: 


Uሺtሻ ൌ Cሺtሻ ൅ cSSሺtሻ ൅ cTTሺtሻ ൅ cKKሺtሻ                     (25) 


Where, C is the Capability defined in Equation (24) and 
S, T, and K are the switching, continuous, and leak costs, 


respectively. cS, cT, and cK are the negative constant 
coefficients used to relatively weight each cost category. 
For the evaluation presented in Figure 9 and Figure 10 
these coefficients are taken as follows: cS (-0.01), cT (-
0.001), and cK (-5.0), respectively (similar to work pre-
sented in [18]). In Equation (25), switching penalty S is 
the total number of state switches for loads, pumps, re-
lays and valves that have occurred since t=0. S(0) = 0. 
Moreover, continuous penalty T is the number of 
seconds that loads and pumps are in use where, T(0) = 0. 
Finally, leak penalty K may be defined as: 


 Kሺtሻ ൌ
Wሺ଴ሻ


Wሺ୲ሻ
െ 1                              (26) 


In Equation (26), W(t) is the amount of chilled water in 
the water subsystem at time t and W(0) = 0. 
We compare our controller with the controllers presented 
in [18] using the above mentioned metrics. For an accu-
rate comparison, we need to understand fundamental 
principles of the two algorithms presented in [18]. Be-
low a short summary is provided. For details see [18].  
Rule-Macro Controller  
In a rule-macro controller, system state is received by 
the controller and stored within a collection buffer. Pre-
defined fault conditions determined at design time e.g., a 
particular valve is stuck-closed are stored as rules. The 
response of such a rule, e.g., open a different valve to 
redirect chilled water is stored as a macro and is ex-
ecuted when the fault condition of the rule is satisfied. 
For our evaluation, the rule-macro controller used for 
the chilled water control system contains 104 rules and 
96 macros in order to satisfy the mission objective of the 
combat ship (similar to [18]). 
The major benefits of this controller are: (i) reactive re-
configuration is limited to a predefined set of rules-
macros, and (ii) reconfiguration occurs very fast due to 
the simple computational complexity of evaluating rules 
and executing macros. The major drawback for such a 
controller is that no realizable set of rules will be enough 
to address the entire combination of the rule-macro. For 
our experiment, the rule-macro controller is limited to 
only respond to a predefined set of most common faults. 
Mixed-Integer Linear Programming Solver Based 
Controller (Searched-based Controller) 
This controller models the chilled water transportation 
system as a connected graph and formulates a Mixed-
Integer Linear Programming (MILP) problem based on 
system constraints and mission objectives. After that it 
searches for the optimal system reconfiguration. There-
fore, it is sometimes called a searched-based controller. 
This controller uses dynamic system state to accurately 
update system constraint set and incorporates the chang-
ing mission objectives into the objective function. There-
fore, intuitively the controller solves the optimal set of 
variables that is converted into system reconfiguration 
commands. 
 







 
Figure 9: Comparison our multi-agent-based controller compared to searched-based and rule-macro controllers 


The strength of this controller is its capability to use an 
efficient linear programming solver to find the best re-
configuration in response to component faults. The ma-
jor drawback is that this approach becomes intractable 
when the system complexity gets increased. 
The comparison of the reactive capability of our multi-
agent-based controller (MAS) over rule-macro controller 
and searched-based controller (MILP) can be seen in 
Figure 9. This experiment has included 400 trials for 
each controller. Each trial had the same mission objec-
tive – all loads were preferred ON. Each trial had a dif-
ferent fault scenario with a random combination of 
around 1 failed pump, 2 valves stuck closed, 1 leaky 
pipe, <1 failed power supply, and 2 relays stuck open.  
The results plots show the Utility & Capability [18] 
achieved by each controller averaged over 400 trials. 
Each instance of a leaky pipe in this test set refers to a 
pipe through which half of the water is lost. Controllers 
have a choice as to whether they should provide a load 
with chilled water even if it means transporting this wa-
ter through a half-leaking pipe. 
As one can see by looking at the steady-state values of 
the Capability plot in Figure 9, multi-agent-based 
(MAS) controller satisfies fewer objectives than 
searched-based (MILP) does, but because MAS leaks 
less water than MILP it achieves higher Utility than 
MILP after t=140 seconds. MAS outperforms Rule-
Macro in terms of Capability, and despite leaking water 
MAS achieves higher Utility than Rule-Macro on an av-


erage for the first three minutes after a fault occurs. 
Therefore, the multi-agent-based controller achieves the 
best balance between achieving load operability and pre-
venting lost resources. 
State-of-the-art controllers [18] are not implemented to 
be proactive by incorporating various fault-prediction 
engines, e.g. fire propagation engine. To demonstrate the 
proactive capability of our agent-based controller, we 
tested our controller using a set of 20 fire scenarios. 
Each scenario contained one random compartment to si-
mulate a fire model at t=10 seconds. 
Figure 10 shows the average Capability and Utility 
achieved by the multi-agent-based controller across all 
fire scenarios at any given time.  
It can be observed from Figure 10 that our controller is 
capable to be reconfigured proactively to a fire event. In 
this simulation, when we have introduced the fire event 
for a random compartment at t=10 seconds. We may ob-
serve that the Agents’ status has been changed to BRO-
KEN on an average at t=40 seconds. When the pump 
agents turned to broken, the system will reconfi-
gure/reroute and command the working valves to supply 
chilled water to the loads. We can observe in Figure 10 
that the Capacity and Utility remain the same from t=40 
seconds to t=160 seconds, which clearly demonstrates 
the proactive behavior for the multi-agent controller. 
During the last 20 seconds, the curves came down. This 
is because in some of the scenarios, all of the agents in-
cluding load, valve, pipe, and pump agents are broken at 







that time. Therefore, Utility and Capacity will corres-
pondingly go down on an average. 
6. CONCLUSION 
A risk based chilled water control system for the naval 
ship based on multi-agents has been presented in this 
paper. Our control system reduces the vulnerability of 
the ship systems by automatically assessing ship threats 
and then reconfiguring the ship chilled water system 
prior to any damage event to minimize the impact. We 
developed a systematic approach of cost function defini-
tion where risk factor may be included. Utilizing this 
new definition of cost function, we have extended the 


state-of-the-art CNP to adapt the multi-agent-based con-
trol system to be proactive.  Finally, we have demon-
strated our controller in a use-case using the Tabletop 
prototype. We have compared our multi-agent-based 
controller compared to the state-of-the-art chilled water 
transportation system controllers. Moreover, we have 
demonstrated the proactive-capability of the multi-agent 
control system in the presence of fire events.  
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Figure 10: Proactive capability testing or multi-agent-based controller using fire propagation model 
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