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RADC SCAT 
AUTOMATED SNEAK CIRCUIT ANALYSIS TOOL 

Edward L. DePalma 
Rome Air Development Center (RADC/RBERl 

Griffiss AFB, NY 

ABSTRACT 

Standard Sneak Analysis procedures are costly from a 
time, money and personnel perspective. The pro­
cessing of design data available only during the 
latter portions of the development cycle are highly 
labor intensive and difficult to institute a design 
change. Automated techniques for sneak analysis 
have been developed by several contractors for the 
workstation environment, but are either not com­
pleted or are proprietary. In fact, some of these 
techniques are only a subset of the sneak analysis 
procedure, namely design concerns. The Sneak Cir­
cuit Analysis Tool (SCAT) overcomes many of these 
deficiencies by providing a personal computer based 
system for real time identification (during the 
actual design phase) of sneak paths and design con­
cerns. The tool utilizes an expert system shell to 
assist the analyst so that prior experience with 
sneak analysis is not necessary for performance. 
Both sneak circuits and design concerns are targeted 
by this tool with both digital and analog circuits 
being examined. SCAT focuses the analysis at the 
assembly level rather than the entire system so that 
most sneak problems can be identified and corrected 
by the responsible design engineer in a timely man­
ner. 

INTRODUCTION 

... 10- 9- 8 

On November 21, 1961 the new Mercury-Redstone rocket 
was scheduled for launch. 

... 7- 6- 5 ... 

This was the first launch of the Redstone design. 

... 4-3-2 ... 

The Redstone circuitry had passed all of the 
required tests and screens to insure the rocket's 
survival in the space environment. 

... 1- 0- ABORT. 

Before the Redstone rocket could get more than a few 
inches off the ground, the mission was aborted via 
the engine cutoff circuit. The cause of this abort 
was not a part or component failure; it was the 
presence of a sneak circuit path. This condition is 
illustrated in Figure 1 which depicts the portion of 
the blockhouse and missile circuitry involving the 
sneak. As shown in the figure, the normal sequence 
of events is for launch command relay K1 to be trig­
gered, enabling battery B1 to power the missile 
ignition coil and the blockhouse ignition indicator. 
However, if upon launch the tail plug umbilical car­
rying ground return P3 separated before the control 
umbilical, current flowing through the ignition 
indicator would continue through diode D2 and supply 
power to the engine cutoff coil. This sequence of 
events actually did occur. It could have been pre­
vented by routing the power and return lines through 
the same connector. By defi ni ti on, sneak circuits 
are defined as "1 a tent paths which cause occurrence 

of unwanted functions or inhibit desired functions, 
assuming all components are functioning properly." 

DEFINITION OF PROBLEM 

The sneak circuit condition can be broken down into 
four groups: 

(1) sneak paths are latent current paths that cause 
an unwanted function to occur or inhibit a desired 
function independent of component operation. 

(2) sneak timing, which can result from incompatible 
hardware or logic sequences, can result in inappro­
priate system response. 

(3) sneak labels arise from the lack of precise 
nomenclature or 1nstructions on controls or operat­
ing consoles that lead to erroneous operator actions. 

(4) sneak indicators, which can result from improper 
connection or control of display devices and their 
sensors, can show false or ambiguous system status. 

It should be noted that a sneak circuit failure is 
not influenced by temperature, vibration, part 
stress, or wearout factors. None of the common 
causes of failures apply because this type of weak­
ness is designed into the system and is not related 
to the environment. Correcting potential sneak cir­
cuits requires an extensive study of a project's 
entire circuit network. This study would have to 
identify the effect of every possible current and 
timing path, assure that all labels and indicators 
are correct for all possible situations, and warn of 
any existing weaknesses in the circuit design. There 
are specialists in the area of sneak circuit analysis 
who will perform such a study, but there are 
drawbacks to this method of dealing with the sneak 
circuit problem . 

The cost of an outside specialist performing a sneak 
circuit analysis is threefold. Time is the first 
concern. The amount of time needed by an outside 
contractor to complete an in-depth study on the scale 
of a sneak analysis could easily be measured in 
months rather than weeks (depending on the size of 
the project). Also, analysis done by this method 
would require a high level design. Such a design 
would only be available late in a project development 
which is not the place for extended, time consuming 
studies. Secondly, the cost of performance restricts 
many from adding a sneak circuit analysis to their 
reliability programs. The funds needed to retain a 
contractor for the required amount of time would put 
an unacceptable strain on most project budgets. 
Finally, there are the designers who will be provoked 
when a completed model is brought back to the drawing 
board to correct hidden sneak paths. Time, money and 
personnel are wasted by this process. An alternate 
method is now introduced by Rome Air Development 
Center (RADC l, and SoHaR Incorporated. RADC and 
SoHaR have created SCAT. 

SOLUTION 

SCAT is an acronym for the Sneak Circuit Analysis 
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Tool. SCAT is a software package available through 
RADC that automates the sneak circuit analysis pro­
cess. Using a personal computer, the design engi­
neer runs the SCAT package to find and correct the 
sneak paths hidden in his/her design. If SCAT is 
used there is no need for an outside contractor. 
The analysis is performed by the actual designers of 
the system in the design phase where this type of 
study would be most effective. High level drawings 
are not required, so any necessary alterations will 
be timely and less costly. 

SCAT uses the Electronic Data Interchange Format 
(ED IF) net 1 ist from the schematic capture package 
OrCAD and an M1 expert system 1 ogi c shell . (These 
two programs represent the only purchases 
necessary.) Using OrCAD the designer simply enters 
his/her circuit in the SCAT package for analysis. 
The circuitry is entered as is with no rearranging 
needed. SCAT will accept both analog and digital 
designs. The time required to complete the analysis 
depends on the complexity of the circuit, but even 
the most complex circuits will require only a few 
minutes. For very large circuit networks, the SCAT 
program allows for a sectional analysis. 

When sneak analysis is done manually the procedure 
is to rewrite the circuit to be analyzed in topolog­
ical form using network trees. This form exposes 
patterns in the circuit interconnections that are 
susceptible to sneak paths. The most significant of 
these patterns are listed in Figure 2. 

Performing this type of a transformation and inter­
preting the results is a painstaking process that 
puts sneak analysis out of the designer's reach and 
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into the lab of specialists. Contractors specializ­
ing in SCA often use an automated system to transform 
the circuits directly but these systems are generally 
proprietary or are not available for outside use. To 
overcome these difficulties the SCAT program works 
directly from the circuit blueprint and any 
transformations are handled within SCAT, with no 
external expertise required. 

When SCAT has the circuit in a workable format the 
program then scans the circuit for sneaks using a 
built in clue list. The clue list represents a 
grouping of common circuit design weaknesses that 
were winnowed from a list of 200 plus clues. SCAT 
contains a total of 19 guideline clues of which 17 
are design concerns. If one of the design concerns 
is diagnosed by SCAT the user is supplied with a 
warning message, an explanation of the problem, and 
finally a recommended solution to the problem. SCAT 
also identifies reverse current sneak paths by ana­
lyzing all possible circuits and component states 
from a predetermined source and sink. When a reverse 
current path is discovered SCAT lists the sequence of 
components affected allowing the user to trace the 
path through the schematic and make any necessary 
design adjustments. The last clue is an OrCAD 
feature which performs a power check on the circuit. 

A prerequisite requirement that is needed for oper­
ating the SCAT system is an understanding of the 
operation of the circuit and devices used. The 
reason for this requirement is that SCAT will occa­
sionally query the operator for information to com­
plete the analysis. Facts such as; make-before-break 
switch states, open capacitor circuits, analog or 
digital devices may be requested. 
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FIGURE 1. MERCURY-REDSTONE ROCKET LAUNCH CIRCUITRY 
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FIGURE 3. SNEAK CIRCUIT EXAMPLE - WEAPONS CONTROL CIRCUIT 
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One limitation with the SCAT program is the size of 
the analysis. As presently conformed the program 
will only analyze circuits composed of 300 or less 
components. Larger circuits require sectional ana­
lysis which means knowledge of the design is neces­
sary to separate overlapping functions. 

Designs that are updated, or reworked following a 
SCAT analysis can easily be reentered into SCAT to 
assure that no new sneaks have been created. The 
OrCAD schematic capture package makes any editing or 
alterations a simple process. 

OrCAD/STD II I has a 1 ibrary of over 3700 unique 
parts and is flexible enough to allow the user to 
create his/her own custom parts if necessary. With 
over 200 hierarchical levels, OrCAD can be used to 
represent the most complex system designs. OrCAD 
speeds up the repetitive process of continuously 
entering the same parts by supplying the user with 
over 100 keyboard macros for parts appearing many 
times over in a system's design. Though not neces­
sary for the SCAT program's operation, the OrCAD 
package has many supplementary features available 
separately that may aid the designer in reaching the 
optimum design. 

EXAMPLE 

Figure 3 shows an example of a circuit board level 
sneak circuit failure. The circuit is a reconstruc­
tion from a weapons control circuit so that a poten­
tial sneak path can be demonstrated. The function 
of this circuit is the control of the arming coil. 

L2, the arming coil, is initially activated through 
transistor Ql. Switch S2 is designed to override 
the arming command and shut off coil L2. As shown 
the sneak concern exists when transistor Q1 is off 
and the disarming order is given by closing switch 
S2. Under this set of conditions relay K1 is 
allowed to oscillate and periodically activate the 
arming coil L2. When this circuit was analyzed by 
SCAT for a reverse current sneak paths, this problem 
was identified in seconds. The solution given by 
SCAT was the insertion of a diode in the switch 
relay path to prevent the reverse current flow. 

The cost of inserting a diode into a design is min­
uscule when it is done early in the design phase. As 
the design grows and progresses further along 
towards actual production the cost of any changes 
increases at an alarming rate. A sneak analysis 
study performed by Boeing (ref 5) shows that the 
cost of change from design to full scale development 
increases by a factor of five. When a sneak circuit 
is passed on into the field the cost of a change 
increases by at least a factor of twelve. If the 
only action required is a minor adjustment then a 
product developer is fortunate, however any design 
alteration at this stage is costly. If sneak 
circuit analysis had been incorporated into the 
design process, these costs would not have been 
incurred. 

If the improvement is made in the design process, 
then the efficiency is increased and quality of work 
brought to a higher level, so that the overall pro­
cess benefits. With the introduction of SCAT, the 
designer has a tool that will pinpoint weaknesses or 
soft spots in his/her design. SCAT guides the user 
toward the best design possible by making designers 
aware of potential flaws in the approach. The SCAT 

package improves both the product and personnel per­
formances, in some situations the latter may be the 
more advantageous of the two. 

UPGRADE 

For all of SCAT's obvious qualities there is one 
drawback. The SCAT version available today is only a 
prototype of a fully funct ional, completely automated 
sneak circuit analysis package. Future work is 
needed to expand the progress already made with this 
version of SCAT. Projected modifications to increase 
the scope of the SCAT package are given bel ow: 

1. Upgrade of the Expert System - The M.1 expert 
system would be replaced with a C-based expert sys­
tem. Such a change woul d enable the expert system 
shell to be called from programs written in the C 
1 anguage. The upgrade of the expert system would 
also allow SCAT to use an array of powerful options 
present in more advanced systems. 

2. Schematic Capture Upgrade - The new schematic 
capture program being considered would highlight the 
sneak path on the circuit diagram. The user would 
not have to trace a 1 i st of components, the path 
would be displayed directly on the circuit. 

3. Database Interface - A database would be created 
to answer many of the computer queries presently 
answered by the user. By creating this database SCAT 
will be more self contained and available to users 
who are not as familiar wi th the interconnections of 
the circuit. 

4. Expansion of Design Concerns - Presently SCAT 
identifies seventeen design concerns. This would be 
expanded to eighty. These eighty clues are presently 
listed in MI L-STD-1543B. With the inclusion of all 
eighty clues, SCAT would directly support the 
referenced standard. 

5. Expansion of SCAT to workstations - By upgrading 
the schematic capture package and expert system the 
SCAT package could be formatted for use on a work­
station such as the Sun SPARCstation. 

The focus of the SCAT project now is to test this 
concept on actual hardware configurations to see what 
problems are revealed so that corrections can be 
introduced into the SCAT program. While working with 
the SCAT package, RADC will have the in-house 
capability to perform sneak circuit analysis on a 
variety of systems. The SCAT package is available 
through RADC, copies are l imited and written requests 
should be sent to: 

RADC/RBE 
ATTN: RADC SCAT 
Griffiss AFB NY 13441-5700 
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CONCLUSION 

It is well known that sneak circuits are present in 
most designs, the only ques tion is whether they will 
adversely affect a system and what action to take if 
they do. The SCAT program identifies the sneak cir­
cuits to the designer and he/she then decides what 
course of action is necessary. Manual analysis or 
proprietary methods are too costly for most pro­
grams. The SCAT package is the logical alternative. 
SCAT is available through RADC. Written comments or 
suggestions on the SCAT project are encouraged and 
should be sent to: 
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