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= government to discuss the latest research and future directions in network science and analysis.
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Symposium Highlights
The two-day technical program topics of interest included:
« Models of real-world network phenomena
« Methods and analysis for graph-based datasets
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Large Graph Mining

Christos Faloutsos
CMU





Thank you!

e Ed Kao

 Lori Tsoulas

e Joan Meehan-Dion

GraphEx'11 C. Faloutsos (CMU)





Our goal:

Open source system for mining huge graphs:

PEGASUS project (PEta GrAph mining
System)

 www.cs.cmu.edu/~pegasus

* code and papers

GraphEx'11 C. Faloutsos (CMU) 3
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Outline

® . [ntroduction — Motivation

Prob]

Problem#2: Tools

lem#3: Scalability

Prob!

em#1: Patterns 1n graphs

Conclusions

GraphEx'l1

C. Faloutsos (CMU)
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Graphs - why should we care?

Linked [{3].

Food Web of Smallmouth Bass
Little Rock Lake (Cannibal)

1st Tropic Level
Mostly Phytoplankton 2nd Trophic Level
Many Zooplankton

Food Web

The Social Structure of “Countryside™ School Distriet

Pourts Colored by Race Q O White
b ® Black
]f ® MixedOther

Friendship Network Internet Map
[Moody '01] [lumeta.com]
GraphEx'11 C. Faloutsos (CMU)





Graphs - why should we care?

* [R: bi-partite graphs (doc-terms) 5

* web: hyper-text graph

e ... and more:

GraphEx'11 C. Faloutsos (CMU)





Carnegie Mellon

Graphs - why should we care?
« ‘viral’ marketing
* web-log (‘blog’) news propagation

« computer network security: email/IP traffic
and anomaly detection

GraphEx'11 C. Faloutsos (CMU)





Outline

e Introduction — Motivation

=) . Problem#1: Patterns in graphs
— Static graphs
— Weighted graphs
— Time evolving graphs

e Problem#2: Tools
* Problem#3: Scalability

e Conclusions

GraphEx'11 C. Faloutsos (CMU)





Carnegie Mellon

Problem #1 - network and graph
mining

 What does the Internet look like?
 What does FaceBook look like?

e What is ‘normal’/‘abnormal’?

e which patterns/laws hold?

GraphEx'11 C. Faloutsos (CMU)
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Problem #1 - network and graph
mining

 What does the Internet look like?
 What does FaceBook look like?

e What is ‘normal’/‘abnormal’?

e which patterns/laws hold?

— To spot anomalies (rarities), we have to
discover patterns

GraphEx'11 C. Faloutsos (CMU) 10





Carnegie Mellon

Problem #1 - network and graph
mining

 What does the Internet look like?
 What does FaceBook look like?

e What is ‘normal’/‘abnormal’?

e which patterns/laws hold?

— To spot anomalies (rarities), we have to
discover patterns

— Large datasets reveal patterns/anomalies
that may be invisible otherwise...

GraphEx'11 C. Faloutsos (CMU) 11





Graph mining

» Are real graphs random?

GraphEx'11 C. Faloutsos (CMU)
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Carnegie Mellon

Laws and patterns

* Are real graphs random?
* A: NO!!
— Diameter

— 1n- and out- degree distributions
— other (surprising) patterns

e So, let’s look at the data

GraphEx'11 C. Faloutsos (CMU)
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Carnegie Mellon

Solution# S.1

 Power law 1n the degree distribution
[SIGCOMMO99]

internet domains

~ att.com
1000 . . .
log(degree)ﬂ'EST Raas 041U-lNTEﬁ?SS.g‘;L%é?tgr;nﬁ.?t{hg%%rgﬁ.sz; -
160 L
ibm.com
10
1k
o 1 1‘0 160 1oloo 1000010g(rank)
GraphEx'11 C. Faloutsos (CMU)
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Carnegie Mellon

Solution# S.1

 Power law 1n the degree distribution
[SIGCOMMO99]

internet domains

~ att.com
1000 : ; .
log(de gree)"‘.fTEST 041U-INTE)I?;?SB.%‘JS‘BOS%T%r;le*'i.?t{hg%%rgﬁ.sz; -
160 L
ibm.com
10
1k
o 1 1‘0 1[.10 10‘00 1000010g(rank)
GraphEx'11 C. Faloutsos (CMU)

15





Carnegie Mellon

Solution# S.2: Eigen Exponent E

Eigenvalue
100

' 'P3.0regon’  +
exp(4.3031) *x*(-0.47734) ——

Exponent = slope

E=-0.48

10

May 2001

1 10 100

Rank of decreasing eigenvalue

« A2:power law in the eigenvalues of the adjacency

matrix
GraphEx'11 C. Faloutsos (CMU) 16
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Solution# S.2: Eigen Exponent E

Eigenvalue
100

' 'P3.0ragon’  +
exp(4.3031) *x*(-0.47734) ——

Exponent = slope

E=-0.48

10

May 2001

1 1I0 100
Rank of decreasing eigenvalue

e [Mihail, Papadimitriou ’02]: slope 1s 72 of rank

exponent
GraphEx'11 C. Faloutsos (CMU) 17





But:

How about graphs from other domains?

GraphEx'11 C. Faloutsos (CMU)
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More power laws:

* web hit counts [w/ A. Montgomery]

o
Web Site Traffic
Count
(log scale) o
) users ,
sites

10" 10" 10"
Number of Visits Websites Receive

m-in-(i“egree (log scale)

GraphEx'11 C. Faloutsos (CMU) 19





Carnegie Mellon

epinions.com
 who-trusts-whom
count [RiChardSOH T
100000 T T — T .
AT g - Domingos, KDD
10000 | | 2001]
_ 1000 | -
3
100
"l % | 2000-peopl
— _~ trusts- -people user
| | X ~ peop
1 10 100 1000 10000
Qut-degree
(out) degree
GraphEx'11 C. Faloutsos (CMU)
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And numerous more

 # of sexual contacts
* Income [Pareto] —’80-20 distribution’
* Duration of downloads [Bestavros+]

* Duration of UNIX jobs (‘mice and
clephants’)

e Size of files of a user

e ‘Black swans’

GraphEx'11 C. Faloutsos (CMU)
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Outline

e Introduction — Motivation

e Problem#1: Patterns in graphs
— Static graphs

» degree, diameter, eigen,

# e triangles
e cliques

— Weighted graphs
— Time evolving graphs

 Problem#2: Tools

GraphEx'11 C. Faloutsos (CMU)
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Solution# S.3: Triangle ‘Laws’

<

» Real social networks have a lot of triangles

GraphEx'11 C. Faloutsos (CMU) 23





Solution# S.3: Triangle ‘Laws’

<}

» Real social networks have a lot of triangles

— Friends of friends are friends

e Any patterns?

GraphEx'11 C. Faloutsos (CMU) 24
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Epinions

xo° °
GraphEX®11

Triangle Law: #S.3
[Tsourakakis ICDM 2008]

X-axis: # of participating
triangles
Y: count (~ pdf)

10 g (CMU) 5
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0.
HEP-TH,

Epinions

xo° °
GraphEX®11

Triangle Law: #S.3
[Tsourakakis ICDM 2008]

% \ ASN

X-axis: # of participating
triangles
Y: count (~ pdf)

10 g (CMU) 26
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Triangle Law: #S.4
[Tsourakakis ICDM 2008]

6 DTPL o DTPL
i %i%%i{{%}%}%ﬁf | " foperzal |
Reuters z- SN
g k:
é Io slope -1.68;| [_';
= g slope -1.73
s" T -~ S 10 N
\‘E_
:0 I0 DISIg';r‘ePQL I0 10 10 10 Deg 10 10
" operer
X-axis: degree
Epnnonsa . :
g _ iloperuied Y-axis: mean # triangles
g . e : . .
o C T~ n friends -> ~n!-¢ triangles
GraphEX' 1 110 10 ]DeIgOre 10 10

<+ - w-uddtsos (CMU) 27





Carnegie Mellon %

Triangle Law: Computations
[Tsourakakis ICDM 2008]

But: triangles are expensive to compute
(3-way join; several approx. algos)
Q: Can we do that quickly?

GraphEx'11 C. Faloutsos (CMU) 28





Carnegie Mellon W

Triangle Law: Computations
[Tsourakakis ICDM 2008]

But: triangles are expensive to compute
(3-way join; several approx. algos)
Q: Can we do that quickly?
A: Yes!
#triangles = 1/6 Sum (A )
(and, because of skewness (S2) ,
we only need the top few eigenvalues!

GraphEx'11 C. Faloutsos (CMU) 29





Carnegie Mellon %

Triangle Law: Computations

[Tsourakakis ICDM 2008]
Wi ikipedia graph 2006-Nov-o4
~ 3,iM nodes =~ 37M edges

100
(1021x, 97.4%)

98-
~ e
g | e (1277%, 94.7%)
~ apl  Tmmeal
= 9% T /
e
W T %,
D 94
&) \\~
< (1329x, 92.800) 3

92~

\ | | 1 1 | |
%8 1050 1100 1150 1200 1250 1300 1350
Speedup

1000x+ speed-up, >90% accuracy

GraphEx'11 C. Faloutsos (CMU) 30





Carnegie Mellon

Triangle counting for large graphs?

Anomalous nodes 1n Twitter(~ 3 billion edges)
[U Kang, Brendan Meeder, +, PAKDD’11]

GraphEx'l1 C. Faloutsos (CMU) 31
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Triangle counting for large graphs?

108 — e
w Charit?-la* @K |
2 10  Ad 7;,( Water Barack
u Obama
§ 10 Advertiser G,B( _-
% John
5 105 |Sarah McCain
= Palin
S pYi
210t @ _
o3| ~Climgn [ Toter
10* 10° 10° 107

Degree

Anomalous nodes 1n Twitter(~ 3 billion edges)
[U Kang, Brendan Meeder, +, PAKDD’11]

GraphEx'l1 C. Faloutsos (CMU) 32





EigenSpokes

B. Aditya Prakash, Mukund Seshadri, Ashwin
Sridharan, Sridhar Machiraju and Christos
Faloutsos: EigenSpokes: Surprising
Patterns and Scalable Community Chipping
in Large Graphs, PAKDD 2010,
Hyderabad, India, 21-24 June 2010.

GraphEx'11 C. Faloutsos (CMU) 33
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EigenSpokes

e Eigenvectors of adjacency matrix

" equivalent to singular vectors
(symmetric, undirected graph)

A=UXU"

GraphEx'11 C. Faloutsos (CMU)
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Carnegie Mellon

EigenSpokes

e Eigenvectors of adjacency matrix

" equivalent to singular vectors
(symmetric, undirected graph)

\ 4

.
U 1 7)
GraphEx'11 C. Faloutsos (CMU)

35





Carnegie Mellon W
EigenSpokes

e Eigenvectors of adjacency matrix

" equivalent to singular vectors
(symmetric, undirected graph)

- A=UxU* \

< —> o o°

\ 4

Uy U

GraphEx'11 C. Faloutsos (CMU) 36





Carnegie Mellon W
EigenSpokes

e Eigenvectors of adjacency matrix

" equivalent to singular vectors
(symmetric, undirected graph)

- A=UxU* \

< —> o o°

\ 4

Uy U

GraphEx'11 C. Faloutsos (CMU) 37





Carnegie Mellon

EigenSpokes

e Eigenvectors of adjacency matrix

" equivalent to singular vectors
(symmetric, undirected graph)

\ 4

ot
U 1 7)
GraphEx'11 C. Faloutsos (CMU)

38





Carnegie Mellon

EigenSpokes
4 Dt
+ EE plot: 2" Principal
component
* Scatter plot of uz2 )
scores of ul vs u2 * e 7,
* One would expect °0
— Many points (@
origin
— A few scattered
ui
~randomly
15t Principal
component

GraphEx'11 C. Faloutsos (CMU) 30
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EigenSpokes
* EE plot:
e Scatter plot of u2 6
o ~90°
scores of ul vs u2 i
* One would expect T
— Many points (@
origin
— A ered
ui

n~~/

GraphEx'11 C. Faloutsos (CMU)
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EigenSpokes - pervasiveness

¢ Present 1n mobile social graph

" across time and space

¢ Patent citation graph a

Al )
Wﬁ

GraphEx'11 C. Faloutsos (CMU) 41
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EigenSpokes - explanation

Near-cliques, or near-
bipartite-cores, loosely
connected

K

GraphEx'11 C. Faloutsos (CMU) 42
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EigenSpokes - explanation

Near-cliques, or near- EE)

bipartite-cores, loosely
connected

K

GraphEx'11 C. Faloutsos (CMU) 43
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EigenSpokes - explanation

/M\

Near-cliques, or near- U'E)

bipartite-cores, loosely
connected

K

GraphEx'11 C. Faloutsos (CMU) 44
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EigenSpokes - explanation

Near-cliques, or near-
bipartite-cores, loosely
connected

So what?

» Extract nodes with high
scores

" high connectivity

» Good “communities”

GraphEx'11

;

et D

L

spy plot of top 20 nodes

R

]
L
fefl;g”

V

i
i‘“ e ’.. Ll
T g

P e
$334°3802"0 !:I‘i :’*
BT
ii.i.:” il : r

-ii!z % !

V4

o sezf o3
3& az " i*

. . .
- .. ‘ *
5e780°8 330

v,

C. Faloutsos (CMU)
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Bipartite Communities!

patents from { .
same inventor(s) - |

‘cut-and-paste’
bibliography!

magnified bipartite community

GraphEx'11 C. Faloutsos (CMU) 46





Outline

e Introduction — Motivation

* Problem#1: Patterns in graphs
— Static graphs
» degree, diameter, eigen,
e triangles

e cliques
m) - Weighted graphs
— Time evolving graphs

 Problem#2: Tools

GraphEx'11 C. Faloutsos (CMU)
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Observations on weighted
osraphs?

* A:yes -even more ‘laws’!
X7

M. McGlohon, L. Akoglu, and C. Faloutsos
Weighted Graphs and Disconnected

Components: Patterns and a Generator.
SIG-KDD 2008

GraphEx'11 C. Faloutsos (CMU)
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Observation W.1: Fortification

Q: How do the weights

of nodes relate to degree?

GraphEx'11 C. Faloutsos (CMU)
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Observation W.1: Fortification

More donors,
more $ ?

$10 Reagan
$5 o 1 . )
570 Clinton
o o

GraphEx'11 C. Faloutsos (CMU)
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Observation W.1: fortification:

Snapshot Power Law
» Weight: super-linear on in-degree

» exponent ‘1w’: 1.01 <1w < 1.26

More donors,

even more $

$10 In-weights i’

s
$5

¢
o ¢
1

GraphEx'l

Orgs-Candidates

[~ <>|

e.g. John Kerry,
$10M received,

from 1K donors

eeeeeeee

C. Faloutsos (CMU) 51





Outline

* Introduction — Motivation
e Problem#1: Patterns in graphs
— Static graphs
— Weighted graphs
- — Time evolving graphs
* Problem#2: Tools

GraphEx'11 C. Faloutsos (CMU)
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Problem: Time evolution

e with Jure Leskovec (CMU ->
Stanford)

« and Jon Kleinberg (Cornell —
sabb. (@ CMU)

GraphEx'11 C. Faloutsos (CMU) 53





T.1 Evolution of the Diameter

* Prior work on Power Law graphs hints
at slowly growing diameter:

— diameter ~ O(log N) S:P C)j
— diameter ~ O(log log N) —

* What is happening in real data?

GraphEx'11 C. Faloutsos (CMU)
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T.1 Evolution of the Diameter

* Prior work on Power Law graphs hints

at slowly growing diameter:
— diameter ~ (@}
— diameter ~ O og N)

<>

* What is happening in real data?

e Diameter shrinks over time

GraphEx'11 C. Faloutsos (CMU)
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T.1 Diameter — “Patents”

e Patent citation
network

e 25 years of data

. @1999
— 2.9 M nodes
— 16.5 M edges

GraphEx'11

35; dlameter
—a—Full graph
-e-Post '85 subgraph
30 =-Post '85 subgraph, no past
S o5)
@
=
Ru
©
o 201
2
3
o 151
10F
1%75 1980 1985 1990 1995

time [years]

C. Faloutsos (CMU)
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T.2 Temporal Evolution of the

Graphs

* N(t) ... nodes at time t
* E(t) ... edges at time t
* Suppose that

N(t+1) = 2 * N(t)

* : what 1s your guess for

GraphEx'11

B(t+1) =2 2 * B(t)

C. Faloutsos (CMU)
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T.2 Temporal Evolution of the

Graphs

* N(t) ... nodes at time t
* E(t) ... edges at time t
* Suppose that
N(t+1) = 2 * N(t)
* : what 1s your guess for

E(t+1) ® E(t)

 A: over-doubled!

— But obeying the ~ Densification Power Law’™
GraphEx'11 C. Faloutsos (CMU) 58
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T.2 Densification — Patent
Citations

 Citations among
patents granted

. @1999
— 2.9 M nodes
— 16.5 M edges

 Each yearis a
datapoint

GraphEx'11

10°%¢

E(t)

—
o
-l
T

Number of edges

N
o

1975 *

199

1.66

+ Edges

—=0.0002 x5 R2=0.99

10°

10°

C. Faloutsos (CMU)

10°
Number of nodes

N(t)

59
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Outline

* Introduction — Motivation
e Problem#1: Patterns in graphs
— Static graphs
— Weighted graphs
- — Time evolving graphs
* Problem#2: Tools

GraphEx'11 C. Faloutsos (CMU)
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More on Time-evolving graphs

M. McGlohon, L. Akoglu, and C. Faloutsos
Weighted Graphs and Disconnected

Components: Patterns and a Generator.
SIG-KDD 2008

GraphEx'11 C. Faloutsos (CMU)
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Observation T.3: NLCC behavior

Q: How do NLCC'’s emerge and join with
the GCC?

("NLCC”’ = non-largest conn. components)
—Do they continue to grow 1n size?

— or do they shrink?

— or stabilize? O O
o
o

GraphEx'11 C. Faloutsos (CMU) 62
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Observation T.3: NLCC behavior

Q: How do NLCC'’s emerge and join with
the GCC?

("NLCC”’ = non-largest conn. components)
—Do they continue to grow 1n size?

— or do they shrink?

— or stabilize? /O\Q
“o
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Observation T.3: NLCC behavior

Q: How do NLCC'’s emerge and join with
the GCC?

(" 'NLCC”’ = non-largest conn. components)
YES —Do they continue to grow 1n size?
YES — or do they shrink?
YES — or stabilize?

GraphEx'11 C. Faloutsos (CMU) 64





Carnegie Mellon

Observation T.3: NLCC behavior

 After the gelling point, the GCC takes off, but
NLCC’s remain ~constant (actually, oscillate).

IMDB

—+—CC2|| Tme = 1914

10°¢

CC size

10°}

10"—

Time-stamp
GraphEx'11 C. Faloutsos (CMU) 65





Timing for Blogs

* with Mary McGlohon (CMU->Google)
» Jure Leskovec (CMU->Stanford)

* Natalie Glance (now at Google)

e Mat Hurst (now at MSR)

[SDM’07]

GraphEx'11 C. Faloutsos (CMU)
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T.4 : popularity over time

# in links \

|
3 lag: days after post

-
N

Post popularity drops-ott — exponentially? @t o

O

@t + lag

GraphEx'11 C. Faloutsos (CMU) 67
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T.4 : popularity over time

10°

# in links

10°

(log) |
10°}
10°}
— : days after post

‘ —— _541905.74 x WB2_4 o9

R 10 10° (Iog)

Post popularity drops-off — expm@ally?
POWER LAW!
Exponent?
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T.4 : popularity over time

# in links
(log)

10"}
10°}

10°

10’

o Posts
— - 541905.74 x %9 R®=1.00

10°

POWER LAW!
Exponent? -1.6

10’

10°

Post popularity drops-off — expor@ally?

days after post
(log)

Bromm Noise

e close to -1.5: Barabasi’s stack model B W

e and like the zero-crossings of a random walk ™

GraphEx'11

C. Faloutsos (CMU)

DFT of Bromm Noise
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-1.5 slope

J. G. Oliveira & A.-L. Barabasi Human Dynamics: The
Correspondence Patterns of Darwin and Einstein.
Nature 437, 1251 (2005) . [PDE]

b c
10° 100 -
ELC‘U > b‘“'}-l} \‘x
102F Qo N a=3/2 Ll 1 o W a=3/2
5 n -4F N
104F %o N, = \L‘-Z"Q \
S0 ™ 106 %
- Darwin 0 0™E  Einstein Q
(‘{D O
D'QLJ.md_uud_u.md_m.uLuuu
10° 0 v 1w 100 0° 0 10?2 v 10 v
Response time t (days) Response time t (days)

¢ Figure 1| The correspondence patterns of Darwin and Einstein. 70
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T.5: duration of phonecalls

Surprising Patterns for the Call
Duration Distribution of Mobile
Phone Users

Pedro O. S. Vaz de Melo, Leman

Akoglu, Christos Faloutsos, Antonio
A. F. Loureiro

PKDD 2010

GraphEx'11 C. Faloutsos (CMU) 71





Carnegie Mellon

Probably, power law (?)

10° |
To
(o]
(o]
%o ??
oO
count 10° | °_
oO
(o]
(o]
(o]
-2
10° 10" 10° 10°

Duration (s)
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No Power Law (yet)

count 10°
* data
—TLAC
log-normal
| |~—-exponential
10 10 10 10

Duration (s)

GraphEx'11 C. Faloutsos (CMU)





‘TLaC: Lazy Contractor’

* The longer a task (phonecall) has taken,
* The even longer 1t will take

Odds ratio= 10*
2
102 SN . -
k\ Casualties(<x): 10
count | “—  Survivors(>=x) 10°|
e e data
10_1200 - .exp:;ential - ‘-\\103 1 0_2 I _TLAC

Duration (s) log-normal
== power law 1074 —exponential

10°  10°  10° 10
duration (s)
GraphEx'11 C. Faloutsos (CMU) 74
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Data Description

» Data from a private mobile operator of a large
Ccity
= 4 months of data
= 3.1 million users
= more than 1 billion phone records

= Over 96% of ‘talkative’ users obeyed a TLAC
distribution (‘talkative’: >30 calls)

= Rest 4%: ~ T ﬂ
N N

GraphEx'11 C. Faloutsos (CMU) 75
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=)

Outline

e Introduction — Motivation

e Prob]

e Problem#2: Tools

— Oc

dBall (anomaly detection)

— Belief Propagation

— Immunization

* Problem#3: Scalability

e Conclusions

GraphEx'l1

C. Faloutsos (CMU)

em#1: Patterns 1n graphs

> ]

teasers
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OddBall: Spotting Anomalies

in Weighted Graphs

Leman Akoglu, Mary McGlohon, Christos
Faloutsos

Carnegie Mellon University

School of Computer Science

PAKDD 2010, Hyderabad, India
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Main idea

For each node,
» extract ‘ego-net’ (=1-step-away neighbors)

» Extract features (#edges, total weight, etc
etc)

* Compare with the rest of the population

GraphEx'11 C. Faloutsos (CMU)
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What is an egonet?

egonet

79

aloutsos (CMU)





Selected Features

N.: number of neighbors (degree ) of ego 1
E;: number of edges in egonet 1
W total weight of egonet 1

. )\wl principal eigenvalue of the weighted ;%%E

adjacency matrix of egonet I

GraphEx'11 C. Faloutsos (CMU)
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Near-Clique/Star

POSTNET

—r
e
o 9
N
N
v
Y

,
/7
7  http:fiinstapundit.com/

| hitp:/iwww.s ore.co.uk/ // archives/025235.php
107 2005/08fi-feel-some- ‘J)
- -coming-on.html f
' Ay
102 /x..“. o -
_ l,g., : 3 ’
L /7 iy
1 l {3
o Al
,; M
. /7
10t e ——1.1094x + (-0.21414) =y
4 ~—-1.1054x + (-0.21432) =y
. ——-2.1054x + (-0.5153%) =y
" 10° 10' 10° 10°
IN|
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Near-Clique/Star

ENRON

[ ——1.3581x + (0.10897) = y S

-—-1.0438x + (-0.10446) =y /
——-2.0438x + (-0.40549) =y //

GraphEx'11

10 10 10 a0

C. Faloutsos (CMU)
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Near-Clique/Star

. ENRON
10°
—1.3581x + (0.10897) =y /
| ———1.0438x + (-0.10446) =y //
o | ———2.0438x + (-0.40549) =y ,’
: // + :'
10“E 4 ‘ ok
— A Kenn;fh Lay
3 s
= G (cEO)
- »
107k
10'f
40
1lZ|IJ g 1ol L] PSR S | 4l
10 10’ 10° 10° 10t

GraphEx'11

C. Faloutsos (CMU)
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GraphEx'11

Near-Clique/Star

6 ENRON
10 ¢
| ——1.3581x + (0.10897) = y ,
| ———1.0438x + (-0.10446) =y //
O ---2.0438x + (-0.40549) = y| ¢
| // + '.
10tk 4 ‘ 6,2
— / 4 Kenneth Lay
L o _-~ (CEO)
. *
H »
mzf’ Andrew Lewis
(director)
10'k
40
1!]IJ g1l Lol MR S ]
10° 10" 10° 10° 10*

C. Faloutsos (CMU)
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Outline

 Introduction — Motivation
e Problem#1: Patterns in graphs

e Problem#2: Tools

— OddBall (anomaly detection)
m) — Belief Propagation

— Immunization

* Problem#3: Scalability

e Conclusions

GraphEx'11 C. Faloutsos (CMU)
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E-bay Fraud detection

w/ Polo Chau &
Shashank Pandit, CMU

[www’07]

GraphEx'11 C. Faloutsos (CMU) L6
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E-bay Fraud detection

C. Faloutsos (CMU) 87
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E-bay Fraud detection

C. Faloutsos (CMU) 88
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E-bay Fraud detection - NetProbe

%X NetProbe Alpha - Unearth Networks of Suspicious Auction Users Q@@

N tP b g Carnegie Mellon
e rO e alpha [ School of Computer Science
-\ Inspect user for suspicious networks.  Go

™
| k.

|~

] .
' allSher Registration: Aug-1306 Location: United States

Fraudsters: 95%  Suspected fraudster -- this user has been
hehaving much like the other suspects
TR by trading with the similar sets of
possible accomplices.

GraphEx'11 C. Faloutsos (CMU) {0





Popular press

Carnegie Mellon

TODAY
The Washington Post
ilos Angeles Times

And less desirable attention:
* E-mail from ‘Belgium police’ (‘copy of
your code?’)

GraphEx'11 C. Faloutsos (CMU)
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Outline

 Introduction — Motivation
e Problem#1: Patterns in graphs

e Problem#2: Tools
— OddBall (anomaly detection)

— Belief propagation
m) - Immunization

* Problem#3: Scalability -PEGASUS

e Conclusions

GraphEx'11 C. Faloutsos (CMU)
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Immunization and epidemic
thresholds

e QI: which nodes to immunize?

e Q2: will a virus vanish, or will 1t create an
epidemic?

GraphEx'11 C. Faloutsos (CMU)
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Q1: Immunization:

*Given
*a network,
*k vaccines, and
*the virus details
*Which nodes to immunize?

GraphEx'11 C. Faloutsos (CMU)
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Q1: Immunization:

*Given
*a network,
*k vaccines, and
*the virus details
*Which nodes to immunize?

g-——-—B

GraphEx'11 C. Faloutsos (CMU)
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Q1: Immunization:

*Given
*a network,
*k vaccines, and
*the virus details
*Which nodes to immunize?

N
8\ 8

GraphEx'11 C. Faloutsos (CMU)

g

95





Carnegie Mellon

Q1: Immunization:

*Given A: immunize the ones that
*a network, maximally raise
k vaccines, and the "epidemic threshold’
the virus details [Tong+, ICDM’10]

\Which nodes to immunize”?

GraphEx'11 C. Faloutsos (CMU) 8 96





Q2: will a virus take over?

* Flu-like virus (no immunity, ‘SIS’)
 Mumps (life-time 1mmunity, ‘SIR”)
 Pertussis (finite-length immunity, ‘SIRS”)

. attack prob
0. heal prob

GraphEx'11 C. Faloutsos (CMU) 97
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Q2: will a virus take over?
* Flu-like virus (no immunity, ‘SIS’)
 Mumps (life-time 1mmunity, ‘SIR”)
 Pertussis (finite-length immunity, ‘SIRS”)

8: attack prob 8'—'8
5: heal prob 8/ a \8
A: depends on connectivity \8/

(avg degree? Max degree? \8

variance? Something else?
GraphEx'11 C. Faloutsos (CMU) 08





Epidemic threshold t©

What should t depend on?

* avg. degree? and/or highest degree?
 and/or variance of degree?

* and/or third moment of degree?

 and/or diameter?

GraphEx'11 C. Faloutsos (CMU) 99





Epidemic threshold

* [Theorem] We have no epidemic, 1f

pls<t=1/1,,

GraphEx'11 C. Faloutsos (CMU) 100
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Epidemic threshold

* [Theorem] We have no epidemic, 1f

epidemic threshold
recovery prob. T\ |

!
B/S - 121
, ,

I
attack prob./ largest eigenvalue
of adj. matrix 4

Proof: [Wang+03] (for SIS=flu only)

GraphEx'11 C. Faloutsos (CMU)
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A2: will a virus take over?

 For all typical virus propagation models (flu,
mumps, pertussis, HIV, etc)

* The only connectivity measure that matters, 1s

1A,

the first eigenvalue of the

adj. matrix 2 2 \
[Prakash+, ‘10, arxiv] \8/ 3
\8

GraphEx'11 C. Faloutsos (CMU) 102
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A2: will a virus take over?

SIRS Infected (log-log)

: 10° —
Fraction of o —under]
infected ~under2
107 - overt
--over2
4 . Above: take-over
10 ===
”“w%%
Graon 10 \x\i\Below exp. extinction
raph: - N\
Sy ¥
Portland, OR
31M links 0]
1.5M nodes 10 10 10
Time ticks
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Outline

 Introduction — Motivation
e Problem#1: Patterns in graphs

e Problem#2: Tools
— OddBall (anomaly detection)

— Belief propagation
— Immunization

m). Problem#3: Scalability -PEGASUS

e Conclusions
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Scalability

* Google: > 450,000 processors 1n clusters of ~2000

processors each [Barroso, Dean, Holzle, “Web Search for
a Planet: The Google Cluster Architecture” IEEE Micro

2003]
* Yahoo: 5Pb of data [Fayyad, KDD’07]
e Problem: machine failures, on a daily basis

 How to parallelize data mining tasks, then?

e A: map/reduce — hadoop (open-source clone)
http://hadoop. apache org/

GraphEx'11 C. Faloutsos (CMU) 105
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Outline — Algorithms & results

Centralized Hadoop/
PEGASUS

Degree Distr. old old
Pagerank old old

=% | Diameter/ANF old HERE
Conn. Comp old HERE
Triangles done HERE
Visualization started

GraphEx'11

C. Faloutsos (CMU)
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HADI for diameter estimation Ea¥s

* Radius Plots for Mining Tera-byte Scale
Graphs U Kang, Charalampos Tsourakakis,
Ana Paula Appel, Christos Faloutsos, Jure

Leskovec, SDM’10

* Naively: diameter needs O(N*%*2) space and
up to O(N**3) time — prohibitive (N~1B)

* Our HADI: linear on E (~10B)

— Near-linear scalability wrt # machines

— Several optimizations -> 5x faster

GraphEx'11 C. Faloutsos (CMU) 107





10° -
Count '@ I
(D10 ..':
B40b "
310
%105
510"
O 3 . -
510 {19+ [Barabasi+]
Z10
10" ' ~1999, ~1M nodes
10° | I . . . . .
0 5 10 15 20 25 30 .
Radius Radius
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10° -
CO unt 103 ) ? ?
10
L4106 "
310
%105
510"
O 3 . -
E10 {19+ [Barabasi+]
Z10
101 -' ~1999,@no‘des
10° | I . . . | .
0 5 10 15 20 /25 30 .
Radius Radius

YahooWeb graph (120Gb, odes, 6.6 B edges)
 Largest publicly available graph ever studied.
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10, — ®
Count '@ T T I
10
CING
310 .
Z 4105 14 (dir.)
§1o4 ~7 (undir.)
£10° 19+7? [Barabasi+]
Z10°
10"
10° I . . . . .
0 5 10 15 20 25 30 .
Radius Radius

YahooWeb graph (120Gb, 1.4B nodes, 6.6 B edges)
 Largest publicly available graph ever studied.
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10° -
8
Count '@ T T I
10
. 6
310 .
Z 4105 14 (dir.)
§1o4 ~7 (undir.)
£10° 19+7? [Barabasi+]
Z10?
10
10° | I . . . . .
O 5 10 15 20 25 30 .
Radius Radius

YahooWeb graph (120Gb, 1.4B nodes, 6.6 B edges)
*/ degrees of separation (!)
Diameter: shrunk
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10° - ;
t 108 /

Count . T
»10
310° /

310 j

£10° : .
510° | ~7 (undir.)
O 3 | )
£10
>, A2
Z10
10"
10° | I . . . . .
0 5 10 15 20 25 30 .
Radius Radius

YahooWeb graph (120Gb, 1.4B nodes, 6.6 B edges)
Q: Shape?
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10° ¢

| '\Yahoowleb ——

4— Multi-Modal -

N

1

Q. 3 Effective
E10° ' Diameter = 7.62

0 5 10 15 20 25 30

Radius
YahooWeb graph (120Gb, 1.4B nodes, 6.6 B edges)
» effective diameter: surprisingly small.

* Multi-modality (?!)
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10°
108 |
7
710" |
6 |
310
%105 |
O a4 |
510
£10° |
>, A2
Z102 |

101 | c Yoogle.com
10° 4®( . . .

0 5 10 15 20 25 30
Radius

GCC —+—

Radius Plot of GCC of YahooWeb.
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10°
108
107 ¢
Q6
310° |

Z10° | T

8104 i

8 5| Effective

E10 Diameter = 7.62

Z102 |-
101 L
100 t ‘ ‘ ‘ . . .

0 5 10 15 20 25 30

Radius

: '\Yé]hoowleb —— |

4— Multi-Modal -

2N\

YahooWeb graph (120Gb, 1.4B nodes, 6.6 B edges)

» effective diameter: surprisingly small.
« Multi-modality: probably mixture of cores .
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10°
108
107 ¢
Q6
310° |

Conjecture:
%105 L

| '\YélhooW%b —— 1 |
4— Multi-Modal - DE
/\ EN {%
510% | T \ 7

27, Effective |

E10° [ Diameter = 7.62 ]

Z10° | :
10" - % BR
100 ¢ ‘ ‘ . . N _

0 5 10 15 20 25 30
Radius

YahooWeb graph (120Gb, 1.4B nodes, 6.6 B edges)

» effective diameter: surprisingly small.
« Multi-modality: probably mixture of cores .
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10°
108
107 ¢
Q6
310° |

Z10° | T
o

- 4 .
g10 Effective

o 3 . |

E10 Diameter = 7.62

Z10° | :
10"t :

0
10 ‘ ~7
0 5 10 15 20 25 30
Radius

Conjecture:

: '\Yé]hoowleb —— |

4— Multi-Modal -

2N\

YahooWeb graph (120Gb, 1.4B nodes, 6.6 B edges)

» effective diameter: surprisingly small.
« Multi-modality: probably mixture of cores .
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Outline — Algorithms & results

Centralized Hadoop/
PEGASUS

Degree Distr. old old
Pagerank old old
Diameter/ANF old HERE

=) | Conn. Comp old HERE
Triangles HERE
Visualization started
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Generalized Iterated Matrix
Vector Multiplication (GIMYV)

PEGASUS: A Peta-Scale Graph Mining
System - Implementation and Observations.
U Kang, Charalampos E. Tsourakakis,
and Christos Faloutsos.

(ICDM) 2009, Miami, Florida, USA.
Best Application Paper (runner-up).

GraphEx'11 C. Faloutsos (CMU) 120





W
Generalized Iterated Matrix
Vector Multiplication (GIMYV)

* PageRank
 proximity (RWR) Matrix — vector
* Diameter Multiplication

» Connected components [ (iterated)
* (eigenvectors,

» Belief Prop.

* ...) -

GraphEx'11 C. Faloutsos (CMU) 121
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Example: GIM-V At Work

* Connected Components — 4 observations:

9
Count 188 "~ YahooWeb —»—
107 t
106 i
10° |
10% t
10° | Giant
102 t Connected |
ol | Componegt_
100 b, — (]
10° 10" 10% 10% 10* 10° 10° 10" 10® 10°

GraphEx'11

Size
C. Faloutsos (CMU)
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Example: GIM-V At Work

* Connected Components

9
Count 188 "~ YahooWeb —»—
107
106 i
10° |
104 | 1) 10K x
103 | Giant 1 larger
102 t Connected |
101 _ Componegt_ than next
100 b, — (]
10% 10" 10° 10% 10* 10° 10° 107 10® 10°

Size
GraphEx'11 C. Faloutsos (CMU) 123
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Example: GIM-V At Work

* Connected Components

Count

2)~0.7B
singleton
nodes

GraphEx'11

105G

108

YahooWeb ——

107 |

108 |

10° |

10% |

10° | Giant

102 | Connected .
’ Component

10 7 \

10° t e

)

Size
C. Faloutsos (CMU)

10° 10" 10 10% 10* 10° 10° 10" 10® 10°
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Example: GIM-V At Work

* Connected Components

Count

3) SLOPE!

GraphEx'11

102 T
8 ahooWeb ——

10

107 t

108 |

10° |

10% t

103 - Giant

102 i Connected .
’ Component

10" 1 \

100 b L e (
10° 10" 10% 10% 10* 10° 10° 10" 10® 10°

)

Size
C. Faloutsos (CMU)
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Example: GIM-V At Work

* Connected Components

Count 108 anoovve *
107 | 300-size
108 | cmpt
10° | )\jviog'ﬂOO-size cmpt
o0t | 1 £ xes.
5
10° t 1 Why: Giant
102 | Connected .
ol | Componegt_
4) Spikes! ypo| = .. 5
10° 10" 10% 10% 10* 10° 10° 10" 10® 10°
Size
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Example: GIM-V At Work

* Connected Components

Count

GraphEx'11

10°
108

107 ¢
106 i
10° t

~ YahooWeb ——

suspicious
financial-advice sites

104 | ! (not existing now)

10° t 1 Giant

102 | Connected .

ol | Componegt_

O .~ . rerererere——— )
10° 10" 10% 10% 10* 10° 10° 10" 10® 10°

Size
C. Faloutsos (CMU)
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GIM-V At Work

* Connected Components over Time
* LinkedIn: 7.5M nodes and 58M edges

10 —  10° ‘ 3
105 b 2003 —*— I 2004 —%— ]
4 Unstable ] 4 Slope =
=10 ] Slope 10 -2.75 3
2 10 ( Giant 7 3107 F ‘( Giant
o 102 Connected | O 102 a Connected |
Component ] Component]
10' F o4 10} Y
100 — el " v aal s .T: 100 —. " T PP q—
10% 10" 102 1% 10* 10° 10° 107 10° 10" 102 10S 10* 10 136/10
1Zze 1ze .
b e P Stable tail slope
10° Slope = 2005 1108 Slope = 2006 : ft th i int
A s> A | after the gelling poin
c 3 E C 30 :
é 102 ( Giant ] 3 102 ( Giant 1
102 F Connected { © 10° t Connected -
o' b Compon)e’nt_: o b Compon;nt
100 £, X)) 100 Eo R
10° 10" 10% 10% 10* 10° 10° 10’ 10° 10" 10% 10% 10* 10° 10° 10’
Size Size
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What do NLCC’s look like?

e Chains? SO0 O
e Stars?

 General trees? O’ig

* Clhiques?

e Miniature versions of the GCC?
* Something else?

GraphEx'11 C. Faloutsos (CMU) 129
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Answer:

e A mixture
* Mostly, chain-like (but a bit ‘thicker’)

» Patterns on the Connected Components of
Terabyte-Scale Graphs. U Kang, Mary
McGlohon, Leman Akoglu, and Christos
Faloutsos. ICDM 2010, Sydney, Australia.
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Shape of NLCCs?

Avg radius : . YahdoWéb T
10% |
GCC
1 F'Y
0’ ®
i - (@ Star-like
O + ..i':'"" : + u
107 —— @ cliques

10°  10° 10* 10° 10® 10"
Number of Nodes in the Component
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Max radius

Shape of NLCCs?

100 - T
90 G‘) e
80 T
70 GCC ;:c"w
60 | +";:-;'F¥o#
50 B ;*}’ +++
40 + N
30 ¢ g
20 + .5
10 L e YahooWeb -
» | Chain -
10 20 30 40 50 60 70 80 90 100
Average Eff. Radius
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Max radius1 0 Shape of NLCCs?
90 + Q
0 rGCC

7N
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Max radius100 Shape of NLCCs?
90 + Q
gl clele

7N
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Max radius100 Shape of NLCCs?
90 + Q
gl clele

7N
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Outline

e Introduction — Motivation

e Pro
e Pro

e Pro

D)

blem#2: Tools

em#1: Patterns 1n graphs

vlem#3: Scalability

m) - Conclusions

GraphEx'l1

C. Faloutsos (CMU)
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OVERALL CONCLUSIONS -
low level:

* Several new patterns (fortification,
triangle-laws, conn. components, etc)

"« New tools: A

— anomaly detection (OddBall), belief
propagation, immunization

- J
* Scalability: PEGASUS / hadoop

GraphEx'11 C. Faloutsos (CMU) 137
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OVERALL CONCLUSIONS -

 BIG DATA:

high level

Large datasets reveal patterns/

outliers that are invisible otherwise

10° -

108

w107t
Q. 6
310° |
q26105_

4
210 -
£10°% |
>, "2
Z10° t
10" |
100_

GraphEx'11

. "\|YéhooW'eb —— |

4— Multi-Modal

N

'

Effective
Diameter =7.62

0 5 10 15 20 25 30
Radius
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(Topics not mentioned here)

 Anomalies; fraud detection
* Immunization; epidemic thresholds

* Generators (Rmat/Kronecker, ‘random
typing’; agent-based)

* Time-evolving graphs (tensors, wavelets)

 Community detection (MDL)
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Prelude
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Motivation

o Networks are a natural way to represent high-dimensional yet
sparse correlation structure

@ Data often take the form of repeated pairwise interactions

@ A multivariate point process representation is simple, flexible,
and useful in this setting

@ We motivate this approach through the analysis of a corporate
e-mail data set

Perry & Wolfe (arXiv:1011.1703) 3/25





Point Process Approach
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@ Interaction data are often summarized as counts
@ ‘New social media’, online messaging, etc.. ..

@ Network comprises sets Z of ‘sender’ nodes and J of
receivers, observed on a time interval [0, T]

e Interactions (e.g., email exchanges) may have single or
multiple receivers

Perry & Wolfe (arXiv:1011.1703) 4 /25





Simplest Version

@ Suppose we assume constant-rate Poisson ‘send’ processes, &
constant-rate selection of a single receiver for each message

@ This reduces to fitting 2N node-specific parameters, for a
directed graph on N nodes

e ML estimates are obtainable in closed form (self-loops) or
iteratively; Fisher information also available

@ Doesn't fit real-world data very well at all. .. (but gives rise to
residuals-based analysis, a.k.a. ‘network modularity’)
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Introduction
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A Corporate Email Network

The Enron corpus: a large
collection of email messages sent
within the company between
November 1998 and June 2002

21,635 messages
156 employees

Perry & Wolfe (arXiv:1011.1703) 7/25





A Typical Email Message

[Message-ID:
[<7303996.1075860726914 . JavaMail.evans@thyme>
Date: Wed, 10 Oct 2001 08:51:16 -0700 (PDT)
From: kenneth.lay@enron.com

To: benjamin.rogers@enron.com

Subject: RE: Power Trading Group
[Mime-Version: 1.0

Content-Type: text/plain; charset=us-ascii
Content-Transfer-Encoding: 7bit

Ben -

I likewise was glad to see you. Sorry we didn't
jhave a chance to talk.

Good to hear you're doing well. You're with a great
group and, yes, the company will soon be doing a lot

better.

Thanks,
ren

Perry & Wolfe (arXi
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Homophily in the Network?

@ Question: Is group membership predictive of interaction?

o Gender, Department, Seniority

e Answer(?): Contingency table analysis, homogeneity
assumptions are violated:

o Dependence, Time variation, Multi-way interactions

Other questions: Are past interactions predictive of future ones? Does this
effect vary over time? How should multiple-receiver interactions be handled?

Can these be treated as multiple pairwise interactions? ...

Perry & Wolfe (arXiv:1011.1703) 9/25





Contingency Table Analysis

Legal Jr Legal Sr Trading Jr Trading Sr Other Jr Other Sr
Legal Jr -0.07 2.8 -1.91 2.88 -0.3 -0.4
Legal Sr 1.39 0.3 2.58 -0.15 -1.0 0.9
Trading Jr -0.15 -Inf -0.76 1.05 1.3 2.3
Trading Sr 4.41 0.6 0.28 -0.07 0.7 0.1
Other Jr 0.36 0.9 -0.01 1.44 1.0 -1.3
Other Sr 0.82 1.6 1.23 -0.30 -0.4 0.6

Legal Jr Legal Sr Trading Jr Trading Sr Other Jr Other Sr
Legal Jr " AR R Mt " "
Legal Sr Tt Tt AET A mn mn Ly
Trading Jr nn I [— "ot "t n
Trading Sr T " " " Tt "
Other Jr nn " " e e [p—
Other Sr " [ "t " "on [

Signif. codes: 0 ‘***/ (_001 ‘**/ 0.01 ‘*’ 0.05 .7 0.1 * ' 1

e Positive log-odds indicates homophily (‘birds of a feather’)
@ Fisher's exact test yields significance levels

o Validity?

Perry & Wolfe (arXi 10 / 25






Dependence

[Date: Wed, November 7, 2001 8:34 AM
From: Webb, Jay

[To: Kitchen, Louise

Subject: Fw: 8:30 am trade count
[Hi Louise,

[We are having a typical trading pace so far today. It is too early to tell
if any counterparty is really cutting back. Like yesterday, however,
|Aquila is buying longer dated physical gas and selling spot gas...

[Date: Wed, November 7, 2001 10:14 AM

From: Kitchen, Louise

ITo: Arnold, John; Shilvey, Hunder; Neil, Scott; Martin, Tom; Grigsby, Mike
Subject: Fw: 8:30 am trade count

[Note aquila.

[Date: Wed, November 7 2001 8:19 AM
[From: Arnold, John

[To: Kitchen, Loise; Webb, Jay
Subject: RE: 8:30 am trade count

fyi : Having more and more counterparties that will only deal on one side
of my market.

& Wolfe (arXiv:1011.1703) 11/ 25






Varying Rates
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Multiple Recipients
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Modeling
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Proportional Intensity Model

Model pairwise interactions i — j via stochastic intensity A\(/,):
At(i,j) dt = Pr{interaction i — j occurs in time [t, t + dt)}.

Sender i interacts with receiver j at a baseline rate \;(/) modulated
up or down according to the pair's covariate vector, x;(i,J):

Ae(i,j) = Xe(i) - exp{ B xe(i,j)} - 1{j € Fa(i)}-

o J:(i) is the receiver set of sender i at time t
o \:(i) denotes the baseline intensity of sender i
@ Xt

(i,j) € RP comprises covariates; coefficient vector (3

Perry & Wolfe (arXiv:1011.1703) 15 / 25





Covariate Possibilities

@ Static Covariates: same gender, same dept, same seniority

1{/ and j belong to the same group}

@ Dynamic Covariates: received from j last minute, hour, day,
week, month, etc.

1{interaction j — i occurred in [t — 0/, t)}

Any process depending only on the past is a valid covariate; e.g.,

1{for some k, interactions i — k and k — j occurred in [t — §;, t)}

Perry & Wolfe (arXiv:1011.1703) 16 / 25





Inference

Treat (i) as a nuisance parameter (Cox’s partial likelihood):

a) Log partial likelihood at time t, evaluated at 3:

log PL:(8) = ) | {ﬂTxtm(im,jm)—log[ > exp{ﬁTxtm(im,j)}]}

tmgt jEJtm(im)

b) Approximate “multicast” likelihood:

log PLe(3) = > { > BT xt(ims J)—|Imllog [ D exp{B7 xt,(im:j)}] }

tm<t j€Jm JETtm(im)

NB: Maximizing log ﬁt() instead of log PL(+) introduces bias

Perry & Wolfe (arXiv:1011.1703) 17 / 25





Asymptotics

Different asymptotic regime than traditional proportional hazards

For pairwise interactions, under suitable regularity conditions:

Theorem (Perry & W, 2010)

As the number n of interactions grows,

i) The maximum likelihood estimator B,, of By Is consistent; i.e., it
converges in probability to (B

ii) The quantity \/n (B3, — (o) converges in distribution to a

zero-mean Normal random variable whose covariance can also be
consistently estimated.

Results also extend to the case of multiple recipients (more work)

Perry & Wolfe (arXiv:1011.1703) 18 / 25





Results
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Goodness of Fit

Term Df Deviance Resid. Df Resid. Dev

Null 35567 358759
Static 132 63809 35435 294950
Dynamic 21 86831 35414 208119

@ Group-level (static) effects account for 18% of the residual
deviance and reciprocation (dynamic) effects account for 24%

@ Residual deviance is about 6x the residual degrees of freedom
(overdispersion)

Perry & Wolfe (arXiv:1011.1703) 20 / 25





Multicast Bias Correction

-5 — -

-10 — -

Normalized Residual

T T T
1 73 145

Coefficient Index

Bootstrap residuals normalized by standard errors

o Note (correctable) negative bias in the coefficient estimates
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Static Effects

Sender

Recelver FLJI FLS FTJ FTS FOJ FOSs

FLI 2.21 (0.11) 3.06 (0.25) 1.55 (0.30) 1.25 (0.35) 0.29 (0.08) 0.69 (0.10)
FLS 2.55 (0.11) 4.21 (0.41) 0.15 (0.14) 0.6 (0.37) 0.39 (0.15) 1.00 (0.20)
FTJ 0.43 (0.086) 0.61 (0.24) 1.36 (0.33) 1.39 (0.38) 0.46 (0.12) 1.00 (0.29)
FTS 0.81 (0.12) 0.49 (0.14) 4.84 (1.11) 2.53 (0.65) 2.22 (0.28) 0.19 (0.10)
FOJ 0.47 (0.05) 0.14 (D.06) 0.96 (0.29) 1.54 (0.27) 2.86 (0.23) 1.92 (0.18)
FOS 0.8 (0.07) 1.11 (D.19) 0.11 (D.08) 0.70 (0.34) 1.46 (0.16) 3.84 (0.30)
MLJ 1.41 (0.10) 1.03 (0.28) 3.62 (0.69) 0.65 (0.42) 1.48 (0.32) 0.76 (0.15)
MLS 3.07 (0.11) 4.48 (0.35) 1.15 (0.45) 0.65 (0.21) 0.35 (0.09) 1.48 (0.14)
MTJ 0.70 (0.08) 1.42 (0.18) 2.10 (0.38) 0.61 (0.17) 0.66 (0.10) 0.33 (0.08)
MTS 0.61 (0.05) 1.32 (0.15) 2.68 (D.41) 2.16 (0.29) 1.58 (0.14) 0.99 (0.10)
MOJ 0.47 (0.04) 0.27 (0.05) 2.16 (0.35) 1.84 (0.21) 1.62 (0.13) 0.75 (0.08)
MOS 0.86 (0.06) 0.71 (0.10) 0.13 (0.10) 0.37 (0.14) 2.39 (0.20) 3.74 (0.28)

MLJ MLS MTJ MTS MOS

FLI 2.21 (0.24) 2,97 (0.24) 0.27 (D.07) 0.08 (0.02) 0.14 (0.06) 0.70 (0.12)
FLS 0.45 (0.24) 2.46 (0.21) 2.33 (0.35) 0.42 (0.08) 0.11 (0.07) 0.38 (0.09)
FTJ 2.14 (0.32) 0.06 (0.05) 6.19 (0.58) 2.268 (0.17) 3.13 (0.35) 0.06 (0.05)
FTS 0.44 (0.21) 0.48 (0.10) 1.18 (0.24) 2.00 (0.17) 0.51 (0.10) 0.39 (0.15)
FOJ 0.39 (0.10) 0.26 (0.06) 0.27 (0D.07) 1.01 (0.09) 2.07 (0.19) 3.32 (0.35)
FOS 1.80 (0.20) 2.35 (0.21) 0.13 (D.06) 1.68 (0.14) 2.13 (0.26) 2.24 (0.22)
MLJ 094 (0.26) 1.52 (0.22) 0.70 (0.20) 2.24 (0.20) 1.04 (0.28) 2.26 (0.41)
MLS 1.79 (0.22) 6.69 (0.51) 0.51 (0.12) 0.56 (0.07) 0.31 (0.09) 2.13 (0.21)
MTJ 0.67 (0.14) 1.33 (0.14) 2.23 (0.21) 1.00 (0.07) 2.64 (0.25) 0.58 (0.10)
MTS 2.80 (0.28) 0.63 (0.06) 2.93 (0.23) 2.18 (0.10) 2.61 (0.24) 2.26 (0.22)
MO 0.69 (0.14) 0.15 (0.03) 3.60 (0.28) 1.19 (0.07) 4.26 (0.36) 0.92 (0.11)
MOS 0.69 (0.12) 5.75 (0.45) 0.71 (0.10) 0.84 (0.086) 0.96 (0.12) 3.58 (0.33)

Static effects as a function of shared sender/receiver groups

& Wolfe (arXiv
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Reciprocation Effects
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Estimated ‘reciprocation’ effects, as multiple of baseline rate
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Conclusion
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@ Many network data sets take the form of repeated interactions
@ Point process representation is simple, flexible, and useful

@ Modeling message exchanges in a corporate e-mail network

o Enables evaluation of which characteristics & behaviors appear
predictive of interaction

o Enables quantitative description of dynamic effects (e.g.,
reciprocation)

NSF-DMS/MSBS/CISE, DARPA, ONR, ARO MURI and PECASE support
gratefully acknowledged.

Thanks also to the organizers for many fruitful technical discussions.
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From Data to Relationships

Applications of Graph Analysis

SOCIAL NETWORK
ANALYSIS

ISR CYBER SECURITY

ppppp

logical

ffffff
aaaaaaaaaa

« Extract entities detected + Analyze communication « Consider interactions
from multi-INT sources patterns between individuals

« Analyze relationships « Analyze software * Locate anomalies and
between entities execution patters threat activity

* Find behaviors consistent
with cyber attack

Data encoding relationships between entities (graphs or networks) are
highly relevant to a wide range of defense and intelligence applications
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Graph Preliminaries (Formal Definition)

Graph G = (V,E) where Adjacency matrix representation:
*V = set of vertices * Entry A(i,j) is non-zero if there exists
* E = set of edges an edge between vertices i and j
Degree Degree
* Number of edges
. [ o 2
in/out of vertex v
[ [ 2
o 1
® [ 2
o 1
® 1
® 06 O 3
G is undirected A is symmetric
G is directed A may or may not be symmetric
G is unweighted A(i,j) is either 0 or 1
G is weighted A(i,j) is a weight

Time domain or

multi-INT = § G is a multi-graph A is a multidimensional array

representation
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Subgraph Detection Problem

G=G,uG;
* background graph + foreground graph

1 | |
*H,: G=G, Graph Detection Challenges:
*H,: G=G,u G, * Background models
* Detection problem: * Foreground models
* Given G, is H, or H, true? * High-dimensional space

BAM 1/26/2012 LINCOLN LABORATORY

MASSACHUSETTS INSTITUTE OF TECHNOLOGY





Outline

Introduction
Approach
Results

Summary
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Graph Based Residuals Analysis

Linear Regression

100 I I

 Least-squares residuals from
a best-fit line

» Analysis of variance (ANOVA)
describes fit

« “Explained” vs “unexplained”
variance — signal/noise
discrimination

Graph “Regression”

* “Residuals” from a best-fit
graph model

- Analysis of variance from
expected topology

* Unexplained variance in
graph residuals — subgraph
detection

ALRMVINAOIN

40 SISATVNV
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090 Subgraph Detection Algorithm Overview

Processing chain for subgraph detection analogous to a traditional signal processing chain

MODULARITY

EIGEN
MATRIX ‘
CONSTRUCTION DECOMPOSITION

COMPONENT

SELECTION ‘ DETECTION ‘ IDENTIFICATION

Input:

* A, adjacency matrix
representation of G

* No cue

Output:

. v, set of vertices identified as
belonging to subgraph G;
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Modularity Matrix* Construction

MODULARITY
MATRIX - [ m [
CONSTRUCTION
ADJACENCY 2 Z\/i
MATRIX
DEGREE VECTOR
EXAMPLE: ( \
GRAPH G [ o NUMBER 2| %l2 3 3 33 2 4
PY °® PY OF EDGES 3
[ o o 3
1
o o ° . — { |3 }
[ [ I ) 20 3
° ° 2
® 6 0 © \ 4 )

« Commonly used to evaluate quality of division of a graph into communities
* Observed minus “expected” edges, yielding residuals

*M. E. J. Newman. Finding community structure in networks using the eigenvectors of matrices. Phys. Rev. E, 74:036104, 2006.
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Eigen Decomposition

DECOMPOSITION
12-vertex Subgraph in Powerlaw
0.4
| I '
B — D T + background
— I Y, l/ 0.3— + foreground [

0.2 -
— . P _ . N ool _
Eigenvaiues, sorted Corresponding s
. . o
by magnitude eigenvectors z 0 .
_ﬂq ] .01} .
w

1
[ —]
[ ]
*
+
+
:‘fo
|

4, |u1 Ju, .. uy |uN] ol *

-0.3 — COLORING BASED N
ON KNOWIII TRUTH
-0.4

A -0.4 -0.2 0 0.2 0.4
N-1

Pri . | Eigenvector 1
ﬂN rincipa » Each point represents a vertex in G

) components « Vertices in G: 1024
* Vertices in G 12
* Uncued background/foreground separation

*

Projection onto principal components of the modularity matrix
yields good separation between background and foreground
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Component Selection
Detection of Weak Signals

COMPONENT
SELECTION

0.4 , * Use L, norms of eigenvectors 4 ,
+ background 1 ’ + background
0.3 + foreground Of Gb to generate an envelope 0.3 + foreground [
of normal graphs
0.2 — 0.2 —
[ ] * - : 3
w 01— T s — 0.1 —
3 * : Y :‘w’ g ’ +
g o RS . - S o ; ", .
£ R « L, Norm of vector u 5 e
2-0.1 - CLae — -0.1 —
w . R iu
-0.2 - . - 0.2 -
0.3 - ||U||1—Z|M| 0.3 -
0.4 | | | 0.4 | | |
0.4 -0.2 0 0.2 0.4 -0.4 -0.2 0 0.2 0.4
Eigenvector 1 Eigenvector 1014
30 S . -
.. . » Select eigenvectors outside
* Principal component analysis < the envelgo e for broiection
-] ]
unable to separate weak £ % P proj
. = 5
foreground graph signature E 10 G,:L1 norm+3c » Selected components yield
E -
5o . G - good separation
5
g-10 G,:L1 norm-3¢ |
$
g-20 -
2
[11]
.30 | | | | |
0 200 400 600 800 1000 1200
Eigenvector Index
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Toy Detection Example

0 Powerlaw Background, 12-Vertex Dense Subgraph

I Background Alone
] Backgrnu nd and Fnregrnund |

(=)
Eigenvector 2
=]

I

244 2 o 02 o4 TEST STATISTIC:

Eigenvector 1

Background (normal behavior), G, only

0.4

0.3
0.2 SYMMETRY OF THE
T 0 PROJECTION ONTO
H1 ";g o SELECTED
%‘“'1‘ COMPONENTS
0.2\ - AU . 0 50 100 150 200 250 300 350
0.3 I Co Test Statistic

Eigenvector 1

Background and foreground (includes
anomalous behavior), G, + G;
B.A. Miller, N.T. Bliss and P.J. Wolfe, “Toward signal processing theory for graphs and non-Euclidean data,” in Proc. ICASSP, 2010.

H, and H, distributions are well separated
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Outline

Introduction
Approach
Resuits
— Analysis of Static Graphs
— Analysis of Dynamic Graphs

Summary
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60 Social Network Analysis

YEARS

» Threat network dataset generated by the 0.2 .
CT-SNAIR program C
 Low density threat network embedded in 0.1~ ” « n
a power law background N ’ R
. | P &
» Weak signature subgraph of interest e ) !;‘,j
» Average degree ratio: 0.44 S0t il ,‘ .
- Max eigenvalue ratio: 0.36 0ol | i
 Principal component analysis yields no !
foreground separation 03 -0.6 0.4 -012 0 0.2

Eigenvector 1

TYPICAL G;..

§

Social Network Intent Recognition

Threat
Modeling & pmurtiplex Link & Alerts

(TADL HMM) " Apatysis ~ (SVM, DBN, HMM) Networks generated

from real scenarios
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Threat Network Identification

L, Norm of Eigenvectors of Residuals Matrix

Eigenvector L1-Norm Minus Mean

30 | | |
G,:mean L, norm+3c

20

10

=30 | | | | |

G,:mean L, norm-3c

0 200 400 600 800 1000
Eigenvector Index

Background statistics (power law)
allow detection of statistically
significant deviation in the L; norm

1200

Scatter Plot Using Selected Components

Eigenvector 93

0.4 i I

0.3

=
(XY

=
-

[—]

) 0.3 -0.2 -0.1 0 01 0.2 0.3 04
Eigenvector 64

« Significant number of threat
vertices are separable and are
identified by clustering

 |dentified individuals can be
used as cues
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00 Detection Performance

Probability of Detection

Probability of Detection

Detection Performance, p=0.60 Detection Performance, p=0.55 Detection Performance, p=0.50
1= : : 1L : . e . .
0.8 o8- 508
g ]
& &
0.6 S0.6- 50.6-
L) L)
=] =]
04— 20.4— 50.4—
= E-
[+] : []
e g ——t=0.050 2 ——t=0.050
0.2 £0.050 ozl . =0.050 | Soal =0
——t=0010 ——t=0.010 ——t=0010
——=0.005 : : ——=0.005 : : : ——=0.005
o | e | I I | T 200001 | ] | e | T ——t=0.001 | o | e | I I | 0,001 |
0 0.2 04 0.6 0.8 1 0 0.2 04 0.6 0.8 1 0 0.2 04 0.6 0.8 1
Probability of False Alarm Probability of False Alarm Probability of False Alarm
Detection Performance, p=0.45 Detection Performance, p=0.40 Detection Performance, p=0.35
1 ; ; 1 ; : A e
0.5 508 508 (, :
g 3
0.6 S0.6- 50.6-
L) L)
=] =]
04— 20.4— 50.4—
- E-
5 : 5
0.2 | ——t=0.050 E 0.2 | ——t=0.050 | E 0.2 | ——t=0.050
——t=0010 ——t=0.010 ——t=0010
: _ ——t=0.005 : —t=0.005 : : : ——t=0.005
0! | i | ——t=0.001 0 i i ‘ —— 0,001 ol | i | —— 0,001
0 0.2 04 0.6 0.8 1 0 0.2 04 0.6 0.8 1 0 0.2 04 0.6 0.8 1
Probability of False Alarm Probability of False Alarm Probability of False Alarm

Detection performance improves as background strength decreases
(across plots) and correlation with the background decreases (within plots)
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Outline

Introduction
Approach
Resuits
— Analysis of Static Graphs
— Analysis of Dynamic Graphs

Summary
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60 Dynamic Graph Processing Chain

YEARS

Processing chain for dynamic subgraph detection incorporates temporal integration

MODULARITY
MATRIX
CONSTRUCTION

TEMPORAL EIGEN - COMPONENT
INTEGRATION DECOMPOSITION SELECTION

] DETECTION [ _JIDENTIFICATION

identified vertices @

input:

* A(t), time-varying
adjacency matrix
representation of G

* No cue

Output:

. v,, set of vertices identified as
belonging to subgraph G;
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Temporal Integration

TEMPORAL
INTEGRATION

Modularity sy g - g
trix at ti
Xt img B(n) . B(n—1) . +B(n —/(+1)
h(0) h(1) h(l—1)
Filter - =
coefficients B(n) = Z h(k)B(n — k): Weighted sum of residuals
(scalars) 0
Temporal integration achieved by creating a linear
combination of individual time-step graphs
Y 1z E?I:T‘EOLN LABORATORY

BAM 1/26/2012
MASSACHUSETTS INSTITUTE OF TECHNOLOGY





60

YEARS

Filter Design

Test

Foreground: 04fl - i
subgraph wi ] isti
bgraph with . Statistic
linearly increasing SO ol .
density i 60% dense !§§ C 0.2
No cue to ]
foreground O f _ 1 -0.4 0.2 1] 0.2 0.4
. " toreground
vertices; : i
entire Meo
SR T 1. N § ' 1 240 &
grapnis 14/ PYE k] L1V.0
filtered ol -
f - 1 -0-4-114 0‘2 6 o‘z 0‘4
® FG vertex
0.af] E ® BG vertex
ot oL raens | | 4 test stat. better
Foreground: i i ]
subgraph that o i | 51.2
densifies and i .
disperses ol
Foreground . ! o
behavioral h g [
information o g ffp g
yields better ) al . 183.0
separation O i 1
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oj0] Application: Threat Network Evolution Detection

YEARS

Test Statistic Distribution, CT-SNAIR Foreground CONOPS

600 : :
: Il background only
500 ................................. -baCKground WI foreground
recruitment | | Detect
400 ........................ .......................... .................. — anomalous
Eoooll T — | trends in a
° m social network
200 R Trenddetectlon ......... ................... —
100 | / .
. ;
. 0 50 100 150 200
plannlng Test Statistic
Dynamic Graph w/ Matched Filter
0.3 I T T T T I
0 Identify actors
soalerie A N 4 (individuals)
§ o X ol ’ involved
execution E"” g """A'fc't-o'rsf'i'nvdl-ve-dfin o
@03 the threat network . -
_0_4_ .......... ..... TEEEEN .......... e . backg:round H
i I | : g foreglround

-0.5 '
*Threat network foreground created under the Counter Terror  -0.2 0.1 0 01 02 03 04 05
Social Network Analysis and Intent Recognition effort First Eigenvector

Time integration allows for identification of weak signature coherent activity
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Application: Cyber Security

counts

Test Statistics in Computer Network

70% Dense Subnetwork in Static Computer Network

1000 T T T T 0.3 L L | Je ! |
B o embedding * background | e : :
B 50, dense 02H * foregrou_nd ..... e R ............ P -
800 | .. 60% dense ....................................................... - o :; *
70% dense ‘g 0_1_ .......... ............ ............ ............. ‘ ............ ......... ]
600 80%dense | i b i g : : 1 : :
-90% dense E D b e ......... - S ...................... 1
B 100% dense HE: g :
u _0.1 e ............ ............ ...................... —
400 _ ..................................................... _ =
: S : 5 5
3_0_2_ ............... T RS TR PR R RS L e —
i o ; : 5
2001t TP PPN TP NS | 1 - : : :
: : : _0_3 e PRRRREEN ]
oLl ; | | P T R R T
1000 1500 2000 2500 -0.8 -0.6 0.4 -0.2 0 0.2 04 0.6

Test Statistic

First Eigenvector

« Anomaly detection in computer networks can help counter cyber attacks

* Background: Real-life, dynamic, publicly-available* computer network
(~3200 nodes, powerlaw)

* Foreground: Increasingly dense subgraph; simulating a subnetwork with
exceptionally high inter-node communication

*Available on SNAP: http://snap.stanford.edu
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Application: Cyber Security

Test Statistics in Computer Network

Growing Subnet in Computer System, 70% Dense

0.5

1000 T T I ] [ [ | |
- no embedding +  background : :
-50% dense 0.4_ - foreground ¢ ..... R pu—
800 H .. 60% dense ....................................................... - E 0 3 : :
70% dense B 03 ‘ ................................ _
600 . 80% dense ....................................................... 1 E 0 2 i
“ B 50%% dense 5 I J EUUUR D S R _
5 I 100% dense i g g g |
o u 0.1 — ................. . ................. ................. ............... p—
[+ 400 T NP MR ISP _ g .
o + tad
g 3 Ol 3&%“’ .............. —
200 gl ............................. ] B | - -0.1 L - e ‘_
0 li | | i 035 ul4 olz 1|1 ulz 0.4
1000 1500 2000 2500 B B s . -
Test Statistic First Eigenvector

« Anomaly detection in computer networks can help counter cyber attacks

* Background: Real-life, dynamic, publicly-available* computer network
(~3200 nodes, powerlaw)

* Foreground: Increasingly dense subgraph; simulating a subnetwork with
exceptionally high inter-node communication

*Available on SNAP: http://snap.stanford.edu
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60 Application: Vehicle Track Analysis

Static Vehicle Track Graph

0.6 I I | | |

+ other vertices high-degree vertices :

* scenario vertices | : —,
04— ................. ................. ................. ..... 1
0214 .. threat Vertices:. ... -

Second Eigenvector

-0.4 l | | | |
0.4 0.2 0 0.2 04
First Eigenvector
* Vehicle track graph generated using tracks Scripted scenario:

from an EO dataset

* Vertices are sites, edges represent tracks :
threat vertices
* Temporal data (i.e., when the tracks begin

and end) is also recorded
* Scripted threat scenario among tracks
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60 Application: Vehicle Track Analysis

Dynamic Vehicle Track Graph w/ Matched Filter

* Vehicle track graph generated using tracks
from an EO dataset

* Vertices are sites, edges represent tracks

* Temporal data (i.e., when the tracks begin
and end) is also recorded

* Scripted threat scenario among tracks

0.6 ' ' ! | | |
+ other vertices g § :

0.4 * scenario vertices|. .. ... . e R S, _|
E 0.2 " ......... ..................... |
8 ow, “ ‘.
% ol I e J‘* _____ S S |
g 0.2 ;threat.\;[ertices .......... L ........... ......... _
g : : : : : :
S04 SR S IR e, e f R |
0 . high-degree vertices

0.6 e TR e ’...f ...................... |

0.8 | | | i | |

0.8 -0.6 04 0.2 0 0.2 0.4 0.6

First Eigenvector

Scripted scenario:

threat vertices
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Summary

« Graphs and networks are key data structures for representation
and analysis of relationships in complex multi-INT datasets

« Subgraph detection is an important problem for IC and DoD

» Detection framework for graphs enables algorithms and metrics
development

* Results on simulated and real datasets demonstrate the power of
the approach

« Background statistics (noise and clutter model) and time domain
integration are of key importance in detecting weak signatures
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'he BTER Graph Model:
°
Blocked T Level Erdds-Rényi
C. Seshadri, Tamara G. Kolda, Ali Pinar
Sandia National Labs
Thanks to David Gleich for
helpful discussions and
data, and to Janine Bennett
\ for data preparation.
\\"\:‘4.,-
U.S. Department of Energy
Office of Advanced Scientific Computing Research
Sandia National Laboratories is a multi-program laboratory managed and operated by Sandia Corporation, a wholly
owned subsidiary of Lockheed Martin Corporation, for the U.S. Department of Energy's National Nuclear Security
Administration under contract DE-AC04-94AL85000.
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7 Why Model Networks?

Insight into...
— Generative process

— Graph properties such as
eigenvalue distribution

— Evolution
e Testing graph algorithms
— Various scales
— Various degree distributions

* Enable sharing of realistic but
non-sensitive data

— Computer network traffic
— Social networks
 Anomaly detection

— Unusual edges

* Guide statistical sampling

8/9/2011 Kolda - Graph Exploitation Workshop 2





Graph Model Desiderata

* Goal: Test graph algorithms /Clustering Coefficient\
e Desiderata
t;

1. Model a variety of “heavy tailed” CC: —
degree distributions (2

d;
o Degree distributions vary heavily between ( ) )
various kinds of graphs
(Sala et al., arXiv1108.0027)

t, = # triangles at vertex ¢
d; = degree of vertex ¢

2. High clustering coefficient K
o ldeally, for both low and high degrees nodes

3. Well-connected  Global Clustering Coeff,
o Large connected component t
o Small diameter Z?,

()
4. Scales to large problems EeT= -

d@)
o 2*2 nodes and 24 edges for Graph 500 \_ 1 ( 2 ')






Inherently Sequential

Sandia
National
Laboratories

Limitations of Current Models

Sala, Cao, Wilson, Zablit, Zheng, Zhao, WWW2010

Feature-driven
* Barabasi-Albert —power law deg. dist.

*  Forest Fire — new node connects to some 0.4 . . . . |
neighbors of its 15t neighbor and then 0 3;5 FHDre?tDFi;e
= - i edl Lala 7
recurses .g 03k Nearest Neighbor ====== |
Intent-driven = ?h,. Random Walk
) : g 021, Hr I KronFit
* Random Walk — new node’s connections S ol ui’*‘Phﬂ1H"||||4J\|||,| | ] clitlf 2t
depend on random walk from random node 2 .|} ' Bﬁra as'f‘ et
in graph 2 \ \ i i N
: g 01 L g,{.ﬂ u-'-;}-..,' TR
* Nearest Neighbor —new node connectsto G 5 | ‘"**‘wwmﬁﬂfﬁ Wi W'\ PN ]
some neighbors of its 1t neighbor ) P———" P RN G I W T Zah iV \\/"/
Structure-driven 50 100 150 200 250
« Stochastic Kronecker Graphs — edges Social Degree
generated via Kronecker product of 2x2
generator matrices Figure from Sala et al. (2010) showing
° dK-graphs - directly includes Subgraph Santa Barbara faCEbOOk SOCia/ netWOI’k.

patterns from original graph

Clearly Best for Scalability,

Does not Scale But Poor Clustering Coefficient

8/9/2011 Kolda - Graph Exploitation Workshop 4





Stochastic Kronecker Graph (SKG): ).
The Model to Beat

Chakrabarti and Faloutsos, SDM04
Leskovec et al., JMLR, 2010
Seshadri, Pinar, Kolda, arXiv: 1102.5046, 2011

Generator for Graph500 Supercomputing : ' . SKG
Benchmark Noisy SKG (0.05)
s Nosiy SKG (0.10)

PROS

> 2
S 10
— Only 4 parameters >
1]
s
— Very scalable! %
<

CONS 100

— Oscillations in its degree distribution

* Noisy version fixes problem 10" 10" 102 10 10*
— For Graph 500 parameters, 50-74% of its Out Degree
vertices are isolated SKG for Graph 500

— Limited degree distributions

— No community structure





= = @Ilﬁa:l?f]rira??llmries
Underlying Principal

* High clustering coefficients require lots of
triangles

— If (u,v) and (v,w) are edges, probability of (u,w)
should be high

 Doesn’t occur in any existing non-sequential
model since

— Edges are generated independently

— Community imposition (e.g. though factor
models) is too coarse

e Quridea:

— Group the nodes together into a large number of
small near-cliques

— Link those groups together randomly

8/9/2011 Kolda - Graph Exploitation Workshop 6





Q.
BTER: Block Two-Level ER

with y=1.90

e Phasel BTER with p=1.25, ¢=0.60 fitting power law

— Create near cliques via ER T T R
with a high probability such 1000
that phase 1 degrees do not
exceed desired degrees
102 . ‘ 4000 _
bosired Degros 5000,
6000
E o 7000
a
8000 {2
9000 f.5
o 2000 4000 6000 8000 10(')00— 10000
Vertex AR bigfl 3 S Ed A s Mg 2 4 v, S
e Phase 2 0 2000 00=2g%%% 8000 10000

— Fill in the remainder of the
degree distribution using a
weighted ER approach

8/9/2011 Kolda - Graph Exploitation Workshop 7
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G

p——

.
@

Phase

TER Illustration

B

e

p
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Phase 1

 Create blocks

Sandia
National
Laboratories

BTER Details

Phase 2

Sort the nodes by degree .

— vl =first node in clique
— v2=vl +round(ad(vl))

— n=v2-vl+1 (blocksize)

— Create an ER-graph of size n with the
specified link probability p

high clustering ™
coefficient

00 -
400
300+

200

k.

100

0

Goal of Phase 1 is a

0

Block size distribution:

Lots of small blocks and |

just a few large blocks.

10

20 30 40 50 60

70

Creates weighted ER graph to fill in
the remaining degrees.

Create half-edges for all nodes
Randomly match

Remove duplicates & self-edges (for
both phases)

Repeat

Goal of Phase 2 is matching degree
distribution and a low diameter





POWER LAW DEGREE DISTBUTION:
PHASE 1 VS PHASE 2





Sandia
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Laboratories

Power Law Degree Distribution

o Power Law o
s Degree Distribution s Degree Distribution
10 — - : y=1.9 10 — - :
Desired C BTER
o BTER || d.,, =100 % Phase 1
Phase 2
@ O
10°} . : BTER 10% £ Phase 1 and .
o p=0.6 * o Phase 2 combine
"o o=1.25 96% for the correct
E ol “e _ S o2l % distribution
o) OO 8 10 *Kep .
@) "
%,
| BTER matches the 1
10 + . 10"+
! desired degree 0
distribution nearly »
exactly.
100 0 I 1 100 0 I 1
10 10 10 10
Degree Degree
8/9/2011

Kolda - Graph Exploitation Workshop
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0.7 ;
* BTER
*'_%ge * Phase 1
0.6 % *”f@’ Phase 2 |
* ﬁ*‘%@} W
= 05
Q
S
=
]
8 04r
(@]
% 03 *'zi&*% ok
s |* ﬁ*ﬁ*ﬁeﬁe s, Ky K
5 P ot g 7 oy
>
<024 * " %9&%**
¥
0.1p%
0 i
0 20 40 60 80 100
Degree
8/9/2011
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BTER has High Clustering Coefficient

Clustering Coefficient

Graph Nodes Edges LCC DIAM GCC
BTER 10925 40272 75% 18 0.24
Phase 1l 10925 21950 1% 2 0.59
Phase 2 10925 18322 48% 12 0

Note: Diameter is for the LCC and just an
upper bound based on 500 random walks.

Kolda - Graph Exploitation Workshop 13
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" “Eigenvalues Determined by Phase

Scree Plot
45 —¢ T T !
* BTER
* Phase 1
40 o %  Phase 2]
Observe: 351
Eigenvalues of s
. 30+
the final BTER T
model are very 2.5 %
(0]
close to those of & *
Phase 1. 201 ¥ .
* 5
15 ¥y
¥
* ¥ x
***%****%%**%*x*%**%x*%
50 5 1I0 1I5 2‘0 25
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REAL DATA: DBLP CO-AUTHORSHIP






Matching to Real Data: DBLP 2000

DBLP Co-Authors in 2000
71, 390 Authors
253, 908 Links

Compare to Weighted ER,
which does an edge matching
to get the desired degree
distribution.

Both BTER and Weighted ER
match the degree distribution
perfectly.

Count

G

Sandia
National
Laboratories

Degree Distribution

10
O  DBLP-2000
* BTER
Weighted ER
4
10" ®
®
®
OO
3
L ®
10 &
\J(J
®
2 C‘P@
107 ¢ &R
@
® ®
QO
&
1 f‘}‘;i)
10 E \(’é}) ;\
®
@ @
10° = >
10 10 10

Degree
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G

BTER’s CC matches DBLP 2000

Graph Nodes Edges LCC DIAM GCC
DBLP-2000 71389 253908 38% 34 0.65
BTER 71389 253908 73% 60 0.58
Weighted ER 71389 253908 98% 20 0

Very close match between real
data and BTER in terms of global
clustering coefficient (GCC).

BTER
p=0.8
a=1.15

Avg. Clustering Coefficient

0.9r

0.8

0.7r

0.6

0.5

0.4r

0.3r

0.2

0.1r

N2

Clustering Coefficient

* *  DBLP-2000
N * BTER ]
Weighted ER
* %
*
* - "
" ek i
*
Rpiners aﬁ‘* Hk *
* o ¥
* * He *
*** * ** 9?*
*
* et
x ¥ * % s
¥
*
* *
*
w ¥
%
*
%
10 20 30 40 50 60
Degree





. — @E%E%nes
- & =
~ BTER E-vals and Assortativity for DBLP 2000

Scree Plot Assortativity
50 T T T T 50 T T **I
* *  DBLP-2000 *9%6
451 % BTER | 451 *  DBLP-2000
% \Weighted ER % BTER e
L *  Weighted ER
a0l p 40 g
o
s * Observe the close g
L * O
" match of the 2
ERN * eigenvalues. °
o )
g * ¥ >
(0] [0
u‘_i’ 25+ 5 ¥ * D
- *x ok g)
201 **i**** | %
* % ok % i ¥ x ¥ o
51 REEEEE $33F z
10+ .
S I I T
5 1 1 1 I 0 I L 1 W * 1
0 5 10 15 20 25 0 10 20 30 40 50 60
Degree
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BTER AND SKG ON CA-HEPPH
(CO-AUTHORSHIP DATA)





Sandia
National
. ‘(; Laboratories

\p—v

~ " 'BTER and SKG Comparison: CA-HepPh

Power Law Fit Degree Distribution
4 4
107 ‘ 10 ‘ .
' —o— ca-HepPh O  ca-HepPh
—%— Power Law = 1.69 *  BTER-PL
*  BTER-EXACT
g:; 3@ ® ® % * SKG
107t E 10°F ¥ 1
: . * ® ;ﬁ**

Iy
In order to it

I=
10°} redu;e th? ] 3 10°  Observe the & ]
numbero flexibility of
parameters to BTER in terms
specify BTER, we of matching
10'+ can use a power 10"+ .
b . various
law estimate of degree
the c'Iegrfee distributions.
distribution.
10° 0 v 3 10° 0 X
10 10 10 10 10 10
Degree
Power Law Fit Code from:
A. Clauset, C.R. Shalizi, and M.E.J. Newman, "Power- M ﬂ
law distributions in empirical data" SIAM Review 51(4), T=[0.42,0.19; 0.19, 0.21] p=0.6
661-703 (2009). (doi:10.1137/070710111) K=14 o =175
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BTER has better clustering () e
coefficients than SKG

Clustering Cosficient Graph Nodes Edges LCC DIAM GCC

1 . il ca-HepPh 12008 237010 93% 14 0.66
X *  ca-HepPh

bof & ™ v mrEmeL BTER-PL 13687 225250 100% 10 0.29

b BTER-EXACT BTER-EXACT 12008 235772 100% 10 0.36

0.8 o ¥ L * SKe SKG 16384 236109 99% 8 0.01

 BTER better than SKG for high CC
— SKG GCC=0.01!

Avg. Clustering Coefficient

e BTER captured behavior in data

— This was not part of the fitting
procedure

— Note diameter is also a good fit

0 100200 300 400 500 * Exact degree distribution better
than PL estimate

8/9/2011 Kolda - Graph Exploitation Workshop 21





| _ Sandia
¢ ' Naﬁorgfc'tllries
_ BTER also better in terms of e-val )

Seaw il : e o
and assortativity for CA-HepPh
Scree Plot Assortativity
250 ¥ T . T 300 T " .
*  ca-HepPh *  ca-HepPh
* BTER-PL * BTER-PL
* BTER-EXACT | % BTER-EXACT |
* % SKG 250
200 ] . % SKG
o
e}
ye)
g 2007 * * |
=z *
o 190 % 4 <
2 ®
© [} e
= & 150 1
g g *
~ 100t ] o
* x 1
¥ " ¥ w 100
* .
kI >
€ < A
50 Bx Kok, . A
#* T
* i*%%** FH KK Ky 4 >
¥ 3 s s % ¥ ¥
Kok ok Kk Kk K kK ok K K K kK kK ok kK K Kk F
O 1 1 1 1 - - 3 4 o —
0 5 10 15 20 25 0 100 200 300 400 500
Degree
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BTER AND SKG ON CIT-HEPPH
(CITATION DATA)





X ~ "BTER compared to SKG ) .
~ 0N a citation network CIT-HepPh

We worked with a symmetr/zed version of this data and the SKG results.

. Power Law Fit . Degree Distribution
10 ' . 10 . .
—o— cit-HepPh O  cit-HepPh
—*— Power Law = 3.50 * BTER-PL
*  BTER-EXACT
*  SKG
3&
107
5 10%}
O *
10"}
107
10
Degree
RMAT BTER
T =[0.43, 0.19; 0.15, 0.23] 0=0.5
K=14 a=1.25
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‘ W)
~ "CIT-HepPh Clustering Coeff. Comparison

Sandia
National
Laboratories

Clustering Coefficient
0.45 . ‘ . Graph Nodes Edges LCC DIAM GCC
i g_tl_ggpppr cit-HepPh 34546 841798 100% 12 0.15
04% ©  BTER-EXACT!] BTER-PL 34934 855880 100% 10 0.18
* _SKG BTER-EXACT 34546 841734 100% 10 0.16
= SKG 32768 924017 100% 6 0.01
S
=
3
O
g
o
e
O
2
<
8/9/2011 Kolda - Graph Exploitation Workshop
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-:"CfT-He‘bPh E-vals and Assortativity

Scree Plot Assortativity
140 . T 200 : | .
*  cit-HepPh *  cit-HepPh
% BTER-PL 180 - % BTER-PL |-
¥ *  BTER-EXACT *  BTER-EXACT
120 % SKG ] 1601 *  SKG _
2]
g
< 140t 1
100} * ] 2
z
oy 5 120+ 1
=}
© % 8
£ 80r . & 100+ * 1
S * * % a *
= * % S 80
* * ES é E
60 * 5 1 =
*Ff S 60
¥ % g :
AL LTI “ 4o}
40t FEEX e -
*
0 5 10 15 20 25 800 1000
Degree
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MORE EXAMPLES OF MATCHING
REAL-WORLD DATA
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CONCLUSIONS AND FUTURE WORK
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Scaling for Large Simulations

 Phase 1 is easily parallelized

— Assign every pth node to processor p

* Phase 2 requires one data exchange
— Each processor exchanges “half-
edges” with the other processors

* Smaller-scale exchange at the price of a
higher diameter

— Can avoid the exchange altogether
and instead do a match based on
expectations

* Lower accuracy in matching the degree
distribution

 Hadoop MapReduce implementation
coming soon
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Conclusions and Future Work

BTER with p=1.25, a=0.60 fitting power law with y=1.90

RET: EORERE

Contacts
T. Kolda, tgkolda@sandia.gov

. BTER meets all of our desired criteria

— Match a variety of degree distributions 1000 .
200
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. . . 300 .
clustering coefficient sl C. Seshadri, scomand@sandia.gov
— Large connected component of small diameter 5000k A. Pinar, apinar@sandia.gov
— Scalable to large problems (not yet verified) 6000 o
7000 |

. Future Work

— Parallel implementations 9000
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* MapReduce (data exchange is just one pass) %
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EXTRA SLIDES
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Erdos-

Unweighted

* Given: Fixed edge probability, p
* Version 1: PROB DENSE

— Flip independent p-coin for each
edge

* \Version 2: PROB SPARSE

— Pick two vertices uniformly at
random to create an edge

— Create pN? edges
— Omit duplicates & self-edges
* \Version 3: DEGREE_MATCH

— Assign every edge a degree of
roor(pN) or cell%pN) so that total
edges =

— Create haIf—edges for all nodes
— Randomly match

— Remove duplicates & self-edges
and repeat until stuck

8/9/2011

Sandia
National
Laboratories

Rényi (ER) Graphs

Weighted (Configuration Model)

Given: Degree distribution, d.
M = sum(d) = # edges.
Version 1: PROB DENSE

— Flip independent coin for each
edge according to p; = d,d/M

Version 2: PROB SPARSE

— Pick two vertices according to

— Create M edges

— Omit duplicates & self-edges
Version 3: DEGREE  MATCH

— Create half-edges for all nodes

— Randomly match

— Remove duplicates & self-edges
and repeat until stuck
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Outline

Some motivations for graph models, highlighting those
that matter to us

Our 3 main goals
Limitations of current graph models
A note on “ER” graphs

Our model — general description, SPY plots, block size
distribution, etc.

Our model vs WER

Our model vs R-MAT

Theory: # blocks, cc, diameter
Scaling up

Examples with scaling??
Conclusions
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Limitations of Current Models

Configuration Models [CITE]
Exponential Random Graphs [CITE]

Multifactal Graph Generator [Palla, Lovasz,
Vicsek, PNAS 2010]

— Not scalable (MC to match degree or CC distribution)

Stochastic Kronecker Graphs [CITE]

— Scalable!

— Limited to lognormal degree distribution (with noise)
— Very small clustering coefficients
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Estimating latent processes
on a graph from indirect data

Edo Airoldi

Department of Statistics
Harvard University
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Overview

 Inference problem

Estimating origin-destination flows form aggregate traffic

e Technical challenges
A sequence of 1ll-posed linear inverse problems

Extremely constrained estimands space

e In detail

Deconvolution of mixing time series
Distributions on polytopes and sampling strategies





Statistical 1ssues 1n network analysis

* Representation and compressed sensing
How to smoothly represent the space of all graph structures?
Motifs, metrics, spectral, ..., semi-parametric

* Population models

Sample size? Notions of variability? (See survey paper)

 Diffusion of information on a network
How to infer who talks to whom from aggregate traffic?

Graph Exploitation Symposium 2011





Statistical 1ssues 1n network analysis

* (Goodness-of-fit, Cls, tests, selection

How to establish confidence sets for network structure?

e (Causal inference with interference

How to separate peer-influence effects from homophily?

 Diffusion of information on a network
How to combine local cascades to reveal global structure?
How to infer who talks to whom from aggregate traffic?

Graph Exploitation Symposium 2011
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* The inference problem and its relevance
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Inferring origin-destination flows

A large ISP network has 100s of nodes, 1000s of
links, 10000s routes, and over 1 petabyte traffic/day

O sub-network (sn) O\ //O o . . .
£ roweronieh (9 R 1. Reliability analysis:
1“ me.asurementé atrs ::rs d . .
Xij estimands of interest / \ predlct loads | fallures
/ o 2. Traffic engineering:
N .. .
Yoo 7 A minimize congestion
/X13 Yae O sn4
SRt / 3. Capacity planning:
A T L .
o7 /1 o\ forecast requirements
O snl

O O sn2 o 6





Mathematical formulation

Given a collection of link loads Y, ., and the routing
matrix 4 ,.,), find non-observable OD tratfic tlows,
X, > such that Y=4 -X, where n >m.

QO sub-network (sn)
router/;witch (rs) \\ // @)
Yij measurements at r: - -
Xj stimands of inter t - - _ i} 2(1,1)
y(1.t) 1100
r(2.1)
y(2,t) 1=10 0 1 1
r(3.1)
Y‘” le \\ y(3.1t) 1 010
/ ) ) - - | x(4,1)
X12

'''''






Broader context and approaches

e Other popular problems can be formulated as 1ll-
posed linear systems with a TUM matrix A

1. Sampling multi-way contingency tables given margins

2. Sampling networks with given degree sequence

e Two main approaches

1. Algebraic geometric methods: Diaconis, Sturmfels,
Fienberg, Dobra, Sullivant, ...

2. Sequential MCMC: Chen, Liu, Diaconis, Holmes;
Importance sampling: Blitzstein, Diaconis, ...





Traffic matrix estimation literature

Recover order N? OD flows from order N sums.

Classical statistical problem: Vanderbei & Iannone, 1994; Vardi, 1996;
Tebaldi & West, 1998; Cao et al., 2000; Zhang et al., 2003; Airoldi &
Faloutsos, 2004, Michailidis et al., 2006, 2007; Liang & Yu, 2008; ...

We extend existing models by (1) introducing explicit time dependence;
(2) modeling the dynamic as a multiplicative process; and (3) positing
non-Gaussian marginals for the OD flows.

Model Time Online Skewed
Dependence Estimation Marginals
| Local Likelihood No No No Cao et al. (2000)
Augmented Gaussian SSM Yes Yes No This work
Inverse Allocation (static) No No Yes Tebaldi & West (1998)

Inverse Allocation (dynamic) Yes Yes Yes This work






Agenda

« Deconvolution of mixing time series on a graph

Graph Exploitation Symposium 2011
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An 1llustration of three

hierarchical models %—%
O O O O

O O

Yt Yz+1 Yt Yz+1 Yt Yz+1

A model with no explicit time dependence (left, factor analysis);
a model that introduces an explicit dynamical behavior (center,
augmented linear Gaussian state-space model); a model where
the explicit time dependence i1s moved one layer up in the
hierarchy, thus allowing for the OD flows to be more variable
(right, mmverse allocation models).
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Modeling sparse, bursty time series

Two modeling strategies with two latent processes
>0y and {x,:t>0}

1. Assume A, smooth, x|, independent bursts

Captures spikes but not sparsity, intractable inference

2. Assume A, bursty, x /A, error with point mass at 0

Captures spikes and sparsity, tractable inference

logA;y =plog A; i1 +€i4
i t|Nig, d¢ ~ TruncN(g o) (Aig, Af(exp(er) — 1))
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Qualitative model checking

Fn(x)
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Inference: Issues and solutions

« Use SIRM filter. Looses efficiency quickly as the
dimensionality of the solution space (n-m) grows

Intuitively: key quantity is the ratio between the volumes
of the solution space and the support of the proposal in R®

« Develop a 2-stage estimation strategy to increase
efficiency of the SIRM filter

Use E[Xx]y,.] from a Gaussian SSM to calibrate prior for A,
Not EB; in the spirit of EB as in Clogg et al. (JASA ’91)

Graph Exploitation Symposium 2011 14
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e Sampling extremely constrained estimands
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Geometry of 1ll-posed inverse problems

Consider Y .1y = Ay Xax1)

(mxn)
Given Y,A we need to find X

« Rewrite A=[A,|A,] with r(A,)=m, and x=[X,|x,]
A <px | vA) L,y (%)
 Part of the estimand is x;, = A4, /(y—A4,x,)

* The posterior 1s p(x

Solutions x, lie 1n the intersection of a linear space of
dim. n-m with the positive orthant: a convex polytope

Graph Exploitation Symposium 2011
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Implications for inference

 Suppose we have a predictive distribution p(x¢|---)
that 1s quasi-concave (uni-modal): all super-level
sets are convex, so the set of modes 1s convex

e Then the posterior update
p(xe| ) = p(@e|ye, -+ ) P(ygs’a%)p(flfﬂ )
preserves quasi-concavity (uni-modality).

The posterior remains uni-modal despite reported
multi-modality: disconnected modes are not possible

Graph Exploitation Symposium 2011 17





New 1dea: Polytope samplers

Strategy
1. Leverage HNF to find first vertex

2. Greedily move along the edges to find all
vertices (via HNF pivoting)

3. Place a distribution on the polytope; we develop
three strategies to do this using Dirichlet dist.

Polytope samplers provide a new exact sampling
strategy to address 1ll-posed inverse problems

Graph Exploitation Symposium 2011 18





Hermite normal form

* Hermite Normal Form of integer matrix A: B=AQ

* Columns of Q, generates null-space

Q, Q,
Al |-AT A,
B,
0 I
m A 1 A2 = I 0






Almost finding the first vertex

Start from y = Ax, with A of size mxn
Define x* = Q'x

Then rewrite y = AQQ'x = AQx’
Notice that AQ=1[I_ |0 ]

So x’ =[y | 0] 1s a solution!

Caveats apply, but it turns out this 1s a good start

Graph Exploitation Symposium 2011
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Distributions on a polytope

1. Lift the polytope 1nto a higher dimensional
simplex, posit a Dirichlet, project back

2. Triangulate the convex polytope into simplices,
posit a collection of Dirichlet’s weighted by their
volumes

3. Drirect generalization of Dirichlet that leverages
moment map and projective geometry

Graph Exploitation Symposium 2011 21





[llustrative example

Matrix A 1s 9x12 and leads to a 3D solution space

data[, 6:8][,3]
2

data[, 6:8][,1]

datal, 6:8],2]

22
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* Empirical results
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Two case studies

« Bell Labs: 7 link loads, 16 origin-destination flows
« CMU: 26 link loads, 144 origin-destinations flows

Bell Labs Carmnegie Mellon University

=
WU nunl i

|
OOOC:) 0000 OOCBOO(BOQ

Q
g c & E =
< . — >

"'f::._. ,’J"GC:.'Q—)'

Figure 5: Bell Labs and CMU network structures.
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Empirical evaluation

Table 1: Performance comparison (Bell Labs results in Kb, CMU results in Mb. * Denotes our own im-
provement on the original algorithm by Tebaldi & West)

BELL LABS CMU

Method Lo Error SE Ly Error SE (L, Error SE L, Error
Locally IID model 10459 554 160.24 6.53| 59249 991 1169.15
Smoothed locally 11D 104.25 552 157.87 6.48 - o -
Tebaldi & West (uniform prior) 76.60 491 173.94 7.49 - - -
Tebaldi & West (joint proposal)* 4943 258 147.66 6.18| 167.94 442 71237
Dynamic multilevel model (naive prior) | 63.29 335 17843 8.09| 311.21 6.25 1109.68
Calibration model (stage 1) 19.35 072 57.66 2.06| 11047 6.19 389.14
Dynamic multilevel model (stage 2) 1993 087 5820 239| 9342 520 33474

Graph Exploitation Symposium 2011
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Two simulation studies

1. Simulated data for range of network sizes from
our model, then evaluated effect of regularization
strategy on results

2. Built simulated networks from real CMU traffic
data and compared methods’ overall performance

Graph Exploitation Symposium 2011 26





Results — regularization strategy

25 -

g
o

-
o
1

Relative L, error
o

05

I

2 a

Dimensionality4of problem
Here, data was simulated from the model. As such, there is no sparsity effect.
The plotted variable is the the ratio of average Lo error for the naive prior model
to that for our two-stage, regularized procedure.
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Results — relative performance

Estimate Std. Error t value Pr(>]t|)

(Intercept) 6.23 0.12  50.59 0.00

Size = 4 0.003 0.12 0.02 0.98

Size = 5 0.82 0.12 6.71 0.00

Size = 9 1.88 0.12 15.40 0.00

Locally 11D 1.76 0.13 13.20 0.00
Gaussian SSM -0.26 0.13 -1.93 0.06
Naiive prior -0.02 0.13 -0.16 0.87
Multilevel model -0.35 0.13 -1.90 0.06
log10(sparsity) -8.28 3.59 -2.31 0.02

Dependent variable in ANCOVA is log,, of mean (time-averaged) L error in x..

28
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Concluding remarks

* Deconvolution of mixing time series on a network

* A sequence of 1ll-posed inverse problems: project
low-dim. data to hi-dim./constr. parameter space

* Polytope samplers provide a new strategy to
address the hardness of the inference problem

Graph Exploitation Symposium 2011
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Naive inference strategy

Sample-Importance-Resample-Move algorithm

fort < ttoT do
Sample step:

for j +— 1tomdo

Draw a proposal log /\Sjt)* ~ N(b1it + log )‘z(',?—v 61it)

Draw ¢§j) ~ Gamma(a, qASt/a)

Draw azgj )* from a truncated Normal distribution with mean p* =01 +p/my i, /\gi)l
and covariance matrix $* = (exp(¢:) — 1)diag (1*2) on the feasible region given by

B azgj)* >0,y = Axﬁj)* using Algorithm 2

Resample our particles (Aﬁj ) " §" ) " xﬁj )*) with probabilities proportional to our weights wij )

Move each of our resampled particles ()\gj ) , §" ) , mgj ) ) using a MCMC algorithm
| (Metropolis-Hastings within Gibbs, with proposal on x; given by Algorithm 2)

return ()\Ej), ?'),:cﬁj)) forj«ltom,t< 1toT

Algorithm 1: SIRM algorithm for inference with multilevel state-space model

Graph Exploitation Symposium 2011
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Extremely constrained solution space

Random Directions Algorithm
Initialization

begin

Decompose A into [A; Ay], Ay (r x r) full-rank as in Tebaldi and West (1998)
L Store B := A7 C == A7 Ay

Metropolis step

given x;

begin
Draw z ~ N(0,1), z € R*™"
Setd :=z/||z||
Calculate w :=C'-d
Set hy := max{ming.,, >o0(x1¢)k/wk, 0}
Set hy := max{rnink:dk@ _($2,t)k/dk, 0}
Set h := min{hi, ha}
Set I := max{maxg.w, <0(®1,t)k/wk,0}
Set Iy := max{maxj.4, ~0 —(2.)r/dk, 0}
Set I := max{l1,l2}
Draw u ~ Unif(l, h)
Setaxy, :=xg; +u-dix]; =z —u-w;z; = (T]4,T3,)
| Set @y := a7 with probability min{ f(x})/f(x:¢), 1}
return x;

Algorithm 2: RDA algorithm for sampling from f(a;), truncated to the feasible region given by A - x; =
Yt

34
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Information Diffusion:
Searching for Source
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Information diffusion

o Unstructured propagation of “information”
¢ Virus in the Internet
o Epidemic of disease
¢ Trend in society






Stuxnet: who did it?






Information diffusion: the culprit?

o Stuxnet
o Who did it ?
¢ Or, can it remain hidden ?

¢ Basic questions of interest:
¢ What aspects of network structure
o Determine the ability to find the source
o More generally, when can
o “Important” agents be found
0 using network structure





1854 London Cholera Epidemic

SGALE 30 INCHES TO A MILE.

How do we formally extend this center idea to networks?






Source estimation

o We know the infection graph G
¢ We want to find source node
¢ Basic guestion:
¢ When can we find it?
o What role does network structure play?

G






An example

C, = correct source detection at time t

o If Gis aline graph, then for any algo.

P(C) = 0(%/;) —0

o Needle in a haystack !

0 |Is there any hope for other network to allow detection?
o If so, when ? :





Source estimation

o Observation |
¢ Rumor infected graph G

o Want to find source v* such that
v* = argmax P(source=v|QG)






Source estimation

¢ Observation |
¢ Rumor infected graph G
¢ Want to find source v* such that
v* = argmax P(source=v|QG)
v¥ = argmax P(G|source=v)P(source=v)






Source estimation

¢ Observation |

¢ Rumor infected graph G
¢ Want to find source v* such that
v* = argmax P(source=v|QG)
v* = argmax P(G|source=v)






Source estimation
o Goal: find
v* = argmax P(G | source=v)
o Procedure: given infected network topology G

¢ Find “score” for each node v: P(G|source = v)
o And choose v with max “score” |

¢ Equivalently, find network centrality that captures
o Importance of v in terms it being the source

o For example
o PageRank in WWW for web-search






Example: Web search

networks

¢ Rank pages using network centrality = PageRank
o It works well (everyone knows that)
o But where does it all come from (what’s the science)





Rumor Spreading Order

¢ Rumor spreading order not known
o Only spreading constraints are available

More spreading orders = more likely to be source






Rumor Spreading Order

More spreading orders = more likely to be source






Rumor Spreading Order
¢ Rumor spreading order not known
o Only spreading constraints are available
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¢ Rumor spreading order not known
o Only spreading constraints are available






Rumor Spreading Order

¢ Rumor spreading order not known
o Only spreading constraints are available
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o Only spreading constraints are available
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Rumor Spreading Order

¢ Rumor spreading order not known
o Only spreading constraints are available

1o 2

1) 3 2 4
A o s GRS S

= 3me 2

More spreading orders = more likely to be source






Rumor centrality (Shah, Zaman ‘09)

¢ New centrality: cdunts number of spreading orders
o QGiven (tree) graph G, the centrality of node v is

N <—— #nodesinG

R(v,G) =

[z
k = sub-trees of G
keG

¢ Linear extensions of a partial order imposed by G

o Can be computed in linear time (N)
o In a parallel, distribute manner

o Itis the Maximum Likelihood (ML) estimator
o For regular trees





An example

o Compute R(1, G): N=8

3 R(v,G) =g

RO = w3 w o171 [z






Source estimation: rumor centrality

¢ Rumor centrality is ML
¢ We know that for line graph it does not work
o Can it work for other graph

o Let us consider regular tree with degree 3 '
o Line is degree 2 : each node has two neighbors






Precision for regular tree: deg=3
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Precision of Rumor Centrality: General network
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General network
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Precision of Rumor Centrality: General network
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More structure = better source detection
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Twitter: identifying source of rumor

o Who leaked “Bin-Laden” death news before official announcement:
o Keith Urbahn: the first to tweet about the death of Osama bin Laden

keithurbahn
s} So I'mtold by a reputable person they have killed Osama Bin
{ =) Laden. Hot damn.
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~Influence tracking engine

Start Date: [06-01-2011 | Stop Date: [07-05-2011

Trumor Search

Tramor found 1012 users tureeting about syria from Wednesday, June 01,2011 to Tuesday, July 05,2011, Took 42.42]1 seconds

&S

_syriatweet: Trumor score = 243 66

July 1, zo11, 7:o0g9 p.am. Tweet: RT @5yriazdaycom: #5yria =day | a3
o da g pae clabf g | aw s b el aliadl hitp: / ftinyurl.com /shmw =dp

=z. July i, 2011, 3:06 a.m. Tweet: RT @EyrianFreePress: #5FF #5yria <l ali.
2011 & 2ol dhed pracll haaa e Loloial dha s hittp: f fow vy foumw &

June 26, 2011, 5:06 a.an. Tweet: RT @nalsowaidi: 1.Join the demonstration
in London to condemn Iran's crimes against Humanity in Syria, Bahrain, Ahwaz o

!5 !_syr'ianﬁeepmss Trumor score = 143.27
-~
July 1, 2011, 5: 06 a.m. Tweet: #spf #syria deeb ol cfaas Ao Lalanal b g el puline
2o11 & 2o sl http:/ fow 1y /fgumv s

June =6, 2011, 5:48 a.m. Tweet: #=fp #syria -6-o5 goaesll a6l & e cal gual Laga
zo11 http:/ fow.lw /5qfgs

June 24, 2011,11: 02 a.an. Tweet: #sfp #ovria b Alaadl cllas e g g0 dpasanall ol =0
2011 & 20 cddeale peul ca il ® L 5 s http:f fow 1y fepafe

===
ki
| antigovs yrians : Trumor score — 13569

June =25, 2011, =2: 07 p.an. Tweet: @halagorani thank you for going into #syria
please speak to anti regime protestors to expose #assadorimes #sy11






Trumor vs. Twitter

Ewitkery

Query: I S&P ‘

Start Date; [03-05-2011 | Stop Date: [Da-07-2011

Trumor Search

Trumer found 485 users tweeting about S &P from 08-06-2011 to 08-07-2011 Took 0.703 seconds

Y
BreakmgMNews: Trumor seore = 19.0
Aug. 6, 2011, 12:22 arn. Tweet: Credit rating agency S&P downgrades US debt fram A4,
first debt downgrade in US history - AP
Aug, 6, 2011, 12028 atn. Tweset: More: S&P downgrads of US credit iz 1 notch to A4-plus
from A http/ freutrs/rhbl8sC
Ang. 6, 2011, 1:01 a1, Tweet: More from S&P on debt downgrade: Bffectivensss, stability,

predictability of US policymaking wealkened http:/fonuwaj.comnf 0SB0

1-P thinkprogress: Trmuor score = 15.0
Aug, 6, 2011, 12:25 a.m. Tweet; This is the first downgrade in U.S. history. S&P a
reportedly pins blame on GOP for intransigence on taxes. http:// thkpr.gs/ogQlgl
Aug. 6, 2011, 12:27 aan. Tweet: Reuters reports that S&F signaled "another downgrade is
posaible in the next 12 to 18 months." http://thkpr.gs/neca T
Aug. &, 2011, 12:40 aam. Tweet: S+P: "The effectivensss, stability, and predictability of
aAmerican policymaking and political institutions have weakened." #teaparty

aug. 6, 2011, 12:41 aan. Tweetk: S4+P cites "the prolonged controversy over raising the

tatitery Adaht soilina® oo o pacone frem Adsurnamads stbhonlogar

Results for S&P
Tweets - Top Refine results =

20 rew tweets

. /Mtinyrevolution IEEGEIR eI
Possible ways to get our A%4 hack: (1) raise taxes; (2] cut
-
i

spending, or (3) just start paying S&P for ratings the way WWall Street
does
G Aug

B Retwveeted 100+ times

MNYTimeskrugman Paul Krugman
& S&P Frecedents hitpofiti msfgShd3o

11 minutes auo

DaugKass Douglas kass
one of the hig stories this week will be the lost credibility of s&p -
because of their political spin and math miscalcullations -

11 minutes a0

prob solved. RT @thinkprogress: S+F wanted $47 in deficit
reduction over 10yrs. Allowing Bush tax cuts 2 expire would save
£54T.

22 minutes ago

. EricBoehlert Eric Boehlert

QTOOLEFAN Don milard

RT ithinkprogress: S+ wanted $4T in deficit reduction owver 10
yrs. Allowing Bush tax cuts 2 expire would save $5.4T.

hittpe bk gsinrtDp?

29 minutes ago

X

o ]
.

ila

MNewYorker The hew vorker
F\; John Cassidy: Why 5. & P, Got the U5, Government Downgrade
R Right: ryr kr/oitOBk

37 minutes ago

mediaite Mediaie
. Chris Wallace Challenges Paul Ryan On VWhether 'Failing To

Compromise' Led To $&P Downgrade (VIDED)
rmediaite comfafqozp) JM

2 hours ago






Rumor centrality: theory






Rumor centrality: d-regular trees

o Number of nodes distance r from source
o Grows as (d-1)" : exponential growth
o Leads to high variation in “rumor graph”

o Theorem [S., Zaman]: For a regular tree with
d>2, if the rumor spreads for time t, then

imP(C,)=a, > 0.
t

where o, =dI, (d S 1+-)—(d-1)

(a b) I'(a+b) J‘ta-l (l—t)b_ldt

T(a)[(b)

with
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Rumor centrality: d-regular trees

¢ Some implications:
o Ford=3: a;=0.25
0 As d increases, 04 increases:

lmao. =1-1n2 = 0.301

LLLLL N A LR Ve U 1L
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Rumor centrality: d-regular trees

¢ Some implications:

o Probability of rumor center being k" infected node
o Can be calculated exactly for any d regular tree
o It decreases exponentially in k

10~
107

107 F

=k)

10~

P(Error






9 ¥
Random regular graphs

o Sparse random graphs
o Locally tree-like
o For example, random d regular graph

s |l Annallh lilkra A A vnrflllﬂr trnn

v Luvudally 1INt ada u icguid CcC

o Therefore, result for regular tree extend verbatim

o Therefore, it is reasonable to focus on
o Probability of source detection for generic tree






Generic random graph

¢ Root node
o Number of children, say n,, with distribution D,
¢ These nodes have children distributed as per
o Distribution D, in i.i.d. manner (say random variable n,)
¢ Just like Galton-Watson process

o Theorem [Shah, Zaman ‘11]: The probability of
asymptotic detection is strictly positive (non-trivial)

If
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Erdos-Renyi (ER) graphs

¢ ER Graph
o Each edge exists independently with probability p=c/n
o Locally tree-like with Poisson(c) degree distribution

®  avg.degree =10
—&— avg. degree =20






Geometric trees

o=1

S be
Polynomial growth:

nodes at distance r from any node grows Ilke & for
some d > 0: linegraphifa=0 |

Theorem [Shah, Zaman]: For such trees (root deg > 2)

IimP(C,) =1
4





Rumor centrality

¢ When can source be detected

o No detection for line (or line like) graph
o But good detection for graphs growing
o o

¢ Faster than line

o Essentially
o Graph expansion matters

o Physics jargon: ‘
¢ phase transition in expansion parameter

o Rumor centrality
o A principled approach towards network centrality





‘Remarks

o Information diffusion is fundamental to
¢ Natural and Engineered networks

o Two ubiquitous problems are
o Spreading rate, computation

o Gossip algorithms (monograph)

0 Source detection

¢ Principle : network expansion is useful for
0 Propagating information quicker, and
¢ Finding source of the diffusion/rumor






‘Remarks

o Computational network science
o Fast computation, meaningful answers

¢ An enabling concept: |
o network centrality through lens of statistical inference

¢ Rumor centrality for Twitter search
o Trumor: influence tracking engine
0. Recent Press: Tech Review

¢ Recommendation, Decision making

o Celect: decision making engine
o Recent Press: New York Times
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Inference on Network Data

James P. Ferry and J. Oren Bumgarner
Metron, Inc.

Graph Exploitation Symposium
August 9-10, 2011
Lincoln Laboratory, Dedham, MA
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Motivation and Outline

¢ Community detection problem

= Many algorithms exist
= But they make hard calls only (7)

¢ View in a data fusion paradigm —

= State-to-measurement model

= |nference in terms of probabilities

¢+ Membership probability p,(C)
= Enhanced probability information for hard calls
+ Co-membership probability ptv:Wi
= Probabilistic summary of group structure
= Fast approximation

¢ [IGNITE

= Network analysis tool based on ptV¥ —»

RAE"TDMNAN nference on Network Data

MWmESm m mmNemW  imFerry and Oren Bumgarner 2





Membership Probability p, (C)

Probabilities that augment hard calls

RAE"TDMNAN nference on Network Data

WWNESS m m mWe®W  jim Ferry and Oren Bumgarner 3





Membership Probability

¢+ Many algorithms produce a hard-call partition 7 of a network G

= E.g., Infomap, RN, Louvain

¢ Let’s augment this with the probability p,(C) that node v is in
the sroup C e P, = in-group edge probability
¢ Planted partition model e, = # of in-group edges
: Pr<G ™ Py po) =p}'(1-p,)" pg (1—py)° & =d#ofin-groupnon-edges
= Uniform distribution on p, and p, O quantities: between groups

= Uniform distribution on log || and uniform on 7 given ||

¢ Bayesian inversion
7| B(e, +16 +1)B(ey + 1,6 +1)
S(n, 7T|)
= Given a partition m and a node v, compute the probabilities of the
partitions formed by putting vin each group C € v or in its own group

= Result: p,(C)
RAE"TDMNAN nference on Network Data

WWEESS W R mNwEW  jim Ferry and Oren Bumgarner 4
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Membership Probability

¢ Formula for p,(C):

¢ Example: Karate club data

RAE"TDMNAN nference on Network Data

F(el’eO’(Sv(C))F(éloéo:gv(C)) ~| o ,yév(C)/?gv(C)
F(h| +1,ho +1,77V(C)) CA T_
a. = factor of m/(1+1/m)" if C =g L Negative information

Positive information

pv(C) X CVC

0,(C) = # of in-group edges whenv — C
SV(C) — # of in-group non-edges whenv — C

h 5 /h Karate club p,(C,)
&/ , ﬁ——e'/ ~ where h, =g, +§,
eo/ho

V= =~
& /ho

Famous real-world dataset

p,(C,) shown (probability of v being
in its true group C,, given G)

Red: 13%, yellow: 56%, green: 90%
Red node (9) often “misclassified”

Jim Ferry and Oren Bumgarner >





Co-membership Probability pt'}

Probabilistic alternative to hard calls

RAE"TDMNAN nference on Network Data

WWNESS m m mWe®W  jim Ferry and Oren Bumgarner 6





Bayesian Community Detection

* What makes one partition (7.

better than another (7 4)?

¢ Usual answer: some network statistic

= Network statistic = f (computed partition 7* given graph G)
¢ Bayesian decision theory answer:

= Utility = f (computed partition 7* given true partition )

" Expected utility: E[U](7*|G)=> U (x*|r)Pr(7|G)
¢ For a certain generic utility function:

" BU](r*[G)=>" Z( o ), where 0= Yen — Yoo

Cen* {v,w}CC <UGA _uGD>+<uBD _UBA>

= Depends only on pairwise co-membership probabilities ptV:V}
* Therefore ptW} contains information needed for hard calls...
= And much more (e.g., soft calls, distances, a basis for tracking)

= Fast approximation for pt¥! the basis for IGNITE tool
RAE"TDMNAN nference on Network Data

WWEESS W R mNwEW  jim Ferry and Oren Bumgarner





Exact Co-membership Probability

* Planted partition model: (7,G) ~ H(n,1,p;,Po)
= n=number of nodes
= 1= mean co-membership probability (= 1 / # of groups)

= p, = probability of links within groups
An instance (7,G) of

" po = probability of link between groups H(12,1/3,0.8,0.1)

Pr(7|p) = (“_l)w 2

Pr(G

€

TP 0o )= P (1= p,)" & (1—po)

Pr(G|m, p,, Py ) Pr(7|u
PI‘(?T G,p, powu): ( PI'<G‘ID|,OD)O,/L<> ‘ )
Pr({V,W} G,p,, poaﬂ) — Z Pr(w G,p,. poaﬂ) Partition 7 = {{1,6,8,10},

TV, W} {2,3,7,9,11},{4,5,12}}
lock beri
G’ Pis po"LL>Pr(p|’pODILL)dp|dpod,u (clock numbering)

pivw :ff Pr({v,w}

= pivW expensive : sum over vast number of partitions, cannot prune effectively

RAE"TDMNAN nference on Network Data

WWEESS W R mNwEW  jim Ferry and Oren Bumgarner 8





&
Approximate Co-membership Probability -~~~

¢ For fixed nodes vand w
= Let H be the hypothesis that they are in the same group, and
= E be some evidence derived from the graph G

¢ pvWi = Pr(H|E): compute in terms of likelihood ratio

A(E) Pr(E|H)
AE)+p ' -1 Pr(E[-H)
= Use uniform prior on log p uniform over 0 <py <p, <1.

= Then g= pPr(p)d = Faax = Hoan
LMW ) 1Og(/'LMAX /:U'MIN )

= Break down Pr(E|H)(and similarly for Pr(E|-H)) as
. Pr(E‘H):LMMT\XPdE‘H,,u)Pr(,u)d,u

1 |
. Pr(E\H,u)zzj; j;p Pr(E[H, p,, po.u)dp,dp,

= Pr(H|E)=

where A(E)=

and n=Pr(H)

Hmax

* Need evidence E to be powerful but Pr(E|H, p,, py,x) tractable

RAE"TDMNAN nference on Network Data

WWEESS W R mNwEW  jim Ferry and Oren Bumgarner 9





Graph Evidence

¢ Using E = entire graph G makes Pr(E\H, P, po,u) a vast sum

¢ LetE=(K,, K,, K,y = all node pairs intersecting {v,w}
= K,;: random variable = 1 iff {y,z} an edge, O else
= X =all nodes other thanvandw
= E is the evidence most relevant to v and w being in the same group

¢ Posterior probability of evidence:

Pr(E‘H, P> pow“) — Pukw“ (1_ P )1_kvw f (69¢H )' and
Pr(E|=H, p,, Po, 1) = P (1— po )l_kvw f(6,4.,,) where
f(6,0)=((1-6)"+¢)" (6(1—8)—¢)" (62 +¢)"

= where n,, n;, N, = number of nodes adjacent to 0, 1, or 2 of {v,w},
= §=E[K,]=pp, +1-pw)p,
= 6y =Cov[K,. Ky [H]=u(1=p)(p — o)
= 0, :COV[KVX, WX‘ﬂH] (p po)
RAE " TDMNAI nference on Network Data

WWEESS W R mNwEW  jim Ferry and Oren Bumgarner 10






Integral in (0,¢) space

¢ Two integrals:
= Qverp>0andoverp<0

¢ |ntegrals dominated by
sharp peakin f
= at global peak at (6,, ¢p)
= or local peak at (6,,0)

= ...provided 1 in range f(6,0)=((1-6)+¢)" (6(1—-86)—¢)" (6> +9¢)"
2
¢ Peak location: s, = N, + 20, , ¢, = M, =
2(“0"‘”1"‘”2) 4(n,+n,+n,)
¢ Global/local ratio: y :M: 1y % | i- by 1+¢_§
" £(6,.0) (1-8,) 5,(1-6,) 5

¢ Likelihood ratio dominated by 7, or 1/, modified by

= Contributions due to Jacobians and K, factor

= Effect of peak being in i domain only for limited range of u
RAE"TDMNAN nference on Network Data

MWmESm m mmNemW  imFerry and Oren Bumgarner 11





Co-membership Probability Formula

* Final approximation formula: p'{V’W}:AJri\1 1
M PR

= where 1 =(1/2—1/n)/log(n/2) expresses prior distribution on group size,

= and the likelihood ratio is split into two factors: A = ]\Akvw
« A=n,if¢,>0,1/n, else
— Effect of presence/absence of edge on all node pairs containing v xor w
— Multiples A by huge factor for ¢p >> (), divides by huge factor for gbp <<0
o A, =min(0.7197,0.465,"")

— Effect of absence of edge betweenvand w

Karate club ptv-w}

— Roughly constant (varies between 0.46 and 0.72)

— Via theory + fit to numerical integration
+ A, =min(0.5605n+1.598,5,°)

— Effect of edge betweenvand w

— Significant for low-degree nodes

= Depends onng, ny, N,

* Which in turn depends only on n,
and the degrees of the nodes

RAE"TDMNAN nference on Network Data
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Visualizing ptV'"}

Coloring edges
ineffective

Better to visualize
matrix directly

Reichardt and
Bornholdt (2004)

= But computed via
expensive Monte
Carlo methods
Example: Enron
email dataset
= 36,692 nodes
= 367,662 edges

RAE"TDMNAN nference on Network Data

Jim Ferry and Oren Bumgarner
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Is it Accurate?

+ Testing probability statements directly is difficult
* But p'W has info to make hard calls (via expected utility)

¢ Allows us to compare to state-of-the-art hard-call methods

¢+ Plot NMI vs. scenario 1
dlfflCUlty (LFR tESthd) 0.8

i {V,w} S 0.6
e . , :
via p 2 odl
4+ |Infomap 02,
o S = .
e, | OQUVAIN 01 02 03 04 05 06 07 08 01 02 03 04 05 06 07 08
mu mu
RN

————— pre-2008

¢ Result: ptvWi yields
state-of-the-art

| I | | I [ | | I | I | I [ [ | | I [ | I |
0.1 0.2 03 04 05 06 0.7 0.8 0.1 0.2 03 04 05 06 0.7 0.8

hard-call performance mu mu

RAE"TDMNAN nference on Network Data

MWmESm m mmNemW  imFerry and Oren Bumgarner 14





Is it Fast?
mmm

Caltech 769 16,656 1,231,412 186,722 14,120

Princeton 6,596 293,320 46,139,701 8,776,074 83,004 51

Georgetown 9,414 425,638 67,751,053 15,616,610 113,722 90

Oklahoma 17,425 892,528 194,235,901 47,202,925 239,162 233

UNC 18,163 766,800 140,796,299 47,576,619 191,482 167

Slashdot 82,168 504,230 74,983,589 49,450,449 104,330 5,209

Amazon 262,111 899,792 9,120,350 6,434,638 7,178 12,851

Livejournal 4,847,571 42,851,237 7,269,503,753 4,193,393,006

Whb-edu 9,450,404 46,236,105 12,203,737,639 4,232,928,806

Dataset 10 trlals 1 proc 1 proc 8 proc than O(nz)’ but

Caltech 0.11 0.09 0.02 0.02 still significant

Princeton 45.4 4.5 3.9 0.67 0.55

Georgetown 77.5 7.2 6.4 1.2 093 * Fastfordense

Oklahoma 310.8  23.5 19.4 4.2 2.8 (Facebook)

UNC 446.6 19.2 16.3 3.6 2.5 networks

Slashdot 1553.4  14.5 12.6 3.0 19 o Faster for sparse

Amazon 2075.8 2.4 2.2 0.59 0.44 networks

Livejournal 1246.2 172.9 _

Wh-edu 1243.0 1746 * Parallelizable
RAE"TDMNAN nference on Network Data (All timings in seconds)

MWmESm m mmNemW  imFerry and Oren Bumgarner 15





IGNITE

Inter-Group Network Inference and Tracking Engine

RAE"TDMNAN nference on Network Data

MWmESm m mmNemW  imFerry and Oren Bumgarner 16





IGNITE

¢ |Inter-Group Network Inference and Tracking Engine
¢ Uses ptvWi as a basis for network analysis
+ Uses distance metric 1 — pt-W} to hierarchically cluster nodes

= Resulting dendrogram is entry point for defining
e Groups (large sets of nodes)
e Node clusters (small sets of nodes to treated a single nodes)

* Network visualized as pt'W! matrix h
* Groups selected for network view MMM
= Layout exploits piV:Wi N
= Various drill-down and statistical tools

¢ Tracking technology
= Subject of another talk (e.g. Fusion 2010)
= Part of IGNITE codebase, but not integrated into tool

RAE"TDMNAN nference on Network Data

WWEESS W R mNwEW  jim Ferry and Oren Bumgarner
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IGNITE Example

-

| Node Edge Graph | Node Pvw Graph |

(v|Red? (vl Green? [ 10 3028 |5

Tool at startup. Princeton Facebook network with 6596 nodes.

RAE"TDMNAN nference on Network Data

MWmESm m mmNemW  imFerry and Oren Bumgarner
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IGNITE Example

=3 Group-20
=1 Group-32
=] Group-33
=1 Group-31
=1 Group-63
[ Group-62
=] Group-61
=] Group-59
= Group-57
=] Group-55
=] Group-49 |
=] Group-44
[ Group-48
=] Group-41
=] Group-60
=1 Group-52
= Group-s4
[=1 Group-50
=] Group-58
=1 Group-56
= Group-43
= Group-46
= Group-40
=] Group-47
[ Group-45
1 Group53

[Z1Group-0  |~][ Cluster Edge Graph | Cluster Pvw Graph |
=] Group-22
4l =3 Group-21

. [ElGroup-s1l :

=] Group-42

.

[E1Group-34 [ Node Edge Graph | Node Pvw Graph |

= Group-39
=1 Group-38
2 Group-37
=3 Group-36
=] Group-35
=] Group-26
=1 Group-30
=1 Group-28
=3 Group-24
=1 Group-27
=1 Group-23
=3 Group-29
[=1 Group-25
X Group-19
=1 Group-18
[EGroup-17
- [EGroup-l6
=] Group-15
" EGroup-14
[FGroup13
“ B Group-l2
[ Group-11
[ Group-10
1 [ Group-¢
i [ Group-8
[ Group-7
=1 Group-6
= Group-5
I¥IRed? [v] Green? [ =1 Group-4 -

Click on the dendrogram to set an initial red partition.

RAE"TDMNAN nference on Network Data

MWEESS W ®m mWmW  im Ferry and Oren Bumgarner
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IGNITE Example

= Group-0
=] Group-22
4l = Group-21

. 1 Al =3 Group-20

=1 Group-32
=] Group-33

g =1 Group-31

[ 1 =1 Group-63

[ Group-62

0 | | U i croups1

| 1 =] Group-59

| 1 | =1 6roup-57

i =] Group-55

| 11 I . | =] Group-49

| l ¥ =] Group-44
i

L i e | B
‘”l R ] s ‘ =

4
““" =] Group-41
=] Group-60
=1 Group-52
= Group-s4
[=1 Group-50
=] Group-58
=1 Group-56
= Group-43
= Group-46
= Group-40
=] Group-47
=1 Group-45
1 Group53
. [ElGroup-s1l
=1 Group-42
=1 Group-34
= Group-39
=1 Group-38
21 Group-37
=1 Group-36
=] Group-35
=] Group-26
DGrcup-SO
=3 Group-28
=3 Group-24
=1 Group-27
=1 Group-23
= Group-29
[=1 Group-25
X Group-19
[=1Group-18
= Group-17

- [EGroup-l6
=1 Group-15

. FGroup-14
[FGroup13
“ B Group-l2
[ Group-11
[ Group-10
1 [ Group-¢
i [ Group-8
[ Group-7
= Group-6

= = Group-5

¥]Red? [v]lGreen? =1 Group-4

f

~|[ Cluster Edge Graph | Cluster Pvw Graph |

'

| Node Edge Graph | Node Pvw Graph |

Click below the red to set an initial subpartition in green.

RAE"TDMNAN nference on Network Data
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IGNITE Example

= Group-0
=] Group-22
=3 Group-21
=3 Group-20

=1 Group-32
=] Group-33
=1 Group-31
=1 Group-63
[ Group-62
=] Group-61
=] Group-59
= Group-57
=] Group-55
=] Group-49
=] Group-44
[ Group-48
=] Group-41
v [2] Group-60
© [(EGroup52
i = Group-s4
SR ¥ | f 1 a ! = Group-50
g 2 - [=] Group-58

= Group-46
Group-40

§ [ Group-47
[ Group-45
1 Group53

k ijGrcup-Sl
=] Group-42
=1 Group-34

L . - =1 Group-38

H ‘ i3 5 i : * 51 Group-37
BN =] Group-35
=] Group-26

t : : 2 E " ; [ Group-28
7 ¥ ¢ 2 i B Group-24

i L i : -3 | [ Group-25
q X | L, [=1Group-19

,- it =1 Group-16
i [ Group15

i [ Group-6
¢ X i 5 i b = Group-5
vl Red? [v] Green? [ =] Group-4
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Revolutionary Rescarch . . . Relevant Resulls

Click and drag to pan, zoom with mouse wheel to drill down. Dendrogram and p"-W:

plot are linked.
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Clicking on a group in the pt"W} plot at the red level highlights the group, and displays
the subgroups in that color in the upper right hand panel.
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Drag the slider immediately below the graph to set the threshold for average link
density between clusters.
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Right click in the panel and select the option to layout the graph according to the
current link structure.
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The second slider controls node size which is related to the number of nodes in the
group.
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¢ Results
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|[ Cluster Edge Graph | Cluster Pvw Graph |

| 10.576000

| Node Edge Graph | Node Pvw Graph

0

Switch to the Cluster Pvw Graph and drag the slider to adjust the threshold for mean
Pvw required for a link.
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As before, the user can right click to run the layout according to the displayed links.
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Clicking a particular cluster node in the network, or the correspond

=3 Group-229

| Cluster Edge Graph | Cluster Pvw Graph |

the ptvW! plot will add that cluster’s nodes to the bottom panel.
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As with the cluster graph, right click to run the layout using the displayed link

RAE"TDMNAN nference on Network Data

MWEESS W ®m mWmW  im Ferry and Oren Bumgarner

-

'|[ Cluster Edge Graph | Cluster Pyw Graph |

Revolutionary Rescarch . . . Relevant Resulls

S.





IGNITE Example

[j Group-144
=] Group-127
[ Group-226
=3 Group-197
4 [ Group-80
1 =] Group-79

23 Group-78
|3 Group-223
=] Group-137
= Group-234
[ Group-98

|
| I
{1 .
1 ] W | i [=3 Group-84
1 | =3 Group-130
1‘ it 1 | [ Group-100
|¥ [ 1\||| | | I3 Group-231
B0 ) B aill A I L. d

’ I | =3 Group-77

[ Group-76
=3 Group-75
= Group-74
=3 Group-73
[ Group-71
[=] Group-70
I3 Group-69
[=3 Group-68
=] Group-67
=3 Group-66
[ Group-65
[ Group-64

=] Group-274

=2 Group-277
[=] Group-254
=9 Group-203
=3 Group-261
[ Group-183
[=] Group-278
=3 Group-178
[ Group-251
=3 Group-273
=] Group-227

[=] Group-235
[=3 Group-214
= Group-283
[=3 Group-258
=] Group-198
[ Group-269
[=] Group-217

i Dl : ' ! et [=3 Group-230
P St b = =] Group-221
* [£] Group-209
] = Group-279

* [ Group-192
[ Group-149
[=] Group-259
ﬂ Group-244
=3 Group-237
I¥|Red? [v| Green? [ =3 Group-229

~|[ Cluster Edge Graph | Cluster Pvw Graph |

| Node Edge Graph | Node Pvw Graph |

Switching to the Pvw Graph, the Slider is now on a logit scale.
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v]Red? [v]lGreen? [ 1 E & O

We can expand the tree to explore the group structure, and see which particular nodes
fall into which groups. When nodes or groups have names, they’re displayed here.

RAE"TDMNAN nference on Network Data

WWNESS ® mmWe®W jim Ferry and Oren Bumgarner





IGNITE Example

year |
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Summary of year for Group-196-655

Count

o H N W s U O N 0
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year

vIRed? [v]Green? |

Right click on an entry in the tree for an option to show summary statistics when

attributes are available.
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Selecting different attributes, this group appears to mainly be made up of students in
dorm 167 graduating in 2007.
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Summary

Community detection problem

= Find communities (or groups) of related nodes in networks
= Extensive literature, many algorithms, but they make hard calls

Augment hard calls with p,(C) (probability v is in group C)
Replace hard calls with pt¥! (probability v and w in same group)

= Soft alternative to traditional methods
= Fast, accurate approximation presented

IGNITE tool based on ptV:Wi Lightueight probabilty layer

Basis for further applications —

= Tracking groups on dynamically
evolving networks

including
uncertainty

= Distance metric for persistent
homology network analysis
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Outline

* Motivation: Coping with Information Overload
* Examples of Context and Content
 Random Attributed Graphs

* Three Tasks
—Stream Characterization
—Vertex Nomination
—Dvyadic Priors
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Stream Characterization

« Mature: External Metadata

« Emerging: Metacontent
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Data Streams PicK gUft ﬂ;fe
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Stream Characterization

« Mature: External Metadata

» language

« Emerging: Metacontent » speaker
» topic
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Content has associated meta-data
challenge: how to exploit?

8/8/201 | Graph Ex





Content has associated meta-data
challenge: how to exploit?

e Associated meta-data is interpreted by humans as context

8/8/201 | Graph Ex





Content has associated meta-data
challenge: how to exploit?

e Associated meta-data is interpreted by humans as context

 Humans acquire and use language during interaction with a
complex environment, e.g. Roy’s Speechome project at MIT

8/8/201 | Graph Ex





Content has associated meta-data
challenge: how to exploit?

e Associated meta-data is interpreted by humans as context

 Humans acquire and use language during interaction with a
complex environment, e.g. Roy’s Speechome project at MIT

* Call centers have customer-profiles

8/8/201 | Graph Ex





Content has associated meta-data
challenge: how to exploit?

e Associated meta-data is interpreted by humans as context

 Humans acquire and use language during interaction with a
complex environment, e.g. Roy’s Speechome project at MIT

* Call centers have customer-profiles

* Voice messages have to/from telephone numbers

8/8/201 | Graph Ex





Content has associated meta-data
challenge: how to exploit?
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Content has associated meta-data
challenge: how to exploit?

e Associated meta-data is interpreted by humans as context

 Humans acquire and use language during interaction with a
complex environment, e.g. Roy’s Speechome project at MIT

* Call centers have customer-profiles

* Voice messages have to/from telephone numbers

 Enron email corpus has date, time, sender and recipients

* Switchboard dialog corpus has demographics: age, gender,....

* Citeseer scientific articles have authors and citations
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Communication Events
from the Enron Corpus

Date Time Sender Receiver Sender’s Rank Topic
2001-01-02 04:15:00 steven.k jeff.d Vice President (1) California Analysis
2001-02-09 13:49:09 louise.k andy.z President (9) Daily Business
2001-02-16 21:06:00 drew.f jeff.d Vice President (5) California Enron
2001-02-26 22:30:00 james.s john.l Vice President (14) Energy Newsfeed
2001-03-01 07:54:00 diana.s kate.s Trader (5) California Enron
2001-04-06 05:15:00 mike.g john.l Manager (7) Newsfeed California
2001-04-16 06:12:00 richard.s steven.k Vice President (9) Daily Business
2001-05-11 16:02:00 andy.z john.l Vice President (11) Enron Online
2001-06-27 17:44:24 5..5 geoff.s Vice President (9) Daily Business
2001-09-05 14:36:53 geoff.s louise.k Director (12) Enrononline Daily
2001-09-15 20:51:20 m..p louise.k Vice President (12) Enrononline Daily
2001-10-04 14:19:16 john.l louise.k CEO (11) Enron Online
2001-10-05 18:49:05 j..k richard.s Vice President (9) Daily Business
2001-10-08 17:50:19 shelley.c darrell.s Vice President (1) California Analysis
Graph Ex
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SwitchBoard Communications Graph

Initiate only Recelve only

Initiate and Recelve

{4

Vertex ~ speaker
Edge ~ dialog
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Time Series of Attributed Graphs

Externals =f Content =¢

Date: Mon, 30 Oct 2000 23:48.00
From: rosalee.fleming @enron.com
Date: Wed, 9 Jan 2002 20035

1 From: kishorer@inventx com
Date: Wed, 9 Jan 2002 16:04:33
From: schedule @ clayfarmer.com
; Date: Tue, 2 Sep 2001 139.46
From: kenneth lay@enron.com
To: hasan kedwas @enron.com
nject: RE: Media Report:
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Time Series of Attributed Graphs

Externals =f Content =¢

Date: Mon, 30 Oct 2000 23:48.00
From: rosalee. fleming @enron.com
Date: Wed, 9 Jan 2002 20035
1 From: kishorer@inventx com
Date: Wed, 9 Jan 2002 16:04:33
From: schedule @ clayfarmer.com
; Date: Tue, 2 Sep 2001 139.46
From: kenneth lay@enron.com
To: hasan kedwas @enron.com
beect: RE: Media Reports

i e

Time

Generated by some random process G, ?

| 4 n| Asannounced
1 .] <l earlier, we will
»
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Random Attributed Graphs (RAGSs)
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 There is significant literature on random graphs, ignoring content .
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Random Attributed Graphs (RAGSs)

 There is significant literature on random graphs, ignoring content .

 There is significant literature on stochastic models for language and
documents streams, ignoring context.

 There is a computer science literature on attributed graphs, e.g. as
produced by entity and relations, ignoring stochastic modeling.

* Before this research effort, no literature that we know of addressing
time series of random attributed graphs.
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Generative Models for RAGs

* Build RAG models by extending random graph models

* Erdos-Renyi (binomial) graphs, where a pair of vertices is connected
with iid probability p.

» Kidney/Egg models, Block models

* Latent Position and Random Dot Product Models where
pij = h(xi, x;)

e Construct from time series of communication events

Mz{(t, Ut,Vt,St)}t
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Vertex Nomination

* Cf. fraud and social network analysis
— significant literature using graphs

* |Intuition for fusion is clear
* Experimental evaluation on Enron email corpus

* Summer workshop
— at JHU Human Language Technology COE
— participants from all over the U.S.
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Experimental Methodology

e Given a set of red vertices
 Occlude subset of red vertices
* Develop method for nominating vertices as red

 Evaluate on how well it discovers those occluded red vertices

— versus false nominations
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Enron Example: Red Vertices -> Red Documents

[ k.lay ]

[ e.haedicke I { j.lovarato I
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Enron Example: Red Vertices -> Red Documents

[ k.lay ]

[ e.haedicke I { j.lovarato ]
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Enron Example: Red Vertices -> Red Documents

[ k.lay ]

[ e.haedicke I { j.lovarato ]

5+ 31
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Enron Example: Red Vertices -> Red Documents

e.haedicke I I j.lovarato ]

5+ 31

8/8/201 | Graph Ex





Enron Example: Red Vertices -> Red Documents

................. Portland.....
Portland..... ...Portland..

e.haedicke I I j.lovarato ]
................. .
| +8 San Diego...
........ WBI
bef...
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Edge Attributed Graph -> Latent Vertex Attributes

8/8/201 | Graph Ex





Edge Attributed Graph -> Latent Vertex Attributes

 From red vertices, now have induced ‘red topic model’
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Edge Attributed Graph -> Latent Vertex Attributes

* From red vertices, now have induced ‘red topic model’
* Use red model which is used to attribute all edges in the graph

e Estimate latent vertex attributes for an attributed rdp model that
best fit this attributed graph
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* From red vertices, now have induced ‘red topic model’
* Use red model which is used to attribute all edges in the graph

e Estimate latent vertex attributes for an attributed rdp model that
best fit this attributed graph

* The vertex attributes are Xg, X1, X2, where
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* From red vertices, now have induced ‘red topic model’
* Use red model which is used to attribute all edges in the graph

e Estimate latent vertex attributes for an attributed rdp model that
best fit this attributed graph

* The vertex attributes are Xg, X1, X2, where

— X1 is the tendency of the vertex to engage in red communications
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Edge Attributed Graph -> Latent Vertex Attributes

* From red vertices, now have induced ‘red topic model’
* Use red model which is used to attribute all edges in the graph

e Estimate latent vertex attributes for an attributed rdp model that
best fit this attributed graph

* The vertex attributes are Xg, X1, X2, where

— X1 is the tendency of the vertex to engage in red communications

* abuse jargon and call this the ‘redness of the vertex’
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Edge Attributed Graph -> Latent Vertex Attributes

* From red vertices, now have induced ‘red topic model’
* Use red model which is used to attribute all edges in the graph

e Estimate latent vertex attributes for an attributed rdp model that
best fit this attributed graph

* The vertex attributes are Xg, X1, X2, where

— X1 is the tendency of the vertex to engage in red communications
* abuse jargon and call this the ‘redness of the vertex’

— X2 is the tendency to engage in non-red communication
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Edge Attributed Graph -> Latent Vertex Attributes

* From red vertices, now have induced ‘red topic model’
* Use red model which is used to attribute all edges in the graph

e Estimate latent vertex attributes for an attributed rdp model that
best fit this attributed graph
* The vertex attributes are Xg, X1, X2, where
— X1 is the tendency of the vertex to engage in red communications
* abuse jargon and call this the ‘redness of the vertex’

— X2 is the tendency to engage in non-red communication
* call this the ‘greenness of the vertex’
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Edge Attributed Graph -> Latent Vertex Attributes

* From red vertices, now have induced ‘red topic model’
* Use red model which is used to attribute all edges in the graph

e Estimate latent vertex attributes for an attributed rdp model that
best fit this attributed graph
* The vertex attributes are Xg, X1, X2, where
— X1 is the tendency of the vertex to engage in red communications
* abuse jargon and call this the ‘redness of the vertex’

— X2 is the tendency to engage in non-red communication
* call this the ‘greenness of the vertex’

—Xo=1-X1-X2 =non-edginess = tendency of the vertex to stay mum
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Latent Vertex Attributes live in the 2D simplex

X0 ~ mum-ness
x| ~ redness
X2 ~ greenness
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Distribution of 184 Latent Vertex Attributes

® denote initial red vertices

O denote other vertices

©
«) green-ness
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Distribution of 184 Latent Vertex Attributes

Sparse Communication Graph ® denote initial red vertices

most vertices are not very communicative, ~ O denote other vertices
. . L 5
and their emails are not 0.9-88, ,

dominated by red or green ‘
0.8 ,":;) AN

o
'.:3, I’% O‘\
07 :03 ." ® b v
2 I' » ‘\ )
Xo 0.67° s 0 X2
O O Y .
0 ! e X
. ¢ ‘ %
mum-ness o ' ~  green-ness
Vs ‘
04 ', \‘ /\
O ', \‘ -
e (o) I' “ Q)
0 ‘. Horrer X
. 'l “ 0)
0.1 % L,
. ' 4
\‘ " ‘\
N :
(3N W T A} X A} AN A} A}
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> : redness
X
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Anomalous Chatter Group in Enron Time Series

Induced Egg

Egg? p>0.99 p~ 0.7 p<0.01
Time Weeks 18-37 Weeks 38-57 Weeks 58-77
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Conclusions

* New Methods for Fusion of Context and Content

* Pioneered at JHU Human Language Technology COE
* Theory, Algorithms and Experimental Evaluation

e Tasks

— Stream Characterization

— Vertex Nomination

— Dyadic Priors
 Experimentally evaluated on

— Enron email corpus

— Switchboard speech corpus

— other data
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* Statistical Inference on Random Graphs: Fusion of Graph Features and

Content, Grothendieck, Priebe, and Gorin, Computational Statistics and Data
Analysis (2010)

* Statistical Inference on random attributed Graphs: Fusion of Graph Features
and Content: An Experiment on Time-series of Enron Graphs, Priebe et al,
Computational Statistics and Data Analysis (2010).

* Towards Link Characterization from Content: Recovering Distributions from
Classifier Output, Grothendieck and Gorin, IEEE Transactions on Speech and
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* Vertex Nomination via Content and Context, Coppersmith and Priebe
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* Vertex Nomination via Attributed Random Dot Product Graphs, Marchette,
Priebe, Coppersmith, Proc. International Statistical Institute, 2011.

* Latent Process Model for Time Series of Attributed Random Graphs, Lee and
Priebe, Statistical Inference for Stochastic Processes, 2011
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Every Day Life Leaves Tralils
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Network Science - Connecting the Dots

and Trails to Predict and Explain Behavior
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“ We pull out — the Meta-Network
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Data to Model Process is Complex

Build Network : Analyze :
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: SNA, DNA, What if Analysis
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’’’’’’ *Social Networks are Continuously
Emerging Structures

e Networks emerge from intersecting trails
e Networks reinforce some trails
e Slices across trails are the “observed” social network

e Level of aggregation determines the “width” of the slice
— The great the width — the higher the density

e THEREFORE
e Observed networks are samples‘

e They are missing information 4\ -

B’D

— Missing link

— Missing node o

o Infer missing links using information about the trails

[ p

| |

p./
=il 4 &

August 2011 Copyvright © 2011 Kathleen M. Carley CASOS, ISR, CMU 6
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Inferring Missing Links is

Imeortant

9 Accuracy in Predicting 9% Accuracy in Predicting a
Top Node in Betweenness Node is in the top 10% of
Betweenness
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90 90
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Inferring Missing Links has
Practical Consequences

Mohamed Owahali

s
By H[H.WHMWT s
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' CAN DO THIS TASK
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TEAMS

AN EACH DO THIS
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Information Gain/Loss
Summarized in ORA

T !
e Geospatial network resolution changes

AN — Choose appropriate level of

T granularity/summarization

== — Balance with information loss
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@ ULlIZcS olidiitiornt S 1ouoIl O CHuopy

— Amount of uncertainty in the network caused by the
aggregation
e Provide information about what is hidden by the
current level of aggregation
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Spatial Density of Betweenness
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’’’’’’ * Using Constraints to Set Strength of

Links has Practical Consequences
T

Louisville
*Nashville
*Houston
«Albuquerque

Regular

Louisville
«Albuquerque
*Tucson

$0S -Atlanta
EASOS,

2011 Copyvright © 2011 Kathleen M. Carley CASOS, ISR, CMU
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SOFTWARE

"Using Constraints to Set Strength of

Links has Practical Consequences
-

Louisville

*Houston

«Albuquerque

Betweenness

Louisville
«Albuquerque
*Tucson

$0S -Atlanta
JHIN
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Data Collection Period: Dec. 2010-June 2011 Arab Spring
o

Articles Processed: 129,712 articles.
People, Organisations, Topics, Locations

PROTESTS & WAR & INTERNET SOCIAL
DEMONSTRATIONS CONFLICT NETWORKING

T umisia

T Hunisia
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9% Arab Spring and Interest in
Terrorism
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Al-Qaeda Application

The control chart signals a change in the network in 2001.

- 1995 1996 1997 1998 1999 2000 2001 2002 2003 2004
Closeness 0.0027  0.003 00028  0.0028 0.031 0003 00032 0.0034 0.0024 0.0015  0.0004
z -0.8729  1.0911 -0.2182 -0.2182  1.7457  1.0911  2.4004  3.7097 -2.8368 -8.7287 -15.9299
C+ 0 05911 0 0 12457 1.8368  3.7372  6.9469  3.6101 0 0
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8 Closeness CUSUM Statistic for Al-Qaeda (1994-2004)
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"% Trail Differences Due to Mode of

Interaction
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Rates of Adaptation
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Exploring Similarities
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Impact of Media, by Topology
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Media Differences by U.S. cities
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Media Differences by U.S. cities
-
ad
ad+ web
all
all_but_ad
call
mail
mail+ radio+ web
mail+ web
radio
radio + web
Different Cities have different networks leading to
different diffusion patterns and so distribution of results
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Graph Exploitation

physical ™ Graph G(V,E)
systems

Understand

Mathematics + Modeling
social + Common Sense
: i> L3 [> Predict
systems

Control

info
systems ,

 We have a {system, artifact} with an underlying graph structure
* Much of the focus on the following:

“Given a graph G(V,E), what can we say about it?”

Most commonly, this assumes that we know G(V,E)!





Pitfall #1: Does the graph represent ground truth?

Graph G(V,E)

Understand

Mathematics + Modeling

+ Common Sense
[> Q 3 [> Predict

Control

How was the graph data collected?

Are there biases, systematic errors, or idiosyncrasies, in the
measurement data”?

What types of analyses can the graph data support?

How does uncertainty in the underlying graph data affect the
analyses that you perform?










The Internet

oooo






The Internet

my
computer

router router






The Internet is NOT a graph!

The Internet is a layered system.
my web

computer o _ server
Individual layers can be interpreted as

graphs, but there are limits to what can be |
— seen at each layer.

oooo

In general, the structure of each layer can
be very different from the others.

@ P

|

—






Unfortunately, direct inspection of Internet
topology is generally NOT possible

No single vantage point from which to observe everything
Economic incentive for ISPs to obscure network structure

Recent trends
— Empirical measurement studies
— Generative models that “fit” measured statistics

example: traceroute tool

— Discovers compliant (i.e., IP) routers along path
between selected network host computers

— Originally designed to record the end-to-end traffic
path from source to destination





http://research.lumeta.com/ches/map/
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http://www.caida.org/tools/measurement/skitter/





Background image courtesy JHU. applied physics labs
http://www.cs.washington.edu/research/networking/rocketfuel/bb





These are all nice graphs, but do we believe them?

How was the graph data collected?

Are there biases, systematic errors, or idiosyncrasies, in the
measurement data?

What types of analyses can the graph data support?

How does uncertainty in the underlying graph data affect the
analyses that you perform?





Using traceroute to infer topology

traceroute-based measurements are ambiguous
— traceroute is strictly about IP-level connectivity

— traceroute cannot distinguish between high connectivity
nodes that are for real and that are fake and due to
underlying Layer 2 (e.g., Ethernet, ATM) or Layer 2.5
technologies (e.g., MPLS)

the physical network as seen by traceroute
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www.savvis.net
managed IP and
hosting company
founded 1995
offering “private IP
with ATM at core”

Possible that
this “node” is an
entire network! (not
just a router)

http://www.caida.org/tools/measurement/skitter/





Using traceroute to infer topology

* traceroute-based measurements are inaccurate

— Requires some guesswork in deciding which IP
addresses/interface cards refer to the same router
(“alias resolution” problem)
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Using traceroute to infer topology

* traceroute-based measurements are incomplete

— traceroute experiments unable to detect high degree
nodes at edge, if they exist

— IP-level connectivity is more easily/accurately inferred
the closer the routers are to the traceroute source(s)
* notion of bias, most studied (but least important?)

* node degree distribution is inferred to be power-law even when
the actual distribution is not





Using traceroute to infer topology

* traceroute-based measurements are ambiguous

— false positives on high degree nodes (due to underlying
Layer 2 technologies)

* traceroute-based measurements are inaccurate

— systematic error in estimating node degree (aliasing)
* traceroute-based measurements are incomplete

— false negatives on high degree nodes at edge

Conclusion: node degree data inferred from traceroute
measurements is insufficient to support statistical modeling

Conclusion: models that emphasize replicating router-level
node degree statistics are unjustified

Reference: W. Willinger, D. Alderson, and J.C. Doyle. “Mathematics and the Internet: A source of enormous
confusion and great potential,” Notices of the American Mathematical Society 56(5):286-299, May 20009.





“Inferring Relevant Social Networks from Interpersonal Communication”
M. De Choudhury, W. A. Mason, J. M. Hofman, D. J. Watts, 2010,
WWW 2010, April 26—30, 2010, Raleigh, North Carolina, USA.

(b) EnrOn email corpus

Figure 1: Topology of the largest components over various choices of threshold conditions for (a) a dataset
based on email server logs at a US university, and (b) the Enron email corpus. Significant changes in topology
are observed as the thresholding condition of the network is varied.

“different choices of the threshold correspond
to dramatically different network structures”

“there is no one ‘true’ social network”





Pitfall #2: Does the graph capture the essence of the system?

physical ™ Graph G(V,E)

systems Understand
Mathematics + Modeling

social + Common Sense
systems >~> [> Qg [> Predict

Control

info
systems _/

* Many systems of interest are not arbitrary in their structure,
but have evolved in order to achieve some purpose or function

* Ignoring this function can yield misleading results

* System function provides a natural lens for validating a graph
representation of a system (i.e., could it work?)





Che New Jork Times Reprints March 20, 2010
http://www.nytimes.com/2010/03/20/world/asia/21grid.html

Academic Paper in China Sets Off Alarms
in U.S.

By JOHN MARKOFF and DAVID BARBOZA
It came as a surprise this month to Wang Jianwei, a graduate engineering student in Liaoning,
China, that he had been described as a potential cyberwarrior before the United States Congress.

Larry M. Wortzel, an uhtar\ stlateglst and China specmhst told the House lorengn .\ffalrs

Col ——

of Cascade based attack vulnerablllty on the US power grid

Jian-Wei Wang, and Li-Li Rong

Institute of System Engineering, Dalian University of Technology, 2 Ling Gong Rd., Dalian 116024, Liaoning, PR China

Abstract

The vulnerability of real-life networks subject to intentional attacks has been one of the outstanding challenges in the study of the
network safety. Applying the real data of the US power grid, we compare the effects of two different attacks for the network
robustness against cascading failures, i.e., removal by either the descending or ascending orders of the loads. Adopting the
initial load of a node j to be Lj=[kj(Zm ljkm)]a with kj and Tj being the degree of the node j and the set of its neighboring
nodes, respectively, where a is a tunable parameter and governs the strength of the initial load of a node, we investigate
the response of the US power grid under two attacks during the cascading propagation. In the case of a<0.7, our
investigation by the numerical simulations leads to a counterintuitive finding on the US power grid that the attack on the
nodes with the lowest loads is more harmful than the attack on the ones with the highest loads. In addition, the almost
same effect of two attacks in the case of a=0.7 may be useful in furthering studies on the control and defense of cascading
failures in the US power grid.

s

Keywords: Cascading failure; Attack; US power grid; Critical threshold; Tunable parameter

Safety Science 47 (2009) 1332-1336.






J-W Wang, and L-L Rong (2009) “Cascade-based attack
vulnerability on the US power grid,” Safety Science 47, 1332-1336.

Fig. 2. The scheme illustrates the load redistribution triggered by an
node-based attack. Node i is removed and the load on it is redistributed
to the neighboring nodes connecting to node i. Among these neighboring
nodes, the one with the higher load will receive the higher shared load
from the broken node.

Fig. 1. The scheme illustrates the correlation
between the initial load of a node / and its
neighboring nodes, i.e., nodes i.i,.i;, and i,.

o L.
L. = k(z km) AL; =L, :
! ! el . Zmerj Lm
k;, = degof node j
I‘j = neighbors of node j 1. graph connectivity only

2. borrowed data, at face value
ot = tunable parameter 3. inconsistent with engineering reality






Modeling Electric Power Grid Interdiction

* System function depends on all generators, high-voltage
lines and transformers, buses and substations in a region

* Behavior comes from solving a set of Power Flow Models to
minimize unserved demand for energy

— Kirchhoff’s current law
— Line thermal capacities; Generating capacities
— Admittance constraints
— Generating cost per unit; Shedding cost per customer
— Demand variation and Component Restoration over time
* Can look for vulnerabilities by taking the perspective of an

Attacker who uses limited resources to attack components
(e.g., # of substations or lines)

Salmerodn, J., Wood, K. and Baldick, R., 2009, “Worst-Case Interdiction Analysis of Large-
Scale Electric Power Grids,” IEEE Transactions on Power Systems, 24, pp. 96-104.
Salmeron, J., Wood, K. and Baldick, R., 2004, “Analysis of Electric Grid Security Under
Terrorist Threat,” IEEE Transactions on Power Systems, 19, pp. 905-912.





Modeling Electric Power Grid Interdiction

Operator’s Model: an industry-standard optimal power-flow model (OPF, DC
approximation) to find the best solution, even in the presence of component
loss (e.g., accidents or Mother Nature).

min Y Y h(P%")+ 22 f(S,) subject to:

PGen ’PLlne ,S,0

i geG;
/BLM =5, (00(1) _ed(Z))a Vie L
Zpiien . Z PILine+ 2 PlLine — Z(dic_Sic)’ \v/l.
geG, lo(l)=i 11d (1)=i c
— I’ —
< _P zneSPmeSPme, VZEL
G G DG
PO < poen < poen ViVgeG
| 0<S,.<d,, Vi,c
i: bus, [:line, g: generator, c: customer sector
g 8

PrLine, pGen: nower (MW) S: power shed 6 : bus phase





Rest of this talk:
What is most {important, vital, critical} in the network?

|

Where are the vulnerabilities?
What are the highest risks?

1/ \

Where to target? What to protect?

For each of these, how to prioritize investment?
(e.g., use of lists to rank priorities)





Objective: infrastructure resilience

National Strategy for Homeland Security (2007)

“We will not be able to deter all terrorist threats, and it is
impossible to deter or prevent natural catastrophes. We can,
however, mitigate the Nation’s vulnerability to acts of
terrorism, other man-made threats, and natural disasters by
ensuring the structural and operational resilience of our
critical infrastructure and key resources” (p. 27)

“We must now focus on the resilience of the system as a whole
— an approach that centers on investments that make the
system better able to absorb the impact of an event without

losing the capacity to function” (p.28)






The Russian Rail Network
(circa 1955)

Data from Figure 7 of:

Harris, T.E., and Ross, F.S. (1955), Fundamentals of a
Method for Evaluating Rail Net Capacities (SECRET,
declassified 1999), RM-1573, RAND Corp.
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Working Definition

A most-vital arc in a maximum-flow problem is one whose removal
decreases the resulting maximum flow by the greatest amount.

Heuristics for determining what is most vital
(Ahuja, Magnanti, and Orlin, “Network Flows”, Prentice-Hall, 1993)

* An arc having the largest capacity
* An arc carrying the largest flow in the optimal solution

* An arc having the largest capacity in a minimum-capacity cut
* Any most-vital arc is in some minimum-capacity cut

In general, none of these heuristics work!

Determining a most vital arc requires solving a maximum-flow
interdiction problem, which is an ILP problem of size comparable
to the original maximum-flow problem (Wood 1993).





Why simple priority lists don’t work

1 2 3 4

* With O attacks, capacity = 25
* With 1 attack, capacity = 16





Why simple priority lists don’t work

* With O attacks, capacity = 25
* With 1 attack, capacity = 16

* With 2 attacks, capacity =9





Why simple priority lists don’t work

* With O attacks, capacity = 25
* With 1 attack, capacity = 16
* With 2 attacks, capacity =9

* With 3 attacks, capacity =4





Wit
Wit
Wit
Wit
Wit
Wit

Why simple priority lists don’t work

n 0 attac
n 1 attac
n 2 attac
n 3 attac
n 4 attac

n 5 attac

KS, capacity = 25
K, capacity = 16
KS, capacity =9
KS, capacity =4
KS, capacity =1

Ks, capacity =0

M i c?

Most vital sets of arcs!

Greedy heuristics
(e.g., priority lists)
won’t work here.






The City of Konigsberg

(a) from [Kraitchik 1942, pp. 209-211]

e This is not Euler’s problem, however

e City administrators want to know which bridges are most
important to protect against attack

e How much delay could commuters experience if terrorists
destroyed the k-most-important bridges?

Reference: Alderson, D.L., Brown, G.G., Carlyle, W.M., and Wood, R.K., 2011, “Solving Defender-
Attacker-Defender Models for Infrastructure Defense,” in Operations Research, Computing, and
Homeland Defense, R.K. Wood and R.F. Dell, editors, INFORMS, Hanover, MD, pp. 28-49.






Defender-Attacker-Defender Models

minf(y) (D)

yeY

max min f (AD)
xeX yeY(x) (Y)

min max min 1(y) (DAD)
weW xeX(w)yeY (x,w)





Defender-Attacker-Defender Models

min max min 1(y)
weW xeX (w)yeY (x,w)

Defensive
Investments and
budget
constraints for
the “defender”

Attacks limited by
capability of the
“attacker” and
installed defenses

Optimal operation of the
system after attack both
defensive investment and

attack

* 3-stage Stackelberg game: (1) Play, (2) observe and play, (3)
observe and play. We seek w*

e “Cost minimization” is broadly construed






DAD : Solving

min max min f(y)
weW xe X(w)yeY(X,w)

 DAD is not easy to solve (e.g., exhaustive
enumeration works in principle but is impractical)

 We know various decomposition methods work

* These methods looks like extensions of Benders
decomposition






Modern Case Study:
Bridges of SF Bay Area

* Industry validated model of
nonlinear road congestion

 Asymmetric traffic demands
(commuting patterns)

e Reconstitution times for each
road or bridge segment

e 5-year time horizon
* Efficient computation

Ref: Alderson D, Brown G, Carlyle M,
Wood K, “How to Assess the Value of
Critical Infrastructure: A Worst-Case
View of Risk and Its Implications for
Defensive Investment,”2011 (in review)

State Park Los Gatos -
©2008 Google - Map data @200%&4.5&\?:[_]50” =Tems 8blse






Key Messages

1. Beware taking graph data at face value.
— Sensitivity of results to errors in graph structure?

2. Consider system function (or purpose) when modeling
system structure and behavior.

3. The “value” or “criticality” of an infrastructure component
depends on its contribution to overall system function
— deciding what is “critically important” to the system
should be an output of analysis, not a required input

4. Game theoretic models of infrastructure resilience can be
solved at practical scale for real problems

5. A “prioritized” list of targets is overly restrictive: it prohibits
the efficient use of attack (or defense) resources.
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60
Adding Structure to Space-Time Data

Spatial-Temporal Activity Data

_/ti'me
@Dz @a, 0 ®a.o a0

Dynamic Network Data
Movement

Site
Track Site
Track Site

Communlcatlons

Person

Adding structural information to spatial-temporal data enables
higher-level, cross-domain understanding

23-2
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Motivating Example:
AR Wide Area Motion Imagery (WAMI)

How can we detect threatening people/places/things and then use
that information to prioritize human effort

Imagery + Tracks +
Multi-INT Detections

Focus Points

* @ = Multi-INT Detections

Algorithmic
Assistance

~ 1 cnmana ana finaa
< Il Dpabc aliuv LUiiie
r

esources?

P, (Threat | Data )
Which vehicle should | be
following?

P.... (Threat | Site)

Does the vehicle track make
a good association?

P(Break | Track )
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Motivating Example:
AR Wide Area Motion Imagery (WAMI)

How can we detect threatening people/places/things and then use
that information to prioritize human effort

Imagery + Tracks +
Multi-INT Detections

Graph Abstraction

P, (Threat | Data )

P .. (Threat| Site)

* @ = Multi-INT Detections

23-4 1951-2011

SMP 08/09/2011 LINCOLN LABORATORY

MASSACHUSETTS INSTITUTE OF TECHNOLOGY





60
Cued Community Detection on Graphs

Goal: Detection of hidden communities embedded in a large
background populations

Approach: Cued community detection algorithms on dynamic graphs

Graph representation of a social network: _ Lawyer

* Network Topology:
— Set of all possible associations

— Provides the substrate upon
which interactions occur

* Network Dynamics:

— Local interactions throughout an
observation period

Enron Dataset

23-5 1951—2011
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Outline

m=> - Network Community Detection
— Background
— Activity-Based Dynamics

« Data and Results

— Simulated Data
— MOVINT Data
— Email Data

 Network Exploration
— Methodology

— Initial Results

« Summary and Future Work
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60 Community Detection Background:
Global Methods

« Homophily assumption: Detection of densely connected groups
of nodes, with only sparse connections between groups

« Edge counting techniques: /1/%

Hamiltonian minimization (Reichardt and Bornholdt)

1

argmin H(C)= Y —aA4,6(c,c,)+b(1-4,)(c,.c,)
¢ {i,j}€V  within group edges  within group non-edges

ted,(1-8(c;,c,)—d (- 4,)1-8(c;c,))

1
between group edges between group non-edges

Modularity maximization (Newman)
Simplifying
assumptions

argmax Q=-H(C)= > (4, - kz"kf )d(c;,c;)
m

¢ {i,jyeV
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60 Community Detection Background:
Local Methods

 These algorithms iteratively update each node’s attributes
based on the attributes of its neighbors

i

B

« Examples include:
— Local modularity (Clauset)
— Label propagation (Raghavan et al. , Gregory)
— HITS* (Kleinberg)

Still based on homophily: members of the same community
are more likely to interact

23-8 1951—2011
SMP 08/09/2011 ) i LINCOLN LABORATORY
*Hyperllnk—lnd Uced T0p|C SearCh MASSACHUSETTS INSTITUTE OF TECHNOLOGY





Membership Propagation

Inferring community membership using local learning

Estimate a node’s membership based neighboring nodes
— Inspired by HITS* (Kleinberg)
— Diffusion-like iterative updates

= f({P}) where j€ N() 0.95 0.50
Plzo{ e > P+l /lmaxp]
NG S SEND
\ J |\ J
| |
Average Maximum 0.05 0.15
neighbor neighbor
membership membership

*Hyperlink-Induced Topic Search
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Membership Propagation

Inferring community membership using local learning

Estimate a node’s membership based neighboring nodes
— Inspired by HITS* (Kleinberg)
— Diffusion-like iterative updates

..-"f_ P i—*“
o ﬁ"ﬁ'-'"?,»?i R
Flaal
*Hyperlink-Induced Topic Search
2310 1951-2011
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Activity-Based Community Detection

Real world social networks:
— Communities are diffuse (i.e. not tightly connected)
— People act on behalf of different communities at different times

Affiliation-Based Community Detection Activity-Based Community Detection

Denseily connecied groups of nodes, with Subset of nhodes engaging in an coordinated
sparser connections between groups sequence of finite-duration activities
Static Graph Space-Time Graph
()
®
O
®
o
n
Time =

23-11 1951—2011
SMP 08/09/2011 LINCOLN LABORATORY

MASSACHUSETTS INSTITUTE OF TECHNOLOGY





60

Dynamic Membership Potential

A nodes potential to act as a members of a specific
community can vary over time

— e.g. Between 9-5 | have my Lincoln hat on

— This is similar to the role vector in Mixed Membership Blockmodel
rship probability now propagates depending a nodes
at the time of the interaction

— The challenge is to estimate role in between interactions

[ ]
E
Er
@

23-12
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60
Dynamic Membership Propagation

Detection of nodes acting in a coordinated manner over time

Estimate time-varying membership based on edge times

— Define a kernel function matched to expected community behavior
(e.g. co-occurrence of interactions)

23-13 1951—2011
SMP 08/09/2011 LINCOLN LABORATORY
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60
Dynamic Membership Propagation

Detection of nodes acting in a coordinated manner over time

Estimate time-varying membership based on edge times

— Define a kernel function matched to expected community behavior
(e.g. co-occurrence of interactions)

e €E(s,) e, €E(s;)
\ J \ J
| |
Average neighbor Maximum neighbor
probability probability

where...

E(s;) = Set of edges connected to s,

e, = An edge between s, and s,

1A%
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Outline

m=) « Data and Results

— Simulated Data
— MOVINT Data
— Email Data

 Network Exploration
— Methodology

— Initial Results

« Summary and Future Work
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60

Simulated Graph Data

Concept: Generate the topology independently of the dynamics
— Generate topology using static generators
— Generate a dynamic process on top of the topology

Foreground — Coordinated Message Passing
Background — Random Connection Timing

Foreground Graph Background Graph

23-16 1951—2011
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MOVINT Graph Data

Simulated insurgent network hierarchy embedding in a large
civilian traffic in Baghdad

NGA Threat Scenario: IDA* Background Model:
IED Attack Civilian Traffic in Baghdad

Operations

[ ] Location
[ IED Site
@ Actor - 4000 Actor§
@ Blue Force ., Propaganda 6000 Locations
100,000 Movement Tracks

2317

SMP 0810972011 *Institute for Defense Analysis





60

Email Graph Data

Enron email dataset from Patrick Perry
— Nodes represent email accounts for higher management
— Edges represent emails sent between people
— Coloring is by department

® Trading
© Legal
@ Other
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Community Detection Results

Prob. of Detection

Prob. of Detection

Simulated Data

0 0.1 02 03 04 0.5
Prob. of False Alarm

Enron Data (Email)

0 0.1 0.2 03 04 0.5
Prob. of False Alarm

Prob. of Detection

1

0.8

0.6}

0.4
0.2

Baghdad Data (MOVINT)

0

O 01 02 03 04 05

Prob. of False Alarm

- Spectral

Local Modularity
— Static TP
- Dynamic TP
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Outline

m=) * Network Exploration
— Methodology
— Initial Results

« Summary and Future Work
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Network Discovery
Workload Prioritization

60

 The amount of data for an analyst to look at grows exponentially

— Following only a few vehicles from one sensor can lead to hundreds
of possible new sites and vehicles to investigate

— This problem affects all aspects of data forensics

 Network Exploration Workflow
— Given a set of information, what evidence do | collect next?

Methodology

Propagate membership across network
|ldentify nodes with maximal membership
|ldentify edges with maximal membership
Grow graph

. Repeat

Al

23-21 1951—2011
SMP 08/09/2011 LINCOLN LABORATORY
“HUSETTS INSTIT

MASSACHUSET UTE OF TECHNOLOGY





66 Network Discovery

Workload Prioritization

Prioritization Strategies:

— Random Search

Explore tracks randomly starting
from a tip node

— Breath First Search

CvnlAarac nAada
uc

CXpiores no

I
node with low d g

— Membership Prop

Explores nodes with highest threat
first

— Dynamic Membership Prop

Explores tracks with highest threat
first

s closest to th p
est e firs

ﬁt-'l‘

Edges Examined vs. Community Found

100

(o]
o

== Random Search
Breadth First Search
- Membership Prop

Community Found (%)

== Dynamic Membership Prop

0 500 1000 1500 2000
Number of Edges Explored

Prioritization discovers 87% of the insurgent network using only
0.5% of the total potential edges.
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Summary

« Static structure alone is often insufficient to accurately
characterize social groups.

« Activity-based communities are defined by a set of nodes

engaging in an a coordinated sequence activities
— Disease and rumor spreading

— Collaboration between colleagues
— Coordinated activities between insurgent cells

A ;
< o—e
l
4 fz L tz 2 [
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Tracking Structure of Streaming Social

Networks

Jason Riedy, David Ediger, David A. Bader, & Henning
Meyerhenke

Georgia College off
Tech | Compuiing

= Computational Science and Engineering






Overview

« Background: Georgia Tech's focus

« Dynamic social networks: Target rates of change
and software approach

« First proof-of-concept: Monitoring clustering
coefficients

« Monitoring connected components
— Edge insertions trivial, deletions...

o Initial work on community detection
« Forward directions

o Code: See
http://www.cc.gatech.edu/~bader/code.html

Georgia College off
Jason Riedy, GraphEx 2011 Tech Compuiing
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Exascale Streaming Data
Analytics: Real-world challenges

All involve analyzing massive
streaming complex networks:

*Health care - disease spread, detection
and prevention of epidemics/pandemics
(e.g. SARS, Avian flu, HIN1 “swine” flu)

*Massive social networks >
understanding communities, intentions,
population dynamics, pandemic spread,
transportation and evacuation

*Intelligence = business analytics,
anomaly detection, security, knowledge
discovery from massive data sets

*Systems Biology = understanding
complex life systems, drug design, microbial
research, unravel the mysteries of the HIV
virus; understand life, disease,

*Electric Power Grid 2 communication,
transportation, energy, water, food supply

*Modeling and Simulation = Perform full-
scale economic-social-political simulations

450
400

Million Users

=0 Exponential growth:

300

0 More than 750 million active users

200
150
100

M AlM myAOL @ Ask

1 BallHype (& Bebo »8) BlinkList
B Faves b/ Yahoo Buzz a" Delicious
i-i Diigo =1 Emall Facebook
I Fark @ FeedMeLinks FriendFeed
Google k¢ Kaboodle <l KIRTSY
3 Linkedin i Live D Magnolia
£ Mixx A Multiply %7 MyWeb
[ Netvouz 4 Newsvine 25 Propeller
. Segnalo % Simpy o+ skt

= spurl 4 SwmbleUpon %= Stylehive
L= Technorat @ ThisNext = Twitter
M rahoo

&y Backflip

™ Blogmarks
) Digg

s Favorites
Furl

38 Link-a-Gogo
EZ4 Mister Wong
a2 MySpace
3 Readit

Jo Slashdot
Tailrank

W8 vardbarker

Ex: discovered minimal
changes in O(billions)-size
complex network that could
hide or reveal top influencers

in the community

Sample queries:
Allegiance switching:
identify entities that switch
communities.

Community structure:
identify the genesis and
dissipation of communities
Phase change: identify
significant change in the
network structure

REQUIRES PREDICTING / INFLUENCE CHANGE IN REAL-TIME AT SCALE

Jason Riedy, GraphEx 2011
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Example: Mining Twitter -
or Social Good

ICPP 2010

Massive Social Network Analysis:
Mining Twitter for Social Good

-

Tor 15 USERS BEY BETWEENNESS CENTRALITY

Rank Data Set

HI1N1 atlflood

@CDCF1lu

Rajc

David Ediger Karl Jiang
Jason Riedy David A. Bader
Georgia Institute of Technology

Atlanta, GA, USA

Abstract—Social networks produce an enormous quan-
tity of data. Facebook consists of over 400 million ac-
tive users sharing over 5 billion pieces of information
each month. Analyzing this vast quantity of unstructured
data presents challenges for software and hardware. We
present GraphCT, a Graph Characterization Toolkit for
massive graphs representing social network data, On a 128-
processor Cray XMT, GraphCT estimates the betweenness
centrality of an artificially generated (R-MAT) 537 million
vertex, 8.6 billion edge graph in 55 minutes and a real-
world graph (Kwak. er al.) with 61.6 million vertices
and 1.47 billion edges in 105 minutes. We use GraphCT
to analyze public data from Twitter, a microblogging

network. Twitter’s message connections appear primarily Social media provides staggering amounts of data.
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Fig. 3.

Courtney Corley Rob Farber
Pacific Northwest National Lab.
Richland. WA, USA

William N. Reynolds
Least Squares Software, Inc.
Albuquerque, NM, USA

@addthis Gdriveafast

involves over 400 million active users with an average of
120 “friendship’ connections each and sharing 5 billion
references to items each month [11].

One analysis approach treats the interactions as graphs
and applies tools from graph theory, social network
analysis, and scale-free networks [29]. However, the
volume of data that must be processed to apply these
techniques overwhelms current computational capabilities.
Even well-understood analytic methodologies require
advances in both hardware and software to process the

R B = R I S o

10

@Official PAX
BFluGowv
@nytimes
Gtweetmeme
@mercola

@CNN
@backstreetboys
BEllieSmith_x

RATLCheap
RTWCL
fHelloNorthGA
Rl1AliveNews
RWSB_TV
@shaunking
@Carl
RSpaceyG

public tweets

growing corpus of social media.

HINI

Subcommunity filtering on Twitter data sets

Jason Riedy, GraphEx 2011
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Massive Data Analytics:

Protecting our Nation

US High Voltage Transmission Grid .

(>150,000 miles of line)

Ehe New York Eimes
Thursday, September 4, o008

Report on Blackout Is Said To Describe Failure to React:

By MATTHEW L. witaL D
Fublished: Nowember 12, 2003

A report on the Aug. 14 blackout identifies specific lapses by various
parties, including FirstEnergy's failure to react properly to the loss of 2

transrission line, people who have seen drafts of it say.

A worldng group of experts from eight states and Canada will meet in

private on Weadnesday to evaluate the report, peorple involved in the

Ly Uy O S N I, [ I g A J T AN N s P S

E E-malL

= PRINT

Bl SINGLE-PAGE
@ REFRINTS
Cq save

by SHARE

Jason Riedy, GraphEx 2011
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Public Health

CDC / Nation-scale surveillance of
public health
Cancer genomics and drug design
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of Human Proteome
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Graphs are pervasive e
In large-scale data analysis

* Sources of massive data: petascale simulations, experimental
devices, the Internet, scientific applications.

* New challenges for analysis: data sizes, heterogeneity, uncertainty,

data quality. T T i Social Informatics I
________________________________________ ! Bioinformatics .
! . Probl . |dentifving d Problem: Discover emergent
Astrophysics LTobiems. fdentilying drug communities, model spread of

Problem: Outlier detection.

target proteins, denovo information.

assembly.

Challenges: rngssive datasets, ) . Challenges: new analytics routines,
temporal variations. | Challlen es: Data heterogeneity, uncertainty in data.
Graph problems: clustering, : quality. Graph problems: clustering

Graph problems: centrality,

matching.

clustering, path-finding. shortest paths, flows.

Image sources: (1) http://physics.nmt.edu/images/astro/hst_starfield.jpg

(2,3) www.visualComplexity.com Georgia @@ﬂﬂ S@ﬁ
Jason Riedy, GraphEx 2011 Tech | Computing 6
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Informatics graphs are tough

* Very different from graphs in scientific
computing!
— Graphs can be enormous, billions of vertices and hundreds
of billions of edges!
— Power-law distribution of the number of neighbors  _
— Small world property — no long paths
— Very limited locality, not partitionable
» Perhaps clusterable?
— Highly unstructured
— Edges and vertices have types

Six degrees of Kevin Bacon
Source: Seokhee Hong

» Experience in scientific computing applications

provides only limited insight.

Georgia GCadllege
Jason Riedy, GraphEx 2011 Tech | Computing 7





O

Center for Adaptive Supercomputing = S
Software for MultiThreaded Architectures (CASS-MT)

* Launched July 2008 W?//

* Pacific-Northwest Lab Pacific Northwest
— Georgia Tech, Sandia, WA State, Delaware

* The newest breed of supercomputers have hardware set up not just
for speed, but also to better tackle large networks of seemingly
random data. And now, a multi-institutional group of researchers has
been awarded over $14 million to develop software for these
supercomputers. Applications include anywhere complex webs of
information can be found: from internet security and power grid
stability to complex biological networks.

=I 2 » ¥ Georgia GCadllege off

Jason Riedy, GraphEx 2011 Tech | Computing 8
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Ubiquitous High Performance

Computing (UHPC)

Goal: develop highly parallel, security enabled, power efficient
processing systems, supporting ease of programming, with resilient
execution through all failure modes and intrusion attacks

Architectural Drivers:
® Energy Efficient
® Security and Dependability

® Programmability L
Program Objectives: ﬁ

@& One PFLOPS, single cabinet including self-contained cooling
& 50 GFLOPS/W (equivalent to 20 pJ/FLOP)

@ Total cabinet power budget 57KW, includes processing
resources, storage and cooling

1

. Module Cabinet
Security embedded at all system levels Terascale UHPC Patascals

@
& Parallel, efficient execution models

& Highly programmable parallel systems David A. Bader (CSE)

@ Scalable systems — from terascale to petascale Echelon. Leadership Team

SANVIDIA. =

THE SUPERCOMPUTER COMPANY

%
BEORGIA
TECEL.

“NVIDIA-Led Team Receives $25 Million Contract From DARPA to Develop High-Performance GPU Computing Systems” -Marketwatch

Echelon: Extreme-scale Compute Hierarchies with
G lalhstitute .. . ..
| Siechnclony Efficient Locality-Optimized Nodes

=
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The PRODIGAL Architecturé ™

i Legend

User Interaction—Case Review

GTRI
CMu

Ut

0osu

UMass

Shared

Interactive and
Automated
Learning
Methods

Insider Threat Estimates, Activities, Drill-Down to Raw Data

(Provenance)

A

Analyst/SME

P

Knowledge Store

Data Ingest

‘. Knowledge

Models, Features, Metrics, Scenarios, Categories,
Conditional Probability Distributions

‘ Hypotheses

Anomalies, Associations,
Activities, Threats

Observations

Groups, Trends, Changes
Entities, Organizations, Relationships

Keystrokes, Accounts, Locations,
Phone Numbers

High Speed Massive
Scale Data Ingest; Data
Staging and Clustering

to Optimize Access

Consolidate, Aggregate,
Summarize, Reduce

HADOOP for Massively STINGER Model for Streaming
Scalable Graph Mining Analysis of Large Graphs

Raw Data Store

4 4 1 4 1

Jason Riedy, GraphEx 2011

N\

User Feedback—Expert Advice

Interactive Local Graph Exploration
and Feedback Incorporation

Rare Category Discovery

Thmat Ranking

Evidence Combinations for Threat Scoring
and Sensitivity Analysis

Semantic Analysis

NN N

Seed Set Expansion; Massive Scale Community
Detection; Temporal Based Anomaly Detection
Exploiting Event Sequences; Vector Space
Models for Unsupervised Activity Classification
and Anomaly Detection;

Density Estimators for Relational Data;
Conditional Probability Estimators;
Causal Learning Algorithms;

Activity and Goal Recognition

Structural Anomaly Detection

Aggregation of Weak Signals by Propagation-Based
Graph Algorithms; Temporal Egonet Anomaly Detec-
tion; Massively Scalable Graph Mining Algorithms;

Boosted Density Estimation;
Cross-Prediction; Pseudo-Anomaly
Discrimination; Multi-Scale Anomaly Aggregation

| AN N-2125-005

Georgia Cadllege off
Tech | Lm@





Workshop on Scalable
Graph Libraries

* Held at Georgia Tech, 29-30 June 2011
— Co-sponsored by PNNL & Georgia Tech

— Working workshop: Attendees collaborated on
common designs and data structures.

« Break-out groups for roadmap, data structure,
hierarchical capabilities, and requirement
discussions.

— 33 attendees from mix of sponsors, industry, and
academia.

— Outline and writing assignments given for a workshop
report. To be finished August 2011.

Georgia College off
Jason Riedy, GraphEx 2011 Tech | Computing 12





And more... ‘

. Spatio-Temporal Interaction Networks and Graphs
Software for Intel platforms

—Intel Project on Parallel Algorithms in Non-Numeric
Computing, multi-year project

— Collaborators: Mattson (Intel), Gilbert (UCSD), Blelloch
(CMU), Lumsdaine (Indiana)

o Graph500

—Shooting for reproducible benchmarks for massive graph-
structured data

« System evaluation
— PERCS, looking at Convey systems, etc.
o (If I'm forgetting something, bug me...)

Georgia College off
Jason Riedy, GraphEx 2011 Tech | Computing 13





Typical Rates

 Facebook
— 7/50M+ users (avg. 130 friends) |[il
— 250M+ mobile users

— 30B items shared per month
12,000 per second
o Twitter
— Avg. 140M tweets per day (2,000 per sec.)
— 1B queries per day (12,000 per sec.)
— Basic statistics: > 100,000 writes per sec.

GigE: 1.4M packets per second

http://www.facebook.com/press/info.php?statistics
http://engineering.twitter.com/2010/10/twitters-new-search-architecture.html

http://techcrunch.com/2011/02/04/twitter-rain bird/ Georgia ege
Jason Riedy, GraphEx 2011 Tech | Computing 14
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So what can we handle now?

« Accumulate edge insertions and deletions forward in
an evolving snapshot.

_ldea: Graph too large to keep history easily accessible.
— Want memory for metrics, sufficient statistics.
o Most results on Cray XMT @ PNNL (1TiB).
« Monitor clustering coefficients (number of triangles /
number of triplets)
— Exact: 50k updates/sec, Approx: 193k updates/sec
« A fast approach to tracking connected components
In scale-free streaming graphs
— 240,000 updates per sec
_ Speed up from 3x to 20x over recomputation

« Starting on agglomerative community detection...

Georgia College off
Jason Riedy, GraphEx 2011 Tech | Computing 15





= S
Interlude: Our assumptions
A graph is a representation of some

real-world phenomenon.

— Not an exact representation!

— Likely has noise...

 We are targeting “social networks.”
— Small diameter, power-law-ish degrees

— Massive graphs have different
characteristics than smaller samples.

— Have unexploited semantic aspects.

 Graphs change, but we don't need a
continuous view. —
eorgia GCadllege off
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The Cray XMT

* Tolerates latency by massive multithreading.
— Hardware support for 128 threads on each processor
— Globally hashed address space
— No data cache
— Single cycle context switch
— Multiple outstanding memory requests

* Support for fine-grained,

word-level synchronization
— Full/empty bit associated with every
memory Word Image Source: cray.com

* Flexibly supports dynamic load balancing.

* Testing on a 128 processor XMT: 16384 threads
— 1 TB of globally shared memory

Georgia College off
Jason Riedy, GraphEx 2011 Tech | Computing 17
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Massive streaming data ana’Iytic

* Accumulate as much of the recent graph
data as possible in main memory.

Insertions / b Pre-process,

Deletions Sort, Reconcile
}l
“Age off”’ old vertices <=
‘l’v ‘|/ STINGER
Alter graph graph
Affected verticesl I
Ve 2

Update metrics B

A%

Change detection

Georgia College off
Jason Riedy, GraphEx 2011 Tech || Compuiiing





STINGER: A temporal graph
data structure

* Semi-dense etype 1|

edge list etypeZI_

blocks with —— ¥

free space (vertex — | S .
block)

* Compactly (edge block) (edge block) (edge block)
stores
timestamps,
types, weights

L

* Maps from
application
IDs to storage
IDs

* Deletion by ] _
negating IDs, Core ideas: Index edges by source vertex and

separate semantic type to provide fast iteration along both.
compaction  Group edges to open up low-level parallelism.

(edge block) (edge block)

For details of vertex & edge attributes, see the tech report: [Bader et al. 2009]
Georgia College off
Jason Riedy, GraphEx 2011 Tech | Computing 19





Generating artificial data

R-MAT (Chakrabarti, Zhan, Faloutsos) as a graph &
edge stream generator

Generate the initial graph with SCALE and edge
factor F, 2%4- F edges

— SCALE 20: 1 M vertices, SCALE 24: 16 M vertices

— Edge factors 8, 16

— Small for testing...

Generate 1 million actions
— Deletion chance 6.25% = 1/16
— Same RMAT process, will prefer same vertices

Start with correct data on initial graph
Update data (clustering coeff., components)

Georgia College off
Jason Riedy, GraphEx 2011 Tech || Compuiiing
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Clustering coefficients

* Vertex-local property: Number of triangles / number of triplets
— Edge insertion & deletion affects local area.

* Can approximate by compressing edge list into Bloom filter.

e Ediger, Jiang, Riedy, Bader. Massive Streaming Data Analytics: A
Case Study with Clustering Coefficients (MTAAP 2010)

— Approximation provides exact result at this scale.
— B is batch size.

Updates per second @
Algorithm B=1 B = 1000 B =4000
Exact 90 25,100 50,100
ADpIOX. 60 83,700 193,300

32 of 64P Cray XMT, 16M vertices, 134M edges Georgia | Gollege of
Jason Riedy, GraphEx 2011 Tech || Compuiiing
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Clustering coefficients performénce

* Performance depends on degrees adjacent to
changes, so scattered.

* 5k batches run out of parallel work quickly.
* Depending on app, could focus on throughput.

Speed up of incremental update v. recomputation

64 node Cray XMT

| | |
12 16 24 32

Two 4-core Nehalem X5570s

SIS
ate &

Ny
veae
wao
ove
- saew®
va

o
12 4 24 32

o
-
N
-
»

Processors
Graph size: scale 22, edge factor 16

Jason Riedy, GraphEx 2011
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Tracking connected components

O

* Global property

— Track <vertex, component>
mapping
— Undirected, unweighted graphs
* Scale-free network

— most changes are within one large

component
* Edge insertions O
— primarily merge small component
into the one large component o-o

* Deletions O\O

— rarely disconnect components
— small fraction of the edge stream

Georgia College off
Jason Riedy, GraphEx 2011 Tech | Computing 23





Insertions: the easy case

Edge insertion (in batches):

* Relabel batch of insertions with
component numbers.

* Remove duplicates, self-edges.
— Now batch is <=(# comp.)’

— Each edge is a component
merge. Re-label smaller.

* Does not access the massive
graph!

— Can proceed concurrently with
STINGER modification.

Georgia College off
Jason Riedy, GraphEx 2011 Tech || Compuiiing
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The problem with deletions

* An edge insertion is at most a merge.

* An edge deletion may split components,
but rarely ever does.

e Establishing connectivity
after a deletion could be a
global operation!

— But only one
component is
sufficiently large...

Georgia College off
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Not a new problem

e Shiloach & Even (1981): Two breadth-first searches
— 1st to restablish connectivity, 2n to find separation

Eppstein et al. (1997): Partition according to degree
Henzinger, King, Warnow (1999): Sequence & coloring

Henzinger & King (1999): Partition dense to sparse
— Start BFS in the densest subgraph and move up

Roditty & Zwick (2004): Sequence of graphs

Conclusions:

— In the worst case, need to re-run global component
computation.

— Avoid with heuristics when possible.

Georgia College off
Jason Riedy, GraphEx 2011 Tech || Compuiiing
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Handling deletions

Two methods:
* Heuristics (in a moment)

* Collect deletions over larger, multi-batch
epochs.

— Intermediate component information is
approximate.

— Could affect users (e.g. sampling), but
deletions rarely matter.

— Once epoch is over, results are exact.

Georgia College off
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Tackling deletions at speed... ]

Rule out effects:
If edge is not in the spanning tree: SAFE
If edge endpoints have a common neighbor: SAFE
If a neighbor can still reach the root of the tree: SAFE
Else: Possibly cleaved a component

—> Spanning Tree Edge

*/ ——— Non-Tree Edge
Root vertex in black

Georgia College off
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Tackling deletions at speed...

Rule out effects:
If edge is not in the spanning tree: SAFE
If edge endpoints have a common neighbor: SAFE
If a neighbor can still reach the root of the tree: SAFE
Else: Possibly cleaved a component

—> Spanning Tree Edge
——— Non-Tree Edge

Root vertex in black

Georgia College off
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Tackling deletions at speed...

Rule out effects:
If edge is not in the spanning tree: SAFE
If edge endpoints have a common neighbor: SAFE
If a neighbor can still reach the root of the tree: SAFE
Else: Possibly cleaved a component

—> Spanning Tree Edge
——— Non-Tree Edge

Root vertex in black

Georgia College off
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Performance: XMT & batching

O

Insertions only 21,000 931,000
Insertions + Deletion 11,800 240,000
Heuristic (neighbors)

Static Connected 1,070 78,000
Components

Updates per sec, 32 of 128P Cray XMT, 16M vertices, 135M edges

* Greater parallelism within a batch yields higher
performance

* Trade-off between time resolution and update
speed

* Note: Not delaying deletions, only one heuristic.

Georgia College off
Jason Riedy, GraphEx 2011 Tech | Computing 31





Batching & data structure trade-off

NV = 1M, NE = 8M NV = 16M, NE = 135M

Updates per second

Scale 20 Scale 24

1085

10°

55_
10 Algorithm

10°- ® |Insertions only

A  STINGER

10%° =  Bitarray

10~ + | Static recomputation
1035 -

32 of 128P Cray XMT

[ [ [ [ [ [ [ [ [ [
10*  10*°  10°  10*®  10%10* 10*°  10°  10%®  10°
Block size

« Insertions-only improvement 10x-20x over recomputation
o Triangle heuristic 10x-15x faster for small batch sizes

« Better scaling with increasing graph size than static connected
components

Georgia College off
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Initial Intel performance
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Processors

Graph size: scale 22, edge factor 16

* Dual-socket, 4-core Nehalem X5570s (2.93GHz)

* All deletion heuristics, 99.7% ruled out.

Georgia College off
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Community detection: Static & scalable

* Agglomerative method: Merge graph vertices to

maximize modularity (or other metric).

e Parallel version:
Compute a e
heavy matching, =-
merge all at Sl Rl
once. . 4M: 33.4x at 48P }}%g AM: 32.5x at 48P /gg,ﬁ—g
® Scalable Wlth ) 2M:19.2xat32P/}ﬁ/ﬁ‘? A 2M:19.4xat48Pfﬁ;§ a4
enough data
(XMT at PNNLto “
right, slower on .
Intel currently). Ly
e 122M vertices,
2B edges: ~2 e

hours!

Jason Riedy, GraphEx 2011

Number of processors

Georgia GCadllege off
Te%h Conmpuiding

Edge group
2M

&AM

- - 8M
16M

34





Community detection: Quality?

* Agglomerative method: Merge graph vertices to
maximize modularity (or other metric).

* Parallel version:

Compute
something
different than
sequential.

* Optimizing a
non-linear
quantity in
iIrregular way...

(SNAP:
http://snap-graph.sf.net )

Jason Riedy, GraphEx 2011

Modularity

o
o

0.1

(18, 8): 0.423 A (18,16): 0.425

(18,16): 0.125

(18,32): 0.418

Implementation
Parallel

A sSNAP

(18,8):0.187 (18, 8): 0.187

(18,16): 0.128

(18,32): 0.087 (18,32): 0.090

18, 8): 0.023
(18,16): 0.013 ‘( )
(18,32): 0.009

[ [
CNM MB
Scoring method
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Community detection: Streami’ng...

* Agglomerative method: Merge graph vertices to
maximize modularity (or other metric).

° In progress...
— Algorithm: Maintain agglomerated community

graph. De-agglomerate affected vertices and
restart agglomeration.

— Sequential implementation promising...
* Other variations in progress, also.

— Seed set expansion: Select handful of vertices
and grow a relevant region around them.
Parallel within one set less interesting than
maintaining many...

Georgia GCollege off
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Conclusions

* Graphs are fun (a.k.a. difficult)!
— Real-world benefits and interest

* Parallel graph algorithms are possible...
but not always obvious.

* Streaming opens up new avenues for
performance.

— Can achieve real-world rates and sizes
now with special architectures (XMT),
close on common ones (Intel).

— Shooting for faster & larger & better & ...
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Problem Statement, Proposed Solution

Network Mission Assessment Toolkit

CNW, 2009: SAB finds that the “Range of cyber attack effects is not well
understood by warfighters” and recommends the development of
“technology programs that enhance Mission Assurance”

A ¥ € 4 dyvisdt T T Adyisdt T Vg
S 4

The Problem:

 Mission commanders need to understand how a threat to their infrastructure translates to a threat
to their mission

e FEvictina rick |/ viilnarahilitv acecacemant ca
hl\lq‘llls I IJEN Ve AlLIIIw] “”III‘, Vv wowliliwiie Wu

resource-intensive manual processes
* There exists no reliable, automated system for mapping the mission onto the infrastructure
Our Insight: .

« A mission can be represented by the group of network resources used by mission
participants in support of the mission and all the associated network resources on which

this group depends g;

Our Hypothesis: ‘

« These mission groups can be inferred automatically from network-derived data using machine
learning techniques and limited human contributions

Our Solution:

« NMAT: a decision-support tool used to identify mission groups by analyzing network data sources.

These groups will be augmented with information such as host criticality, workflow models, and
topic information
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60
. Summary of Mission Assessment Approaches

NIST: Risk Management Framework (RMF) is a formal specification of the risk assessment process
— Promotes disciplined, structured and flexible implementation
— However, is manual process requiring iterative customization of existing baseline models

MORDA: Formal rigorous red-team methodology for risk assessment
—  Creates complex attack graphs and system models; includes many attack types
— Allows users to tradeoff security, cost, performance
—  However, time consuming and requires many domain experts

CNSS-NRAT: Automatic risk analysis for a fixed collection of threats, controls, and network types
— Provides a high-level risk score and details about threats
— However, uses high level network and adversary models

RISKMap: Applies business objectives model to risk via bottom-up approach
— Identifies infrastructure “crown jewels” that are essential to mission functions
—  Allows exploration of “what-if” scenarios off-line
— However, requires domain expert inputs

NMAT: Automated mission-mapping using machine learning techniques
— Minimal human intervention required; yields repeatable and verifiable results
—  Useful on existing undocumented infrastructure
—  Can be run on an ongoing, periodic basis
— However, relies upon representation of mission in network traffic
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=5 Vision and Approach

Couple with proven threat assessment capability
to provide comprehensive risk assessment

Characterized Mission function
Threats is targeted for
cyber assessment

Identify Identify
Vulnerability Mission Fn’s
Characterize Map to
Vulnerability Components
Map Threat onto System Map Mission onto System )

Map threat onto mission
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S| Mission Assessment Approaches

MORDA
RiskMAP

N-RAT

Human Mission

——————
— -~

~ -
e

Automation

NMAT goal is to be resource-light and automated so that it
could be run in “real-time” as mission operations proceed
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Discover
Elements

* Host / entity
discovery
* Infrastructure

mapping

Complete

Continuing
Research

Not started

Mission
Relevance
Decision

* Filter based on « Communication « Real-wolll
= Vima patterns
B %:tzrfcl:g"l" * Protocol correlations
. i ) :
destination FopISTodeiig —
— Protocol
* Network
classification
- Mission Model
NMA T F’na’ » Network elements grouped by mission they support
output « Associated natural language

* Model of workflow (process)
* Roles of group elements
* Group elements ranked by criticality/importance

N
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| LRNOC Data
&9 (Identify Groups)

* Using J48 decision tree, we can classify
known mission participants using
behavioral similarity (feature space of
length-one labeled walks)

+ Classify HR and Travel together with
>80% accuracy

* More sophisticated methods should

W —

. Proxy logs captured through perform much better, but require
Splunk more data
= A"twebktraffic from the Lab « Good preliminary results on larger
networ datasets using probabilistic approaches
— Limited to 10k records, or about gp PP
30 minutes Classified as Travel Classified as HR

* Ground truth available through
known subnet roles

* Only examine HR and Travel
traffic as these mission groups
rely heavily on web traffic (HTTP)
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)|
Identify Groups S Vet
&S| Probabilistic Approach

« Algorithms from physics, social science
— Cluster nodes based on node-node communication
— Nodes that communicate with each other frequently are
in the same group

 Mixed Membership Stochastic Blockmodels
— Airoldi, Blei, Feinberg, Xing 2008

— Nodes represent IP addresses

Each node draws a group membership vector from a
Dirichlet distribution
Every pair of nodes draws membership from a multinomial
parameterized by their membership vectors
Edges are drawn from a Bernoulli distribution parameterized
by the group memberships of the nodes

— Exact solution is intractable but good approximation

schemes exist (e.g., variational inference, Gibbs

sampling, MCMC).

8
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Identify Groups
Graph Theoretic Approach

« Clique relaxations
— Flexible sub-structure that can indicate community
— Excellent performance on public social-network data

 K-clique
— Subset of vertices such that the shortest path between
every pair of vertices is of length at most K

® I"-COHHECIE(] r\-cuque
— Subset of vertices such that there are K edge-distinct
length P paths between every pair of vertices

- -

2-clique

9
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Internal Mission Data
/B9 (Topic Discovery, Process Mining)

« Mission: Five people gather information
about air force bases

— Find 5 air force bases each (A

— Find their commanders, location, number o ™
of resident personnel pe

— Send information via e-mail to one
person who combines all results ‘

— Information posted to internal web page ‘ 2ot
over interactive SSH session N

— All participants notified of web page o
update

« All mission activity interspersed

with non-mission activity
— Check e-mail, chat with friends

« Each participant captured network traffic
from their machine
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Internal Mission Analysis:
~ =9 Process Mining Output

* First concentrate only on HTTP traffic from
one user

* Manually identify Google as a starting
point
* This makes sense in search, explore,
search template

* Eliminate obvious noise

* Process analysis using PROM reveals
model of how a repeated task is executed

* Further graph mining (e.g., PageRank, min
cut) can rank nodes, identify failure points

Wiy googie com

search.dma.mil

1
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DoD Enclave Data
= (Critical Host Identification)

High volume, multiple mission network

Network tap at border gateway
— Regular business hours, no known special events

Limited amount of network information available
— Requires constant communication with administrators

~19 hours, ~15 GB

Gateway
Router p
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=S| Critical Host Identification

=k

« Model network as a Markov Chain
o States are IP addresses

« Transition probability
— log(number_of_bytes)

» Critical hosts have higher probability

in stationary distribution

* lIdentifies
— Critical hosts
— Non-mission traffic (noise)

13
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DoD Enclave Data Analysis: e
Critical Host Identification

Critical hosts identified

« X.X.X.A (leave reservation, end of November)
« X.X.X.B (information portal)

« X.X.X.C (information portal)

« disa.mil

* microsoft.com

 msftncsi.com
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Deployable Features

« Several modules could be deployed soon in a decision
support role
— Critical Host Identification
Help operator prioritize issues and attention
— Group ldentification

Can be used on almost any data source (PCAP, proxy logs,
server Iogs e-mail Iogs etc)
Flexible “target group” design
“False positive” rate can be reduced over time as ground
truth is given
— Topic Modeling
Works almost off the shelf
Requires natural language

Best used as a way to enrich other modules

15
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&5 Training the Modules

Data Group Scoring

Identification

(pcap, proxy function
logs, etc.) adjustment

* Group identification can be
completely unsupervised

* Incorporate scoring
function to improve results

over time Mission
« “Scores” from decision Relevance
maker recorded and used Decision

for subsequent results
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Conclusion

NMAT applies various techniques in a new setting
— Probabilistic approaches to graph analysis
— Structural approaches to graph analysis
— Stationary distribution of a Markov Chain
— Process modeling

Several steps in the pipeline deployable individually
— Critical host id

— Group id

Offers key analysis in a decision support role
— Shows operator how mission is supported by the
infrastructure
— Enables operator to focus on most important issues
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Through Reality Mining
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Outline

* Introduction and Motivation

« Corpora

« Identification Based on Reality Mining
« Tensor Analysis of Reality Mining Data
* Other Efforts

« Conclusions & Future Potential

Acknowledgement:
Sandy Pentland, MIT Media Lab
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Bluetooth Encounters
Time of Day

03-Jan-2005

10-Jan-2005

17-Jan-2005

03-Jan-2005
10-Jan-2005
17-Jan-2005
24-Jan-2005

nc

D

* Blue force tracking

« Cogn
*CT

Radio

ive

Potential Future Sponsors

* DoDI/IC
* DHS

Analytics

Sensors & Data
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090 Recognition and Prediction

Multi-IN'
Produces Noisy
Group Dat

Produce
mporal

Fine-Graine
Dy

Bluetoath Praximity Frequency ~ Subject 9 [January 2005]

Desktop
Subject 4
Subject 23
Subject 60

Inknown Phone

Deskiop

Laptop
Desktop
Subject 26
Subject 8

Friends Merwork
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Corpora

94 students were aiven Nokia 6600 smart

Lo oA~ AR - LA AL L AL

cell phones [1]

Sensor data collected 09/04 — 06/05
— Cell phone location
— Phone activity
— Bluetooth scans

Data anonymized for release

Additional data:
—  Student surveys on health
—  Surveys on social network

5
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Reality Mining Data

« Raw data is Bluetooth Addresses, Cell
Phone calling, and Cell Phone location

 No content—voice or message

Typicai Query of Location Data

. Reality
select * from locs where (myhn=44) order by d, t limit 4; e
_________________________________________________ Mining
| myhn | date | time | areaid | cellid| Data
+------ f--mm - +--------=-- +------=-- +------- +
| 44 | 2004-11-01 | 18:25:30 | 5119 | 40813 | MySQL DB
| 44 | 2004-11-01 | 18:26:01 | 5119 | 40332 |
| 44 | 2004-11-01 | 18:26:18 | 5119 | 40811 |
| 44 | 2004-11-01 | 18:27:13 | 5119 | 40332 |
Algorithms
& Experiments
6 1951-2011
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Identification via Reality Mining Data

Reality Java SQL Feature

Mining Interface Extraction
DB

Classifier score

Query Location

<-> Data sequence Individual
Model

« Typical Testing Scenario
 Location sequence is over a period of time—typically 1-5 days

 Feature extraction summarizes location information as a
vector

 Classifier used for detection of the individual
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00 Features for Recognition

Input Stream

......... 5119_40811 5119_40811 5119| 40811 5188 60241 5188 40811 5188 40813 5188 40811 5188 42171 5188 40811 5188 40332]5188_40811
5188_40332 5188_40811 5188_40332 5188_40811 5188_40811 5188_40811 5188_40841 5188_42171 5188_40811 5182_43861 5182_43861

5188_40811 5188_40332 5188_40811 5188_40332 5188_40811 5188_40332 5188_445032 5188_40333 5188_43032 5188_43033 5188_40333
5188_43033 5188_43031 5188_43033 5188_40333 5188_43031 ............

Window over k days ,/

5119_40811 5188_60241 5188_40811 5188_40813 5188_40811 5188_42171 5188_40811 5188_40332

N-grams 1

5119_40811| 5188_60241 5188_60241| 5188_40811 5188_40811|5188_40813 5188_40813| 5188_40811
5188_40811|5188_42171 5188_42171| 5188_40811 5188_40811|5188_40332

Probabilities l'
P(5119_40811| 5188_60241) = 1/7
P(5188_60241]| 5188_40811) = 1/7

Vector 1

v=[0..01/70...01/70...0...]
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Experimental Setup

 N-gram Features weighted with log of inverse frequency in
“background”

« SVM Classifier, Linear Kernel

* Training Set 1 (TR1)

— Data collected between September 2004 and December 1, 2004
« Training Set 2 (TR2)

— Data collected between March 1, 2005 and March 31, 2005

 Test sets at about 1 month intervals:
— TST1,Jan 1-Feb 1, 2005
— TST2, Feb1-March 1, 2005
— TST3, March 1-April 1, 2005
— TST4, April 1—June 1, 2005

9 1951—2011
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Identification Experimental Results #1

* Initial experiments looked TRN1 and TST1
 Varied n-gram order
« Varied window for accumulating statistics from 1-5 days

Performance of 1 Day Test . Perfolrmanc!e for Tr!lgra ms

unigram
bigram

trigram H
4-gram

M
(=]

=N

un
A8
Miss probability (in %)

Miss probability (in %)
(]
(=]

0-5 | | | | | | | 1 1 1 1 1 1 1
I : 15 55 5 05 1 2 5 10 20 40
False Alarm probability (in %) False Alarm probability (in %)
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Identification Experimental Results #2

« Considered training duration:
— 1 month versus 3 months

 More months of training data changes curve shape—better results at low Pfa

 Equal Error rates <10% !

Detection of Identity Using 3 day window

— TRNI1-TST1
— TRN1-TST2

Miss probability (in %)

2 i
1 N
05 1 2 5 10 20 40

False Alarm probability (in %)
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Tensor Representation and Analysis

 Dynamic social network (DSN)
[2] as a 3-dimensional data
CUbe (nOde X nOde X tlme) Time-marginalized Reality Mining Adjacency

« Corresponds to 3-mode tensor
(multi-way array) [3]

« Can use tensor analysis tools to
gain meaningful insights into
DSNs [4]

Why these tools are useful,

what can they do?
— Give high-order, meaningful
summarizations of input data
— Computationally fast
— Find co-clusters in multiple
dimensions when they exist
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Tensor Representation and Analysis

 Dynamic social network (DSN)
[2] as a 3-dimensional data
cube (node x node x time)

Wed 01300:00 01-Sep-2004

« Corresponds to 3-mode tensor
(multi-way array) [3]

« Can use tensor analysis tools to
gain meaningful insights into
DSNs [4]

letected Participant

Why these tools are useful,

what can they do?
— Give high-order, meaningful
summarizations of input data
— Computationally fast
— Find co-clusters in multiple
dimensions when they exist

10 20 a0 40 ] 0] 70 a0 90
letecting Participant
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00 Multi-linear (Tensor) Algebra

N3 Ny
11 | _ _
N2 - -
N, N, N,
L — N3
Rank-1 Tensor
w w
N, K N, X
Kl Kz Kg KS
DN ITEEENEDD
i=1 j=1 k=1 2 h— .
N X N, N[ X
N3 i
N, n N,

Rank-(K,,K,,K3) Approximation
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Toy Problem

200 4 200f g
400+ — 4 400t  S— -
600 4 600}
400 | 8001 (— 8001 (— i
I 1000 4 1000 g
800 |
r 1200 4 1200} g
1200} —_— _——
L 1400 - - 1400} 1
1600}
| 1600 - 4 1600+ 4
20005 =05 800 1200 1600 2000 1800 1 1800~ ]
X Qooot I | . I I Qooot I . I L
1 2 3 4 1 2 3 4
U, U,
SN Nodes SN Nodes Time
W, w,
N, k N, «
K1 Kg Kg KS
T ek =y = 2
i=1 j=1 k=1 N2 k=1
Ny X N, Nyl XF
N3
N, n N,
Rank-(Ky,K,, Ks) Approximation
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Reality Mining — Bluetooth Proximity

Time-marginalized Heality Mining Adjacency
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Reality Mining

Positively Correlated Social Interactions for Time—Profile 1

10

Positively Correlated Social Interactions for Time—Profile 2

20

30
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50

Time-Profile 1
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Course-Attending Behavior

Thu 11:00:00 07-0Oct-2004

Thu 16:00:00 14-Oct-2004 15.515 LO1 E51-395 TR8.30-10
Tue 10:00:00 26-Oct-2004 15.515 L.02 E51-325 TR8.30-10
Do 15.515 L.04 E51-395 TR10.30-12

Thu 11:00:00
Tue 11:00:00
Thu 10:00:00
Tue 11:00:00

28-0ct-2004
02-Nov-2004
04 -Nov-2004
09-Nov-2004

15.515 LO5 E51-325 TR10.30-12
15.515 LO06 E51-315 TR10.30-12
15.515 ROl E51-151 R3

Tue 11:00:00 16-Nov-2004 Egig Egi zgi’ggg ii
Thu 11:00:00 18-Nov-2004 1o o1% moa E51'085 n3
Tue 11:00:00 23-Nov-2004 15’515 ROS E51'085 R4
Tue 11:00:00 30-Nov-2004 : 151
P T AAn An AR v _ . AAAA 1R E1E DNE TE1_21E DA \
Thu 11:00:00 02-Dec-2004 +5.54i5 RUG &5L-3.15 R4 Ld

Mon 10:00:00 06-Dec-2004

15.515 Financial Accounting
Prereq: —

G (Fall)

4-0-5

An intensive introduction to the preparation and interpretation of
financial information. Adopts a decision-maker perspective on
accounting by emphasizing the relation between accounting data and
the underlying economic events generating them. Class sessions are
a mixture of lecture and case discussion. Assignments include
textbook problems, analysis of financial statements, and cases.
Restricted to first-year Sloan Master’s students. R. Frankel, G. Plesko

[6]
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00 Conclusion & Future Potential

 Dynamic social network analysis:
— Interesting and “new” area at the tactical level
— Amenable to many standard techniques in Machine Learning,
Signal Processing, Social Network analysis

* Analysis Methods:
— Good accuracy for detection of identity from network data
— Tensor methods provide insight into patterns of life
— Other analysis methods provide rules and generative models for
dynamic data

* Future Potential:
— Numerous applications for dynamic network data analysis
— Fusion with other modalities
— Large opportunity for doing novel work in this area
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Situation

« Technical emergence ... the process whereby innovative
iIdeas, capabillities, applications, and even entirely new fields
of study arise, are tested, mature, and if conditions are
favorable, make a significant impact.

* Those able to “scan the horizon” for the early signs of
technical emergence, and take advantage of the resulting
capabilities and applications, can gain a significant
competitive edge.

« The increasing globalization of science and technology
raises the potential for high-impact technical capabilities to
emerge in increasingly diverse technical, socio-economic, and
geographic areas.

FUSE Program - Broad Agency Announcement (BAA)
http://www.iarpa.gov/solicitations_fuse.html

INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA) 2
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What is FUSE?

FUSE seeks to enable the early detection of real world technical
emergence as found within the full-text scientific, technical, and

patent literatures in English, Chinese, German, Japanese,
Korean,* Russian, and Spanish.*

Novelty -2 Discover patterns of emergence and connections between

technical concepts at a speed, scale, and comprehensiveness
that exceeds human capacity

Usage -2 Alert analyst of emerging technical areas with auditable
evidence to support further exploration

Impact 2> Provide a relevant, timely, and unbiased analytic force
multiplier necessary to maintain technical vigilance, across all
disciplines and multiple languages, in the face of the rapidly
rising flood of publications

*Status will be re-evaluated during Phase |

INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA) 5
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FUSE Approach

Today, ad hoc “technical horizon scanning” consumes substantial
expert time, is narrowly focused on a small number of topics, and is
subject to limited systematic validation.

Analysts need a reliable and transparent capability to scan
continuously for signs of technical emergence.

Multiple independent research teams Today FUSE

Manual Automatic
Iterative prototype development in parallel with Limited full-text coverage _Comprehensive
evaluation (text analytics) literature coverage
Updated infrequently Updated on-demand
) ] Months to produce 24hrs to produce
Formal review of program by IARPA Ieadershlp (for one technical area) (for all technical areas)
every 6 months Ad hoc evaluation Formal models of
emergence

INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA) 4
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Key Technical Challenges

automated detection of emerging concepts, methods, technologies ...
Hypothesis: Features exist within literature that can be connected

to reliably identify technical emergence

* Process multidiscipline, multilingual, and noisy full-text from

scientific, technical & patent literature from around the world

— Extract usable within-document and cross-document features (e.g., methods,
applications, infrastructure, concepts in context ...)

— Generate meaningful Related Document Groups (RDGS)
— Operate within a massive and rapidly growing data set

« Develop and validate indicators of technical emergence and
establish models / theories of emergence

 ldentify, prioritize, and nominate technical areas; provide
understandable evidence of technical emergence

INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA) 5
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Why now?
 Problems to overcome:

— Too much information to analyze, in too many languages
» Support strategic investment
» Facilitate discovery and innovation

— Cannot reliably query for patterns that indicate emergence without starting with a
known, named subject

« Automated analysis is likely to work because:

— The scientific literature is now available in digital formats

» Metadata records are well curated and ready for use

» Exploitation of the full text of documents is now possible (although not easy)
— Emerging text and “signal” analysis (temporal pattern) techniques are promising

« Context-sensitive feature extraction from text

» Unsupervised clustering

* Machine learning

 Statistical modeling

« Pattern matching and analysis

 Indicator development and validation

INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA) 6
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Worldwide Scientific, Technical & Patent Literature

Top Languages Publications and Patents (by Source)

(English Language Indices*)

s 2™ ChineseS&T —b 7

Engllsh ~55M / 6M S 2 OM Y J

German ~1.5M / 3M E English S&T U

French ~1M / 1M 5 1.5M

Russian ~IM/15M £

Chinese -650k/2M g O A

Japanese ~350k/8M £ 0.5M grye -

Spanish  ~300k /500k 3 Worldwide Patents
- 0.0M | | | |
k- J

*Many additional non-

English collections

Source: Thomson Reuters Web of Science® (>10k journals & >100k conference proceedings, 1900-
present) and Derwent World Patents Index® (41 patent issuing authorities, 1970s-present) , Elsevier B.V.
Scopus® (18k journals & 3.6M conference papers, 1996-present), Chinese National Knowledge
Infrastructure (1986-2008, data source includes broader range)

INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA) 7
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Document Repository (Phase 1)

Contains scientific literature and patents

Scientific and Technical Literature
— Broad disciplinary coverage, but case study emphasis
— Commercial Metadata (e.g., WoS, Scopus)
— Commercial Full-text from journals and conferences
— Open Access Full-text (e.g., PubMed Central)
— Acquisition will continue (more content, multiple languages)

Applied and Granted Patents, Utility Models
— European Patent Office DOC DB Metadata
— Broad coverage of patent offices, full-text in multiple languages
— Acquisition will continue (full-text, multiple languages)

INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA) 8
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FUSE Validation / Metrics

- Validated theories and indicators of emergence
— “Emergence Theory Peer Review”

« Effective identification, prioritization and nomination of
technical areas as compared to real world (e.g., experts, case
studies, present day tests for both positive / negative

examples)
—  “Nomination Quality”

« Evidence provided in a clear and humanly usable form
— “Evidence Quality”

« System to perform at scale across multiple languages
— “Computational Efficiency” and “Multilingual Performance”

« Control experiment to ensure full-text features are leveraged

by models (not just metadata); develop environment for RDG

generation and evidence explanation
— “FUSE Lite”

INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA) 9
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Scientific, Technical, Patent Literature -> Graphs

Interesting Attributes Interesting Relationships | Interesting Graphs

 Author / Inventor « Co-occurrence » Co-authorship graphs
» Organization Persons « Co-citation graphs
« Emails Organizations - Geo-centric graphs
- Geo-location Co-location - Graphs to enhance entity
* Funding org / contract # Papers resolution
. . Patents .
» Subject categories Cross-corpus citations * Multigraphs & hypergraphs
» Controlled vocab / (often unresolved) *Lots of room to explore
keywords Clusters
« International Patent » Co-citation
Classification * Semantic relationships
e Technical methods Bag-of-words
_ Metadata
*Equipment Zone of full-text
e Infrastructure Rhetorical stance
- Applications Se_ntiment link type for
citations

Bold: New features to be explored

INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA) 10
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Graph Related Challenges

« Large datasets, millions of documents
« Time-dependent analysis of networks

« Lack of a rigorous probabilistic framework for evolving

and noisy data
— Node uncertainty
— Link uncertainty

« Multigraph and hypergraph analysis of networks (with
time domain)

INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA) 11
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Persistent Issues ... Can Graphs Help?

« Lack of truth / insufficient truth for technical emergence

— How does it occur?

— How do the processes vary across disciplines and communities of practice?
— How does one prioritize which technical area is more emergent than another?
— Many more questions will arise...

* Models of background and foreground behavior

— We don’t always know what we are looking for...

INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA) 12
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Anticipated Impact

« Scientific & Technical Intelligence Analysis Impact

— Relevant, timely, and bias-controlled analytic force multiplier to maintain
technical vigilance, across all disciplines and multiple languages

— Discover previously unknown emergence signals of interest at speed, scale, and
comprehensiveness that exceeds human capacity

« Technical Impact

— Generalized and validated theories of technical emergence

— New cross-document conceptual feature extraction technologies

— Significant progress in computer-generated evidence representations for human
use

« Secondary Impact
— Improved priority filter for USG investment strategies and policy
— Technology applies to additional genres

INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA) 13
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Questions

INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA) 14
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Phase
(Period)

Phase 1
(Base Period)

Phase 2
(Option
Periods
1&2)

Phase 3
(Option
Period 3)

Length
(months)
18

Program Structure

Primary English and Multilingual Goals

Demonstrate that full-text literature can be the source for robust indicators of
technical emergence within a consistent theoretical construct. Automatically
prioritize a small number of provided Related Document Groups (RDGSs), each
representing a single technical area. Nominate those RDGs that exhibit technical
emergence.

Demonstrate proof-of-concept functionality in at least two languages in addition
to English.

30
(15 & 15)

Demonstrate automatic generation and nomination of those RDGs that exhibit
single technical area emergence, from a collection of millions of full-text
documents.

For at least two languages in addition to English, automatically prioritize
provided RDGs, each representing a single technical area. Nominate those
RDGs that exhibit technical emergence.

12

Demonstrate automatic generation and nomination of those RDGs that exhibit
technical emergence across disparate technical areas, from a collection of
millions of full-text documents.

For at least two languages in addition to English, demonstrate automatic
generation and nomination of those RDGs that exhibit single technical area
emergence, from a collection of full-text documents.

INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA)
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Case Studies

Drawn from many areas of scientific inquiry & application:

— Biological Sciences / Biotechnology; Computer Science / Information Science; Earth
Science; Engineering; Mathematics / Statistics; Medical / Clinical / Infectious Disease
/ Health Services; Physical Sciences; Social Sciences; ...

Technical emergence measured from literature & “real world”
vViews

Specific topics will start with DNA Microarrays & Genetic
Algorithms

— Multiple case studies to be produced quarterly; some are held back for evaluation
— Expect about 8+ to be released in Phase |

Case studies are representative but not comprehensive

— Insufficient for machine learning solutions to train technical emergence classifiers
— Limited examples of emergence & non-emergence over 5 years of the program (~60)
— Reference baseline will have limited temporal resolution (=5 year blocks)

INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA) 16
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Case Study: Genetic Algorithms Example

“Genetic algorithms are evolutionary inspired techniques used in computing to

find exact or approximate solutions to optimization and search problems by

using inheritance, mutation, selection, and crossover.”

* Is there a capability development trigger?

1950s-1960s: 1st articles in evolution-inspired algorithms appear (little follow-up)
1962: Crossover and recombination operators first emerge (Holland et al.)
1966: Evolutionary programming concepts introduced (Fogel et al.)

1975: “Adaptation in Natural and Artificial Systems” published (Holland) and dissertation
shows wide variety of functionality (De Jong)

Source: http://www.talkorigins.org/faqs/genalg/genalg.html

INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA) 17
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Genetic Algorithms Example (Continued)

* |s there evidence of capability maturation and impact?
— 1985: First Int'l Conference on Genetic Algorithms and Applications
— 1988: Machine Learning special double issue

— 1989: Goldberg. “Genetic Algorithms in Search, Optimization, and Machine
Learning” book helps pave way for rapid growth in application of methods

— July 1992: Scientific American article; excitement about capability
— 1980s-1990s (enabling conditions): Increase in computing power
— Increasing usage trend in technical papers as successful method

* Is there evidence of the application of a capability?
— 1980s and beyond: Applied to a broad range of subjects
— stock market prediction and portfolio planning
— aerospace engineering
— microchip design
— biochemistry and molecular biology
— scheduling at airports and assembly lines

Capability emerged from within one technical area and is applied to many

INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA) 18
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FUSEnet — Computational Environment

« Government system hosted by Oak Ridge National Laboratory (ORNL); a protected
unclassified system with remote access for performers, test and evaluation team, and
transition partners (prototype)

« FUSEnet Specifications
— 770 gigaFLOPS* of maximum performance (can double)
— 16 blade servers, each with 6 cores, totaling 192 processors
— 96 GBytes of RAM per server for a total of 1,536 GBytes
— 250 TBytes of storage utilizing a scalable virtualized storage pool
— 1SCSI 10 Gigabit connectivity
— Virtualized computing space through VMware
— Access to Document Repository (DR)
— Functional aspects exposed in a Service Oriented Architecture (SOA)
— Access and control policies are enforced by ORNL
— Help line provided
* FLoating point OPerations per Second
INTELLIGENCE ADVANCED RESEARCH PROJECTS ACTIVITY (IARPA) 19
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