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Semantic and Domain-Based Interoperability 
(RTO-MP-IST-101) 

Executive Summary 

INTRODUCTION  

Information superiority is one of the primary issues for NATO Network Enabled Capability (NNEC).  
It builds on the idea of a common information space where all participating elements and organizations 
have the opportunity to supply and retrieve information according to their particular roles in the operation. 
Future, C4I systems must be capable of accessing, ‘understanding’, and utilizing the information content 
within this space. Information must be conveyed in a secure and trusted way. This includes the idea that 
the meaning of the information and the purpose of the information exchange are understood and 
interpreted identically everywhere and at all times. This level of understanding between all elements 
participating in joint/combined operations requires a broad attention to the context of information and the 
concepts contained within the information. True understanding of the concepts within the information can 
be equated to understanding the semantics of the information. 

The vital need for Semantic Interoperability has been sporadically recognized and some reference projects 
were set up but, on one hand, there is a need for further research and, on the other hand, Semantic 
Interoperability still requires dissemination and must be brought to the attention of decision makers at all 
decision levels.  

This concern and also the desire to present emerging semantic technologies and its applicability were the 
drivers for the RTG IST-094 on “Semantic Interoperability” to organize the Symposium. 

SYMPOSIUM 

During one and a half days, the Symposium offered a platform for presenting, comparing and evolving 
ideas and approaches on Semantic Interoperability.  

This included various technologies that promise to improve interoperability within the context of military 
operations and support for the NATO forces as well as requirements and operational insight. One example is 
the ‘Domain-Based Approach’ that focuses on multiple standards co-existing and enabling overall 
interoperability. Another is the ‘Multilateral Interoperability Programme (MIP)’ that thus far has yielded a 
well-defined replication mechanism and a complex data model (Joint Command, Control & Consultation 
Information Exchange Date Model – JC3IEDM). Further, the ‘Framework for Semantic Interoperability’  
that concentrates on the application of knowledge-based methods based on ontologies for the bridging of 
semantic gaps between different systems. Finally, ‘Battle Management Language (BML)’ is a man- and 
machine-readable artificial language which offers the ability to avoid ambiguities in human communication 
by restricting the syntax of sentences and determining the semantic roles of words.  

Various aspects were addressed in vivid discussions and the prominent point ‘semantics’ dominated the 
discourse. 
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Interopérabilité sémantique et basée sur les domaines 
(RTO-MP-IST-101) 

Synthèse 

INTRODUCTION  
La supériorité en matière d’information constitue une des questions majeures pour la Capacité en réseau 
de l’OTAN (NNEC). Elle s’appuie sur le concept d’un espace d’information commun où toutes les parties 
et organisations participantes ont la possibilité de fournir et de retirer des informations en fonction de leurs 
rôles particuliers dans l’opération. Les futurs systèmes C4I doivent être capables d’atteindre, de ‹ comprendre ›, 
et d’utiliser le contenu des informations situées dans cet espace. Les informations doivent être transmises 
par un réseau sûr et sécurisé. Cela suppose que la signification des informations et l’objectif de l’échange 
d’informations sont compris et interprétés de manière identique, en tout lieu et à tout moment. Ce niveau 
de compréhension entre tous les membres participants engagés dans des opérations interarmées/ 
multinationales nécessite qu’on accorde un maximum d’attention au contexte des informations et aux 
concepts inclus dans les informations. Une réelle compréhension de ces concepts peut être assimilée à une 
compréhension de la sémantique de l’information. 

La nécessité vitale d’interopérabilité sémantique a été reconnue de manière sporadique et quelques projets 
de référence ont été créés mais d’une part, des recherches approfondies s’avèrent nécessaires et d’autre 
part, le concept d’interopérabilité sémantique a encore besoin d’être répandu et doit notamment être porté 
à la connaissance des décideurs à tous les niveaux de prise de décision. 

Cette préoccupation, ainsi que la volonté de présenter les technologies sémantiques émergentes et leur 
applicabilité, ont servi de fil conducteur au RTG IST-094 sur « L’interopérabilité sémantique » pour organiser 
le symposium. 

SYMPOSIUM 
Durant un jour et demi, le symposium a offert un cadre d’échange pour présenter, comparer et élaborer 
diverses idées et approches sur l’interopérabilité sémantique. 

Le programme incluait diverses technologies permettant d’améliorer l’interopérabilité dans un contexte 
d’opérations militaires, de soutenir les forces de l’OTAN et d’avoir une meilleure visibilité en termes de 
besoins et d’opérations. ‹ L’approche basée sur les domaines › constitue un des exemples, et se concentre sur 
une multitude de normes coexistantes qui permettent d’obtenir une interopérabilité globale. Le ‹ Programme 
d’Interopérabilité Multilatérale (PIM) ›, est un autre exemple qui a aujourd’hui produit un mécanisme de 
réplication bien défini et un modèle de données complexe (Joint Command, Control & Consultation 
Information Exchange Data Model – JC3IEDM). Il existe également le ‹ Cadre d’interopérabilité sémantique › 
qui se concentre sur l’application de méthodes basées sur la connaissance et fondées sur l’ontologie pour 
combler les lacunes sémantiques entre les différents systèmes. Enfin, le ‹ Langage de Gestion de Combat 
(LGC) › est un langage artificiel lisible par l’homme et l’ordinateur qui a pour avantage d’éviter les 
ambiguïtés présentes dans la communication humaine en réduisant la syntaxe des phrases et en déterminant 
les rôles sémantiques des termes. 

De nombreux aspects ont été abordés au cours d’échanges animés et le thème majeur de la « sémantique » 
a dominé le débat. 
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Technical Evaluation Report


Introduction


This report addresses the IST -101/RSY-024 symposium and the associated workshop IST-097/RWS-016 on Semantic and Domain-Based Interoperability held in Oslo Norway on the 7th , 8th and 9th November 2011. 


The topics has been considered by the IST community for some time with the second of two explicit task groups sponsored by IST giving a span of some six years. Further to this there is a close coupling with the MIP community who have a longer history and an interface with other exploratory tasks. To this end few novel procedures were exposed but the symposium did identify some useful evolutionary increments in techniques. Information superiority is a key element within NATO Network Enabled Capability (NNEC) and Semantic Interoperability a critical aspect. The symposium and workshop provided a forum in which interested parties could discuss the benefits and mechanism to achieve a unified information space to achieve a common understanding. 

Issues


For military operations information superiority is paramount and within a coalition semantic interoperability in a timely fashion plays a major role. Automatic means to transfer knowledge have been researched over a number of years with varying degrees of success. The main issue is for the recipient to understand information derived from different, often multinational, sources, interoperability can be achieved by connecting C2IS by means of a mediator. These systems are in their infancy and difficult to implement. It involves the derivation of inference from raw or processed data which is highly context sensitive. It is recognised that it is difficult for the automatic process to hold sufficient information to be aware of the environment and hence apply the appropriate logic. Not all mediation is possible and the users must be informed of the caveats associated with the output together with a measure of confidence. 


The concept of an all encompassing ontology creates an extremely large structure which is difficult to process and manage. The alternative of nested local ontologies under an overall umbrella could become unstable, more systems work is required in this area.


Security and detection of rouge input remains critical as does the architecture when encrypted links are employed.


Symposium


General Impression


Semantic Interoperability as the topic for the events was appropriate and provided a platform for the task group members of IST-094 to discuss their work and benefit from the interface with like-minded scientists. The topic attracted 100 participants, a large percentage of which contributed to the discussions, with 25 countries represented; 60 were active in the workshop.


The approach to semantic interoperability falls into a multiplicity of schools of which three were expounded during the symposium:


a) The monolithic concept of a single all encompassing ontology as practiced by the early 
 MIP work.

b) The distributed ontologies with an overarching common ontology.


c) Linguistic analysis with an associated data mining function.

One view is that the monolith has become sufficiently large that it is difficult to track small perturbations and it is approaching a moribund state. The counter argument is that the single repository of truth would be ideal and is theoretically preferable; an overhead is associated with the distributed ontologies of some 50%. The use of local ontologies permits the management of entities in realistic time; however the inherent structure of nested feedback loops is of concern for stability. Under certain conditions the system could exhibit rapid fluctuations or even show chaotic behaviour. It was recognised during the symposium that timely reaction to emergent behaviour will be necessary. The third option was to analyse the syntax of the information and display the derived statistics and inference. An interesting demonstration was staged during the symposium utilising a database compiled over several years from open sources. This gave an indication of the work to date, which is considerable, but further work is necessary.


The IST-094 task group provided a valuable contribution to the symposium and workshop with discussion of the SILF. The lack of formal description of the mediator proposed in the SILF raised some concern particularly if used in a domain where safety of life is involved. The semantic interoperability problem is mathematically hard but the expansion/scaling is linear if a common ontology is invoked compared to the n2 expansion with ad hoc mediation. 


The general quality of the papers was good and consistent with the structure of the symposium, some lacked focus and exposure to novel methods and others needed clarification with the authors during the breaks. The clarification could have been eased by allowing longer time for discussion; potentially prompted by prepared questions and comments from the Session Chair. The allocation of 25minutes could have been expanded to 30minutes and the programme adjusted accordingly. In retrospect the authors could have been explicitly asked to align their subject matter with those topics identified in the call for papers. The technical committee are however constrained by the date papers are submitted. In some instances the audience were left to draw their own inference about the potential impact. The proceedings would have also benefited from a brief synopsis of the contents and the aims of the session at the start of the respective session. The Technical Committee posed twelve questions to the inclined readers prior to the symposium with the answers provided to all albeit rudimentary in some areas.


The aims expressed in the call for papers are laudable and, timely. I understand that the response to the call for papers permitted a degree of filtering which was reflected in the overall quality. A stronger reaction to the presentations could have been generated if the papers or the abstracts were available before the event, regrettably in this instance the papers were not lodged on the web. The structure of the symposium mirrored the content with a logical progression through the four declared sessions. The quality was further enhanced by the inclusion of the three keynote speakers within the symposium with a further keynote speaker introduced within the workshop. They provided a good background to their respective disciplines and provoked discussion during the breaks. 


The quality of the papers was good with the emphasis on development rather than research. This topic is subject to incremental advances but novel techniques would be welcomed. Most papers were aligned to the topic with a spread across industry and academia. It was pleasing to see contribution from other IST working groups who assisted in the discussions.


The room was well appointed and gave good views of the podium and the screen. Provision for the participants to access the internet was appreciated as was the appropriate bandwidth to allow the on-line demonstrations. The space allocated for the breaks was appropriate with provision to place posters to enhance the presentation and areas for private conversations. 


Analysis of Questionnaires


The total number of quality questionnaires analysed represents about 50% of the attendance, it is assumed that those wishing to comment are normally on the extremes with those not responding offering a mean position. The responses are thus regarded as a representative sample. The on-line demonstration received the most votes for the most interesting paper but was not selected as the best paper since the written aspects did not match the interest generated during the demonstration. The other votes were clustered and consistent with those selected by the ad hoc committee during the adjudication. The responses showed the theme to be very appealing and significant, with 80% stating that the papers met the objectives and were relevant to the symposium. The overall value returned a mean figure of 87 which was reflected in the overall assessment as very good. 


Summary of the Papers


The welcome speech by General Diesen, a former Chief of Defence Norway was well received, he has the appropriate background and interest to provide the operational context with the ability to engage an audience with a scientific bent. He outlined the significance of the transfer of semantic information and justified the requirement with specific examples and related the impact of the development on tactical deployments. The demand for unity of command, particularly in a multinational structure, was highlighted but with a concern that senior players may introduce political obstructions. The importance of accuracy was emphasised with the need to present timely images to the decision makers. A coherent approach is essential with the migration to smaller dispersed units providing the intelligence. He commented that NEC to NEC conflicts had not been fought as yet, which when seen would drive the time scale to reduce time in the OODA loop to retain superiority.


Keynote 1 given by Dennis WISNOSKY. An innovation, in this forum by providing a presentation over the internet with the presenter having control over the slides. A compromise reached at the last minute following the withdrawal of the original presenter. One or two teething problems were encountered but the arrangement worthwhile; far better than no presentation. A pseudo commercial video was run which placed the presentation in context and emphasised the relevance of common data. Since the presented was not local we lost the adaptable element and any coupling to previous comments. Significantly the examples given for an HR application highlights the bounds of an agreed ontology which are very restrictive, even to an ad hoc system. The need to provide an output to enable understanding by a war fighter demands a specific vocabulary. In a coalition this will only increase the difficulty with two degrees of freedom: usage and language. The concept of local ontologies with mapping to peers was shown to be effective with a claim to be infinitely extensible with a tool defined as a federator. Posing questions was problematic, but not insurmountable, clearly seeking clarification during the breaks was lost. 


Keynote 2 Trends in the Application of Semantic Technologies by Prof. A GOMEZ_PEREZ. The author was present for this lecture and provided a background of semantic interoperability. Again the lecturer addressed an HR issue with a federated network. A flag was raised to alert potential users regarding the provenance of the data and the context. The inference drawn is highly context sensitive. Data integration remains a large challenge, where possible the objects are coupled with a URL tag, for use where clarification is desirable.


Paper 15 Introduction to Semantic Interoperability Framework (SILF) by M.WUNDER on behalf of IST-094/RTG-044. The accompanying paper was distributed in good time prior to the symposium and reflects the work of IST-075 and the current extension to IST-094. I would encourage such activity with the paper offered as a position paper prior to the symposium, this presentation then acted as an aid memoir. The inclined reader is directed to the reports of the task groups which provide much greater detail of the task group findings. It was stated that the semantic interoperability is only applicable within defined boundaries and that detail is essential. The inference remains domain specific and is highly context sensitive. A warning was offered regarding the financial cost of achieving semantic interoperability.


Paper 2 Semantic Interoperability C4I Systems for Maritime Surveillance: The RECONSURVE Approach by F. TUNCER, C. ERBAS, B. YILMAZ, Y. KABAK and A. DOGAC

 HYPERLINK ""
. An exposé

 HYPERLINK ""
 of project RECONSURE with an approach based on ontological engineering. The data is generated from a wide variety of sources, including multinational, to provide a monitoring service for wide area boarder surveillance. An integrated maritime picture is created using informal models complemented by logical rules and axioms. The structure appears similar to that already presented in the SILF with an aim to achieve on-line transformations. The complexity is significant because of the contribution from civilian authorities.

Paper 3 Experiences from Knowledge Gathering and Formalisation During Development of Air Defence Systems by A. WALCZAK and S. TRYTEK. This paper concentrates on information transformations and will accept some degradation. It was stated that the model itself is platform independent but that the implementation is platform specific endorsing that the inference is context 

 HYPERLINK ""
sensitive. Services have been developed for a large number of operating systems and programming languages.

Paper 4 Ontology-Driven Information Extraction by L. SIKORSKI, B. HAARMANN and R. COOTE.

 HYPERLINK ""
 Silorski expanded on the project undertaken within FKIE which synthesises text to harvest information. The aim is to reduce the burden on the analysts by the automated process to identify enemy/terrorist intent from message traffic. The basis is to apply syntactic, lexicon and semantic labelling using a verb ontology. Claims to be superior to a keyword search.

Paper 5 Semantic Modernisation: Layering, Harvesting and Interoperability by C.PARTRIDGE, M. LAMBERT and M. LONERAGAN. In this paper the harvesting system retains as much of the knowledge within the legacy system as possible by saving the syntactic layer. An example was provided for procurement of a new IT system for the RN in the United Kingdom but the principles could be readily adopted to a wider set of disciplines. The presenter concentrated on existing projects and their development where changes to reflect specification creep are proving costly, particularly in the area of maintenance. It was declared that semantic modernisation was relatively stable but is currently embedded in other layers. The need to provide a common understanding for the human and a formal structure for the machines was emphasised.

Paper 6 Semantic Model for Context-Aware Service Provision in Disadvantaged Network Environments by J. SLIWA and M. AMANOWICZ. The information presented was derived from a PhD thesis and received the best paper award. In a disadvantaged network the parameters of any particular link may be degraded with a consequential increase in error rates observed. This forces the data transfer to be adapted to retain an efficient information transfer. The change is triggered by context sensing and the action taken conditioned by the parameters of the target system e.g. CPU size. Simulation models have been written using OWL and SWRL where the efficiency has been verified. Further work has been proposed in the area of protocol adaptation to complement the work.

Paper 7 Domain-Based approach for Coalition-Wide Information Exchange by G. SLETTEN. The presentation and associated paper is a summary of the work of IST-084 with the aim to standardise exchange information. Their work was sponsored by the Panel and it was good to see the conclusions aired with active discussion. The theatre of operations and the political elements demand an increase in cooperation over a large number of functional areas. The ideal solution is to have one NATO exchange language but it is recognised that this is impractical. An initial split into Army, Navy and Air force has historical benefit but a secondary or even tertiary level may be required. The task group selected a set of IEDMs with one core and seven satellites and tested the 

 HYPERLINK ""
domain partitioning against a monolith. It concluded that the domain based approach required 50% 

 HYPERLINK ""
more effort but was offset by benefits obtained by parallel processing and asynchronous development.

Paper 8 An Enterprise Architecture for the Delivery of a Modular Interoperability Solution by B.LANG, M.GERZ, O. MEYER and D. SIM. The work is based on the 

 HYPERLINK ""
Multilateral Interoperability Programme (MIP) which is currently using IPT-3 but is to be updated to IPT-F with a service oriented approach. Traceability is demanded hence the use of UML and NAF. The project exploits individual skill sets but maintains an overall view. Inevitable conflicts are claimed to be resolved on demand. The system is mature with a tool set available and a raft of published papers. The final report is due mid 2012.

Paper 9 Parallel Development of Services and Information Exchange Models in a Multiple Domain Environment by T. POLA. The paper concentrated on Air Traffic Management in Europe which has an inherent diversity of systems through constituent members having independent development. In practice the differences reduce the efficiency and have a negative impact on the environment when aircraft are asked to change flight pattern to adhere to the change of control. The structure has a common core and is loosely coupled to that of the MIP. A consideration for safety of life was not discussed but could force a formal analysis.

Paper 10 A Framework for Maritime Domain Interoperability with Formal Concept Analysis by M.E. CIFTCIBASI, Y.E. BASKARAAGAC, S. INCI and Y. ERDOGAN. A second paper from Turkey with a maritime theme, in this instance with a time critical knowledge base. The extant methods of detecting events elevated for enhanced investigation are based on anomaly detection and has shown to be too time consuming. The new schema alerts the wider system when common attributes are identified. It is hoped to export the information exchange to other nations.

Keynote 3 Semantic Web and Interoperability by Prof H. ZEDAN. Given the reputation of the speaker I was a little disappointed with the lecture, but after some consideration the content holds a lot of interesting information and advice. The system approach is strongly recommended and alerts the user to potential challenges with emergent behaviour. The structures identified in earlier papers could readily exhibit chaotic behaviour if the coupling within the nested feedback loops is not controlled. A formal structure was presented but the temporal parameters were not identified in detail. Verification remains an issue as does the policy underpinning the design of the mediators. We need to take cognisance of primary behaviour.

Paper 11 The Austrian Armed Forces Knowledge Performance System – An Enabler for Interoperability. The author described an holistic approach in which he treated knowledge as a product. A structure was presented with Resources, Skill and Policy mapped across the primary pillars. Confidence in the approach was established by implementing a system model within the Austrian NBC School.

Paper 12 Semantic Technology as a Key Enabler for Semantic Interoperability by M. MENCARINI and A. MELEGARI. This presentation outlined the findings of COGITO with an impressive on-line demonstration. A text was selected by the audience [from the BBC web sight] and the main syntax coupled with the statistics of the key words returned within one minute. Further data mining was possible with links to previously analysed data.

Paper 13 Integrating Military Systems using Mobile Reasoning Agents by S. J. HALVORSEN and B. J. HANSEN. 

 HYPERLINK ""
 The presenter addressed the two classical classes of agent a) deliberative and b) reactive within the restraining aspects of a Military Environment. He concluded that a hybrid approach using semantic web technologies would solve some of the issues. Tests have been conducted with a small number of agents and it is hoped that scalability can be established with further work.

Paper 14 A Semi-Automatic Transformation Approach for Semantic Interoperability in MDE. 
A discussion of the REMICS project with a common ontology reducing the complexity of semantic 

 HYPERLINK ""
transfer from n

 HYPERLINK ""
2 

 HYPERLINK ""
to 2n. The project uses preprocessing to establish ontologies for the source and 

 HYPERLINK ""
target in isolation. The aim is to create a generic platform independent approach applying MDA and MDI techniques. Test results show reasonably good accuracy.

Paper 16 Visual Analytics Enabling Semantic Transparency on Linked Spatio-Temporal Data by M. DONOVANG-KUHLISCH and G. de WILDE. A succinct means of displaying spatio-temporal data was presented. Several examples were provided of various parameters. I saw little signs of research and development beyond that presented to IST from IBM some years ago.

Paper 17 Semantic Mediation of NATO C2 Systems Based On JC3IEDM and NFFI Ontologies by D. NOGALSKI, and A. NAJGEBAUER. The JC3IEDM is closely coupled to MIP with the NFFI a simplified form to allow transfer of data about friendly forces. The paper describes the semantic mediation mechanism (broker) between two NATO C2 systems- JC3IEDM and NFFI based. Semantic alignments utilise OWL and SWRL axioms to translate data instances from one system to the other. Results appear encouraging.

Conclusions


The symposium achieved its objectives with exposure of some incremental/evolutionary developments. It also provided an appropriate forum to query keynote speakers and network with peers to discuss aspects raised on the floor or clarification of topics not raised but with a connection to their discipline. The move away from the all encompassing ontology was evident; replaced by the nesting of local ontologies. Some elemental experiments were presented and enhanced using on-line access to libraries. The architecture appears to be mature but would benefit by further consideration of the security aspects and the structure when encrypted links are involved. Progress on the synthesis of message is progressing and involves other languages, this greatly eases the work of analysts who are now prompted to look in detail at messages which are identified by automatic processes. Not all transformation in a mediation system will be accurate but it is important to annotate those with a caveat. It is important to appreciate that the inference draw from the data is context sensitive


I am pleased to report that the symposium was timely and worthwhile and thank the chair and his technical committee for a successful outcome. 


Workshop


The workshop was a logical extension to the symposium and opened with the fourth Keynote speaker who provided a general background and thought provoking concepts. Truth from artificial languages was questioned and the relationship of entities and their consequential treatment. A number of assumptions in the models developed from mathematics will be violated if the premise of independence is false. The availability of open source libraries give an opportunity as a rich source of data but could lead to inappropriate inference. The source and the data should be verified to avoid inappropriate inference. A figure that 80% of the information in the US is derived from open/internet sources compared with CIA sources which take time to propagate to the decision makers. The lecturer concluded that semantic interoperability encompassed the three elements:


· Integratability of infrastructure.

· Interoperability of systems.

· Compatibility of models.

The second presentation within the workshop was given by a member of the task group and provided a view of matching entities populating similar data bases with no a priori information. The method is to create a Bayesian network with discreet attributes by searching for correlations within the data. The approach has been proven with the continuing aim to improve the confidence.


A third presentation was offered to detect cyber attacks on essential features when transferring semantic information since without detection all the raw data would be taken as fact and presented to the mediator. By injecting erroneous data or skewing the detail of the context a third party could dramatically influence the inference. The detection schema is based on Petri nets but little performance data was provided. 
A question as to the treatment with encrypted links was left open but clearly needs resolution. 


A mark II presentation of the SILF from a different perspective provided further expansion of the position paper. This prepared the participants for detailed discussion in the three break-out groups identified by the task group:


A) Going Operational with a Mediation Solution.

B) Common Resources for Mediation.

C) Architectures for Mediation Solutions.


On the following morning a demonstration was offered together with a presentation of the proof of concept scheduled for demonstration in December 2012 using the RDF exchange format. The focus was on the translation engine. The demonstration was another impressive on-line example of translating messages using data stored in a remote location. The example given was the superficially simple aspect of position translation with different projections. Anyone who has attempted this will appreciate the degree of difficulty to ensure that the appropriate geoid or ellipsoid is applied, in some instances an iterative process is demanded. The translations are not perfect but provide the users with an answer with the appropriate caveats. 


The detailed discussion within the three groups worked well. I attended the Architecture section and a good exchange was maintained which could potentially influence the design. The return to the plenary was a little more problematic with comments made in detail which were time consuming. Feedback from the task group was positive even though they were subject to criticism, inevitable when it was the group who provide the model for comment.


The Workshop was worthwhile and provided ideas for consideration. It would have benefited from a longer time for the detailed discussion within the expert groups.
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Abstract 


Responsive, agile, collaborative planning and execution is a key requirement for the development of a successful Network Enabled Capability (NEC), whether at the national or international level. This paper makes the case that it is not possible to achieve this agility without solving the semantic interoperability problem. The semantic issues facing NATO’s Network Enabled Capability (NNEC) are also faced by its members in their national NECs. There are currently many proposed strategies attempting to address these issues. Finding the one that will provide the hoped for integration and at the same time only cause minimal changes to existing infrastructure is a major challenge. In this situation it is vital to be able to demonstrate the effectiveness of a strategy. This paper presents the findings from a project tasked with both identifying a strategy and demonstrating its effectiveness - the Joint Tactical Air Defence Integration System (JTADIS) project. This project was funded by the UK Ministry of Defence (MoD) and undertaken by QinetiQ – the semantic analysis was undertaken by BORO Solutions.


1.0
INTRODUCTION

Some time ago the UK MoD realised that it had a significant number of Air Defence (AD) Command and Control (C2) legacy systems that were procured as domain specific and so not capable of being integrated to deliver the increased agility needed for Joint Force AD. They asked the defence technology company QinetiQ to formulate an innovative solution and demonstrate it in the Tactical AD-C2 environment using a representative sample of these existing legacy systems. This was seen as a good test case for the kind of semantic interoperability needed for Network Enabled Capability (NEC).


This paper describes the implemented QinetiQ PACE-based (Planning And Collaborative Execution) solution which included an SIE (Semantic Interoperability Engine) from BORO Solutions.  It outlines the physical and semantic architecture that was developed to support this approach – a key feature of PACE and SIE is a flexibility that allows users to configure data structures as they evolve to meet changing requirements. It describes how ontology was deployed within that architecture; supporting PACE’s evolving data structures and providing the SIE with the semantic mappings between the legacy systems. 


This paper discusses how the problems that JTADIS attempted to solve are a specific example of a more general situation. As the world security situation changes, coalition forces across NATO will require to operate with a greater agility. This agility can only be achieved through a tighter integration of processes and systems, both within nations and across nations. The potential scope is vast; all of the levels of command, from strategic to operational and tactical are included. It is often at the cusp where tactical planning runs into execution where this agility is most needed.

2.0 
BACKGROUND, MILITARY NEED

According to UK military doctrine, control of the air is fundamental to the success of joint operations and is normally achieved through a mix of Defensive Counter Air (DCA) and Offensive Counter Air (OCA) Operations. DCA is primarily executed as Air Defence (AD) operations defined as “all measures designed to nullify or reduce the effectiveness of hostile air action”
.


The AD commander needs timely access to AD related information across the battle space from AD capable sensors to be able to employ effectors
 for the protection of friendly and neutral forces. The spectrum of potential AD threats in deployed operations is increasing as the world security situation changes. It ranges from conventional high technology air systems such as cruise missiles to improvised weapons employed asymmetrically. These threats include a number of difficult air targets which present particular detection and engagement challenges to the AD system. Currently the systems for managing the sensors and effectors are not particularly dynamic, and improving that dynamism is an obvious way to counter these threats.

In recognition of its importance, substantial resources have been committed to AD C2 capability in recent years. However, both current and planned systems have, in general, been procured as environment specific and so have an environment specific architecture (including connectivity, communications systems and quality of service). This restricts the extent to which dynamic changes to extant plans and current operations can be implemented.  In particular, changes to plans and airspace control procedures that require coordination between AD assets in the land and either the maritime or air environments are generally inefficient.  The UK MoD perceived a need to remedy this situation and deliver increased flexibility and dynamism in Joint Force AD in the near term through improved interoperability within current and planned systems.

3.0 
The Dilemma


As soon as the need for the agility is accepted and practical solutions are sought, it is not long before the horns of a dilemma become apparent. The dilemma, in a nutshell, concerns the requirements on dynamic Collaborative Planning and Execution (CP&E) and an appreciation of the huge investment and momentum of the existing infrastructure. 


Military systems are often created to achieve a particular goal. They grow within a particular culture with its own terminology and world view. They are designed to support processes and utilise data structures that support this specialised world view. They are rarely created with interoperability in mind.


CP&E, on the other hand, cannot be effective unless information can not only be shared with sufficient timeliness, but also that the implications of change, necessary for agility, can be made apparent to all stakeholders. Sharing this information with the required dynamism cannot be achieved without a solution to the semantic interoperability problem. If information from a given system is shared in the wider enterprise without a clear understanding of its semantics then there is always potential for it to be misinterpreted by other systems with unforeseen results.  This is the crux of the dilemma, how to continue to support specialised planning and operational staff, with their legacy systems that directly support their ways of working, while at the same time provide infrastructure that allows an enterprise view and all of the benefits that would bring in terms of collaborative planning, cross-plan consistency checking and change implication awareness. 


Cross-plan consistency checking, determination of the implication of plan change on other plans, decision support and the visualisation of cross-plan constraints and relationships all require a common information model capable of representing the totality of the information involved. The JTADIS project recognised this problem and found a solution that allowed the legacy systems to share information safely with each other, thus minimising the impact on staff working in specialised areas, while also providing a collaborative workspace capable of supporting the enterprise view discussed above.


4.0 
The JTADIS PROGRAMME

JTADIS was a £2m research programme that involved other industry partners who provided their own operational systems to ensure that the final TRL6 system was realistic in terms of the information to be shared, the type of plan consistency checking and the timeliness required. 

TRL 6 is defined as: “Prototype system, which is well beyond that of TRL 5, is tested in a relevant environment and represents a major step up in a technology’s demonstrated readiness. Examples include field testing a prototype in a high fidelity laboratory environment or in a simulated operational environment operating under proposed protocols”


The in-service NATO Integrated C2 system for Air Operations (ICC) is an integrated C3I environment that provides information management and decision support to NATO Combined Air Operations Centers (CAOCs). In JTADIS it was used for airspace management as it is the operational tool used within the UK Joint Force Air Component Command (JFACC). BAE provided the Ground Based Air Defence Battlefield Information Systems Application (GBAD BISA). The GBAD BISA is the operational command and control system for the ground based air defence assets. It runs on the Battlefield Information Infrastructure (BII) over the BOWMAN communication bearers. Thales provided the MPlanIt Mission Planning System used operationally to generate low level detailed air mission plans. The JTADIS demonstrator was built on the Wide Area Distributed Architecture (WADI); a Defence Information Infrastructure (DII) emulator much used at events such as the Joint Warrior Interoperability Demonstrator (JWID).


It was recognised from the start that the most difficult problem here was semantic interoperability. With the JTADIS approach, most of the operational systems were not modified and the GBAD BISA had only minor additions to its interfaces. In spite of this it was shown that the systems could be made to interoperate to solve realistic problems that could not have been addressed previously. The crucial messages, used in Air Defence, were the NATO Adapt-P3 Airspace Control Order (ACO) and Air Tasking Order (ATO), imported from NATO ICC. It was decided early on that a fruitful approach would involve the import of legacy system information into a common framework where it could be processed in a collaborative planning workspace. Once the collaborative session is completed the resulting C2 information which had been de-conflicted and consistency checked could be used to update the legacy systems at the update frequency that they could handle.


The JTADIS project now had two main problems to solve. First, how to create a common information model that was expressive enough to handle all of the necessary semantics and extendable enough to model all of the warfare domains required. Second, how to find a technique for importing legacy information from multiple systems that did not introduce semantic confusion. 


The strategy undertaken to progress the first problem area, the creation of a common information model, involved a semantic analysis of the AD domain resulting in the Joint Tactical Air Defence Ontology (JTADO). The chosen method was the BORO methodology from BORO Solutions. BORO concentrates on using existing example data from the domain and constructing a 4 dimensional extensional model of the real world. This ontology was used to configure the PACE framework. PACE is effectively a publish/subscribe framework that allows the sharing of a Generic Information Model (GIM) through the propagation of deltas (changes) to the objects it uses to represent the C2 information. The GIM, as its name implies, is a generic, user defined object model able to represent C2 information to the level of fidelity required. For example, in this project it was used to capture the basic patterns of geospatial, tasking, scheduling and resource planning in the military domain. The configured GIM became an implementation of the JTADO. PACE propagates these deltas on the change event making C2 updates dynamic whilst minimising the required bandwidth. The GIM is a layered model in that it supports different courses of action. PACE can therefore be used for collaborative working across multiple courses of action where different collaborative working groups may be working in different areas.


The second problem area was addressed with ontological mapping. Here ontologies were created of the various legacy systems data structures and a mapping defined that allowed a translation to and from the real world JTADO. These mappings were implemented within a PACE client known as the SIE that dealt with the semantic translations. Information was thus imported into the PACE GIM safely, with minimum risk of semantic confusion.


The UK MoD had asked for a demonstration at TRL6 of an innovative way to improve the agility of AD-C2 legacy systems.  JTADIS showed the key interlinked factors in this were the configurable PACE and SIE application architecture and an innovative ontological analysis that together allowed, semantically assured, information dissemination.

5.0 
OntologY

Ontology is a relatively new technique in the AD C2 operational environment. For the purposes of semantic interoperability, the traditional philosophical (metaphysical) notion of ontology is useful
 – where this is “the set of things whose existence is acknowledged by a particular theory or system of thought.”
 This view was famously summarized by Quine, who claimed that the question ontology asks can be stated in three words ‘What is there?’ – and the answer in one ‘everything’. Not only that, but tongue in cheek, he also said “everyone will accept this answer as true” though he admitted that there was some more work to be done as “there remains room for disagreement over cases.”
 As these clarifications show, ontology in this sense is directly concerned with what exists - in what business modellers call the ‘real world’
. 


From the perspective of semantic interoperability, each system’s data can be regarded as a ‘theory’ that acknowledges the existence of a set of objects – its ontology. The task of the ontological analysis process is then to work out what ‘real world’ objects this data commits to. This is not an easy task as the surface structure of the data is usually a very poor guide
 (which helps to explain why the data for the same domain from different systems can have quite startlingly different structures). A key tool in the analysis is a top ontology to provide a framework with which the analysis is structured. 


5.1 
The BORO Approach 


The BORO Approach was originally developed in the late 80s and early 90s to meet a requirement to re-engineer legacy systems
. The prime challenge of the re-engineering was to clarify the underlying ontology of the systems, and the work focused on developing a process for mining ontologies and a top ontology tailored to form its foundation
. Early feedback on the top ontology established that a key factor was to make a series of clear ‘metaphysical choices’
 to provide a solid (metaphysical) foundation. A key choice was for an extensional (and hence, four-dimensional) ontology which provided neat criteria of identity. Another conscious choice was for a form of ontological realism – which assumes for engineering reasons that the world which science describes exists and also that the types used in this description also exist
. Using this top ontology as a basis, a systematic process for re-engineering legacy systems was developed. From a software engineering perspective, a key feature of this process was the identification of common general patterns, under which the legacy system was subsumed. It has been substantially developed since then. Although much of the work (such as this) is in the private domain, elements of it have appeared in the public domain, including a number of standards. The ISO standard, ISO 15926 – Industrial automation systems and integration – was heavily influenced by an early version. The IDEAS (International Defence Enterprise Architecture Specification for exchange) standard is based upon BORO, which in turn was used to develop DODAF 2.0
.


5.2 
Aspects of the BORO Approach 


Some analysis processes for a common ontology will start with SMEs and a ‘clean sheet of paper’. BORO works from the premise that experience seems to show that humans (including SMEs) are not particularly good at specifying the ontology with the degree of accuracy needed for computer systems. That a better source is working operational systems – these plainly work to a sufficient degree of accuracy for current operations
. The issue when working with the legacy systems is how to mine the ontology when the surface structure is often seriously misleading. 


One of the approaches BORO uses to investigate the underlying structure is a focus on the legacy data
 (where many other analysis processes focus on the data schema). The issue here is that in most operational systems users will have had to work around the schema to get the system to perform as required. With the result the schema is misleading. Hence the data is a far more trustworthy source for the analysis than the data schema. 


BORO has developed a variety of ways of testing the semantic quality. One task is the devising of a suitable semantic stress test. In this programme, the collaborative planning and execution environment required data from a number of legacy systems with quite different data structures which needed to be consolidated, manipulated and then sent back to the source system. In this situation, feedback on the semantic quality issues shows up quickly as operational problems. The high quality of the stress test raises confidence in the semantic quality of the overall system.


6.0 
the Scope of the JTADIS Demonstrator

As a first stage in setting the scope, the requirements for a fully fielded capability were drawn up. These were reviewed by SMEs to establish a scope that would provide a reasonable test for feasibility of the proposed solution. 


The SMEs divided the overall scope into three phases; pre-tactical planning, tactical planning and engagement.  In the pre-tactical planning phase collaboration is primarily involved with shaping the battlespace; activities such as the positioning of sensors and effectors in response to Intelligence Surveillance Target Acquisition and Reconnaissance (ISTAR) updates. The tactical planning phase is “last minute” collaborative planning and execution CP&E; that is, in the final thirty minutes to five minutes of an engagement. In the engagement phase, that is in the final few minutes, interventions would be more concerned with such things as target tracking, sensor cueing, engagement veto decisions and the like. 


The SMEs determined that a system that could support tactical planning would have the greatest impact on the final outcome. Hence the J-TADIS programme focused on collaborative planning during ‘last minute’ tactical planning phase and collaborative execution of an engagement.


6.1 
Flexibility and Agility


This put a requirement on the J-TADIS capability to support flexibility and agility, and reduce tempo drag at the tactical level. There are currently limitations in being able to support fast-changing tactical operations under the UK’s manoeuvrist doctrine. The limiting factors include both technical infrastructure and procedures. One straight-forward way to achieve flexibility is to maximize the principle enshrined in Joint Warfare Publication (JWP) 3-63 of de-centralized execution. This demands that control is delegated to the lowest practicable level commensurate with the requirements implicit in tactical level operations. It was proposed that J-TADIS should make significantly more de-centralized control practicable through enabling a collaborative approach to both planning and execution.


6.2 
Selecting Representative Legacy Systems


Generally the legacy systems that are used in the AD domain were not designed to share data with other systems. Furthermore, they usually were not designed to use event driven technologies. This means that currently the frequency of information transfer is limited to that supported by the legacy system and is often a manual process. This makes it difficult for such legacy systems to play a role in event driven systems of systems, such as those designed to support interactive collaborative planning. 


The NATO ICC, BAE’s AD C2 GBAD BISA and Thales’ MPlanIt mission planning system were chosen for the programme as they were good examples of this issue. 


For the final TRL6 demonstration a complex and challenging scenario was devised that illustrated how integrating these operational legacy systems would enable a level of agility that had not previously been possible.


7.0 
the Requirements for the JTADIS Demonstrator


To overcome current limitations of a largely procedural Joint Tactical Air Defence Command and Control (JTAD C2) infrastructure, J-TADIS sought to expose or externalize (make available) stove piped AD C2 systems making their functionality and information more accessible and dynamic. This would provide a significantly improved set of services to the wider AD community.


Within this scope, the requirement for J-TADIS crystallized into two main areas. First techniques had to be developed to enable legacy operational systems to share their information with the wider planning community within timescales relevant to the tactical planning phase. Secondly, the environment which would share this information must allow distributed users to collaborate as they manipulated this information. 

Specifically this involved a requirement for two main system functions:


· Provision of a common set of information to support identified Joint Force AD activities; and

· Access to (existing or new) services that allow users to make effective use of this common information.


J-TADIS proposed to meet this via two main mechanisms.  The first supports the identified joint AD activities through provision of services that allow wider access to a common set of information, for example Airspace Control Means (ACMs).  The second provides access to existing or new services that allow users to manipulate and make effective use of this common information, for example, by allowing users access to collaborative airspace management functionality. 


The term ‘collaborative planning’ is widely used but has no clearly agreed upon definition. When the term is used here it refers to activities supported by systems that enable distributed users to collaborate on the manipulation of a plan, in such a way that any proposed modifications made by a planner are immediately available to his colleagues. It will generally be the case that multiple variants of a plan will exist simultaneously as different groups propose different solutions. These proposals can be thought of as “what if” scenarios as planners search to determine optimal responses. Military planners are often in competition for such resources as airspace and assets and regularly have to coordinate activities with other teams, leading to inter-plan constraints. To successfully manage these types of complex plans at the required tempo, automated consistency checking is vital to highlight the impact, both within and across plans, of proposed changes.


It became apparent that an enterprise level framework, capable of managing a wide spectrum of information types, would be required. Furthermore, this management would have to include elements of collaborative planning and execution in some sort of structured workspace, i.e. a workspace capable of dynamically consistency checking operator actions. 


7.1 
Increased Information Fidelity


The requirement for increased agility implies that more C2 detail should be made available for exploitation. In airspace control terms, for example, there could be a greater number of smaller High-Density Airspace Control Zones (HIDACZs) with more and shorter time of validity slots, greater differentiation of targets, more fidelity in the Rules of Engagement (ROE) and hostile act criteria. This information can be used, for example, to identify when to relax such things as Weapon Control States (WCS), which is difficult to achieve with the currently enforced procedural controls. Increasing the information fidelity in this way would impact the information modelling and the software architectures used to disseminate it, as explained later in the paper, in the Architecture section.


Under normal circumstances, the forces attempting to perform a task at the tactical level know what they wish to achieve and their immediate concerns. J-TADIS would provide this information in a collaborative working environment that would enable these forces to utilize a far more bottom-up pro-active request process. They could, therefore, approach the appropriate superior authority and indicate their level of knowledge and their ability to execute a task in a particular area, over a certain time frame. 


Currently fratricide is prevented by measures designed mainly to separate functions using space and time factors with large margins designed to reduce potential errors. J-TADIS could improve on this situation as it has the ability to provide rapid feedback on remote system status, such as WCS. This type of information can be used to provide additional factors to assist with maximizing airspace usage safely.


7.2 
Preserving Individual Communities’ Semantics 


Military communities and their systems often emerge with a focus on a particular goal. They develop their own particular culture with its own terminology and specialized world view. This creates a dilemma in the Joint Force environment, how to continue to support specialized planning and operational staff, with their legacy systems that directly support their ways of working, while at the same time provide infrastructure that allows an enterprise view and all of the benefits that would bring. This is particularly acute in the case of CP&E, which cannot be effective unless information can not only be shared with sufficient timeliness, but also that the implications of proposed changes in plans, necessary for agility, can be made apparent to all stakeholders. Effective CP&E requires, inter alia, cross-plan consistency checking, determination of the implications of plan change on other plans, decision support and the visualization of cross-plan constraints. This translates into a requirement to preserve the semantics of the different military communities (and their systems) in the Joint AD environment while simultaneously providing a single a common semantics for the totality of the information involved. 


7.3 
Overall Architecture


There are well-known difficulties involved with invasive architectures that involve modifying legacy systems from multiple suppliers. The problems are both commercial and technical. Commercial concerns may place restrictions on the ability to change the legacy systems and the access to required data as file formats or database schemas may be propriety. Technical problems include the lack of suitable documentation for the objects that need changing.


Accordingly, the first major architectural decision was to adopt a non-invasive approach and treat the legacy systems as components. The second major architectural decision was to segregate out the semantic interoperability function into a single component – driven by separation of concerns
 considerations – leading to this three layer architecture:


· Common Information Layer


· Semantic Interoperability Layer


· Legacy System Layer


The legacy systems are a given. The common information layer was implemented using PACE and the Semantic Interoperability Layer was implemented using SIE.

7.4 
Common Information Layer: Information Modelling and Dissemination Strategies


Within the common information layer, it was necessary to address the current limiting factors in both information modelling and dissemination.




7.4.1 
Key Physical Architecture Requirements


There are three main architectural requirements that impacted the decisions regarding information modelling and dissemination:


· The trade-offs between fixed models and generic configurable models 


· The complexity of managing a variety of plans, each with layers of alternative options, in a dynamic event driven environment, constrain the architecture in particular ways. 


· The performance implications of disseminating generic configurable layered models of this type.


7.4.2 
Configurable Generic Models versus Fixed Models


The choice of when to use a generic model over a fixed model is influenced by two main criteria. The first criterion is the relationship between the scope of the information to be modelled and its potential to be generalized. If the scope is small then the additional effort required to build a generic system may not be cost effective. If the scope is large but the information has little potential to be generalized, then the resulting generic model may not offer much compaction. If, however, both the scope and the potential for generalization is large then the generic approach will scale better than a fixed model.

The improvement is a function of processing that can be applied at the higher abstract levels of the model and so does not require re-inventing each time at the detailed level. C2 information concerned with multi- environment planning and execution has considerable potential to be generalized. The same common patterns of asset allocation, tasking authority, temporal and geographic space allocation endlessly repeat and lend themselves to generalization.

The second criterion is the expected stability of the model. If the scope of the information to be modelled is well understood and is unlikely to be subject to major changes over the lifetime of the system, a fixed model may be preferable. If, at design time, the final scope is unknown, which is the norm for IT systems, a configurable generic approach will allow the scope to be increased through changes to the configuration rather than the software. There are considerable advantages in modelling many warfare environments using the same generic model. Often planners from different environments, trying to achieve different goals, compete for assets and geographic space allocation. This has the effect of creating constraints between their various plans. Modelling those constraints, within a common generic model, allows the impact of proposed changes to be better understood by the commander resulting in a safer and more efficient operation.


J-TADIS uses information from all three environments air, land and maritime. Its scope encompasses long term planning through tactical planning to execution. In this context, a fixed information model is likely to unnecessarily constrain the potential development of the system.


7.4.3 
Layered Information


To achieve the required agility, J-TADIS needed to support collaborative working over multiple variants of plans and courses of action. Consider the case when a number of different alternatives to a plan are to be maintained. One strategy is to create complete copies of the plan and then modify them. This is inefficient for storage and for dissemination. If different users are working on different parts of the plan it can become extremely complex to manage. A better solution is to implement each alternative as a set of changes to the main plan. For the purposes of this paper we shall refer to this as layered information. 


Different user groups would need to work on different alternatives. From a technological point of view any provider of this information would need to know which consumer, required which “slice” through this layered information. The appropriate information must be constructed for each subscribing user group and this is not just a filtering problem. This is further complicated when the collaborative planning is considered. As users manipulate the information, the changes must be distributed to only those subscribers who subscribe to the alternative being changed. 


7.4.4
Efficient Dissemination


CP&E requires the sharing of plans and situation awareness data dynamically as the information changes. If rapid decision making is the goal, CP&E must occur within, at least, the time limits of a typical human conversation. The military networks that will host J-TADIS have bandwidth and latency constraints and it is crucial that information distribution strategies minimize the network footprint. Current military messages such as the ACO and the ATO are effectively entire plans in themselves.  Updates to these plans tend to be delayed, and then managed in bulk, particularly for detached forces. The information models described above, however, are implemented as interconnected webs of objects so possibilities exist to disseminate only the changes (deltas) to individual objects. These deltas can be relatively small. Changing a waypoint on a route, for example, may take a few tens of bytes.   


7.4.5 
Review of Potential Architectures


Having defined the key requirements on the architecture, a review was carried out into traditional architectural frameworks, particularly, real time distributed architectures and message based architectures such as Enterprise Service Bus (ESB)
.  


Real time data distribution architectures can be constructed from technologies such as the Common Object Request Broker Architecture (CORBA)
 or the more modern Data Distribution Service (DDS)
. Both excel at the rapid dissemination of messages where the message structures and the type of subscription is well defined and unlikely to change. They are not so well suited to the type of functionality required for the common information layer. In fact, for DDS, the only option is to disseminate all layers and force the client to construct the layer it requires. This is unsatisfactory from both performance and security perspectives.


An ESB requires an Enterprise Message Model (EMM) which is an enterprise wide set of message formats usually defined according to some meta-model such as the XML
 Schema Definition Language (XSDL). These EMMs are generally implemented using a fixed set of message formats; see section “Configurable Generic Models versus Fixed Models” above. 


ESBs are usually constructed using frameworks which provide the basic functionality for distribution, persistence and the addition of services. With these frameworks there is little opportunity for optimizing the information distribution techniques used, particularly for layered information.  


7.4.6 
PACE/GIM


7.4.6.1 
Overview


As the traditional architectures were not suited to the J-TADIS requirements, a new framework was developed and it became known as PACE.


The PACE framework was designed to support distributed planning teams through interactive group working sessions. Its Generic Information Model (GIM) can be configured to manage C2 information from different warfare domains. Its strength lies in its ability to support near real time decision making through its event driven architecture. The PACE framework employs a service based approach specifically tailored to provide event driven publish subscription over rapidly changing complex C2 information. It was designed to manage the further complication of different views of this C2 information representing alternative courses of action available to the commander.


7.4.6.2 
Plugin Architecture


The PACE framework allows a variety of plug-in modules, such as user interfaces, business logic or interfaces to external systems, to dynamically interact with the GIM. Any proposed changes to the GIM can be consistency checked, as they happen, so immediate feedback of plan consistency or useful advice is relayed back to the user.


PACE differs from the traditional ESB in two main ways. It employs a configurable generic approach for its enterprise data modelling and it uses that genericity to optimize the dissemination, visualization and processing of that data.


7.4.6.3 
Information Handling – The Generic Information Model

The heart of the PACE framework is the GIM. The GIM is a framework that supports ontologies. This separates technical aspects, such as performance which are built into the framework, from the details of the content, which are loaded as needed. This is a classical separation of concerns architecture.


The GIM has a top ontology that captures some of the core military planning patterns; including the relationships between temporal activities, geospatial information, resource allocation, ownership and control. For a particular application, the GIM is configured with the background ontology for the relevant domains. This means that PACE-GIM sets no constraints on what C2 domains it can support and to what level of detail. 


When deployed, users and legacy systems can add further information to the GIM through the various PACE user interfaces. The GIM is then the source for common C2 information for both plan and execution time. Figure 1 shows a simple example GIM fragment configured as a scheduling and resource plan for aircraft sorties. The light grey rectangles show classes defined as part of the configuration, the white rectangles show objects created by the user at plan time. The fragment shows a Tornado GR4
 sortie is planned using the sub-class “GR4 Mission” which requires a resource template modelled as a tree of Resource Slots. At plan time specific Resources are chosen to fill the Resource Slots tree, comprising in this simple example as a GR4, a pilot and a weapon. The mission itself is planned to follow a particular route “GR4 Route”.  


[image: image1]

Figure 1: Example GIM structure.

7.4.6.4 
Information Dissemination – The Generic Approach

The PACE framework is an event-driven publish/subscribe system, its GIM is optimized for object distribution through a delta mechanism technique which only pushes change. The resulting reduction in bandwidth footprint is a crucial advantage for many military situations.  


The genericity inherent in the GIM is utilized in techniques used by the PACE framework when disseminating changes. The object distribution modules, which manage the delta mechanism, are implemented to work with GIM root classes and so can accommodate any configured classes without software change. 


It is possible to finely tune the amount of information disseminated to any particular client and which users have permission to access or manipulate data using collections of objects called Information Sets (InfoSets), which are, effectively, the unit of subscription and the unit of permission. 


7.4.6.5 
Visualization – The Generic Approach


Users can be given a visualization of geospatial and temporal inter-plan relationships in the context of the whole plan through the use of generic visualization tools that access the plans (from different warfare domains) kept in the common information layer.

8.0
Ontological Deployment


The ontological deployment can be divided into two aspects: architectural and content. The architectural aspect looks at where the ontology is being deployed within the programme. The content looks at what is being deployed.


8.1 
Deployment Architectural Aspects


Architecturally the ontological work is deployed in two main areas: the configuration of the GIM and the configuration of the SIE. 


In the case of the GIM, the ontological model that arises from the analysis is used to build the configuration of the GIM. In the case of the SIE, the BORO ontological analysis of the legacy systems produces a mapping from the legacy system data (and so the legacy system API) to the ontology. This can be used to configure the SIE, which will convert messages from the common PACE format to the legacy system format and back – as required.


8.2 
Deployment Content Aspects


The hardest problem in systems integration is probably semantic interoperability – how one ensures that the messages between systems work to a common semantics, share sufficiently similar meaning to interoperate
. Without some way of working with semantics, it is not possible to exchange and use data such that the meaning of the data sent by one system is sufficiently well understood by the receiving system that it can process it safely and properly. Currently there are few rigorous methodologies for undertaking this task.


An alternative and much more rigorous approach is to use ontology to enable the necessary semantic understanding. This provides a robust solution and is the approach adopted for the J-TADIS programme. An ontological approach has benefits here as it works directly with the semantics. The BORO approach selected for this work has the additional advantage that the ontological analysis of the legacy system is undertaken in a way that provides the mapping between the systems.


8.3 
The Ontological Approach to Semantic Integration


The ontological approach assumes that the data structures in the different legacy systems refer to a common ‘real world’ and that the purpose of the ontological analysis is to identify the ‘real world’ objects that are being referred to. Then the mappings between the legacy systems are intermediated by these ‘real world’ objects. In practice, a mapping between the legacy system data structures and the ontology model is kept and used as the requirements specification
. 


8.4 
Semantic Architecture for AD Legacy Systems Integration


A key semantic architecture decision for AD legacy system integration is whether to be ‘point to point’ or ‘hub and spoke’. In a semantic point to point architecture, semantic mappings are made between the interfaces of individual systems as required. In a semantic hub and spoke architecture, each application has a semantic mapping from its interface to the hub semantics – and communications to other systems involve a mapping from the hub semantics to that system’s interface. In general, a hub and spoke architecture requires fewer semantic mappings when there are more than three or four interfaces/systems – significantly less when there are significantly more systems. This suggests that AD systems integration is more suited to a hub and spoke semantic architecture. Furthermore, the ontological approach suits a hub and spoke approach. 


Note that this is a semantic architecture and places no constraints on the physical network architecture which could still be point to point – in fact, PACE is implemented as a distributed network of information servers, there is no single central physical server. In this particular scenario, where the PACE/GIM data structure is configurable and the home for the collaborative planning data which requires the consolidation of the information from a range of legacy systems – PACE/GIM is a natural choice for a physical implementation of the semantic hub. Hence the J-TADIS programme selected a semantic hub and spoke architecture, with the distributed PACE at its semantic hub.


In a hub and spoke architecture, the responsibility for conforming to the hub semantics can be either placed upon the spoke interface or integrated outside the spoke system. In the case of legacy systems, where an interface already exists, there is a good case for managing it outside: this avoids the need to re-open the development of each of the systems, typically from different suppliers, and enables the integration work to be consolidated within a single development project, taking advantage of economies of scale. Taking the ontological approach helps to consolidate these economies of scale. Hence the J-TADIS programme developed a general SIE framework within which the individual mappings from spoke legacy system to hub were implemented. 


8.5 
Semantic Interoperability Layer - SIE


The SIE comprises parsers for the various military messaging (such as the ACO, ATO and Common Route Definition (CRD)). The parsers use the mappings from the legacy systems to the common AD ontology produced by the ontological analysis to translate the messages to and from the common format used by PACE/GIM. 


The eventual transformation results in GIM objects where the legacy system information is now in a form to be processed and visualized with information generated both within PACE and from other legacy systems. For J-TADIS the SIE was implemented as a web service accessed via a PACE plugin which sent it legacy system messages for conversion to GIM objects.


The general message translation process is shown in Figure 2 . In the specific configuration used messages were routed through PACE and so one of the translations was trivial as it was configured with the common AD ontology. This was used to safely import, for example, ACOs and the ATOs into PACE’s configurable GIM.
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Figure 2: SIE message translation process.

The SIE’s configurable structure and production of the configuration from the ontological analysis of the legacy systems provide a framework for radically simplifying application interface semantic complexity. The approach also reduces the number of interfaces that would be required if a one to one integration approach was employed.


8.6 
Architecture of the Final System


Figure 3 shows the final J-TADIS architecture – and the legacy system, SIE and PACE layers.
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Figure 3: J-TADIS the architecture.

The PACE framework runs on the WADI which is used to simulate the DII, the UK’s main military network. Partners from the defence industry, BAE and Thales, provided their own operational systems to ensure that the final system was realistic in terms of the information to be shared, the type of plan consistency checking and the timeliness required. BAE provided their GBAD BISA system. The GBAD BISA is the operational C2 system for the ground based air defence assets. It runs on the BII over the BOWMAN communication bearers. Thales provided the MPlanIt Mission Planning System used operationally to generate low level detailed air mission plans. NATO ICC was used for airspace management as it is the operational tool used within the Joint Force Air Component Commander (JFACC). Plans initially generated using operational systems were imported into the PACE framework though the SIE, manipulated during collaborative working sessions then exported again via the SIE to multiple legacy systems.


In further stages plans were modified collaboratively in real time as a Link16 tactical picture feed showed a change in the tactical situation. These modifications were immediately displayed on the legacy systems in both the JFACC command centres and land based AD HQs.

9.0 
Ontologically Driven Improvements


9.1 
Examples of Ontological Improvements


The J-TADIS ontological analysis exhibited the practical qualities of a good information model. A significant number of underlying general patterns were discovered and this led to a corresponding simplification and reduction in size of the model. It also led to an increase in unity and explanation as the integrated structure of real world being represented was made clear. Within the scope of this paper it is not possible to show the consistent high level of semantic quality that was achieved across the domain
. 


The SMEs identified a number of surprising (to them) semantic issues that analysis revealed, which they felt were important enough to need communicating more widely. We include two examples below – amended to stay within the constraints imposed by security classifications. These provide a useful illustration of what the SMEs regarded as significant improvements.


9.2 
A General Context


The team found it useful to have a framework to classify the improvements and benefits. For this kind of work, it is important to provide a practical engineering rather than a theoretical scientific perspective. From a software systems perspective, the main benefits that an ontological approach aims to provide are
:


· Improved inter-operability,


· Reducing complexity,


· Increasing longevity, and


· Technology proofing.


From this ontological modelling perspective, the qualities of a good model (ones that bring practical benefits) are
:


· Relevant precision and sufficient formality,


· Sufficient simplicity and relevant generality,


· Appropriate unity and explanation,


· Relevant fruitfulness, and


· Relevant repeatability – re-usability.


Interestingly, these are generally recognized as the qualities that characterize good scientific theories.
 


9.3 
Real World Semantics Driving Relevant Precision 


Within the programme, there were a number of cases where insisting on a clear real world semantics under a well-defined top ontology led to a clear relevant increase in accuracy. One telling example was the analysis of exactly what the ACMs’ data in ACOs referred to. This is particularly pertinent to NATO as it manages the Adapt-P3 standard of which the ACO is part. 

Essentially an ACM is a portion of airspace – one that is used for some purpose. Prior to the introduction of computers, these were described using simple geometric figures drawn on maps with standard ruler, compass and protractor and then associated with a minimum and maximum height – as shown in Figure 4. 
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Figure 4: Representing an ACM on a map.

For example, a Restricted Operating Zone (ROZ) around an artillery battery would be drawn as a circle on the map, with the battery as its centre and the radius based upon the battery´s range. The minimum height would be ground level and the maximum height determined by the battery’s range. 


A standard set of figures was codified and these evolved into the data structures in the current messages – which provide the inputs
 to an algorithm to calculate the extent of the airspace. Interestingly, the ontological analysis of these data structures, their associated documentation and existing working practices clearly showed their map-based roots.  More importantly the analysis also revealed a number of possible different algorithms and so interpretations of the airspace boundaries
. 


The map as a representation can be regarded as a Euclidean plane in which the constructed geometric figures are regular. However, when interpreting these figures in terms of the Earth´s surface (or some idealization of it – for example, WGS (World Geometric System) 84), one needs to invert the original projection (which could be of a variety of types) and this distorts the neat geometric figures drawn on the map. The current data structures have resolved this map projection issue by stipulating idealized reference ellipsoids (such as WGS 84) as their starting point. 


However, we found that there are additional sources of semantic indeterminacy that have not been resolved. We concentrate upon one of these here – the algorithms for estimating the exact extent of the airspace when projecting the surface figures (of whatever shape) onto the minimum and maximum heights given. The analysis unearthed several possibilities, each of increasing accuracy. We developed an example using this ACM data:


Shape: Circle – centre 24° 01' 15''N, 055° 53' 42''E, radius 15 km.


Height: Minimum 15,000 ft, Maximum 35,000 ft.


This data is shown graphically in Figure 5 (making some simplifying assumptions). This shows clearly that the data does not directly represent the ACM airspace, rather it is the input to an algorithm that calculates where the ACM airspace is.
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Figure 5: Graphical view of the ACM data.

9.4 
Lack of Supporting Documentation


The ontological analysis process requires the identification of the airspace being represented. One of the issues we faced was that there was nothing in the data structure or associated documentation that gave any hint of what algorithm we should use. Furthermore, the SMEs had not considered the issue and had no intuition of which was intended. However, when we proposed particular interpretations and found practical issues, the SMEs offered useful guidance. Lack of documentation is a very common issue when dealing with legacy systems, and an ontological approach, such as BORO, is an excellent way of compensating for this
.


9.5 
Cylindrical Projection Interpretation 


When starting the analysis, we first assumed that the airspace is an extrusion of the surface circle, in other words, a cylinder. And that the minimum and maximum heights are cross sections at right angles to the height axis. (To simplify the explanation, this description assumes the height axis is a normal to the idealized surface and not, for example, through a notional centre. It also assumes that the circle is drawn on a plane at a tangent to the idealized surface.)  The resultant extruded cylinder and its airspace segment is shown in Figure 6.
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Figure 6: Cylindrical extrusions.

However, we soon realized that practical considerations suggested that this was not an ideal interpretation. If two surface circles whose edges touch  are drawn on the surface, then there will be a gap between their extruded airspace segments, as their normal height axes (and so cylinders) will not be parallel (this applies to any contiguous figures) – see Figure 7. In practice, one needs airspaces that are contiguous to enable air traffic to pass from one airspace into another.
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Figure 7: Incompletely contiguous cylindrical extrusions.

9.6 
Conical Projection


To resolve this, we considered an interpretation that extrudes the edges of the circles along normals at that point on the surface. As before, the minimum and maximum heights are cross sections at right angles to the central height axis. This results in a conical shape shown in Figure 8. Under this interpretation, if two figures are contiguous at the surface, they are contiguous at all heights.  
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 Figure 8: Conical extrusion.

However, after further consideration, we realized that this interpretation also has practical issues. The height of the airspace varies as the height cross-section is not parallel to the (idealized) surface of the earth – as shown in Figure 9. If an aircraft were to fly along the lowest level of the airspace from the centre of one of two touching circles to the other centre, then it would have to gain height as it flew towards the edge of one circle and then lose height as it flew to the centre of the other – a less simple manoeuvre than just maintaining height.  One would expect that it should be able to just maintain its height.
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Figure 9: Abutting conical extrusions.

9.7 
Elliptical Segment


We resolved this by shifting our interpretation of the maximum and minimum heights. We considered a height to be an extruded surface, where at each point, the distance between the surface and the extruded surface was the same. Then the top (or bottom) of the airspace was the intersection of the cone (considered above) and the relevant extruded height – illustrated in Figure 10. This ensured that the height at the top and bottom of the airspace remained consistent throughout the airspace.
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Figure 10: Extruded ellipsoidal altitudes.

The issue is perhaps clearer if one considers an airspace that is sufficiently big such that the curvature of the idealized Earth has a significant effect.

9.8 
Increases in Accuracy


In most cases the increases in accuracy here are relatively small, measured in tens of meters – as shown by calculations in Figure 11. One could argue the accuracy was (and, to some extent, still is) sufficient, but it is becoming more of an issue now and will increasingly become one in the future. As the management of airspace becomes more automated, there is a corresponding need for this management to be more reliable. Where there are a range of possible interpretations, it is likely that different equipment will use different interpretations. In this case, they are likely to show different results. For example, one threat assessment system will show an incursion into an airspace and the other will not – and there is no way of determining which is right. Where, as here, these differences are endemic then the trustworthiness of the system is undermined. Furthermore, with the introduction of new types of air vehicles, such as UAVs, it is likely that the required degree of accuracy will increase to avoid air collisions. This is not feasible without stipulating an interpretation.
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Figure 11: Error between Cone and Cylinder Projection.

9.9 
Ontologically Vague Intentional Objects


These airspaces are intentionally constructed, and so the correct interpretation is determined by the intention of the relevant authority. We spent some time investigating what the intention was. As far as we could determine, there was no consideration of the issues raised here. As often happens, the data structures evolved without any detailed consideration of their accurate interpretation. So, as we understand it, there is currently no intentional support from the relevant authority for any of the interpretations. Hence, from a (theoretical) ontological perspective, it would seem that the airspaces are vague or indeterminate objects (under whatever account of vagueness or indeterminacy one holds
). However, we had a more practical perspective. The ontological analysis has identified this vagueness and there is now a need for the relevant authority to decide upon which interpretation they intend (or would have intended) that will provide a suitably accurate foundation for agile air systems.


One of the reasons this issue may not have been spotted earlier is that unless one takes an ontological stance, one can proceed without trying to directly identify the airspace. For example, when making a threat assessment, one only needs an algorithm that determines whether given the ACM input data and the threat position, whether the threat is inside the ACM airspace. The airspace does not need to be directly calculated. Quality assurance may then check that this algorithm is working properly. As only one algorithm with its implicit assumptions about the interpretation is being used, the vagueness will not be discovered. It is only when multiple systems, using different algorithms, are tested that an issue is likely to be found. 

9.10 
Example of Fruitfulness


The use of a four-dimensional ontology threw up some interesting examples of fruitfulness. We developed an example that relates to the efficient use of airspace, which is described below.


In the ontology model, the shape of the airspace was separated from the other mechanisms of air control measure. This modularization (separation of concerns) meant that the introduction of new airspace shapes, which happens from time to time, could be easily accommodated without changes elsewhere. Furthermore, the use of a four dimensional ontology mean that all the current shapes were captured from a four dimensional perspective – and so facilitate the introduction of new four-dimensional shapes. 


What is not immediately obvious to many users of the ACMs is the constraints that the current allowable airspace shapes have. Our analysis showed quite clearly their map/ruler/protractor origins – each shape is easily drawn using those instruments (even though they have not been used to draw the shapes for decades) and the current data structures reflect these origins. These shapes are two dimensional in origin and extruded (as the discussion of interpretations above shows) to a third dimension. 


This is reflected in the data structures, where the surface 2D shape data is stored separately from their 1D height data. This segregation places constraints on the possible shapes. In the case of the battery ROZ, a spheroid shape that more accurately captured the range limits of the artillery would be better than a cylinder or cone – the two shapes are shown in outline in Figure 12 – where the savings in airspace are also clear. However, the 3D spheroid shape cannot be described within the 2D + 1D constraints of the current data structure.
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Figure 12: 3D shape in 2D extrusion.

However, there is a further historical constraint that this 2D + 1D brings (and that a 3D approach does not solve), that is not so immediately obvious. The use of a 4D top ontology in the analysis encourages a 4D perspective, and from this perspective the constraint can be clearly seen. From this perspective, each of these 2D+1D / 3D shapes can be seen as persisting unchanging though time. This happens because the space shape is described separately from its 1D time element – in data terms, it is described using a start and end time. In other words, the data structure has a 2D+1D+1D structure. This example shows a constraint upon the use of airspace that this 2D+1D+1D structure brings with it.


When reviewing the data sample, we came across entries in the text section of the message that described how airspaces were to be used (divided between) a number of airspace users. From an analysis perspective, the use of text fields often signifies a situation where the information cannot be fitted into the structured data. This turned out to be the case here. The typical situation was an airspace corridor where traffic was in one direction. Normally aircraft would book a time slot in the airspace and each aircraft use its timeslot – as shown in the first space-time map in Figure 13. However, in this situation, it is safe and a more efficient use of airspace for aircraft to enter one end of the airspace before the previous aircraft had left the other end. The text advises the ad hoc rules for managing this. Clearly this is a workaround made necessary by the constraints inherent in the data structure. 
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Figure 13: More economic use of airspace.

The constraint that is being worked around here is the separation of space and time – and only allowing booking in time slots. From a four dimensional perspective, if one is booking airspace for an aircraft, it would make sense to book a shape that reflected the aircraft’s flight path with a tolerance for any deviations – to consider its path in four dimensions. The resulting airspace is shown in the second space-time map in Figure 13– the increase in airspace utilization is clearly visible. Note also that the shape from a 3D perspective (the ‘space’ axis in the diagram) changes over time – increasing in size to reflect the tolerance needed to handle the potential variations in speed. As there is no persisting 3D shape – one needs to describe the shape in four dimensions.


When the SMEs had time to reflect upon this, they found a number of situations where this kind of more efficient use of airspace would be useful. One example they provided was long flights – such as from Diego Garcia to Europe. These could not be planned using a single corridor, as then the whole airspace would need to be commandeered for the time of the whole flight. This is not practical when airspace is busy – as it is in Europe. Instead a large number of smaller spatially and temporally aligned corridors had to be booked. This turned out to be time consuming, especially during the planning phase where a change to one corridor had to be rolled out across the rest of the chain to keep them aligned.


9.11 
The Nature of Subject Matter Expert Expertise


The SMEs played a vital role in the ontological analysis. However, this turned out to be different in some key respects from the role they are traditionally expected to play; where they are expected to technically verify the final deliverable is appropriate for their domain. Implicit in this practice is the assumption that they have the expertise to make this validation. We found that the SMEs had great difficulty in making any kind of independent technical assessment of the ontology – this could only be carried out by a team including both SMEs and ontologists. Furthermore, the SMEs had great difficulty in articulating their knowledge in a form that could be directly represented and comprehending the representations when these were produced. It appeared that their expertise was not easily translated to or from the ontological representations – and that this was not due to the nature of the representations. 


Our experience on this programme reinforced experiences on previous ontological analysis projects and enabled us to articulate the underlying issue. We have come to the view that the traditional approach is seriously flawed. Indeed, we think most experienced practitioners realize this and most successful projects only pay lip service to the practice. We have done some initial research to characterize the problem and document it here. This should help to make the case for more analysis.


Typically, an SME is an individual who exhibits the highest level of expertise in performing a specialized job, task, or skill within an organization. However, expertise in performing a task is not the same as expertise in understanding and articulating that task – this is captured in the distinction between know-how
 and know-that (or know-what)
. Indeed, becoming an expert may involve letting go the conscious understanding of what one is doing. John Searle (1983, 1995) describes how becoming expert in a task one moves from conscious control to unconscious action, where one has no access to a picture in one’s mind of what one is doing. Searle calls this the ‘background’. One key aspect of Searle’s analysis is that the more expertise one has, the less one has an internal representation of that expertise (or conscious access to that representation). This accorded well with our experience on the programme.


Further evidence for this analysis comes from situations where experts need to provide an explanation of their expertise. In some case, they, post hoc, rationalize one. As the expert has no access to his/her tacit knowledge, there is no guarantee that this rationalization will be correct. Shaffer and McBeath (2005) provide a good example: where expert baseball players provide a completely false rationalization of how they catch a fly ball.


This characterization of expert knowledge has implications for the use of SMEs during analysis. It implies that they are not a good source for determining what exists in the domain when aiming for a fine grained ontological model and that they are not best equipped to independently technically verify the final deliverable as a good picture of the domain.  The methodology needs to harness their expertise in more appropriate ways. 


This also has implications for the nature of the analysis. When the SME is regarded as having a picture (representation) of the domain in his/her head, the analysis consists in extracting the details of the picture. However, if no such picture exists (or it is not accessible), then a different approach is required
. The analysis then becomes a kind of 'rational reconstruction'
 of the model that would have been constructed if such explicit knowledge was available from the evidence provided by the SME and other sources. A key element in the analysis is ‘inference to the best explanation’
 or perhaps more accurately ‘inference to the best interpretation’.


10.0 
Further Work 


As often happens with innovative work, the implementation of the solution suggested a number of further areas of work.


10.1 
PACE and SIE Frameworks


For non-generic and non-configurable systems the cost of creating distribution and persistence infrastructure is a function of the number of message types to be distributed. For generic configurable systems, the work is primarily concerned with the configuration process. This had a large manual element in the PACE/SIE implementation. In future research, it will be worth looking at how this could be automated.


10.2 
The Generality of the Solution


As far we could tell there is nothing in the nature of the solution that is specific to AD. It should be possible to apply the approach to any domain where there are a significant number of legacy systems that need to be integrated. The team have been involved in using elements of the solution in a variety of projects, so have confidence in it working elsewhere, it would be interesting to see how generally the specific PACE and SIE solutions developed here could be applied. 


10.3 
Coding Reduction Impact of the General Patterns in the Ontology


One of the software engineering benefits of the BORO ontological analysis is the identification of general patterns. Several members of the development team noted that this led to a significant reduction in code
. Further work could be done to confirm that this happens and investigate how this works, the factors that affect it and the potential scale of reduction.


11.0 
Conclusions – What Did the Research Show 


The UK MoD asked for a demonstration, at TRL6, of an innovative cost-effective way to improve the agility of AD-C2 legacy systems. One of the key systems used in the UK JFACC, and a primary data source for the JTADIS demonstrator, was the NATO Air Operations system ICC. It is likely therefore that any conclusions reached in this research will be of interest to NATO analysts. 


The required improvement in agility was demonstrated using ‘last minute’ CP&E as the test case. The two interlinked key factors in this were the configurable PACE and SIE application architecture and an innovative ontological analysis that together allowed rapid, semantically assured, information dissemination.


From a systems development perspective, the research demonstrated the symbiosis of the ontological approach and system configurability in a situation where data structures can evolve. The ontological analysis provided the configuration; the systems provided the capability to consume it. It also demonstrated the benefits of a configurable application in an environment where the data structures are evolving. 


From an interoperability perspective, the research demonstrated the feasibility of building a system of legacy AD-C2 systems with a level of semantic quality sufficient to support challenging applications such as ‘last minute’ CP&E.


From an ontological perspective, the research demonstrated the benefits of an ontological approach that could mine a collection of legacy systems for a common AD ontology and produce mappings from the legacy system data structures to this ontology with a consistently high level of semantic quality assurance. It also highlighted the usefulness of an ontological realism as a strong basis for producing an integrated picture across the range of legacy systems.
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� AAP-6 NATO Glossary of Terms. 2009



� In the AD context an effector is any system that can be used to ‘effect’ the enemy, an example is a weapon system.



�  See TRL Definitions.pdf in http://www.aof.mod.uk/aofcontent/tactical/techman/content/trl_applying.htm.”



� See Kuśnierczyk, W. (2006) for interesting discussion of ontology related terms.



� E. J. Lowe in the Oxford Companion to Philosophy.



� In W.V. Quine’s ‘On what there is’ (1948), Review of Metaphysics, Vol. II, No. 5, reprinted in From a logical point of view (1961).



� Barry Smith also makes this point, most recently in Smith and Ceusters (2010) – note the criticisms of the ‘The concept orientation’ in this paper.



� Philosophers make the same point about the true logical form beneath the “surface grammar” of natural language – see Bertrand Russell’s Theory of Descriptions in (Russell, B. (1905)).



� Partridge (2005) p. xv-xx has a more detailed history.



� For a survey of approaches to re-engineering legacy systems see Daga et al. (2005).



� Partridge (2002c) has some relevant examples. Most introductory textbooks on metaphysics will also provide a number of examples, though these may not all be of engineering interest. 



� See Smith and Ceusters (2010) for a robust defence of a similar position. See also Smith et al. (2005) for an attack on an alternative position.



� The Department Of Defense Architecture Framework (DODAF) official version can be found here: � HYPERLINK "http://cio-nii.defense.gov/sites/dodaf20/index.html" �http://cio-nii.defense.gov/sites/dodaf20/index.html�



� These opposing positions can be seen as rational and empirical. Where the rationalist assumes that he/she can arrive at the answer by speculation; whereas the empiricist believes that she/he needs to work by observation. 



� See Partridge (2005) Ch. 11, Sect. 4 for more details.



� See Dijkstra, Edsger W. (1982). "On the role of scientific thought". In Dijkstra, Edsger W.. Selected writings on Computing: A Personal Perspective. New York, NY, USA: Springer-Verlag New York, Inc.. pp. 60–66. ISBN 0-387-90652-5



� For more details on ESB, see David Chappell, "Enterprise Service Bus" (O’Reilly: June 2004, ISBN 0-596-00675-6)



� The official CORBA standard from the Object Management Group can be found here: � HYPERLINK "http://www.omg.org/spec/CORBA/3.1/" �http://www.omg.org/spec/CORBA/3.1/�



� The official catalog of the Object Management Group’s DDS specifications can be found here: � HYPERLINK "http://www.omg.org/technology/documents/dds_spec_catalog.htm" �http://www.omg.org/technology/documents/dds_spec_catalog.htm�



� The Extensible Markup Language (XML) specification can be found here: � HYPERLINK "http://www.w3.org/TR/REC-xml/" �http://www.w3.org/TR/REC-xml/�



� The Tornado GR4 is a variable geometry, two-seat, day or night, all-weather attack aircraft, capable of carrying a wide variety of weapons.



� See Partridge (2002b, 2002d, 2002g) and Lycett and Partridge (2009).



� See Partridge (2006) Figure 11.4: Re-engineering our conceptual patterns for picture of this mapping. 



� In addition, the contents of the ontology are classified and so cannot be made publicly available.



� For more details see Partridge (2002g) p. 4-5.



� For more details see Partridge (2002g) p. 22-26. 



� See the similar list in the penultimate chapter of Kuhn (1962) and Kuhn (1977) – where, interestingly, he says “I am suggesting, of course, that the criteria of choice with which I began function not as rules, which determine choice, but as values, which influence.”



� The BORO ontological analysis was designed as a systematic process that provides a level of assurance that these semantic qualities have been scrutinized – providing a form of semantic quality assurance.



� Interestingly, these seem to be a good example of Fregean senses (see Frege (1892)) – a way to identify the object.



� As the algorithm is not made explicit anywhere in the documentation – or known to the SMEs – there is no real basis to determine which was originally intended. A reasonable conclusion would be that this was left vague.



� For more, see Daga et al. (1995).



� See Williamson, Timothy (1994) Vagueness for one recent account of vagueness.



� See Polanyi (1966) for a description of know-how as tacit knowledge.



� See Ryle (1949), Chapter 2 - Knowing how and knowing that.



� For other examples of this approach see Partridge (2001, 2002a, 2002d, 2002f, 2002g)



� For more details of rational construction see, for example, Carnap (1928) and Habermas, J. (1998) who says that "we can distinguish between know-how, the ability of a competent subject who understands how to produce or accomplish something, and know-that, the explicit knowledge of how it is that he is able to do so" and  



“[In rational reconstruction] the distinction between drawing on a-priori knowledge and drawing on a-posteriori knowledge becomes blurred. On the one hand, the rule consciousness [i.e. intuitive know-how] of competent subjects is for them an a-priori knowledge; on the other hand, the reconstruction of this calls for inquiries undertaken with empirical [methods]”.



� See, for example, Lipton (1991) for more details. See also McCarthy’s (1980) discussion of circumscription. Earlier Peirce (1906) called this abduction –saying that “Long before I first classed abduction as an inference it was recognized by logicians that the operation of adopting an explanatory hypothesis -- which is just what abduction is -- was subject to certain conditions. Namely, the hypothesis cannot be admitted, even as a hypothesis, unless it be supposed that it would account for the facts or some of them.” He also more light-heartedly said “Abduction is no more nor less than guessing”.



� See Partridge (2005) Ch.6, Sect. 3 - An environment that encourages compacting for more background details.
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Abstract


Availability and easy access to a wide range of situational awareness data on the sea is the basis for strategic decision-making and effective collaboration. In this abstract, we aim to present our initial design idea on developing a semantic interoperability platform for a C4IS system for maritime surveillance, which will enable easy access to a wide range of situational awareness and tactical communication data. In initial design we exploited NATO IST 075 final results and our expertise sourced from developing semantic interoperability platform for other domains. This study presents the NATO IST-075 result of Semantic Interoperability Logical Framework which is adapted according to RECONSURVE project requirements and enhanced with the best practices and lessons learnt during our previous studies. This interoperability platform will be a part of a research and development project supported by the European Community's ITEA2 Programme, EUREKA Cluster.


1.0 Introduction 


Naval forces are often need to collaborate with other governmental or non-governmental organizations and take place in multi-national collaborations in order to handle complex situations ranging from search and rescue activities, environment protection, to preventing illegal immigration at sea. 


Within NATO, interoperability is defined as: “The ability of Alliance Forces and when appropriate operate effectively together in the execution of assigned missions and tasks” [1]. According to European Maritime Policy “Blue Paper” [2], the European Commission declares their willingness to take steps towards a more interoperable surveillance system to bring together existing monitoring and tracking systems used for maritime safety and security, protection of the marine environment, fisheries control, control of external borders and other law enforcement activities. However, currently most of the organizations have their own information management systems which are unaware of other operational systems and have limited data sharing capability because there is no information sharing standards, agreements, policies, or processes currently accepted as a common denominator data standard and processes among these naval C4IS systems [3]. Interoperability is a major issue to tackle in the maritime security domain in order to achieve the objective of “Blue Paper”. There are several disparate systems deployed across borders and sometimes in a single country that cannot communicate with another system efficiently or at all.


One means of addressing the objective is to establish both common understanding and operational picture among collaborative parties and develop an interoperability platform on top of this common understanding. The interoperability platform proposed should mediate communication among cooperating parties via aligning them with respect to common understanding by assuring that any the information content will be accessed, understood, and utilized and the meaning of the information and the purpose of the information exchange are understood identically everywhere and at all times. This is achievable through a semantically enhanced interoperability platform. 


This abstract will report an ongoing study aiming at developing and evaluating an open interoperable maritime surveillance platform forming a coherent network via semantically enhanced interoperability interfaces. This system will not to be yet another surveillance system, but rather will create interfaces between existing systems across domains and borders. Thanks to the proposed semantic interoperability platform a mixture of maritime surveillance frameworks will be able to marshal available resources and coordinate effectively through a common ground in order to achieve an effective outcome. Similarly, agencies with relevant, related, or complementary information will be able to aggregate their data to achieve greater levels of situational awareness.  The intention is to improve maritime security, particularly reducing the number of illegal immigrants crossing sea borders in small boats, with a cost-effective approach to wide-area sea-border surveillance. This research is a part of a European project supported by ITEA2, Eureka Cluster Programme (RECONSURVE Project, no: ITEA2 09036) and the approach will be implemented by an interdisciplinary research team with ten members, including naval officers with operational experience, experts in C4IS, sensors, sensor systems, information and communications technologies, and Service Oriented Architecture.


2.0 Methodology 


One of the goals of RECONSURVE project is creating an interoperability platform in order to enable the exchange of situational awareness and tactical data between C4ISs and especially across other (non-)governmental (multi)national organizations. In order to promote interoperability across the community the system needs to adopt a more productive and sensitive approach that is affordable and reasonably non-intrusive. RECONSURVE will provide interoperable and reusable services to glue together different surveillance systems already in place or under development in EU and associated countries. As declared earlier, this approach does not aim to develop yet another surveillance system, but aims to create interfaces between existing systems across domains and borders through a semantic interoperability framework.


Currently, the interoperability in maritime security domain is handled through manual operations. In other words, the domain experts knowledgeable on different systems perform the integration with manually developed proprietary solutions. In this work, integration will be achieved through semantic interoperability solutions using ontologies and description logic reasoning to extent possible, where the implicit relationships between the concepts of different systems will be discovered automatically. 


The interoperability platform will be designed in a way that which will cover different layers of the interoperability stack. For technical layer message transport details will be given; for syntactic and semantic layer message contents will be semantically explicated and for the organizational layer business processes will be formally defined. The solution will be based the maximum extent possible on available existing civil or military standards in order to let the use of existing technology, and on commercial of the shelf (COTS) equipment in the design of the collaborating systems. With this capability, each nation should then evolve their existing and soon-to-be-implemented systems towards the common standards, thus progressively enhancing interoperability of C4ISa of coalition systems.


· Technical Layer Interoperability


In order to address the needs of complex and variable interoperability scenarios of a maritime surveillance system, the system will be extendable; any party will be able to join into collaboration in ad-hoc manner. At the bottom layer of the interoperability stack, this will be achieved through the adoption of a centralized approach by leveraging on Service Oriented Architecture (SOA). SOA model is assumed to cope with the requirements of complex and distributed environments characterized by a significant technological and managerial heterogeneity, as the one characterized by the maritime surveillance domain [4]. The system will address interoperability at the message transport layer through a common set of Web-service interfaces.  In the architecture, web services are used for the communication between the C4ISs for information exchange. Achieving the communication via web services facilitates platform independence for the collaborating parties. Furthermore, when the web service interfaces are described semantically, they become discoverable by any other system and ad-hoc communication can be established [5].


· Syntactic and Semantic Layer Interoperability


Lack of an agreed-upon common language is one of the main reasons for the fragmented state of the current surveillance systems and inadequate cooperation between parties. It will be possible to generate a harmonized information model to which different systems adhere to. Semantic Information Models provide a formal description of concepts, terms and relationships for specific knowledge domains, are the optimal enablers for systems to understand, acquire and integrate information more efficiently and intelligently [6]. Semantic web components such as Ontologies and Web Services are keys to realize the benefits that autonomous parties can bring towards achieving interoperability at the semantic level in a net-centric environment [7]. For this purpose, situational awareness ontology will be developed and situational awareness ontology and upper ontologies will be harmonized to form a common language to enable interoperability of maritime applications. In this way, the surveillance systems (or Command and Control (C2) Systems) can map their data model to Situational Awareness Ontology and the RECONSURVE interoperability framework can achieve the mediation among these Situational Awareness Ontology mapped data models automatically (or semi automatically).The RECONSURVE Interoperability Framework will perform semantic mediation of exchanged situational awareness and tactical data between C4ISs through this harmonized common denominator.


· Business Process Layer Interoperability 


Operational structural differences in process models of collaborating parties can cause inefficiencies and gaps during operations. For highly structured defence organizations that work with less structured organizations, this can represent a significant challenge [3]. Therefore, in order to organize communication among parties, the commonly used processes identified in the requirements analysis phase will be defined as machine processable processes by using the Web Services Choreography Description Language (WSCDL) [8] from the World Wide Web Consortium.


2.1 
Architecture


The research team focused its efforts on the development of architecture of a service-oriented C4I system with a situational awareness component by exploiting available standards and best practices. Initial design of the system architecture will be based on results of research initiative of the NATO RTO IST-075 research & technology group, which includes methodologies and guidelines for the conceptual construction of the Semantic Interoperability Logical Framework (SILF) [9].


The compliance to SILF guidelines will help to ensure implementation by all nations, and provide multinational joint and combined operations, the capability necessary to interoperate and communicate without the interoperability problems they are faced with today.


As an implementation of SILF, the RECONSURVE Semantic Interoperability Platform will be a middleware that performs interoperability in the communication medium although it is not a part of the communicating systems. It will be decoupled from any communicating systems. It will apply knowledge-based operations for mediation purposes via intercepting any communication.


2.1.1
Application of SILF Operational Workflow


In the RECONSURVE project, a national C4I system will be designed based on VATOZ®. VATOZ® is a Naval Command and Control System Software Product line developed by ASELSAN A.Ş.  It is a real-time, distributed and data-driven Naval Command and Control System Software Product line which can be deployed to Ship Combat Management Systems and Harbour Control Locations. However, currently it is a standalone system which has no external interfaces to cooperate with other organizations’ C4I systems. In order to enhance VATOZ® capabilities to let it inter-operate with other C4I or maritime surveillance systems, we will follow SILF main guideline steps [9]: 


I. Describe


The basic idea of SILF is to explicate any information that is to be exchanged via ontologies, and exploit the knowledge-based operations to improve interoperability. In order to semantically describe interfaces first of all, we need to identify information that are expected to be exposed and consumed by VATOZ®.  On the highest level we have envisioned six main message models that will be exchanged among collaborating parties. These are Track Sharing Messages, Track Coordination Management Messages, Mission Assignment Messages, Mission Plan Messages, Acknowledgement Messages, Operation Situation Messages and Operation Result Messages. The semantics of all of these message contents will be formally described via ontologies in a machine processable way.  The Web Ontology Language (OWL) is used for this purpose as the OWL is the most widely used knowledge representation language for authoring ontologies. It allows the description of a domain in terms of classes, their properties and the relations among the classes. Furthermore, the consortium has sound expertise on this language and OWL ontology tools [10], [11], [12]. 

However, OWL ontologies alone are sometimes not enough to properly capture the model of a domain [13]. Ontologies mostly handle terminological and hierarchical knowledge and need to be complemented by logical rules which states logical axioms, constraints and conditional assertions in a declarative way. The RECONSURVE will utilize capabilities of each semantic description model as its effectiveness has been shown in different applications [12], [14], [15]. Furthermore, as RECONSURVE will adopt profiling approach, we will also define actors, transactions, coded terms, business rules for functional interoperability. 


This step is an off-line step and will be realized for any independent system once when they decide to connect interoperability platform.


II. Refer


Common Ground (CG) acts as common references for the semantic descriptions of collaborating systems which are explicated at the “Describe” step.  Any concept found in semantic description of the independent system interface needs to be linked to the Common Ground in order to create the correct ontology mappings. These relationships are later used to find the similarities among the exchanged information models from different C4ISs.  In the RECONSURVE project we plan to utilize explicated version of JC3IEDM [16] as a domain ontology. JC3IEDM is a data model, which specifies the minimum set of data that needs to be exchanged in coalition or multinational operations. This is a widely utilized data model in the NATO community as it is, i.e. without semantic annotations. Another component of the CG will be the situational awareness ontology. The Situational Awareness Ontology will be accepted as a common language to enable interoperability of maritime applications within the scope of the RECONSURVE Project. As the Situational  Awareness Ontology will be used as the common language among the C2 Systems, the ontology needs to cover all of the information elements in the surveillance and command and control domain. Therefore, the well-accepted standards will constitute the base for the Situational Awareness Ontology. The standards included into the ontology are Joint Consultation, Command and Control Information Exchange Data Model (JC3IEDM), Open Geospatial Consortium’s Sensor Web Enablement (OGC-SWE), Automatic Identification System (AIS), OASIS Common Alerting Protocol (CAP). Furthermore, upper ontologies such as The Suggested Upper Merged Ontology [17], Open Cyc[18], or COSMO  are planned to be linked to the CG in order to cover the concepts that are not available in military domain models. These linkages will create a set of ontologies with an extended coverage. Thus, the interoperability platform will support civil or military applications and will let semantically define non-military theory, concepts, and relations. As a result, the concept gaps created by using a military standard (JC3IEDM) will be eliminated. 

As the data format, OWL is used. With supported tools it becomes possible to realize advance processing on the ontology thanks to OWL. For example, the above-mentioned standards have some overlapping concepts having similar structure. With Description Logics (DL) Reasoners – one of the tools to process the ontology – it is possible to identify these overlapping concepts automatically. This allows the elimination of the redundancy. This process is also called as ontology harmonization or ontology merging/alignment. One precondition to feed an ontology to Description Logics Reasoners is that the ontology should be in description logics level (i.e. it should be rich enough). Therefore, the Situational Awareness Ontology is designed to be at the OWL-DL level.


Furthermore, usually the standards define the common denominator data model in a domain at the international level and expect local extensions at the national level. Therefore, in this “Refer Phase” there will be gap between the ontologies defined for national C4IS system and CG. For this purpose, in addition to standards, CG can be extended via local data models. From Turkey side, some national forms and data models used by Turkish Coast Guards are also harmonized into the CG ontology.


The development process of the Situational Awareness Ontology is as follows and this iterative process is followed for each of the standard (or local data model) to be included:


· The OWL-DL model of the standard/local data model is created. This can be automatic if there is a machine processable data model such as XSD or ERWin (Entity Relationship for Windows) data model. Otherwise, manual authoring is necessary. 


· After that this ontology, together with the Situational Awareness Ontology, is fed into the description logics reasoner to identify possible inconsistencies or overlapping concepts. 


· If there is any inconsistency or overlapped concepts, they are handled automatically or semi-automatically.


· Re-run the above process until there is no inconsistency or new overlapping concepts. 


The current version of the ontology is available at http://www.srdc.com.tr/RECONSURVE/SAO/SituationalAwarenessOntology.owl

All of the standards, except JC3IEDM that provides its data model in ERWin format, provide their data model through XML Schema Definitions. In addition to that there is existing work on generating OWL ontologies from JC3IEDM and OGC-SWE standards. However, the CAP and AIS ontologies are developed from scratch. After that they are harmonized with Racer Pro Description Logics reasoner into single Situational Awareness Ontology. 

This second step will be an off-line step and this will also be realized for any independent system once when they decide to connect interoperability platform like “Describe” step.


III. Align


Align step discovers the similarities among semantic description of system interfaces according to both the semantic properties they share and the semantic equivalences established through reasoning. In this step, predefined rules that are available either defined during “Describe” phase or perhaps available within the CG are utilized, which will create a harmonized ontology. This harmonized ontology will provide a basis to relate and translate between the concepts.


The RECONSURVE will fuse both ontological and logical rules by controlling them in a procedural flow by first Description Logic reasoning then feed into Logical Program reasoning. This will create hybrid semantics.  The process is similar to the one described at “Refer Phase”, in which the concepts are aligned to create harmonized CG.

In one of our previous work in which semantic interoperability concept is applied to Collaborative Supply Chain Planning [12] ,we utilized Racer Pro 1.9.2 Beta the DL reasoner, and then the JESS Rule Engine in order to execute the heuristics to find additional relations. There is a converter among these engines which converts the OWL definitions to facts definitions which can be asserted to the rule engine, and then newly obtained fact definitions back to OWL class equivalences to be inserted to the Harmonized Ontology after rule engine execution. This methodology will also be adopted in the RECONSURVE approach. Both the output which is the form of an ontology, provided by ontological operations and harmonized ontology will be kept in the triple store as a reference repository.


This step will be realized off-line but it needs to be executed once for any partner with whom a communication will be realized.


IV. Transform


Finally, the equivalences discovered among communication interfaces of collaborating partners are used for generation of transformation files, which will realize the translation of information exchange instances. This step will utilize the reference repository as a base and convert ontological findings to transformation rules. Currently, we aim to define common information model with an XSD file and form transformation file from ontological findings with XSLT rules. 


This step will be on-line and the formation of transformation file will be realized once for any type of communication with any collaborating pair. However, the transformation will be executed any time if there is any information sharing.


3.0 Current Status and Future Approach


As a first step of building a support system to replace current fragmented maritime surveillance framework systems across the European Union (EU) we need to build an interoperable national system. For this purpose, we collaborate with Turkish Coast Guard Command in order to examine the concept of interoperability as it applies to cooperation amongst a mixture of national organizations and agencies, and possible multi-national cooperation. Through this examination we aimed to identify key issues that need to be understood and addressed.


The team analyzed the concept of their objectives, tasks and responsibilities at the maritime environment, as well as the definitions of their spatial organization and respective players. We studied their current operational environment. Analyzing statistics and tendencies of threats, risks, and illegal acts, we have identified critical operational cases. According to analysis we have decide to address interoperability requirements for search and rescue activities, environment protection, fisheries control, illegal smuggling, strategically important area protection and illegal immigration at sea use cases. These case studies are used to identify issues that need to be addressed and suggest ways in which these improvements might be realized. Thanks to this case study analysis we have identified interoperability requirements that will be exchanged among cooperating parties. 


For interoperability studies we will follow the approach as presented in Figure 1.
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Figure 1: RECONSURVE Interoperability Workflow.

Currently we are on the phase of identifying interoperability requirements. Later, we will define interoperability specifications by taking VATOZ® constraints and other assumptions related with the system into consideration. Then system design and implementation will be completed. After the system verification and validation phase, finally RECONSURVE Semantic Interoperability Platform will be ready.


4.0 CONCLUSION


Availability and easy access to a wide range of situational awareness data on the sea is the basis for strategic decision-making and effective collaboration. Within this regards, the RECONSURVE project aims to develop an interoperability platform in order to enable the exchange of situational awareness and tactical data between C4ISs and especially across other (non-)governmental (multi)national organizations.


This study presents an initial design of this semantic interoperability platform following the NATO IST-075 result of Semantic Interoperability Logical Framework guidelines. The SILF is adapted according to RECONSURVE project requirements and enhanced with the best practices and lessons learnt during our previous studies within this study.
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ABSTRACT


In this article we present evolution of object-oriented models used for gathering knowledge about tactical
situation. Short descriptions of ”OP-NET” network and ”TacticalEntity” models used in C2 Real-Time
domain are presented. Development of ”OP-NET” network integrating elements such as: radar systems,
CRCs, SAMOCs, airfields shows that modelling information domains is very needful in order to assure
proper information transfer without human errors.


Experiments conducted during R&D programmes for Ministry of Science and Higher Education 1,2


show us that our models allowed us to participate in semantic network experiments learning how to ex-
change information between systems from various domains.


1.0 INTRODUCTION


In the aspect of larger scale integration of systems the amount and complexity of information is increasing
considerably. The more systems are ”talking” with each other the more ”languages” they need to operate.
This is why knowledge gathering and formalisation aspect is so important during system design. During
development of OP-NET and SAMOC such process was carried and cognition was accumulated. Radar
data transmission using ASTERIX format, gathering position of weapon systems from MTF messages or
LINK communication shows that C2 system requires translation of information from several formats into
common knowledge/sense in order to perform C2 system duties such as decision support and increase
situation awareness (SA).


The second part of the article presents the concept of the integration approach that supports semantic
interoperability in wide spectrum of systems. The approach is based on experiences gained during develop-
ment of Polish C2 systems and the need of future ”systems of systems” integration in the context of NNEC
(NATO Network Enabled Capability) doctrine that covers different levels of command, different operational
domains - Air, Land and Maritime and different technological domains which are characterized by different
time constraints. The integration concept is presented together with experiments proving the applicability
of the solution.


1O R00 0050 06 (PBR 15-010) - Integracja systemów dowodzenia (2008-2010)
2PBZ-MNiSW-DBO-02/I/2007 - Zaawansowane metody i techniki tworzenia świadomosci sytuacyjnej w działaniach siecio-


centrycznych, (2007-2010).
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2.0 KNOWLEDGE GATHERING DURING ”OP-NET” AND SAMOC DEVELOPMENT


The Air C2 System “DUNAJ” is dedicated to the execution level of Air C2 and consists of four CRCs and
several SFPs. All data exchange is performed by Wide Area Network (WAN) called “OP-NET” which pro-
vides access to other AirC2 entities such as AOCC, SAMOC, WOC/SQOC. The automated Air Command
and Control System (C2) “DUNAJ“ is the backbone of Polish Air Defense System and it is developed as
dedicated computer network. ”OP-NET” Wide Area Network has been developed and deployed during the
development of the ”DUNAJ” system between 1997-2001 and is designed to provide connectivity between
various Air Defence elements on the area of Poland. Figure 1 presents ”OP-NET” network users and in the
same time building blocks: data sources(sensors), Command & Control control elements (C2), surveillance
elements, weapon systems.


The “OP-NET” WAN consists of set of nodes (called Autonomous WAN Nodes, AWN) connected by
means of data communication equipment. WAN covers all Polish territory. Each Autonomous Wan Node
(AWN) consists of IP router, LAN switch and computer having capabilities of protocol adaptation and
data filtering according to user defined criteria. In the WAN information from sensors, RAP and weapon
control information is available. Such composition of system parts provides capability to communicate
using INTERNET family protocols. Application of IP/MULTICAST/UDP transmission allows to access
each type of the information at each of the nodes of OP-NET network. The “OP-NET” WAN provides
also foundation for e-mail exchange and other collaboration services. Based on such architecture the whole
system possesses high reliability and backup capability.


Figure 1: Operational view of ”OP-NET” network environment for data exchange between tactical elements.


As mentioned earlier, ”OP-NET” is a IP based Wide Area Network providing infrastructure such as:
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data transport mechanisms, time synchronisation services, reliable group communication, system and net-
work management capabilities. WAN node within this network is an integrator of other elements and access
point for data exchange. Some general assumptions about WAN organisation are: all data sources are avail-
able in WAN environment; all data processing is conducted by C2 nodes that could be connected to any
node of WAN; decision making process is conducted in C2 nodes.


2.1 Integration of information from Real-Time domain and Non Real-Time domain


During the development of Polish SAMOC as the system developers we touched more worlds such as
LINK-11B, small scope of LINK-16 and several MTF messages (to name a few: COVREP, ATO, ACO) and
relevant orders/reports from Bi-MNC Reporting Directive Vol. III. Integration of information from various
sources in order to decrease operator workload is a challenge which brings profits such as increasing level
of Situational Awareness (SA) and decreasing probability of human mistake. Research on that area was
conducted and documented in [1] and [2].


3.0 KNOWLEDGE GATHERING DURING CREATING ”OP-NET” C2 COMPONENTS


During design of elements for weapon control such as Fire Units and SAMOC several models in UML [3]
has been created. Models were developed in Rational Rose tool using IDL plugin (see [4]). Later on those
models were integrated to be consistent and provide shared knowledge base for designers. In the ”OP-NET”
environment several implementation languages has been used such as: C++, Java and Python. Real-Time
CORBA implementation has been selected as the middle-ware together with SPREAD Reliable Group
Communication System [5]. In such environment CORBA IDL was selected as the common modelling
language for several implementation platforms, and therefore served as PIM. One of the important design
decisions worth mentioning is the choice of XDR (see [6]) as the PSM. XDR is used as a presentation
layer for messages transported over the Wide Area Network. Choice of XDR has been made as a common
denominator across several platforms such as QNX, MS Windows, UNIX. Tools translating IDL into XDR
and other formats were developed and are used in the process of software building.


ACOServices
<<CORBAModule>>


+ ACMAirspaceControlMean_t
+ ACMAirspaceShape_t
+ ACMAirspaceUsage_t


+ ACMType_t
+ ACOOrder_t
+ ACOServer_t


UtilityClasses


SSTOServices
<<CORBAModule>>


AppSpecific
<<CORBAModule>>


TacticalEntity
<<CORBAModule>>


PITC2Commons
<<CORBAModule>>


SAMSystemStatus
<<CORBAModule>>


+ IlluminatingRadarStatus_t
+ MissileInventory_t


+ SAMOperationalCapability_t
+ SAMReadinessStatus_t


+ SAMRtData_t
+ SAMStatusMessage_t


+ SAMStatusRep_t
+ SAMStatusServer_t


+ SIFIFFInterrogatorStatus_t
+ SurveilanceRadarStatus_t


AirfieldDescription
<<CORBAModule>>


AircraftDescription
<<CORBAModule>>


SAMFireUnitTypeDescription
<<CORBAModule>>


+ DestructionZone_t
+ FireUnitCapabilityServer_t


+ FireUnitProperties_t
+ FireUnitType_t


+ TargetHeightLevel_t
+ TargetSpeed_t


MEOServices
<<CORBAModule>>


MCRServices
<<CORBAModule>>


DL15OrbitDescr
<<CORBAModule>>


AircraftControl
<<CORBAModule>>


Figure 2: Package diagrams of ”OP-NET” UML model.
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Figure 2 presents ”OP-NET” UML package diagrams of model used further on during SAMOC devel-
opment. A good example of sharing knowledge/information is server which provides ACO information.


Later on as a result of R&D works the models were merged and re-engineered to became a ”OP-
NET” model representing knowledge in the area of surveillance, weapon control and partially of electronic
surveillance.


The idea of creating single consistent data model and data exchange rules was to allow creation of
well defined borders between ”OP-NET” world and for example LINK protocols. Generally speaking, this
process is carried on because knowledge about military data links is not only contained in the STANAGs
and ADatPs. Further on ”OP-NET” model was integrated even more and became known under the name
”TacticalEntity”.


GeoPosition_t
<<CORBATypedef>>


GeoCorridor_t
+ Width : unsigned long


<<CORBAStruct>>


GeoDatum_t
<<CORBATypedef>>


GeoEllipsoid_t
+ MinorAxis : unsigned long
+ MajorAxis : unsigned long


<<CORBAStruct>>


GeoLine_t
<<CORBAStruct>>


+Line


GeoCircle_t
+ RadiusBegin : unsigned long
+ RadiusEnd : unsigned long
+ AlphaBegin : double
+ AlphaEnd : double


<<CORBAStruct>>


GeoPolygon_t
<<CORBAStruct>>


GeoPoint_t
+ Latitude : double
+ Longitude : double
+ Height : double


<<CORBAStruct>>


+GeoDatum +Centre


1..n


+Vertexes


1..n


+Centre


1..n


+Vertexes


1..n


GeoOrbit
+ Width : unsigned long
+ OrbitAlignmentLeft : boolean


<<CORBAStruct>>


+FirstPoint


+SecondPoint


Figure 3: Example of ”OP-NET” Geometric Primitives


To present small a example of evolution we would like to show a limited part of the model as an
example of evolution between ”OP-NET” model and ”TacticalEntity” model. Figure 3 presents one of the
UML diagrams from the ”OP-NET” model. This diagram presents relations between geometric primitives
inside ”OP-NET” model. Our experiences from technical studies and technology demonstration performed
during ALTBMD ”Alliance Shield” consortium presented us that describing of object movement in 3D is
more demanding than describing of flying aircraft. Special attention needs to be paid to presentation of
velocity components. During analysis of literature [7],[8],[9] we found that ECEF ( Earth centred Earth
fixed) coordinate system used by rocket designers should be a good way to describe position of missile or
satellite during surveillance and engagement process. Another extension of target motion description is a
possibility of association of variance matrices for position, velocity and acceleration.


Representation of geometric primitives presented on figure 3 has of course the application in providing
data to humans but also to the system services providing more advanced aids than data presentation. As
an example we can mention TEWA module from SAMOC which takes data about ACO, air picture and
weapon capabilities (list of required data is not full) and provides the list of threat tracks to the operator and
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other system elements.


4.0 USING ”TACTICAL ENTITY” DATA MODEL IN EXPERIMENTS


Later on we would like to present experiments conducted in the Service Oriented Architecture world using
transport technologies such as Data Distribution Service. Subset of ”TacticalEntity” model was adopted to
the required scope of information share and implemented.


4.1 Short introduction into DDS as a flexible and efficient middle-ware layer


DDS is a technology that emerged from the need of building distributed real time systems. The interaction
architecture is based on publish – subscribe communication style, but the main advantage of DDS is QoS
mechanism which allows for precise and flexible performance configuration and states the contract between
subscriber and publisher, see [10]. Appropriate configuration of QoS helps in finding balance between reli-
ability, performance, resource control, modularity and scalability. DDS is a solution especially for dynamic,
distributed and heterogeneous real time environments and covers systems of different time constraints, from
soft to hard real time requirements. The other important feature of DDS is that combining it with the Model
Driven Engineering (MDE) approach allows for easy integration with RDBMS and other enterprise related
technologies such as Web Services.


5.0 TACTICAL SYSTEM DOMAIN IN THE VIEW OF NNEC


NATO Network Enabled Capability (NNEC) enhances the efficiency and effectiveness of the Alliance by
improving collaboration in an open and dynamic information environment. NNEC is based on the feder-
ation of various components of the operational environment in both the horizontal and vertical dimension.
The integration has to spread from the strategic/upper level of command down to the tactical level, weapons
and sensors. The issue is that the tactical level represents completely different characteristics and differ-
ent technology domain. At this level reliability and real time constraints play the crucial role. The next
important aspect of NNEC are joint force operations where the real challenge is to exchange information
between C2 systems in air domain and land/maritime domain which are characterized by completely differ-
ent dynamics. From technical point of view, the architecture paradigm which is accepted for NNEC is SOA
(Service Oriented Architecture) and Web Services, the most commonly used technology for implementa-
tion of the SOA principle, have been identified as a key enabling technology for the NNEC information
infrastructure. Web Services, due to their constraints finds really limited application in the implementation
of tactical systems.


6.0 ENTERPRISE AND REAL TIME DOMAIN INTEGRATION CONCEPT


The main idea of the concept is the combination of two architecture paradigms SOA and EDA (Event
Driven Architecture) which figure presents 4. Just as in NNEC, the general approach is based on enterprise
context and SOA paradigm. In the case of real time processing the primary approach is EDA. The core of
the architecture is RT Service Bus which plays the role of the service broker. The semantic interoperability
is ensured by MDE approach which is generally based on the transformation of PIM (Platform Independent
Mode) into proper PSMs (Platform Specific Model). This approach assures that the applications speak the
same language across different domains.


All enterprise and tactical domain services can offer their capabilities using Service Discovery. The
Semantic Service Description contains such meta-data as:


• name of the service,
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Figure 4: Multi-domain integration concept


• type of information,


• offered QoS,


• endpoint specification (the Internet address, file descriptor),


• protocol specification (type, version, etc.).


The role of Mediation Service is to compose service/data flows based on the offered and required capa-
bilities and running scenario/business process. The architecture allows for flexible integration of enterprise
applications using proper adapters to interface with real time domain. In tactical domain, applications can be
provided with the best data exchange option according to the scenario, physical deployment, infrastructure
constrains, etc.


7.0 GOAL AND COURSE OF THE EXPERIMENT


The aim of the experiment was to verify the concept described in section 6.0 in the context of joint forces
integration of Land Forces and Air Forces based on MDE approach in SOA environment.


The main technologies and tools used for the demonstrations are: DDS as the base for RT Service
Bus and UDDI for the semantic service description registry. The common data model is Tactical Entity
mentioned in previous chapters.


Two following adapters were developed:


• SZAFRAN/NFFI to DDS Tactical Entity, as reliable service (Windows, C#, Java)


• DUNAJ/ASTERIX (001, 147) to DDS Tactical Entity, as best effort service (Linux, C++, Java).


The idea of demonstrator for ASTERIX (and NFFI on the same basis) is depicted on figure 5. The
”DDSDomainMonitor” collects dynamically notifications about service providers (”RAPServiceAdapter”)
and register them accordingly in UDDI with all necessary meta-data. The enterprise application needs
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Figure 5: ASTERIX/RAP distribution service in multi-domain environment


proper plug-in (”DDSRapClient”) to consume data. In the demonstrator the RAP picture is transformed into
NVG (NATO Vector Graphics) format and presented in the BRITE environment used as COP (Common
Operation Picture). The result is visible on the BRITE display which is presented on the figure 6.


Figure 6: RAP visualisation in BRITE
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Figure 7 shows physical deployment of the components. OSPL is a DDS implementation infrastructure
that has been chosen for the demonstration. It is worth to mention here that the environment is based on
Windows and Linux platforms and many programming languages listed earlier in this section. It proves
heterogeneity of the solution in the aspect of technology.


Figure 7: Test environment deployment diagram


The development process contained the following steps of model transformation:


• Transformation of Tactical Entity PIM to PSM (DDS IDL), selection of Topic Key (corresponding to
DBMS primary key)


• Transformation of DDS IDL to Java/C++/C# stub classes (DDS automated tools)


• Semantic mapping, syntactic mapping (implementation of business logic)


During development stage the most problematic issues were mapping and optimization of PIM to DDS
capabilities and topic key selection and assignment. The real challenge for future development is automated
process of transformation between XML and non-XML data formats. The key technology which was
selected for the demonstrator turned out to be promising for future integration activities. The experiments
confirmed many advantages and flexibility of DDS but the relevant issue about this technology is that it is
new and still needs a lot of experimentation and testing.


8.0 CONCLUSIONS


In this article we presented evolution of object-oriented models used for gathering knowledge about tactical
situation. Both ”OP-NET” and ”TacticalEntity” were used in C2 Real-Time domain. Development of
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”OP-NET” integrating elements such as: radar systems, CRCs, SAMOCs, airfields showed that modelling
information domains is very needful in order to assure proper information transfer without human errors.


Working on multi-domain integration concept and demonstrator allowed us to participate in semantic
network experiments learning how to exchange information between systems from various domains which
is especially important in the view of future integration with higher level of command and NNEC. The
proposed concept widens spectrum of applications in the future military system integration.


The other important conclusion resulted mainly from many years of experience in tactical system engi-
neering and presented experiments is the issue of valid system architecture. Building the latter is a complex
process, system architects should have huge expertise in wide range of technologies, especially in the do-
main that system is built for. Proper design decisions at the stage of building architecture are crucial not
only for project success but also for the whole product life cycle. Wrong assumptions can lead to the sit-
uation where even after successful implementation of the full requested functionality, the usability of the
system is not satisfactory due to poor performance or frequent failures. The other important thing is possi-
ble future system integration or extension as well as maintenance costs. The area of special importance is
mission critical systems domain, where the main determinants are safety and human life, the consequences
of wrong architecture can have tragic consequences.
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Abstract

In this paper, we present an ontology-driven information extraction system for pre-analysis of military texts such as intelligence reports. We discuss the techniques used in this system, which are “Information Extraction” (IE), “Semantic Role Labeling” (SRL) and the application of different kinds of ontologies for knowledge representation. As a conclusion we show how a system that integrates all these techniques can be used in the process of automatic threat recognition.

Motivation

Information advantage is a key success factor for all types of military operations. If the commander has comprehensive information about her own forces, about the current situation of the enemy and about other relevant conditions, she can draw the correct conclusions and make more specific decisions in shorter time. However, time is not always a critical factor. Especially terrorist threats develop within longer periods of time from planning to execution. Information about these kinds of hostile operations often is hidden in a huge amount of sensor data, SIGINT data, HUMINT reports, and open sources. This huge amount of heterogeneous data can no longer be processed solely by human reconnaissance specialists. It has to be pre-processed by automatic means in order to reduce the number of items the human experts need to check [23].


In the ideal case, systems proactively lead the user to those pieces of information that are relevant for his specific problem and support him in his manual search. The user then can analyze this promising information to find the solution for his problem. Computational linguistics offers approaches that, when combined, allow a potent and precise tool for automatic text analysis and threat recognition. In particular, text analysis systems can be augmented by adding ontology modules. The automated solution of sophisticated problems requires a certain “intelligence” of the systems. A necessary requirement for this is knowledge that is machine-readable and processable. With the help of ontologies, it is possible to describe machine-readable and processable knowledge at semantic level, i.e. to model the meaning of the represented facts. Furthermore, the use of ontologies has several advantages: It allows sharing a common understanding about the information structure and a clear common definition of the data to be processed. It also enables interoperability in disparate system environments as well as machine-readability [25]. 


The paper is structured as follows: First, we will provide a short overview on ontologies in general. Then, we will discuss the process of information extraction and its processing steps. The final step of information extraction is semantic role labeling. In our system, semantic role labeling relies on knowledge represented in ontologies. Thus, we have divided our discussion of information extraction in two sections, the processing steps up to semantic role labeling and semantic role labeling itself. Information extraction calculates a formal representation of a test’s content. In addition to presenting the IE process, we also will show how its results can be used in automated threat recognition. This application also relies on knowledge. Interestingly, the same ontologies that support information extraction can be used to enable automated threat recognition.

Ontologies

According to Gruber [9], an ontology is an “explicit specification of a conceptualization” where conceptualization is defined as “an abstract, simplified view of the world that we wish to represent for some purpose”. Common knowledge often is taken granted by humans but nevertheless has to be represented so that a system can use it. In order to stress this point, Borst [6] modified the definition of Gruber, by adding the modifier “shared” to “conceptualization” and by substituting “explicit” by “formal” so that Borst proposes the definition: “An ontology is a formal specification of a shared conceptualization.” 


In contrast to philosophy where ontology is the science of being as such [19], the definitions by Gruber and Borst refer to “ontology” as used in information science. Here, ontologies usually consist of a defined basic vocabulary structured as taxonomy. This means that the terms refer to concepts and are put into a tree structure for which the structuring relation is the hyponymy relation “ISA” (= is a). This relation is chosen because it allows inheritance. From the implementation point of view, the concepts are classes. For example, there might be the class “car” in the ontology as subclass of “vehicle.” These classes might have instances denoting specific objects of the real world, specific cars in our case. Often, the instances are stored in a data base. In addition to the taxonomic structure, the classes are augmented with attributes as well as relations that hold among them. For example, the class “vehicle” might have attributes like “color” or “max speed” which are inherited to “vehicle’s” subclass “car”. An instance of class “car” then has a value for the attribute “color” which has to be a color denotation, e.g. “white”. Another example might be the relation “owner” by which for example instances of “vehicle” can be linked to instances of “organization” or “person”.

In the following, we will discuss the process of information extraction by which texts, written in natural languages like English, can be analyzed automatically. The final step of this process is semantic role labeling. We will show how ontologies support the step of semantic role labeling. Before that, however, we will take a look at those steps that precede semantic role labeling.


Information Extraction

For automatic information extraction (IE) we developed an application called MIETER (Military Information Extraction from Texts and their Electronic Representation) [10]. We use this application with the open-source tool GATE (A General Architecture for Text Engineering) provided by the University of Sheffield [2, 7]. GATE offers a toolbox to build IE processing pipelines. These pipelines can easily be customized according to one’s needs which is what we have done developing MIETER. 


An IE processing pipeline consists at least of the following processing modules: tokenizer, gazetteer, sentence splitter, part-of-speech tagger, named entity recognizer, and a chunker [3].


The tokenizer determines individual tokens of the text, i.e., single words, numbers, abbreviations, and punctuation marks. The gazetteer then compares the tokens to elements of several lists which contain names of various types such as person and organization names, names for countries, cities, rivers and the like. Tokens matching an element in one of the lists will be annotated with the respective type, e.g., the token “Kabul” might be tagged as type = location, subtype = city. Once the tokenization is done, sentences need to be determined by the sentence splitter. Next, the part-of-speech tagger (POS tagger) assigns the word tokens their respective syntactic categories (e.g., for “the patrol stops”, “the” has to be tagged as determiner, “patrol” as noun and “stops” as verb). On the basis of the annotations produced, the recognizer for named entities and the chunker identify the constituents within the sentences. The recognizer for named entities combines elements annotated by the gazetteer. For example, for the sequence “Dr. Mohammed el-Baradei”, the recognizer will annotate the whole sequence with the tags person and noun phrase according to its rules. The chunker operates on the tags provided by the POS tagger and by the recognizer for named entities. For example, in “The patrol moves towards the airport”, “the” was previously labeled determiner and “patrol” as well as “airport” were labeled noun. The chunker recognizes a sequence of a determiner and a noun as noun phrase. So “the patrol” and “the airport” are annotated noun phrase. In addition, “towards” is labeled preposition. A preposition followed by a noun phrase, like “towards the airport”, constitutes a prepositional phrase.


Semantic Role Labeling

The module for semantic role labeling (SRL) is attached at the end of the IE pipeline to assign semantic roles to the constituents calculated in the preceding processing steps. In our example, SRL will assign theme to “the patrol” and direction to “towards the airport”. SRL starts by identifying the verb group within each sentence and the main verb within the verb group. For example, in the verb group “had been sold” the main verb is “sell”. That verb is stored and looked up in a specific verb ontology we developed for this process.  This ontology provides information about verbs, among it their semantic frames. Semantic frames, originating from Fillmore’s case grammar [8], tell us which semantic roles come with the verb in question and which of these roles are mandatory, optional or forbidden. For example, a verb that denotes an action that involves a movement, such as “move”, “advance” or “withdraw”, is compatible with the spatial semantic roles origin, path and destination or direction (e.g., The company advanced from Dowdall’s Tavern via the Orange Turnpike towards Chancellorsville”). Thus origin, path, direction and destination are in the frames of “move”, “advance” and “withdraw”. 


The verb ontology is a specific module of our system. Often, ontologies refer to object terms only in order to represent knowledge. For example, we explained the structure of an ontology by referring to the concepts of “car” and “vehicle” above. However, not only object terms can be put in an ontology but also action and event terms which are verbs. Although it is not as for object terms, verbs also can be taxonomized. For example, “buy” and “steal” denote actions that can be subsumed under “procure” actions. 


We created our verb ontology based on FrameNet [1, 17] and VerbNet [5]. The construction was also influenced by the work of Helbig [13], Levin [16], and Sowa [24]. As a verb ontology has to focus on situations, events, and actions, the verbs in the ontology are classified into those that refer to dynamic situations and those that refer to static situations. The former class is divided in those verbs that refer to actions and those that refer to events. Action verbs demand an agent (“an active animate entity that voluntarily initiates an action” [24, p. 508]). The action verbs are divided into many classes, among them cognition verbs (e.g., “consider”), exchange verbs (e.g., “receive”) and motion verbs (e.g., “advance”). 


As already mentioned, the information stored in the verb ontology is first and foremost information about its frame and thus about semantic roles. It is stored which role a verb demands, allows, and forbids. Actions belonging to the same class share the semantic roles they demand and allow [20]. Figure 1 presents a snapshot of our verb ontology as written in Protégé [4].
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Figure 1: This snippet from a Protégé screen shows 
the semantic properties of the verb “advance”.

In addition to providing the verbs’ frames, the verb ontology also represents knowledge on semantic constraints [8]. The ontology contains statements about which kind of object might fill out a specific role. For example, for the verb “to speak” it is represented that the noun phrase that fills the agent role of speaking has to be a person. In order to get results from this kind of knowledge (semantic constraints), another ontology is needed. This second ontology has to be an object ontology that stores knowledge about the objects of the domain the texts are about. E.g., the object ontology might represent that “Noam Chomsky” denotes a person, and “Oslo” denotes a city. Thus, “Noam Chomsky” but not “Oslo” complies with the constraint for the agent of a speaking action.


In the process of semantic role labeling, we look up the main verb of the sentence in the verb ontology and receive its frame. Then, SRL uses syntactic information (particularly word order information), lexical information (e.g., from prepositions – the “from” in “from Dowdall’s Tavern” points to the spatial role origin whereas the “via” in “via the Orange Turnpike” indicates the spatial role path) and information about semantic constraints to fill each frame by assigning constituents from the respective sentence to that frame. The semantic constraints are of course taken from the verb ontology. Figure 2 shows the assignment of roles to the constituents of the sentence “On Thursday, at 15:19h, Aeroflot flight number AFL212 caused a serious aircraft incident at Oslo Airport Gardermoen (ENGM)”.
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Figure 2: Example for the result of the SRL process.

The task to make the ontology available as a resource for the semantic role labeling in our system is assigned to the module called “Frame Slot Creator”. This module takes the main verb and sends it to an Ontology Web Service. That service acts as an interface to the ontology. It returns the corresponding semantic frame for each verb requested. The Frame Slot Creator then transforms the frame into a corresponding matrix of attribute-value pairs. The semantic roles of the frame serve as attributes. The values of these attributes have to be the constituents of the respective sentence. The filling of the slots is done by a module called “Frame Slot Filler” using – as already mentioned – syntactic information, lexical information and the semantic constraints the ontology provides for appropriate filling. The important aspect from the implementation point of view is that the result of the semantic role labeling is a formal representation of the sentences as attribute value matrices. These matrices can be used in applications such as automatic threat recognition (cf. next section) where they are matched against pre-defined other matrices. Figure 3 shows the attribute value matrix for the sentence “The crew used the latest edition of the Jeppesen map of Oslo Airport Gardermoen” whereas figure 4 presents the architecture of our system.
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Figure 3: Attribute-value matrix for the semantic roles of the sentence.
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Figure 4: The figure shows the system’s architecture.

Application: Automatic Threat Recognition

The result of the IE process and the SRL is a formal representation of all sentences contained in the text as attribute-value matrices. This leaves the question open as to how such a formal representation might help in an application such as automatic threat recognition. In order to answer this question, let us assume, for example, that a person X is known to be a member of organization Y that carries out terrorist attacks. Under keyword spotting, searching for X or Y, the appearance of X or Y in a text will result in adding that text to the list of texts that might be of interest. All the texts of that list must be checked by the human expert. However, in pure keyword spotting false hits are not unlikely. For example, if the expert is looking for threats, a report that mentions that X has visited his mother is unlikely to indicate a threat. However, if a report tells us that X bought lots of items necessary for IED construction, then that report indicates threat. If the reports in question are represented formally, i.e., with their constituents annotated by semantic roles, threat indicators no longer need to be simple keywords but can be constructed so that they match precisely the hints for threats that the human experts would like to know about. The first step in order to realize this approach is an indicator editor. By this tool the human expert can express explicit hints against which the formal representations of texts, i.e., their attribute value matrices can be matched.

In our indicator editor module, the expert can choose a verb as base to express the hint in question. The Ontology Web Service then provides the verb’s frame together with those restrictions which are already determined by the ontology. The expert then can narrow these restrictions further. For example, if the expert had chosen “procure” in order to construct a hint saying that someone procures fertilizer which indicates to bomb construction, he can narrow the procure’s attribute value pair “theme: ConcreteObject” to “theme: Fertilizer”. A snapshot of the respective field of our indicator editor in which that narrowing already had been carried out is shown in figure 5. In a second step, the expert might narrow the agent to a person that is supposed to be hostile.


If then reports analyzed by our information extraction process are matched against the “bomb construction” indicator that includes the “hostile person procures fertilizer” trigger the automatic threat recognizer tries to match the analyzed sentences against that trigger. If for example, one of the texts contains the sentence “During the afternoon, E.T. Ash-Ripley bought 100 kg fertilizer at Brandywine Fox Farming Supplies” three things are checked. First, it is checked – in the verb ontology – whether “buy” denotes a procure action. Second, it is checked whether the theme of that action (that what is bought) is fertilizer. Third, it is checked whether “E.T. Ash-Ripley” denotes a person and if that person – according to the object ontology or to be more precise according to its database of instances of type person – is considered hostile. If all these checks are positive, the trigger fires which will lead to further processing within the automatic threat recognition. 


In sum, using our methodology to annotate texts like reports with semantic labels like semantic roles allows for focused and ontology supported content checks. These checks form a new and sustainable basis for applications like automatic threat processing.
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Figure 5: A snippet from the Indicator Editor.

Conclusion

In this paper, we have presented an ontology-driven information extraction system for pre-analysis of military texts such as reports written in natural language. The method uses “Information Extraction” (IE), “Semantic Role Labeling” (SRL) and different kinds of ontologies for knowledge representation. We explained how Information Extraction and Semantic Role Labeling can be enhanced by ontologies. In order to enhance the SRL process, we built a verb ontology that categorizes verbs in classes and represents the knowledge about their frames. The verbs and frames we consider are taken from the HUMINT domain. The frame information attached to a verb constrains the semantic roles that can be assigned to the sentence’s constituents. In conclusion, the ontology protects us from making false assumptions and form assigning a role to the frame that its verb forbids. The second ontology we have built is the object ontology. It stores knowledge about the objects of the domain the texts are about. 


The presented method for report analysis can be a component of larger systems, e.g. machine translation systems that translate reports into all those languages that are under use in a complex combined operation or systems for analysis large amounts of reports under specific questions. In this paper, we have sketched how the report analysis component operates in such a system, a system for automatic threat recognition.
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Abstract


There is a well understood requirement for semantic interoperability within NATO and an emerging strategy to address it. One of the strategy’s key components – the ‘semantic description’ – requires further clarification. What is less well recognised is that this ‘semantic description’ can also be viewed as a component of a wider strategic requirement for semantic modernisation. This paper describes how the semantic modernisation techniques of layering and harvesting provide a strong foundation for the production of semantic descriptions. It describes two projects that illustrate how these techniques are being used to do this. Finally, it reflects upon how this could help to refine the current NATO NEC (NNEC) semantic interoperability strategy.

1.0
Introduction


It is well understood that the semantic interoperability requirement identified for Network Enabled Capability (NEC) by NATO and its member nations is an example of the general issue of lack of semantic interoperability currently affecting information systems: “This is entirely aligned with the lately recognized fact that semantic understanding and interoperability is a key challenge for organizations and their systems to successfully and competitively provide their services.”


NATO has been developing a strategy to provide semantic interoperability: “The proposed solution to this challenge … is utilising formal representations of semantics (meaning) through ontologies in order to exchange not only the information, but also its meaning and intent.”
 A key element in the strategy – the semantic description – has been identified, but the details of what this is and how it will be produced requires further work: “… semantic descriptions of systems can be obtained or created in some way.”


What is not so well recognised is that this key requirement for a semantic description can also be viewed as a component of a wider strategic requirement for application and semantic modernisation. And that the techniques of semantic modernisation – including layering and harvesting – provide a mechanism for the production of semantic descriptions. Recognising this will provide NATO with an opportunity to refine its strategy for semantic interoperability and aligning it with nations’ emerging semantic modernisation strategies.


This paper aims to provide a picture of the strategic global requirement for semantic modernisation, and describe how this is based upon semantic layering and can involve semantic harvesting. It explains how this relates to semantic interoperability, in particular how layering and harvesting provide a foundation for the production of a system’s ‘semantic description’. It illustrates this with examples from a couple of current projects. Finally it reflects upon how this could help to refine the current NATO NEC (NNEC) semantic interoperability strategy.


2.0
Background

NATO Semantic Interoperability Logical Framework (SILF) Background


NATO adopts a reasonably standard notion of semantic interoperability – “the ability of two or more computerized systems to exchange information for a specific task and have the meaning of that information accurately and automatically interpreted by the receiving system, in light of the task to be performed.” It has developed the SILF as part of its strategy to enable semantic interoperability. The SILF architecture clearly identifies a ‘Semantic Description’ and distinguishes it from the ‘Existing System’ – which is described as: 

“… we describe them briefly nonetheless since they are central to any application of SILF. A semantic description specifies, among other things, the permitted syntactic message structure as well as the intended message meaning (via references to ontologies). However, we note that SILF will derive the intended meaning not only using the semantic descriptions, but also using common concepts in the CG [Common Ground]. In addition, so called "Terms of interest” are used by SILF when deriving the intended meaning.”


The SILF architecture for a single message is shown in Figure 1.
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Figure 1: An overall view of SILF


The overall SILF architecture, where multiple systems exchange multiple messages, looks more like Figure 2. Both figures show the structure at a point in time, they do not show systems joining and leaving the SILF over time.
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Figure 2: Overall SILF Architecture


As both figures make clear, the semantic descriptions are a key component of the SILF as they, along with the Common Ground (which provides “common references for the semantic descriptions supplied by independent systems”), are the basis for ensuring semantic interoperability. However, there are typically no descriptions for the ‘existing systems’ that need to interoperate and so they will need to be created. NATO’s strategy is “[The basic idea of SILF is] to insist on having a semantic description of all of the information to be exchanged.” And a key assumption (and precondition) for the SILF architecture is: 


“… that semantic descriptions of systems can be obtained or created in some way. These descriptions can more or less automatically be (partly) derived from the systems, but in order to achieve the necessary quality of the descriptions the process normally requires human intervention.”


What is in need of clarification or development is a more detailed explanation of what the semantic descriptions are and how they are ‘obtained’. This becomes critical if the assumption that these semantic descriptions can be automatically (or even partly automatically) derived from the systems turns out to be optimistic. Unless there is a feasible solution, then the strategy is not implementable. What this paper aims to do is provide one feasible solution and, in the process, identify some of the challenges any such solution will face.


Application Modernisation Background


Many of the domains that can be automated, have been automated, usually more than once. This is reflected in the nature of current work; more developments are brownfield than greenfield, more time is spent on maintenance and less on development. Software is also aging. Unlike 25 years ago, most large organisations, in defence and elsewhere, now have in their software inventories applications that are 15, 25 years old or older; one consequence of this is that more and more programmers work on systems that are older than them. These are all signs of the maturing of the industry. 


As noted above, the SILF architecture takes a view at a point in time. However, the systems it aims to integrate will change over time. Once the systems are built, they do not last forever; there eventually comes a time that they need renewing, or retiring. There are various drivers for this. Internally, there is tendency for systems in general to degenerate. Classic examples are scientific theories, where the renewal is called a paradigm shift (Kuhn [5]); applications systems are systems and suffer the same kind of degeneration. Externally, the environment changes; new technologies emerge and business drivers change. Eventually, the system needs to be retired or renewed. There are various forms this renewal can take; including merging and separation of applications (as shown in Figure 3). These renewals are, from a semantic modernisation perspective, key intervention points.
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Figure 3: Patterns of Renewal

Managers are learning how they need to adjust their priorities to reflect this maturity. One area of current concern is the risk and cost associated with renewing applications. A belief is growing that these can be mitigated by shifting from a “From Scratch Development” mind set (more suitable for a greenfield situation) towards a “Phased Component Reuse” mind set, which, in this context, is often described as ‘Application Modernisation’. What this involves is:

· Replacing a “throwaway” attitude with a “reuse” attitude, and

· Shifting from an “all or nothing / go for broke” approach to a phased, componentised deployment approach.

The aim is to enable lower risks, higher returns, improved quality and faster delivery.

3.0 Modernisation, Re-use and Layers 


One important key to a successful modernisation is identifying what can and should be migrated from the old system to the new system; what historic investment can and should be harvested from the old system. It is worth noting that one harvests the whole life investment, including both development and operational investment. Operational use is often seen as an irrecoverable sunk cost not an investment; however it provides by far the best test of a system and when this trustworthiness can be harvested in a suitable modernisation project, it becomes a long term investment.


Application Modernisation Maturity


In the spirit of re-use and phased delivery, application modernisation projects typically face two challenges:


· clearly separating the areas that require transformation from those that can be re-used, and 


· developing a process for modernisation of the separated areas, typically one that reduces cost by maximising its automation. 


Where application modernisation techniques are firmly established, these challenges tend to have been met. Examples are the modernisation of hardware and operating systems. These layers tend to be clearly separated both from each other and from other layers. Suppliers into these explicit layers typically ensure that applications that use their product can be ported (modernised) to later versions in the same family. For example, migrating from one Windows version to another is reasonably well supported.


In other areas, modernisation techniques are less firmly established. An example is programming languages. These have been clearly separated but while it is feasible to translate (transform) between languages, the results are not always effective. For example, the automated translation of procedural COBOL to object-oriented JAVA typically results in what is described as JOBOL – a procedural Cobol-looking Java system. If an object-oriented language programming style is required, then, with current technologies, the code needs to be manually re-engineered. It is an open question whether there are algorithms that can adequately automate this process. 


Application Development Stage Layers


One area where application modernisation strategies are immature is above the programming language (or database) layer and there are opportunities for improvement. The challenge of working out where the application can be profitably separated into re-use and transformation layers as well as the processes for modernising these layers is being addressed.

An important stratification into layers, one familiar to application developers, is based upon separation of these three concerns:

1. Domain 

2. Computation


3. Technology 

Here the latter concerns build upon, and so are dependent upon, the prior concerns (as shown in Figure 4).
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Figure 4: Application Layers – Dependencies

This stratification is often used to separate development into stages – as shown in Figure 5. A well-known example is the Object Management Group’s Model Driven Architecture (MDA), where the layers are called the Computationally Independent Model (CIM), the Platform Independent Model (PIM) and the Platform Specific Model (PSM).
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Figure 5: Development Stages

Indeed MDA can be seen to include a kind of application modernisation strategy. The intention is for the models to be independently re-used. For example, a computation model could be implemented using one technology model and then at a later date re-used for an implementation using a different, more modern technology model – as shown graphically in Figure 6.
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Figure 6: Re-used Models


The Semantic Layer


If one looks at the three layers in terms of whether the subject of the models is the domain or the system, then the three layers collapse into two; a semantic and a system layer
 – as shown in Figure 7.
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Figure 7: Application Layers – Collapsing the Three Layer View Into Two Layers


This highlights a key feature. The framework provides both a clear foundation for understanding what the semantics is and how to manage it separately from other concerns. To understand this, we need to clarify the meaning of semantics.


While linguists often use semantics in the broad-brush sense of ‘meaning’, philosophers often prefer the more exact sense of ‘the relationship between words and objects’
. In the case of application systems, this becomes a relationship between the system and its domain: and in the case of domain models, a relationship between the model and the domain. This makes it clear what an explanation of meaning (in this context) needs to be: it needs to provide an explanation of what the relation is between the domain model and the domain – with a simple reference relation being a favourite candidate; though this may also require a commitment to some kind of top ontology, to make clear what is being referred to. This in turn gives a much clearer explanation of what a ‘semantic description’ is – it is a model of the domain. And, if one is working within this framework, it is built as the first stage of application development. 

The ideas behind this approach are not new within the application development community. One can see their roots as far back as George Mealy’s 1967 ‘Another look at data’ [7] and Bill Kent’s 1978 ‘Data and Reality’ [4] – and then their subsequent incorporation into standards (for example, Griethuysen [3]). However, to date the implementation of the approach has been more successful at the two system layers than at the semantic layer. The demands of semantic modernisation and interoperability are creating a pressure to change this.

Opportunities for Semantic Modernisation 


The opportunities for cost savings and quality improvement come from re-use; the opportunities for improving business performance and agility come from transformation. Semantic modernisation offers both kinds of opportunities. 


Many domains are reasonably stable, and so the domain models are not volatile. This makes them prime candidates for re-use. Furthermore, once the domain models are established, they are quality assured and improved through operational use and this investment can be re-used in subsequent modernisation projects. In a “From Scratch Development” approach, the models need to be re-built during each new development and this opportunity for re-use is missed. Hence, over time semantic modernisation can provide significant cost savings and quality improvement.


Where there are changes in the domain, the existence of a semantic layer enables the transformations to be addressed at the right level.


4.0 semantic Harvesting 


When planning a renewal of an existing system, one hurdle facing most such projects is that the existing system does not have an explicit semantic layer. To enable semantic modernisation downstream, the layer needs to be constructed. As noted earlier, adopting a “From Scratch Development” approach to building this layer is risky and expensive, and also misses the opportunity to salvage investment in the semantics of the existing system. A more appropriate approach is to harvest the implicit semantics from the existing system and re-use this; ontologically based techniques for doing this are emerging [8, 9]. 


Taking advantage of semantic harvesting

Semantic harvesting also enables non-invasive semantic modernisation approaches in systems with no explicit semantic layer. One example is Enterprise Application Integration (EAI), an architectural approach to integrating systems. Where systems have no explicit semantic layer there is a strong case for mapping between applications at the technology data level – typically the data structures of the implemented interface. However, semantic harvesting exposes the semantics of the existing system making it available for re-use. This allows the integration to be managed at the semantic level. NATO’s SILF architecture is an EAI architecture which aims to work at the semantic level. Semantic harvesting can provide the semantic input it requires.


Transformation through the layers 


One of the reasons for working at the semantic layer is that this gives a clean picture of the semantics. As the development moves from one layer to the next, additional concerns are taken into account and the structure of the model is transformed. So the structure of the computation and technology layers is not a good reflection of the semantics, and when working at these layers one is often only working indirectly with the underlying semantics.


Much work on MDA focuses on the management of this transformation (see, for example [2]). One often under-appreciated task the semantic harvesting faces is the unwinding of these transformations. Here the ontological concerns play an important role as they help to reveal the underlying implicit semantics.


Consider the simple example in Figure 8. 
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Figure 8: An example ‘Person Data Model’

This shows that the ‘person’ data entity has relationship to a ‘person place of birth’ data entity and a ‘person birth date’ data entity. Analysis of the domain quickly reveals that these two entities are implicitly linked by the person’s birth event. The birth event occurs to the person at that place at that time – this is shown graphically in Figure 9. This structure explains why the birth place needs to exist on the birth date – so, for example, a birth date before 2006 (but after 1922) and a birth place of the country Montenegro would be inconsistent – as Montenegro did not exist at that time. Algorithmically one could construct a rule that mimics this constraint, but the explicit introduction of a birth event has an explanatory power that the rule does not. 
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Figure 9: Person Space-Time Map – showing birth event

From this, one can construct a model that shows the birth event and its straightforward connection to the place and time it occurred – the result is shown in the top half ‘information model’ of Figure 10. If we compare this with the data model (as Figure 10 does) we can reconstruct the forward transformation from the information model to the final data structure. 
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Figure 10: Reconstructed Forward Transformation

This is a reconstruction, as the original production of the data model was not layered. The reconstruction separates the layers and makes it easier to review the concerns (such as performance and memory) that influenced the choice of transformation.  It also reveals how the transformation has altered the structure in ways, which, even in this simple case, can be significant.

This example also illustrates how the nature of the analysis makes it difficult to completely automate it. It is unclear what kind of algorithm could unearth the ‘birth event’ from the data model. However, it is possible to develop support tools for the analysis and we have done this. Or experience leads us to believe that, given current technology, this kind of analysis is at best a semi-automated process.


EXAMPLE PROJECT: Semantic layering

BORO Solutions and QinetiQ are currently engaged in a project instigated by the UK Royal Navy whose goal is to provide a framework for assessing the ‘goodness’ of a semantic (information) model. This is one of the initial steps towards a long term goal: “…to develop an enduring RN Combat System ‘information model’.” Where the information model “can be flowed to equipment developers and shared with other services and nations, to avoid misinterpretation and misunderstandings in the meaning of exchanged tactical information.”

The project aims to characterise what:


· a model of the semantic layer of a combat system is, and 


· a good model needs to contain


Based upon this characterisation, the project is producing a broad-brush, simple method for assessing the level of 'goodness' of an information model that can be deployed across the candidate RN Combat Systems information models and used to guide their development. A sample of combat system models with varying claims to be information models are being looked at by the project. As well as being used to test run the method, they are being used to identify the areas where improvements are typically required.


The work is currently in progress, but some key features have emerged.


· There seems to be an endemic problem in the modelling community of distinguishing between the represented and the representation – between the domain and the system
. Hence, there is a requirement to develop a process that distinguishes between them – and can identify where they have not been distinguished.


· There seems to be a bias in modelling towards only representing what is included in the final implementation. This not only prejudges, to some extent, how the requirements are to be implemented, it also is a bias towards one of the two types of stakeholder (human and machine). This suggests that a requirement to ensure the needs of both types of stakeholder are recognised and balanced is important.


A number of simple straightforward checks are emerging from the analysis. Here are three examples:


1. Check that the model has a clear top ontology with ontological categories and their criterion of identity. This is a stronger requirement that a meta-model, which often only provides the categories of representation – not the represented.

2. Check that model supports general foundation patterns. These should include super-sub-type, type-instance and whole-part patterns. It is important to check that these patterns are not constrained. For example, a common constraint on super-sub-type is restricting the cardinality of super-types to one – also known as single inheritance. A common constraint on type-instance is not allowing types to be instances of other types – also known as non-higher-order types. Many of these constraints reflect the structure of the proposed implementation language. It is, of course, inappropriate to import these constraints to the semantic layer. Domain constraints need to be justified in terms of the structure of the domain.

3. Check that the model has a good, complete, taxonomic structure. One easy review is looking at how many top objects – and how many singleton hierarchies – there are. While the final implementation language might not require the full taxonomic structure, the human stakeholders find it invaluable for common understanding.


These checks have been used to assess a sample of combat systems and also to identify improvements. Initial work has started on actioning the improvements in one of the selected models
. To date this has involved stitching a top ontology and foundation patterns into the model and filling in some gaps in the taxonomic structure. 

EXAMPLE PROJECT: Semantic harvesting


Another related project BORO Solutions and QinetiQ are currently engaged in has a goal of demonstrating the feasibility of harvesting the semantics from existing systems where there is no explicit semantic layer into a separate semantic / information model. The project is initially looking at the combat system highway on Type 23 frigates with a view to harvesting the semantics of the interfaces. The harvesting uses the BORO method described in [8, 9] a key feature of which is the use of operational data from the systems along with the specifications. This ensures that actual practice that has not been recorded in the specifications is captured, which helps to raise the quality of the final model.

The intended goals of this stage are to demonstrate clearly:

· what an information model of this domain would look like, 


· that the information model can be re-used across a number of systems in the domain, and


· that an information model can be harvested from the existing systems, despite their lack of  a semantic layer – and indeed, much formal documentation.


The project has produced initial models using selected specifications, which begin to show what an information model of this domain would look like. This will become clearer as additional specifications are included in scope. There is a close relationship between this and the previous project. The harvesting processes have been designed to extract a ‘good’ semantic / information model. The checks identified in the previous project provide an on-going quality assurance mechanism that the harvesting is functioning well. Furthermore, the extracted model from this project provides a useful example of a ‘good’ semantic / information model for the previous project.


It is planned that later stages of the project will look at the semantics of other combat systems in the domain to establish the level of overlap. The current belief is that there is significant overlap, but without the explicit semantics, this is difficult to confirm rigorously. If this is confirmed, it will indicate that there is a substantial opportunity for re-using the semantics across both existing and systems in this domain; in other words, that there is a substantial core of the common information model that applies across systems in this domain.


Once the project is complete, it should have clearly established that the semantics can be harvested from existing combat systems where there is currently no explicit semantic layer. 

Refining the current NNEC semantic interoperability strategy

The work done here provides two (related) opportunities to refine the current NNEC strategy:


· an opportunity to provide a more rigorous explanation of, and means of production for, the ‘semantic description’, and


· an opportunity to align with and influence member nations’ long term application / semantic modernisation strategies.


As noted earlier, the NNEC strategy needs to provide a sufficiently detailed description of what a ‘semantic description’ is, how it is produced and how it guarantees semantic interoperability before it can be implemented completely. The current work on semantic layering and harvesting can be regarded both as a potential solution to this requirement and as raising some useful questions about what the ‘semantic description’ is – questions such as:


· How does the application modernisation semantic layer model align with the requirements for the SILF’s ‘semantic description’?

· Are there significant differences?


· Should a good ‘semantic description’ have similar characteristics to a good semantic / information model?


· For example: Should the ‘semantic description’ reflect a clear distinction between the represented and the representation? And, if so, how should this be checked?


· In the case of semantic modernisation of existing systems without a semantic layer, there is a clear requirement for semantic harvesting. Does the SILF’s ‘semantic description’ architectural component imply a similar requirement?


As also noted earlier, the current SILF architecture reflects an understandable short term, parochial NATO perspective on the systems that need to be integrated. Expanding the perspective to include a long term view of the member nations’ systems and their evolution, will allow the current semantic interoperability strategy to be aligned with and influence application and semantic modernisation strategies. The general need for something like this seems to have been already accepted: “This consensus should include how ontologies are to be used in the lifecycle of information systems and what implementation strategy to follow.”


These two opportunities for refinement are closely related, so boundary issues will arise. For example, the framework will need to establish the relationship between semantic harvesting for application modernisation and for semantic interoperability within the SILF.
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� Section 2.2 - Ontology Utilization – in [1]



� Section 1 - Executive Summary – in [1]



� Section 3.4.1 - Assumptions and Preconditions – in [1]



� Section 3.4.2 – Brief description of SILF and its main components – in [1]



� Section 3.4.1 – Assumptions and Preconditions – in [1]



� NATO [1] talks about a similar divide - Section 2.3 - Levels of Interoperability “Everything below a certain level, the semantic level, is about physical connectivity, data exchange, message exchange, common protocols, etc. At the semantic level, the models introduce common reference models based on common ontologies, i.e., the meaning of the exchanged data is unambiguously described.”



� As Nelson Goodman put it in the Introduction to Quine’s lectures published as Roots of Reference – “… an important relation of words to objects – or better – of words to other objects, some of which are not words – or even better, of objects some of which are words to objects some of which are not words.”



� This is a wider problem, for example in philosophy of logic it has been called ‘use-mention confusion’ - see: W.V. Quine (1940) Mathematical Logic, §4 Use versus mention, pp.23-5



� The Modular Open System Architecture (MOSA) based Combat System Architecture Model.



� Section 2.1 – Introduction – in  [1]
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Abstract 


The use of ontologies can facilitate many processes in C4I systems. They can be used to provide unambiguous description of data sent among systems as well as automate realization of services in dynamic NEC environment. The use of ontologies has been also proposed in the area of mobile computing, where the ability to react to dynamic changes of the environment with minimal human intervention is a fundamental requirement. A common element in the architecture of ubiquitous applications is a proxy, an element in charge of executing a number of content adaptations on behalf of one or several client applications running on mobile devices. These adaptations are triggered by specific conditions involving the mobile devices on which the applications execute. This article describes proposal of the semantic model for context – aware service provision in disadvantaged environment that is used to dynamically select adaptation actions performed on SOAP messages flowing from the service to the client entity.


1.0
introduction


Modern coalition operations are conducted in a dynamic environment, usually with unanticipated partners and irregular adversaries. In order to act successfully they need technical support that gives modularity and flexibility in connecting heterogeneous systems of cooperating allies. To support such co-operation in the NATO community, the Service Oriented Architectures (SOAs) [1] are recommended as the crucial Network Enabled Capability (NEC) enabler [2-4]. 


The most mature implementation of SOA, recommended by NATO and widely applied in the commercial sector, are Web Services (WS) [5]. WSs are described by a wide range of standards that deal with different aspects of their realization, transport, orchestration, semantics, etc. They provide the means to build a very flexible environment that is able to dynamically link different system components to each other. These standards are based on the eXtensible Markup Language (XML) and have been designed to operate in high bandwidth links. XML gained wide acceptance and became very popular for the reason that it solves many interoperability problems, is human- and machine-readable and facilitates the development of frameworks for software integration, independent of the programming language. Nevertheless it undoubtedly adds significant overhead, both in terms of necessary computation power and consumption of network resources while being transported. The challenge is therefore to apply SOA in low bandwidth tactical communications systems, which usually cope with high error rates and frequent disruptions. Such networks are usually referred to as disadvantaged ones. 


Theoretically, the Information and Integration Services (IIS) infrastructure that constitutes the basis for creating information sharing capabilities and building the Common Operational Picture is independent of the underlying communication infrastructure. In fact, comparing stationary communication networks and radio networks, there are many differences in functionality, assurance, usability and utility of different IIS components. In order to take the full advantage of SOA and web services on tactical level there are necessary edge functionalities (e.g. Edge proxy) that will be able to adapt services traffic to the possibilities and current performance of the tactical networks [6]. There must be provided a method of adapting the WS realization, to enable information distribution to users located in tactical networks, provided that the conditions posed by the client and the service producer are met. Such a situation is visible e.g. when a military unit works in a low bandwidth wireless network and cannot get a complete Common Operational Picture of its forces. This service should be adapted by the content and/or transmission means and made available even with a smaller quantity of information, but with the data crucial for the unit’s operation in the field.
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Figure 1: Client – server relations in military network.

The services at the first stage of the Networking and Information Infrastructure (NII) development are mainly located on high echelons of command – strategic and operational. They are used for planning purposes and provide good basis for creating situational awareness and self–synchronization of cooperating forces. However information in the system is being exchanged vertically and horizontally among mission participants in order to fulfil their tasks, act faster and make reliable decisions (see 
Figure 1). Users at the lowest command levels need in particular information about the location and status of their and allied forces as well as about the enemy ones. This information from the Force Tracking Systems is available at the operational level but not always accessible for the lower level commanders. They are usually located in tactical communication systems that are known from radio communications with scarce network resources in terms of high delay, error rate, and limited bandwidth. What is more, they are equipped with mobile terminals that have limited computational and software resources as well as limited battery power. That makes it difficult to provide the user with the same service functionality as provided to the users at operational and strategic command levels. The tactical user is very often not able to receive nor process a big amount of data. The solution that this article focuses on is therefore to enable the client to use the service in a limited way (with limited number of information provided or provided by a different mechanism) and adapt the service provision mechanism to the client’s software and hardware possibilities.

2.0 
Context – aware service provision


Context – aware applications refer to a general class of mobile systems that can sense their physical environment, and adapt their behaviour accordingly. They derive from the ubiquitous (or pervasive) computing concept was presented in 1991 by Mark Weiser [7] who set its foundation. This concept developed for the commercial applications began the new field of interest of many researchers where the area of context-aware applications became an important part. 


In context – aware service provision it is generally important where the client is, what are his actions/duties, what terminal is he using, what resources are nearby, etc. [8]. In many applications the most important aspect is location but this can be extended to include different characteristics (user actions, device, surrounding environment, etc.). Context recognition allows users to take full advantage of the local capabilities within a given environment, and be able to seamlessly roam between several environments, choose different services, even as the defined context change.

The idea of context – aware service provision was used in the development of the Adaptation Framework for Web Service provision in disadvantaged environment (AFRO). It is aimed at improving successability of SOAP web services invocation in tactical environment, which is characterized by dynamic changes in throughput, error rate and delay. Successful service invocation in this case is understood as the possibility to deliver response message requested by the client from the target service. 


AFRO follows the assumption that in order for a web service to function more efficiently it is necessary to minimize the amount of data transmitted to the user. The actual traffic flow related to web services’ interactions is burdened with the XML overhead which greatly limits communication link goodput. It is highly recommended therefore:


· 
To improve encoding efficiency, i.e. enhancing the ratio of the user data to the management data in the SOAP message, and


· 
To reduce the number of unnecessary data (or data that cannot be consumed) to the users of degraded networks.  


Limiting the size of traffic flow to the users of wireless networks will improve the successability of web service calls and will support users with information crucial for their operation in the battlefield. 


Message adaptation actions can be therefore twofold: 


· 
Lossless – e.g. actions that improve message encoding enabling the consumer’s side to decode it without losing any of the data or without the transport protocol change (e.g. HTTP to MMHS), and 


· 
Lossy – cutting out information that the user agrees to be filtered out. 


Selection of appropriate adaptation action is not a trivial task and needs to be based on several types of information. First of all, adaptation does not have to be performed when the connections are stable, network has high bandwidth, acceptable delay, no losses, and therefore, does not provide limitations for web service provision. The information about the network state is important in order not to spoil time on unnecessary actions.


The second important aspect is necessity to take into account users’ preferences in terms of adaptation. They will be included in, so called, user profile, within which the user will state his adaptation preferences, and device profile, which defines his terminal’s software and hardware possibilities. This set of information is necessary for selecting the actions that would meet the user intentions and, at the same time, would not make it impossible for the user terminal to receive and decode the message. This results from the fact that when the message is received at the user terminal it is firstly processed by the software libraries installed on it. Existence of particular software libraries implies therefore possibility of particular message encoding actions. Additionally, terminal information can help in parameterizing images and video streams that would be directed to the user working on a particular device. 


Such an approach makes it necessary to provide a mechanism for provisioning and then efficiently using information about the user, his terminal, the network and service invoked. This problem has been defined as the need to identify the context of the service call. It has been proposed in the form of ontology that allows to clearly define parameters of entities taking part in the information distribution process and then, on the basis of the set of rules and the rule engine, efficiently support the decision process enabling to take adaptation actions improving service successability. 


On the basis of previous considerations the architecture of the Adaptation Framework for Web Service Provision (AFRO) has been proposed (see Figure 2). It bases on the Decision Support Engine that uses information about the context of the service call as the input data, and, on the basis of ontology rules, defines the adaptation actions to be triggered on the SOAP body and SOAP attachments by the Adaptation engine. Such a modified SOAP message has smaller size than the original one and as such, is sent to the requester.
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Figure 2: AFRO architecture framework.

The ontology proposed and the rule engine strongly support dynamic selection of adaptation actions appropriate for the user. They are used by the Decision Support Engine that returns in response a set of actions. These actions derive from the Proxy functionality. They can be embedded (e.g. take the form of the Adaptation engine, see Figure 2) or, taking different approach, distributed. The latter one can be implemented using SOA services orchestration. After the Proxy selects appropriate actions for the user, it searches for the services that will provide appropriate mediation (will carry out the action). 


Whatever approach to Proxy implementation one can take, the application of the Decision Support Algorithm  and the proposed adaptation ontology (AAO) will supply him with the dynamic selection of actions to be taken. 


It is also assumed that the Proxy will make use of information provided by external element – Network Monitoring Element that will support it with information about currently observed network performance on the link to the user. This performance information (in terms of throughput, delay and error rate) will be used by the decision support algorithm. In case the network is categorized as disadvantaged, the Proxy will make the modifications stronger, decreasing the amount of information that is sent to the user (in terms of image modifications), however making it more probable to be transferred to the consumer. 


2.1
Reflecting User Requirements in the Service Call Context

One of the elements of the proposed Method is context of the service call. In case of the AFRO proxy it is perceived as a collection of information:


· 
About the user:


· What modifications of the SOAP messages’ content is the user willing to accept?


· What device is he using as his end terminal?


· What access network is he using?


· 
The device:


· What are the characteristics of the device hardware (resolution of the screen, CPU frequency)?


· What are the characteristics of the device software (operating system, supported libraries)?


· 
The service:


· What is the service description? and

· 
Underlining network:


· What is the network type?


· What is the current link performance?


The reason for the dynamic adaptation to be based on the pre-distributed information is that the user – from the point of view of his activities – may not wish the mechanism to modify contents of the message and modify the attachment (resize, compress, decrease colour depth). In order for the non-standard XML encoding to be used at the receiver, the device must be equipped with appropriate libraries. It is very often an issue in mobile devices that use limited operating systems and limited set of libraries and do not support software implementations regularly used in laptops or PCs. The environment the adaptation framework is to be used in assumes utilization of mobile hand-held devices the configuration of which (software and hardware) is important in terms of successful web services adaptation. 


The context of the service call has been modelled semantically with the Web Ontology Language, (OWL DL [9]) which is the most powerful ontology description language and promising in terms of further processing, rule enforcement and inference [10]. 


The context information has static and dynamic elements. It generally consists of: user context (adaptation preferences – static), device profile (static), service context (QoS profile – static), network context (Link performance – dynamic).


2.2
Application of Rules 

For the purpose of selecting the adaptation actions the decision engine uses the AFRO Adaptation Ontology (AAO) describing all the actions that can be taken by the proxy, reflecting the user preferences. In order to make use of the adaptation ontology a set of rules has been defined. Rules are important in OWL to state facts about instances of classes. 


The rules in AFRO define requirements for particular actions based on information that are provided in the context of the service call. They have been defined using the Semantic Web Rule Language (SWRL) [11], combining sublanguages of the OWL DL and Lite with those of the Rule Markup Language. OWL Full constructs, such as classes, property values, are not supported by this language so that it does not support direct reasoning about classes or properties. It is not possible to write a rule that, for example, deduces some new knowledge based on the fact that one class is a direct subclass of another. For the same reason, RDF (Resource Description Framework) [12] or RDFS (RDF Schema), or OWL constructs such as owl:Class or owl:DatatypeProperty, cannot be used in rules.


This is because the OWL is based on the Open World Assumption (OWA) that states that anything might be true unless it can be proven false. Open World Assumption states therefore that everything we don’t know is undefined. This is contradictory to the Closed World Assumption that refers to “everything we don’t know is false”. That is why according to OWA we cannot specify that a fact f(x,y) can be true when x and y are instances and there are other properties or facts defined. In order to provide additional facts to ontology, that will add e.g. available actions to be performed for particular call, the rules are proposed. 


2.3
Gathering Context Data 

AFRO proxy can work in the request – response mode which resembles the situation when the user invokes the target service through the AFRO proxy and publish – subscribe mode – when the user subscribes to data flowing from the target service. In both cases before the actual service data will be distributed, the static context information should be pre-distributed to the AFRO proxy. 
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Figure 3: Pre-processing of the data gathered during the subscription process.

The dynamic elements of the context should be gathered at run time by agent entities and forwarded to the proxy. In this case they relate to the current link performance. 


The architecture of the AFRO Proxy assumes support for dynamically selecting web service adaptation actions in run time. It assumes the SOAP body and SOAP attachment adaptations that limit the size of SOAP messages. The actions taken by the Proxy can be internally implemented, or can be served according to SOA concept, by external entities. AFRO Proxy architecture enables to add additional plugins that can be used for further actions. What is more, since the “heart” of the method is the decision support engine that bases on ontology, a set of rules and the rule engine, it can be easily used in the process of services composition, that would make use of particular services as adaptation actions, that would return adapted messages in return.


3.0 
AFRO adaptation ontology (AAO)

The main subject of this article is description of the semantic model of the context of the service call. It should reflect all the elements of the web service call, which can be used in the decision-making process to select appropriate adaptations. It must characterize static elements that can be defined before service call is executed, as well as dynamic elements that depend on the type of request, type of response and temporary network performance parameters. 


Among many known methods of context modelling, semantic description using ontologies gives the most satisfactory results [10]. In general, ontology describes formally a domain of discourse. In the computer engineering, ontologies are usually employed to provide semantic interoperability among cooperating systems and increase the level of automatic reaction to events (e.g. sent/received information). In this Article, ontology is used to define the context of the service call, making it possible to further process it and make decisions about the adaptation actions.
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Figure 4: AFRO Adaptation Ontology.

For the purpose of the AFRO proxy the context has been defined using the most well-known and semantically rich languages, i.e. RDF (Resource Description Framework), RDFS (RDF Schema) and OWL (Web Ontology Language). The context is created based on User profile, Device profile, Network profile and Service profile. AAO was developed according to the IOEM ontology engineering ontology [14]. 

These four entities are connected by the AAO upper ontology (see Figure 4). According to this ontology the User is connected to the infrastructure by particular Network and uses as its end terminal particular Device. It invokes the Service. These four entities form the context of the service call. Every User has a set of prohibited and preferred Actions. They can be set at the initial stage of gathering user data (the user may indicate them directly) or automatically selected by the ontology rules on the basis of information about the Device.

This upper ontology presents relationships among the main entities of the model. Behind the User, Network and Device there are defined profiles that describe their main characteristics. 

The information about the User and his device, received by the AFRO Proxy, after being analysed, is saved in the AFRO Adaptation Ontology (AAO) instances. The User and Device profiles are therefore used to unambiguously express user preferences in terms of adaptation actions and express his device limitations. AAO enables to express the Display limitations, CPU frequency limitations, list unsupported MIME types [13] (e.g. particular formats of images or video) and encoding mechanisms. 


After the user logs in, his every request is perceived as a Service call. On the basis of rules defined in the Proxy, appropriate adaptation actions are selected. An exemplary rule defining the ChangeResolutionAction as preferred for the user when his device has low CPU is as follows:


uses(?x, ?y)^hasHWlimitations(?y, ?z)^LowCPU(?z) -> hasPreferredAction(?x, ChangeResolutionAction)

The Action class is divided into two subclasses: SOAPAdaptationAction and AttachmentAdaptationAction. They allow for creating different actions that the Proxy can provide (or can invoke in an external entity). 


3.1
User Profile

The user profile stores all the information that is gathered by the AFRO proxy during the user subscription. It describes all the user requirements in terms of actions:


· That he is willing to enforce (hasPreferredActions object property that indicates actions preferred), e.g. decrease colour depth modification of the message attachment is necessary because the terminal has grayscale display;

· That he is willing to prohibit (hasProhibitedActions object property that indicates actions prohibited), e.g. the user does not allow to make any modifications of the attachment, or the device does not support particular action; and

· Gives details related to the messages’ content adaptation (hasAdaptationPreferences object property). 


This makes the user able to influence the AFRO adaptation actions e.g. according to his role and duties. The same object properties are also used by the decision support algorithm to dynamically indicate appropriate adaptation actions. The user profile also indicates the device the user is currently exploiting (Device), the network it is connected by (Network) and gives basic information for the user’s identification. The user profile information is related to the User class in the AAO ontology (see Figure 5).
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Figure 5: User ontology – first level of class taxonomy.

The adaptation preferences (see Figure 6) that the user can set up define parameters regarding attachment adaptation actions. In case of the actions taken into account in the Article there have been proposed the following preferences used for SOAP with attachments (images): preferred resolution of the image, preferred quality of the image, preferred colour depth of the image. The values of these preferences will be taken into account when performing the adaptation. When the invocation is performed in the constrained network, these preferences will be taken directly. When the client that performs invocation is located in the degraded network, the values of adaptation preferences will be calculated for him separately. 
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Figure 6: User Adaptation Preferences according to the AFRO user ontology.

3.2
Device Profile

Device profile is based on the Composite Capabilities/Preferences Profile (CC/PP) [15], which is the W3C recommendation and provides description of device capabilities and user preferences. It is used by the mobile devices’ manufacturers that provide descriptions of their products in CC/PP vocabulary. Selecting this description model enables keeping interoperability with existing solutions and gives the opportunity of the opposite. The proposed in AAO Device profile based on CC/PP and defines additional elements (see Figure 7). It defines Device Display Properties, Encoding Properties, Hardware Properties and MIME Types Supported.
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Figure 7: Device profile according to AAO.

3.3
Network Ontology

Network ontology (see Figure 8) describes the performance of the network connection between the user and the AFRO Proxy. It is defined by the NetworkType, which can be VeryGoodNetwork, ConstrainedNetwork and DegradedNetwork. Network profile is dynamically created on the basis of information received from the network monitoring element when the user requests data (sends request message).  Additionally, each network can be classified as CableNetwork or WirelessNetwork.




[image: image8.emf]Network User


isConnectedBy


hasConnectionEndpoint


xsd:string#


NetworkType


hasNetworkType


VeryGood Constrained Degraded


Is a


Is a


Is a


CableNetwork WirelessNetwork


Is a


Is a




Figure 8: Network ontology.

Network state is determined on the basis of information received from external entity – Network Monitoring Element. It is assumed that this element will monitor the link to the user at supply the AFRO Proxy with information about the current link performance in terms of currently observed Throughput, Packet Error Rate (PER) and Delay of packets transmission. This information will be checked whenever the decision process is to be performed. 


Preliminary researches that have been carried out in [16] proved that web services efficiency is decreased in particular ranges of values of these three QoS parameters. On the basis of obtained results there have been defined three levels of the network state, i.e. “very good”, “constrained” and “degraded” network state defined in the following way:


· Degraded network state level is when PER ≥ 10% or delay ≥ 300 ms or throughput <10 kbps.


· Very good network state is when PER < 5% and  delay < 100 ms and 
throughput ≥ 2000 kbps. 


· The remaining values of link performance parameters define the network as constrained.  


3.4
Adaptation Actions

Adaptation ontology has been designed to describe all the mechanisms that the AFRO proxy can use to adapt messages to be delivered to the user. The Action class has two direct subclasses: AttachmentAdaptation and SOAPAdaptation. They represent all the mechanisms available for the AFRO proxy, which are:


· Class: GZIPCompression,


superclass: SOAPAdaptation,


individuals: GZIPcompressAction,


comment: Compresses the message with the GZIP algorithm,


· Class: EXIEncoding,


superclass: SOAPAdaptation,


individuals: EXIencodeAction,


comment: Encodes the message with EXI,


· Class: FIencoding,


superclass: SOAPAdaptation,


individuals: FIencodeAction,


comment: Encodes the message with FI,


· Class: Filtering,


superclass: SOAPAdaptation,


individuals: XPathFilteringAction,


comment: Enables to filter out the SOAP message,


· Class: ChangeResolution,


superclass: AttachementAdaptation,


individuals: ChangeResolutionAction,


comment: Changes resolution of the images sent in the response,


· Class: DecreaseColourDepth,


superclass: AttachementAdaptation,


individuals: DecreaseColourDepthAction,


comment: Decreases colour depth of the images,


· Class: DecreaseQuality,


superclass: AttachementAdaptation,


individuals: DecreaseQualityAction,


comment: Changes quality of the JPEG images increasing their compression ratio,


· Class: DiscardAttachment,


superclass: AttachementAdaptation,


individuals: DiscardAttachmentAction,


comment: Discards attachment from the message.


The adaptation actions can be LosselessAdaptationActions and LossyAdaptationActions. The lossless are e.g. compression or binary coding of SOAP messages. Lossy would be e.g. filtering of SOAP messages and all Attachment Adaptation Actions. 


The AttachmentAdaptationActions are the actions that can manipulate the SOAP attachments. In this Article there has been considered example of JPEG image modifications, but other actions can be defined for further purpose of using the AAO. In the image adaptation actions one can find therefore decrease colour depth action, compression action and decrease colour depth action. These are all lossy adaptations that result in decreasing the level of information that is then transferred to the client.


The adaptation ontology can be further expanded as additional components reflecting actions available in the AFRO proxy will be introduced. 


3.5
Rules Supporting the Decision Process

The TBox statements define properties about entities, however they cannot define conditional statements, e.g. If a Student studies Maths then he is a Maths Student. For this purpose it is recommended to use rules and rule engine that allow for adding certain facts to the knowledge base on the basis of existing axioms.


Rules are of the form of an implication between an antecedent (body) and consequent (head). Their meaning can be read as: whenever the conditions specified in the antecedent hold, then the conditions specified in the consequent must also hold. In relatively informal "human readable" format:


antecedent (body) ⇒ consequent (head).


Both the antecedent (body) and consequent (head) may consist of zero or more atoms. An empty antecedent is treated as trivially true (i.e. satisfied by every interpretation), so the consequent must also be satisfied by every interpretation. When a consequent is empty, it is treated as trivially false (i.e. not satisfied by any interpretation), so the antecedent must also not be satisfied by any interpretation.

When both antecedent and consequent are conjunctions of 1 – n atoms the rule takes the following form: a1 ^ ... ^ an. Variables are indicated using the standard convention of prefixing them with a question mark (e.g., ?x). Using this syntax, there can be defines a rule asserting that if a parent (x2) has a child (x1) and a brother (x3), the brother is an uncle to the child, i.e.:


hasParent(?x1,?x2) ∧ hasBrother(?x2,?x3) ⇒ hasUncle(?x1,?x3)


The rules can be defined using a few formal languages, e.g. Jess rule language, JessML, RuleML (Rule Markup Language), SWRL (Semantic Web Rule Language). Due to the easiness of defining and processing rules in SWRL, this language has been selected to be used in the Article. It uses the human-readable syntax as presented above together with the abstract and XML syntax. 

The AAO ontology has been enriched with the set of rules that enable to define actions that can be performed by the Proxy. The use of rules automates the decision process. Moreover, since the rules are not hard-coded, the semantic programming tools enable to easily define additional rules or modify existing ones.


Practical tests of the adaptation actions proposed for the AFRO proof of concept [16] was the basis for defining decision rules for adaptation decision support algorithm that would match user preferences and suit best for available network resources. On the basis of the context of the service call and the set of rules additional axioms of available adaptation actions are added to the Knowledge Base. For instance, if the user’s device has limited display properties, the Proxy should decrease Colour depth of the image attachment:


uses(?x, ?y)^hasDisplayProperties(?y, ?z)^Limited(?z)-> hasPreferredAction(?x, DecreaseColourDepthAction)

Taking into account user device limitations there has been defined the following adaptation rules:


1. Rule 1 – Discard PDF


Description: If the user device does not support particular format of the MIME attachment (e.g. PDF), the attachment should be discarded. 


Rule content: 


uses(?x, ?y)^hasMIMETypeUnsupported(?y, ?z)^ UnSupportedApplicationPDF (?z) -> hasPreferredAction(?x, DiscardPDF)


2. Rule 2 – Discard GIF


Description: If the user device does not support particular format of the MIME attachment (e.g. GIF image), the attachment should be discarded. 


Rule content: 


uses(?x, ?y)^hasMIMETypeUnsupported(?y, ?z)^ UnSupportedImageGIF (?z) -> hasPreferredAction(?x, DiscardGIF)


3. Rule 3 – Discard JPEG


Description: If the user device does not support particular format of the MIME attachment (e.g. JPEG image), the attachment should be discarded. 


Rule content: 


uses(?x, ?y)^hasMIMETypeUnsupported(?y, ?z)^ UnSupportedImageJPEG (?z) -> hasPreferredAction(?x, DiscardJPEG)


4. Rule 4 – Discard PNG


Description: If the user device does not support particular format of the MIME attachment (e.g. PNG image), the attachment should be discarded. 


Rule content: 


uses(?x, ?y)^hasMIMETypeUnsupported(?y, ?z)^ UnSupportedImagePNG (?z) -> hasPreferredAction(?x, DiscardPNG)


5. Rule 5 – Discard TIFF


Description: If the user device does not support particular format of the MIME attachment (e.g. TIFF image), the attachment should be discarded. 


Rule content: 


uses(?x, ?y)^hasMIMETypeUnsupported(?y, ?z)^ UnSupportedImageTIFF (?z) -> hasPreferredAction(?x, DiscardTIFF)


6. Rule 6 – lowCPU


Description: If the user device has CPU with frequency lower than 1000 MHz it is a low performance CPU, utilization of which will result in high image processing times. If the image attachment has higher resolution than the device display, it should be resized. 


Rule content: 


uses(?x, ?y)^hasHWlimitations(?y, ?z)^LowCPU(?z) -> 


hasPreferredAction(?x, ChangeResolutionAction)


7. Rule 7 – Binary


Description: If the user device has display unit that enables to visualize only binary colours (e.g. black-white), the attached image will be displayed only in binary colour depth. The image attachment, before being sent should therefore have the colour depth set to binary. 


Rule content: 


uses(?x, ?y)^hasDisplayLimitations(?y, ?z)^Binary(?z)


-> hasPreferredAction(?x, DecreaseColourDepthAction)

8. Rule 8 – GreyColour


Description: If the user device has display unit that enables to visualize only grey scale, the attached image will be displayed only in grey scale. The image attachment, before being sent should therefore have the colour depth set to grey scale. 


Rule content: 


uses(?x, ?y)^hasDisplayLimitations(?y, ?z)^Grayscale(?z)-> 

hasPreferredAction(?x, DecreaseColourDepthAction)


9. Rule 9 – LimitedColour


Description: If the user device has display unit that enables to visualize only limited amount of colours, the image attachment, before being sent should therefore have the colour depth decreased appropriately. 


Rule content: 


uses(?x, ?y)^hasDisplayLimitations(?y, ?z)^Limited(?z)->

hasPreferredAction(?x, DecreaseColourDepthAction)

10. Rule 10 – DecreaseQuality


Description: According to the initial researches (see subchapter 2.6) the images, when compressed appropriately, do not decrease their readability significantly. When send to mobile devices’ users they should be compressed. 


Rule content: 


User(?x)->

hasPreferredAction(?x, DecreaseQualityAction)


11. Rule 11 – GZIP


Description: If the user terminal has the GZIP compression support, the GZIP compression is possible to be performed. 


Rule content: 


uses(?x, ?y)^supportsEncoding(?y, ?z)^SupportsGZIP(?z)->

hasPreferredAction(?x, GZIPcompressAction)

12. Rule 12 – EXI


Description: If the user terminal has the EXI encoding support, the EXI encoding is possible to be performed. 


Rule content: 


uses(?x, ?y)^supportsEncoding(?y, ?z)^SupportsEXI(?z)
-> hasPreferredAction(?x, EXIencodeAction)

13. Rule 13 – FI


Description: If the user terminal has the FI encoding support, the FI encoding is possible to be performed. 


Rule content: 


uses(?x, ?y)^supportsEncoding(?y, ?z)^SupportsFI(?z)->

hasPreferredAction(?x, FIencodeAction)

4.0 
Adaptation decision support algorithm


The Adaptation Decision Support Algorithm is run by the Decision Support Engine and consists of two phases:


· Initial phase – creating InitialServiceCallContext – on the basis of the data provided by the user (static data) (see Figure 9),


· Final phase – creating FinalServiceCallContext – on the basis of dynamic data from the target service (response message) and from network monitoring element.


The first phase will analyse the user and device profiles and generate set of actions that are prohibited by the user or not supported by his terminal as well as recommended actions that should be considered on the basis of user terminal limitations (deriving for instance from the terminal limitations). 
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Figure 9: Initial phase of the decision support Algorithm.

AFRO Proxy makes decisions about adaptation actions to be performed on the message received from the target service using the Adaptation Decision Support Algorithm. It is based on the Afro adaptation ontology (AAO) and rules defined for the purpose of AFRO (see Figure 10).
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Figure 10: High level view on the AFRO Adaptation decision algorithm.

5.0 
Validation


Ontology evaluation is a process aimed at validation and verification of an ontology in terms of its scope, consistency and expressiveness [14].

The scope of the AFRO adaptation ontology (AAO) has been set up by the problem it is designed to solve. It is aimed at supporting the dynamic selection of adaptation actions taken on the SOAP messages exchanged between the web service client and server. It defines:


· Entities that take part in the service invocation as classes (User, Device, Network, Service, Action class),


· Relationships among entities as object properties (connects ↔ isConnectedBy, hasAdaptationPreferences, hasDeviceProperties, hasPreferredAction, hasProhibitedAction, usedBy ↔ uses, hasNetworkType, isInvokedBy ↔ invokes),


· Characteristics of entities as data type properties (userName, deviceName, qualityValue, resolutionValue, colourDepthValue).


The TBox ontology model describes relationships among defined entities. On its basis knowledge about the service call context (defined in ABox entries) is collected. After each user registers to the proxy, the knowledge about the user preferred,  prohibited actions and his device properties are saved in ABox entries. This allows to set the Initial Service Call Context (ISCC). After the network state is checked, the final AFRO defined actions set (ADA) is defined. 


The AAO is the basis for running the decision support algorithm and setting the actions that should be performed by the AFRO Proxy. 


Ontology rules defined for the purpose of selecting the actions take into account the following cases:


· The terminal does not support particular file format → the attachment is discarded (rule 1 – 5),


· The terminal supports particular encoding techniques → the encoding actions is added to the list of preferred (rule 11 – 13),


· The terminal has too low CPU frequency (processing power) → big images will be difficult to be processed – change image resolution (rule 6),


· The terminal has limited colour display – decrease colour depth (rule 7 – 9),


· The terminal is connected by disadvantaged network link (general rule – true for all cases) – decrease quality (rule 10).


Moreover, the preferred and prohibited actions that the user defined are also taken into account. They may derive from the role of the user and his duties at the battlefield.


The AAO defines all entities that are necessary to take appropriate adaptation decision and enables to automatically select appropriate adaptation actions. Its scope covers the required level of detail in describing the entities and relationships among them taken in the initial phase of ontology development. It covers so called competency questions [14] defined for the purpose of AAO. Additionally, the set of rules monitor all basic terminal characteristics that may influence usability of messages delivered to the user. 

The second ontology evaluation step consists in checking the ontology consistency. According to [17] ontology is consistent (also called satisfiable) when it does not contain a contradiction. The lack of contradiction can be defined in either semantic or syntactic terms. The syntactic definition states that a theory is consistent if there is no formula P such that both P and its negation are provable from the axioms of the theory under its associated deductive system. 


The ontology model that contains formal definitions of classes, properties and individuals allows inferring new knowledge from knowledge that is already present. The fact that it is based on formal description logic makes it prone to logical reasoning and enables to infer knowledge from existing facts
  and axioms
. 


The aao.owl model has been verified in the Protegè 3.4.6 using the Pellet 1.5.2 reasoner for consistency on the machine with following configuration: Processor: Intel Core i7 (2 cores 2,8 GHz each); RAM: 6 GB; Operating System: Windows 7 (64 bit). The consistency check on this machine was successful. AAO has been proven consistent.


The second important element of ontology evaluation is verification of its adherence to the problem it was designed to solve. The ontology model has been designed to support selection of the adaptation actions. In the decision algorithm there has been defined several questions that the ontology is able to give answers to. In particular, after the knowledge about the service call context is added, the AFRO adaptation ontology is queried about existence of various facts. These are the antecedents of the rules defined for AFRO. If the antecedent of a rule holds (is "true"), then the consequent must also hold. This means that for every individual that conforms to the rule, the preferred action (hasPreferredAction object property) is set. On the basis of defined rules particular adaptation actions are set. They are used by the AFRO Decision Algorithm to define actions that will be triggered by the Proxy. The actions are also dependent on the currently observed network link performance.


6.0
Summary


This article presents semantic description of the service call context defined for the purpose of the Adaptation Framework For Web Services Provision (AFRO). AFRO defines a mechanism for effective web services invocation in tactical networks that are considered disadvantaged in terms of available throughput, delay and error rate. Its implementation, in the form of AFRO Proxy, performs so called adaptation actions, which are modifications of the SOAP XML messages by changing their encoding to more efficient or cutting out information that are accepted to be removed by the service requester. With these actions, the sizes of messages are significantly diminished making them better tailored to the tactical networks. 


AFRO provides dynamic selection of adaptation actions to be triggered by the Proxy on the basis of user preferences and his terminal limitations. It takes advantage of the fact that limited capabilities of the user’s device makes it impossible to receive by or process some pieces of data. It is therefore necessary to conserve network resources not sending the data that is not going to be consumed by the user.


The AFRO Adaptation Ontology (AAO) semantically models the user preferences in terms of the adaptation actions, his device possibilities and limitations as well as current network connection performance. This allows to unambiguously describe the service call context  and, on the basis of ontology rules, provide adaptation actions tailored to particular user, his device and current network performance.


It is assumed that the AFRO Proxy will cooperate with an external element that is able to assess the current network performance on the link that the user employs to invoke web service. This link will be the bottleneck for communications with the user. On the basis of information about currently available throughput, delay and packet error rate on that link the proposed in the Article network state classification algorithm classifies the network as very good, constrained or degraded.


The proposed AFRO architecture can be exemplified by the implementation in the web service Proxy that has a web service interface and follows SOA fundamental assumption of loosely – coupled entities. The user can therefore discover the existence of the AFRO Proxy in the service registry, and subscribe to it, when necessary. Additionally, the modular architecture of the Proxy enables it to be enhanced with service orchestration module that, instead of making use of built-in adaptation engine, would search for services that are able to perform particular adaptation actions.


AFRO adaptation ontology (AAO) defines all entities that are necessary to take appropriate adaptation decision and enables to automatically select appropriate adaptation actions. Its scope covers the required level of detail in describing the entities and relationships among them. Additionally, the set of rules reflects all basic terminal characteristics that may influence usability of messages delivered to the user. It is used to build Knowledge Base about the users, their terminals and networks they are connected by in order to dynamically and automatically define the actions that the AFRO Proxy needs to take in particular network performance conditions. For the purpose of network state classification there has been proposed an algorithm that bases on information that would be received from an external Network Monitoring Element. 


There has been proven that the proposed AAO model is semantically and syntactically correct and consistent. Reasoning over it provides the possibility to support the adaptation actions decisions taking into account the user preferences deriving from his role and limitations of his terminal. The SWRL rules defined for AFRO strongly support the automatic process of defining the preferred actions.


The proposed adaptation mechanism gives promising effects for low level commanders located at the battlefield, which can be supplied with information generally available on high command levels which, up to now, were very rarely distributed to tactical networks. 
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� “Fact states information about a particular individual, in the form of classes that the individual belongs to plus properties and values of that individual” [18].



� “Axioms are used to associate class and property identifiers with either partial or complete specifications of their characteristics, and to give other information about classes and properties. Axioms used to be called definitions, but they are not all definitions in the common sense of the term and thus a more neutral name has been chosen.” [18].
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Abstract

This paper describes the results of the NATO RTO IST-084 RTG-040 (in short: IST-084). This research team (‘RTG’) has explored the subject of the “Domain-based Approach for Coalition-wide Information Exchange”. By means of experimentation a ‘proof of concept’ was conducted.


The paper is based upon the final report from IST-084 [1].


1.0 introduction

Today’s operations require extensive information exchange among many coalition partners. This occurs not only within small communities, but increasingly also between different nations/parties and different functional areas. Nations and organisations, as well as communities of interest (COIs), tend to have an amplified need for cooperation and thus sharing each other’s information. NATO’s policy on interoperability for joint/combined operations is focussed on standardisation of the common information. In that manner all systems (and people) will be able to correctly understand the information which is being disseminated throughout the conglomerate of parties involved in an operation. MIP
 currently represents the largest COI in coalition context, but its interoperability standard has become quite large and complex. This causes the standard to evolve slowly and being difficult to utilise.


IST-084 investigated a new approach that could make standardisation in such a large interoperability area more manageable. The so-called “Domain-based Approach” is a method for standardising exchangeable information by breaking up the area into smaller information chunks (‘domains’), which are ‘loosely coupled’. In this context, MIP-like approaches can be regarded as ‘monolithic’, using a single all-enclosing standard. The domain-based approach, on the other hand, results in multiple standards co-existing and enabling overall interoperability together.


The approach is specifically aimed at standards being specified by means of an “Information Exchange Data Model” (IEDM), like MIP (among other programmes) uses. The data model (including its description) unambiguously specifies the format, structure and meaning of the common information.

1.1 Objective and Scope

The primary goal of IST-084 is to validate whether the expected benefits of the new approach are realistic. 


The hypothesis regarding the Domain-based Approach is:


· The approach will enable the coalition to speed up the process of establishing (developing) information exchange between/within COIs to satisfy their Information Exchange Requirements (IERs), against reasonable extra costs;


· The approach is rich enough to cover all IERs between/within COIs (and thus enables coalition-wide interoperability), while the overall costs for the actual data exchange will be similar.


1.2 Experimentation Approach

The objective as stated above is met by comparing the two approaches, i.e. the Domain-based Approach (in short: DBA) against the Monolithic Approach (in short: MLA). Conclusions are made about the (dis)advantages of the new approach in relation to the old one.

The proof of concept is done through ‘paper’ experimentation. An interoperability environment is simulated by imagining it (and describing it on paper). It is reasoned how it would work in practice. Some quantitative analysis is used for that, for the rest it is explored in a qualitative manner.


Two experiments have been set up. The first, Experiment A, looks at the development of data exchange standards. The second, Experiment B, explores the actual exchange of data.

2.0 Summary of the Domain-based Approach


1.3 Common Exchange Language

There is an increasing need for organisations to share structured data stored in computer systems. These systems are usually unequal, meaning their data differs as well. Exchanging data between heterogeneous systems — making them ‘interoperable’ — requires (among other things) agreement on these properties. In its simplest form, data exchange between two systems, a direct ‘mapping’ can be defined between the two different data formats. Data element A of system 1 translates to data element B of system 2, etc.


With several systems, this approach is not a practical solution since it results in many interfaces, which are all different and very dependent on the combination of two specific systems.


Instead, using a standardised common exchange language would be the preferred. Each system now interacts with any other system by means of this common language. It results in an information exchange landscape with a minimum number of interfaces and offers maximum independence and flexibility.


Nowadays exchange standards are often specified by means of an “Information Exchange Data Model” (IEDM). Such a data model (including its description) unambiguously specifies the format, structure and meaning of the common information to be exchanged.

1.4 Multiple Exchange Languages

When the number of heterogeneous systems that must share data increases a common data standard is likely to become large. Certainly for complex organisations such as NATO the approach of using a single information standard for enterprise-wide interoperability, covering all information exchange, is totally unrealistic. Key problems are the volume and complexity of such a standard and the implicit time and costs to develop and maintain it. The larger the standard, the harder it is to comprehend and implement. The broad scope also implies many parties will be involved in the standardisation process, which will make a commonly agreed exchange language harder to obtain. The end result may be both incomplete and out of date. 


Following this line of reasoning, a subdivision into multiple exchange languages — each with a specific (limited) scope — may be a solution. This is where the “Domain-based Approach” comes in, a way to obtain overall interoperability by using separate, but (loosely) related COI-based IEDMs.

1.5 Information Interoperability Domains


The concept of “Information Interoperability Domains” originates from a simple ‘common sense’ idea: whenever a problem becomes too complex, split it up in relatively autonomous parts, which can be independently defined, but still fit in the overall solution. 


In support of this, the concept of ‘domains’ is introduced. The set of systems that interact by using the same exchange language is called an information interoperability domain. Each domain has its own standardised exchange language (= IEDM). A system is said to be part of a domain when it is able to interact with other systems by making use of the domain’s exchange language. Systems may also be part of more than one domain, ‘talking’ multiple exchange languages.

1.6 Structure and Scoping of Multiple Domains

A domain typically contains systems with much information in common, which is exchanged between them relatively frequently. A suitable initial set of domains is basically derived by grouping systems that exchange much similar information. But enterprise-wide interoperability (which also applies to the NATO requirement) implies there is a need to interconnect potentially any system with any other. This means that systems out of different domains must be able to talk with each other as well. In other words, domains have to be linked somehow. This happens in the same way individual systems are clustered into domains: the initial (or ‘basic’) domains may be grouped into new domains at a higher level. A higher-level domain represents a set of domains (groups of systems) which are interconnected by means of a common exchange language.


For example (see Figure 1), suppose we have three basic interoperability domains: the Land, Air and Maritime C2 domains of NATO. If systems of different domains want to interact they could use one of the three first-level languages, but this solution is only feasible when just a few domains exist. A better option is using an additional exchange language, through which systems of different domains can interact. In this way, a new interoperability domain has been created at a second level (brown label ‘2’), acting as ‘glue’ between the three first-level domains. Besides their basic domain, all systems also belong to this “NATO Joint C2” domain (as shown in the Venn-diagram). The advantage of this solution is that it requires fewer languages to be ‘learned’ by systems. A higher-level domain may also act as ‘basic’ domain for certain systems. These systems use the exchange language of that domain to talk to each other. The figure shows two Joint C4I systems of that kind (J1, J2). By doing this, we get a domain structure, where the number of dedicated interfaces is limited. The real challenge regarding a domain structure is finding an optimal partitioning of the total interoperability area. This comes down to finding a proper scope for each domain as well as the best subdivision of the whole area into domains.
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Figure 1: Structure of multiple domains, with systems attached.

1.7 Compatibility of Domains

Inherent to a domain structure, systems will have to talk multiple exchange languages and translate them to and from their internal data structure. Therefore, the different IEDMs should be compatible to a certain degree, which makes data conversion easier. Also, harmonious IEDMs will allow efficient development by the re-use of common data structures.


All IEDMs should be based upon a so-called ‘standardisation data model’ or ‘core model’. This is a common set of basic data types and structures. The core (or part of it) resides in each IEDM. It standardises the most fundamental and widely used information concepts. When used, a core data item must be incorporated literally in an IEDM. By using equal data formats and structures for types of data that appear in many domains, the compatibility between the IEDMs is highly improved.


The core is a (small) data model with very common entities, attributes and relations. The core should be very generic, making it more stable. Changes in the core will affect all IEDMs built upon it and must therefore be avoided as much as possible.

Notice that this approach does not imply the creation of one big central data model, being the core with sub-functional ‘spokes’ attached to it. Instead, the Domain-based Approach pleads for the almost independent development of IEDMs for separate information sub-areas. Much of the interrelations between these areas are covered by the central core which all models must incorporate. Each IEDM should be built separately, by taking the (relevant parts of the) core and adding domain-specific entities, attributes and relations to that. It is expected that the core will form a relatively small part of an IEDM.

1.8 Federated Approach

In general, the federated nature of the Domain-based Approach provides a framework to oversee the whole interoperability area, while at the same time the standardisation efforts are localised and therefore more efficient and manageable. In NATO, for example, such an approach could help to achieve seamless information exchange between the C3, Logistics and Intelligence COIs, without having to adopt the whole logistical and Intel community into MIP.

1.9 Conclusion


The Domain-based Approach takes the middle between a stove-pipe approach, where completely separated interoperability solutions are being developed, and a monolithic approach, which leads to a single all-enclosing interoperability solution.


In a nutshell, this middle course is characterised by:


· Central definition of a (small) common core model that broadly standardises most fundamental and widely used data elements;


· Central definition of domains and their exact scope;


· Decentralised (separate) definition of the different domain models by COIs, based upon the central directives as stated in 1 and 2.


The main advantages of the approach are that it:


· Enables global interoperability;


· Provides sufficient compatibility between the different IEDMs (so no stove pipes);


· Offers a framework to organise the development and use of data exchange standards in a large environment;


· Requires relatively small COIs tasked to specify/agree the domain models;


· Enables more efficient (parallel) development/maintenance/implementation of IEDMs;


· Results in smaller and less complex IEDMs;


· Increases comprehension, applicability and acceptance of IEDMs.

The main challenge is to determine the optimal partitioning of domains and to find COIs to ‘nurture’ these domains. The less overlap, the easier it will be to develop and use their domain-based IEDMs.


3.0 Preparation


In order to perform the experiments, a realistic ‘scenario’ and a ‘domain structure’ had to be specified.

The scenario is in particular meant to provide an environment of data exchange, i.e. messages being sent between actors. The scenario is about the handling of a CBRN attack, which provokes a chain of events performed by joint coalition forces.

1.10 Domain Structure

Derived from the scenario, several ‘interoperability domains’ have been defined. Each domain has its own IEDM, that standardised the data which can be exchanged within (or outside) that domain. The scope of the domains is primarily based upon existing COIs. 


Figure 2 shows the domain configuration, with some example (real) systems linked to the domains.
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Figure 2: Domains in the scenario, with example systems.

4.0 Experiment A


The goal of Experiment A is to gain insight in the relative development costs of domain-based IEDMs (DBA), compared to developing a single monolithic IEDM (MLA).


1.11 Test IEDMs 


Seven of the domains and the core in Figure 2 were selected for Experiment A, and models were developed, together with a monolithic model. The primary sources used to develop these IEDMs are listed on the right side:

· 1 core model
—  MIP JC3IEDM


· 7 domain-based IEDMs:


· Blue Force Tracking (BFT)
—  NFFI Data Model


· Meteo
—  ADatP-3


· CBRN
—  MIP JC3IEDM – CBRN part


· Land C2
—  MIP JC3IEDM


· Air C2
—  ICC Data Model


· Joint C2
—  MIP JC3IEDM


· Movement & Transportation (M&T)
—  LOGBASE Data Model


· 1 monolithic IEDM
—  DBA IEDMs


The core model is meant as a common ‘backbone’ for all IEDMs. It standardises data elements which are very common among the IEDMs. An IEDM only includes the relevant parts of the core within its scope (see Figure 3).
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Figure 3: The developed IEDMs, with parts of the core included.

The core represents basic situational awareness information: who does what, when and where. 


Be aware that the core is not an IEDM! 


1.12 Metrics and Formula

How do you measure development costs for IEDMs? Within the limited resources available, we decided to build seven simple IEDMs for the domains listed before plus a monolithic alternative with an equal scope, using the same modelling method. Then we measure certain static properties of the resulting IEDMs. 


The next paragraphs will explain step-by-step what metrics have been used and how the formula has been constructed. The formula consists of three kinds of variables:


· Measurement parameters (metrics), that represent IEDM properties which can be measured;


· Adjustment parameters (denoted as ‘factors’), that put relative weight on the other parameters;


· Derived parameters that are calculated from other parameters and represent IEDM properties which cannot be measured directly.


4.2.1
Effort of IEDM Development

The costs of the IEDM development process within a COI is represented by the required effort. 


We define effort (F) as the number of people (P) involved multiplied by the time (T) they spend:


F = T x P 

To conduct the IEDM development tasks, resources are needed. The more difficult the job, the longer it takes or the more people are needed. But the effort also depends on how efficient (= time-saving) these persons can work. This has mainly to do with knowledge and skills of the persons involved, and the model itself, i.e. how easy it is to understand its meaning, structure, etc.


We have focussed on the complexity of the IEDMs as a measure, by looking at model properties. The complexity of an IEDM is mainly built up of these four elements:

· Magnitude (M) = size of the model in terms of entities, attributes and relations

· Scope (S) = number of concepts represented by the model

· Genericness (G) = number of hidden concepts, not explicitly modelled

· Overlap (O) = size of model parts that also occur in other models

Based on the dimensions above, we use the following formula for complexity for a model ‘m’:


Cm = *Mm + *Sm + *Gm + *Om

in which , , ,  are factors for relative contribution to C (thus F).

The number of entities, attributes and relations in Magnitude are also assigned factors and summarized. Elements duplicated from the core are assigned a factor and subtracted.

4.2.2
Formula for Ratio of Effort

The total efforts for the domain-based and monolithic approach are:


DBA:
Fdba = Fcore + (i=1..n (Fi)

MLA:
Fmla

For DBA the effort is calculated for each of the n IEDMs separately.

The ratio of total efforts to develop domain-based IEDMs plus core versus the effort to develop one monolithic IEDM can now be found:


RA = Fdba / Fmla = Cdba / Cmla

The larger RA, the more effort DBA takes compared to MLA. The expectation is that RA > 1.


1.13 Quantitative Analysis

After using the metrics and the formula a quantitative analysis of the process was conducted.


1.1.1 Using the Formula

We started with assigning a range of probable values to the factors in the formula. They have been based upon experience (primarily MIP data modelling). We also took into account the mapping of the complexity dimensions on the development aspects).


Next the different complexity dimensions were measured per model, and entered in the formula to calculate the ratio.

1.1.2 Calculate the Ratio

With the default values for the factors and the measured values for the complexity dimensions, the formula was filled in. The first outcome for the ratio was 1.36. What does this mean? It says that DBA development takes 36% more effort than MLA. 


In order to test the dynamics of the formula and the influence of the different factors, these factors have been varied first within their probable range, then even outside. The quantitative analysis of our trial IEDMs results in a ratio of about 1.5, the middle in the range from 1.3 to 1.7. This means that DBA development takes 50% more effort than MLA. At a first glance, this seems reasonable. Having to build eight models instead of one should at least require some more effort.


1.14 Qualitative Analysis

The outcome of the quantitative analysis gives an indication of the difference in relative development costs for DBA and MLA. But the formula is not very accurate; it just helps to get a first feeling. By reasoning a lot of additional arguments were found and analysed that provide more insight in the pros and cons of the approaches. Some of these aspects of IEDM development could affect the value of DBA and MLA.

· DBA enables (more) parallel development of IEDMs, which will decrease the absolute development time


· People involved in creating a domain-based IEDM are expected to have more knowledge about the subject matter, hence there will be a more efficient use of the resources

· In MLA, any change in the exchange standard will always affect all systems, whereas in DBA only a few systems (mostly one) will be affected. A change in the core model would affect all IEDMs, though, but the core should not change very often

· DBA will require more complex governance. Apart from harmonizing overlap, there is a need for overarching coordination of all domain-based IEDM developments

· With a large core, the ‘undesirable’ overlap between the IEDMs will be less, but a larger core is more likely to change, requiring all IEDMs to update

Based on the first two arguments, we believe that 50 % more effort for DBA is most likely too pessimistic; the increased dedication and productivity of smaller IEDM development teams will reduce the ratio.

1.15 Conclusion


We think that the Domain-based Approach will speed up the standardisation process considerably and result in better and more flexible standards, which will be easier to maintain. Some extra effort will be required, but this may very well be acceptable in view of the benefits. 

It should be noted, though, that the outcome should be seen as an indication, not a scientifically proven certainty. There may very well be (dis)advantages for DBA we overlooked. We assume, though, that the ones mentioned above are the most important.


5.0 Experiment B


The goal of Experiment B is to gain insight in the costs of exchanging data via domain-based IEDMs (DBA), compared to utilising a single monolithic IEDM (MLA).


A couple of messages have been worked out in detail, in an XML-like structure, for both approaches. 


1.16 Metrics


When data is exchanged by means of an intermediate exchange language (IEDM), what are the cost drivers? Unlike in Experiment A, we did not use a formula to calculate the relative costs of data exchange in this experiment. This was partly to an assumption that measuring costs in a realistic way would be even harder than in Experiment A. Experiment B is therefore mainly a qualitative analysis. 


1.17 Analysis


The next paragraphs describe the most important results of the (mostly) qualitative analysis performed for Experiment B.


1.1.3 Message Size and Complexity

It seems that the size of the messages does not differ substantially, even though MLA messages are slightly larger. Therefore the performance of the network will not be an issue in most cases.


Higher complexity for MLA messages is more of an issue. Since a monolithic model contains more generic structures, it will be more difficult to compose and process the message. This may affect the performance when using hand-held devices with less processing power, but in most cases the difference will not be significant.

1.1.4 Adaptor Costs

For functional services to map data to/from an IEDM, a piece of software is needed that performs the translation back and forth between the internal data format and the IEDM format. This is called an ‘adaptor’. Several IEDMs will need more adaptors than a monolithic approach, which most likely represents a higher initial cost. On the other hand, each adaptor will be smaller and less complex. Changes will also be easier to implement, so the total cost in the long run is maybe not higher. A side effect of this is that it will be easier to handle different versions of models, since fewer systems are affected.

1.1.5 Loss of Data

Mapping between data formats is required when data is exchanged between services, but only for data which they have in common. Mapping of data in general implies loosing data, simply because a different data structure usually implies a (slightly) different part of reality being represented. It is expected that domain-based IEDMs will have a more similar representation of information to be exchanged between systems within the domain, since they are not that generic and need less conversions of domain specific data.

1.1.6 Multiple Exchange Ways

Multiple IEDMs allow for multiple exchange mechanisms. As each IEDM serves a separate domain, being a cluster of interacting systems, these systems may communicate via a specific exchange mechanism. Special requirements such as low bandwidth, real-time exchange, security or ad-hoc exchange could be met by a dedicated exchange mechanism (and maybe even a simplified version of the IEDM).

1.1.7 Multiple Security Domains

Different domains also give the opportunity to exchange certain data sets separately because they have a different security level. For instance, one could imagine having a Soldier Basic Info domain for disseminating unclassified data, next to a Tactical C2 domain in which similar data goes around, but of a higher classification. DBA seems much better suited for having different security levels in a large environment.


1.1.8 Number of Services, Adaptors and IEDMs


Since the total number of adaptors may be significant for the total costs of implementing a domain-based interoperability solution, we did some quantitative analysis on the data exchange scenario. Adaptors are related to functional services and IEDMs, so they are counted as well. The results below acknowledge the conclusions made in previous paragraphs.


In an MLA solution, the number of adaptors is equal to the number of different types of functional services. For DBA more adaptors are needed. In our scenario we have 30 functional service types (FSTs). There are 30 adaptors for MLA, while there are 47 adaptors for DBA. This is around 1.5 adaptors per FST, meaning that an FST is on average connected to 1.5 domains. 


The number of domains (IEDMs) also affects the number of adaptors. The more IEDMs, the more information is split over different IEDMs, the more adaptors needed to exchange information. 


Looking at DBA from an IEDM point of view, we noticed that the number of FSTs connected to a domain affects the impact of changes in the IEDM. The more FSTs connected the more impact an update to the IEDM will have. In the scenario, with all FSTs, we measured an average of 7 adaptors per IEDM. For MLA this is 30. It shows that, as expected, domain-based IEDMs are much easier to change.


1.18 Conclusion for Experiment B

DBA enables coalition-wide information interoperability just as MLA does. The total costs for both solutions will not differ extensively, although DBA may start somewhat more expensive and gets cheaper along the way. But DBA does offer much more flexibility than MLA, which is a very important property in the dynamic military environment.

6.0 Conclusion


1.19 Experimentation Results

Experiment A showed that the total effort, thus costs, of the Domain-based Approach (DBA) is expected to be around 50% more than needed for a Monolithic Approach (MLA), although there are serious indications this ratio will be smaller in reality.

On the other hand, DBA offers many advantages over MLA, most importantly:


· DBA enables (more) parallel and asynchronous development and decreases production time, causing a significant speed-up of the standardisation process;


· DBA will attract more dedicated (specialized) and more focussed developers, implying more efficient use of resources, better quality of models and faster agreement process;


· Changes to domain-based IEDMs will have less impact, because only one (or a few) domains will be affected.


The extra effort may be hard to sell to some people, but if you consider the whole package, then you will realise that there is little to lose and a lot to gain with DBA. 

In conclusion: compared to MLA, DBA will speed up the IEDM standardisation process considerably, will make it better manageable and will result in better and more flexible standards.

Experiment B showed that DBA enables data exchange just as MLA does, but increases the flexibility of the overall interoperability implementation in several ways.

1.20 Overall Conclusion

For improving NATO-wide interoperability, the Domain-based Approach, using multiple data exchange models, seems an efficient and effective alternative to a monolithic approach, with a single model. The new approach could help to solve the problems NATO is currently facing with the large JC3IEDM, among which high complexity and slow progress.


In addition, the approach could lead towards broader interoperability, connecting functional domains such as C3, Intelligence and Logistics. The Domain-based Approach will facilitate information exchange as required in a (NATO) coalition NEC-based environment.


7.0
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� 	Multilateral Interoperability Programme, an ongoing coalition (non-NATO) activity, with almost 30 member nations, aiming for joint interoperability between Command & Control systems at all operational levels.
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Abstract

Operational needs are not static; they change rapidly, as the situation in the field evolves, forcing command and control information system providers to react. Interoperability solutions must be flexible to enable changes in such compressed timeframes. However, the development of a modular interoperability solution requires a well-documented and well-understood methodology and organization structure. 

In this paper, we propose an approach that is based upon the concept of capability packages and the use of the Unified Modelling Language (UML), the NATO Architecture Framework (NAF), Model-Driven Architecture (MDA), and techniques that enable the automated generation of artefacts. The methodology has been developed within the Multilateral Interoperability Programme (MIP), a standardization committee supported by 29 nations and NATO. A case study was set up to prove that the capability package approach allows the rapid delivery of service specifications that are easily implementable in the various national C2ISs.

1.0
Introduction


Operational interoperability needs emerge from the field when actors are confronted by the necessity to exchange information and to understand it in order to act in a coherent and synchronized way. These needs are far from static: each operation brings its own share of lessons learnt, introducing new needs, altering previous ones, and rending others obsolete.


An interoperability program must offer the flexibility to react to these changing operational needs by providing adapted interoperability features. There is an increasingly challenging requirement to allow easy integration of these features into existing Command and Control Information Systems (C2ISs). Key to meet these requirements is a modular interoperability solution that defines data exchange services to support individual operational capabilities, such as blue force tracking or joint fires.


The development of an interoperability solution should follow a well-documented and well-understood methodology. It should be based on formal models to achieve traceability from the operational requirement to the technical specification and to reduce its level of ambiguity. For that purpose, architecture frameworks such as the NATO Architecture Framework (NAF) and software engineering approaches, e.g., Model-Driven Architecture (MDA), are valuable. The methodology should be based on a modular approach to provide the necessary flexibility, enabling individual modules to be changed independently. However, there is still the need for harmonization between the modules to ensure that the information exchanged between the modules retains its meaning and that the different services they provide can be orchestrated. The methodology (in terms of an enterprise architecture) also addresses organizational aspects required to support this modular approach.


The Multilateral Interoperability Programme (MIP) is an international standardization committee that defines an interoperability solution for joint and combined operations [3]. It experiences broad support by 29 nations and NATO. The most recent interoperability standard, called MIP Baseline 3, was released in October 2009. 

The former MIP organizational structure turned out to be insufficiently agile to respond to the demands of developing a flexible solution. The original skill-based working group structure was set up to support the traditional waterfall approach. To explore new ways, MIP has initiated an Integrated Product Team Future (IPT-F) to develop concepts for a future interoperability solution. As part of this concept study, the presented methodology and products were developed. This paper describes the most recent state of the ongoing work.


Following the presented approach, the interoperability solution is based on a number of capability packages that are combined together to form the overarching interoperability solution. Each capability package is developed using SCRUM [4] to deliver the classic requirements specification, architecture design, and component specifications that are well understood by system engineers.


The result of this process is an architectural model for each capability package. The model comprises a set of views and supporting text that formally describe the capability package from the requirements through to the service specification. This set is documented using the NATO Architecture Framework. The NAF metamodel was enhanced to provide full traceability and to support the new views developed to support the model-driven approach. 


The capability package architectural models are integrated into the wider MIP enterprise architecture. The lead architect, supported by product unification teams addresses the integration of the individual architectural models and ensures coherence between them. The new methodology is to be supported by tools for model transformation, traceability, and automatic generation of documents. This paper addresses the last topic and the specific issue of being able to produce documents that are generated automatically and still are ‘consumable’ by humans.


1.1
Key Requirements


The presented methodology had to satisfy the following key requirements:


· Traceability – System Requirements must be traced from Operational Needs.


· Flexibility – The future solution must be sufficiently flexible to meet the fluid nature of military operations.


· Support for Incremental Delivery – The solution must support incremental release. Additional capabilities can be added without the need to reissue the whole specification.


· Selective Information Sharing – The solution must be able to support operationally significant subsets of information. Individual systems do not need to implement the whole information set and all exchange mechanisms, only those parts relevant to their users’ operational needs.


· Backward Compatibility – Future versions should be capable of supporting the exchange of information common to both versions. If one member upgrades to a later version of the MIP interface specification, it retains the ability to interoperate with members who have not.


1.2
Basic Elements


The methodology is based on the following foundation elements:


· Capability Packages build the basic units of the overarching interoperability solution. They describe the initial problem, the proposed solution, and the traceability from problem to solution. This enables impact to be identified rapidly if/when the problem space changes.


· The Unified Modelling Language (UML) was used for the architecture and data modelling.


· The NATO Architecture Framework (NAF) was adopted by MIP and supported by tools and profiles provided and maintained by the Swiss Armed Forces. 


· Model Driven Architecture (MDA) is an approach that derives models from other models by applying rule-based automated transformations. The MIP methodology maps the MDA layers to NAF views: Computational independent models (CIM) map to NCV and NOV sub-views, platform-independent models (PIM) map to logical NSOV/NSV sub-views, and platform-specific models (PSM) map to physical NSOV/NSV sub-views.

· Automated generation of documents and artefacts from the underlying architectural model is supported. The vision is to generate a single document containing the full specification and description of a capability package including a mix of free-text building blocks, catalogues, matrices, and NAF diagrams.


2.0
OrganiZational Aspects


In the past, MIP developed its interoperability solutions using a traditional waterfall approach supported by skill-based working groups. The groups worked largely in isolation passing artefacts between them as they were agreed by the different groups. This ensured there was consensus between the nations before changes were implemented. However, the large bodies required to achieve this consensus, 40+ people meant that the process was slow to react to change and was neither agile nor flexible to changes in the problem domain. 


It was recognized that a new way of working, a methodology, was required to enable the future concept solution to be sufficiently flexible and agile. This would include a more flexible/agile organization structure to support its development.


The MIP IPT-F investigated several different techniques to identify a candidate, which could be adapted for MIP’s own needs. The iterative project management framework SCRUM often used in agile software development was identified as the most suitable candidate. It was not ideal, as MIP does not deliver software but specifications to implement software. In addition, the work pattern for MIP, meeting four times a year for two weeks of intensive work with different people coming to different meetings, meant that some of the assumptions in SCRUM would not be suitable for all of the future process.


It was necessary to combine the benefits of both SCRUM and the former MIP processes in order to achieve both the consensus and agility necessary.

2.1
Overall Structure


The overall organization is managed by an executive supported by an expert panel and the release authority known as the Change Control Board (CCB). 

· The executive consists of a chair, deputy chair, secretary and the new post of lead architect. Together they are responsible for the overall delivery and day-to-day management of the solution development. 


· The expert panel is comprised of the team leaders from the working teams; it enables an efficient mechanism for information to be reported up and down the chain.


· The CCB consists of a representative of each nation who vote on the acceptance or rejection of changes produced by the working teams into the final solution.

The working teams referred to earlier are: 

· The Capability Package Teams (CPTs) are responsible for delivering a complete set of service specifications traced through from the starting required capability and integrated into the wider MIP architecture, e.g., Joint Fires.


· The Product Unification Teams (PUTs) are responsible for delivering and maintaining one of the core elements/products of the MIP architecture, e.g., the capability taxonomy.


These can be thought of as ‘vertical’ and ‘horizontal’ teams working across the whole organization space. The ‘vertical’ teams deliver specific capability whilst the ‘horizontal’ teams ensure continuity. This distinction into ‘horizontal’ and ‘vertical’ aspects is similar to the TOGAF concept of capability-based planning (see chapter 32 of [6]) . 


In addition, two other types of teams are needed to ensure efficient working. Whilst these are not working teams in that they do not provide specific deliverables, they supply the coordination and de-confliction required to allow the other teams to work effectively.


· The architecture team who provides an oversight function and retains ‘the big picture’. They support the lead architect who is responsible for the identification and prioritization of the capabilities and the overall delivery of the solution.


· The conflict resolution teams are dynamic in nature and are only formed when a conflict arises. The team members are representatives from those teams who are affected by the conflict, both CPT and PUT. The conflict resolution teams are not expected to deliver a solution but instead are expected to raise a recommendation, which will have minimum impact.


Figure 1 shows how the teams’ work overlaps. 
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Figure 1: Working Team Structure.

The majority of the work will be done within the CPTs using a modified SCRUM concept to enable the rapid development of the capability package. Their output will be an architectural model built using the NATO Architecture Framework (NAF) and Sparx EA. 


The coherence and coordination of the whole solution is maintained by the lead architect who delegates responsibility for each of the core elements/products to the individual PUTs. The PUTs assess the impact of the proposed changes on their individual products and if necessary may request additional work to ensure coherence. Once a capability package model has been assessed by the PUTs, the solution is proposed to the change control board for approval. 


2.2
Capability Package Team Structure

The capability package team is a multi-disciplinary team, consisting of several members from across the operational, system, information, and test communities. A typical team is small, between five and seven people. There are three key roles within the team:

· The Team Leader is responsible for delivering the capability in the given time frame, requesting resources, raising concerns, coordinating and planning the work within the team and presenting to the wider IPT.

· The Capability Owner is normally an operational subject matter expert. He is responsible for providing the single point of truth. He represents the customer community and as such is responsible for ensuring that the capability package specification delivered is operationally relevant and delivers the capability. 


· The Team Members are responsible for doing the work.


The selection of the Capability Owner is vital to the delivery of the CPT as a whole. The Capability Owner will effectively act as the ultimate change control authority within the CPT. Any change that affects a unification team’s product will also need to be accepted by its change control authority, i.e., the products owner. 


2.3
Product Unification Team Structure

A PUT is single discipline-oriented but may have members from outside the primary discipline if required to support a particular product. For example, the Capability Taxonomy PUT is likely to be operational but will require support from a system engineer to ensure a good taxonomy is developed, which can be used to support the development of multiple capability packages. 


A PUT is responsible for monitoring and coordinating the elements of the work produced by the various CPTs to ensure a unified and coherent product is maintained. In addition, it is responsible for providing guidance and advice to the CPTs. The team leader or product owner is responsible for the overall product, the provision of advice (making resources available), and presenting any work to the wider organization. 

3.0
The Capability Package In ITS Context

A Capability Package is a set of models and artefacts (documents) completely specifying a self-contained, modular piece of the MIP interface specification, which can be delivered and implemented independently. Typically, a Capability Package specifies a set of data exchange services for a specific subject area, for instance blue force tracking. The formal representation of a Capability Package is a UML model describing a richly connected graph of NAF elements, being organized in a number of NAF views. In addition, free text elements are incorporated in the model providing the building blocks for the generation of supporting documents such as test cases or handbooks.


The overall structure of a capability package and its context is shown in Figure 2. In order not to overload the diagram, views and artefacts that are considered optional or have an auxiliary character are hidden.
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Figure 2: The Capability Package and Its Context.

3.1
Overarching Views and Artefacts

A number of overarching views and artefacts provide the foundation on which the individual capability packages are built. They describe the general requirements that are common to several (or all) capability packages and the global system architecture design.

· An Integrated Dictionary (NAV-2) is maintained to establish a common wording and a common understanding throughout the MIP community.


· A Capability Taxonomy (NCV-2) serves as a coarse-grain and abstract ‘map’ of the problem space. It is expected to be relatively stable over time (i.e., it should be only slowly changing, and preferably in the form of incremental extensions/additions).


· A High-Level Platform-Independent Domain Model (gNSV-11a’) serves as semantic reference for all information exchange services specified by the future MIP solution. This model is based on the former JC3IEDM. The gNSV-11a’ is explained in detail in section 5.


· A Service Taxonomy (NSOV-1) serves as a ‘map’ of the MIP solution space, whose primary manifestation is the provision of information exchange services. Each service that is specified and implemented as part of the MIP solution is expected to map unambiguously to this Service Taxonomy.


· The Service Design Style is an overarching set of rules that can be applied to logical and physical service design views. It can be seen as a generalization of exchange technology. The design style is not bound to one specific exchange technology; it is intended for a group of similar exchange technologies.


· Concepts on Validation, Verification, and Test provide free-text building blocks that can be used as accompanying text to generate test documentation for individual services.


· A set of Handbook Building Blocks shall be used to generate handbooks for capability packages. So far, two different categories of handbooks are planned: setup and procedures. The setup is related to the MIP solution as a whole, procedures are related to individual services or to categories of services (i.e., elements of the NSOV-1).


The enumeration of overarching products shown in Figure 2 is not exhaustive. The methodology is open to include additional views or artefacts over time (e.g., regarding overarching aspects of the system architecture, security aspects, system functionality, etc.) and to include all or parts of them in the generation of capability package documentation.


3.2
Capability Package Views and Artefacts

The views and artefacts at the right side of Figure 2 reflect the information that is needed to fully describe a capability package: the specific operational requirements, the selected logical service design (independent of an exchange technology (ET)), one or more sets of physical service specifications (specific to a given exchange technology) including a set of technical artefacts, plus a set of supporting documents.


The entry point (or root) of a Capability Package is a notional
 Operational Node Connectivity diagram (NOV-2), which shows the nodes and needlines addressed by the capability package. There should be at least one NOV-2 per Capability Package. The NOV-2 forms the basis for the operational requirements and has the potential to serve as a contract between business and information technology [5]. For each relevant needline shown in the NOV-2, one Operational Activity diagram (NOV-5) is modelled, which shows the Operational Activities and the Information Elements involved (as inputs and/or outputs).

The Operational Activities from the set of NOV-5 diagrams describing the Capability Package are mapped back to the NCV-2 by maintaining an Operational Activity to Capability Mapping matrix (NCV-6). The relationship between a Capability Package and the high-level Capabilities from the NCV-2 could be 1:1 (“the Capability Package implements this Capability”) or 1:n (“the Capability Package supports these Capabilities”). Based on the information in the NCV-6, it is possible to generate a Capability Coverage Map (“which capabilities from the NCV-2 are supported by which capability packages?”).

Starting from the NOV-5, the following modelling steps form two tracks; the structural side describing the information handled (NOV-7, NSV-11x) and the behavioural side describing the expected services to be provided (NSOV-2x). 


3.2.1

Structural Views

Each Information Element described in the set of NOV-5’s is reflected as a Data Entity in the Conceptual Information Model (NOV-7) of a specific Capability Package. The NOV-7 is intended to describe the information manipulated (in our case, exchanged) from an operational point of view, so this model should use terms understandable by the operational community. Whilst it may be normalized, it is not necessary at this stage.


From the NOV-7, a capability-specific High-Level Platform-Independent Domain Model (NSV-11a’) is derived. It includes all information/data elements used by the Capability Package. It is obtained by a projection from the CIM-level concepts of the NOV-7 to the high-level PIM constructs of the gNSV-11a’. 


From the local NSV-11a’, a Logical Message Model (NSV-11a) is generated. This is a mid-level PIM, containing the additional constructs of the MIP solution, which are deliberately hidden in the global NSV-11a’)
. There could be one NSV-11a per capability package (probably preferred) or one per service; in either case, it is independent from the exchange technology.


From the NSV-11a, one or more Physical (PSM-level) Message Models (NSV-11b) are generated. It is planned to model one NSV-11b per PIM service/exchange technology combination. 


3.2.2

Behavioural Views

All Operational Activities described in the set of NOV-5s are analyzed to identify candidates for CIM-level services. For those, a Logical (PIM-level) Service Description (NSOV-2a) is created. The NSOV-2a is independent from the exchange technology and maps to the NSV-11a of the Capability Package. A Physical (PSM-level) Service Description (NSOV-2b) is derived from the NSOV-2a for each exchange technology required. The NSOV-2b maps to the NSV-11b, which is as well specific to an exchange technology. The distinction of Service Descriptions into logical (NSOV-2a) and physical (NSOV-2b) is a MIP-specific extension of the NAF.

3.3
Traceability


Traceability is considered as the ability to navigate from the elements of the problem space (i.e., the operational needs and requirements) to the elements of the solution space (i.e., the information exchange services specified by a future MIP solution) and vice versa. The presented methodology envisions an architecture model that provides full traceability, meaning in fact that no element in the model should be disconnected. This is achieved through the application of the following mechanisms: 


· NAF provides a number of explicit dependencies to support trace relationships between elements of different views:


· The «ActivityMapsToCapability» dependency is used to map the Operational Activities in NOV-5 diagrams back to capabilities in the NCV-2; the NCV-6 (Operational Activity to Capability Mapping Matrix) is used to model those dependencies.


· Each «InformationElement» from the set of NOV-5s needs to be reflected by a «DataEntity» in the NOV-7 (Conceptual Information Model). NAF provides the «RepresentedByEntity» dependency to establish this mapping. There is no official NAF view to model this kind of dependency. The proposed workaround is to create a complementary view that is used as a ‘visual container’ to manage those dependencies.


· Some trace relationships are expressed through naming conventions. Example: a «Needline» from the NOV-2 (Operational Node Connectivity Diagram) is detailed by an NOV-5 (operational activity diagram). This relationship is expressed by assigning the same name to the NOV-5 and the corresponding «Needline».


· Other trace relationships can only be managed by explicit mapping tables. Mapping tables are considered auxiliary constructs, which are not described by the NAF metamodel but are used to document model transformations. Example: a capability-specific NSV-11a’ is derived from the global gNSV-11a’ through a transformation based on a QVT (Query/View/Transformation) script. While a QVT script represents a functional description of the transformation process, it provides no traceability at the level of individual model elements. Thus, the MDA approach to derive models from other models should provide a mechanism to document a transformation in a mapping table, which provides traceability between the source elements and the destination elements.


4.0
Generation of Documents and ArtIfacts


The new methodology strongly aims at a highly automated generation of documents and artefacts. Document generation in its narrow sense deals with the generation of integrated documents, which can be delivered in an electronic format to a standard client workplace and are aimed at ‘consumption’ by a human. The generation of WSDL and other technical artefacts is based on the same or similar concepts but aims at ‘consumption’ by machines. Therefore, it is excluded from the scope of document generation.


As outcome of the joint work of the MIP community and Swiss Armed Forces, some key requirements for a document generation capability have been identified:


· TOGAF foresees the following types of products in an architecture repository: catalogues (one-dimensional tables), matrices (two-dimensional tables), and diagrams (graphical views of parts of the model). As described in section 3, there is the need to extend this enumeration by quality-assured free-text building blocks. Furthermore, there is the need for the generation of charts (such as a pie chart). To summarize, the following type of products have to be generated from the repository:


· Products that are stored as such in the repository:


· NAF diagrams


· Free-text building blocks


· Products that are generated from other information stored in the repository:


· Catalogues and Matrices


· Charts


· There is a strong affinity to use and support Microsoft Office products, because they are available to all MIP members. Thus, the generated products should have a file format, which is compatible with Microsoft Word, Excel, and Visio. To summarize, the product types from the repository should map to the following Microsoft Office products:


· NAF diagrams will be delivered as JPEG or EMF documents, which can easily be imported into Word, Excel, or Visio.

· Textual building blocks shall be delivered as Word documents.

· Catalogues and Matrices shall be delivered as Excel sheet (optionally as Word tables).

· Charts shall be delivered as Visio documents (optionally as Excel charts).


· It must be possible to orchestrate one or more single-type artefacts (as listed above) into compound documents. As an example, a full specification of a capability package might be generated as one compound document including a mix of multiple single-type artefacts such as Word documents, Excel tables, etc. 


· As shown in section 3.3, full traceability is achieved by a set of specific mechanisms. Therefore, it should be possible to extract all relevant information by applying queries against the model repository. 


· The process of extracting information from the model and the process of rendering should be as independent from each other as possible (separation of concerns).


· Once a document has been successfully generated, it must be possible to store the ‘blueprint‘ for its reproduction. 


· It must be possible to maintain templates for the rendering process. A ‘descriptive cross-product’ approach for templates is preferred (based on the observation that the purpose of a template is product-independent: to specify paper size and orientation, printing area, headers and footers including variables, and the position and scale factor of graphical logos).

· Good version control is essential, including an intelligent mechanism to mark differences between generated versions of the same document.


4.1
Experimental Work


In the past 18 months, a number of experimental tools have been developed by the Swiss Armed Forces to support the generation of documents and artefacts from a Sparx Enterprise Architecture (EA) repository:


· A tool to create three different types of Microsoft Excel pivot tables from an arbitrary SQL query issued against a Sparx EA repository.


· A tool to create a graphical tree representation (such as a capability taxonomy or a service decomposition) in an Excel sheet or optionally in a Visio chart using a parameterized SQL query issued against a Sparx EA repository.


· A tool to generate a WSDL artefact from the Sparx EA repository (using the information from NSOV-2b and NSV-11b).


Several experiments have been made with the built-in document generator of Sparx EA. The experience made can be summarized as follows: the generator is well suited for an ad-hoc generation of small documents (in RTF format, which is readable by Microsoft Word) but it does not meet all requirements described in the previous paragraph.


Further experiments have been made with the creation of database-layer objects in the Sparx EA repository. Due to the open and well-documented structure of the Sparx EA repository, it is possible to create intermediary products directly in the database (using a set of SQL scripts). Examples of such products are:

· A view that provides a package tree including the full path for each package, 

· A trigger that inserts default sets of tagged values for certain element types upon their creation, 

· A view that unifies the handling of directed and undirected connectors.


4.2
Outlook

The requirements presented above have been taken as a starting point for an experimental development project at the Swiss Armed Forces. This project, which is currently being set up, is planned to be conducted by an integrated team consisting of members of the Command Support Organisation and a contracting company. The planned timeframe is from now until the end of 2012.


The aims of the project are the following:


· Development of an architecture vision for the Document Generation Capability, with special focus on a clean layer/service model that enables:


· separation of concerns


· orchestration/automation of Capability Building Blocks
 


· provision of the Capability Building Blocks for different platforms and/or technologies


· (anticipated) reuse of the Capability Building Blocks in a future overarching information management solution of the Swiss Armed Forces


· Experimental development and verification of a ‘best practice’ solution for each of the Capability Building Blocks


· Experimental development and verification of a ‘best practice’ solution for an automation/ orchestration of those Capability Building Blocks


Swiss Armed Forces expect that the first results (i.e., experimental releases of some Capability Building Blocks) will be delivered by the end of 2011.

5.0
The Platform-Independent Domain Model as A “Horizontal” Product


The Joint Consultation, Command, and Control Information Exchange Data Model (JC3IEDM) is one of the key products of MIP. The JC3IEDM covers the information exchange requirements of land component commanders in joint and combined operations. In addition, specific requirements from navy and air force – e.g., maritime mine warfare and air tasking order – have been incorporated in the MIP data model. 


The JC3IEDM is based on a few generic concepts such as Object (concrete items and types), Action, Capability, Plan/Order, Context (Information Group), and Location. Most concepts have many specializations. For instance, the JC3IEDM differentiates between five types of objects – Person, Organisation, Feature, Facility, and Materiel – where all but Person span large subtrees.


In the past, the JC3IEDM has been designed in a way that it supported the database replication approach of MIP Baseline 2 and 3. The latest official release of the JC3IEDM, version 3.0.2, is an entity-relationship model, from which a proper database schema can be derived easily. However, since the data model has many platform-specific (database-specific) elements, it is inadequate for use with other exchange technologies and for the modelling approach described above.


In order to overcome known limitations and weaknesses, MIP has started an initiative to restructure the JC3IEDM. The data model has been reworked to better satisfy the requirements for a high-level platform-independent domain model (cf. section 3.1). The restructuring has been driven by the following objectives:


· Platform-Independence: The data model should be applicable with a broad range of technical solutions. The new high-level PIM is specified in the Unified Modelling Language (UML). All database-specific aspects such as primary/foreign key attributes have been eliminated or replaced by object-oriented concepts.


· Modularity: In the past, the JC3IEDM was used as a monolithic data model. For a capability-based approach, it must be possible to derive sub-models that include all data elements needed for the specific capability/service – and not more. The new JC3IEDM makes it easier to identify the relevant parts of the model. This is achieved by, e.g., merging the complementary object hierarchies of the JC3IEDM 3.0.2 (object item, type, and status) into a single hierarchy. Modularity is improved by splitting up classes and enumerations that subsume different operational concepts into several distinct classes.


· Consistent Use of Metadata: One of the structural weaknesses of the former JC3IEDM was the inconsistent use of metadata. For instance, a security classification could only be assigned to a few operational concepts. The new JC3IEDM PIM assumes that metadata can be attached to any kind of information (without actually establishing the technical link between them).


· Consistent Grouping of Information: Likewise, the grouping of information was modelled inadequately before. This has resulted in many implementation problems as unveiled by interoperability exercises.


· Consistent data management: The JC3IEDM 3.0.2 was designed in such a way that the update and deletion of data could be expressed within the model itself. Consequently, a MIP gateway was able to maintain historical data in its JC3IEDM-compliant database and exchange those data with other systems. However, the data structures were complex and did not follow a regular pattern. The new high-level PIM does not care for data management. Instead, those aspects are introduced as crosscutting concerns in the logical PIM (NSV-11a in Figure 2). However, the lifetime of objects (depending on the lifetime of other objects) has been clarified by using the UML concepts of association vs. aggregation vs. composition. 


· Strict and Unambiguous Semantics: All business rules that were formerly available in textual or semi-formal notation have been transformed into rules in the Object Constraint Language (OCL). By splitting up associations with different operational meaning into multiple distinct associations, it was possible to express clearly how they are intended to be used. 

· Comprehension: The model should be understandable by both operators and engineers. Moreover, it should follow common modelling conventions to lower the threshold for new users. Significant effort has been spent on consistent naming of classes and attributes and refining and simplifying the definitions of attributes. Where reasonable and possible, business rules have been substituted by explicit data structures in order to improve readability of the model.


· Efficient exchange schemas: Although the high-level PIM abstracts from technical concerns, some modelling concepts make it easier to generate concise schemas for information exchange (e.g., XML schemas or CORBA IDLs). Efficient schemas are facilitated by the formal specification of range restrictions and the navigability of association ends.


Unlike the JC3IEDM 3.0.2, the high-level JC3IEDM PIM describes a snapshot of the real world. It is characterized by the following key properties:


· “Stateless”: The model describes the characteristic of objects at an arbitrary but fixed point in time. It is not possible to describe the evolution of an object over time. As noted above, data management aspects are introduced in the logical model.


· “Sourceless”: Handling conflicting information about the same object is also out of scope of the model.


· “Context-free”: The high-level PIM can only be used to describe a single operational situation. It is not possible to model, e.g., the current situation and a planning situation at the same time. There are no data structures to indicate that information co-exists in different contexts.


The assumptions above allowed us to make significant simplifications to the JC3IEDM. Many one-to-many associations have turned into one-to-one associations. This made it possible to merge many classes such as the ObjectItem, ObjectType, and ObjectItemStatus hierarchies mentioned above.


The high-level PIM consists of three sub models describing metadata, information groups, and core operational elements without explicitly linking them with each other (otherwise, the model would lose its key features and much of its simplicity). Figure 3 gives an overview of the high-level PIM.
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Figure 3: The Restructured High-Level Platform-Independent Domain Model.

In order to enforce the consistency of the UML class model and its business rules as well as to support traceability of model changes, several UML-related tools have been developed (see [2]). For instance, all change proposals for the JC3IEDM are formally specified in XML and are automatically applied to the model, thereby enforcing UML and OCL compliance and MIP-specific naming and design conventions.


The latest draft version of the high-level PIM can be downloaded at http://mda.cloudexp.com/DEV/SVN/
PIM/trunk. It is available in Sparx Enterprise Architect format. At the time of writing this paper, all major structural changes have been applied to the data model. For a detailed description of the model, see [1]. However, a final cleanup is outstanding. A stable version that includes an updated documentation is expected by Mid-2012.

6.0
Case Study: a Prototype Capability Package as A “vertical” product

MIP has set up a prototype team to prove that the Capability Package approach can be applied successfully to rapidly deliver service specifications that can easily be implemented by C2IS implementers. In this section, we provide some draft results of this team. 


The prototype team focused its modelling work on a ‘core’ subset of the NAF views presented in Figure 2. In particular, mapping tables and matrices (such as the NCV-6) had deliberately been omitted.


The prototype is based on the following operational scenario: nations involved in a coalition operation want to exchange the most current positions of friendly units in order to avoid fratricide.

6.1
Overarching Views


The fragment of a Capability Taxonomy (NCV-2) as shown in Figure 4 was assumed as the starting point. The parent capability that is supported by the Prototype Capability Package is highlighted in blue (Friendly Forces). All generalizations shown on the diagram carry the stereotype «CapabilitySpecialisation», which is deliberately hidden.
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Figure 4: Prototype Capability Taxonomy (NCV-2).

The service taxonomy in Figure 5 has been created as a working assumption. The service category, which was implemented in the Capability Package, is highlighted in blue (Business Service). All generalizations shown on the diagram carry the stereotype «ServiceGeneralisation». Again, it is deliberately hidden.
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Figure 5: Prototype Service Taxonomy (NSOV-1).

6.2
Operational Views


The Operational Node Connectivity Diagram (NOV-2), which has been developed by the prototype team, is depicted in Figure 6.
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Figure 6: Prototype Operational Node Connectivity (NOV-2).

For two of the needlines shown in the NOV-2, the prototype team has created operational activity diagrams (NOV-5; see Figure 7). As a naming convention, the NOV-5 is using the same name as the needline.
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Figure 7: Prototype Operational Activity (NOV-5).

The conceptual information model (NOV-7) in Figure 8 has been created for the capability. All solid lines between boxes carry the stereotype «EntityRelationship».
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Figure 8: Prototype Conceptual Information Model (NOV-7).

6.3
Service Specifications


During the transition from CIM Level to the PIM Level, the prototype team decided to specify a single service, which covers the exchange of Critical Areas of Interest and the exchange of Friendly Unit Information in a combined Publish-Subscribe approach. The Critical Area of Interest is specified as part of the subscription, whereas the Position Update of Friendly Units is delivered as part of the publication (notify call in terms of Web Service Technology). It turned out that the PIM- and PSM-level service descriptions (logical and physical service descriptions; NSOV-2a/b) look very similar
, thus, only the NSOV-2b (Physical Service Description) for the Web Service Technology is shown in Figure 9.
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Figure 9: Prototype Service Description for the Web Service Technology (NSOV-2b).

The structure of the parameters referenced by the service operations shown in Figure 9 is described by logical and physical data models (NSV-11a/b). As an example, the NSV-11a diagrams are shown in Figure 10.


Again, the observation was that there is not much difference between the NSV-11a and the NSV-11b
. 
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Figure 10: Prototype Logical Data Model (NSV-11a).

6.4
Artefacts

From the physical service specification, WSDL artefacts have been created with the aid of a generator. It has been developed for the Swiss Armed Forces in the form of a plug-in for the Sparx Enterprise Architect modelling tool.


6.5
Conclusions 


The prototype proved that our methodology permits the rapid development of service specifications for modular pieces of a future MIP interoperability solution. 


By May 2011, the prototype specification was finished. A number of MIP nations implemented the prototype service on existing C2 systems, effectively employing two different exchange technologies: Web Services and DDS (Data Distribution Service). 


The implementation of the prototype specification has uncovered some problems. In particular the operational and service views are not as technology-agnostic as desired. This hindered the exploitation of some of the key features of DDS. Moreover, the initial data models did not carry enough information to display each unit as a proper APP-6(A) symbol. Consequently, the logical and physical data models have been extended.

7.0
SUMMARY

This paper has presented some of the key building blocks that are expected to help the Multilateral Interoperability Programme to build an interoperability solution able to react quickly to the legitimate demands of the field.

These building blocks are:


· A capability-based approach transforming in an iterative manner the user expectations (formalized by an NCV-2 capability taxonomy)

· A set of NAF views formalizing the content of the documents necessary to define the interoperability solution


· An organization that allows and eases the required iterations in the development process


· a platform-independent domain model that provides the information required by the various Capability packages in a consistent manner that ensures coherence and orchestration between the packages

· Tools to generate the required documents and artefacts in conformance with an MDA approach


Prototyping and experimentation activities are ongoing in order to assess the effectiveness of the building blocks in delivering an interoperability solution fulfilling the user expectations in due time.
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Model Driven Architecture
MIP
Multilateral Interoperability Programme
NAF
NATO Architecture Framework
NATO
North Atlantic Treaty Organisation
NAV
NATO All View
NCV
NATO Capability View
NOV
NATO Operational View
NSOV
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� It does not describe the actual nodes that will be operating in a theatre (1st division HQ, Charlie Company, 101 Artillery Battery…), but rather their generic role (e.g., decision-making command post, requester, provider…).



� We have chosen to make the PIM timeless, stateless and sourceless therefore showing the absolute nature of the information elements and their relationships, and to introduce the notions of history and perception by different persons only in the logical model.
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Introduction


Contrary to the United States, Europe does not have a single sky, one in which air navigation is managed at the European level. Furthermore, European airspace is among the busiest in the world with over 33,000 flights on busy days and high airport density. This makes air traffic control even more complex.


The EU Single European Sky is an ambitious initiative launched by the European Commission in 2004 to reform the architecture of European air traffic management. It proposes a legislative approach to meet future capacity and safety needs at a European rather than a local level.


As part of the Single European Sky initiative, SESAR (Single European Sky ATM Research) represents its technological dimension. It will help create a “paradigm shift”, supported by state-of-the-art and innovative technology.


The work in SESAR is decided, among other statements, to be based on NAF (NATO Architecture Framework) 3.0 and Service-Orientation.


Two important parts in this work are the creation of:


· AIRM, Air traffic management Information Reference Model, to be an Information Exchange Model for European air traffic management.


· ISRM, Information Service Reference Model, to be a common catalogue of services needed in a future common system of systems supporting European air traffic management.


This paper is about the parallel development of AIRM and ISRM.


AIRM development


As a concept AIRM, describing specifications for information to be exchanged between different parties and also the relations between different kinds of information, plays a fundamental role in order to reach semantic interoperability. Using NAF 3.0 AIRM is actually implemented in two different views:


· NOV-7 
Information Model


· NSV-11a
Logical Data Model


The AIRM Information Model contains (business) entities and relationships relevant to the ATM strategic discourse and concerns. It can be used to construct the overall picture as well as a means of validation. 


The AIRM CLDM, Consolidated Logical Data Model, contains the information elements necessary to model the shared information of ATM. It is at a lower level of abstraction than the AIRM Information Model. It can be used to construct domain specific logical data models and, indeed, physical data models. As such, it can be used to create a model that can be used to build services and operations.


Modelling AIRM can be done both top down identifying business entities being exchanged between different parties, and bottom up using existing standards and established data models as a base.



[image: image6.jpg]}
A NATO
\4% OTAN






ISRM development


ISRM is a catalogue of services ordered in a taxonomy defined for the ATM area. The services are modelled according to the following views:


· NSOV-1, Service Taxonomy


· NSOV-2, Service Definitions


· NSOV-3, Services to Operational Activities Mapping


· NSOV-4, Service Orchestration


· NSOV-5, Service Behaviour


Modelling ISRM can be done both top down identifying services from operational needs of interaction between different parties, and bottom up using existing standards and established interactions as a base. The operational needs used in the top down approach can be modelled according to NAF or they can also be documented in requirement documents. This is quite similar to the development of the AIRM, but while the bottom up approach is an important part of the AIRM development in order to align to selected standards the focus in the development of the ISRM is the top down approach.


Interdependencies between AIRM and ISRM


In NSOV-2 Service Definitions message types used in that service are described. In order to be able to implement a service the information payload of the message types needs to be defined with all data types included, but to also reach semantic interoperability, the different values sent also need to represent elements in a common information exchange model. Thus the attributes representing the information payload in each message type need to map to the information exchange model. Some attributes in a message type are not considered to be the information payload such as parameters e.g. stating number of elements requested etc. 


One analogy used for explaining the role of an information exchange model is to see it as the dictionary and grammar of a common (formal) language. In order to enable exchange of information while protecting the semantics, the information should comply with the model. A message could use the right format at the same time as the information exchange is misunderstood. A value called “length” with the right number of decimals etc. could e.g. be measured in different ways.


The services then include descriptions on how to use this language together with other functions in order to complete a number of activities to fulfil identified needs.
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In an information exchange model the information elements needed in one specific message type can be spread out as attributes in different classes, and to include the entire content of instances of these classes in one message would probably fill up the message with lots of unnecessary content. The mapping between the message type and the information exchange model then cannot just be the message type being an aggregation of classes from the information exchange model. It needs to be finer granulated mapping each message type attribute to an attribute in the information exchange model.


In this work the mapping is between the message type defined in an ISRM service defined in NSOV-2 service definition and NSV-11a the consolidated logical data model.


Parallel development of AIRM and ISRM


Modelling scope


AIRM is modelled in 8 domain specific projects and ISRM is modelled in 5 domain specific projects, and every project has between 5 and 25 project members. In addition to that there are two consolidation projects, one consolidating the result from the domain specific AIRM development projects and one consolidating the result from the different domain specific ISRM development projects. These two consolidation projects releases new versions of AIRM and ISRM.


The problem is then to co-ordinate the work in these 15 information management projects. This problem can be illustrated with the following examples:


· Before adding a new service there is a need to check that this service will not be in conflict with existing services.


· Before changing or removing a service there is a need to check that this change or deletion does not affect other services. The service could be used by other services. There is also a need to check whether this change is supported by the AIRM or the AIRM needs to be changed to support this change.


· Before changing the AIRM there is a need to check that the AIRM will still be consistent both within the two parts, NOV-7 and NSV-11a, and between the two parts. There is also a need to check whether this change supports ISRM or some services defined in ISRM needs to make changes to any message types be supported by AIRM.


Complexity


When configuration management is applied to the modelling result not only the modelling elements are versioned, but also the couplings. In theory that means that any version of the total, AIRM + ISRM, could be identified just as a collection of versioned elements and couplings, but in practice that is not easy to implement without a strict common way of work among all involved projects and an extensive tool support.


In these projects Sparx Enterprise Architect is chosen as a modelling tool and there, versioning is best supported for packages. A coupling is, by Enterprise Architect, considered to belong to one or both the connected elements regarding versioning.


The development has been planned to deliver releases of ISRM and AIRM every six months. During that period of six months the actual development based on previous releases is performed and consolidated within ISRM and AIRM respectively which is a quite complex task. Still the development in ISRM during that period of six months is not taken in consideration when developing AIRM and vice versa. In that sense the development is using versions being about 6 months old.


Simplified development process


This situation is easier to handle if the development process is simplified. By decreasing the development flexibility the complexity is also decreased. In this project AIRM is defined to be the basis for the ISRM. The alternative to develop the AIRM based on exchanges identified when defining services is considered not to be aligned to the current development process. 


It is very important to set up an appropriate cm process for larger areas in order to manage all models and model couplings. When identifying configuration items the following criterias are used:


· Create a structure of CI’s to support the cm process


· Find a granularity that enables control of each individual item as well as of configurations. 


It is very important that all items that need individual follow are identified as CIs. Granularity must not be too large or too small.


Since the AIRM is the basis for the ISRM, the development plan for the ISRM can be created taking in consideration the release plan for the AIRM always giving an opportunity to have a fresh AIRM when producing a new ISRM. It is however difficult to be 100% consequent. There will always be situations were the ISRM development team needs to make a change request for AIRM in order to define a specific service.
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Introducing a connecting model


To handle the problem with dependencies to older versions of AIRM and ISRM respectively a connecting model can be used. NAF NSV-11b can play that role being a physical model and thus coupled but not identical with NSV-11a. This model can more easily be changed without changing AIRM.


For some domains there are today existing physical model standards ready to be used. Two examples of that are AIXM (The Aeronautical Information Exchange Model) and WXXM (Weather Exchange Model). For domains where there are no applicable standards a physical model fulfilling the needs is created. The role of this SDM (Service Data Model) is to be a gap filler.



[image: image4]

In this example two different service messages uses overlapping parts of the domain specific standard AIXM to implement the payload while one service message uses a non standard part included in the service data model (SDM) and one service message uses an extended WXXM. The two standards, AIXM and WXXM, and the SDM are all mapped into one consolidated logical data model, CLDM. 


In the development of a new service, CLDM can more likely remain unchanged as a base while the SDM evolves to meet the needs of the service messages not covered by existing standards. 


Another effect of this method is increased validation support. This is because of the possibility to automatically generate code when the service messages are connected to the physical model. This could be done e.g. by following these links:


· from the Service Contract (e.g. producing the service interface definition part of a WSDL) 


· via the Service Message (e.g. producing the message definition part of a WSDL)


· and its aggregated data types (e.g. producing elements of an XSD)


· all the way down to the definition of physical data types for each message attribute (e.g. producing simple and complex types of an XSD).


Final remarks


This work is currently ongoing and the SDM approach is not yet fully implemented.
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ABSTRACT 


Interoperability of information systems is the main goal of engineers in 21
st
 century. Maritime domain 


interoperability is the main requirement of civilian and military agencies for common understanding of 


the activities in maritime environment. For achieving maritime domain awareness, interoperability 


between heterogeneous information systems is required, which in turn requires these systems to be 


connected physically, syntactically and semantically. Alliance forces and law enforcement agencies 


depend heavily on maritime information systems in their operational activities for decision support and 


anomaly detection. In our work, formal concept analysis (FCA) is proposed as the core of decision 


support and anomaly detection in maritime domain. Concept lattices are generated and concept 


exploration methods are utilized for maritime domain awareness requirements of the alliance. Finally; in 


this paper, a new framework for maritime domain interoperability is proposed, which properly maps to 


phases of Semantic Interoperability Framework (SILF) by generation of maritime data model, mapping of 


the maritime context, utilization of FCA for anomaly detection and upgrade to the national/alliance data 


model. The proposed framework aims to achieve maritime domain interoperability in a sense of an 


electronic library approach that can also form the basis for Common Information Sharing Environment 


(CISE) of European Union (EU). This work is accomplished in the context of Coastal Surveillance Radar 


System project requirements for the Turkish maritime information system. 


1.0 INTRODUCTION 


The development of communication technologies has led to the requirement of semantic information 


exchange between computer systems. This has given rise to a new question: “What is semantic 


information for a computer system?” For two or more systems to be interoperable, the language of the 


shared information has to be compromised by all parties and all systems need to fully understand each 


other. Situational awareness, which is the perception, comprehension and projection [1] of the real world 


from information systems’ point of view, can only be achieved by the semantic interoperability of the 


systems. Among the research areas for bringing situational awareness to reality, Maritime Situational 


Awareness (MSA) steps forward as a promising concept for member nations’ information sharing 


requirements for maritime interoperability issues. 


In this paper, we focus on the importance of interoperability by giving examples from maritime situational 


awareness with semantic information exchange, and introduce the concept of anomaly detection in 


maritime domain. Then we propose a theoretical approach for maritime situational awareness concept 


analysis by defining maritime ontologies as context, utilizing concept exploration as a tool for dynamically 


aligning the maritime situational awareness concept lattice. Maritime concept exploration browses through 


the concepts, which give the maritime situational awareness operator the ability to locate required vessels, 
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reach the related information and analyze the maritime situation. Afterwards we introduce the framework 


for maritime domain interoperability and identify the sub domains with different operational picture 


requirements. Lastly, we finalize the paper by mapping the phases of Semantic Interoperability 


Framework (SILF) [2] to the phases of our Framework for Maritime Domain Interoperability with Formal 


Concept Analysis and conclude with our suggestions and requirements for establishing a maritime 


information system. 


2.0 MSA & SEMANTIC INFORMATION EXCHANGE 


According to NATO, “MSA is an enabling capability which seeks to deliver the required information 


superiority in the maritime environment to achieve a common understanding of the maritime situation in 


order to increase effectiveness in the planning and conduct of operations." where "The maritime 


environment comprises the oceans, seas, bays, estuaries, waterways, coastal regions and ports."  


Generation of the maritime situational awareness requires the semantic communication between member 


nations’ maritime information systems which leads to a full semantic integration of systems’, which is 


referred as interoperability of systems. NATO definition of interoperability is “The ability to act together 


coherently, effectively and efficiently to achieve Allied tactical, operational and strategic objectives” and 


the NATO Architecture Framework (NAF) defines interoperability as “The ability to operate in synergy in 


the execution of assigned tasks” [3]. 


Consequently, to enable the member nations’ information systems to act together and operate in synergy, 


information systems need to have a shared communication medium and a fully understood context, in 


which the systems share information semantically for maritime situational awareness [4]. The shared 


medium requires a “common language” between the systems, which needs to have a well defined form, 


meaning and language in context where linguistics is defined as “The study of language in general and of 


particular languages, their structure, grammar, and history”.  From the information sharing perspective, 


grammar of the language has an important role. Grammar defines the semantics of information sharing, 


where shared datagrams are understood as they are intended to. 


Words in a language, both in a natural language or a computer language, gain different meanings as they 


are used. For instance, words are used as attributes to real world objects, such as an adjective in front of a 


noun; and, as new phrases are created, the phrases gain different meanings. We need to find a formal way 


of creating phrases from words by defining their relations, and build semantic sentences from these 


phrases. Building the sentences requires the logical selection of the words and phrases, adjectives and 


nouns in natural languages, similar to objects and attributes in computer languages, by a formal 


methodology. For situational awareness, we will model this methodology in information systems by 


generation of formal context and performing formal concept analysis on this context. Formal concept 


analysis is proposed in this paper as the main tool for anomaly detection in maritime domain. 


3.0 ANOMALY DETECTION IN MARITIME DOMAIN 


Maritime domain consists of several and multi-disciplinary branches, each of which deals with completely 


different data sets. To achieve Maritime Situational Awareness, each data set needs to be thoroughly 


analyzed by a formal way. The results of the formal analysis are to be used in not only improving the daily 


operations such as optimization of maritime commercial vessel routes against piracy operations but also 


for maritime anomaly detection. 


Anomaly detection refers to detecting patterns in a given data set that do not conform to an established 


normal behavior. The patterns thus detected are called anomalies and often translate to critical and 


actionable information in several application domains. In maritime domain, a vessel coming from Country 


A, with a load of Substance 1, may be referred to as a normal behavior, while the same vessel coming 
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from Country B with a load of Substance 1 may be referred to as an anomaly. Our main effort in this paper 


is to automate the detection of anomalies in maritime domain, through the analyses of the knowledge base 


generated by domain experts. The knowledge base shall include the experiences of the domain experts and 


shall be temporally updated according to new maritime incidents, such as the same vessel coming from 


Country A with a load of Substance 1 may be referred to as an anomaly by time, if the ship gains a 


criminal record. 


Supposedly, a cargo vessel V1, coming from country U1 with a load of white chalk S1 is a normal 


behavior. But later on, the coast guard receives a notice stating that the load is not white chalk, but illicit 


cargo. After this event, all cargo vessels coming from country U1 with a load of white chalk becomes an 


anomaly for a predefined time frame, keeping in mind that the suspicion includes all known related 


commercial routes, vessel personal lists and ship owners. 


This suspicious behavior of all related vessels need to be analyzed and all vessels of interest shall be 


classified into a set of suspicious vessels, each set containing a different property of vessels such as 


vessels from Country U1, ships with crew C1, ships with load of white chalk S1. We need to find a formal 


way of creating data sets and a formal way of navigation through these sets so that we can focus on the 


suspicious vessels and semi-automate the anomaly detection process. For the arrestment of the offenders 


in maritime domain, the maritime governmental authorities need to gather all maritime related data into a 


database, and the information in the database shall be automatically analyzed 24/7 for suspicious behavior, 


leading to law enforcement operations. One procedure for behavioral analysis by the usage of the time 


varying knowledge base is called Formal Concept Analysis. 


4.0 FORMAL CONCEPT ANALYSIS FOR ANOMALY DETECTION 


Formal concept analysis is a theory of data analysis which identifies conceptual structures among data 


sets, by usage of contexts and concept lattices [5]. This method intends to make ontology building more 


efficient and allows for discovering necessity for new concepts and relations in an ontology, which leads 


to an ontology that has these entities described in a way suitable for knowledge exchange. Member 


nations’ semantic information sharing objectives and interoperability goals will be achieved by forming 


the maritime ontology from the formal context and analysis of the concept lattice [6]. 


4.1 FORMAL CONTEXT 


Before analyzing and sharing the maritime information, all the vessels and properties shall be listed in a 


worksheet composed of two dimensional tables, for machine readability. The tables shall have related 


objects in rows, and attributes in columns. For easy machine processing, we shall form the context such 


that, the context includes the objects’ attributes by a simple relation, instead of a complex ontological 


definition [7]. 


We will create a maritime ontology, which is simple to process, but detailed enough to include all related 


maritime information in the formal context of the maritime domain. The created context will not be able to 


be described in one single table, as we are required to define all attributes of all objects as detailed as 


required. Cascaded tables will be used for describing this detailed recursive meaning, which will 


eventually form a computer representation of maritime domain, as an ontology. 


The tables starting from the highest level formal context table (level zero) to sub-sub level (level two or 


more) includes all objects (vessels) in the system and all attributes of the objects. The context shall have 


objects in rows, and attributes in columns. If the attribute in column needs to be detailed in another table, 


such as crew, route or anomaly in Table 1: Highest Level Formal Context Table, then this attribute 


becomes an object in the new table, and a new table with objects in rows and newly detailed attributes in 


columns is created. The objects and attributes are gathered from maritime information databases. 
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We must keep in mind that, the related data shall be linked to the knowledge base by domain experts. The 


data need not be stored in a different database, but the related software shall access the databases online, 


and fill the cells of the context for a possible formal concept analysis. All these tables are generated and 


stored in a third dimensional array wrt the changes due to time. We will ignore the time effect in this 


paper, and focus on the near real time formal concept analysis requirements here. 


Finally we will form the worksheet consisting all these tables, and we will be able to browse through the 


worksheet from a graphical user interface, which will give warnings in pre-defined events and anomalies, 


such as “Person P3 (Criminal), on a vessel that carries white chalk (S1), from Country U1”, based on the 


previous experience of domain experts. This anomaly detection will be a software algorithm running on 


the server as the decision support module. The anomalies will be reported to the user so that the law 


enforcement agencies can take appropriate action. 


For instance, we will create the ontology in a cascaded formal context such as: Vessel V1 has crew C1, 


cargo S1, route R1 and anomaly A1, while Vessel V2 has cargo S2, route R2 and anomaly A2. Also the 


context shall include, in another table, Crew C1 has Person P1, P2, P3 and P4, of which P3 has a criminal 


record. Also the tables will have temporal displacement, such that the routes will change in the next trip, 


which we will ignore in this paper. The ontology details are simple examples from paper [8], [9]). 


The vessel V1 is en route from U1 island to U2 island, and stops by island U4 and suspected region SR1 


on the way, while the vessel V2 is en route from U1 island to U3 island, and stops by suspected region 


SR1 and island U2. In the suspected region SR1, the two vessels V1 and V2 has a contact which creates 


anomalies A1 and A2 respectively, as shown in Figure 1: Vessel movement scenario and the following 


context table, sub tables and sub-sub table.  “Obj.” refers to objects to be detailed in a new table, while 


“att.” refers to attributes in the same table. 


The context will also be used for forming the concept lattice and browsing through the lattice, so called 


concept exploration, which is described briefly in the following section 


Table 1: Highest Level Formal Context Table 


Vessels IMO # 


(att.) 


Crew 


(obj.) 


Cargo 


(att.) 


Route 


(obj.) 


Anomaly 


(obj.) 


Sensor 


Data 


(obj.) 


… 


V1 … C1 S1 R1 A1 … … 


V2 … … S2 R2 A2 … … 


V3 … … S1 …  … … 


V4 … … S1 R3  … … 
 


Table 2: Vessels Sensor Data Sub Table 


Vessels Coordinate Sensor 


IMO # 


Sensor 


MMSI # 


Navigation 


Status 


Radio 


Call Sign 


Type 


of 


Vessel 


… 


V1 … … … … … … … 


V2 … … … … … … … 


V3 … … … … … … … 


V4 … … … … … … … 
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Table 3: Crew C1 Context Sub Table 


Crew C1 


Table 


ID # Citizenship Clean 


Criminal 


Record 


Birth date … 


P1 … U1   … … 


P2 … U1   … … 


P3 … U2   … … 


P4 … U3   … … 
 


Table 4: Route R1 Context Sub Table 


Route R1 


Table 


From 


Country 


To Country Midway Stop 


#1 


Midway Stop 


#2 


… 


V1 U1 U2 U4 SR1 … 
 


Table 5: Route R2 Context Sub Table 


Route R2 


Table 


From 


Country 


To Country Midway Stop 


#1 


Midway Stop 


#2 


… 


V2 U1 U3 SR1 U2 … 


 


Table 6: Route R3 Context Sub Table 


Route 


R13Table 


From 


Country 


To Country Midway Stop 


#1 


Midway Stop 


#2 


… 


V4 U1 U2 … … … 


 


Table 7: Anomaly A1 Context Sub Table 


Anomaly A1 


Table 


Contact en 


route (obj.) 


Stopped for 6 


hours 


No AIS Signal Route change … 


V1 Con1       … 
 


Table 8: Contact Con1 Context Sub-Sub Table 


Contact 


Con1 Table 


Contact Time Period 


V1 N/A N/A 


V2   … 


V3   … 


 


U4


U1


U2


U3


V1


V1


V1


V1


V2


V2


V2


V2


Suspected 


Region 1


 


Figure 1: Vessel movement scenario in our case study 
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4.2 CONCEPT LATTICE 


Concept lattices are used to represent conceptual hierarchies which are inherent in data. They are the core 


of the mathematical theory of Formal Concept Analysis (FCA). There are many algorithms to build 


concept lattice, while in our work of maritime ontology building, we will only use the context we have 


previously defined in section 4.1 of our paper, and we will focus on the requirement for a graphical user 


interface for concept exploration, briefly mentioned in this and the following section. 


Suppose our aim is to find the suspected vessel in a set of all vessels. With domain experts help, the 


system “has learned” the suspected vessel criterions. We construct the concept lattice with previous 


experience of the domain experts such that: we have a concept (a set of vessels) called vessels that change 


their route from previously reported route (R1) V1, V3 and V4, set of vessels carrying suspected substance 


(S1) V1, V2 and V4, set of vessels within limited distance to other vessels (D1) V1, V4 and V5, and set of 


vessels whose personnel has criminal record (CR1) as V1 and V6. 


We draw the concept lattice by linking the sets R1, S1 and D1 and draw a new concept R1S1D1 including 


the set of vessels V1 and V4. But this is still a large set of vessels, so we need a new concept, linking the 


set of vessels with a criminal personnel set CR1 including V1 and the concept R1S1D1. Then finally we 


find a final concept with only one vessel in the set (V1) and report the situation to law enforcement 


agencies, and check the Vessel V1 for illegal activities. 


We have connected the sets on a three level lattice, such that in this example some vessels might not have 


a previous criminal record, but still might be engaged in illegal activities. The first two levels connects 


three sets and level two results the vessels V1 and V4, concept R1S1D1. If this set of vessels satisfies the 


operator, then there is no need for a third level. This connection of sets enables multi level generation of 


concept lattice, which in turn returns a limited set of vessels, where this limited set enables the operator to 


physically examine the vessels in the set for illegal activities. Additional levels can be generated by 


forming new concepts and connecting them, which in turn results very limited number of vessels, even 


more possible for physical inspection. 


The operator can watch some concepts for newly added vessels, and the system can generate alerts for 


each vessel addition to these concepts. These concepts act as the main decision support module of the 


maritime information system, and the knowledge of domain experts play a very important role. By time 


new sets can be generated, as new expertise is gained by law enforcement activities and the system learns 


to catch maritime anomalies in time. 


V1, 


V2, V4


V1, 


V4, V5


V1, V4


V1


V1, V6


S1


R1S1D1


D1 CR1


Suspect located with 


Domain Expertise


V1, 


V3, V4


R1


Vessels with a 


route change


Vessels carrying 


suspected substance


Vessels within 


limited distance to 


other vessels


Vessels with 


criminal personnel


Lattice 


Level 2


Lattice 


Level 1


Lattice 


Level 3


 


Figure 2: Suspect Location with Domain Expertise via Concept Lattice 
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4.3 CONCEPT EXPLORATION 


Now that we have formed our concept lattice, we need to use the graphical user interface for concept 


exploration, also known as relational browsing [10]. This latter stage of formal concept analysis, aims to 


find new concepts, new sets of vessels, that might be advantageous to investigate for law enforcement 


agencies. After drawing the simple concept lattice, suppose we have new sets of ships: 


Vessels carrying explosive (S1): V1, V2, V3, V4, V5, V6,  


Vessels coming from country one (U1): V1, V3, V5, V7, V9, V11 


Vessels with criminal personnel (CR1): V1, V2, V6, V10 


We explore a new concept, by intersecting the S1 and U1 sets, and find the concept S1U1 with elements 


V1, V3 and V5, then intersect this set with criminal personnel set CR1 to find the concept with only 


element V1. 


If the result V1 does not satisfy the operator, or is known to be a regular vessel, then the coast guard needs 


to find new sets of vessels for inspection. Concept exploration becomes critical here, where we will 


explore the concept lattice for new concepts. 


The need to find new suspected vessels drives the need to find new sets/concepts. The most common 


method of finding the new concepts is asking the Question to the set S1U1: “What common properties do 


the subsets of this concept/set have?” Suppose we get the answer “%90 of the members of the concept 


S1U1 carry crane”. Then the system can suggest inspecting a new concept from the initial set of vessels, 


namely a set of vessels carrying crane, which is a regular load for commercial vessels, but can be used as a 


platform for launching long range rockets in illegal activities. Then we can find the intersection of this set 


with the set of personnel with criminal records (CR1) by operators’ domain experience. The intersection 


of this concept with concept CR1 gives the set of suspicious vessels V1 and V10 as a result. Reaching V10 


is important here, as the system suggested the operator a new vessel for inspection, in addition to section 


4.2 of this paper. More common properties of this concept can also be inspected for further analysis, along 


with the other common properties of the concept S1U1. 


The same operation can be done for other common properties of the concept S1U1, such as “%75 of the 


members of the concept S1U1 are en route to country U2”. Then similarly, a new concept can be initiated 


from the initial set of vessels, namely a set en route to country U2, and further analysis can be performed 


on this set. 


The system aids the operator by tightening the sets of suspected vessels, and gives the coast guard and 


other law enforcement agencies a chance to catch the anomalies. The graphical user interface helps the 


user to use the computing power of servers for browsing through the vessels and minimizing the set of 


suspected vessels. Formal generation of the context enables the system for real time formal concept 


analysis.  


A very important requirement of the system described here is to keep the context tables updated from the 


databases. The system needs to get the required data from the connected databases and generates the tables 


online. To enable the system for performing formal concept analysis, the updated tables need to be 


generated and stored with timestamps in a data storage unit, centrally or distributed. 
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Figure 3: Concept Exploration for automatic suggestion of a new suspected vessel  


5.0 FRAMEWORK FOR SEMANTIC INTEROPERABILITY IN MARITIME 


DOMAIN 


Interoperability, in its broader sense, deals with knowledge exchange between different systems, each 


system with its own vision of the world. Maritime domain interoperability is the semantic knowledge 


exchange between different maritime information systems, with each system viewing the operational 


picture from different approaches. Not only does each approach create a new sub domain that focuses on 


different perspectives of maritime affairs; but also each NATO member nation has a different 


understanding of maritime affairs according to their operational and national maritime policies. Therefore, 


they divide the maritime view into sub domains according to national legislations. We will focus in four 


sub domains of maritime environment and exemplify accordingly.  


The most generic classification of maritime domain is achieved as maritime security, maritime 


navigational safety, protection of the maritime natural resources and maritime commerce. These domains 


are closely related to each other, but each having their own objective and focus. Security sub domain deals 


with international cooperation and homeland security issues, including protection of national maritime 


environment against unauthorized entry and all kinds of attacks including using lethal weapons. 


Navigational safety sub domain deals with precautions taken for prevention of maritime accidents and 


events that can cause losses of life, property, injuries and damages. Maritime natural resources sub domain 


deals with precautions taken for the protection of maritime environment and more specifically prevention 


of marine pollution. And lastly, maritime commerce sub domain deals with the economy of maritime 


affairs including national and international transportation. These sub domains are closely related to each 


other and the domains and related agencies’ responsibilities intersect at times. Management of each 


domain is a challenging task on its own. In order to manage each sub domain and the maritime domain as 


a whole, interoperability of maritime information systems is crucial. 


The framework for interoperability; requires the sub domains to be assessed from a broader perspective, 


instead of focusing on each sub domain separately. Maritime context is same in all sub domains, but the 
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semantics that relate to this information differ between sub domains. The semantics are derived from 


maritime context by domain expertise. Each sub domain needs a different way of domain expertise and 


requires a different operational picture. For instance the objects, surface vessels, and the attributes, 


properties of the vessels are the same in all sub domains but navigational safety sub domain (and 


responsible governmental agency) inspects the traffic of vessels while natural resources sub domain 


focuses on marine pollution. The knowledge extracted from the context differs as each government agency 


(each sub domain responsible) feels the world in its own experience and responsibility. 


The national agencies responsibilities for the maritime domains are complicated, as each agency is 


responsible for different parts of different sub domains. Also each agency has many heterogeneous 


information systems [11], which need to be contextually interconnected for performing the 


responsibilities. Interoperability between different systems, established in different countries, requires a 


translation mechanism for each country as indicated in SILF. The maritime context, including all maritime 


related data, shall be applied to a SILF like mechanism, so that when the data is transmitted to the 


international area, the semantics of the information are protected and all stakeholder countries of 


information sharing will communicate in the common language with common semantics. Semantic 


Interoperability Framework (SILF) focuses on the functional interoperability of these systems, assuming 


the physical and syntactical levels of interoperability are accomplished.  


In the preparation phase, according to SILF, the world knowledge is to be transferred to the common 


ground, for collecting the necessary context information about the participants in the form of semantic 


descriptions (ontologies). In this phase, our aim is to create the national maritime data model from the data 


field descriptions of the information in distributed databases of heterogeneous maritime systems in 


different governmental agencies. 


In the configuration phase, the definition of translation rules will be performed by defining the ontology 


alignment operations. Maritime context will include the abstract ontological definition of the system and 


the maritime context will be aligned with the data model. Translation rules are utilized to transform the 


information inside the fields of the maritime data model to and from the maritime context. 


In the operational phase, the maritime systems will be exchanging information semantically and the 


maritime context will be automatically updated from the distributed maritime databases near real time. 


Each system will be posting and subscribing to the information in the context by service oriented 


architecture. All sub domains communicate with each other semantically, formal concept analysis is 


performed on the maritime context and maritime anomalies are detected. 


The post-operation phase will be the basis for evaluation and improvement of the system. In this phase the 


maritime data model will be upgraded to the national/alliance data model. Instead of focusing solely on the 


national maritime environment; land, air and space information will be included in the national data 


model, along with the international maritime information systems. The output of phase will also be 


coherent with the Common Information Sharing Environment (CISE) for the surveillance of the EU 


maritime domain. 


This mapping process is detailed in Figure 4: Mapping of the phases of SILF to Framework for Maritime 


Domain Interoperability with FCA. 
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Figure 4: Mapping of the phases of SILF to Framework for Maritime Domain Interoperability with FCA 


6.0 CONCLUSIONS  


This paper has described a novel mechanism for semantic interoperability in maritime domain with 


Formal Concept Analysis. Integrating the FCA with maritime/national data model and mapping of the 


phases of SILF, creates a new framework for maritime domain interoperability. 


The generation of the maritime context is fundamental to semantic interoperability. For the systems to be 


interoperable, they must share information without the loss of semantics, which in our case without the 


loss of relations to other objects and attributes in the cells of the maritime context tables. The maritime 


context is the viewpoint of each agency/nation/alliance for maritime environment. The maritime context 


shall include all necessary adjectives (attributes) for defining the nouns (objects), so that the language will 


enable the national information sharing requirements, enabling the semantic information sharing. The 


context will include all elements of the maritime ontology, and each system will access the information 


from the context, as the shared medium. After the systems reach the required information, they will 


process the information individually for each system’s own requirements. In large scale systems, such as 


Common Information Sharing Environment (CISE) of European Union (EU), the semantic translator 


modules in SILF may be required before the information can be individually processed by the systems. 


For the goals of the Framework for Maritime Domain Interoperability with Formal Concept Analysis to be 


achieved, the government agencies owning the data in the distributed databases need to access the 


maritime context online for performing their required analysis. The maritime context shall include all 


maritime related information and the agencies need to have their own analysis tools for analyzing the 


maritime context. These tools will have different capabilities for analyzing and reporting the maritime 


events. No such tool can satisfy the requirements of all government agencies, so these tools and related 


graphical user interfaces need to be designed separately but all will have access to the same maritime 


context. The maritime context shall be shared as an electronic library, not designed as a new system, and 


each agency shall design its own operational tools for accessing and processing the information in the 


electronic library.  


Maritime environment is very complicated as mentioned in previous sections and requires the integration 


of many heterogeneous systems. Some of these systems are coastal surveillance systems including 


construction of radar/EO sites, while some are online local/international databases for maritime related 


information. Successful integration of all these heterogeneous systems require very customized solutions 
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and the development of a common data model. The nation/alliance wide maritime information system 


integration projects need to be divided into phases. We would suggest starting from a limited number of 


sites and databases, and expanding the system to nation/alliance wide in a second phase.  


The future work of our framework will be the analysis of the data model definition of maritime systems 


and interoperability requirements of EU CISE and NATO C2IS systems. 
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Abstract

The paper at hand discusses the applicability of the Knowledge Performance System (KPS) of the Austrian Armed Forces.  The Knowledge Product Model is seen as the enabling concept for interoperability of knowledge-driven organisations and has been developed in a series of Knowledge Management Projects for the AAF at the Austrian Defence Academy.
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1.0
Introduction


In today’s information and knowledge driven society existing knowledge within organisations is the decisive resource applied in the service delivery process.


The challenges in military organisations are more comprehensive. They have to execute national and international military and CIMIC joint operations combined with an adapted education and training system. Also the research and development programme has to be matched with the planning and lessons learned section of the MoD and JOC of the AAF. This complex transformation scenario has to be supported by an optimized logistic system and business organisation. Therefore interoperability has to be assured at all levels. 


Knowledge in all available forms as the basic resource for decision instances has to be managed in optimised form. The “Learning Organisation” has to be managed and evaluated in real time. While highly structured processes have been automated by applying business process management principles to allow concrete measurement in order to raise efficiency and effectiveness, weakly structured processes are different. 


“Knowledge Products” are defined as consumable knowledge. This point of view focuses all KM-activities on accessible and applicable knowledge. Hence those products are the output of process-oriented knowledge work – including all forms of production processes. Applying the well known principles of production to knowledge enables the application of similar methodologies, instruments and tools.


The Knowledge Performance System Methodology has been used as a roadmap-model for defining knowledge products, knowledge resources and knowledge processes that are used within reporting mechanisms applying a model-driven mechanism in the implementation process and in relation to the different aspects of interoperability in a military and organisational context. 


The approach mentioned above was applied in a series of KM-projects within the Austrian NBC Defence School, an organisation heavily dependent on the knowledge and expertise of its employees in order to maintain the necessary level of security and sustainability in critical domains available at any point in time.


2.0
Challenges of KM in the Austrian Armed Forces (AAF)


All specifications of KM tasks in the AAF are defined in the “Military Strategic Concept” and organisational guidelines. The guidelines for the detailed specifications are determined in a cross-section operational concept: “KM in the AAF”. Three main challenges are focused in our work and preceded to be solved.


Following these challenges, we focused on answering those questions and solving the problems with a new holistic approach of KM.


2.1
Support for Capability Development


Capability is the entirety of a system that delivers an output or effect. It will most likely be a complex combination of:


· Doctrine,


· Organisation,


· Training, 


· Material,


· Leadership,


· Personnel,


· Facilities.

Our questions regarding “Product View”: 


Is it possible to define the capabilities which are the entirety of output or effect as a product/knowledge product?


Is it possible to define a military operation as a product/knowledge product?


2.2
Enabler for Interoperability

All levels of interoperability have to be supported by KM:

· Political


· Legal


· Organisational


· Semantically


· Technical


Our Business Process Model related questions:


Is a “Business Process & Model Based KM” – approach appropriate to support analysing, planning, documenting, managing and evaluating of military planning and operational tasks?


Which are suitable tools and methods to support the solution of interoperability problems?


2.3
Improvement of the Evaluation Quality

A business process management approach with “Specification of Goals” in the fields of:



· Resources – “What is available input?”

· Human Capital – “What is available knowledge?”

· Processes – “How to manage the knowledge?”

· Use Cases – “What is the impact of knowledge?”


(“Four Perspectives of a Scorecard”)


combined with KM.


Our questions regarding Managing and Evaluating knowledge:


Is the “Balanced Scorecard Technique” a practicable approach to create a “Knowledge Scorecard”? 


What is the available knowledge input (Resources)? What is the available personalized knowledge (Human Capital)? Do we know how to manage the knowledge (Processes)? What is the impact of knowledge (Use Cases)?


Is our generic “Roadmap” executable in the CBRN Use Case?

3.0
Common Denominator for Challenge 1, 2 & 3


The “Knowledge Product” (“If you can’t measure it – you can’t manage it!”) and the “Four Perspectives of the Scorecard” represent in combination the “Architecture of the Knowledge Performance System (KPS)”. This architecture with its “12 dimensions” represents a “Meta Layer” for:


· Analysing, 


· Planning, 


· Modelling,


· Documenting,


· Managing,


· Evaluating


a system, an organisation or an operation.


Our answer:


The “Architecture of the KPS”: suitable as a “Meta Layer” (Fig.4) for a combined organisational and knowledge-related view.


4.0
Conceptual Background 


4.1
Related Work 


Monitoring the KM initiatives and application scenarios within a company or military organisation is not something unusual, representing just a current hype.


Over the years different approaches have been implemented in order to provide an instrument for military capability development and evaluation as well as for defining the interfaces of system elements and system components for an organisational interoperability concept based on a holistic management philosophy. 


4.2
Knowledge Performance System (KPS): Architecture and Design 


After the definition of the knowledge management strategy, the KPS has been designed. For a transparent, quality and process orientated transformation and implementation of KM, model orientated concepts have been successful or in advantage.


This section presents the modelling of KM and offers a reference model, which is based on the business-process-oriented knowledge management approach. It gives a clue about the intentional goals, the definition and classification of business processes, the evaluation of results, as well as their interpretation for setting new goals. 


One of the tasks of any KM is the direct or indirect support of business processes. In order to obtain a clearly defined and practical tool for linking business processes and knowledge management, we introduce the concept of a “Knowledge Product”.


Knowledge products are the results of KM used in business processes. The presented reference model (Fig.1) explains how such knowledge products are created. „Knowledge Product – the  anchor-point of business process orientated KM.”
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Figure 1: “Knowledge Product”.

4.3
The Methodology to Develop a KPS


The 5 phases in the procedure model are identified as follows: 


Phase 1: Goal Definition: The overall goal of the KM project is defined using application scenarios. The KPS supports a set of application scenarios like Process-Oriented KM, KM Process Optimization, Skill Management and Knowledge Monitoring and Reporting. This phase represents all system definitions and descriptions. Goal definitions are directly linked to political interoperability as well as aspects of legal and cultural interoperability.

Phase 2: KM introduction steps: After defining the goal of the KM project, the second phase is concerned with the actual KM introduction steps. The scenario selected is in details described by an analysis of input/output relations and related knowledge management processes. This phase includes all knowledge processes and is therefore directly connected to organisational interoperability.

Phase 3: Knowledge Operationalisation: The results of the KM are formalized regarding operational and execution systems. Models are further enhanced by adding knowledge resources and tools to the overall knowledge landscape. This phase includes semantic, syntactic and technical interoperability.

Phase 4: Knowledge Execution: For the actual application of the KM system in real-work context, i.e. employees accessing the system and fulfilling day-to-day operations accordingly. 


Phase 5: Knowledge Evaluation: In the feedback loop of the provided KM system its effectiveness is evaluated in order to influence the definition phases for continuous improvement representing a dynamic procedure in transforming and adapting interoperability. 
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Figure 2: “Roadmap to Performance Monitoring”.

During these steps of analysing and modelling the system all questions of interoperability have to be discussed and established.  Therefore a firm basis for practical solutions is provided! 


4.4
Knowledge Performance Systems (KPS) for Units of the Austrian Armed Forces


The intellectual capital management scenario uses mechanisms and constructs of controlling frameworks and establishes these frameworks in the domain of knowledge management. Consequently the PROMOTE® approach of our partner BOC is regarded as the basis for building up knowledge scorecards. 


The original concept of Balance Scorecards (Kaplan and Norton) sets up 4 generic perspectives (financial, customer, business process and learning/growth perspective) and sets those in context with each other using cause and effect relations targeting comprehensive controlling and monitoring objectives within an organisation. 


The knowledge scorecards use the same principles, but focus on knowledge management aspects. Therefore the structure of the PROMOTE® based knowledge scorecard is defined as follows: 


· Product Perspective: Goals, indicators and measures for the actual product provided by the organisation 


· Processes and Structure Perspective: Goals, indicators and measures in relation to processes executed (core processes, quality-relevant processes, management processes, etc.) 


· Human Capital, Relations and Competences Perspective: Goals, indicators and measures of human capital and competences 


· Resources and Support Perspective: Goals, indicators and measures of budget, infrastructure, material and tools (structural capital) 


These perspectives have been derived within the best practice project and validated against literature in the domain resulting in a reference architecture for knowledge scorecards on a generic level. 
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Figure 3: “Architecture of the KPS”.
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Figure 4: “Meta Layer”.

5.0
Use case km Project: Knowledge Performance System
 at the Austrian NBC Defence School 


In the following the best practice project for a KPS based on the PROMOTE® approach is described in detail delivering insights into the project results and the steps performed. The section describes the problem statement and motivation for the best practice project, presents project results based upon the conceptual description above and concludes with lessons learned from the perspective of the project partners. 


· Action tasks: Force Providing / NBC Company


· Training & Education


· Research & Development

The best practice project has been executed according to the roadmap for implementing the knowledge scorecards based upon the PROMOTE® approach. The results derived and accomplished in step 1 are described below.


5.1
Influence Factors for the Organisation

In this step the Scenario with the influence factors for the organisation has to be defined. In our use-case external factors and internal preconditions have to be defined in three assignments:


· For the CBRN-mission-portfolio,


· For the CBRN-training-portfolio and


· For the CBRN-R&D-field. 


All questions of political interoperability with clear political objectives and legal necessities have to find its expression in clear mission assignments.
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Figure 5: “KM System Paradigma”.

These planning guidelines are the preconditions for the operating organisation, within all business perspectives:


· Product Catalogue for Mission, Training and R&D


· Processes and Structures


· Environment, Employees (HR- Resources),


· Capability Catalogue and Resources
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Figure 6: “NBC-KM-System-Overview”.

5.2
Model of the NBC Defence School


Supported with PROMOTE a Knowledge Map of the organisation is produced. All relevant modules describe the organisation, the input and output factors and the interfaces. Skills and capabilities combined with the task are documented.
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Figure 7: “Knowledge Landscape as Orientation”.

The knowledge product model at the NBC Defence School has been structured according to the application area of the products. 


Three main categories have been identified: R&D, Training and Force Providing Products. R&D establishes the grounding of knowledge related work (e.g. scientific publications in different domains, maintenance of e-Learning, etc.). Training Products are the main area within the organisation comprising all necessary courses and training products maintaining a long-term availability of forces. Force Providing Products are products that are provided when military actions take place and expert knowledge is required within the organisation. 


Each of the boxes in the model represents a concrete Knowledge Product that can be consumed by any requesting organisational unit.


[image: image8.png]Knowledge Products of the Astrian NBC-School (designed with PROMOTE)

Force Providing Training

Research & Development

HHBHE]

i

¥







Figure 8: “Knowledge Product Model”.

In a next step within this phase competences have been mapped by relating the provided knowledge products to the available organisational models. By adding identified competences, necessary for the provision of products by the organisational unit, the analysis is concluded with a competence matrix.
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Figure 9: “Workplace skills required by Knowledge Products”.

The “Task-based view” on a “Skill-house” is the interactive capability model of the NBC Defence School.


[image: image10.png]ask-based views on
,»SKills-House*"

Fanigkeiten
Kataloy
% E2
Z 2 He d *
Spezielie - - - s I
Fahigkeitn s e <
Spasela  aghatan - 2 - >
St - 0 e
Ertmimrise zr
e o b - N
s b’ - e
Force Proviang z <
=] o -
ors g 2n s peang z
Haipes i - He -
Letre - - - -
= = = - .
uirin G Tamens = -
R oy Fagmn s
Gundagen e ps
G Gy ez G b he Ao b
Faerr e Sienens b b
Korarie, = =
=3 - -
[ eapa® e
Faen i iy = =







Figure 10: “Organsational Unit related Skills”.

The steps of “Specification of Goals”, “Identification of Cause-And-Effect-Relations”, “Quantification of Goals”, “Operational Data Coupling”, “Communication Knowledge Scorecard” and “Steering and Management” are realised:


Specification of Goals. The step is focused on deriving the target user group and the expected results for a knowledge scorecard system (internal vs. external communication, updating mechanisms). Existing management instruments (Process Management, Balance Scorecard, Quality Management in accordance with ISO9001:2005 [29], CAF [30], Continuous Improvement, Cost accounting) have been investigated and integrated in the knowledge scorecard approach accordingly to enable a comprehensive monitoring and management approach.


Definition/Identification of Cause-And-Effect Relations. Based upon the goals identified in the previous phase, cause and effect relations between goals have been identified and enhanced by measurable criteria. The cause-and-effect diagram as depicted in Figure 11 has been defined in multiple discussion rounds condensing the initial goal definition to a final set of concrete goals.
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Figure 11: Cause-and-Effect Diagram.

Quantification of Goals. During the analysis process and discussions various indicators were identified, subject to operational data available in different systems such as Human Resource Management tools, financial controlling systems, etc. Additionally to those indicators, criteria for operational data sources, which are not yet available and need further investigation, were identified. These elements have been highlighted within the model and are out-of-scope for the implementation of the knowledge scorecard at this stage. For the operational indicators a detailed specification has been derived giving all necessary information for the reporting and monitoring system.


Operational Data Coupling. The next phase considers the operationalisation of the knowledge scorecard through the coupling of the designed models with operational data-sources. Operational data sources used as input are typically data warehouse applications, databases in general or spreadsheets that are updated on a regular basis. The calculation capabilities within the modelling tool allow the definition of complex indicator structures and combines indicators to be used.


Communication of the Knowledge Scorecard and Steering and Management based on Knowledge Scorecard. As a reporting and performance monitoring tool, the controlling cockpit has been used to visualize the results of the knowledge scorecard to the targeted audience and provide interactive analysis and reporting functions. Figure 12 shows the resulting performance cockpit listing traffic light coded goals and indicators for status evaluation as well as traditional analysis functions such as spider diagram to set indicators and goals in context to each other.
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The reports generated by the knowledge scorecard provide the decision makers
within the School of Atomic. Biological and Chemical Defence with the necessary
instrument to have an overview on the overall performance of the organization and
the current knowledge base to reach goals defined.

4 Conclusion

The implementation of the knowledge scorecard at the School of Atomic,
Biological and Chemical Defence resulted in a comprehensive instrument for steering
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Figure 12: “Adoscore Cockpit”.

The reports generated by the knowledge scorecard provide the decision makers within the NBC-Defence-School with the necessary instrument to have an overview on the overall performance of the organisation and the current knowledge base to reach the defined goals.


As a result the operating “KPS” is formalized in the next model: The “Simulation Model”.
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Figure 13: “KPS Simulation Model”.

Fig.13 Introduces the Simulation Model by applying the same Roadmap and Models not only for the existing and hence available NBC Defence School but – based on simulated possible events – also for  the four main organisational components.


6.0
Conclusion 


The implementation of the KPS at the NBC Defence School resulted in a comprehensive instrument for steering the service provision processes within the organisation and built up a transparent framework for assembling and evaluating knowledge assets. 


Regarding support of capability development it has been proven that a product oriented view on knowledge is not only possible but exceedingly feasible as knowledge becomes identifiable, documentable and hence manage- and measureable.


Regarding enabler for interoperability using business process- and KM models it has been proven that the use of “Construction Plans” for KPS enables the in-depth analysis of organisational, technical as well as domain specific interfaces.


Regarding improvement of evaluation quality applying balanced scorecard principles has been proven to establish a holistic management and measurement framework for steering the existing organisational unit and for simulating possible future demanded resource. 


The implementation is regarded as a show case application within the Austrian NBC Defence School that proves that evaluation of knowledge assets and continuous monitoring could improve the reaction capabilities and learning structures of the Austrian Armed Forces, leading to an increased readiness for duty in the case of military operations.
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abstract

With over 80% of the information we deal with daily in the form of unstructured information from diverse sources and in different formats, being able to retrieve the relevant and precise information organizations need, and to be able to extract intelligence from it, is becoming even more complex. Because of the problems of combining data from different sources and formats, integrating data in a way that provides a unified, consistent view is a challenge for organizations that manage and share information. As meanings of words change and evolve over time and by context, and as information systems become more complex and we require more from them, semantic technology is able to provide a unique advantage in the integration of data and information. Semantic Interoperability provides a common interpretation of data and information, reconciling differences in data so that the meanings of information, when shared or integrated, can be precisely understood by all systems and parties and has great potential to change the way we receive, understand and exchange information.

1.0
introduction


Technology and the internet have given us access to an unlimited amount of information as well as numerous ways of communicating and sharing information. With over 80% of the information we deal with daily in the form of unstructured information from diverse sources and in different formats, being able to retrieve the relevant and precise information organizations need, and to be able to extract intelligence from it, is becoming even more complex. Whether it’s for improving search capabilities, strengthening corporate intelligence or supporting security needs, information management is at the heart of any organization’s biggest challenges. 


2.0 
WHAT IS SEMANTIC INTEROPERABILITY?


Because of the problems of combining data from different sources and formats, integrating data in a way that provides a unified, consistent view is a challenge for organizations that manage and share information. As meanings of words change and evolve over time and by context, and as information systems become more complex and we require more from them, semantic technology is able to provide a unique advantage in the integration of data and information.


Semantic Interoperability is the ability of a system to interpret heterogeneous information using a common logic and structure to share unambiguous meaning. Semantic Interoperability provides a common interpretation of data and information, reconciling differences in data so that the meanings of information, when shared or integrated, can be precisely understood by all systems and parties.


Citing Wikipedia, Semantic Interoperability is the ability of computer systems to communicate information and have that information properly interpreted by the receiving system in the same sense as intended by the transmitting system. "Proper interpretation" means that the transmitted information will be used appropriately by a receiving computer system because the logical implications derivable from transmitted information will be the same as those that the sending system would derive.

For this reason, Semantic Interoperability has enormous potential to change the way we receive, understand and exchange information. Semantic Interoperability is built on two essential pillars:


· Unambiguous meanings


· Formal representation of information


These two requirements are strongly inconsistent with management of unstructured information, which encompasses over 80% of the information we deal with daily (Word documents, emails, web pages, etc.). For a computer, analyzing an unstructured document, being able to extract unambiguous meaning from it and offering a formal representation of the analyzed document are very complex operations. On the other hand, manual handling of these operations is nearly impossible considering volume of data to be analyzed.


3.0 
How Semantic Technology can enable Semantic Interoperability

Semantic Technology enables more effective Semantic Interoperability because it is able to analyze resources with a system that incorporates morphological, logical, grammatical and natural language analysis. Using these analyses, semantic technology is able to translate data with higher precision and recall when searching for information. It also enables loading disparate data into semantic data stores for immediate data integration and allows advanced query capabilities, as requested by the Framework for Semantic Interoperability.


There are two possible options for using unstructured information in a Semantic Interoperability Framework:


· Mark up every resource by hand by analyzing it, reading the content and deciding what is necessary for identifying ontological triples, etc.


· Use a technology that can do this for us.


While most information management and interoperability systems are able to connect information from different systems one dimension at time based on simple coupling, semantic technology makes it possible to understand the nature and context of the information by creating specific definitions for data. Because data sharing depends on reconciling different meanings in data, a semantic approach can ensure the desired concepts are present, and can then identify other details and facts about the primary concept present in the text.


For these reasons we strongly believe that an intelligent Semantic Technology can be considered an enabler for Semantic Interoperability.


4.0
COGITO SEMANTIC TECHNOLOGY


The Cogito Semantic Technology collects all the structural and lexical text aspects of a document to comprehend natural language and understand the meanings of words and sentences. The result of Cogito semantic processing is a cognitive and conceptual map, i.e. a structured representation of qualifying aspects of incoming unstructured data. The output structuring allows the automatic processing of the most relevant elements of the text. (Figure 1).
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Figure 1: Cogito Semantic Technology Functional Scheme.


Cogito Main Features


Cogito is composed of various modules dedicated to the specific activities necessary for disambiguating texts and natural language processing, which are essential for the automatic comprehension of contentsto enable Semantic Interoperability. To automatically understand a text we need:


· A semantic network, the heart of semantic technology.


· A parser to trace each text back to its basic elements.


· Linguistic engines to query the semantic network (to link the basic elements of the texts with the semantic network of the meanings).


· A system of disambiguation.


Semantic Network 


A semantic network is a lexical database in which terms are entered and grouped together based on their meanings (i.e. the concepts they express). Therefore, they are not ordered alphabetically as in a standard dictionary, but according to their meanings and to the various possible connections among these meanings (semantic relations).


Each node in the semantic network is linked to the others by semantic connections in a hierarchical and hereditary structure, in the form of a graph. Our network contains:


· Information about connections between objects.


· Specifications about the lexical domains of each word.


· Information about the frequency of use. 


The richness of a semantic network is measured by both the quantity of words/concepts and by the semantic relationships. For example, concepts can be linked to one other in the following ways (Figure 2):


· Subnomen (hyponymy: relation between a specific concept and a more general one) and supernomen (hypenymy). The supernomen is the more generic term, a word with a general meaning in comparison to others representing specifications of that meaning: ex. “animal” is a supernomen of “cat”. 


· Parsnomen (meronymy) and omninomen (holonymy), or the part-whole semantic relationship. A parsnomen is a noun that indicates a part of a whole (which is called the omninomen). For example the case of finger - hand (part = finger – whole = hand) or plastic - bottle (part = material - whole = object).


· Relationships between nouns and verbs such as verb-subject or verb-object: given a noun and considering all possible “verb/subject” links, we obtain all the verbs normally (frequently) connected to that noun when it is the subject of a sentence. Subject noun “food” verbs “to rot”, “to grow”, etc. The mechanism is the same when we consider the semantic relation “verb-object”: object noun “food” verb “to eat”, “to swallow”, “to grind”, ”to chew,” etc.


· Other kinds of connections, such as geographical links, are based on similar logic and each geographical element (not only countries, towns, rivers, valleys, etc. but also monuments) is connected to other geographical elements. For example “St. Cloud” is linked to “Minnesota” which in turn is linked to “Midwest” which is linked to “USA”. Also, for example “Piccadilly” is linked to “London” which is linked to “England” which is linked to “Great Britain”, etc.
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Figure 2: Cogito Semantic Network. 


Parser


To understand the meaning of a sentence, the first step is to determine the grammatical role of each word. 

For example:


(a) “He aged 40 years.”
(b) “The wine is aged.”


The word “aged” appears in two different grammar types. In sentence (a) the word is an adjective, while in sentence (b) it's a verb. According to traditional technology, the two words are the same, while semantic technology assigns different meanings to them. Recognizing a word independently of its written form is equally important, as nouns and verbs have several forms:


(a) “Marcello Mastroianni was the most popular Italian actor abroad.”
(b) “Today it is difficult for young actresses to play the role of the protagonist.”


In the sentences above, two forms (“actor”, “actresses”) are used to express the same concept. The parser performs a complete morphological, grammatical and syntactical analysis of the sentence, quickly managing more than 3,500 rules. Our parser uses an innovative and ad hoc methodology to query the semantic network, resulting in a significant improvement of the existing parsing. Also, semantic technology individuates gender to recognize both words in the sentences above as forms of “actor” to correctly associate each to their common meanings, instead of individuating different words as other systems do.


System of Disambiguation 


For a human, meaning is obvious because of our ability to automatically refer to cultural elements that help us understand the meaning of a word. The disambiguator included in the Cogito semantic technology thoroughly analyzes sentences or entire documents and is able to distinguish the correct meaning for each element found, eliminating possible ambiguities.


Knowing all of the possible meanings of words is fundamental to processing content with high precision. A system that is unable to detect different meanings can lead to an incorrect interpretation of the phrase. For example:


(a) “The driver was injured in the crash.”
(b) “I used the long driver.”
(c) “The driver was installed in the computer.”


The meaning of the word “driver” depends on context. In order to disambiguate meaning, our semantic technology looks up the lexicon to find all possible meanings of the word. These lexicons are semantic networks. Semantic networks are not simple dictionaries, but resources that have been optimized for programmatical use, where word forms are knots linked to one other by multiple links denoting semantic or lexical relations. For example, the knots “secret agent” and “spy” are linked by a semantic relation called “synonymy” (they have similar meaning), while “angel” and “devil” are linked by “antonymy” (they indicate opposite concepts).


The disambiguation of meaning is one of the most complicated problems of semantics. To obtain a satisfying elaboration speed, the following are needed:


· A vast knowledge bank structured like an encyclopedia.


· A set of perfectly working disambiguation algorithms. 


Disambiguating, in fact, is the true problem in the automatic interpretation of texts. In order to distinguish between:
”That girl has a bomb.”
“That girl is the bomb.”
a program must be able to ‘reason’. What a human knows because of education and experience, software must deduce from the text automatically, relying on coded knowledge and advanced technologies.


The research and development of automatic systems for semantic disambiguation must solve a crucial problem: administration of the number of existing combinations that can be generated when dealing with words and texts. These can be combined together in a number of ways.


A disambiguation system can work sentence by sentence or by considering entire documents, according to how it is configured. Distinguishing all the possible meanings of a text is just an additional, but extremely critical step beyond the more common analyses (logical, grammatical, query of the semantic network and domain analysis).


There are many examples of interpretations of words that as humans, we take for granted, including expressions meant in a figurative sense, but a program cannot afford to make such mistakes. For example, the semantic disambiguator is able to univocally understand the following sentences:


Example 1:
“He has eaten a chicken.”
“The sweater was eaten by the moths.”
“The rust ate the tower.”
“The slot machine ate his money in just one hour.”
“Your car eats too much gas.”


Example 2:
“We went out for a row.”
“The condemned is in a death row.”
“They’ve had a big row.”
“My row boat is the third in the row.”

5.0
Real-world application: Extracting unambiguous and interoperable information from Wikileaks cables


As a simple example, we’ve applied Cogito Semantic Technology to the analysis of approximately 261,000 cables from WikiLeaks. As an initial result using semantic analysis, we are able to automatically categorize of all the cables:



[image: image3]

Figure 3: Automatic Categorization.


Using the automatic categorization as a filtering tool, we can focus on only the 1,500 cables related to “Safety of Citizens.”
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Figure 4.

Semantic Analysis can be used to extract unambiguous information on the geographic distribution of topics discussed in these cables, making these documents interoperable with a geographic system:
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Figure 5: Geographical distribution of documents.
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Figure 6: Geographical categorization of documents.


Using the geographic representation, we can again filter the knowledge base to focus on only on the 61 documents related to Italy.


[image: image7]

Figure 7: Results List: “Safety of Citizens” in Italy.


From these documents, we will extract all of the entities and  the relations between them (unambiguous interoperable information) with sophisticated investigation and analytical tools:



[image: image8]

Figure 8: Entity Relations map.


With just a few steps, by exploiting Semantic Technology to make unstructured information interoperable with different systems, we’ve been able to drill down to just a few documents from the starting point of over 261,000 documents. And the process could iterate again, each  time relying on:


· Unambiguous meanings.

· Formal representation of information.

Such as the following:
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Figure 9.

Expert System


Expert System is the leading provider of semantic software that discovers, classifies and interprets text information. All Expert System products, which are based on the patented technology Cogito®, leverage the company's expertise in the development of business solutions for the primary markets (i.e. Automotive, Consumer Electronics, Oil & Gas, Media, Mobile, etc.) and support the activities of Knowledge Management, Customer Care and Intelligence. Worldwide customers include Eni Group, Pirelli, ANSA, Telecom Italia, Microsoft, the Italian Ministry of Defense and the Ministry of Interior Affairs. For more information, visit: www.expertsystem.net.
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ABSTRACT


In order to attain the coveted information superiority in NATO Network Enabled Capability (NNEC), the challenge of
integrating information from different sources in this highly dynamic environment needs to be solved.


In this paper, we propose to address this challenge by using a system of lightweight cooperative hybrid agents that rely on
Semantic Web technologies.


1.0 Introduction


The primary objective when conducting operations according to NATO Network Enabled Capability (NNEC) is to attain
information superiority. NNEC is based on an idea of a common information space through which the participating
information systems supply information for others to utilize, and retrieve the information needed according to their role
(Buckman 2005). In order to realize this idea, the challenge of integrating information from heterogeneous sources in a
highly dynamic environment such as NNEC needs to be addressed (see Section 2.0).


In order to facilitate the necessary information integration in a NNEC setting with its unique environmental requirements,
we propose and implement a system of lightweight cooperative hybrid agents that rely on using the Semantic Web technol-
ogy stack as far as possible (see Sections 3.0 and 4.0). The multi-agent paradigm coupled with Semantic Web technologies
and an efficient peer-to-peer communication layer, provides the ability for software agents to cooperate in terms of ob-
taining relevant information for the task at hand, draw automatic conclusions and disseminate the results to peers. The
approach has been preliminarily tested in a lab experiment at the Norwegian Defence Research Establishment as described
in Section 5.0.


The contributions of our paper are:


• An approach for information integration in a highly dynamic setting.


• Demonstration of how the use of lightweight hybrid agents utilizing Semantic Web technologies can be used to
perform on-the-fly, unanticipated information integration from sources with different formats/vocabularies.


The paper is concluded with a brief review of related work (Section 6.0) and a conclusion and outline of future work
(Section 7.0).


2.0 The Information Integration Problem


One of the basic tenets of NATO Network Enabled Capability (NNEC), is improved information sharing among military
units in order to enhance information quality and, in turn, shared situational awareness. This is anticipated to be an
important contributor to build the decision superiority that in the end will lead to increased mission effectiveness.
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In order for this vision to be fulfilled, the information from the various information sources in the environment needs to be
integrated. Integrating information is a fundamental challenge in any environment where several systems need to exchange
information unless the systems in question have been explicitly designed to interoperate, and the military environment is no
exception to this general rule. When conducting operations, and in particular coalition operations, information integration
is a major challenge.


A core cause for these interoperability problems is the fact that the different sources often deliver their information accord-
ing to different formats and models. Another complicating factor is the dynamic nature of the NNEC environment, as it
has to be expected in military operations that unanticipated information sources with vital information can appear.


The approach presented in this paper sets out to mitigate this problem.


3.0 Integration using Semantic Web Technologies and Lightweight Agents


We propose the use of Semantic Web technologies and lightweight, hybrid agents in order to address the problem of
integrating heterogeneous systems in a NNEC setting.


Semantic Web technologies have shown to be useful for information integration and ensuring semantic interoperability
(Hansen 2008, De Bruijn 2004). Agent-based systems, on the other hand, are able to operate autonomously in highly
dynamic settings, making it possible to solve complex, unforeseen and rapidly changing tasks. Together they facilitate
dynamic problem solving by agents collaborating across traditional domains that were typically not made to communicate
with each other (e.g. not sharing the same formats, vocabulary, etc). The resulting system is tolerant to frequent changes
in network topology and that of changing services (including utilizing new, unknown types of services), supporting unan-
ticipated uses.


Our approach adheres to the W3C’s Semantic Web technology stack standards as far as possible. However, where there
are shortcomings (such as no standardized solutions, or issues not fully addressed), we have taken the liberty of using
solutions that we see best fit for the task.


3.1 Semantic Web Technologies


As noted earlier, Semantic Web technologies have shown to be well suited for information integration tasks, utilizing the
generic knowledge representation of RDF (Carroll & Klyne 2004) coupled with interlinking of differing source terminol-
ogy through the (re-)use of well-defined OWL-DL ontologies. However, a basic assumption on the Semantic Web has
been that information sources have near permanent presence (Tamma et al. 2005), an assumption that is not realistic in a
dynamic military environment. Furthermore, real-time data has until quite recently not been an important focus area. In
a military setting, however, temporal data and streams are a necessity. Recent W3C focus on Semantic Sensor Networks
and active research into stream reasoning has resulted in increased focus in this area, although it still is in an early stage
(no standards or best-practice solutions yet).


3.2 Lightweight, Hybrid Agents


As previously stated, agent systems are appropriate for complex problems that can only be solved through the (automatic)
cooperation and collaboration of several (loosely coupled) software components with differing specialty. Traditional multi-
agent systems architectures can roughly be divided into two categories; deliberative and reactive (Nwana 1996), with
different strengths and weaknesses.


Deliberative agents are agents that commit to means-end-reasoning, which can be described as a two step process; deliber-
ating between options of what to do and deciding on one to be set as the current goal, for so to decide as to how to achieve
it (Walton 2006, p. 83). Deliberative agents typically show a level of intelligence on their own, and are able to decide for
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themselves on how to bring about its goals (deliberative agents take the initiative to bring about changes).


Reactive agents, on the other hand, merely react on sensory input rather than taking the initiative themselves. They
(typically) do not perform any reasoning regarding the environment. Furthermore, they are usually small and simple
applications that perform a single tasks. As a result, individually they show little sign of intelligence. The main assumption
for reactive agents is that intelligent behaviour emerges from the dynamic interaction between many small, specialized
agents rather than the individual agents being intelligent (Wooldridge 2009, p. 85).


There are, however, issues with both these agent architectures. Deliberative agents can end up spending too much time
on deliberation instead of acting due to the complexity of the deliberation task (planning, theorem proving, etc.), thus
reducing the appropriateness in real-time settings (Wooldridge 2009, p. 85). Reactive agents, on the other hand, can be
difficult to design in terms of actually providing emergent intelligence, especially when the number of different agents
grow. They also have a weakness in that the reactive agents do not reason over the environment it works in, and as a result
each agent will take short-term decisions (Wooldridge 2009, p. 92).


The current trend is thus to combine both reactive and deliberative agents in a pragmatic approach, that of hybrid agent
systems (Walton 2006, pp. 108-109). In this architecture, agents have a varying degree of deliberative and reactive
behaviour. Some are purely reactive, others are purely deliberative, but most are somewhere in between. This allows for
the use of means-end-reasoning for certain agents, where intelligence can be useful (e.g. where there are several choices
as to how to accomplish task and there are costs associated to the different resources. Allocating sparse resources). At the
same time, other agents need to act fast to sensory input and do not need deliberation (intelligence can emerge from the
network of simple sensory agents feeding each other). Thus one can mix deliberation and reactive behaviour in a pragmatic
approach that can be used in a time-critical setting.


3.3 Outlined Approach


In our approach, an agent (representing a user or a dedicated task) first describes, in SPARQL (Prud’hommeaux & Seaborne
2008), its information need. Information needs can, for example, be requiring information about a certain named individual
or information about all units of a certain category within a certain geographic area. The agent then broadcasts this
requirement to the other agents in the network. Receiving agents then decide if they are a) capable of answering the
information request b) willing to answer the request. If it is not in the interest of the receiving agent to answer the request,
may it be due to other higher priority work, being a trust issue, or agents having incompatible goals, then it may refrain
from answering. This approach does thus not require a common register and, as a result, sensitive sources are more
obfuscated.


Information requests in our system can be either a one-off query or a request for a stream (continuous flow of answers).
Furthermore, more than one agent can answer a query, as the agents can have complimentary information.


Our contribution can be summarized as follows:


1. An approach for information integration in a highly dynamic setting. This includes an ontology and method for
querying for streams and one-off queries in a situation where the source endpoints are not known.


2. Demonstrate how the use of lightweight agents utilizing ontologies and other Semantic Web technologies can be
used to perform on-the-fly, unanticipated information integration from sources with different formats/vocabularies.
We exemplify with a use case where the above approach is used for situational awareness and threat detection.


4.0 Details


We will now outline the details of our approach.
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4.1 Inter-Agent Communication


Our agent-based approach assumes a topic-centered peer-to-peer network architecture for inter-agent communication. In
our implementation we have utilized a java-based implementation of the Mist protocol (Skjegstad et al. 2010), yet our
solution is not prescriptive to the choice of peer-to-peer solution other than that it has to provide the notion of topics.


4.2 Agent Requirements


An agent must have a single, unique identifier which it uses to identify itself in message exchanges. It is preferable that
the identifier is a URI, but it is not compulsory.


An agent must also have a message topic that works as its private “mailbox” that other agents can post to. This message
topic must be unique for each agent. For simplicity, it is recommended that the message topic is set to the same as the agent
identifier. However, this is not compulsory, and participating agents should not assume this either. An agent is, however,
allowed to listen to more than one topic. Furthermore several agents can listen and post to a shared topic. The only topic
that is not allowed to be shared is the “mailbox”.


Our approach assumes a single common built-in topic called the “Query”-topic. This topic is used by agents to pose
information requests to the agent environment. All agents should subscribe to this topic if they wish to be able to cooperate
and collaborate with other agents. As the approach does not rely on a registry of agents and what they provide, this topic
acts as the main method of discovering and retrieving information. It can also be used to discover agents that exist in the
environment by posing an information request asking agents to describe themselves.


Agents can choose to be selective in terms of what queries it decides to answer and from whom it accepts queries. This
includes not replying to queries from other agents asking for agents to describe themselves. An agent can choose to either
not listen to the “Query”-topic, or be strict as to the source of the query whether it reacts to it or not. The agent can also be
passively watching the “Query”-topic and associated replies in order to build up an internal map of agents and what they
provide of info. This map can so be used to contact agents directly for queries if more discretion is required (e.g. do not
want to show information request to the wider agent network) or they do not want to be discovered.


4.3 Information Representation & Serialization


All communication between the agents is in RDF. More specifically, N-Quads (Cyganiak et al. 2009) is used as the concrete
serialization format in order to allow the use of Named Graphs (Carroll et al. 2005). The reason for mandating support for
Named Graphs is that it provides the notion of contexts, which makes it possible to assert statements about the RDF-graph
itself. Examples of useful assertions about a graph are creation-timestamps, time duration validity of the data in the graph,
as well as attribution as to who created/asserted the graph (for trust and provenance). These features are necessary in a
setting with real-time, dynamic data and where trust plays a vital role.


The actual information requests are described as SPARQL queries. We have limited our approach to queries of the forms
DESCRIBE and CONSTRUCT in order to be compliant with our assumption that all data transferred in messages between
agents is in RDF. Allowing for SPARQL ASK and SELECT queries would break this assumption as per the standard they
return answers in the SPARQL Query Results XML Format (Beckett & Broekstra 2008), not as RDF.


One minor detail one should note is that the SPARQL-query itself is serialized as a literal value in the RDF-graph that
constitutes the query message. Ideally, the SPARQL-query would also be serialized as RDF but at the current time there
is no standard for this. There exists a couple of candidate vocabularies for doing this, where SPIN1 seems to be the most
mature solution.


1http://www.w3.org/Submission/spin-sparql/
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4.4 Agent Communication Protocol


As implied above, the agent messages themselves are represented as RDF-graphs2. A message envelope is represented
as a URI resource, and typed either as http://sem.ffi/ont/agent#Query for initializing a query, or http:
//sem.ffi/ont/agent#Inform for a query reply.


For a query-message, the following assertions are mandatory3:
conversation-id A conversation-id, which is unique for the conversation and will be used


in a reply to relate answers to the specific information request.
sender The ID of the sender. This will be the agents unique identifier.
reply-topic The topic that a reply is to be posted to. Usually the agent’s “mailbox”,


but could also be a shared topic.
query The SPARQL-query itself, serialized as a literal value.


For a reply-message, the following assertions are mandatory:
conversation-id The ID of the conversation that the message belongs to (same as for the


query-message).
sender The ID of the sender (same as for the query-message).
content Links to a named graph containing the answer.


4.5 Streams


As noted earlier, our approach supports both one-off queries and continuous, streaming queries.


A one-off query is represented as a standard SPARQL-query as represented in Listing 1. In the example shown, we want
to find information (descriptions) about subjects that know someone.


Listing 1: Regular query


1 PREFIX f o a f : < h t t p : / / xmlns . com / f o a f / 0 . 1 / >
2
3 DESCRIBE ? s u b j
4 WHERE
5 {
6 ? s u b j f o a f : knows [ ] .
7 }


A stream-query differs somewhat from the regular query in terms of it relying on using a domain ontology (vocabulary)
for describing streams. Listing 2 represents an example of a stream query. Note however that it is still a valid SPARQL
query (the SPARQL-language has not been extended).


In the example shown in 2, we wish to find streams that broadcast information about subjects that know someone. Note
the difference from Listing 1 in that here we ask not for the resources that know someone, but rather we ask about the IDs
and stream-topics of the sources that broadcast that type of information. In order to get the information about the subjects
that know someone, one then has to subscribe to the stream-topic.


The answer to the stream-topic will be a regular “Inform”-message (see Subsection 4.4). The content of the message will
be an RDF-graph describing the agent and the stream-topic. The agent issuing the query can then use this information to
subscribe to this topic and receive continuous queries.


2An RDF-graph is a set of RDF-triples.
3In the namespace http://sem.ffi/ont/agent
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Listing 2: Stream query
1 PREFIX s t r e a m : < h t t p : / / sem . f f i / o n t / s t r e a m #>
2 PREFIX f o a f : < h t t p : / / xmlns . com / f o a f / 0 . 1 / >
3
4 DESCRIBE ? agen t−i d ? s t ream−t o p i c
5 WHERE
6 {
7 ? s t r e a m a s t r e a m : S t reamingGraph ;
8 s t r e a m : b r o a d c a s t T o p i c ? s t ream−t o p i c ;
9 s t r e a m : a g e n t I d ? agen t−i d .


10 GRAPH ? s t r e a m
11 {
12 [ ] f o a f : knows [ ] .
13 }
14 }


4.6 Translation


When querying for information, there will often be situations where another source has the data that one seeks, yet it is
expressed in another ontology than the query was formulated in. Thus there is a need for evaluating queries in terms of
utilizing ontology alignments. In our approach we take an opportunistic stance to this problem:


1. Client translates the original query into a query that encompasses equivalent terms from other ontologies through
the use of alignments. The resulting query will involve use of the SPARQL UNION operator.


2. Receiver tries to translate the received query into a query that it can understand, using available alignments. If no
translation is possible, no answer will be generated.


Our solution is opportunistic in the way that no one solution is mandated. The software developers that create the agents
are free to choose if the agent is to have translation-capabilities. Furthermore, if both the requester and the responder
translate there should not be a problem as long as the ontologies with alignments are not inconsistent.


5.0 Case Study


In order to perform a preliminary assessment concerning whether the approach described in Sections 3.0 and 4.0 is viable,
a case study focusing on threat detection was performed in our lab. Here this case study is briefly outlined along with a
sketch of an alternate case.


5.1 Threat Detection Case


Our experimentation was set in the context of a sense-decide-act threat detection task, which will now be shortly outlined.


The case involved real-time detection of posing threats to units operating in a coalition mission. A friendly unit is out
on a reconnaissance mission, when a nearby event is reported by other friendly forces. The agent system, based on the
information in the event report and information about the friendly unit, retrieves relevant background knowledge about the
units and knowledge about threat capabilities. Finally, this information is used to infer that it is a potential threat to the
friendly unit and advises it to retract from the area or wait for further support.


The experiment involved a set of deployed military systems providing track plots, coupled with data from open information
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sources (DBPedia 4 and Freebase5) as well as a fictitious intelligence (Semantic) wiki. These sources were then exposed
to the agent environment by having small (reactive) wrapping agents working on their behalf. The two military systems
provided streams of data (real-time), while the others provided query/reply-functionality.


Furthermore, there were three proactive agents in the experiment;


• An agent working on the behalf of the user, which in this case was a decision maker in a tactical unit. The aim of
this agent was to work as an interface into the agent system. The user expressed information needs to the agent,
which then tried to influence agents in the network to answer the request,


• an agent creating order of battle (ORBAT) information about units and objects from the streams. The description of
these resources were augmented with data from the open information sources and intelligence system, and


• an agent identifying and classifying threats. The agent utilized track data, threat capability ontologies and ORBAT
information.


5.2 Alternate Case


In order to illustrate that the approach outlined in this paper can be used in a variety of cases, we will here outline a possible
new case that the approach can solve by simply changing the agents and ontologies compared to the case described above.


In this case the task to be supported by the agent-based system is generating alerts for plans that, due to information
available in the network, can not be performed: A commander has made a plan for a route a convoy is to follow through
an area. The commander will in this case consult the system by providing it with the plan via a user agent.


The system will have to be provided with rules describing reasons for a plan to be invalid. Reasons can e.g. be roads not
designed to carry the vehicles included in the plan, damaged infrastructure on the route (e.g. a damaged bridge), observed
enemy activity in the area, etc.


The agents needed in this case can be:


• A user agent,


• a reasoning agent with access to the rules for invalid plans,


• an agent offering information from sources regarding infrastructure quality (e.g. roads. Can be an open source),


• an agent offering information from sources regarding enemy activity (C2 systems, incident systems. Typically
military systems), and


• an agent offering information on the status on the infrastructure (e.g. damaged bridges. Military system).


The reasoning agent can then perform automated reasoning based on the plan invalidity rules, and issue a warning via the
user agent if it can find information that makes the plan invalid.


6.0 Related Work


There exists plenty of research on each of the two topics multi-agent systems and semantic technologies in connection
with the information integration challenge, see e.g. Faulkner et al. (2004), Panti et al. (2002), Rahimi & Carver (2005),
De Bruijn (2004), Stoutenburg et al. (2007), and Noy (2004). But to our knowledge, not many concrete solutions exist that
combine the two areas in order to address this challenge. In particular when taking NNEC requirements into consideration.


4http://dbpedia.org/
5http://www.freebase.com/
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In his work on RDFAgents (Shinavier 2011), Shinavier presents an idea similar to ours. RDFAgents is a messaging protocol
for real-time, peer-to-peer knowledge sharing using Semantic Web technologies, geared toward lightweight devices with
variable network connectivity. The main difference compared to our approach is that while we use a common Query topic
for agents to discover information requests, how to bootstrap the agent discovery, i.e. how to discover the first agent, is not
specified in RDFAgents. Further, we handle streams by letting the streaming agents publish the information on a specific
topic for all interested agents to listen to, while in RDFAgents each single stream element is sent directly to the receiving
agent.


In García-Sánchez et al. (2008) the combination of Semantic Web technologies and agents is explored for information
integration. Their approach, however, is based on the information sources being available as Semantic Web Services and
the agents being an extra layer concerned with automatic handling of these services. In contrast, the agents in our approach
are agnostic to how the information is fetched from the underlying systems, and thus is not dependent on the information
sources being exposed as Semantic Web Services.


Semantic Routing System (SERSE) (Tamma et al. 2005) is a distributed multi-agent query-handling system built on peer-
to-peer technology and ontologies. It handles queries by routing them from an agent to the next according to what concepts
the different agents know. This differs from our approach, as we rather put the queries out to all agents via the Query
topic and let the agents answer the query if they can. Furthermore, the SERSE approach relies on all agents knowing
what information their neighboring agents can provide. It is in other words not possible for an agent to hide what kind of
information it holds, something that can be desirable in a military scenario.


7.0 Conclusions and Further Work


In order to attain the coveted information superiority in NATO Network Enabled Capability, the challenge of integrating
information from different sources in this highly dynamic environment needs to be solved.


In this paper, we have proposed to address this challenge by using a system of lightweight cooperative hybrid agents that
rely on Semantic Web technologies.


The proposed approach is still at an early stage requiring more work to be done in order to assess its viability. As the
testing so far has been on a limited case with few agents, we wish to test the scalability of the approach on a larger case.
Further, we wish to perform experiments to understand what capabilities are needed in the agents to handle real-life data
that often will contain errors and contradictions. We also wish to explore what kind of ontology matching is needed in
order for the agents to answer queries formulated according to ontologies not known to the answering agent in advance.


Based on the testing done so far, we find the approach to be promising. We also feel that the requirements from NNEC
with regards to information integration means that further work in this direction should be pursued.
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Abstract 


As data exchange and model transformation become ubiquitous nowadays, it is a key requirement to improve interoperability of enterprise systems at the semantic level. Many approaches in Model-driven Architecture (MDA) and Model-driven Interoperability (MDI) emerge to fulfil the above requirement. However, most of them still demand significant user inputs and provide a low degree of automation, especially when it comes to finding the mappings. A generic approach that can easily handle both semantic interoperability and automatic transformation is currently missing.


This paper presents AutoMapping, a semi-automatic model transformation architecture. This approach focuses on two aspects: 1) semi-automatic mapping between data models expressed as class diagrams by involving minimal user interactions at design-time; 2) generation of executable mappings. Particularly at design-time, a semantic engine that solves various kinds of semantic attribute mismatches is devised, such as type, scale, synonym, homonym, granularity, etc. Furthermore, a heuristic-based similarity analysis between each pair of classes is proposed, which takes all relations of classes into account, such as inheritance, reference, etc. Finally, a method is given to match fragments and then generate mappings specification that conforms the proposed mapping metamodel for solving existing semantic mismatches.


The main contribution of this paper is to create a generic platform-independent approach for semi-automatic model transformation towards semantic interoperability, with tool-based implementation and motivating case experiment, showing the feasibility of using MDA and MDI techniques for semantic interoperability.

Keywords: data exchange, model transformation, Model-driven Architecture (MDA), semantic interoperability, semi-automatic mapping

1.0
Introduction

Nowadays, demands of integration between enterprise systems have changed from data exchange and model transformation, to interoperability among enterprise systems, especially when it comes to various semantic issues. Besides, improving the level of automation of data exchange between B2B systems is widely regarded as a key enabler for agile interoperability and scalability in B2B collaborations [1]. A generic approach that can easily handle both semantic interoperability and automatic model transformation is currently missing. In this paper we propose a generic and semi-automatic model transformation architecture towards semantic interoperability (called AutoMapping). Before we give a brief overview of AutoMapping, let us define the data exchange problem in more details.

Figure 1 provides an overview of the elements involved in a typical data exchange between two companies X and Y (adapted from [2]). The main challenge is how to transform data manipulated in Source Instance by Company X (conforming to Source Metamodel) to data manipulated in Target Instance by Company Y (conforming to Target Metamodel). A Transformation Layer is usually designed to address this challenge by providing means to map the Source Schema to the Target Schema at design-time, and by providing an environment that implements the schema mappings at run-time when the Source Instance needs to be transformed to Target Instance. 


[image: image1]

Figure 1: General design-time and run-time data exchange.

When addressing the above problem of data exchange, interoperability issues arise due to the lack of consensus on the common standards to conform to and the shortage of proper approaches and supporting tools. Among these issues, semantic mismatches identified in [3], such as type, scale, precision, synonym, homonym, granularity and overage, are typical conflicts appearing during data exchanging. In this paper, these semantic mismatches are described with certain modification in table 1, with examples from a common supplier/seller scenario in Enterprise Resource Planning (ERP) systems. Therefore it is a key requirement to improve interoperability by solving these semantic mismatches when data exchanging.

Table 1: Semantic Interoperability Mismatches.

		Name

		Description

		Example

		Functionality Need



		Type

		different data types

		Salary in source is Float.


Salary in target is Integer.

		Conversions between different data types require type casting.



		Scale

		different measurements

		Currency in source is euro. 


Currency in target is dollar.

		An agreement between sources and targets, and conversions.



		Precision

		different accuracies

		Amount in source is 2 decimals.


Amount in target is 3 decimals.

		An agreement between sources and targets, and conversions.



		Synonym

		different names

		Abbreviate in source 


Short Name in target

		Rename to same shared name.



		Homonym

		different contents

		Note in source means supplier descriptions.                              Note in target means remark of supplier companies.

		Rename to distinguished different names.



		Granularity

		different structures

		Address information in source has three elements: Address, Province, and Place.


Address information in target has a single element. 

		Rename using a agreement structure, to merge, split, etc.



		Coverage

		different ranges and intersections

		Supplier Information in source has name, group, note, location, and code.


Supplier Information in target contains less information: name, group, and code.

		An agreement between sources and targets. Conversions using the intersection of sources and targets.





Many approaches to model transformation and mapping in Model-driven Engineering (MDE) and semantic annotation with ontology techniques are emerging to address the aforementioned requirement. However, most of them still demand significant user inputs and efforts, and lack automation, so the need for automatic model transformation is much high, especially in the following aspects:


1. Mappings Finding. The source and target metamodels share common concepts but might propose different ways to represent these concepts. At design-time, most of the mappings should thus be as much as possible automatically identified and not written by hand (time consuming, error-prone). 

2. Transformation Execution. For the identified mappings specification to be usable at run-time for instance model transformation, executable transformations need to be automatically generated and executed.


3. Semi-automatic Transformation. Because of specific standards and formats between enterprise systems, the fully automatic transformation is unrealistic; therefore, user interaction is needed to customize and control the mapping process, and semi-automatic transformation is such a solution in which necessary user interaction is kept at a minimum.

The remaining of this paper is organized as follow: Section 2 presents a motivating case derived from a practical industrial scenario. Section 3 details our semi-automatic model transformation architecture. Section 4 presents our AutoMapping approach that is based on the proposed architecture towards semantic interoperability. Section 5 introduces current implementation and some experiments of the proposed AutoMapping. Section 6 concludes this paper, together with some relevant related work and potential extensions. 

2.0
Motivating Case

This section presents a case scenario for model transformation between two companies where invoices are sent from a source system to a target system. This example is derived from a practical industrial example of REMICS project (see http://www.remics.eu/), and it covers most semantic interoperability mismatches mentioned in table 1, and also requires high automation level for the specification and transformation of mappings. The rest work in the paper is based on this case, to show how AutoMapping approach works to solve the above requirements. 


Both company invoice schemas are abstracted as ECore metamodel (see http://www.eclipse.org/modeling/emf/), which provides concepts like classes, attributes, inherence, relations, etc. The source company metamodel is depicted in figure 2. Company contains some Department (with title), and Departement has some Invoice (with InvoiceNumber). Invoice can be either SimpleInvoice (with data_year, data_month, city, zip, street) or CompositeInvoice. SimpleInvoice contains zero or one Statement (with price, discount, note) and a single reference of Contact (with phone), while CompositeInvoice contains at least one Invoice (SimpleInvoice or CompositeInvoice). Particularly in Statement, price is Integer with Euro unit, and discount is Float with 3 decimal precision. For the target company metamodel, it is depicted in figure 2-5. Company also contains some Dept (with title), and Dept has some Invoice (with IN and date). Invoice contains some Statement (with price, deduction, note) and DeliveryAddress (with City, postcode, streetNum, houseNo, receiver, note), Particularly in Statement, price is Float with USD unit, and deduction is Float with 2 decimal precision.
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Figure 2: Source Metamodel and Target Metamodel.

The two companies want to exchange invoice data and improve the interoperability between them. Though the two metamodels are very aligned (e.g. title in Department of Source metamodel and title in Dept of Target metamodel), they have some semantic mismatches showed in table 2. The first challenge of this case is how to identify these semantic mismatches and solve them in certain automation level.


Table 2: Corresponding Semantic Mismatches.

		Name

		Corresponding in the case



		Type

		· Data type of price in Statement of source is Integer, 


· Data type of price in Statement of target is Float.



		Scale

		· Unit of price in Statement of source is Euro, 


· Unit of price in Statement of target is USD.



		Precision

		· discount in Statement of source is calculated in 3 decimals, 


· reduction in Statement of target is calculated in 2 decimals. 



		Synonym

		· title in Department of source, title in Dept of target.


· price in Statement of source, price in Statement of target.


· invoiceNumber in Invoice of source, IN in Invoice of target.


· city in SimpleInvoice of source, City in DeliveryAddress of target.


· note in Statement of source, note in Statement. of target.



		Homonym

		· note in Statement of source, 


· note in DeliverAddress of target.



		Granularity

		· Merge: date_year and date_month in SimpleInvoice of source; 


date in Invoice of target.


· Split: street in SimpleInvoice of source; 


steetNum and houseNo in DeliveryAddress of target. 



		Coverage

		· contect in Simpleinvoice of source.


· receiver in Invoice of target 





To improve the level of automation, the second challenge of this case is how to find the similarity of each class pair of source metamodel and target metamodel. And then find possible fragments (various combination patterns, initial mappings) and mappings specification of them. Besides, for the semi-automatic transformation, user interaction would be involved in the specification and execution of mappings but should be kept at a minimum.

3.0
Generic Architecture of Semi-automatic Transformation 

The ultimate goal is to create a generic approach of semantic mapping and similarity analysis at a platform-independent level for solving semantic mismatches and generating mapping rules with minimal user involvement. To achieve this goal, we present a generic semi-automatic model transformation architecture, which is evolved from ExchangeMap [4]. Figure 3 shows its architecture. The shadowed box in the center of the figure (which refers as AutoMapping Framework), is the core part of the architecture, where all the semantic engine, mappings specification and transformations take place at the platform-independent level. AutoMapping focuses on semi-automatically generating mappings between class diagrams by involving minimal user interactions at design-time, and then running executable mapping rules on concrete instances (such as XML files) at run-time. This approach provides a detailed solution for solving semantic mismatches and improving automation of transformation by using similarity analysis and mapping fragments discovering. The detailed design of AutoMapping Framework is described in section 4. The elements outside the shadowed box (source and target schemas, their transformation, the source instance, and the generated target instance) represent platform-specific models and transformations.
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Figure 3: Generic Architecture of Semi-automatic Transformation.

Another way of looking at the architecture is through its design-time and run-time elements. The following process takes place when using the architecture for model transformation:


At design-time:


1. The platform-specific source and target schemas are abstracted into platform-independent source and target metamodels through a given transformation (PSM2PIM) specific to the concrete technologies used at the platform-specific level. 

2. By using AutoMapping, the mappings between the source and target metamodels are found and specified, based on Semantic Engine, Similarity Analysis, Fragments Matching and Mappings Specification. 

3. Executable mappings are generated from the mappings specified in the previous step, and will be used during the run-time data exchange. 

At run-time: 

4. The platform-specific source instance is abstracted into a source model through a given transformation (PSM2PIM) specific to the concrete technologies used at the platform-specific level. 

5. The executable mapping rules from step 2 are executed for the source model and a target model corresponding to the source model is generated. 

6. The target model is serialized into a platform-specific instance target through a given transformation (PIM2PSM) specific to the concrete technologies used at the platform-specific level.

4.0
AutoMapping Approach

The focus of this paper is to design and implement AutoMapping (the core part of Generic Architecture of Semi-automatic Transformation proposed in figure 3. 
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Figure 4: Framework of AutoMapping.

Figure 4 illustrates the framework of AutoMapping. In AutoMapping, source and target metamodels (e.g. XSDs, database schemas, etc.) are abstracted as platform-independent ECore models (Source MM and Target MM in the figure). ECore provides powerful object-oriented mechanisms to data modeling, such as inheritance and composition; at the same time, it is much easier to be transformed to/from platform-dependent metamodel due to its widely applicability and coverage. Similarly, the source instance model that conforms to Source MM is abstracted to platform-independent model (Source Model in the figure), which could be processed by the generated executable mappings code at run-time to generate a corresponding platform-independent target model (Target Model in the figure). In the current version of AutoMapping, the instance models are represented as XML files, but they can also be other format as long as conforming to metamodels.


The main steps of AutoMapping are the following five steps:

1. Semantic Engine: based on its algorithm and informal external information from user, can identify most semantic mismatches between the attributes of metamodels, and then provides solution suggestions by adding new information or renaming operations. 


2. Similarity Analysis: uses modified heuristic bi-similarity algorithm to analyze similarity matrix of each class pair, then get the class pairs with higher similarities. 


3. Fragments Matching: finds possible fragments based on analyzed information of above two steps by refactoring inheritances and references. 


4. Mappings Specification: using the fragments analyzed above, it generates a concrete mapping model that conforms to the proposed mapping metamodel and executable mappings for run-time transformation. 


5. Run-time Transformation: based on executable mappings generated from Mapping Specification, source model instance is transformed to target model instance.
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Figure 5: Mapping Metamodel.

Before introducing the detailed design of each step, let us see the devised mapping metamodel that AutoMapping relies on. At design-time, the purpose is to find the mappings that conform to the mapping metamodel. Though mappings are mainly generated in the step of mapping specification, its concepts and elements are used in the other previous steps. The mapping metamodel, depicted in figure 5, is inspired by graph-based approaches [5] and Aspect-Oriented Modeling approaches [6]. This mapping metamodel is simplified and expended for AutoMapping purpose. 

The basic idea is to describe mappings between metamodels, each mapping has a Left-Hand-Side (LHS, represented classes fragment of the Source MM) and a Right-Hand-Side (RHS, represented classes fragment of the Target MM). Also, each mapping has a set of mapping Adaptations, which represents the mapping attributes behaviors of LHS and RHS. In the current version of this mapping metamodel, it contains six concrete Adaptations which are to be applied in Semantic Engine and Fragment Matching, including CopyAttribute, PrecisionApprox, ScaleExchange, TypeCast, MergeAttribute, and SplitAttribute. The mapping metamodel is easily extensible and users can customize it as needed (e.g. add new adaptation). Since the LHS can match multiple times, instantiation strategies are added that introduced in [6]. This allows that to control the way the elements of the RHS should be instantiated: every time the LHS matches, once, etc. By default, all the elements of the RHS are instantiated every time the LHS matches. More details on these strategies can be found in [6].

Figure 6 illustrates a simple example to show how the mapping would be like when using the mapping metamodel. As discussed above, the mappings should be the combination of FirstName and LastName of Company X corresponds name of Company Y, and salary of Company X corresponds salary of Company Y. In figure 6, here is actually only one mapping (Mapping1). Its LHS are Employee and FullName, RHS is Person, which means if found Employee and FullName structure in the LHS, then generates Person in RHS. In this mapping, there are two adaptations: 1) MergeAttribute with default linking token “ ” from firstName and lastName in FullName to name in Person; 2) ScaleExchange with default exchangeRate 1.4 (from € to $) from salary of Company X to salary of Company Y. Finally, at run-time, the instance model transformation executes according to the mapping, which is shown in the Instance Models part.
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Figure 6: Simple Example of Mapping Metamodel.

4.1
Semantic Engine


The first step of AutoMapping is Semantic Engine, it focuses on finding and giving solutions for semantic mismatches of metamodels on the attributes level, by using alignment and conversion semantic operations, generating new metamodels (MM’) as well as maintaining related traceability links and attribute candidates. 
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Figure 7: Semantic Engine Process.

As depicted in figure 7, Semantic Engine has the following four main sub-steps:

1) Load Metamodels: This step is to load metamodels using available API in ECore.

2) Alignment: Alignment is one of semantic mismatches operations. The purpose is to analyze the attribute candidates for identical (exactly the same), synonym (same meaning but different names), homonym (same name but different meaning), granularity (need merge/split). Three methods are devised for finding possible attribute candidates for alignment: 


· Program analysis: program uses itself algorithm to automatically align the possible attribute candidates, (e.g. identical, capital, abbreviation, substring, etc).

· External information: since some companies maybe have their own specific standard between the metamodels, user can simply input his informal external information file (e.g. xls, xml, database, etc.) to enable the program know particular agreements between the metamodels (e.g. synonym list, granularity list, etc).

· Web service API: several on-line web services support user to access available resources to support semantic interoperability, e.g. Big Huge Thesaurus of Princeton University (see http://words.bighugelabs.com/about.php/), Abbreviations (see http://www.abbreviations.com/) and Acronym Finder (see http://www.acronymfinder.com/).

3) Conversion: conversion is one of semantic mismatches operations. The purpose is to identify the attribute candidates with specify semantic type for type, scale, and precision of semantic mismatches. Additionally, the semantic type would be attached with some information to indicate the conversion detail. For example, the semantic type for scale conversion from Euro to USD would be specified to type_euro2usd, similarly type_Integer2Float for type and precision_3Dto2D for precision.


4) Save new metamodels: the last step of semantic engine is to save the aligned and converted attributes in new metamodels (Source MM’ and Target MM’) for supporting the following other steps in AutoMapping.

For the motivating case, after above alignment and conversion operation, the possible attribute candidates are found, with attribute name, owner class, new aligned name, and semantic type. The example result of this part is illustrated in figure 8. For the clarity purpose, this figure show both of attribute candidates with semantic type and the traceability links (original attribute and its aligned attribute) each row. 
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Figure 8: Example of Alignment and Conversion after Semantic Engine.

4.2
Similarity Analysis 


After getting new metamodels with aligned attribute names from semantic engine, most semantic mismatches are identified and given possible solutions. However, the semantic engine cannot answer the coverage mismatch, which should be analyzed in class level rather than attribute level. For automation requirement, it is necessary to find their similarity degrees of pairs of classes, by combining the similarity percentage of Static 1-to-1 Similarity Analysis (which focuses on single classes with their names of attributes) and Relational Iteration Analysis (which focuses on bi-similarity of the relations of subclass, super class, composition, etc.), so that by filtering with certain threshold, the pairs of classes with higher similarity can be used for following fragment matching for solving coverage mismatch. 
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Figure 9: Similarity Analysis Process.

As illustrated in figure 9, Similarity Analysis has the following four main sub-steps:

1) Static 1-to-1 analysis: to calculate the similarity degree of each class pair-to-pair, and then save them in a Matrix S (represents each class pair similarity value between 0 and 1). Besides, static 1-to-1 does not only consider attribute name, but also take class name and reference name into account. Static 1-to-1 analysis devises the following formula:
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· Xi or Yj represents one class in source MM’ or target MM’. S(Xi,Yj) is similarity value of class pair Xi and Yj. 


· set(Xi) or set(Yj) is the set of names of Xi or Yj, which includes class name, attributes (including inherited attributes) and reference class names, without the reduplicate names.

· |set(Xi)|+|set(Yj)| is the size of the set of names.

· |set(Xi) U set(Yj)| is the size of the intersection with the same names (or one is substring of the other) of the two sets.


2) Relational iteration similarity: this paper applies a variation of the bi-similarity heuristic algorithm described in [7], which includes new heuristic algorithm for analyzing similarity of class diagrams. The basic idea is when calculate the similarity of a pair of classes Xi and Yj, all the related neighbor classes (super class, subclass, reference, and itself) of Xi and Yj should be taken into account. The similarity value considers the highest similarity value of each neighbor of Xi with all neighbor of Yj, and vice versa. In detail, the matrix is stored in similarity Matrix R ranging from 0 to 1. The first initial R0 is equal to the static 1-to-1 similarity Matrix S, then iterate k times from R0 to RK based on the following formula algorithm (the iteration would be finished by several times or some value reaches certain threshold):
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· Xi or Yj represents one class in source MM’ or target MM’. RK(Xi,Yj) is similarity value of pairs of classes Xi and Yj in iteration K, and RK-1(Xi,Yj) is the value in iteration K-1.


· |rela(Xi)| or |rela(Yj)| is number of relations of neighbor classes of Xi or Yj.


· Xi’ or Yj’. is a neighbor (super class, subclass, reference, or itself) of Xi or Yj.

· W(x,y) is a given value of relation weight, x or y means the relation of Xi->Xi’ or Yj->Yj’, the W(x,y) value conforms to Weight Matrix W shown in table 3, and also can be customized.


Table 3: Weight Matrix (W) in Relational Iteration.

		Yj->Yj’                              Xi->Xi’

		Self

		Inheritance

		Reference



		

		

		Super class

		Subclass

		Composition

		Aggregation

		Single



		Self

		1

		0.9

		0.9

		0.9

		0.8

		0.7



		Inheritance

		Super class

		0.9

		0.9

		0.8

		0.8

		0.7

		0.6



		

		Subclass

		0.9

		0.8

		0.9

		0.8

		0.7

		0.6



		Reference

		Composition

		0.9

		0.8

		0.8

		0.9

		0.7

		0.6



		

		Aggregation

		0.8

		0.7

		0.7

		0.7

		0.8

		0.6



		

		Single

		0.7

		0.6

		0.6

		0.6

		0.6

		0.7





3) Combination similarity: Matrix S represents the static 1-to-1 semantic similarity; while Matrix RK represents the relational semantic similarity after K time iterations. Though in calculation of relational semantic similarity, the static 1-to-1 has been already considered (by R0 = S), for highlight the different weights of static and relational similarities, it is necessary to combine them as one similarity matrix, we can define their weighted averages of S and RK, so the final combined similarity degree Matrix C is like:
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4) Similarity filter: after getting combined similarity matrix, similarity filter could allow user to use certain threshold to filter the pairs of classes with lower similarity values, so let the following fragment matching get possible and credible class pair candidates.

For motivating case, after static 1-to-1 similarity analysis and 2 iterations of relational iteration analysis, then through combination ratio of 2-to-1, we can get the following similarity matrix in table 4, the class pairs in shadow are the ones with similarities that are higher than 0.4 filter threshold. 


Table 4: Combined Similarity Matrix (C).

		X                                    Y

		Company

		Dept

		Invoice

		Statement

		DeliveryAddress



		Company

		0.51

		0.09

		0.02

		0.0

		0.0



		Department

		0.11

		0.64

		0.25

		0.01

		0.01



		Invoice

		0.09

		0.44

		0.55

		0.28

		0.50



		CompositeInvoice

		0.10

		0.64

		0.66

		0.01

		0.01



		SimpleInvoice

		0.05

		0.22

		0.68

		0.22

		0.42



		Contact

		0.0

		0.0

		0.0

		0.0

		0.0



		Statement

		0.01

		0.05

		0.30

		1.0

		0.0





4.3
Fragments Matching 


After getting attribute candidates from semantic engine and pairs of classes with higher similarity values from similarity analysis, in order to find the mappings, it is necessary to group most similar fragments of MM’s with their references and related adaptation solutions for attributes (the adaptation reflects the fragment detail, e.g. CopyAttribute, MergeAttributes, TypeCast, etc.)
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Figure 10: Fragment Matching Process.

As illustrated in Figure 10, Fragment Matching has the following three main sub-steps:

1) Identify adaptations: from previous steps, the attribute candidates and pairs of classes after filtering are available. This step is to identify initial fragments with adaptations, by putting attributes into pairs of classes. Each Adaptation is identified by the SemanticType of AttributeCandidate. For instances, CopyAttribute (corresponds to identical, synonym), MergeAttribute/SplitAttribute (corresponds to merge/split), TypeCase (corresponds to type), ScaleExchange (corresponds to scale), and PresicionApprox (corresponds to precision). Additionally, when identifying adaptations for each fragment, the inherited attributes of  LHS and RHS would be considered.

2) Combine References: because the basic idea of mapping and run-time transformation is like this,  firstly to check the LHS classes of each mapping whether it appears in source instance model, if LHS classes appear then generate the classes of RHS classes of found mapping, by using the adaptations and strategies for the transformation of attributes. Therefore, it is significant to combine the fragments according to their references (composition, aggregation, single reference) for effectiveness and correctness. The combination has two methods as follows:

· Combine the fragments that LHS classes are same and RHS classes are reference relation. So when run-time transformation, after matching the LHS classes, only the combined fragment would be used so that it is more effective. Figure 11 shows the idea of this process, both (X1, Y1) and (X1, Y2) are two initial fragments with higher similarities, Y1 has a composition of Y2, after combination, the two fragments combine into one (X1, Y1&Y2).
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Figure 11: References Combination (RHS).

· Combine the fragments that both LHS classes and RHS classes have same reference relation. So when run-time transformation, the position of structure could be specified (e.g., where to generate the new class to RHS). Figure 12 shows the idea of this process, both (X1, Y1) and (X2, Y2) are two initial fragments with  higher similarities, X1 has a composition of X2, Y1 has a composition of Y2, after combination, the two fragments combine into one (X1&X2, Y1&Y2).
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Figure 12: References Combination (LHS&RHS).

3) Verification: the whole process of fragments matching has a high-level automation to find the fragments. It can run automatically with certain default values. However, user interaction is also allowed, user can verify each process, for example, in the step of identify adaptations, user can select the attribute candidates and pairs of classes arbitrarily, and also can customize specific adaptation. 
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Figure 13: Example of fragments after Fragments Matching.

For the motivating case, figure 13 shows the example of fragments results after references combination. For clarity purpose, the LHS classes and RHS classes of one fragment are described in one line, and the adaptations of one fragment just with the adaptation type and the aligned attribute names.

4.4
Mappings Specification 


After getting fragments, the mapping model that conforms to the mapping metamodel can be finally generated. Also, this step links the fragments back to original metamodels according to the traceability links. After the verification of user, the executable mappings code would be generated.
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Figure 14: Mapping Specification Process.

As illustrated in figure 14, mapping specification has the following three main sub-steps:


1) Traceability Link Back: this step is to rename the names of fragments found from fragments matching to the original names based on the traceability link. After linking back, the initial mappings that conform the mapping metamodel are available.

2) Generate Mappings Code: to serialize the mappings into concrete XML model that conforms to the mapping metamodel, using ECore metamodel API.


3) Verification: user can verify each initial mapping and generated code text. For example, optimize, modify or customize the mappings for specific purpose, and modify the executable mapping code as the user wants.


For the motivating case, figure 15 gives a quick look of the mapping xml file, which has the found four mappings, including LHS and RHS classes, adaptations and strategies (most are PerElement type because that if a RHS element has already been created and associated to a LHS element in a previous mapping, then it will be reused and not duplicated).
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Figure 15: Mapping Model of Example.

4.5
Run-Time Transformation

Finally, using the found mappings generated at the design-time, the source instance model can be transformed into the target instance model in run-time transformation environment. AutoMapping reuses our run-time transformation environment of ExchangeMap[4], which is based on Drool Expert (see http://www.jboss.org/drools/drools-expert.html/) techniques to execute the mappings and then get target instance model.
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<address City="Oslo" postcode="1162" streethum="Ceniral" houseNo="06" note="
<statement price="1400" deduction="2.88" note="paid’>
<finvoice>
<Idepis>
<icompany>







Figure 16: Example of Run-time Transformation.

For the motivating case, figure 16 shows an example of run-time transformation from source instance model to target instance model in the motivating case.

5.0
Implementation and Experimental Results


AutoMapping is currently implemented in Java/EMF programming language and KerMeta meta-modeling language (see http://www.kermeta.org/). For the design-time, it uses SWT (see http://www.eclipse.org/swt/) for the Graphical User Interface (GUI). For the run-time transformation, AutoMapping reuses the available project of ExchangeMap [4], which is our previous tool devised for data exchange of Model-driven Interoperability.

For design-time finding mappings of the motivation case, figure 17 shows several important program results of AutoMapping.
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Step1- Semantic Engine (alignment)
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Step2- Similarity Analysis (relational iteration)
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Step3- Fragments Matching (combination)
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Step4- Mappings Specification (code generation)





Figure 17: Design-time SWT program results.

Based on the mapping model, AutoMapping reuses existed technique in ExchangeMap[8] to generate executable mappings. The following script illustrates the result of the first mapping of the executable mappings. This technique is proposed for automatically compile executable code (Java and Drools Expert, see http://www.jboss.org/drools/drools-expert.html/) from the specification of mappings, using a 2-pass visitor implemented in Kermeta.

rule "Company+Department = Company+Dept" 

when


// Code dealing with the relations between classes: compostion


lhs__Company: companyx.Company(this == lhs__CompanyDecl, depts contains lhs__DepartmentDecl)


lhs__Department: companyx.Department(this == lhs__DepartmentDecl)

then


companyy.Company rhs__Company = null;


companyy.Dept rhs__Dept = null;


// Code dealing with the instantiation of the RHS elements, depending on: 


// strategies: PerElement (make sure just one instatntiation of RHS classes)


rhs__Company.getDepts().add(rhs__Dept);

//adaptations: CopeAttribute (title = tilte)


rhs__Dept.setTitle(lhs__Department.getTitle());


end


// other three mappings’ rule code

The first line is the name of the mapping. The when clause of the script corresponds to the LHS (from line 2 to line 6), they are the time this rule happens, which specifies that the rule is looking for any composition of Company and Department of LHS. The then clause of the script corresponds to the RHS. All the elements of the RHS are first declared and set to null. Then that are properly instantiated according to their associated strategies, as described in [6]. In the motivating example, the PerElement of strategies are mainly used, which makes sure that the RHS classes just be instantiated once, because several mappings may correspond to the same class of RHS. Lastly, the mapping adaptations are compiled into set primitives that properly manage the details of the attributes and references of the RHS elements.

Finally, using the executable mappings generated from reusable part of ExchangeMap, the source instance model can be transformed at the run-time into the target instance model. Automapping reuses our run-time transformation environment of ExchangeMap[6], which is based on Drool Expert techniques to execute the mappings and then get target instance model. To roundly test the implementation performance of AutoMaping, using the executable mappings generated from design-time, figure 18 shows multiple examples of run-time transformation from source instance model to target instance model in the motivating case, including multiple departments, composite invoices, simple invoices and statements. We can see from the results that target instance models conform to the target ECore metamodel and the data of target instance models are compatible and correct.
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Figure 18: Multiple test results of Run-time Transformation.

6.0
Related Work, Conclusions and Outlook


The problem of data exchange has been extensively studied for decades, and model transfromation is well established in MDA and MDI domain. Nevertheless, a generic approach that can easily handle both semantic interoperability and automatic model transformation has not yet been widely investigated in the community.


For solving semantic mismatches, existed approaches propose some possible solutions. The schema translation operations in [8] could provide valuable ideas. The principle behind it is to use different operations to add or change to the attribute, so that the semantic mismatches can be identified or modified without confusions. The solution for semantic operations in AutoMapping is inspired from [8], including alignment, conversion, similarity filter, reference combination, etc. 

For improving automation transformation, this paper applies the bi-similarity heuristic algorithm described in [9]. Bi-similarity is a recursive notion and can be calculated in two ways, forward and backward which mean it considers not only the similarity each other elements in the forward direction but also when going backward in their history [10]. Though [9] and [10] are addressing for state machines diagram, this paper significantly changed its algorithm and devises new heuristic algorithm for analyzing similarity values of class diagrams.

Several works are related to our approach. For example, Atlas Transformation Language (ATL) [11] is a model transformation engine and is supported by abundant standard material. However, ATL does not support the semi-automatic transformation very well, the mapping rules are required hard coding by user; also, its support to graphical interface is not well satisfactory. Besides, Spicy System [12] provides a solution for finding a mapping selection mechanism in certain automation level with some user interaction. However, it cannot solve all semantic interoperability mismatches, and the similarity analysis of mapping pairs of classes is not supported, which are well discussed in this paper.

The AutoMapping is an initial proof-of-concept that shows that semi-automatic transformation for semantic interoperability is feasible. However, there are still some directions that can be considered to further enhance AutoMapping.


· Verify Mappings: mapping verification in the current AutoMapping approach focuses on user manually level. However, it lacks of mapping verification module, which is used to check candidate mappings and choose the ones that represent better transformations of the source into the target. Several ideas of mapping verification approaches are inspired to further enhance, for example, the spicy verification module in [13] can achieve high precision in mapping selection.

· Leverage additional knowledge: If additional knowledge is available, such as a common ontology between the source and target data model, AutoMap should leverage this knowledge. However, it should also be able to identify mappings if such an ontology does not exists. Also not that AutoMap could be used to identify mapping between data models and ontologies.

· Extend more Metamodels/Schemas: current AutoMapping approach is designed for finding mappings between ECore metamodels and executing transformation between XML instance models. Though the approach works at an expressive model level, it should be fairly simple to extend it to handle other types of schemas or metamodels such as rule-based schemas [2], OWL metamodel (see http://www.w3.org/TR/owl-guide/). This would widen the instance models to be transformed that conform to different schematic representation.
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1 Executive Summary 
In order to conduct successful coalition operations, it is of the utmost importance that 
interoperability can be established between heterogeneous Command, Control and Intelligence 
(C2I) systems. This is especially true as information originating from different systems typically 
has different meaning. The goal is to create a shared situational awareness in the coalition, and 
in order to support this goal, the meaning of the information must be preserved as the 
information is exchanged between different systems. There must, in other words, exist semantic 
interoperability between the systems. 
 
The proposed solution to this challenge from the NATO Research Task Group IST-094 
("Framework for Semantic Interoperability") is utilising formal representations of semantics 
(meaning) through ontologies in order to exchange not only the information, but also its 
meaning and intent. 
 
This position paper outlines what the IST-094 sees as the most important issues related to 
semantic interoperability. This is then put into the context of NATO's needs in this area, before 
the proposed solution is presented and discussed. 
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2 The viewpoint of NATO research task group   


2.1 Introduction 
The recent past has shown a transition from single service operations toward coordinated joint 
operations, and more recently toward full coalition operations. This increasing dependence and 
cooperation between organizations has created an urgent need for seamless exchange of data 
and services between systems of different origins. Thus, it becomes important to be able to 
bridge over existing, heterogeneous information systems.   The current approach to semantic 
interoperability builds mostly upon manual translation and/or transformation of the transmitted 
information and it is clearly non-scalable. 
 
To conduct successful coalition operations it is fundamentally important, if not absolutely 
necessary, that there exists automated interoperability between heterogeneous Command, 
Control and Intelligence (C2I) systems. In the field of information processing, different views 
on the same facts, different phraseologies, methods and structures as well as different cultural 
aspects lead to a lack of mutual understanding even in a shared domain of applicability. This is 
especially true in coalition operations, where information originating from different systems 
typically has different meaning. The challenge is to create shared awareness through 
interoperability. This requirement means that not only information should be exchanged 
automatically but also its meaning and intent.  
 
It is our position that formal representations of semantics (“meaning”) through ontologies 
represent an important step towards automated information interoperability. However, in 
addition to the use of ontologies and related tools, a consensus on a common information 
exchange methodology is needed. This consensus should specify the use of ontologies in the 
lifecycle of information systems and the recommended implementation strategy. The boundary 
conditions, necessary methods, and rules for their application shall materialize in a concept for a 
“Framework for Semantic Interoperability”.   The proposed framework will save the significant 
human resources that are allocated today to the manual interoperability tasks and, thus, it will 
provide a scalable solution for cooperation of multiple organizations. 


2.2 Ontology Utilization  
Knowledge-based solutions for semantic interoperability exploit so-called ontologies. Within 
the knowledge engineering community, ontologies are defined as “an explicit, formal 
specification of a shared conceptualization.” [Gruber]. Here, conceptualization refers to an 
abstract, concept-based model of some phenomenon in the world. Explicit means that the type 
of concepts used, as well as the constraints on their use, are explicitly defined. Formal refers to 
the fact that the ontology should be machine-readable. Shared reflects that an ontology captures 
consensual knowledge, that is, the knowledge accepted by a group. For detailed background on 
ontologies see [W3C, IST-075], and other relevant literatures. 
 
Many terms used in natural languages have several distinct meanings. In an ontology lexicon, 
one constrains the semantic interpretation of these terms, and provides formal definitions. This 
is called ontological commitment and means mapping between ontology terms and their 
intended meanings. The major task here is to determine precisely what meaning the term has. 
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More recently, ontologies have become recognized as an emerging mechanism for dealing with 
semantic interoperability of information systems. This is entirely aligned with the recently 
recognized fact that semantic understanding and interoperability is a key challenge for 
organizations and their systems to successfully and competitively provide their services. By 
specifying the conceptualization in terms of an “agreement” on meaning between the parties 
involved, the ontology becomes a reification of an agreement on knowledge. 
 
There are several approaches for integrating ontologies into military systems. Ontologies can be 
used as system interface components to improve the communication between different systems. 
This is a viable approach if the systems in question operate with different and incompatible data 
models; a common situation within coalition operations. In such a case, direct communication 
(e.g., by exchanging data) is not possible. However, since ontologies provide meaning to the 
concepts, to the attributes, and to the attribute values used in the respective data models, the 
communication between the systems can be shifted toward a communication between the 
systems’ ontology components and thereby exploit the flexibility and adaptivity of ontologies.  


2.3 Levels of Interoperability 
Interoperability is more than only the technical compatibility of systems. In a Network Centric 
Warfare scenario, the C2IS of all engaged elements must be connected (physical 
interoperability), exchange data in such a way that automatic processing is possible (syntactic 
interoperability), exchange information and guarantee identical interpretation (semantic 
interoperability), cooperate and realize situational awareness (pragmatic interoperability) that 
assures the coherent cooperation of all participating actors (social/cultural interoperability). 
Whether further levels should be established above social/cultural interoperability (operations, 
doctrines, politics, see part C in figure below) is a question of requirements. In most cases, these 
levels are not essential. 
 
 


   
A)  LISI – Five Levels of 


Interoperability Maturity[LISI] 
B)  IST-075 – Levels of 


Interoperability 
C)  LCIM –  Levels of Conceptual 


Interoperability Model [LCIM] 
 


Figure 1: Three different approaches defining levels of interoperability 
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During the past decade, several attempts have been made to divide interoperability into different 
levels or stages. Figure 1 shows an overview of different approaches to defining levels of 
interoperability and illustrates the spectrum of results. 
 
Without going into details, we can state that each interoperability level in the above models 
represents increased capabilities over the previous level.  However, the common understanding 
in all models is that somewhere in the middle levels the interoperability changes its 
characteristic. Everything below a certain level, the semantic level, is about physical 
connectivity, data exchange, message exchange, common protocols, etc. At the semantic level, 
the models introduce common reference models based on common ontologies, i.e., the meaning 
of the exchanged data is unambiguously described. For a clear definition of each level of 
interoperability proposed by IST-075 see the Final Report of the Task Group [IST-075]. 


2.4 Definition of Semantic Interoperability 
Semantic interoperability has multiple interpretations, some of which we mention here. 
Semantic interoperability is about how to achieve a mutual understanding of the interchanged 
data, or share a model of what the data represent [ERCIM]. It can also be seen as the ability of 
two independent systems with reasoning capability to arrive at the same conclusions from the 
same data. According to [IEEE90], semantic interoperability is the ability of two or more 
systems or components to exchange information and to use the information that has been 
exchanged. Within our own military application domain, the US DoD [DACS] has defined 
semantic interoperability as the ability of systems, units, or forces to provide services to and 
accept services from other systems, units, or forces, and to use the services to enable them to 
operate effectively together.  
 
Although we concur with the spirit of the definitions above, we believe that our focused area, 
the military C2I Systems in coalition operations, deserves a more refined definition. To address 
this need, for the purpose of this paper we define semantic interoperability of computerized 
information systems as “the ability of two or more computerized systems to exchange 
information for a specific task and have the meaning of that information accurately and 
automatically interpreted by the receiving system, in light of the task to be performed.”   
 
The definition above is very similar to the one found on Wikipedia [WIKISI].  However, there 
is a major and significant difference. For the RTG definition, we have removed the reference to 
“accurately enough to produce useful results” and replaced it with “task-orientation”1.  


2.5 Stand points 
Today critical C2I information (e.g., the commander's intent, orders, doctrines and directives) 
flows as free text elements within messages or files. In order to process this information 
automatically, the free text has to be transformed into a formal structure, which represents the 
meaning of the text. Then the structured text must be entered into the information system. 
                                                 
1 The relevance of such replacement is related to the idea that the two information systems can be vast 
and complex. Consequently, the mass of information that they could exchange is large. As such, it has to 
be expected that some limitations to semantic interoperability would arise. This is the case, for instance, if 
the first system tries to send to the second system some of the data that the second is not interested in or 
simply cannot handle. Information that is not recognized, because the target system cannot process it, will 
be ignored and discarded (as the human user would do). 
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In many cases, liaison officers perform the interface between heterogeneous systems, i.e., 
systems with different formal information structures. They manually convert information from 
one system to feed a second system. Due to their experience, they own implicit knowledge 
about operational facts. If it were possible to explicitly represent the knowledge of a domain that 
experienced experts know implicitly, this repository could be the basis for the interfaces 
described above. This repository might be implemented in a shared ontology and be the key tool 
for the interoperability of heterogeneous information systems.  
 
Future operations will rely on direct, interpersonal exchange of information and even more on 
data and service-oriented cooperation. If computers were able to "understand" the meaning of 
the information they process, this would cause a dramatic enhancement for the benefit of 
information processing and decision making. Semantic technologies aim at improving machine 
"understanding" and thus promise to greatly increase the potential of computer-based systems 
and create conditions for automated interoperations of heterogeneous Command and Control 
(C2) Systems. 
 
As long as the process is schematic and predefined in algorithms, computers are very powerful 
in processing various kinds of data. However, when decisions that require intelligent and 
context sensitive comprehension have to be made, the human operator is still necessary. The 
mass of data that is collected and conveyed by electronic means can easily be processed by the 
systems but when it comes to decision (transforming data into information), the human operator 
is still a vital component. If the operator is not supported by an automated expert system, the 
decision process is overloaded, and the workflow is limited by the capacity and availability of 
the human operator. 
 
Semantic interoperability builds upon the ability of multiple heterogeneous systems to realize a 
common understanding before the actual information is exchanged (also called “schema 
matching”). However, conveying this meaning a priori introduces many issues. This is 
particularly true when considering legacy systems. In part, this is due to the historic 
development processes, which did not take the explication of semantics into account. For 
example, these systems often lack sufficient metadata descriptions that should be accessible and 
utilizable by other applications. Moreover, natural language barriers introduce additional 
complexity. Changes to the development process must be made to address these issues. 
 
Semantic technologies must be considered as a base for a stepwise encapsulation/evolution of 
legacy systems towards improved joint/coalition interoperability. One major issue of most 
operational legacy systems is that their semantics are not properly exposed. Assuming that 
proper exposition of semantics can improve information interoperability, the seamless and non-
intrusive adaptation of existing systems through the use of ontologies must be investigated. If 
each system was to take its own approach to an ontology based information system 
development, we could end up with a diverse set of ontologies - a similar situation to what we 
have today with data models. 
 
We believe the importance of semantic information processing will increase in the future. The 
idea of the "semantic web" is to have information on the web defined and linked in a way that it 
can be used by machines – not just for display purposes, but also using it for various 
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applications. Such applications can go beyond simple pattern matching enhanced by some 
syntactic rules. They allow the systems to operate on the meaning of the term. Ontologies will 
provide the basis onto which the semantic web will be built. 
 
In order to achieve the necessary level of interoperability, intelligent mechanisms (integrated in 
knowledge based systems) are needed. These knowledge-based mechanisms have to perform 
semantic analysis of various information sources and bridge the semantic gap between the C2I 
systems. The view of our Research Task Group (RTG) is that, for this purpose, ontologies are 
required. Ontologies comprise data structures, relations and attributes, similar to data models. 
Additionally, they contain expert knowledge in the form of rules, axioms and functions 
determining or extending the behavior of objects and relations. Generally speaking, ontologies 
are knowledge representation tools that support: content extraction, explicit notation, reasoning 
inference, recognition of the meaning of information and flexible mediation of data and 
information between heterogeneous systems, such as C4IS and decision support systems. 
 
A Framework for Semantic Interoperability covering NATO needs for semantic correct 
interoperability among coalitions is required. Knowledge-based mechanisms and policies are 
needed to flexibly bridge semantic gaps between semantically heterogeneous C2IS. This 
mechanism must be able to interpret the meaning of the incoming information, filter the relevant 
data, convert it according to the semantic restrictions of the target C2IS and store it in the 
database correctly. The heterogeneous C2IS remain unchanged; the software and the database of 
the system remains as it were initially. 
 
Thus, in order to achieve the necessary level of interoperability additional efforts are necessary. 
A framework for semantic interoperability comprises intelligent mechanisms that flexibly 
bridge the semantic gap. On the other hand, guidelines for agreements about the purpose of the 
systems compound as well as an operational workflow and a development process are required.  
 
We claim that the problem should be treated in three different layers as follows: 
 
1. A Life Cycle of Knowledge Based Semantic Interoperability (LC of KBSI) should be 


established covering political, economical, organizational, and ethnical aspects of the 
Knowledge Based Semantic Interoperability (KBSI) as well as non-functional requirements 
such as reliability, performances, security, fault tolerance, and scalability. 


 
2. A Semantic Interoperability Development and Execution Process (SIDEP) creating 


conditions for integration of the systems in question should be developed. SIDEP will 
specify the goal for the integration, e.g. a multinational coalition. ROE, SOP, CONOPS, as 
well as a deeper understanding of what resources and entities are involved in a specific 
context (military operation or mission), and their behaviors, relationships and needs for 
interaction should be clarified (i.e. create an overall picture of the business model). “How" 
the activity should be performed will not be addressed here and is left to Semantic 


Framework for Semantic Interoperability  


15 - 6 RTO-MP-IST-101 


 


 







Interoperability Framework (SILF2), but only “what” and "why” should be done is 
addressed here.  


 
3. A Semantic Interoperability {Logical} Framework (SILF) will exploit the emerging power 


of semantic technologies, including ontologies, to improve interoperability between any pair 
of information sources (denoted as systems A and B). SILF covers information operations, 
ontology operations, references to upper ontologies (the Common Ground), and transition 
rules in order to transfer information from A to B by utilizing a mediation engine. Thus, 
SILF comprises middleware communication facilitators, i.e. Semantic Mediators.  


 
LC of KBSI (1) is understood to be outside of the scope of this task group, while SIDEP (2) and 
SILF (3) are under development. While SIDEP is under construction and in its initial stage, 
SILF is more mature and will be presented in next section. 
 


                                                 
2 During initial considerations how to establish SI, the concept of a Logical Framework for SI (SILF) was 
created. Nowadays, the concept of a concrete Framework for SI envisaged. Hence the word Logical was 
removed – but  the acronym SILF was kept because of better pronounceableness. 
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3 NATO Group and its proposed solution 


3.1 NATO’s need – The driver of this work3 
The need for interoperability, as argued in pervious chapter, is motivated by the future 
multinational, multi-service and network centric operations. Consequently, there is a need for 
concentration on semantic issues to enable information interoperability in such operations. In 
each of these cases, disparate operational entities and their supporting systems will need to 
interoperate on a level higher than simple message exchanges, which is regularly the case today. 
To take this important step the following long-term goals are required: 
 
• It is necessary to harmonize the purpose, construction, maintenance, and extensions of 


knowledge bases for these (parts of) domains where an information exchange is or could be 
required. The application of semantic tools and methods may be essential for this 
harmonization process as well as for providing cost effective semantic interoperability 
amongst participating nations. Further research on that aspect is necessary. 


 
• It is necessary to avoid or at least mitigate future heterogeneity (like our current situation; 


e.g. incompatible logic data models), by cooperation among and fusion of existing 
ontologies and knowledge bases.  


 
• It is necessary to develop methods and techniques in the network centric context, which do 


not require presence of a-priori, centralized ontologies and data dictionaries. This is because 
of the inherent dynamic character of the network and the fact that participating operational 
entities and systems cannot always be determined a-priori. 


 
The goals above are beyond the scope of SILF. 


3.2 NATO’s RTO – The organization behind the working group 
The Research & Technology (R&T) Organisation (RTO) is the single focus in NATO for 
Defense Research and Technology activities. Its mission is to conduct and promote co-operative 
research and information exchange. The objective is to support the development and effective 
use of national defense research and technology and to meet the military needs of the Alliance, 
to maintain a technological lead, and to provide advice to NATO and national decision makers.  
 
RTO performs its mission with the support of an extensive network of several thousand experts 
from all countries that are engaged in NATO. It also ensures effective co-ordination with other 
NATO bodies involved in R&T activities. These bodies are made up of national representatives 
as well as generally recognized ‘world class’ scientists. They also provide a communication link 
                                                 
3 The networking and information infrastructure (NII) is the supporting structure that enables 
collaboration and information sharing amongst users and reduces the decision-cycle time. This 
infrastructure enables the connection of existing networks in an agile and seamless manner. 
This leads to Information Superiority, which is the ability to get the right information to the right people 
at the right time. NATO defines information superiority as the operational advantage derived from the 
ability to collect, process, and disseminate an uninterrupted flow of information while exploiting or 
denying an adversary’s ability to do the same. [http://www.nato.int/cps/en/natolive/topics_54644.htm] 
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to military users and other NATO bodies. RTO’s scientific and technological work is carried out 
by Technical Teams, created for specific activities and with a specific duration. [RTO]  


3.3 IST-094 – The group behind this work 
The total spectrum of NATO research and technology activities is covered by seven bodies, one 
of which is the Information Systems Technology (IST) Panel. A technical team, IST-075 
Research Task Group (RTG) 034, was formed by the IST-Panel in September 2006 to research 
on problems involving semantic interoperability. The group was created to explore solutions to 
NATO nations need for semantically correct interoperability by means of knowledge based 
systems, and concluded its work at the end of 2009 [IST-075]. In order to achieve a common 
view and describe the challenge, the NATO group IST-075 conceived a framework, called SILF 
- Semantic Interoperability Framework, intending to provide a generic approach to SI4.  
A continuation NATO group IST-094 (Research Task Group 044) was created in the end of 
2009 to proceed with this activity for the period 2010-2012. The main objective of this new 
group is to further research on the different elements of SILF, try to complete the framework 
and come up with such a detailed specification of the SILF, which can serve as a basis for an 
appropriate proof-of-concept demonstration.  


3.4 SILF - Semantic Interoperability Framework  
In order to ensure semantic interoperability, an architecture is needed which includes a pairwise 
(?) set of common ontologies between communicating parties, which both can understand and 
use. Such is always implied by actors who exchange data (otherwise communication is 
impossible), but in this architecture it is made explicit. This allows each data message between 
communicating parties to be provided with references to one or more of the ontologies 
according to which the message should be interpreted. In terms of high-level architecture, SILF 
is a middleware that supports semantic interoperability between heterogeneous information 
systems that need to communicate with each other. SILF applies knowledge-based techniques, 
using ontologies, for mediation purposes. 
 
3.4.1 Assumptions and Preconditions 
The application of SILF assumes that the lower levels of interoperability has have already been 
achieved and exists between the concerned systems. This means that the systems are connected 
(physical interoperability is established) and that they can exchange data in such a way that 
automatic data processing is possible (syntactic interoperability is also established). It also 
assumes that semantic descriptions of systems can be obtained or created in some way. These 
descriptions can more or less automatically be (partly) derived from the systems, but in order to 
achieve the necessary quality of the descriptions the process normally requires human 
intervention.  Given the semantic description of each system, the task-relevant concepts should 
be identified. 
 
It is important to note that the starting point for SILF is that existing systems have a need to 
share information in order to be able to interact in some kind of coalition. This must also be 
done without performing major changes to the existing systems, and without any requirements 
of knowing the other systems' intention beforehand. Nations will unlikely change their C2 
systems in order to be able to interact with other nations. Nor is it likely that they want to adapt 


                                                 
4 see footnote No.2 
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their C2 systems every time a new nation will integrate. The optimum for each C2 system is of 
course to "talk and listen" in their own language. In addition, the general situation is that of a 
sender creating a data message without knowing in advance who the receiver will be. 
 
3.4.2 Brief description of SILF and its main components  
The basic idea of SILF is to insist on having a semantic description of all of the information to 
be exchanged and then take advantage of a number of existing and emerging semantic 
technologies, mainly ontologies, to improve interoperability.  


Ontology mapping
Rules generation


Existing
system


Existing
system


Onto logy  A
subset


identification


Common Ground/
Mediation Resources


A B


Mediation


„offline“
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Ontology B 
subset


identification


Context B


Ontology B


 
Figure 2: An overall view of SILF 


 
Figure 2 shows an overall view of SILF which can be described as follows. In runtime, SILF 
mediates an exchange of information between systems (e.g., systems A and B), which do not 
necessarily know each other. Furthermore, the assumption is that the systems information 
structures are different and therefore the exchange of information cannot happen painlessly. 
This means that to make the communicated information correctly interpreted in accordance with 
the semantics of system B a translation is required for all task-related data messages sent by 
system A.  In the offline phase, a number of ontology mapping operations take place in order to 
define and produce the rules necessary for these translations. Input to these ontology operations 
and translations are not only task-relevant subsets of semantic descriptions for systems A and B, 
but also links to shared mediation resources in the "Common Ground" (CG) reference ontology.  
 
The most important components of SILF according to Figure 2 are as follows. 
 
• Common Ground / Mediation Resources:  


The main purpose of Common Ground (CG) is to provide common references for the 
semantic descriptions supplied by independent systems, in order to produce accurate 
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ontology mappings. The idea here is that a relevant portion of "all knowledge" available in 
the world, either exist or can be made available in machine-readable form. If this available 
machine-readable knowledge proves to be useful, reliable and validated for military use, it 
can be placed in CG to support SILFs ontological activities.  The CG is created and updated 
offline. 


 
• Ontology subset identification Module:  


The output of this offline module will be the subset of relevant concepts and relations in 
each system ontology based on the Mission Description and the Task Ontology (if 
available). 


 
• Ontology Mapping and Rules Generation Module:  


This offline module within SILF provides services for ontology matching operations that 
identify similar concepts across ontologies and otherwise harmonize and align ontologies. 
These ontological operations will lead to generation of predefined rules for relating and 
translating between concepts in the exchanged data messages.  


 
• Mediation Module:  


This runtime module will use a set of collaborative software programs that, given a set of 
explicit translation rules created by ontology alignment operations in the previous step, 
converts a data message from a form which is interpretable by system A into a form which 
can be understood by system B. It is important to note that the structure of the message is 
converted without loss of semantics. 


 
• Semantic Descriptions / System Ontologies:  


While semantic descriptions of the current systems interaction abilities are strictly speaking 
beyond the scope of the SILF architecture, we describe them briefly nonetheless since they 
are central to any application of SILF. A semantic description specifies, among other things, 
the permitted syntactic message structure as well as the intended message meaning (via 
references to ontologies). However, we note that SILF will derive the intended meaning not 
only using the semantic descriptions, but also using common concepts in the CG. In 
addition, the so called "Terms of interest” are used by SILF when deriving the intended 
meaning. For more details on this and on SILF in general the interested reader is directed to 
[IST-075]. 


 
3.4.3 The Operational Workflow of SILF 
The process within SILF that leads to the physical exchange of data messages (information) can 
be divided into the four following phases:  
 
1. The Pre-Deployment (Preparation) phase has the purpose to describe and expose semantic 


descriptions for each system.  
It is an "off-line" phase, where the military organizations accommodate their system by new 
capabilities required for knowledge based semantic interoperability according to SILF. All 
necessary information about the participants in the communication is collected or created in 
the form of semantic descriptions (ontologies) available to SILF. The information required 
by SILF is primarily descriptions of what each system can send/receive, and not their 
internal algorithms.  
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2. The Configuration phase (also done offline) is triggered by a conflict and it will result in a 


set of translation rules that will bridge mismatches between the relevant concepts.  This 
requires the identification of the mission-relevant parts in the ontology of each system.  
Free-text task descriptions are converted into task ontologies. 
One aspect is the mapping of local descriptions to the previously described and/or common 
concepts of Common Ground (CG). By connecting these concepts to the "well-known" 
concepts in the domain that already exists in the CG, more information about the properties, 
limitations, aspects and relationships to other concepts can be achieved.  
The second aspect is the customizing/alignment of differing descriptions of the two 
communicating systems by using the CG in order to harmonize between parts of ontologies 
from both systems. In other words, an attempt is made to identify and analyze potential 
correspondences between what system A can send and what system B can receive. The 
result of ontology alignment operations is used to define the transformation that must be 
performed on the information to make the recipient able to interpret the contents in a 
semantically correct way. 


 
3. The Operational phase (done in runtime) shall transform data messages in accordance with 


the explicit translation instructions generated by the ontology alignment operations.  
It is the only online phase from a military perspective where the configuration is completed 
and the SI tasks are executed with the support of SILF realizing the data exchanges between 
the involved systems.  
Here the application of translation rules takes place based on the instructions created in 
phase 2. This step is about transforming the message that SILF receives from system A and 
deliver the result to system B. 
 


4. The last phase, Post-Operation, (done offline) is mostly about analysis and evaluation of the 
results to be able to propose improvements for future uses. 


 
The above operational workflow of SILF is a description from an information system 
perspective which mainly explains the inner life cycle of SILF. In which order and how SILF 
succeeds to do its job has been in focus here. Viewed as a system in use from a military 
perspective, SILF life cycle consists of four phases Preparation, Configuration, Operation, and 
Post-Operation.  
These four phases are exhaustively described in [IST 075]. 


3.5 Open issues 
Given the SILF and SIDEP ideas above, there are several issues which require further 
investigation (in general, e.g.): 
 
• It is not clear if the interoperability of ontologies also guarantees the interoperability of 


systems which use those ontologies – this also requires further investigation.  
 
• We need to identify what other components (methods, algorithms, tools, languages, 


inference engines, etc.) would be needed within the framework to facilitate the 
interoperability between C2I systems.  
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• The interoperability between two ontologies is different from ontology-based 
interoperability between two C2I (or any information) systems.  


 
• For interoperability between two C2I systems using ontologies, we have several open 


issues, such as how to extract the relevant information, how to exchange, etc. Thus a closer 
analysis or a proof of concept case study is required and justified.  


 
• For interoperability between ontologies, we could make use of available methods, tools, 


algorithms to create, map, align, dynamically manipulate, maintain and version ontologies.  
 
• What are the limitations of knowledge based methods/ontologies and how to identify them? 
 
• For which kind of applications does it makes sense to use knowledge based systems? 
 
 
Finally, to provide a more balanced judgment we also have to do self-criticism investigations 
e.g.: 
 
• How is/appears SILF compared to existing "frameworks"?  
 
• What other “frameworks" already exists?  
 
• Why they do not last out?  
 
• How does SILF differ from them?   
 
• What are the specific advantages SILF offers?  
 
• What kind of Framework is SILF?  
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Abstract 


Information superiority is one of the primary issues for NATO Network Enabled Capability (NNEC) in future crisis management operations that will have to operate in an environment of efficient collaboration and informed decision making in a value network. Exploiting the network-enabled information flows turns out to be the only effective way to meet the challenges and threats we face in this modern, interconnected world. Enhanced inter-agency and inter-company communication and collaboration has been defined as the capability to deliver information superiority when required to enable agile and informed decision making to underpin effects-based operations: delivering the right effect, at the right time, to achieve the outcome required.


Challenges and threats in our modern world are global and multi-faceted requiring complex responses: governments and corporations buoyed by the realization that the interests of both are mutually engage, are pursuing joint corporate social responsibility to make life and business conduct safe and sustainable. One outcome is increasing openness: organisations increasingly publish data and knowledge in open formats and open spaces and (others) provide tools to gain insight from this open and accessible data. Network enablement increases inclusion and participation of people in all domains of private and public life; internet-enabled social networking contributes to data available for analysis and better understanding of human factors.


This case study summarizes technology-based social responsibility trends and illustrates how emerging technologies like visual analytics of spatio-temporal data can achieve semantic interoperability and transparency within large amounts of data linked through ontologies and common metadata models.

Keywords


Linked Open Data, Visual Analytics, Semantic Interoperability, Natural Language Understanding, Spatio-Temporal Data


The Problem Space


Collective endeavours (to achieve a specific goal or end-state) require the interaction and coherent cooperation between govern​mental, non-governmental and commercial organizations. Coherency relies on the continuous and real-time sharing of situational awareness between all participants in the value network.  As we move forward into the decade of the “smarter planet”, increasingly instrumented, interconnected and intelligent, data volumes which underpin decision making will double every two years. A large percentage of that data already is accessible freely in the internet e.g. in social networks. The ICT challenge is three-folded: how can relevant data be found, how can it be assured and what insight can be gained?


Linked Open Data


Within the semantic web, data is identified and accessed via Uniform Resource Identifiers (URI). Coding, referencing and linkage between data resources can (and should) be done using the Resource Descriptor Framework (RDF, [1]). Linked Open Data (LOD) is defined as the “cloud” of freely accessible data defined and linked via these open standards. Figure 1 depicts one initiative to populate this knowledge base in a W3C community project ([2]) and illustrates the mandate of the included network of open datasets.
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Figure 1: LOD – Overcoming Barriers with W3C datasets, Tim Berners-Lee, 2009.

Open Government Data


Open Government Data ([3]) is the LOD subset made available by governmental institutions for free and for potentially even commercial use – in and via the internet. Openness in public sector comes in different flavours:


· Machine readability and technical accessibility: even open standards like “pdf” or “html” are often difficult to interpret. Publishing textual data in descriptive formats like “csv” (comma separated values) or providing application programming interfaces (APIs) to original data sources are preferable options.


· Free access enables evaluation and experimentation with data and helps to create more and more datasets within LOD.


· Reuse permitting licensing: open data that is commercially exploited i.e. that is used in chargeable applications or web services offered by third parties can be billed by the original publisher.


· Discovery: data creation and maintenance (by the owner and publisher) and data consumption (by the public) should be decoupled. Publishing data in a “public data catalogue” using open standards such as Web Service Description Language (WSDL) and Universal Description, Discovery and Invocation (UDDI) are good best practices to ensure data quality and improve the retrieval success of “open data as a service”. 


· Semantics and Linkage: ontologies within and between the open datasets complete the growing knowledge base.


Open Data Policy


The “Re-Use of Public Sector Information (PSI) Directive”, 2003/98/EC ([4]), encourages and strives for extensive publication and opening of open government data – and therefore also recommends a fundamental change of paradigm and policy from the “need-to-know” to the “need-to-share” principle fundamental for network enabled capabilities (NEC) and successful engagements in collective endeavours:


· Publicity:


· Old: everything is classified if not explicitly marked public


· New: everything is public by default.


· Scope:


· Old: the creator can decide the amount and date of his data to be published


· New: all data that does not carry security or privacy tags is proactively published.


· Usage rights:


· Old: published data is for private information only


· New: published data can be exploited for any purpose. This includes the analysis and further dissemination of data and derived insight.


Corporate Social Responsibility


The Digital Agenda Europe ([5]) sets the policy and implementation targets for a unified digital society and an integrated single market within and beyond the member states of the European Union. The European Commission in particular promotes the adoption of Open Data and the realization of the intelligent future internet (FI) of people, things and services (IoPTS). As these political mandates are not specific to Europe and the European Union, the recent IBM Corporate Responsibility Report ([6]) acknowledges that more and more the concept of corporate citizenship is realized as an opportunity to create business value: 


“Organizations today are embracing a more sustainable approach to business – one that takes into account the environmental and societal impact of their activities. By factoring this accountability into their strategy, they implement new ways to source, manufacture and distribute goods in a more sustainable manner, often while simultaneously lowering costs. And, based on more transparent and proactive engagement with employees, consumers and the communities where they operate, organizations are becoming better equipped to create products and services for a smarter planet”.


Figure 2 shows a few examples of critical infrastructure domains and their sustainability challenges.
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Figure 2: Sustainability on a Smarter Planet.

Each of these scenarios is truly multi-disciplinary: characterized by facts, measurements and events from different domains. For example, weather, resource availability, human factors and socio-economic behaviour of populations all influence the ecosystems.
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Figure 3: IBM Cloud-Based distributed Science Research.

Through the Smarter Planet Initiative, IBM is driving solutions to deliver the social and economic benefits of our ability to exploit information and is already witnessing the convergence of business strategy and citizenship strategy. The issues being addressed as a result, and shown in Figure 2, range from clean water, to safe food, to sustainable and vibrant cities, to smarter work and to empowered communities.  These are not a choice of either strategy driving the other; it is the alignment of both. This alignment of citizen and business strategies, is not only a recipe for economic growth, it also enables expanded economic and societal opportunity.   Figure 3 depicts the natural and medical science research programs supported by IBM global research programme, which maps the human genome supported by unused computer capacity around the world captured with advanced virtualization and load balancing technologies.


But of course, building sustainable ecosystems and protecting and maintaining the interdependent critical infrastructure networks requires enhanced capabilities to detect events, to monitor behaviour, to gather and interpret data and to share, aggregate and fuse the information pieces into actionable intelligence.  

Visual Analytics 


According to [7], Visual Analytics (VA) is the science of analytical reasoning supported by interactive visual interfaces. It is about extracting information from large data sources and relies on the smart combination of automatic algorithms and interactive visualization as solutions to some problems become less effective as the degree of interaction grows while other are still better solvable by humans. Combining the best of both worlds through visual analytics is a very promising approach. Figure 4 illustrates the interdisciplinary nature of the technology.
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Figure 4: Interdisciplinary Scope of Visual Analytics ([8]).

VisMaster ([9]) is a – finished - European Coordination Action project focused on the research discipline of Visual Analytics: “one of the most important challenges of the emerging information age is to effectively utilise the immense wealth of information of information and data acquired, computed and stored by modern information systems. […] The appropriate use of available information volumes offers large potential to realize technological progress and business success”.


Visual Analytics is more than just visualization of data in an intuitive fashion. It is characterized by a feedback loop to unfold new knowledge, shown in Figure 5. 
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Figure 5: Visual Analytics Feedback Loop.

The analyst is enabled to interact with the Visual Analytics workbench and its tools to refine models and adjust parameters to not only generate an operational picture, but also:

· To extract new knowledge by finding the answer to known questions and


· To find new questions to ask in a specific problem domain. 


IBM research is focussing on the development of an end-to-framework for such an analyst’s workbench ([10]) as depicted in Figure 6.
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Figure 6: IBM Research VA Work Streams.

In the left of Figure 6 the components of the visualization framework are listed, moving up in the information value chain as the original raw data is being processed. In the middle the three research areas, network and text visualization as well as spatiotemporal analysis (including social media and text data and spatiotemporal information), are depicted using special VA components to support the implementation of problem-specific industry applications shown on the right hand side. 


The objective of IBM research is to develop a web-based platform that enables people to access, explore and analyze information in a visual and intuitive manner:


· Consumption and integration of the relevant (LOD) datasets, possibly requiring data curation, semantic mapping and reconciliation


· Interactive visualization capabilities of time-variance and geospatial attributes of the datasets

· Consumable representation of the underlying data and its complexity.

For example, SmallBlue is an IBM social search engine hat enables employees to locate knowledgeable colleagues, communities and knowledge networks within IBM. It provides a few intelligent web tools:


· Find expertise in your extended network


· Reach out to the best person to be approached


· Net: shows communities, hubs and networks


· Ego: see the value of your social network.


TIARA ([11]) is a visual analytics toolkit which helps users visually explore and analyze textual information and to find the right information from a range of text collections to support decision makers. The major objective of this initiative is to research and develop interactive visual metaphors and tools to transform text collections into a visual representation that helps reveal thematic patterns and locate interesting information; this is schematically illustrated in Figure 7.

[image: image7.wmf]

Figure 7: Dimensions of Spatiotemporal Data.

Currently, a few text visualization applications exist:


· Content Management: analyze personal emails for legal case diagnosis

· Healthcare Record Analysis: analyze emergency room record for disease/injury patterns


· Sentiment Analysis and Monitoring: visually discover sentiment trends and correlations


· Intelligence Analysis: analyze named entities (people, location, organization) within the crime-related information (shown in Figure 8).
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Figure 8: TIARA Intelligence Analysis.

Spatiotemporal Data 


In order to build capabilities to understand change in a dynamic world, organizations are seeking tools and techniques to capture not only spatial and temporal distribution, but ones that are able to make their business dynamics comprehensible. Advances in sensor and mobile technologies generate more and more spatiotemporal data e.g. user behaviour data with accurate location information or measurements of physical world and from user devices in real time.


Spatiotemporal data involve geographical space, time, various objects existing in space and multidimensional attributes changing over time, as depicted in Figure 9.



[image: image9]

Figure 9: Dimensions of Spatiotemporal Data.

This complexity poses significant challenges in respect to analytics, however, it also enables the use of the data for many purposes:


· To study the properties of space and places


· To understand the temporal dynamics of events and processes


· To investigate the behaviour of people and objects.


The focus of spatiotemporal VA research, in IBM, is a three-folded one:


· Design novel visual metaphor to help understand the spatial and temporal patterns within the business data, including the temporal trends, spatial correlations, movements, trajectories and events


· Smooth integration of automatic spatiotemporal anomaly detection, modelling and prediction algorithms to the visual analytics tools/systems


· Detect and highlight the correlations of business data with external/third-party spatial and temporal reference data (e.g. weather, population or gross domestic product (GDP)) to improve the decision making process.



[image: image10]

Figure 10: Spatiotemporal Event Analysis.

Figure 10 illustrates the volume of tourist pictures being taken in the Zurich, Switzerland, region and published in Facebook during the various seasons in five consecutive years. Potential business benefits include: 


· Anticipating tourist numbers and planning for accommodation capacity


· Urban and rural development planning


· Infrastructure protection conceptualization


· Event planning to maximize impact.


Another example is the analysis of movement of tourists between major cities in Switzerland which can be extracted from linked open data sources and visually represent as shown in Figure 11. Route similarities are shown in a summarized form and the popularity of a route is mapped to arrow thickness.
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Figure 11: Spatiotemporal Movement Analysis.

A third use case of this emerging technology is about minority integration policy support. The ethnic composition of a city changes over time and therefore integration policy has to change accordingly. Data from a statistics agency provides information (see Figure 12): residential buildings (~1700 points), public buildings (~1000 polygons) and administrative districts (~400 lines). The analytic aim is to answer two questions:


· How is integration / segregation defined as part of ethnic residential change?


· Where are integrative / segregative areas in the city?

[image: image12.emf]

Figure 12: Urban Minority Distribution.

The selected area represents locations which are shared by minorities and majorities. Integration, however, has to take the time period and the change of ethnicity over time into account. Therefore, the analyst conducts temporal clustering in order to assess the speed and dimension of change at every location, samples being illustrated in Figure 13.
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Figure 13: Minority Distribution temporal Clustering.

In the logistics domain, a first-of-a-kind use case of VA on spatio-temporal data was concerned with postal delivery optimization. GPS tracking devices were used to gather data for in-depth analysis of traces and routes. Test letters were equipped with GPS devices on a single route and sent back-and-forth several times for optimization purposes. Information on waiting- and processing-times and route consistency were extracted.
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Figure 14: Quality Test Letters for Postal Delivery Optimization.

Figure 14 illustrates the interactive workbench for the analyst. 


Finally, the IBM Haifa Research Lab conducted a pilot project to provide a VA workbench for vessel processing in a harbour. Three problem areas were investigated:


· Timeliness: time elapsed between harbour entry and terminal. This includes the exploration of terminals and hours of a day for individual ships.


· Busyness: vessel density in patches; showing for different patches how busy they are at hours of the day.


· Efficiency: pilot on/off-boarding and wating times; showing for different ships temporal information on pilot. 
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Figure 15: Event Analysis for Vessel Processing in a Harbour.

Figure 15 gives a broad overview of the types of data and interactive tools offered by the VA workbench which encompasses the following (shown in Figure 16):

· Analyst project workspace


· Guided, scenario-based exploration and (wizard-based) analytical process


· Out-of-the-box analytical algorithms


· Interactive analysis and visualization


· Synchronous analysis of spatial and temporal properties


· Support for multiple data sources and formats. 
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Figure 16: VA Workbench.

Summary


In this paper, we have described how corporate social responsibility relies on advanced analytics capabilities and the availability of data from the semantic web. Intelligence within value networks and network collective endeavours is a matter of controlled information fusion and sharing of data from a vast variety of sources from different security and trust domains – from open to highly classified. But computing has moved beyond filtering and aggregating information to deliver reports; we have now entered an era where computing can make sense of linkages and relationships across data sources and open datasets to point decision makers to relevant information. 


We have further described the state-of-the-art of VA technologies not only to visualize existing knowledge and facts in an intuitive manner, but also to unfold the unknown: both insight and new questions. Whereas the underpinning information and communication technologies are mature, available openly commercially and deployable in innovative implementations such as the IBM SmartCloud Enterprise ([12]), the listed pilot applications prove that policies and rules for information and capability sharing must be established in domain-specific value networks which aim to reach a common goal by exploiting linked spatio-temporal datasets.  


The benefits of a commercial uptake of the available technologies by governments and corporations are potentially significant: a leap forward in societies’ and economies’ ability to deliver good, open services while securing public safety and protecting critical infrastructures.
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Abstract


The aim of the article is to demonstrate a solution for semi-automatic C2 system mediation using semantic brokerage mechanisms. The idea is based on development of semantic formal annotations for each system using knowledge representation languages such as OWL-S [14], OWL-DL [1]

 REF _Ref302323251 \r \h 
[13] and SWRL [20]. Such annotations are then used by semantic broker to support communication flow between systems. The article presents ideas how to solve a problem of data mediation using theory proving mechanisms, description logic and rule languages. These mechanisms allow to discover hidden similarities and detect data inconsistencies when we aggregate information which comes from distributed sources. Formal specification of available information sources allows broker to automatically execute some tasks which are normally done by humans.


1.0
INTRODUCTION


JC3IEDM is a data model specification developed by MIP [11] to support interoperability between NATO C2 systems. The model constitutes a set of concepts (e.g. Equipment, Aircraft, Location etc.), their attributes and relations as well as business rules to check data consistency. The JC3IEDM is the most complete NATO specification that identifies vocabularies capable of describing the battlefield situation. It’s main purpose is to allow information exchange about recognized objects. MIP systems can exchange information about friendly, neutral and enemy forces.


NFFI is an alternative NATO specification for information exchange about friendly forces. It was built to serve only one particular purpose: information exchange about friendly forces of all levels of command. It is not as complete as JC3IEDM but much more simple and easy to use.


Let’s assume the situation where we have two national systems (Figure 1): Nation A and Nation B Land C2 Systems. Nation A in order to communicate with other systems developed MIP gateway. System of Nation B communicates with the rest of the world via NFFI gateway. In such a setting both systems even using NATO interoperability standards are not capable to exchange information between each other. One of them would need to implement the other protocol. But what if change management process of both of the systems doesn’t allow for any updates to the existing software. They need some kind of intermediary that will help them to achieve information exchange.
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Figure 1: Incompatibility problem.

Incompatibility may happen on various levels:


· Communication protocol physical level (different communication protocols types e.g. HTTP or pure TCP/IP sockets transfer) 

· Information syntax level (the same communication protocol e.g. HTTP but different information payload specification e.g. pure XML or RDF)


· Information semantics (terminological) level. Even if we use the same transport protocol and the same syntax we can still use different data structures and terminologies and still fail to communicate. 

MIP and NFFI gateways use different communication protocols, information syntax and semantics. To reduce the problem complexity within the article we limit the problem scope to semantics and we just mention the other two levels. We assume that translation process (defined later) allows us to lift the problem to semantics only level.


The aim of the article is to demonstrate a solution for semi-automatic system mediation using semantic brokerage mechanisms (Figure 2). The idea is based on development of semantic formal annotations for each system using knowledge representation languages such as OWL-DL [13]

 REF _Ref302638724 \r \h 
[1], RDF[17] , SWRL[20]. The annotations are then used by semantic broker to support communication between A and B. The annotations help to lift the integration problem to semantics only level.

The OWL-S [14] annotations contain the recipe on how to translate data from native format to ontology format (e.g. SQL to OWL-DL for MIP and XML to OWL-DL for NFFI) but more importantly they allow knowledge to be more explicit (less vague). The annotations have the following characteristics:


· Allow systems data to be elevated to more explicit knowledge expressed using logical formalism


· Enable more accurate data consistency checking


· Allow referring systems data to general terminological knowledge (common knowledge)


· Describe systems knowledge in a declarative way as opposed to hard-coded and hidden knowledge in software applications


· Can be automatically interrogated by logical agents to match data and terminology (consumer request and provider response)


· Human and machine readable


One of the main ideas the solution is based on is the notion that although MIP and NFFI use different ways of expressing concept semantics they still describe the same military domain and refer to common terminologies (e.g. WGS 84 for expressing locations or APP6A for expressing NATO military symbols).
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Figure 2: Semantic broker.

2.0
MEDIATION GOAL


The mediation goal (Figure 3) is to allow bi-directional flow of information from system A to B (and B to A). The flow of information is supported by semantic broker via linking of system local ontologies to common knowledge ontologies. The recipe how to relate local system ontologies to common knowledge ontologies is located in the semantic annotations. The broker examines the annotations and facilitates information flow.
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Figure 3: Mediation goal.

3.0
MEDIATION PROCESS


The main feature of the semantic broker is to support mediation between heterogeneous systems. The system differences as mentioned above may lay in various layers but we limit solution to semantic mediation.


The broker mediation process (Figure 4) is a composite process that consists of several steps:


· ontology translation (step 1)


· semantic enrichment via bridging to common knowledge (step 2)


· ontology merging (step 3)


· ontology filtering (step 4)


· instance data ontology translation back to native system format (step 5)


Ontology translation (step 1) is the process of transforming ontology from one syntactic representation to another. The process is mainly manual effort although may be supported by appropriate tools (e.g. XML to OWL semi-automatic translators). The translation of JC3IEDM ontology from SQL to OWL is proposed in [6]. The similar (but reverse) activity is done in step 5.


Ontology enrichment process (step 2) helps to make the knowledge more explicit by referring its elements to common knowledge elements e.g. SITREP, WGS-84 and APP6A ontologies.


During the enrichment process correspondences between ontology entities of two different ontologies 
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Correspondence between two ontology elements is defined as tuple:
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The end product of ontology bridging process (step 2) is the matching (term alignment may be used as well) ontology (figure 3). Alignment ontology between [image: image11.wmf]o
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is defined as set of correspondences between ontology elements. For the purpose of the article it’s assumed that correspondence confidence value is set to 1.


Ontology merging process (step 3) is mainly putting all ontologies into one common knowledge space and treating it as single composite ontology available for the reasoner.


Ontology filtering process (step 4) is mainly solving the retrieval problem. Given ABox and concept C find all instances a of concept C such that:
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Figure 4: Mediation process.

4.0 
BRIDGING LOCAL System ontologies to upper and domain ONtologies


The OWL-S semantic annotations of system A (and B) contain recipes how to translate system A (and B) instance data to local ontology instances but also how to relate local ontology terminological knowledge to common terminological knowledge.


After ontology translation process (step 1) local system and common knowledge ontologies are represented in the same ontological syntax OWL-DL [1]. That allows to define correspondences and reason on merged resources in the consecutive steps.


As mentioned all ontologies (Figure 5) JC3IEDM, NFFI and Common Knowledge were defined in OWL-DL dialect. The following Common Knowledge ontologies were selected for the mediation process:


· SITREP ontology to express unit and unit location concepts


· NATO App6a ontology to express unit concept


· WGS-84 ontology to express latitude, longitude and spatial reference system concepts


· Altitude ontology to express altitude concept (ontology has been developed based on information taken from NATO AAP6 dictionary)


The selection of Common Knowledge domain and upper ontologies was done manually but in the future it’s foreseen existence of ontology registries (in the same way as DNS (Domain Name Server) directories) that will facilitate discovering of relevant domain and common ontologies. The similar work is being conducted in NATO under NMRR project (NATO Metadata Registry and Repository).


There are two types of correspondences developed for the purpose of the mediation:


· Alignments that utilize the expressive power of OWL-DL TBox axioms


· Rule alignments based on SWRL Horn logic [20]

OWL DL ontologies consist of two parts, terminological TBox and assertional ABox knowledge. Terminological knowledge describes concept and role axioms, which allow to represent data structures. Assertional knowledge describes assertions about individuals, which represent data itself. In order to fill the gaps of OWL DL or simplify building of ontology correspondences SWRL rule language is used additionally. There are cases where SWRL can express certain statements more concisely than OWL (and vice versa) [1]

 REF _Ref304633816 \n \h 
[2]

 REF _Ref304633817 \n \h 
[3].


SWRL rules extend OWL language with unary/binary Datalog rules. The rule is of the form
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where antecedent and consequent form a conjunction of atoms 
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. SWRL predicates are extended with builtins mechanism that allow e.g. arithmetic operations [20]

 REF _Ref304889627 \r \h 
[10]

 REF _Ref304889631 \r \h 
[21]

 REF _Ref304889632 \r \h 
[22].


The example alignment between NFFI and Common Knowledge composes of several correspondences:


Correspondence 1: Concept equivalence
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Correspondence 2: Concept equivalence
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Correspondence 3: Rule based correspondence
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Figure 5: Bridging to Common Knowledge.

6.0
CONCLUSION


The work demonstrated that semantic mediation in the area of C2 systems based on JC3IEDM and NFFI is possible. The example use-case is related to reporting of military units locations only but it could be extended to take under consideration unit operational status, affiliation and other attributes relevant for real battlefield situation.


The mediator requires development of semantic annotation for each system. The annotation allows to describe system knowledge in a declarative way as opposed to hard coded specific purpose mediation program. Moreover the annotation doesn't require change to the system itself. The annotations allow system knowledge to be more explicit through exposing it via ontology logical formalism.


The described mediation process assumes existence of relevant common knowledge ontologies. Common knowledge may be defined as ontology tree (or more appropriately a graph) [7] where at the bottom applications and domain ontologies exist and above more universal concepts are defined such as location, temperature, units of measure etc. The appropriate common ontologies could be exposed in an organisation ontology registry, that would cover domain knowledge and relevant upper knowledge. Such registry would allow easier reuse of information structures and would facilitate configuration and runtime operations of semantic broker.


Interoperability that is based on common knowledge should facilitate info exchange by reduction the problem of many-to-many system mappings to one-to-many. It does not imply that common ontologies will cover definitions of every possible information elements but it will facilitate finding similarities through reuse of common definitions.


Using OWL and SWRL logical formalisms found itself useful for the purpose of inter-system mediation. However careful consideration need to be put with regard to using some language constructs that may lead theory proving mechanisms to undecidability of finding logical consequence [1].
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Information superiority is one of the primary issues for military dominance. To achieve situational awareness in a joint/combined coalition, the meaning of the exchanged information and the purpose of the information exchange must be understood identically everywhere and at all times. Recent research and development trends suggest that NATO Network Enabled Capability (NNEC) will provide a means for establishing the desired information superiority. The NNEC builds on the idea of a common information space where all participating elements and organizations have the opportunity to supply and retrieve information according to their particular roles in the operation. Information must be conveyed in a secure and trusted way. This includes the idea that the meaning of the information and the purpose of the information exchange are understood identically everywhere and at all times. This level of understanding between all elements participating in joint/combined operations requires a broad attention to the context of information and the concepts contained within the information. True understanding of the concepts within the information can be equated to understanding the semantics of the information. Several major attempts in the area of syntactic/semantic interoperability were undertaken that can be comprised into two major tracks: one track focuses on knowledge-based means that analyze and convert information by using ontologies. Relevant projects were conducted by e.g. IST-094 �Framework for Semantic Interoperability� and NC3A�s �SI Factory�. For the second track, concentrating on the modeling aspects of information domains, relevant representatives are �Multilateral Interoperability Programme� and IST-084 �Domain-based Intereroperability�. Of course there are more approaches that aim on interoperability between heterogeneous organizations. They mostly concentrate on non-technical criteria like for instance social, cultural interoperability or ergonomics.
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