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ABSTRACT

The ability to identify network users based on their network behavior has both positive and neg-
ative implications. If users are tracked on the Internet without their knowledge or permission,
this could be interpreted as a serious violation of their privacy. If used, however, as part of an
organization’s network security measures, the ability to identify and verify users might assist
in determining whether one user is masquerading as a different user, or whether some user is
exhibiting abnormal behavior that might precede malicious insider activity. As a step toward
enhancing network security, we investigate the use of DNS hostnames and destination IPs for
user identification, based on models of user behavior. Our results indicate that using DNS host-
names is a superior method of modeling user behavior. Additionally, when filtering the data for

regular accesses, the accuracies improve for both DNS hostnames and destination IPs.
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CHAPTER 1

Introduction

The ability to identify network users based on their network behavior has both positive and neg-
ative implications. If users are tracked on the Internet without their knowledge or permission,
this could be interpreted as a serious violation of their privacy. If used, however, as part of an
organization’s network security measures, the ability to identify and verify users might assist
in determining whether one user is masquerading as a different user, or whether some user is

exhibiting abnormal behavior that might precede malicious insider activity.

Identifying patterns of behavior in users is not a new concept. Some online retailers, such as
Amazon.com, try to discover patterns in user purchases in order to more effectively advertise
other products that the user may be interested in purchasing [1]. In doing so, they ostensibly
seek to enhance the user’s shopping experience, by allowing the user to discover items that the
user wishes to purchase. The benefit to the retailer is the potential for higher sales revenue.
User behavior is also tracked in less transparent ways, at least from the point of view of the
average user. Companies such as Doubleclick, a Google-owned business, can track users across
websites that have signed up to use Google’s Adsense service, helping the websites conduct

targeted advertising [2].

Tracking users based on behavior might also assist with attempting to mitigate or reduce the
insider threat, if conducted as part of a larger security posture for an organization. By assessing
the network behavior of users, one might be able to determine if a user’s network behavior
patterns do not match a historic pattern. The mismatch could imply that a user has logged
in with another user’s credentials, possibly to avoid attribution for certain network accesses.
Alternately, a deviation from past behavior might presage malicious activity by a disgruntled

user.

For example, in mid-2013, Edward Snowden revealed sensitive information about projects and
activities of the National Security Agency (NSA) [3]. While the full effects of his leaks are
still being assessed, his actions have created, if nothing else, a political and diplomatic embar-
rassment for the United States government. Employed for several years by defense contracting
firms that provide services to the NSA, Snowden was able to access vast amounts of top secret

information. It is not yet clear exactly when Snowden decided to become a malicious insider,



or whether there was a particular incident that prompted his actions. That said, having worked
as a contractor for the NSA for several years, Snowden likely did not start his career with the
intention of releasing classified information. If so, he was initially an honest employee and only

later, for reasons not yet fully known, decided to release the classified information.

Three years earlier, Bradley Manning, a Private First Class in the United States Army, was
arrested for leaking secret military and State Department information to WikiLLeaks, a non-profit
organization that publishes leaks to its website. He admitted to downloading the information a
few months after his transfer to Afghanistan, where he obtained access to the material [4]. As
with Snowden, it appears that Manning did not begin his career with the intention of leaking,

only deciding to do so later.

1.1 User Network Behavior Profiles

In cases where an insider did not begin employment with the intention of conducting malicious
activity, since the insider was acting normally for most of their employment and only began
acting maliciously toward the end, it may be possible to generate a profile of normal behavior
for an individual user. This profile might allow for the detection of abnormal user behavior,
such as a sudden increase in accessing and downloading sensitive files, which could indicate

malicious activity.

Research by Banse et al. [5] and Yang [6] indicates that users do exhibit patterns in their network
behavior, and that network access profiles can be used to identify users. Their research is
discussed in more detail in Chapter 2. Banse et al. focused on DNS queries issued by each user,
and Yang worked with destination IP addresses. This thesis draws from aspects of the work by

Banse et al. and Yang.

For this thesis, we will be analyzing anonymized packet capture (pcap) files obtained from the
Naval Postgraduate School (NPS) network. The goal of our research is to investigate whether
focusing solely on user network access data will produce an accurate profile of user activity
on our dataset. We also seek to c