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ABSTRACT

Maintaining an information advantage for the Department of Defense (DoD) and
its military departments is critical to national defense objectives and the
acquisition of new information technology (IT) is key. The DoD seeks to quickly
acquire IT systems that meet requirements and are within budget; however, this
goal has been very difficult to achieve given the cumbersome and deliberate
process through which IT systems have been acquired. Essentially, the DoD’s
acquisition process cannot keep pace with the rapid development of IT systems
that occurs in the commercial sector. For years, the DoD has relied on a common
approach in acquiring different systems and services. This approach has been
laced with inefficiencies and inadequacies that have resulted in prolonged
schedules as well as increased cost. Currently, the DoD is implementing a new
IT acquisition process; however, this new process does not resolve all the issues
that have plagued IT acquisition. This study will identify the causes or impeding
factors that have prevented the DoD from acquiring new IT systems in a timely
manner and will recommend alternative solutions to solving the problems.
Ultimately, this thesis contributes to the DoD’s efforts to resolve the issues that

continue to undermine timely IT acquisition.
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INTRODUCTION

A. INFORMATION  TECHNOLOGY  ACQUISITION  WITHIN  THE
DEPARTMENT OF DEFENSE

The Department of Defense (DoD) has leveraged information technology
(IT) extensively in order to build national security systems, business systems,
and weapons systems in the interest of National Defense objectives. The DoD
continues to invest in IT capabilities and will continue to rely on IT systems in
order to meet the challenges of twenty-first century warfare. IT acquisition is
generally defined as the act of acquiring or gaining new technologies in order to
meet a specified requirement and the Defense acquisition system is the method
used by the DoD to acquire these new technologies. For the DoD, a successful
IT acquisition project is defined as a project that is delivered on time and on
budget with the required features or functions that are of the current IT product
generation or current with regard to commercially available systems (Gansler &
Lucyshyn, 2012).

The DoD seeks to acquire IT systems that meet requirements quickly and
cost effectively; however, this endeavor has been very difficult to achieve given
the cumbersome and deliberate process though which IT systems are acquired.
Moreover, the traditional acquisition system cannot keep pace with the rapid
development of information technology systems that occurs today. In 2009, a
major study conducted by the Defense Science Board (DSB) concluded that the
traditional DoD acquisition process, as described in DoD Instruction (DoDI)
5000.02, is too long and too cumbersome to meet the needs of the many IT
systems that require continuous changes and upgrades (DSB, 2009).

For years, the DoD has relied on a common acquisition method, or a one-
size-fits-all approach, for acquiring different systems and services. This singular
approach has been laced with inefficiencies and inadequacies ranging from
requirements generation and funding to oversight and management issues, all of

which have contributed to prolonged schedules and increased cost. It is critical
1



that the IT acquisition process be improved in order to increase the effectiveness
of employing new systems to meet requirements in a timelier manner. The DoD
has earnestly made several attempts to revamp the acquisition system to
decrease the acquisition cycle time; however, it appears that these changes have
had little impact because the timeline remains long compared to the commercial
sector. Commercial technology evolution cycles for new IT systems average
12 to 18 months but fielding of useful IT systems within the DoD can take an
order of magnitude longer. For instance, a House Armed Services Committee in
2010 found that the delivery of systems required between 48 and 60 months
(HASC, 2010). This is problematic since the commercial IT acquisition process
takes approximately one-fifth of the time it takes the DoD, which results in the
DoD’s new IT systems being outdated even before they arrive to the end users.
Therefore, the DoD has begun to implement a new IT acquisition process for IT
systems designated as Defense business systems (DBS). This new IT
acquisition process is referred to as the Business Capability Lifecycle (BCL) and
it is considered a first step in responding to a congressional mandate to employ a
new system. However, BCL does not resolve all IT acquisition issues due to
shortfalls and potential problems such as its applicability across all IT

acquisitions and funding methods used to acquire IT.

It is clear that the DoD intends to improve the IT acquisition system in
order to acquire IT systems in a more timely manner, but what is unclear is how
the DoD will do so, especially in the wake of projected defense budget cuts. This
thesis will discuss the causes or impeding factors that prevent the DoD from
acquiring new IT systems in an expeditious manner and will recommend
alternative solutions to solving the problems. Also, this thesis will include a
historical perspective of acquisition reform, a systematic look at the entire
acquisition process, an analysis of the value of proposed solutions, and
organizational change management theory as it relates to implementing new

processes and procedures such as the new BCL IT acquisition process.



B. PROBLEM STATEMENT

This thesis seeks to address the DoD’s acquisition process for acquiring
new information technology (IT), which has been inadequate in keeping pace
with the commercial industry’s production of new technologies. This is a problem
because as the IT acquisition cycle time increases, so does cost; but more
importantly, benefits are slower to be received by the warfighter or the end-user.
As a result, newer and potentially better technologies always are available first in
the commercial industry and perhaps even to our adversaries.

C. PURPOSE STATEMENT

The purpose of this thesis is to explore and understand the issues
involved in the DoD’s acquisition process for information technology (IT) in order
to recommend a new acquisition approach or solutions that are more conducive
to keeping pace with the rapid IT development cycle found in the commercial
industry. This study is important because the DoD increasingly depends on IT
capabilities and IT is viewed as a capability that will provide the military with a

competitive advantage in achieving information dominance.

D. POTENTIAL BENEFITS

The potential benefits that may result from this thesis are a better
understanding of the problems within the DoD’s IT acquisition system in order to
offer feasible solutions or recommendations for resolving the problems. This
thesis contributes to the DoD’s efforts in resolving the issues that continue to
undermine timely IT acquisition. DoD acquisition stakeholders could benefit from
this research, as new approaches to the acquisition process will be explored.

E. RESEARCH METHODOLOGY

Several studies conducted since 2009 have warned of IT acquisition
problems in regard to acquisition cycle-time, flexibility, and efficiency, and
recommended reform efforts and improvements (e.g., development of a separate

IT acquisition process). This thesis conducts a meta-analysis of this previous
3



research to identify common elements and acknowledged deficiencies in an

effort to recommend further solutions.

F. BACKGROUND

In an effort to understand the significance of the IT acquisition issue
before delving into the problems, the remainder of this chapter will present
background information. This background information will provide an overview of
the IT environment within the DoD, an explanation of the importance of IT within
the Department as it relates to strategy, and it will provide an introduction to

acquisition policy and the stakeholders involved.

1. Overview of the Information Technology Environment within
the DoD

a. DoD Dependence on Information Technology Systems

Information technology (IT) has become ubiquitous across the
Department of Defense (DoD) with a disparate set of uses and users. IT systems
are used for a wide variety of purposes within the DoD forming an “information

enterprise” as defined in DoD Directive 8000.01:

[The DoD Information Enterprise consist of] information resources,
assets, and processes required to achieve an information
advantage and share information across the Department of
Defense and with mission partners. It includes: (a) the information
itself and the Department’s management over the information
lifecycle; (b) the processes, including risk management, associated
with managing information to accomplish the DoD mission and
functions; (c) activities related to designing, building, populating,
acquiring, managing, operating, protecting, and defending the
information enterprise; and (d) related information resources such
as personnel, funds, equipment, and IT, including national security
systems. (DoD Directive 8000.01, 2009)

Information is the key enabler of the Defense Enterprise as was identified
specifically in the 2008 National Defense Strategy (NDS, 2008). The DoD and its
military branches have taken full advantage of the capabilities afforded by new

information technologies. The U.S. military, in particular, has been enhanced in

4



its capabilities due to the profound advances in IT for weapons systems. Among
other things, the DoD has greatly benefited in the areas of management and the
overall operations of the Defense Enterprise. To gain these important
capabilities, a significant portion of the DoD budget is spent each year on
acquiring these relentlessly advancing technologies in order to support a broad
range of warfighting and functional applications (NRC, 2010). The ability of the
DoD and its industry partners to harness and apply advances in IT for command,
control, and communications; logistics; and transportation has contributed

enormously to making the United States’ military the best in the world.

So pervasive is IT that it has become an essential part of the U.S.
National Defense Strategy. From infrastructure to business systems to IT
embedded in weapons systems, the DoD is completely dependent on information
technology. While the importance of IT continues to expand, the information
technology environment is experiencing disturbing trends that have exacerbated
the issues within the IT acquisition process. Figure 1, taken from the 2009
Defense Science Board Report on IT acquisition, depicts growing trends within
the information technology environment that show an increase in IT complexity,
foreign supply, vulnerabilities, threats, and cost with an associated decrease in
the supply of U.S. computing graduates and qualified expert government staff
(DSB, 2009). This occurrence is considered a “perfect storm” in regard to
information technology acquisition because it further exacerbates IT acquisition
issues. Additionally, as these issues occur, the rate of technology change
continues to increase as well as the interconnectedness of systems, which pose

additional risks for the DoD.
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Figure 1. The Perfect Storm (From DSB, 2009)

b. Information Technology as Defined by the DoD

For the purposes of this study, it is important to understand how the
DoD defines information technology. Over the years, information technology has
been defined in slightly different ways. As it is defined in the 1996 Clinger Cohen

Act, formerly known as the Information Technology Management Reform Act,
the term “information technology”™—

(A) with respect to an executive agency means any equipment or
interconnected system or subsystem of equipment, used in the
automatic acquisition, storage, analysis, evaluation, manipulation,
management, movement, control, display, switching, interchange,
transmission, or reception of data or information by the executive
agency, if the equipment is used by the executive agency directly or
is used by a contractor under a contract with the executive agency
that requires the use—

(i) of that equipment; or

(i) of that equipment to a significant extent in the
performance of a service or the furnishing of a product;



(B) includes computers, ancillary equipment (including imaging
peripherals, input, output, and storage devices necessary for
security and surveillance), peripheral equipment designed to be
controlled by the central processing unit of a computer, software,
firmware and similar procedures, services (including support
services), and related resources; but

(C) does not include any equipment acquired by a federal
contractor incidental to a federal contract. (Clinger Cohen Act,
1996)

This definition outlines IT in its broadest sense. IT can be generally defined as
any system or subsystem of hardware or software whose purpose is to acquire,
process, store, or communicate data or information (DSB, 2009). Also, IT can be
defined as those systems that support the DoD information enterprise, especially
those systems expected to run on or interface with existing infrastructure,
systems that are user-facing, and is limited to those that are delivered through
the acquisition process and not systems developed by individual commands
(DSB, 2009). For the purposes of this study, IT is defined as any computer
hardware or software system whose purpose is to acquire, process, store, or

communicate information.

C. The Rapid Advancement of Information Technology

The DoD has not been able to keep pace with the rapid
advancement in IT due to the ineffectiveness of the IT acquisition system.
Information technology, both software and hardware, continues to rapidly
advance as postulated in 1965 by Gordon E. Moore, co-founder of Intel. Moore
(1965) predicted that the number of transistors on an integrated circuit board
would increase at a rate of roughly a factor of two per year; he later refined his
projection to a doubling every 2 years (DSB, 2009). This happening is referred to
as Moore’s Law. Moore’s Law describes an exponential growth in technology
advancements in such areas as computer processing speed and memory
capacity. For example, software and hardware have advanced at a very fast rate

over the past several decades, from isolated standalone computing systems in



the middle of the twentieth century to networked systems that span the globe

today, these IT advancements have been transformational.

With rapid technology change, we are experiencing a rapid global
increase in connectivity among computers and, consequently, among people
(DSB, 2009). Also, the spread of information technology has shifted the roles of
citizen and state. New information technologies such as mobile devices and
cheap digital storage devices have provided individuals and groups with
unprecedented capabilities to organize and collaborate in new ways. Moreover,
the Internet, social networking, on-line search engines, video teleconferencing,
and multimedia-enabled smart-phones are but a sample of IT-based capabilities
that have altered the ways in which people communicate (NRC, 2010). The
capability the DoD possesses through information technology is apparent and its
uses have never been more significant. In fact, DoD IT systems cover a broad
range of diverse technologies, domains, missions, and customers. This broad
range includes support to National Security Systems (NSS), operational

processes, and infrastructure (see Figure 2).
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2. Importance of Information Technology to the DoD

a. The Advent of the Information Age and Information
Revolution

The Information Age and the Information Revolution have brought
with it a plethora of personalized products and services and a powerful
combination of centrally supported IT and end-user-driven IT, which have
changed how we as a nation do business. This has resulted in an empowerment
of individuals and organizations, giving them the ability to innovate their technical
capabilities and their business processes (NRC, 2010). At the same time, the IT
revolution of the past 20 years—everything from hardware and software, data
standards, and commonly agreed-upon architectural frameworks—has
completely permeated the national security enterprise. Like the business world,
the DoD runs on information and seeks to gain an information advantage.
Information technology systems not only underpin the business practices and
management of the Department, but they have become integral to advanced

weapons systems such as laser-guided munitions and global positioning devices.

The importance of information technology to military capability is
inestimable. IT has enabled nearly all of the military’s combat capability and has
become a necessary element of critical warfare systems, warfare support
systems, and Defense business systems. This study focuses on IT acquisition as
it relates to Defense business systems (DBS). The term “Defense business
system” is defined as an information system, other than a national security
system, operated by, for, or on behalf of the Department of Defense for activities
such as acquisition, financial management, logistics, strategic planning and
budgeting, installations and environment, and human resource management
(USD[AT&L], 2008). The designation of “business system” may give the
impression that these systems only relate only to administrative-type operations;
however, these systems have a direct impact on warfighting capability. For
instance, all military operations are inherently dependent on logistics support

systems, and, consequently, the business systems that support logistics
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functions are considered Defense business systems (Gansler & Lucyshyn,
2012). Also, IT plays a significant role in national security systems. According to
the Clinger Cohen Act of 1996, a national security system is defined as:

A telecommunications or information system operated by the
federal government, the function, operation, or use of which:

(A) involves intelligence activities;
(B) involves cryptologic activities related to national security;
(C) involves command and control of military forces;

(D) involves equipment that is an integral part of a weapon or
weapons system; or

(E) is critical to the direct fulfillment of military or intelligence
missions. Does not include a system to be used for routine
administrative and business applications (including payroll, finance,
logistics, and personnel management applications). (Clinger Cohen
Act, 1996)

Thus, national security systems include satellites, missiles, tanks, ships, and
planes where IT is embedded within the system. IT touches a wide range of

Department systems and, in turn, enables a wide range of capabilities.

b. Information Technology as it Relates to Military Strategy

Technological advancements have created a new world for military
operations. This new world began to take shape at the turn of the century when
the DoD developed a military transformation strategy referred to then as Network
Centric Warfare (NCW). The IT acquisition is important to NCW strategy because
the strategy relies heavily on information technology being available.
Furthermore, the net-centric strategy is a capability that provides the DoD with a
competitive advantage, which is essential to conducting twenty-first century
warfare in the Information Age. This new strategy was important to DoD’s
transformation into the Information Age and remains important today. To gain an
appreciation of the significance and the urgency of solving IT acquisition issues
within the DoD, it is necessary to understand why IT is so important to the
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Department and how an effective military strategy is closely tied to an effective IT

acquisition system.

C. The DoD’s Net-Centric Strategy

In the late 1990s, the Department of Defense (DoD) began a force
transformation initiative in order to advance the military into the Information Age.
This initiative was facilitated by the advent of new technologies and the need to
achieve information superiority against an adversary. The concept was referred
to as Network Centric Warfare (NCW) but is now referred to as net-centric
capabilities or net-centric operations. The concept of NCW has been defined in
different ways throughout its history, but all the definitions share similarities. In its
broadest definition as provided by the Command and Control Research Program
(CCRP) in its 1999 publication, Network Centric Warfare: Developing and

Leveraging Information Superiority, NCW is defined as:

An information superiority-enabled concept of operations that
generates increased combat power by networking sensors,
decision makers, and shooters to achieve shared awareness,
increased speed of command, higher tempo of operations, greater
lethality, increased survivability, and a degree of self-
synchronization. (Garstka & Stein, 1999)

In other words, the NCW strategy is characterized by the linking of people,
platforms, weapons systems, sensors, and decision aids into a single networked
environment (DoD OFT, 2005). The NCW theory is further defined in terms of its
four tenets that describe the enhanced power of a networked force: (1) a robustly
networked force improves information sharing, (2) information sharing enhances
the quality of information and shared situational awareness, (3) shared situational
awareness enables collaboration and self-synchronization, and (4) these, in turn,
dramatically increase mission effectiveness (DoD, 2001).

Network Centric Warfare (NCW) was the cornerstone of the DoD’s
transformation process, and the Department placed great emphasis on the

capabilities produced by this strategy. In fact, much had been accomplished in
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the era of NCW including the development of newer technologies and systems,
the creation of new military occupational specialties (MOS) and departments (i.e.,
the Office of Force Transformation, now defunct). The biggest accomplishment
has been the impact on operations. According to the 2006 Quadrennial Defense
Review (QDR), operational experiences in both Iraq and Afghanistan have
demonstrated the value of network centric warfare (DoD, 2006). In both theaters
of war, critical relationships were enabled via network-centric capabilities that
allowed for faster operational decision making. By harnessing the power of
information through connectivity, operating forces were able to gain greater
situational awareness and show the value of NCW. General Stanley A.
McChrystal (2010), former Commander of International Security Assistance
Force (ISAF) and U.S. Forces Afghanistan, credited network centric theory in his
review of the progress experienced in Irag and Afghanistan (Younker, 2010).
Furthermore, the special operations mission that targeted Osama bin Laden
exemplified aspects of the NCW strategy in its speed and agility, collaboration
with higher headquarters, decentralization of the small unit, and decisive speed
in accomplishing the mission (Elkus, 2011). These recent combat experiences
highlight the importance of IT systems with its ability to fuse data from broad

ranges of sources both within and outside of the DoD.

Although there has been some success in using the net-centric
strategy, it has also had its problems. According to the Defense Science Board
(DSB) (2009) in reference to a 2006 DSB study regarding information

management for net-centric operations:

Information management in Iraqg and Afghanistan was a principal
concern among warfighters. Significant ad hoc activity was taking
place, especially at the tactical level, to gain desired capability. To
counter the interoperability problem, many approaches were used
to move information from one stove-pipe to another...much of the
military capability used to support the conflicts was paid for with
supplemental funding—programs that were not part of the
Department’s planned capability. This circumstance reflects the fact
that the need for such programs could not be predicted during
previous core program and budget planning, and the system was
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not sufficiently agile to react once the need was apparent. (DSB,
2009)

These problems experienced in combat were due in large part to not having the
right systems in place to better manage information but was also due to the
ineffective acquisition process that was in use to facilitate warfighter needs and
requirements. Despite these problems, much has been written on the
advantages and benefits resulting from the net-centric strategy and the promise it
holds for the future. However, the implementation of the net-centric strategy has
not come without challenges, which have served to stymie full integration of the

strategy.

Some of these challenges to implementing the net-centric strategy
can be linked to the ineffectiveness of the IT acquisition system. The DoD’s
overall strategy for implementing NCW theory was based on three principles. The
first principle involved setting priorities to enable, develop, and implement net-
centric concepts and capabilities. These priorities encompass networking a
critical mass of the Joint Force, an increased emphasis on research in
developing situational awareness and approaches to achieving synchronization,
and research to improve the DoD’s ability to accurately represent net-centric
related concepts in models and simulations (DoD OFT, 2005). The second
principle consisted of establishing specific goals and measuring progress. The
DoD recognized the importance of establishing measurable goals to assess
progress and validate the utility of the net-centric strategy. The third principle
consisted of overcoming any impediments to progress. It is this principle that has
not been effectively adhered to because an impediment to progress is in the
failure to acquire IT systems in a timely manner in order to meet mission
requirements. Thus, the net-centric strategy has not been fully realized in the
years since its inception due to a number of issues including acquisition related
problems. As described in the Defense Science Board’'s 2009 report to
Congress, failures within IT acquisition have roots in the failure to fully realize the

vision of the DoD’s transformation strategy:
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Certainly, barriers that preclude transformation of the U.S. national
security apparatus to meet the challenges of a new strategic era
are of particular concern. Nearly a decade ago the Department
established a vision for the architecture and structure for
information system management—a vision that is still evolving.
However, it is well known that acquisition has not been well
managed for these systems within this “enterprise level”
construct, and the result has not served today’s leaders and
soldiers well. In fact it hinders the warfighters’ ability to use
information technology to its fullest potential for situation
awareness, collaboration, and rapid decision-making. The resulting
operational impact is profound. (DSB, 2009)

With warfare now being waged in the Information Age, the DoD
may be at risk of losing its competitive advantage of information superiority if IT
acquisitions do not enable the full implementation of the net-centric strategy.
Failure to implement this strategy may reduce the DoD advantages in conducting
twenty-first century warfare and place the military at a disadvantage, especially in
cyberspace. The 2010 Quadrennial Defense Review (QDR) speaks specifically
about how operating effectively in cyberspace for the security environment
demands improved capabilities to counter cyber threats. Furthermore, modern
armed forces simply cannot conduct effective high-tempo operations without
resilient, reliable information and communication networks and assured access to
cyberspace (Daggett, 2010). Therefore, it is imperative that the DoD work to
resolve all impediments to acquiring newer technologies in order to maintain

information superiority in warfare.

The war on terrorism over the past decade has shown us that
national security threats can come from many diverse areas including domestic
and international terrorists groups, state/non-state actors, computer hackers, and
others. It is clear that terrorist groups and other non-state actors have come to
characterize warfare and conflicts in the twenty-first century, and their continued
growth and power will remain a key issue of the information environment. Due to
globalization, there has been a transformation of the process of technological
innovation due to the lowering of entry barriers for a wider range of actors and

potential adversaries to develop and acquire advanced technologies (Daggett,
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2010). Adversaries around the world are acquiring these new technologies and
are potentially gaining an advantage as we fail to acquire newer technologies in
an effective and timely manner. The speed with which potential adversaries can
adapt, procure, and employ newer capabilities against the United States has
been impressive. Moreover, our adversaries are better able to manipulate the
information environment by employing a challenging mix of tactics and
technologies, which will increasingly be an important part of the future spectrum
of conflict (Daggett, 2010).

According to the DoD Chief Information Officer, Teresa Takai, “U.S.
networks are under constant attack from cyber security threats launched from the
Internet or from malicious software embedded in e-mail attachments, removable
media, or even embedded in the hardware the Department procures” (Improving
Management and Acquisition of Information Technology Systems in the
Department of Defense, 2011). Takai goes on to state that, “every single device
connected to the network is susceptible to a cyber attack” (Improving
Management and Acquisition of Information Technology Systems in the
Department of Defense, 2011). This is especially concerning because the DoD is
constantly striving to integrate and network more and more systems, so we are

even more susceptible.

Leveraging information technology to deliver mission-critical
information capabilities to warfighters is one of the primary goals of IT. There was
a time when the DoD sought to balance the need to know with the need to share
information; however, today the warfighter expects to have and needs to have
the latest information in order to accomplish the mission (Improving Management
and Acquisition of Information Technology Systems in the Department of
Defense, 2011). The need to know the latest information, coupled with the
increasing use of the latest technologies from smart phones to mobile computers,
has made information-sharing an expectation. Thus, this expectation requires
new capabilities, especially in tactical environments. IT offers inestimable
capability and has been leveraged extensively in order to build national security
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systems, business systems, and weapons systems. As the Department
continues its transformation to meet the challenges of the twenty-first century, it
will continue to rely on the increased functionality that IT provides, so acquisition
processes have to be made more effective. Thus, the continued implementation
of net-centric capabilities via effective IT acquisition is of the utmost importance

in continuing the transformation process within the DoD.

3. Acquisition of Information Technology within the DoD
a. Information Technology Expenditures within the DoD

The DoD is an immensely large and complex organization that
consists of the Office of the Secretary of Defense (OSD), the Joint Chiefs of Staff
(JCS), the military departments, numerous defense agencies and field activities,
and various unified combatant commands. With this much manpower, the DoD is
the largest organization in the world, with operations that span a broad range of
agencies, activities, and commands. Furthermore, the DoD is the nation’s largest
employer with over 1.4 million military personnel on active duty, more than
750,000 civilian personnel, and over one million serving in the National Guard
and Reserve (DoD, 2010). Additionally, there are nearly 6 million military family

members and retired personnel who receive benefits.

According to a 2010 Government Accountability Office (GAO)
report regarding DoD business transformation, “in fiscal year 2009, DoD reported
that its operations consisted of $1.8 trillion in assets, $2.2 trillion in liabilities,
approximately 3.2 million military and civilian personnel and disbursements of
over $947 billion” (GAO, 2010). Of course, this 2009 budget may not rival future
defense spending given the current fiscal situation within the federal government,
but these figures point out the large sums of money spent within the DoD and a
significant portion of these expenditures are used for acquiring information

technology.

Much like the commercial business world, the DoD runs on
information and continues to require more and more of it via IT systems in order
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to achieve an information advantage. In an effort to support the diverse IT
requirements of the DoD’s huge population, the DoD employs approximately
15,000 unclassified networks, more than seven million computers and associated
IT devices, and a 170,000-person information management and information
technology workforce (DoD, 2010). With these large numbers of systems, it is
clear that information technology is a crucial factor in every aspect of the DoD’s
activities. From routine e-mail to the weapons control systems in the most
sophisticated ships in world, the DoD depends on the smooth functioning of a
myriad of IT systems and the acquisition process that provides them.

As the Information Age advances, we find that IT systems have
expanded both in complexity and in pervasiveness and as a result, they
represent one of the largest investments for the DoD today. For example, the
GAO, which is the investigative arm of the federal government, reported that in
fiscal year 2011 the DoD allotted approximately $36.6 billion for its IT
investments and $5.6 billion of this amount was allotted for major automated
information system (MAIS) programs that the DoD required in order to sustain
key operations (GAO, 2013). The millions of people who are employed by the
DoD operating worldwide maintain an inventory of systems and services that
accounts for these expenses and it is an order of magnitude larger than any IT
expense in the world. The DoD’s IT acquisition expenditures in comparison to
other DoD expenditures are relatively small but they constitute an extremely
important business function within the Department. However, there are growing
concerns involving all DoD expenditures due to government fiscal issues and
projected decreases in the DoD budget. As a result, IT acquisition issues,
especially the IT funding process issue that will be discussed in Chapter I, will
only be exacerbated in the event of budget cuts.
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b. Acquisition Policy within the DoD

The purpose of the Defense acquisition system in the DoD is
explained in this excerpt from DoD Directive (DoDD) 5000.01, and understanding
this sets the foundation for this study:

The Defense Acquisition System exists to manage the nation’s
investments in technologies, programs, and product support
necessary to achieve the National Security Strategy and support
the United States Armed Forces. The investment strategy of the
Department of Defense shall be postured to support not only
today’s force, but also the next force, and future forces beyond that.
The primary objective of Defense acquisition is to acquire quality
products that satisfy user needs with measurable improvements to

mission capability and operational support, in a timely manner, and
at a fair and reasonable price. (USD[AT&L], 2007)

The emphasis of this thesis relates to the objective of acquiring IT “in a timely
manner”; however, the other objectives of quality products and reasonable
pricing are equally important in a DoD IT acquisition program. A DoD acquisition
program is generally defined as a directed, funded effort that provides a new,
improved, or continuing materiel, a weapon or information system, or a service
capability in response to an approved need or requirement shortfall (USD[AT&L],
2007). The Defense acquisition system is a management process used to
provide effective, affordable, and timely systems (USD[AT&L], 2007).
Additionally, the acquisition process includes designing, engineering, testing and
evaluating, production, and operations and support of Defense systems (Brown,
2010). As used herein, the term “IT acquisition” will apply only to information
technology systems, processes, procedures, services, and end products that do
not include weapons systems with embedded IT (e.g., IT that provides the control
systems of aircraft weapons platforms). For this study, IT acquisition will only
refer to military-unique applications that support intelligence, logistics, command
and control, and services that provide basic desktop computing and other
infrastructure support. Also, this study refers to the acquisition of major

automated information systems (MAIS) that are associated with the performance
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of routine administrative and business tasks such as payroll, accounting

functions, and logistics (Brown, 2010).

For many years, information technology acquisition has been a
subset of the larger acquisition policy within the DoD. In fact, DoD’s acquisition
policies and regulations were primarily designed to meet the needs of large
weapons programs (NRC, 2010). In the past, it has taken significant tailoring to
accommodate IT programs due to acquisition instructions focusing almost
exclusively on weapons system acquisition and on Major Defense Acquisition
Programs (MDAPs) such as ship and aircraft procurement. The strategic
guidance used to shape the entire Defense acquisition program can be found in

the department’s acquisition policies and regulations.

The two major DoD regulatory documents that guide the
management of Defense acquisition are captured in two documents: DoD
Directive (DoDD) 5000.1, “The Defense Acquisition System,” and DoD Instruction
(DoDI) 5000.2, “Operation of the Defense Acquisition System.” DoDD 5000.01
provides a basic set of definitions and three overarching policies that govern the
Defense acquisition system: flexibility, responsiveness, and innovation; while
DoDI 5000.02 intends to establish a simplified and flexible management
framework for translating mission needs and technological opportunities into
stable, affordable, and well-managed acquisition programs (NRC, 2010). Also,
DoDI 5000.02 intends to establish a general approach for managing all defense
acquisition programs (NRC, 2010). Although DoDI 5000.02 has good intentions,
the instruction does not effectively support the acquisition of IT systems. In fact,
both DoDD 5000.01 and DoDI 5000.02 focus almost exclusively on weapons
system acquisition and on MDAPs; however, DoDI 5000.02 contains one short
section on IT acquisition found in Enclosure 5, which consists of only 3 pages in
the 80-page document. This fact leads into an acquisition problem area regarding

the inattention to IT specific acquisition, a fact that will be discussed later.

The oversight of the acquisition system is an essential and

important part of the acquisition process and this oversight is grouped into three
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major decision-support systems: the Joint Capabilities Integration and
Development System (JCIDS); the Defense Acquisition System; and the
Planning, Programming, Budgeting and Execution (PPBE) process. These
decision-support systems will be discussed in Chapter Ill but a general
description of each one is as follows:

The Joint Capabilities Integration and Development System is the

system that identifies and documents warfighter needs or

requirements (i.e., mission deficiencies or technological

opportunities); the Defense Acquisition System, establishes a

management framework for translating the needs of the warfighter

and technological opportunities into reliable, affordable, and

sustainable systems; and the Planning, Programming, Budgeting

and Execution Process prescribes the process for making decisions

on funding for every element of the Department, including

acquisition programs. (Brown, 2010)
Additionally, the oversight process employs a layered approach to oversight,
which is based on the level of investment or how much funding is provided to a
program (DSB, 2009). All programs are generated at the component level along
with the program requirements. Many programs are reviewed at the origin by
designated component milestone decision authorities (MDAs). The most
significant investments, programs categorized as major automated information
systems (MAIS), receive additional review within the Office of the Secretary of
Defense (OSD) (DSB, 2009). Also, there is congressional oversight, which will be

discussed further in the next section.

For purposes of program management, all Defense acquisition
programs are broken down into different acquisition categories (ACATSs). Each
ACAT level is based on the type of acquisition desired, its dollar value, and the
level of milestone decision authority (MDA) it rates. MDA is the action of
