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Title: Blogging from the Battlef{eld: A New Communications Strategy
Author: Major Douglas T. Campbell, United States Marine Corps

Thesis: Blogs conducted at the tactical level is one way the US can accomplish its goal of
conducting effective strategic communications in the new media environment.

Discussion: The internet and the new media it created have changed the way the world
communicates. Ideas are spread faster and to more people than ever before. In addition, these
ideas can come from anyone in the world: right or wrong, educated or un-educated, enemy or
friend. The US must adapt to and make use of the advantages of the new media environment
while denying those advantages to its enemies if it is going to conduct effective strategic
" communications. One of the main advantages that the new media presents is the ability for a
dialogue to develop between the communicator and the audience. Using this dialogue as a
measure of effectiveness, the US can adjust its actions and narrative to better achieve its desired
-outcome. Blogs are the best vehicle for developing a dialogue in the new media. Furthermore,
- the execution of these blogs should be conducted in a decentralized manner at the tactical level.-
Conducting blogs at the tactical level is the best way for the US to fully exploit the advantages
provided by the new media. However, along with these advantages, the new media also presents
a number of challenges that the US will have to manage in order to adapt to the new media.

Conclusion: While it does present some challenges, blogs conducted at the tactical level do
accomplish the US’s goal of conducting effective strategic communications in the new media. In
addition, the challenges presented by blogging at the tactical level are far outweighed by the
advantages that it provides and most of those challenges need to be solved regardless of whether
blogs are adopted as a method of strategic'communication or not. ‘ '
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Introduction
The internet and the new media it creatéd have changed the way Ehe world
communicafes. Ideas are spread faster and to more people than ever before. In addition, these -
| !ideas can come from anyone in the World:‘ right or wrong, educated or ﬁn-educated,' enemy or
frieﬁd.' The US must adapf}to and make use of the advantages. of the new media envirbnment
while denying those advaﬁtages to its enemies ifit is going to conduct effective Strategic
communications. Blbgs conducfed at the ta&ical level is one way the US can accomplish its goal
of COnducping effective sfrategic communications vin the new media environment. |
Backgfound
The US is approaching.the ten-year mark in its War on Terror. In that time, the US Has
won major campaigns in Iraq and Afghanistan as well as stopped Al Qaeda from carrying .out”
another terroﬂst attack on the scale of 9/11. Despite these successes, the perception 1s that
terrorism is as much if not more of a threat ‘today than it was ten years ago. Part of the reésoﬁ for
© this perceptipn_ is due to the conventional dpproach fhé US has téken iﬁ prosecuting this war,
~ which in turn can be traced back to labeling the conflict as a war in the first place. A better way
to define the fight agaiﬁst terroﬁérri is to qéll it a global insﬁrgency.l o |
In order to defeat a'global'insgrgency, the US must first idéritify its centér of gravvity(a;nd :
_gritical vulnerability. If the US treats the ih"surgency like guerilla warfare, then it can figure out
the center of gravity and critical vulnerability by looking to Méo Tse-tung, an expert at‘ 'ékvéc;l;{in g ‘
guérilla warfare. According to Mao, gueﬁilla war‘fare “derives from the masSeé and is suppoﬁed
~ by them, it can neither exist nor flourish if it separates itself from their sympathies and
cooperation.” In this statément, Maq identifies the people as not only the center of gravity for

any insurgency, but the critical vulnerability as well. This should not come as a sui‘prise since



according to Clausewitz the peopl;, .the army, and the government are the,thr"eAe coﬂstimencies
thaf drive war.’? 'A”A[‘herefore, in order to defeat this global msurgency the US must separate it from
the“ peéple.

A mistake the US has been making is that the majority of its focus has bécn on sp’parating
the support of the peoble in the locality in V\;hich combat op'eratilon's are taking placg from 'thé
terrori‘sts.I The peoplé, in é global insurgency, are not just the loéal populace of Afghanistan or
Irag. Due to globalization, these insurgencies draw suppdrt from a worldwide :audience. WhAile"
thé US is making efforts ;1t addressing this worldwide audience, it ﬁeeds to increase 'those efforts
because Isiamist extremism is an ideolo gy that pays no attention to ethnic, reéiqnal, or national
boundaries as evideﬁced by its abﬂity fo infiltrate societies withllitﬂe Or No Iélamic tradition.*
Another mistake the US hasAto be wary of is c'oncentrating its activities solely on thogg -
extremnists and their sympatl)lizers. The US cannoAt beat this global insurgency alone. it needs
partneré. Therefore, it needs to continue its efforts to gaiﬁ and maintain the support and
cooperation of countries that have traditionally been its allies. Finally, the US must gain the
éuppoﬁ of those people still t_rying to decide which side is more “credible ;clnd‘worthy of their
' t;:ust.’f5 Since this is the largest group, it is the key group fof the US to concentrate on because;,
as the US gains the support of this undecided group, thé support for the‘ global insurgencykwill
Aslo,wl‘y‘ erode. Therefore, the people can be divided into three broadi categories: “the terrorists

and their suppbrters and sympaihizers; the Unitéd States, its traditional friends and allies,
including in traditionally Muslim sociéties, and the friendlies in contested areas; and the rest of

the world.”®

/

This is concept already understood by the enemy. Since they do not have to be accurate

" in their claims, they are able to gain and maintain the support of their allies.” With their actions



and exaggerated accomplishments, they also target tne resolve of the smaller nations in the US
led coalition.® Finally,r they understand that their key obj ective is the auctience that has notyet e
decided which side to support. This is why the majority of their propaganda is aimed at that
populace in an effort to gain their support as well as new recruits.’

The US can separate the insurgents from the'people by either destroying the enemy,
which has been the focus of the US to this point, or by making the enemy and-~its message (
unacceptable to the peoplej]0 The US can do this by focusing on the people’s decision making
process. The.decision making process can be affected through the information environment
“through psychological, electronic, or physical means.”11 Through these rneans, the ‘US can
affect “the intellectual and emotional arenas in which individuals, families, tribes and governing
bodies reason-and make decisions based on their respective historical, cultural, social, religious
and educational backgrounds.”12 However, “An‘approach to separate extremists from their
popular suppo1t bases is unhkely to work if the terrorist fringe has greater c1ed1b111ty in the
public eye than either the United States or moderate 1nd1genous authorltles 13
The US must prove to the people that it is both “more trustworthy and more credtble than

,,4

its enemies.””" The first way to go about clomg this is by reducing the ¢ say—do”vy gap.
‘Communication is primarily a matter of what is done.15 If what the US says does not support
what it does, then its credibility is reduced. The,second:way ‘isby ensuring that e{ferything the
USﬁproclaims is not only truthful, but realistic as well. When the US sets out Llnrealtstic goals
ancl inevitably falls short of them, good intentions do not matter. To the public, it appears that
AtheUS lied to them. This simple act will help to 1'educe the “say-do” gap as well as ensure that

' the messages the US is putting out remain consistent with each other, not contradictory.16 The

final way is by getting the message out first because, ‘“perception is often reality in that the side

a



that commmiic;ates first wins the pérception battle.”!” By combining the concepts of increasing
the creditability and trustworthiness of the US 21‘1:1d séparating the glbbal nsurgency from the
global audience, thé “long-term strategic goal of U.S. mcssagé—'makmg must be to help restore
the internationa£ ﬁi’estigé of the Upited States of America around the world, and win the ‘war of .
ideas’ Worldwidé: not \only among Arabs and Musiims,but among countries that’ iraditionallyI

have been close friends and allies.”*®

Strategic Communiéations )

In an effoﬁ to close the “say-do” gab, the Department of Defense (DOD) has defined a
concept called StrategiC~C01Iununications (SC). AcCordiné to Joint Publication 3-13 on~v
Information Operations, the DOD defines SC as N

~ “focused USG | efforts to uﬁdefstand and engage. key audiences in order | to create,
strengthen, or preserve conditions favorable for the advancement of USG interests,
policies, and objectives through the use of coordinated programs, plans, themes, messages,
and products synchronized with the actions of all elements of national power.”"” -
‘In layman’s terms SC is el'lvsuringk that the US Govémment’s '(USGs) Qctions and words align
with its policy and take into account the cultpre th\ét itis t1jyi11g to address. The key co;ltributors VV
to SC are Information Operations (~IOA)V, Defense Support to Public Diplomacy (DSPD.), and‘
Public Affairs (PA).% |

Information Operations is pﬁr’narily used at the tactical and operational level to affect the
decisions and decision—making processes of a target audience (TA), wﬁile defénding friendly * |
decisiovil—mal(ing~processes.21 Its core capabilities are electronic warfare (EW), c'on’lputer.
netwbrk operations (CNO), psychological operations (PSYO.P),.milit-ary deceptidon (MILDEC),
and op.erations security (OPSEC). In addition, it integrates these core capabilities with
information assurancé (iA); phyéical sequrity, physical attack, cqﬁnterintellig’enée, cémb’af

camera, PA, civil-military operations (CMO), and DSPD.22



Defense support to public diplomacy are actions taken by the DOD to “understand, inform,
and inﬂuence foreign audiences'andopinion makers and by broadening the dialogue between
American citizens and institutions and their counterparts abroad”? in order to promote US
foreign policy objectives. Examples of DSPD include CMO and Medical Readiness‘Training
Exercises. |

- Public Affairs’ mission is “to conduct activities to inform, educate and communicate to
the American and international public its goals, objeotives or whatever‘information the u.sS.
deems necessary to further or protect its national mterests w24, It accomphshes this mission by
expediting the ﬂow of ¢ ‘accurate and timely information”?’ through the media A key aspect in
this misslon is ensuring that the information about the DOD is accurate by countering “adversary
misinformation and disinformation through the publication of accurate information.”26 Doing

this “allows for truthful, honest opposmon to the enemy S med1a borne propaganda”®’

and, by
pointing out the falsehoods in the enemy’s propaganda aids the SC campaign by enhancing the
USG’s credibility while degi ading the enemy s credibility. An example of a PA activity that did
an excellent job at accomphshing its mission is the Embedding Program employed in Operatron
Iraqi Freedom (OIF). o
The Embedding Program

During the invasion portion of OIF, the DOD sought to inﬂnence the media, and through
them public opinion, with strategic level presentations given by senior personnel in Washington |
and Qatar as well as by instituting a program of embedding ’ieporters with military units.”® In the
embedding program, vetted reporters would live, eat, sleep, and travel with designated military'
units and stay with that designated unit for the duration of the invasion. The purpose of this

program was to provide “‘robust media access to counter likely Iragi lies and disinformation”®’

o



while highlighting “the professionalism of the United States Armed quces.”30 When the
invasion started, there were more than 600 US and foreignjournalist’s embedded with inilit‘ary
. units. Thése' unit§ ranged from airqraft carriers, to Special Forces, to Army and Mérine infantry
units.> |

Overall, the embedding progrém was a success. It leveraged the media into “accurately
dépicting coalition militaty and the qofnpassionate actions of libefation.”32 It also helped »
. improve the public’s percéption of the military and gave crediBility to the media coveragﬂe.33 In
‘terms of counter-propagahda, the “media embeds were also éble to report on and in fact, counter

»** The program also-allowed the journalists to better

misinformation fforn the Iraqi regime.
exercise their self appointed role of watchdog by putting them with tactical units so they could |
challenge 6r confirm military briefings.35 Also, when embedded and nonembedded reports are
‘ cornparevd, the emBeddqd n§Ws stories were more positive and conveyed greater trust towards

military personnel.36

Finally, due to the advancés in technology that allowéd ;the embedded
reports to get their reports out almost instantaneousiy, ‘;people all over the Qorld got more
infc;rmation, faster, than they had ever gotten from a battlefield before.”> This is espeéiaﬂy
important since in a survey conducted bby Gallup in 2005, “Only 39 percent of Americans say
they get enough information about military matters to make informed decisions; 60 percent séy o
they do not.’738

The embedding program also had some failings. First, since the joufnalists were kept
with a specific unit, the stories coming out of the program tended to focﬁs on the small scale
V draﬁé of the war and wefe not ablé to provide a broader opefational or strategic picture.39

Another problem is that maintaining an embedded reporter is expensive and time-consuming for

~ anews agency.’® This resulted in the number of embedded reporters dropping from 700 to 23



- after the fall of Bzighdad.41 Also, once these reporters left the country, many did not report on
Iragi issues again, let alone return to Iraq.*” When the situation in Iraq became worse due to the
iﬁcreﬁse of violénce, the perception of_OIF‘becal.ne overwhelmi_ngly negativg for two feasons_.
First, by raising thé eJI(pectations of the public to believe that OIF Would be quick and that the
people of Iraq would welcome the Allied forces, the US creat’ed a “‘say-do” gap. Secondly, when
violence increased, the lack of embedded reporters resulted in the news outlets Aconcentrating,v
and continualiy playing, the worst of the violence since that was all they ha.d. The poor
expéctation management and lack of reporters on the ground compounded the iﬂ01‘e ased Violence” ‘

| in‘Il'aq and led to an overwhelmingly negaﬁive pergeption of the war in Iraq, which the enemy
then took advantagé of.43' : .

* There are a few key points that should be faken away from the émbed program. It

Vworked well in accomplishing the DQD’S média strategies of presenting the troops as liberators
while cQuntering“the misinfOrmat_ion put forth by the Ir_aqi goverﬁrynent.‘l4 However, 1t isnot a
fiscally sustainable way .of reporting on the war for the news agencies. As a 1;eSu1t of this, the
DOD ended up doing “more of its ‘own v'ideo releases and other informaﬁon directly to local TV |

and radio stations.”"

While effective; ﬂlis is a'time consufning task for a small cadre of Public
Affai‘rs members td conduct. Fiﬁally, tlhe US cannot “rest erAn:irely oﬁ the success of the embed “ .
program and must continue to engage media.”46 This coﬁtinued engagement will réq{lire the |
DOD‘S adaption to the “new media.” |
| Traditional vs. New Media
Traditional media is what most people typically think of when they hear‘ the.term
“media:” newspapers, magazines, and T\\/‘news channels. It is charactegiZed as Ihaving‘a

monologic or one-way flow. In monologic communication, one person sends a discreet message



~to a broad, passive audiencé. This Vaudience simply absorbs the message and does not go about
‘fepackaging and resending it. In the traditional media model, the only people who repackage
and resend inférmatiori are the jourﬁalists who act as é gatekeeper or filter between the

‘communicator and the consumer, to the extent that they resize the ﬁmouﬂt of inforrﬁation and put
some type of 7‘spin’~’ on it.* | ’ ’

The erﬁer gence of the internet and global communicationé has brou ght about a new type
of media. This new media consists of sécial networking, blogs, sites for sharing inforrnatioﬁ :
such as You Tubej, as well és online editions of what is considered traditional fnedia:

’ heWSpapers, 'rnagazines and‘TV. New media is changing the ways “information moves around
the world.”*® Unlike traditional médig, new media is characterized by a “dialogic” flow 6f

' communication. In the new media realm; consumers are ﬁo longer passive. They absorb,
répackage, Vand resend qurr}lation becoming communicators in their own ~right.49 This alidience
can be “éalled prosumers because they both produce and éénéurﬁe messages.”™? Since each
recipient of a présumér’s message is a prbsﬁmer in tﬁeir own Aright in the new media sphere, the
constant rep ackaging of the message to suit each prosumer’s opinion on the s,_ubjecA:tA causes an 1
évolution of the oﬁ ginal message Whiéh, if left to its own devices, may not fesemble the ofi_ginal
message at all.”* | |

Aﬁpther charactéristi_c of thé néw media envir,onment' is that the communicator now hasa
direct line to the prosumer. Rapid fechnological change has<rrilade it so that the information
environment is accessible to al£n05t anyone.sz’ The communicator no longer has to go through
the gatekeepers of the traditional media to reach its target audience but can go directly to them |
through the internet wi.thout a filtef. Since the communicator now h;ClS a dire;ct line to the

prosumer and the prosumer can repackage and resend its viewpoint on the message back to the



communicator, a diald gue can develop between the two. From this diale gue,‘the communicator
is able to obtain feedback on the impact of the message it sent out. This feedback becomes a
measure of effectiveness for that mess'age.5 3 '

Another development of the new media environment'is that everyone is a communicator,
whether they know it or not.** Communicators are no longer limited to a professional cadre of
PA officers. Instead, “all personnel will communicate to some degree with members ef the
public, including friends and family, in ways that are not constrained by time, distance or
mediurn.”5 3 ; Due to each of these characteristics, the best communications strategy in the new
media is a strategy of engagement to gain feedback on the message as well as maintain an ability

.te shape the message as it evolves.”
' Applying traditional media strategies to the new media “is decidedly less productive than
- developing a communication strategy'appropriate for the new media u‘niverse..”5 7 If the USG
produces a message and there is no engagement afterwards, then the USG has surrendered the
ability to have any influence on how the message evolves.’® By not taking part in the evolution |
of the message, the US cedes that ability completely to prosumers who may be biased against US
interests. In addition, by not engaging the new media, thé US loses.out on the feedback and,
hence, the measure of effectiveness it could have had on that message. A measure of
effectiveness hased on feedback from the target audience is essential since messages, to include
actions, “will be perCeived differently by viewers who may likely be biased.™ A finai reason
| why it is dangei‘ous riot to engage the ne“w media is because as the message is repackaged time
“and again the quality of the information in it will ge down. As the originator of the message, the

poor quality of the information will have a direct effect on the credibility of the. US regardless of

the quality of the original message. Where before the US could rely on the major media eutlets



to act aé bgatekeepers and maintain the quality ‘of informatiori,though oft\cn with their‘own
interpretation, the new media has bypassed these gatekeepers andv“informativon is passed to
audiences often times without any context or filter.”®® How the US can engage the new media
and who in the military ‘can doit ié addressed lalcér, in this paper.
The US needs fo not only adopt a cdmmunication strategy appropriate for the new media,
it also needs to édapt to the new media. The infdrmation environment allows the enemy to
conduct an asymmetric form of war and the US must counter it in ﬂlat environment.** In
addition, with the emérgence of the new media, “the significance of infdrmation lz\is an element of
national power is highlighted, particularly in times of crisis and war.”‘sb2 By adapting to the new
Amedia, the US will be able to obtain the key element of feedback, which will help gauge in a
“meaningful way if a specific strategic communication endeavor has SUCC@Cdéd.”“ Also, éi’nce
there are no longer any barriers or filte;s during interacfion\in the new media, the dialogue that '_
develops between the originator and"prosumer will provide transparency to the military and help
build the trust and credibility of‘the Us.# In fact, in order to.preserve the credibility and :
influence of the US, the speed of the n¢W media requires ;‘responsive, agile propesées and
cap.abilitieé,”65 v;/hich the US currenﬂy does not have. In adaition, cértain aspecfs, such as social
networking, have the potential to touch every aspect of national security, including: gathering
and vetting opén source information, gauging and influencing public opinion, conducting

| research and analysis, conducting IO, and distributing crisis fesponse cornmunicatic;ns.66 SR
Finaﬂy, adopting the new media withéut adapting to  it is not sufficient. The small number of PA
professionals currently chérged with communicating the mesvs‘ages to the prosumer is not enough

to monitor and take part in the sheer number of dialogues that each message produces. Without

being able to do conduct a dialogue, the US has not tfulyadopted the new media.’
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Adapting to the New Media
One of the fundamental considéfations for adapting strategic communications to the new
media is the delivery vehiple.6$ The delivery vehicle has the potential to “significantly distoi‘t,
impéde, or facilitate reception by the audience.v”69 Blogs are an appropriate delivery vehicle for
adapting strategic communications to the new media. A blogv,is, i;l its most basic forrﬁ, a

“journal available on the Web that comes in many forms of potential influence.””®

| Blogs are appr'opriate vehicles for the new media for a number of reasons. First, in -
strategic communications, actions Wﬂl al“;ays speak more loudly than words.”" However, the’ |
'entir_e world is no£ able to be present to witness the aétions of the US and there is not enough
time in a presé conference to cover everything that has been done. Blog; Céln helprto bridge that
gap by conveying to the world what the US has done by the people who actually’ did it: By their |
nature, thé u~s'e‘: of blogs recognizes the fact that strategic comﬁluniqation campaighs' cannot havc
termi;lation criteria.” Blogs begin and co‘nti‘nue a dialbgue with other prosumers on the web. |
The end of the dialogue will not neceséarily coincide with the end of a military niission.

“Blogs also have the potential to be e’xtremélyr influential in the new media. W.L. Bennett
divided what he called the Infosphere of the new 1;1edié into three layers. The top layer consists
of the t;aditional, mass media. The niiddle fayef is ‘made up of prominent blogs,‘Webzines, and

“advocacy groups. The bottom layer is made up of e-mail, mailing lists, and pefsonal blo gs.’ A
sucées'sful communication strategy ﬁust be able to access all three of these layers.”> Blogs are a
yehicle that can accomplish this. An example of this took placé in 2004 when CBS’S 60 Minutes
aired a story accusing President Bush of using his famil‘y connections to get out of military -

service. The memo this accusation was based on was eventually proved to be a forgery.

. However, the story that the memo was a forgery was broken by a blog, not CBS. This story
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‘ quickly spread across the new media from oné blog to another until the mainstream media picked
it up.” In this ekample, a conversation started on a blog first spread across the middle layer of
fhe infosphére ‘and eventually spread across and influenced alll three layers of the infosphere.
The ability to reach 2;11 three 1ayers of the infbsphere is important. However, internet
' penetration is not even worldwide. Séme countries, like the US, hévea good deal ofinfemet
pe;netration, while others have very little. However, rega;dles; of fhé amount of internet
_penetration in a particular comﬁy, “even if members of a population do not have’access. to the
Internet or read a particular blog, they may be influenced by it if iocal elites, including ‘
mainstream media elites, do.””
Blogs are also a good vehicle for the US té use in the new rhedia because théir influence
can be gauged. This is because all blogs‘ are not created eqﬁal.' The most influential blogs are
‘the ones that are linked to most often by other websitesj6 In addition, it was found that the
sphere of influence for a b;log was limited to about two links aWay. This means “blo ggérs whé‘i
Aa1°e read by joumalisfs wérking for broadcast media with lar;;e audiences can have a potentially
much larger sphere of influence than those who are read only by other bloggers or Intenllet '
users.””’ Also, the influence of a blog is notAstat’\ic. A blog with impbrtant informaﬁon abbut’ a
subject that few other blogs are abie to géxin infor@ation on, such asb oberations ina cblnba;c zone,
are likely to rise in rank fairly rapidly.”® |
Finally, blogs are a »gobd tool for ehsuring unity of effort. When coﬂducting an operation
thaf involves oﬁher; government agenciés or NGOs, a blog can be used as a forum for discussing

ideas, filling Requests for Information and Requests for Action, as well as simply ensuring that

’

. . 7
everyone involved is on the same page.”
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Creating an Il;ﬂuential Blog

If blogs are used as the vehicle of the US in the néw media, then théy must be set up
-correctly in order to be effective. There are féul' main factors fﬁat affect a prosumer’s
assessment of a blog. These are its design, utility, accuracy .and consistency, and currency.®
Deéign refers to the general appearance and fuﬂ?:tionalit? of thé blog. The Blog must look
professional and be e‘asy and intuitive t.o use.s% In addition, it should be up to the standards of the
target audie;lce. This fneans that the blogger must be able to post videos and pictures as well as
words. Alsb, in order to generate an effective dialogue, prosumer’s sh’oAuld kae-'able to pbst every
- type of media that the blogger can post. Finally, in order to aid the bldg in gaining inﬂuence, it
should be easy to lmk the blog to other websites.

Utility refefs to the relevancy of the blog to the iﬁtercsté of the target éudience.82 This |
" issue will work itself out as the blog evolves in the infosphere. As the blog begins to gain
influence and other websites link to it, it wili naturally draw to it an audience that is interested in
its subject. Since the target audiencé is spread across the world and not necessarily subject t
any ethﬁic or national boundaries, this natﬁral draw of the blog as it gains inﬂuenée is thé Bést
way to reach the ﬁajority of the target audience over time.

Acéuracy and.corisistency refers to whether the “information provided by a biog is
generally correct or consistent with other infofmation accepted by the target audlience.”83 There
are two key things that have to happen for a military blog to maintzﬁn its accuracy and
~ consistency. The first is maintaining a policy of telling the truth. The blogger needs bé candid
- about what he is blogging about. The blogger cannot “sugar—coat”ihe truth and if he can’t talk
to a topic due to OPSEC, he needs to be frank about that while not using it as ah excuse. ’This

candidness will eventually overcome the mistrust of the pro‘sumer and make him question his
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other soﬁrces. The other thing that ﬁlust be done is that the leadership needs to ensure that the
US’s actions support realistic élld achievable policies and statements and that the blogger
understands how these aéﬁonséupport the'US’ s ﬁoliéies. This~ 18 iinportarit Siﬁcc one of (the
purposes of the Blog is to ‘)spread the ianrmatioﬂ about what the US, in the form of the blogger,
has done or is doing. The blogger can agree or disagrée if thése actions are actually supporting
US policies, but if the ‘bloggei' cannot explain why the USG feels that these actions support its
policies; then the “say-do” gap is highlighted rathér than reduc‘ed’.

' Finally, cuirency has to do with fh‘e “frequency with which the blog is updated.”34 If the
information on the blog is outdatqd, then its credibility is hurt. If this happené often, then
¢ prosumers will stop paying attenﬁon to the blog and it will lose its influence. Therefore, the blog"
needs to bé updated on a regular basis since the information that it covers changes with each US
’action’.

' Adaptiné Blogs to the Military
The aspect of a blog that makes it kéy as an engagement tool in the new media is the

ability for ﬁ dialogue to develop on it. However, in order to bé effective, this dialogue must be
agile in two ways. First, the blogger must be able to respond ina timely manner. Restrictive and
cumbersome apprc;val chains to determine flow to respond on a blog will inhibit the ability of the '
blogger to achieve results. Aiso, one person trying to run multiplé blogs will be inhibiteci in thelr
abiliny‘to ré;spond to aﬂy» of the blogs in a timely manner due to the volume of traffic going over
each blog. The solution to this is to execute blogging in a decentralized manner at the lowest
l'e:vel.85 This can be accompliérhe‘d‘ in two ways. Thé first is By allowing personﬁelyto blog on

personal sites about their military operations. The second is by creating a framework of blogs
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that personnel could use to blog about their military operatibhé. Each of these methods h{as'
advantages and disadvantages, which will be covered 1ater‘in this paper.

Blégging at the tactical level would be able to take advantage of both monolo gié and
diélogic communicatiqn. Monologic commuﬁicatiéh would be carried out, first and foremost, in
the form of the actions of the US. Monoiogic communication would also be used in the
command structure go'ing down- to the blogger in the form of well written and thought out
Commandel;’; Intents and the Blogger’s leadershiia artiéulating hon the US;s actioﬁs sﬁppoﬂ its
policies and statements. Dialogic communication would then be used ‘by the blogger as he
discusses Witll chér prosumers what actions the US carried out, his actions in particular.

Adopting a method where the executioﬁ of blogging‘iis pushed down to the loWest level
would also solve the sécond probl_ein of rhaintaining égility.‘ In order to be agﬂé in responding to
the prdsufneg the blogger nﬂwt be a subject matter expert on what he is talking about. If the
blogger is insulated from what he is talking about then he runs the risk of responding too slowly. -
and losing the.‘inte:est of the audience or making a misstatement and tamisﬁing his credibility. .

Furthermore, in order for the biogger to be a s.ubj ect matter expert, the blogger would have
“to be down at the platéqn or squad level. While this means that the blégg'@rs will be the 19 or 20
. yéar old Corporals nand Lance Corporals, this is exactly who it nieleds ‘to be;. It is thé “digital
nétives” who will be “critical to success in the social media environment.”86 These digital
natives are the “y'oung sérvice members who ére savvy in’the use of new media devices,
platforms, networks, and possibilitiés 78 In reality, this describes most of the young service
members in the military. The majorify of the young service mem‘bersvwere not even in high

school when Facebook was launched. They have grown up with social media and are the best - .

personnel for exploiting its uses. Also, with the reality of instant communications, it is the
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- individuals at the lowest tacltical level who are best positioned and “should be empowered to
respond té propaganda to the best ofx their ability.”® Finaily, uﬁlike a PA officer, a young
Corporal or Lance Corporal will not be viewed as a mouthpiece of the US message, due t_o.their
| sfouth and ability to be candid about what they falk about. |
In oi*der to close the “say-do”,éap, the bloggers need to ‘concentrate on talking about what
the US is doing and why. “Words frequently worI; only if Silpporfed by c)ieeds.”89 A céveat to .
tﬁat stateméﬁt is that peoplé need to know about the deeds. T his goes back to the question of “if
a tree falls in the-forestﬁnd no one is there to hear it, does it make a sound?” It is the purpose of . -
the blog té articulate what the US does in én effort to work on the "‘do” portion of the gap. In
' ordeiw to do this, they ﬁeed to be candid and honeét about what they did. Former Director of the
CIA, R. James Wo.olsey, felt that one of the reasons Radio Free Europe and RadioLiberty were
so successful during the Cold War wa.s b,ecéuse they would report c;ritically énd objectively, not
oﬁly onthe U’SSR but on the US as Weli.go This does not mean that the blo gger has to be critical
of what the US is doing in order to succeed. It does, however, fne;m that the blog ger‘sho‘uld be
allowed to express their personal opinion on how well the US’s actions are supﬁiorting their
policiés. The caveat tc; thié though is that the bldg is not-a forum for t.‘F1e blogger to Whine‘ and

complain about his chain of command. Being candid combined with the policy of “‘under-

promise, and over—deliver,”91

wili Abring_transparency,/ trust, and credibility to the acﬁons of the
US. In addition, by being candid and honest the blogger can avoid the appearance of propaganda
‘because, if the blog appears to simply be propagénda, it will not be effective.”? The underiying
assumption for blogging at the tactical level to work is that as long as the US’s actions are |
legitimate.and the blogs are honest about thdse actions then .“an il;fornied non-hostile public will

~ 9
agree.” :
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Finally, in order to increase the f1nﬂue{1ce of the blogs, the US should bl.lﬂd. on the success .
of the embedding program. As stated earlier, when journalists were embedded with specific
units, they built relationships with those units and generally reported favorably on the ;lctiori_s of
 their unit. However, it was too expensive for the news agencies t)o' maintain those joui’nalists in
| the field witli those_ specific units i’ndefinitely. Blogging pushed down tovthe lowest level

provides a cheap way for those previously embedded journalists to maintain their relationships
with the units they were with and continue reporting on them. This will increase the inﬂuence Qf
the blogs in ‘;wo ways. First, they will be diréctly influencing the top level of the infosiﬁhere and
o) aléo have some ‘inﬂuence on all the p1'osL1mers frorﬁ tha£ mass media. They will also >gain
‘iilﬂuence.because as prosﬁmers view the ckontent‘of‘the journalist’s message, they will have the
ability to a]ccess the" joumalis;’s éource, the blog. This v&;ill lead to more viewings of the blog as
well as mbre links, theréby incréasing the direct influence of thg blog. | i |
| " Advantages
BloggingAat the tactical level helps to achieve the goal of winning the war of ideas among
our friends, allies, an{d the undecided in a number va ways. | First, it iﬁﬂuences the people simply
by informing them about the actions of fhe US. Though it sounds simple, this is an importaﬁt
first step. At hqme, “Only 39 percent of Americans say they get enough information about
ﬁlilitary matters .to make informed decisions.”* This lac;k of knowledge is not limited to ihe’
éeheral public, but extends to the media as well with the result being that the media will fill in |
“blanks” in their story from so‘urce‘s‘ot'her than the DOD.” Thi§ creates a situafcion where the

9 which results in the

“less informed people get to tell the American public what’s going on,
USG's policies being understood for what other people say they are instead of what they actually

are.”’ Blogging at the tactical level will fill those gaps of information and inform the publics of



the US and its allies.

With the majority of people getting their information from the internet today, it is
unrézilistic to believe that that information will be correct if the subject matter experts do not add
their input. Providing the information on what fhe US is doing aids the US in inﬂueﬁcing the
third group of the global audience, those peoplé who arg undecvided, as WC‘H.‘ A side benefit of
telling the world what the US is doing, is that the bloggef will inevitably end up shdwing the
world what the insurgents are actuall\y doing as opposed to what they say their doing. Exposing
the enemy’s “say-do” gap rhay not result in the undecidéd group suddeniy agreeing With

eVerything the US wants or does, but it will result in the undecided group disagreeing with the .
insurgents and seeing the insurgen;ts as a commoﬁ enemy. |
Blbgging at the tactical level also help's the US inﬂgence the global audience by effectively
countering the proéaganda of the enemy. An aggressive blogger that keeps his blog current will
aid his commander by being “better prépared to counter false and negative repoﬁiﬁg as events
occur.”® This is bécause perception is reality and the first side to get its étory out 1s perceived tQ‘
be tellfng thé truth.”® Blﬁgs that regularly update ‘the' public on the actions ’o’f the US will be able |
to get its side of ;Lhé story out before the enemy is able to counterfeit fheil' ﬁropaganda. This
1ﬁakes it so that when the enémy does eventually get its propag’anda out, it is seen as the lie that
it is since the US put out ifs version of évents before anyone knew that there was a controversy
involved.
Another advantage of blégging at the tactical level is its economy of force. If the US tried
“ to control the messége over the blogs by allowing oniy Pu’blic Affairs officiais to write the blogs,
then the US would have to increase the size of the Public Affairs workforce signifiqan'_dy' and

even then they would not have the subject matter expertise required to be agile in the new media.
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By exploiting the social media talents alféady present in the sefvice1n§mbers at the tactical level,
the US can engage the new media effectively without the Qverhead of increasing the number of
persb;mel. |

Blogging at th<e tactical level can also aid 'ghe VUS when it comes to coordination. As
previously disctissed; a military blog provides a vehi‘cl‘e to help ensure unity of effort between the
DOD‘, interagency, and'NG‘Os.100 A blog at the tactical level can alsp help'ensure the
coordination between a commander and his subordinates. It provides a means for a commander
to p;\ssivcly qbserve hov&} his orders and cdmmander’s ’111fent has been interpreted.'® If it diffefs
from the commander’é vision, ﬂie covrnmanderr‘no'w has the ﬁbility‘to course correct earlier in vén '
‘operation.

Blogging at the tactical level will also help increase the credibiljty of the US. Almosf 71
_percent of Americans think that the DOD sometimes gives false information to the rxuéclia.@2
‘Part' of the 1'easoﬁ for this is that the ‘.‘PenAtagon always acknowlédged its miétakes reluctantly
after tﬁe fact”'® and often responds t§ questions with denial or excuses such as on-going
investigatioﬁs -and troop movements.'®* T};lelblo'gger does not have to divulge e;/erythingvhe
knows to gﬁin credibility. By being candid and honest, the bloggerv can o‘vgrcome this poor
outhok on the mil‘itary and buﬂd credibility. An example of how being candid cai; raise
cl'edibility ’while still denying informafion is Secretary Rumsfelci in his news briefings at the
beginhing of OIF. He was very candid about what he Woﬁld and could talk about and séy things
like “T don’t know” and ‘;I’m not going to ;tell you.k”105 Despite not telling Lhe people everything
they wanted to know, even when “reporters ran contradictory stories. ..the public tended to
4.0 | |

believe Rumsfel

A final advantage of bloggiﬁg at the tactical level is the feedback that it generates.
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Globally; the US can use the feedback to gauge how effective its actions and policies are at
.inﬂuencin‘g,the opinions of the three target groups in the global audience. Locally, in areas
where thére is good injternet.penetration,‘ the commander can use the feedback as a measure of
effectiveness of his actions in his Area of Respbnsibility (AOR). In addition, that feedback can
“help the commander discover issues in his AOR that He was not aware of before. Fi’naliy, the
cornrrivander’can use .the blogs and the sécial rﬁedia it generates to create trust and understanding’
amongst the ijopulace of his AOR.IO? |
V Challenges |
While blogs executed at the tactical .level do engage the new media in a’way to influence

all three groups of the global audiencé, they.do ﬁot close the “say;do;’ gap on their own and they
create their own challenges. The first and 1ﬁost obvio'us challenge is operations security ’
(OPSEC). A blogger diécussmg recently completed or ongoing operatioﬁs risks ‘re'vealing the
US’s current Tactiqs, Techﬁiques, and Procedures (TTPs). To mitigateAthis, risk, a balance must

108

be maintained between sharing and security. ™ The responsibility for determining this balance

11109

lies with the commander. However, “operational security does not justify inaction™ " in the new

media. -

| Anothér challehge in executing blogs at the tactical level is ensuring that the blogger .
understands how the US ’s actions suppoﬁ its policy. If the blogger is not able to articulate how
his actions support the US’s policy then, at those times when it is not clear and he is questioned
on this issue in the blog, it will appear that there is still a lai'ge “say—do"’ gap in US foreign
policy. Even when there is not a"“sayfdo” gap, perception is réality. HoWever, this is true for
strategic commﬁnication to be successful regardless of whether or not blogs are executed at the

tactical level. Therefore, it is the responsibility of a servicemember’s leadership, at all levels, for
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“seeking out, understanding and helping to communicate the full context of why théir unitksi are
| taking or not t;\killg certain activons.”110
The flip side of this challenge is that “wve ca11ﬁot credibly sell a bad policy, no matter how

i’_t is packaged.”111 This strategy does not, and. cannot, éddress the problems that arise if the US's
pléns and policies do not seek to “understand and address the root causes; of the >conﬂict or
instability.”*'* This is the fesponsibﬂity of the USG and When it promotes a message that differs
from tactical ;eality, or it over-promises, a 11at1011a1—to=tactica1 “say-do” gap appears.m

- Another challenge that this stl;aitegy fails to overcome is building an operational or Strategic
picture. Just like w1th the embedded reporters in Iraq, blogs at the tactical level engender a “soda
straw” effect that will have a great depth of information on the tactical level of that one unit bu;t

. be unable to more than cursorily place it in the big piéture.] 14

This challenge can be partly
overcome in two ways. The first is through the traditional method of PAO’s and press |
conferences to assémble and present the blg picture. However, th‘is‘proVed challéﬁginé in Iragq
when the PAO’s were tl‘yiﬁg to keep up with only a couple huﬁdfed ‘em;bedded reportevrs.115
Ano£her way is by having the entire chajn of command blog oﬁ its ‘actions 5o that engagement
can oceur at eéch level in the new media. The pro‘blem with this, of course, is that most
comménders do not have the free time to properly enge;gev the new media.

| Maintai‘ning‘ the credibility of 'icach blog will also be challenging. In AORs v;here there is a
high amount of internet penetration, a commander will be tempted to use the blogs in his unit to
pass PSYOP information or misinformation. If this happens, it will destroy the credibility of that
'blog and injure the credibility of every othef blog written at the tactical level.lA16 Along this same

line of maintaining credibility, the US muét guard against a zero defect mentality. If a blogger is

not allowed fo discuss mistakes that he made, the perception will be that he is hiding the truth
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and th‘e credibility of the blog gées down.

A final challenge of fhis strategy is that the blog g’er may not be culturally in tune with the
prosunﬁers he is engaging in the new media. Whilé the US can try to educate the blog gefs an(i
maice them ﬁore culturally aware, tl;ey will be communicating ;zvith people fl‘om across the globe
and it will ﬁot be possible to educate them on every single culture. Miscommunications will |
happén. However, since a dialogue will be occmring rather than a monologue, most of the
111isco1:r1mﬁnication can be worked out throﬁgh the course of the cbnversation. '

A Framework of Blogs vs. Personal Blogs
| As stated i)reviously, ’two‘ ways to éccomplish the ide@ of blogging at‘the tactical level is to
éither develop a ffarrtewbrk of blogs that personhel coﬁld blog on or allow personnel to talk
about their operations on their personal blogs. While the majority of the-pre;/iously discussed
g gdvant_ages and challenges apply equally'to both methods of blogging ét the tactical levei, there
afe some that apply more to oné meﬂldd than the other. o

The fnethod of allOWi;fg servicemembcrs to use their personal Blogs -is better than creating
a framework _of blogs Set up by the USG when it comes to maintaining the cr‘edibility of the blog.
Personal bldgs will bé able to maintain their credibility easier tha/g Va framework of blogs beéause.
servicemembers will be frlore likely to express their actual opinions vice what they think the B
command wants them to say. Personal blogs aré' also less susceptible to Beiné usurped by the |
blogger’s commander for PSYQPS because they would not be easily found in a central locatim'l
like a framework of blogs. Also, bloggers would balk at putting out misinformation on théﬁ‘
personal site while they would be less iikely to balk at this on a blog that is part of a US - |
framework because the blogger might consider it as the unit’s site.

- On the other hand, a framework of blogs set up by the USG is better than personal >b10gs
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when it comes to feedback, cooi'dination, zind monito'ring OPSEC because it is easy to find and is
in a central location. One of the prnnary purposes of blogging at the tacticalvlevel .is to use the
feedback it creates to gauge how the US ’s actions are inﬂuencing the public. With this feedback,
the US can, if need be, change its actions so that it accomplishes its objectives. A framewdtk of
blogs is better at accomplishing this b’eeaiise commianders know where to look to observe that
feedback on the US’s actiens rather than haVing to constantly search for any new personal blogs
that might be applicable that were created only recently. Also, in the situa‘tion,of ensuring unity
of effort between the DOD, interagency, and NGOs, a person from another organization ivho had
taken advantage ef a servicemember’s blog to ensure unity of effcirt before wouid.be'famiiiar
with the frar_newerk of blogs and be able to use it to quickly find the blog of someone who
belongs to the unit he is now working with as opposed to having to scour the entire intemet to ,
find that bleg. ‘Finally, while both methods are equally challenged by OPSEC, the central
ioeation of a framework of blogs makes it easier for the chttin of command to monitor blogs for
OPSEC violations.

| ConelusiOn )

"While it does present some challenges, blogs eondncted at the tactical level do accomplish
the US’s goal of conciucting effective .strategic communication in the néw media. In ‘éddition, |
the challenges p‘resented by blogging at the tactical level are far outweighed by the advantages
that it provides and most of those challenges need to be solved regardless of whether blogs are
édopted as einetliod of strategic communication or not. Whether the method chosen to
nccempiish this is .by allowing servicemembers to use their persc)nal blogs, having a frarnevi/ork'
_A of blogs created by the USG, oi' some combination of the two;v the US must adapt to the new

media and _bIogging at the tactical level is the best way to accomplish this.
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Finally, the US ’s primary form of communication will elways be its actions. The message

that fhe Us Vconveys with its actions will always carry more weight with the world than the
- message it conveys with statements. That being said, if the US’s actions and siatemente are seen
to be centradictory or fall short of one another, then the US will fail at strategic commu11icaﬁons

- and no amount of adapting to the new media can change that.
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