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Executive Summary

Title: Enhancing Defense Supbort of Civil Authorities within the NCR
Author: Major Jonathan P. Graebener, United States Army

Thesis: This analysis will examine how the lessons leamed from the 2005 London
Underground bombmgs can enhance Defense Support to Civil Authontles within the National
Capital Reglon

Discussion: On July 7, 2005 four bombs exploded on the London mass transit system; three on
trains in the London Underground, and one on a double decker bus. The bombings were the
worst attack on London since World War II. In the immediate aftermath, emer gency responders
evacuated the wounded, assessed the damage, and counted the dead. Investigators from all
levels of law enforcement, and intelligence personnel began piecing together the bombers
preparation, planning, and execution of the attack. Although not all the questions have been
answered, many lessons learned have come from the attacks. Five years later, on October 27,
2010, Farooque Ahmed was arrested in Virginia for planning a similar attack on the DC Metro. -
The Department of Defense possesses many capabilities and vast kn‘owledge that can be used to
enhance civil authority response to attacks. By leveraging DOD assets, emergency responders
can build on the lessons learried from the London bombings mstead of repeating the mlstakes

Conclusion: The use of DOD assets will enhance civil authority response to catastrophic -
‘emergencies within the NCR. Leveraging the US Military’s expertise in training, planning, and
wartime medical experience will .assist civil authoutles as they. prepare and execute their mission
of homeland security.
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- Public transportation’s efficiency, affordability, and convenience serve as one of the most

popularl_rr’l_?thods of ”tvlv‘flve;l in the United States,l as well_ cher developed nations. How_ever, high
passenger volume and r'ela'tive‘ly'low security also make public transportation an easy target for
terrorist organizations. |

London - July 7, 2005: .,T he w01‘st.bombing thecfty had seen since World War II
occurred when members of the Secret Organization of Al Qaédain Eul*(;pe; attacked the London
‘ Urid,ergfouhd System. The Government’s 1'esponse' was quick and effiéient, and trains were
funning the next day. -Contributing to the immediate response was Great Britain’s experience
with the ongoing conflicts with Northern Iréland; the London SubWay and the Governme‘nt were
p’i-epared for terrorist attacks on public transpo;tatibn. . |

This paper will take an in-depth look at the response to th'e I.ondbn Subway Bombings,
‘ aqd'a recent terrorist i)lot to Bomb the DC Metro in Washington D.C. These epi_sodes suggest
‘that the Departmentl-éf Defense must provide training, simulations, and subject matter exﬁert
assistance to civil authorities to better prépare emergency responders for an attack against public
A‘trénspo_r'tation in the National Capital Region (NCR). | | |
The Plén

Four men unknown to Britain’s law enforcement and intelligence officials carriédput
attacks én the London Subway iﬁ 2005. Mohémmed Sédique Khan, Shehzad Tanweer, and
: ‘H}asib Huss‘ain‘were all E1‘itish natives and MUSli'l/‘Il by birth. Jermaine Liﬁdsay, a convert to
Islam, was born in J zhpaica and moved to ihé United Kiﬁgdom when he was one yeél}" old.!
‘ Althlllgh all fou1' men came from relatively-stable backgrounds, investigators bel‘ievé
‘ radiéalizétidn of the terroﬁsts occurred sometime between 200 lv.and 2003.% According to the

official report, Khan and Tanweer conceived their plan after returning from a three-month visit



to Pakistan in November 2004.> According to investigators Khan and Tanweer may have met

with members of Al Qaida and received training during their visit.* Their plan included a base of

operations, reconnaissance, operational security, application of the principles of war, financing

and technical expertise. In addition, the planners knew that intelligence and law enforcement

agencies focused their efforts on éxtéinal th}'eats.
To plan and prepare fbr the operation; the men chose a location relatively vclose o
London where they could work and blend in with their.surroun‘dings. They chose a, f‘quei‘n
grQund floor flat” (18 Alexandra Grove) in Leeds, En‘gland; about three Hours north of London,
and sub-leased it from détudent at Leeds Universityf The ldcatiOQ proviﬁed ideqi co;/ei' because
~of the large studénf and Muslim po@laﬁbn in the comrhunity.

‘ Tq p1'epa1'evf01';;fhe operation, the suspects used reconnaissance to cl{oose théif objective
and confirm ingress and egress roﬁtes and conditions on the objective prior to the assault. '
Reconnoitering of the objective took place on at least two separate occasions. Evidence

* confirmed that at least one of fhe bombers conducted reconnaissance of the target area in March
2005, and ;:losed—circﬁit television camera (CCTV) footage afterwards idelltifiéd'Khan, TanWe,ei‘,
and Lindsay at the Lutoﬁ Rail Sfation in Bedfordshire, on June~28, 2005 ﬁfesumably conductingv‘al
final 1‘e;onnai$:s ance of ,théir objectives.é |
The’borhbers superioy use of Opérational security throughout the planning phase allowed
them to elude both the law enforcement aﬁd intelligenée ;ommunities. Despite relatively minor
infractions of the 1’aw', the four men blended in as vav'eragc citizens. Additionaﬂy, they
_pllde1tétood their op_eratiorial environment and the cultural aspects of the local corﬁmunity, as

they easily blended into the Muslim neighborhoods in Leeds.



"The four bombers used the principles of war in the planning and execution of their

operation.” Specifically, their use of surprise and simplicity assisted the group in overcoming

challenges pl'ésellted by a rob_usﬁ national intelligence apparatus, an ef‘fective law enforcemgnt
community, and force protection mea’sures in place for years in preparation ij'l“ any attacks by the
Irish Republican Army (IRA). Their general lack of previous terrorist gxﬁm"ience also
contributed to their reduced danger of detection (S‘ee Appendix A for a. di‘scussio’n about how the.
bombers compensated for theirl‘ack. of experience).

To combat ten'pi'ism, national sécufity organizations attempt to identify the tenv'ori‘st
organizations center of gravity, critical capabilities, critical requirérnents, .and critical
vulnerabilities. For exaﬁple, to execute the London Underground bombings (“critical capability),
the group (center of gravityj needed money (critiqal requirement/critical vulne;mﬂ)ility).8 Usual‘ly
the movement of large amounts of money throu gh banks, the iﬁtemet, o.r via credit cards creates
a criti'cal‘ vulnerability bécause 1aw enforcement officials can track and seize susp‘ic;lousmonies.
This Tanalysis becomes ineffective‘ when the critical vulnerability doe’sr not adhere to standard
norms, which was the case in the 2005 Bomgings.

| The Official Account estimates the cost of b’omb~m‘aki'ng material, rental cars, trayel, and
rent for the residence at 18 Alexandria Grove at about $12;OOO.§ Cémpared to the attacks on the
World Trade anter on 9/11 whicﬁ cost $400,000 to $.SO0,000 to execute, the London operation
- was relatively inexpen;sive. ' In addition, the grbup‘was s'elf—financed using money earned at
jobs, loaned from banks, and advanced via credit cards.!' None of the purch.ases VS/ere identified
‘kby law enfor'cement officials prior to the b_ombings. The incremental purchasesfand use of
_ mostly personal funds a_ddéd to-the étealth of the operation. Clearly the “inexperiénced”

bombers knew how the UK security organizations tracked terrorists and were able to prepare and



plan W1thout much susp101on Although not mentloned in the Official Report, many extremist

[slamic charity organizations have operated within England for years, 1‘aising money for J ihad

against the West, and could have easily supported Khan and his team in the operation. 2
Although trained, Khan, Tanweer, Hussain, and Lindsay were not experienced terrorists.

However, their use of a base of operations, reconnaissance, operational security, application of

s

| the Principles of War, and financing techniques indicates they did have technical support and

planning guidance from someone who was experienced. The ISC Report states:

The extent to which the 7 July attacks were externally planned, directed or controlled by
contacts in Pakistan or elsewhere remains unclear.. The [Intelligence] Agencies believe
that some form.of operational training is likely to have taken place while Khan-and ™
Tanweer were in Pakistan. Contacts in the run up to the attacks suggest they may have
had advice or direction from individuals there.

In today’s world of high speed internet and global communications, the bombers could have

easily used a number of different forms of communication to receive the information or guidance

that they needed. This beéofnes more likely when examining the type of explosives used.
Accbrding to investigators, the bombs were made of a dangerous and high]y unstable
combination of pei‘oxide—based che.rnicals.14 The bombers knew which chemicals td fpuf'chase,

how to weaponize them, and how to configure the material.into man-portable bombs that fit into

backpad(s. These are not the skills that inexperieﬁéed people would have gained without outside |

aséistancé, thus’ créat‘ing these_bombs without technical support seems highly unlikéli/.
Following most terrorist attacks, governments ask themselves “How did we not know this
was going to happen?”. To address such conéems, since 9/ 11 the Unitec{ States and United
Kingdom dedicated effort and mbney to create agencies and processes to pi‘event terrorist attacks
withiﬁ theif borders. Britain’s Intelligence and Security Committee’s official Report into the |

London Terrorist Attacks of 7 July 2005 dedicates an entire chap_ter to answer whether . ..was



.appeared to walk towards the Piccadilly Line entrance.

any Intelligence Missed or Overlooked?”"” The report dhaly‘zed the information provided in the

Official Account into associates of the bombers, who publicly took responsibility for the attack,

the plan for the "zit'téick, detainee reporting from outside of the country, and reports from sowroesy., -

work‘ing for the intelligence orgarﬁzations.16 Upon review of available information following the

tertiary subjects of an investigation.in-2004 linking them to suspected terrorist activities within

the UK.'” However, the UK‘intéllig‘en'ce community did not'realize this prior to the bombings, -
because their focus was on Islamic extremists outside of the UK’s borders and not on a

: 18
homegrown terrorist threat.

London Attacked .

Early on the morning of July 7, as the G8 summit was about to start another day at
Gleneagles,‘Scotland, the four suspects met at Luton Rﬁil Station. C.arrying rucksacks, rigged
with five pounds of evxplosAives each, the men fhoved unnoticed r_hrough the rail station to bOEll;d a
t1'lain to Loﬁdén. 19 As Khan, Tanweef, Hussa;n, and Lindsay reached their dispgarsal po.int atl

King’s Crbss; CCTYV captured the men together on their way to the London Underground.

Eyewitnesses report that the four men were seen hugging and then separated. According to the

V Official Account, ‘... Khan must have gone to board a Westbound Circle Line train; Tanweer an

eastbound Circle Line trairi hnd Lindsay a southbound Piccadilly Line train. Hussain also '

120

'Through forensic evidence and eyewitness reports, the seventeen minutes that elapsed

from when the four perpetrators were last seen on CCTV to the time of the explosions paints a

-picture of what occurred on the trains just prior to the blasts. Tanweer, aboard the Eastbound -

Circle Line, was sitting in the rear of second car (from the front of the train).?' Seen adjusting



something in his backpack just before the blast, Khan’was' also seen on the second car from the

traveled on the Picadilly line approaching Russell Square.23

At 8:50 AM, three explosions at three different locations nearly simultaneously ripped

L through the London Subway System. According to the Officigl Accouns, ”. . .the first [explosion]
in a Circle Line tunrel between Liverpool Street and Aldgate stations, the second [exﬁlosion] on .
. the Circle Line just outside Edgware Road and the third texplosi011] in a Piccadilly Line tunnel =

" between King’'s Cross and Russell S uare.®* The devastation caused by the explosions was
g i q \ . y pios

evident by. the number of kﬂled and injured at each focatibr;. Tanweer’s bomb Akilled\eight '
people and injured 171, Khan’s killed sevén and injured 163, ﬁnd Lindsay’s killed 27 and il1ju1'ed
over 340.5 All three men died in the blasts and it is believed thaf they détonated the bombs
themselves. | | |

F‘ivé minutes after the th.ree 'explosions,Hussain exited the Kings CI‘OSS Undergrouﬁd

Station, and attempted to contact the other three bombers by cell phone.?® Although

investigators do not know why Hussain did not detonate his bomb in the Underground, they

believe his bomb malfunctioned because he stopped to buy a 9-volt battery at a nearby kiosk.”

Between 9:19 AM and 9:47 AM, witnesses saw H‘ussa'in‘ on an overcrowded # 30 Double Decker

Bus. Witnesses saw Hussain »adjusting something inside his backpack j’ustv prior to the blast
which occurred at 9:47 AM on the upper deck of the bus.*® The blast, which occurred at
Tavistock Square, near Russell Squai‘e, killed 14 people and'injured over 110.%

Emergency Response

Unlike the United States, where the state and local emergency 1‘es§ondérs are responsible

for disaster management, the United Kingdom’s system for emergency response is.the

front on the Westbound Circle Line just before Ediare Road.” Lindsay, riding in the first car,



responsibility of the central government. In 1973, the United Kingdom created the London

Emérgency Services Liaison Panel (LESLP) that included, “Metrbpolitan Police Service, City of

London Police, British Transpdrt Police, the London Fire Brigade, the London Ambulance

”30

Service and local authorities.”" The purpose of the LESLP was to-ensure coordination amongst

_the various organizations responsible for emergency services and to establish a command and

control (C2) structure for 1'esp_onses'to attacks within the Capital city.' The panel dpveloped a.

sysltem that designated C2 responsibilities to thr_ee‘distind rleve'ls of command: Gold, Silver, and

' Bronée.y The cvolor codé;d levels represent strategic, 0pé1'éltional, and tactical levels of éomrﬁand
and exist within each emergency 1'espohse fLinction. To furthef enhance response to
emergeﬁcies, the goyernmcnt created the London Regional Resilience Fdrum (LRR‘F)V, who
amongst other functions, develops éégnaﬁos and conducts emérgency responserexercises.n

'Within minutes of the first biz_lsts, aufhoritiesﬁ were notified and emergency responderé

moved to the locations of the bomb sites. Despite the catastrophic outcome of the bbmbihgs, thé
quick 1'esp0nscle.‘wa’s considered crucial to preventing furtﬁer 10$s of life and damage td
irifrastruc'tu.fe, Aliding to the quiék response was the LESLP command and control system and

V previous é1’nergen¢y i’espo.nse'exerci.sesv conducted by the LRRF. In Sep témbef 2006, the LRRF‘ A
pu’blished their review on the re‘sponsev to the,Londlon bombings and cited mény actions that
directly contributed Vto the.succcssful ménageme_:nt df the incidents. Key actions taken by
officials and respondersv included a pre-planped chairi of command, evacuation of the |
Underground by emplayees, prompt shut-down of bus and Underground ;e1‘ViCe, quick

'Vestablishment of mortuarypperatiorié, and availabilify of bed space at Iogal hospitals.? In
addition tb individual acfs of heroism and the dedication of the men and women involved in the

response; prior planning, coordination, and emergency response exercises were also contributors



to minimizing further injury' and destruction.A This reaction force included over 240 personnel

’and 42 trucks ftom the Lonclon Fne B11 gade and 400 pelsonnel and over 200 veh1c1es flom the

London Ambulance Service. 3

- The Investigation

Within minutes of the first three explosions, London police deployed to the scene of the -

eytplosions and a law.enforcement command and control cell, already in place for the ongoing G8
Summit, began coordinating incident 1'espons,e..35 Initittl repot'ts indicated the disruption to 1’ait
service vtras due to v'ai*ious' 1‘eason‘s including a power.Surge, suspicious packages, and
explosioos.‘}(’h Indic.ativ_e of the confusion within the ftrs_t 60 minutes of ttle first three explosions,
was the Metropolitan Police.press office sta'ter‘r’lent, “Tl'tis has been declared as a rhajor incident.
Too early to state whathas happened at this stage.”’ By 9:30 am, En’g‘lrand's national crisis
management facility, the Cabinet Office Briefirtg Ro-oms'(COBR), stood up and began gaining
situational é.wal'eness and coordinating emergency 1'es‘ponse efforts.

By 10:55 am, govemment officials officially annouhced that the exptosions resulted in
mase casualties and that public transportation in London would not continue operations pending-
further development of the situation.”? Still unknown to authorities was the exact cause of the
exp1051ons By noon onJ uly 7, 2010 evidence suggested that the London Underground had
: experlenced a terrorist attack. After the official announcement by the P1'1me Minister, mternet
postillgé by Muslim extremist groups claimed responsibility for the attack.

4Asernergency respontiers continued to sift throtlgh the damage and treat the casualties of
the attack, inves’tigators began their search for those responsible;. By 11:40 pm, less than 24
hours after the ‘attack', identification cards found at the Aldgate b‘ornbing site identified |

Mohammed Sadique Khan and Shehzad Tanweer as persons of. interest.** OnJ uly 9, 2005, a



 third person of interest, Hasib Hussain, was linked to the bombings and was connected to an

" address at 18 Alexandria Grove."! By the next day, police investigators received information

that Hussain, Khan and Tanweer travelled together to London on July 12, 2005, and police

sedrched the homes of the three individuals including the residence at 18 Alexandria Grove and ,

" .. received a report of four men putting on backpacks next to two cars at the Luton Station.*

As thé investigation into the borﬂbings continued té unfold, police linked the three -
explosions in the London Undergroénd to the bus explosioﬁ at Tavistock Square. Investigators
reviewed the CCTV from July 7, 2005, and identified four men (including Tanwee,r) at the Kings
Cross and later at Luton Station. At the Luton Station bne of the two cars police were 100kihg |

for was found in the parking lot.” Inside one of the vehicles; police found home-made explosive -

devices.* The second car, having been subsequently towed, was found and investigators traced

the registration to Jermaine Lindsay.

By the end of the investigation, the evidence identifying Khan, Tanweer, Hussain, and

Lindsay as the bombers was overwhelming. Included in the evidence was DNA of the four men

discovered at each blast site, forensic evidence linking Khan, Tanweer and Hussain to the

suspected bomb factofy at 18 Alexandria Grove, explosives found in the vehicle at Luton
Station, CCTV ‘footage of the four men at Kings Cross and Luton Station,_eyewitness i‘eports of
Hussain workirig on something in his rucksack aﬁd then buying a 9 ‘volt: battery, and Khan's

. ' : 45‘

video on Al Jazeera and will indicating he was going to become a martyr through terrorism.

Lessons Learned

Since the 2005.London Subway bombings, the UK government along with other nations
around the world, have studied the event and critically evaluated fnany aspects of the incident

from intelligence collection to emergency responder performance in the aftermath of the event.



~ Most material available through open source media focuses on national level systems

iniprovemenp throughout the British Government to prevent future terrorist attacks. This paper

focuses on lessons learned as they pertain to the emergency response, specifically in.the DC area.

To focus the many lessons leamed from the multiple reports following the bombing, this

paper uses the I._IS Military Warfighting functioﬁsto catego;iz_c“g_}lc njl_z}_i‘g._pcfi_nt”s,‘ specifically
command and cor.itro'l',' mancuver, and sustainment. ‘

Although thc overall command and control of the London incident was successful, many
shortfalls were identificd in the months followiﬁg the blast. These shortfalls included an in-
adequate permanent CZ facility, and over reliance on cell p>hone communication.*®

The Strategic Coordination Center, which managcd the 1‘espor’1$e to the bomb ings, was
located in Hendon, North London. Prior to the bombings, some efforts were_madc to prepare the
location for usc as aC2 facilicy in case of efnergency; howevcr on July 7, 2005 it’ was far from

‘ | | ;

A adequate.‘f7 The facility was not built to accommodate the amount of people that needed to use jt
- and lacked sufficient resources for sustdinécl ope1‘ation§. Additionally, Vthe‘ iocation was difficu.lt
to get to by the 1'ep1"esentc1tives of thelvarious emergency response agencies due to the;‘gridlock . |
‘that ensu'ed in the days follqwing the.blasts.A48 | |

| Wi;hinfhe Naticnal Cvap'ital chion (NCR), erheygency response planners must consider
traffic-con gesfion during a méjor i‘ncident. Traffic congestion followinQa terrorist gttack poses
serious risk not only in command and contrcl, but also providing emergency response. A
snoWs_torm in January 2011 Vimﬁzﬂly shut down eVei‘y route leading into and out of the .Dis,trict of
Columbia (DC) and many suburban areas. DC Ccuncil'Member Phil Meﬁdelson commeﬁting ‘

on the 2011 DC sncw storm stated:

_ In the fall of 2001 [just after thc attacks on the Pentagon] we sat around this dais and we
- vowed that we were going to fix the gridlock of the transportation network, and that this

10



wasn't going to happen again. The discussion here today sounds very much like we're -

" traffic and cornmumcatmg real-time events to the pubhc at lar ge.

talking-about-the-response-to a snowstorms-rather than the fact-that we have-a- seri‘ous '
national security problem. That snowstotm was a bluepunt for how a terrorist
- organization could shut’ down the: 1eg10n -

Even after implemeutation of lessons learned following the 9/11 attacks on the Pentagon and

disastrous snow storms in 2010, the NCR still does not have an effective means of controlling

The most important area that concerned the LRREF in the after action report, was the

telecommunications network -- specifically a dependenee on cell phone usage by response

agencies.®® The forum found that although the mobile phone network did not shut down, the

extreme strain on the system due to high call volume severely degraded the system.5 ' Mobile
phone communications in the wake of the 9/11 attacks on the Pentagon were also an issue for |

emergency i‘esponders. The _Arlington County After-Action Report on the Response to the

September 11 Terrorist Attack on the Pentagon, states that all elements of EMErgency IeSPonse

(Fire Department, Hospitals and Clinics, Law Enforcement) experienced degradation in mobile

_ phone connectivity.”” During a catastrophic event, whether natural or manmade, communication

networks must exist and be resilient to aid in the command and control of operations.

Additionally, alternate means of communication must exist in the event today’s cell phone

systems fail. Emergeucy responders must expect a disruption to cell phone service during a

major event and have a robust communication network planned and prepared before the incident

- occurs.

After any terrorist attack, forces must secure the area before follow-on services can
accomplish their respective missions. Maneuver forces such as police, contractor security, -
military, and other specially trained personnel like chemical response teams must be prepared to

provide the site security. Typically these forces set up a security perimeter (also known as a
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cordon) around the area, determine if a threat still exists, confirm or deny if any chemical,

nuclear or biological substance threat is present, and look for any perpetrators linked to the

_ incident. Two security areas of improvement that the LRRF commented on in its report were

confusion at the cordons arid the integration of chemical, biological, nuclear, radiological, and

| high‘lyield explosi\‘/e (CBRNE) teams.>®
| .Secufity was obviously at an all-time high éfte:the bombings on the London
'Underground, especially 'arouhd the specific areas of thé blasts. Although the immediate priority
was to aid the wounded, offiéiais could not ignore efforts té prevent further damage aﬁd pbssib_le
: follow-on'explosiong by secondary de.viCes‘.‘ Since three of the four explosions took place |
underground, additional specialties had to be used to assess the damage. These inciude
electricians, public vs{ork officials, eng.ineers,’and myriad of other persomlél that ileeded access to .
the bomnib sites. Unfortun;;tely, some of thése keyvpeopvle were either not expected or unknown to
‘the security officialsfroviding the cordon around the blést si_tes‘, énd the confusion hindered the
progresé of the resypoﬁse.54
Along with the physical security personnel, CBRNE Teams deployed to the areas to
determiﬁe if ainy‘CB‘RNE.'were used in the Bombs. Although no substances were ‘found, the
-~ London Boinb‘mgs identified deficiencies in the employment of thé’,‘CBR_NE "feams. These
deficiencies included éonfusion by on-scene commanders on ho w £o determine if an unknown
bomb contained CBRNE:; deéraded equipment due to dust and smoke; qornmuﬁication of
CBRNE statﬁs of patiénts arriving at supporting hospitals; and, lack of a by-name list of
personnel involved in rescue operations.55 Attention befqrehand to each one of these‘identifie_d.
weaknesses could have had a di‘fferent outcome, if implemented into training scenarios prior (o .

the blast (further discussion-will occur later in this analysis).
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One of the more difficult areas of emergency disaster planning includes handling a mass

| gasuélty (MASCAL) event. Moyt_u:_ali}i gf_fairs planmng for a MASCAL situation dealing with a
© terrorist event requires ifﬁmédiate access to on-hand résources;, Apr‘e-pl.anned locationé to establish
| tefnpofary fnortuarie@ specialists to COnduct identification and éuto;ﬁsies, and a‘high lelvel of
sensiﬁvityﬂ The UK governmient had recently approved a Mass Fatality Plan for disasters in
March 2005; and it was this plan that énﬂe,rgency responders ex'ecuAted on July 7.56 I—IoweQér,
issues surrounding ithe; plan began to develop in the days following the attack.
| The comerstone of the Mass F.atality‘ Plan was e‘stablishing‘the temﬁorary mortuary at
-militzil'y sites within the London Metropolitan Areé; The *“Resilience Mortuary” was established
at the Honourable Atrtillery Company (HAC); which turned out td be owned kby a private
comvpany.57 Overlooking‘ this aetail caused some confusion estabvlishing the mortuary ina timely
fnanner because a contract had to be created, agreed ‘to aﬁ& signed in order to use the site. The:
oversi ght took officials months to recfify afterwards. | Add@tionally, there was‘rio presci‘ibed
chqin of command amongst the coroners responsible for the conduct of the mortua.ry.‘ The
, cdronersv involved did manage to work through these details, but more thi‘é,ugh unity effort than
unity of command. Mission critical equiplfne‘nt was also not ori-hand and had to be borfowed ,
~ from theVASsoc\:iation of Forensic R"adiographers.58 Lastly, the Mass Fatality Plan ‘had not been
communicated to all pﬁrties involved in mortuary affairs.*® | |
. The LRRF’S critical inquiry angl comprehensive report into the conduct of the response

by the many agencies involved provides valuable Ainéigh‘t into eme}'gency response planning.” The
1'espoﬁse to the July 7, 2005 Léndon Subway. Bombings was th pe;rfect, but it was effecti\}e.

The United Kingdom arguaBly had the most comprehensive emergency response p‘la'nning and

interagency coordination in the world, but still thére were lessons learned. Additionally, after the

13



September 11, 2001 World Trade Center Attack, the British government had made vast

improvements not only in their planning but also to their intelligence community. Despite all the

-effort, the bombérs, four unknowns from within England’s borders, were stillvcapable of
planning and exécuting the worst bombing in London.since World War II.

DC Metro: A Potehtial Target

The United States has long relied oﬁ the vast dceans to the east and west, and s}ta‘ble
neighbors to the north and south to ensure its homeland security. September 11, 2001 changed
that perception in a blink of an eye. By the time the secoﬁd World Trade Center crumbled, the i

| United States government and its people knew that their country was vulnerable. The Us |
enacted new léws, created agencies, and fought wars to try and restore the confidence in the .
citizenry that the United States waé safe from terrorism. Nine years and two wérs later, the US
government .continues fo achieve its goal of avoiding another 9/1 1. So why shoqld Americans
be concerned that four bbmbs exploded in the London Underground on July 7, 20057

On October 27,2010, Farooque -Ahrhed a resident of Ashburmn, Virginia, was arrested for
plannlng tenoust attacks at multlple Metrorail Stations on the DC Metro. Ahmed, o11g1na11y
bom in Pakistan, later became a naturalized US citizen. Accordlng to The Fedeml Bmeau of
Investigation (FBI), he was charged:

..with attempting to provide material suppoft to a designated terrorist organization,
collecting information to assist in planning a terrorist attack on a transit facility, and

attempting to provide material support to help carry out multiple bombmgs to cause mass
casualties at D.C.-area Metrorail stations.

The O_ﬁ‘icia'l Indictment provides a glimpse of the influence the London Bombings had on
Ahmed. Ahmed’s plan recommended placing bombs on trains at three Metrorail stops near
Arlington Cemetery and the Pentagon during the afternoon rush hour to kill as many civilian and

‘military service-members as possible.61 Incorporating lessons learned from the London attacks,
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Ahmed recommended using “...rolling suitcases.. mstead of backpacks.”®® The indictment also

‘indicates that Ahmed was willing to collect money in the name of charity to fund jihad

overseas.”” Ahmed also shared many similarities with the London bombers: he allegedly has

ties to Pakistan,-holds citizenship in the US, worked with Al Qaeda, and targeted mass transit.

The FBI's 'Washington Field Office (WFO) eontinues toinvestigate the bomb plot. Although

still under investigation, the planned bombing of the DC Metro serves as a reminder to the
v,nlnerability of mass transit and the need to be prepared for a London-style attack..

In addition to DC Metro’s strategic loeatien within the Nation’s Ca.pihtal and high voiume
of governmenfempldyee.s, its chronic mismanagement also. makes for an easy farget by terrorist
01gan1zat10us DC Met1o has come under continued sc1ut1ny since the train collision in June
2009 killed nine people 5 InDecember 2010, Tri-State Oversight Commlttee (TOC) 1ssuecl its
- 2010 Triennial Safety and Securzty Review (TSSR) of the DC Meuo Although heaV1ly redacted, »
the 1ev1ew identifies three key areas in DC Metro’s Eme1 gency Management Plogl am and seven
key areas in the Securlty and Emergency Preparedness Plan that are either deficient or areas of
concern.® These areas, directed by the Federal Transportauon Agency (FTA) in 2005, cover the
‘basics for 1mp1ementat1on sustainment, and assessment of emergency management plans and
p1og1ams Compalatlvely the 2007 TSSR of the DC Metro reported only one’ def1c1ency in the
area of Emergency Management, 1nd1eat1ng degradation in emergency mana gement preparedness
over the past L111‘ee years.67 Continued neglect by DC Metro in areas of safefy and secur’ity will
m.ake the system a lucrative target for future terrorist organiziations.'

The October 2010 DC Metro Bomb Plot, serves as only one example of the increasing
terrorist threat facing the United States. Dr. ‘Walid Phares, Advisor to the An.ti-TerroArism Cau‘cne

in the US House of 'Representatives, wrote recently, *“...between 2001 and 2008, US agencies
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stopped one or-two terror attempts a year...from 2009 until today, the government has been o

uncovering one or two cases a month.”®® This represents a twelve-fold increase, adding further

stress on the US law enforcement and intelligence communities. The probabilify that a
* successful terrorist attack will occur also becomes more likely. In his book, American Jikad The

Terrorists Living Among Us, notable militant Islamic investigative journalists warns, “We [the

United States] are still vulnerable... We have a window of opportunity to prevent further

devastation. But the window won’t be open for 'long.”69

National Response Framework
Like the United Kingdom, the US increased the planning and preparation for ré,sponée to
terrorist attacks following the.attacks on 9/11. This included the creation of the Department of .

HomelaAnd Security (DH$), Director of National Intelligénce (DND), and a 50% budget incre\ase

for defense and homeland security.” To provide a basis for unified emergency response, DHS

created the National Response Framework (NRF) to serve as the “play book” on how the

rational government woilld respond to man-made and natural disasters within the United States.

The NRF’s purpose, “...is intended to capture specific authorities and best practices for .

‘mané’ging incidents that range from the se‘ribus but purely local, to largé-sczﬂe terrorist attacks or
catastrophic naturél disasters.””! Unlike the top-down ;ommand and control system the UK.
implemented for emergency management, the US uses a bottom-up approach. Under the NRF,
local-authorities maintain responsibility forv emergeﬁéy managefneng and when n’écessary,
request resources frorm state and federal govemments'to augment capabilities. The Departmenf ‘
of Defense (DOD) plays akey, but supporting role ﬁndei‘ the NRF.

Although the NRF did not exist on 9/11 when terrorists crashed an. airliner into the-

Pentagon, the response by local, state, and federal agencies sérves as a good example of the
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_challenges posed by the US bottom-up approach to emergency response. The Pentagon, located .

in Arlington County, VA, poses a complex scenario in which multiple agencies have

jurisdictional authority depending ’on. the emergency. In case of fire, jurisdiction belonga to the
Arlington County Fire Department (AFC]j), but in the case of a terrdrist act, jufisdicfion belongs
L .t,o' the Department of Justice (DOI ) and FBL.?- According to the After_ggg{gi Reportonthe
Pentagon, “These complex jurisdictional and organizational 1'elationslaipa tested tiae coordination.
and relationshipa of everyone invo.lved,”73 To ovea‘come these challenges, the AFCD and FBI
agreed on a phased approach to overall incident ‘command’ of the eméfgeﬁcy response.
Encompassing three phases, incident command beloaged to 'the AFCD for phase one (fire and
rescue), FBI for phase two (crirainal investigation), and DOD for phase three.74 Throughout the
opelat1on DOD provided Defense Support of Civil Authorities (DSCA)

Had there been an attack on the DC Metro, c1v11 autho11t1es would have had to call cn all
assets at their disposal to manage the crisis, including the DOD. Although the DOD stands ready
- to bfovide DSCA, DOD inVolvement in domeatic eme;gency response is not automatic. Title 10
requires that active duty milita’ry’forces operating within the United must have authority from the
Pre\sident Qf the United Staces (POTUS) and Secretary of Defense (SECDEFR).” As cutlined in
the Robert T. Stafford Disaster Relief and Emergency Assistance Act, amended in June 2007, ,

..the Governor of the State in which such incident occun'ed may request the President to
direct the Secretary of Defense to utilize the resources of the Department of Defense for

the purpose of performing on public and private lands any emergency work which is
made necessary by such 1nc1dent and which is essential for the p1ese1 vation of life and

p10pe1ty 76
In some incidences, it may be impossible for state Governors to issue a formal request for
Federal assistance as in the case of a nuclear attack. In such cases, the NRF allows fora -

“proactive national response to a catastrophic incident.””’ This provision allows the DOD to
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deploy their capabilities to local and state authorities in response to a major terrorist event, like a

bombing on the DC Metro, without POTUS or SECDEF approval.
Within the framework set outin the NRF, DOD assets, even when 1*equested; 1'emai'n

under command and control of the combatant commander.”® The United States Northern

~ Command (USNORTHCOM), located at Peterson Air Force Base, Colorado, serves as jhg_]_}»QQ___” o

comma_nd headquarters for homeland defense. ‘After 9/11, USNORTHCOM established the Joint
. Force Headquarters — NationalA Capital Region (JFHQ—NCR) to’ further enhance readiness of-the
DOD to p1‘0\;ide defense support of civil authorities and to maintﬁin a permanent presence within
the NCR.” The JFHQ-NCR maintains a permanent headquarters locatea at Fort McNair, DC,
and when ﬁLthOl‘iZéd by-National Commanci Authority, through USNORTHCOM, can transition

. to a Joint Task‘Force. |

| The D'OD POSSESSES capabilities that local of state.’emergency 1:esp011del*s are not trained

* or equipped to handle. Capabilities like rotary and fixed wing aviation assets, technical rescue

¢
teams, and mobile communications platforms. Advdit.ionally, the DOD has over nine years of
experience in dealing with blast injuries, improvised explosive devices (IED), post blast forensic
analysis, and mass casu"alty evénts due vto the wars iﬂ Afghanistan and I,raq‘. BS/ 1cv¢ragin§ the
Aexperienc‘e and cap;bilities of the DOD, civilian authorities in the NCR can enhance response
: cap;‘ibilities to attacks like the foiled DC Metro.
' Conclusions

As discussed previously in the analysis, the success and failLlu'es_ofvthe Lon’don Subway
Bombing 1'espoﬁse was due in large part to the-exercise progr‘ams deVelopéd by the LRRF. Tﬁe

JFHQ-NCR hosts similar inter-agency exercises for emergency responders within the NCR.

Capital Shield, JFHQ-NCR’s capstone inter-agency exercise held annually, “facilitat,é[:s:] the
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interoperabilit'y and cross-talk between JFHQ-NCR and Components, the National Guard,

National Capital Reglon Medrcal Joint Task Force (JTF CAPMED) and the Inter- Agency to

develop hnkages Lh’lt can be used for future 1ead1ness 50 The exercise involves training of -
emergency 1eSponde1s in a field envn ronment located at Lorton, VA and also exercises command
and control functrons at Fort McNair, DC. Accordrng to Army Major Cory Wright, JFHQ-NCR
Exercise Planner, the exercise incorporates re gionally focused scenarios including National
Special Security Events (NSSE) such as the State of the Union Addresses and Presidential
Inaugurations.gl Only since 2006,.the exercise has incorporfited terrorist-related evenfs such as
detonations of ‘IED’s and ‘Vehicle—borne irnprovised explosive devices (VB IED).52 lncorpc')rating
a scenario rrlto CapitalrShie.ld like the London Underground Bombingsin 2005, would better
' .prepare emergency responders for a similar event ‘in the DC Metro. The scenario should not only
include’emergency respcnders frcm the l‘ocal, state, and federal level, but also ernployees cf DC
Metro. ,Londcn Underground employees played a pivotal role.in evacnating personnel in the
* minutes following the ex[ﬁlosion.‘ Other factcrs to include in the scenario must include
communication plans and location of C2 ncdes. ‘

Simulations can also play an important role in assisfing the DOD and civiliznremergenCy '
responders in the planning for a potential DC Metro terrorist event._ By leveraging DOD
© simulations support through the JHFQ-NCR and NORTHCOM, civilian agencies can gain better
situational guidance, as well a crisis response coordination and timeliness of decision making |
under stress, regardingwhere to locate C2 nodes, casualty collection points, effects on
transportation,’ and _force requirements. Additionally, condncting a virtual exercise requires less

manpower, can cover many more scenarios and causes less disruption to the local populace.
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In addition to training exercises and simulations, medical personnel play a key role in

responding to an emergency in a crisis situation. In the event of a terrorist attack on the DC

Metro, local medical persqmwi .,would respond in accordance with the NSF and standiﬁg
memorandums of understanding (MOU). As casualties begin to grow,'f; request may be
submitted for augmeﬁtation of medical personnel from the DOD, _Thé J TE}—‘Q/'%PMI'VE]Q,M»_t_alg(zs~ ,13_?_11_‘,,‘,,‘__,;
in the annual ExefciseCapitalAShield and their personnel can fulfill requests for Suppo1't to -
civilian authorities. Military medical personneﬁl'tookvpart 1n the LondQn Subwdy Bombings as
well. Anarticle Writteh in the Journal of the Royal Army Medical Corps, recommends that

- military and civilian medical personnel fré;quevntly conduct exchange programs to enhance not
only medical skills, but also to enhdnce support in inter-ﬁgency emergency responsé V0perations.83
US Military medical personnel possess the experience and qﬁalities that casualties of te1‘£'01'i$t'
atﬁacks will need. Their extensive kndWledge,of medical areas such as blast and traumatic brain.
injuries, along with leadership'eXperience will play a role in the response. Acc01‘diﬁ‘g to Army

. Colonel Marilyn Brew, Deputy Surgeon of JFHQ-NCR, “... [ﬁFCAPMED haS active

-exchange programs] with local hospitals, fire and emergency medical services, and emergency

184

preparedness planners at the local, staté, and federal (Héalth and Human S?rvices) levelé.
Although DOD personnel wbuld no.tAbe thé lead agency in a London-style bombing, an exchange
- program with local civilian hospitals increases the knovyledge and skill set of civilian medical
petwnnel to respond to Compléx and deadly attacks. |

The DOD has rﬁany other éapébilities not mentioned in this analysis thatAwou.ld benefﬁ-
~ civilian emergency responders. For éxa—’mpl‘e, focusing on the three key m‘gﬁs i‘n which the US
Military ‘excel.s: training', planning, and medical response, gives a glilnp‘se into the b‘enefits of

- leveraging DSCA. Often times the DOD’s capabilities only becomes available after the incident
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occurs, and when local, state, or Federal agencies request their suppoi't. Local and state officials

have alWays been apprehensive in requesting support of the US Military within the country’s

borders. Likewise, the US Military has always been apprehensive in getting involved in

- domestic issues. The gap between civil authorities and the military must be bridged for effective

mutually supporting benefits of working together will be recognized.
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APPENDIX A

The purpose of Surprise, as defined by Joint Publication 3-0, . strike[s] at a time or place or in
a manner for which the enemy is unprepared. . .Factors contributing to surprise include speed in
decision-rhaking. . .effective intelligence... OPSEC; and variations in tactics and methods of

Operation.”gs.. Most terrorist attacks achieve surprise because perpetrators have the initiative, but

in the case of the London bombers, their employment of the contributing factors ensured mission

success. The reason the contributing factors were used so efficiently was that the plan of attack

was simple. As mentioned previously, the four bombers were relatively unknown to the law

~ enforcement and intelligence community. By all accounts they were also relatively

inexperienced. To overcome this inexperience the plan was kept simple. Joint. Publication 3-0
defines simplicity’s purpose as, “... [Preparing] clear, uncomplicated plans and concise orders to
ensure thorough understanding... Simplicity and clarity of expression greatly facilitate mission

execution in the stress, fatigue, and other complexities of modern combat and are especially

_critical to success in multinational operations.”86 Replacing the terms “multinational operations”

with “personne! with various experience levels” makes the purp;sé provided by Joint
Publicatz’on 3-0 rhore rel'evanf to the ugé of simplicity by the Lon’doh bombers when analyz-in g
the attacks. The bombers understood that to be successful they had to keép things simple to
overcome théir’ in.experience. Throughout militéry history commanders have used simplicity to
overcome shortfalls in the experience levels of their subordinz}tes, but ohly when the |

commanders themselves had the experience to recognize the shortcoming,
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