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Executive Summary

Title: Unmanned Ground Vehicles in Support of Irregular War: A Non-lethal Approach

Author: Major David M. Moreau, United States Marine Corps

Thesis: Due to the unique demands of Irregular Warfare (IW), a variety of technological
shortfalls, and the legal, moral, and ethical issues surrounding armed unmanned capabilities,
UGYV development should be focused at meeting the challenges associated with future warfare as
a Reconnaissance, Surveillance, and Target Acquisition (RSTA) platform, not as a system
capable of employing lethal force on the battlefields of tomorrow.

Discussion: Within the last 10 years, U.S. unmanned technology has matured to a degree where
it is common for commanders to authorize the use of lethal force from Unmanned Aerial
Systems (UAS) flying high above the battlefield. Engaging threat forces in austere, remote
locations without having to accept the associated risk of placing personnel in aircraft or vehicles
during the conduct of the mission is here, and will continue to grow as the role of unmanned
systems in support of military operations increases over time.

There exists a community of interest who wish to take the aforementioned UAS model
and apply it to ground combat operations where armed Unmanned Ground Vehicles (UGVs) will
one day fight alongside warfighters on future battlefields. Unfortunately, shortfalls in
communications, mobility, and autonomy hinder UGV use, eliminating them from participating
in the more dynamic operations associated with war.

The nuances of IW, i.e. proximity of the population to combat operat1ons asymmetric
tactics, and ambiguous situations where the decision-to employ lethal force is exceedingly
difficult, challenges today’s small unit leaders in their ability to maintain situational awareness
on the battlefield. Providing UGVs specifically designed for RSTA missions are a logical choice
at increasing situational awareness for the small unit by extending their eyes and ears into areas
deemed inaccessible or impractical for human presence for extended periods of time.

The development and use of lethal UGVs may result in a proclivity for war, and should
the technology find its way into the hands of less responsible factions or rogue nations,
proliferation of lethal unmanned technology may occur. Of the many challenges associated with
IW, target location and identification within a civilian population is one that relies heavily on
well-trained warfighters and advanced Intelligence, Surveillance, and Reconnaissance (ISR)
technology. It is in this role where future UGV development should be focused, not with the
development of lethal payloads.

Conclusion: Technological shortfalls and the legal, moral, and ethical ramifications of applying
lethal force through a system where a human may or may not be in the proverbial control-loop
deserves long-term analysis, and should not be an afterthought during UGV development and
experimentation.
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PREFACE

The following paper is the result of a proféssional interest in Unmanned ‘Ground Vehicle
(UGV) technology in support of military operations. This interest originated during a tour at the
Marine Corps Warfighting Lab as the Project Officer for the Dragon Runner UGV. From initial
concept development, to its Operational Evaluation in support of Operation IRAQI FREEDOM,
Dragon Runner provided answers to many questions surrounding UGV usé in Irregular War,
Specifically counterinsurgency operations. As the program matured, and payloads were
developed, the question of one day arming UGVs became a contentious topic of debate.
Consequehtly, researching lethal UGV use in support of military operations has been of interest,
and the Master of Military Science program provided the opportunity to do so.

Support for the paper spans nearly a decade, derived mainly from long-standing
relationships with friends and colleagues in academia, research and development, and the
mﬂitar.y. I would like to express my gratitude to the leadership of the Warfighting Lab during
the development and testing of Dragon Runner. Thanks goes to the engineers at the Naval
Research Lab and Carnegié Mellon University’s Robotics Institute/National Robotics
Engineering Consortiﬁm for designing the early test systems and prototypes. To Dr. Hagen
Schempf, a sincere thanks goes to you for taking DRAGON RUNNER and the collective vision
to the next level, making it a reality for years to come.

To the faculty of Command and Staff College, specifically Dr. Pauletta Otis, thank you
for your time and support throughout the development of this paper.

Finally, to my wife Christine, thank you for untiring support and sacrifice.
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Introduction

An ability to wage war remotely, through the use of unmanned systems has captured the
imagination of engineers, military leaders, and policy makers throughout history, leading to the
developﬁent of the torpedo and the first Unmanned Aerial Vehicles (UAV) during World War 1.
The thought of directing an unmanned system into an area where human access is unrealistic is
appealing, especially for commanders bearing the responsibility of sending troops into combat
with the understanding that rﬁany may not survive.

Within the last 10 years, U.S. unmanned technology has matured to a high degree of
fidelity, instilling a sense of confidence in commanders and system controllers alike. It is now

‘routine to engage enemy personnel and even provide friendly fire support through the use of
armed Unmanned Aerial Systems (UAS), formerly UA Vs, tethered along a control network that
can extend several thousand miles from the combat zone into relative safety where the controller
sits.

The reality of fighting threat forces in austere, remote locations without having to accept
the risk associated with placing personnel in aircraft or vehicles during the conduct of the
mission is here, and will continue to grow as the role of unmanned systems in support of military
operations matures.

There exists a community of interest made up mostly of industry, military leadership, and
law makers who wish to take the aforementioned UAS model and apply it to ground combat
operati'ons where armed Unmanned Ground Vehicles (UGVs) will one day fight alongside
warfighters during combat operations.

~ The U.S. Army and Marine Corps have in fact invested in this technology with the

development of Special Weapons Observation Remote Direct-Action System (SWORDS) and
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Gladiator, both armed UGVs. (See Appendix A) On the surface, the devélopment of lethal
UGVS seems like a natural progression of technology, as a means to reduce manpower or
mitigate the loss of life, but when closely examined, there are many issues and unanswered
' ques'tions associated with armed UGV employment in support of Irregular Wan%are (IW).
Technolog‘ical shortfails and the legal, moral, and ethical ramifications of applying lethal force
through a system where a human may or may not be in the proverbial control-loop deserves
long-term analysis and should not be an afterthought during UGV and/or lethal payload
development. |

Thesis: Due to the unique demands of [W, a variety of technological shortfalls, and the
legal, mpral, and ethical issues surrounding armed unmanned capabilities, UGV development
should be focused at meeting the challenges associated with fﬁture conflict as a Reconnaissance,
Surveillance, and Target Acquisition (RSTA) platform, not as a system capable of employing

lethal fires on the battlefields of tomorrow.

Focus Area 1: Nuances of Irregular War
It is impossible to predict the exact future when it comes to war, yet assessments must be
made in order to focus our country’s response to any number of crises or contingencies requiring
military intervention.! Future threats to the U.S. and its interests have been assessed as rregular
| in nature and will likely require more than military measures alone to restore peace as the
condition of unrest may be economic, political, or social in nature - or all of the above.?
Irregular forces adopt asymmetric tactics in order to reduce the technological
disadvantage they have when facing superior militaries like the U.S > Population support is

central to both sides’ success in IW, whereas the population remains largely on the periphery in
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conventional or regular warfare. As witnessed in Iraq and Afghanistan during the
counterinsurgencies, fighting in and amongst a population creates significant challenges for the
small unit, e.g. difficulty at targeting a non-uniformed enemy, collateral damage considerations,
and the increased demand for positive identification (PID) of a hostile act (HA) and/or hostile
intent (HI) prior to employing lethal force.

Part one of this paper will briefly examine the efficacy of RSTA-specific UGVs at

supporting military operations in IW, instead of UGVs outfitted with lethal payloads.

Focus Area 2: Mobility, Communications, and Autonomy Shortfalls

There are significant technological shortfalls in UGV development that lead them toward
supporting less dynamic missions, e.g. reconnaissance and surveillance, or perimeter security,
instead of force on force. U.S. developers must overcome shortfalls such as mobility,
communications, and autonomy, plaguing current UGV development.4 Mobility may sound
fairly straight forward, i.e. moving from point A to point B, but tele-operating a UGV through
the use of sensors or electro-optical (EO), infra-red (IR) suites, is at times like driving a car while
looking through binoculars. Limitations in field of view and the lack of real-time auditory senses
facilitating depth perceptién inhibit dynamic tele-operation of UGVs required to effectively fight
alongside warfighters, or under circumstances where the fluid nature of combat places forces in
proximity to non-combatants and no-shoot decisions are made near instantaneously.

From a communications standpoint, regardless if the UGV is RSTA-specific or armed,
the system must be able to effectively transmit data as a means of control and to increase

situational awareness, thereby facilitating decision-making. Environmental factors that diminish
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frequency transmission and reception pose major éhallenges for UGV developers, as does »the
ever-increasing battle for bandwidth.

For UGVs to be of value in IW, or any warfare for that matter, autonomy must be
incorporated in their design to ensure certain actions are executed in lieu of human control, e.g.
loss of communications, and fail-safe procedures for lethal payloads. Autonomy, utilizing
Artificial Intelligence (Al) is a necessity for armed UGVs ﬁs the system must be able to execute
the requisite decision—making prior'to employing lethal force unless the environment is
Qontl'olled or static, e.g. perimeter defense.

Part two of the paper will delve into the techno‘logical challenges associated with UGV
development, and highlight the mobility, communications, and autonomy shortfalls as related to

lethal payload employment.

Focus Area 3: Ethical, Moral, and Legal Issues

Applying lethal force in war often requires split second decision-making prior to
engagement. IW is synonymous with close contact with the enemy, where the fighting often
takes place in and amO.ng the population, and where collateral damage may negatively impact
peaceful negotiations with the population months, if not years. Designing a UGV that
incorporates autonomy or Artificial Intelligence (AJ) to the degree that decision-makers become
confident in authorizing autonomous/semi-autoﬂomous armed UGV operations may not be a step
in the right direction. Issues specific to jus in bello (just war theory) become apparent when
considering the ramifications of developing a lethal UGV so effective at killiﬁg, adversaries will
have no ability to counter it and may resort to an extreme, e.g. increasing acts of terrorism,

targeting civilian populations, etc.’
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Achieving this level of warfighting capability through the use of advanced armed UGVs
might desensitize &1e owning government to the horrors of war, making it attractive or
developing a proclivity for waging it. It may even lead to an arms race for lethal autonomous
systems.

The final part of this paper will discuss the ethical, moral, and legal issues surrounding

the development and employment of armed UGVs.

Background -

The development of self-propelled torpedoes and the remotely piloted vehicle (RPV)
during World War I paved the way for follow-on research and development of unmanned
systems in support of military operations. Realizing the potential success of attacking the enemy
while maintaining the element of surprise led the Germans to increase its U-boat fleet that relied
on the torpedo to inflict héavy casualties to allied shipping. German ingenuity continued during
World War II with the advancement of telemetry and rocket propulsion in their V-1 and V-2

long-range auto-piloted bombs and the fielding of the first tethered UGV, Goliath, designed to
deliver a 130-pound explosive charge upwards of a mile away té attack allied armor.® (See
Appendix B) While not aéhieving success during the war due to its inability to negotiate severe
terrain, lengthy control cables, and thin protective skin, Goliath did in fact pave the way for post-
war concepts in unmanned system development.

The Vietnam War expanded unmanned system development as the U.S. erhplhced
numerous Unattended Ground Sensors (UGS) along the border between Laos and Cambodia in
an effort to detect North Vietn'ainese and Viet Cong movement on the Ho Chi Minh Trail.

Unmanned system development then slowed post-Cold War, with the exception of a handful of
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Unmanned Aerial Vehicle (UAV) programs. No longer facing a bi-polar world, the U.S. soon
found itself dealing with non-actor, or non-nation state threats as the power vacuum from Soviet
collapse freed peoples harboring long-standing disagreements with neighboring groups.
Anirnosity among these groups eventually led to conflict, often occurring in remote areas,
lacking government and police. Access to thesé areas can be challenging and is where the use of
unmanned systems seems like a logical solution. Post-Cold War unmanned systems
development focused primarily on UAVs, as politics often prevented the deployment of U.S.
forces on the ground in many instances.

During the 1991 Persian Gulf War, UAVs were used as a means to gather real-time
imagery of Iraqi positions within Areas of Interest, and aided in the adjustment of supporting
arms, acting as an airborne forward observer. A unique event in military history occurred as
personnel aboard the battleship USS Wisconsin remotely piloted an RQ-2A Pioneer UAV over
the heads of Iraqi soldiers on Faylaka Island, near Kuwait City. By raising their arms toward the
sky as a symbol of surrender, the Iraqi’s on Faylaka became the first military personnel in history
to do so to an unmanned system.” Each time the small drone had previously circled overhead,
the Tragis would receive effective indirect fire. It was during a follow-on RQ-2A B‘attle Damage
Assessment (BDA) mission over Faylaka that the Iraqis determined that they had had enough of
the bombing, and hoped that whoever was piloting the UAV recognized their capitulation.
Suffice to say, more than just the crew of the Wisconsin watched this historic event. Future
investment into UAV, now termed UAS technology, was secured over the next decade as
systems became institutionalized in the U.S. military, just in time for the terrorist attacks of

September 11" 2001, and subsequent Operation ENDURING FREEDOM.
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On November 5™, 2002, another milestone in unmanned system development occurred
when a Central Intelligence Agency controlled Predator UAYV fired a Hellfire missile into the
moving car containing Qaed Salim Sinan al-Harethi, al-Qaeda’s senior operator in Yemen.®
Deemed routine today, this example of High Value Individual (HVI) targeting by the U.S.
continues to disrupt and degrade al-Qaeda throughout their safe havens. At the same time the
Predator in Yemen found its target, the U.S. military and coalition partners were staging forces
for the eventual invasion of Iraq in Marc}; 2003.

As the invasion of Iraq commenced under Operation IRAQI FREEDOM, no one
expected the exponenﬁal increase of UGV use once Phase-IV operations began, and the war
raf;idly shifted to counterinsurgency operations (COIN). Coalition mforces faced asymmetric
tactics from insurgents and foreign fighters alike, who shared a common weapon in the
Improvised Explosive Device (IED), and in response,.Explosive Ordnance Disposal (EOD) and
Combat Engineer teams trained to identify and render-safe IEDs were in high .demand in order to
maintain mobility throughout the Combined-Joint Operations Area (CJOA). Many of the
missions performed by these two organizations throughout Irag, and now Afghanistan, utilize
UGVs that are purpose-built to tele-operate human functionality in order to remotely work on
IEDs. When the U.S. invaded Iraq in 2003, there were no UGVs on the ground. In response to
the growing IED threat, the U.S. deployed 150 systems to Iraq by the end of 2004. By the end of
20085, the number of UGVs in country had risen to 2,400, and by 2608, peaked at 12,000 in
various shapes and sizes to deal with the IED mission.”

Lessons learned regarding UGV use derived from the study of real-world operations and
joint and service-level experimentation led to the multi-service requirement for a family of

UGVs ranging from back-packable to systems as large as a tank. Integrated with mission-
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specific payloads, these UGVs are being designed to enhance wﬁighting capabilities in support

~ of IW. UGVs designed as mobile sensors, e.g. the Marine Corps’ Dragon Runner, are an
example of a non-lethal systems aimed at increasing the situational awareness of small units
operating in a variety of environments while conducting a myriad of missions. (See Appendix B)
In addition to these RSTA-specific UGVs like Dragon Runner, others have been developed with
an ability to defend themselves or neutralize threats across the Range of Military Operations
(ROMO) by firing lethal weapon systems.

The concept of armed UGVs has been debated over the years and researched within
forward-looking organizations such as the Defense Advanced Research Projects Agency
(DARPA). Early systems designed for Advanced Concept Technology Demonstrations (ACTD)
paved the way for follow-on development of systems like the Modular Advanced Armed Robotic
System (MAARS), an armed UGV designed to provide the warfighter a configurable capability
based upon the type of threat or mission. (See Appendix C) Assessments have been made to’
identify cost and mahpower savings should UGVs be integrated in support of some of the
warfighting functions. It is estimated that the cost of an average soldier during a 20 year career,
to include retirement, averages $4 million, whereas a UGV costing a mere 10% of that figure
could execute the same/similar tasks expected of the soldier throughout a career. Onc¢ obsolete,
no long-term loss is incurred by the government over a UGV life cycle as industry can simply
build another one.’® On the other hand, it is possible that without human leadership obtained
through years of professional service and cornl‘)at experience, UGVs might lack the required
levels of operation to succeed in battle. For example, RSTA-specific UGVs used in EOD

mmissions are largely successful as a result of the technician’s overall military experience. All the

UGV does is what it’s commanded to do, and the linkage between experienced warfighter and
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successful UGV operation cannot be underestimated. Will the armed UGV operator be a young,
inexperienced soldier or Marine, or will he/she be a seasoned warfighter who undérstands
combat? Will there actually be a cost savings at all if armed UGV missions require experienced
warfighters? Combat requires split-second decision-making when deciding to use lethal force.
The armed UGV may actually require multiple operators; one to control the direction of the
UGV, another to maintain overall situational awareness, and ﬁossibly a third to release lethal
munitions at the right time and place. Where would these operators come from and what would
the prerequisites be to control a lethal UGV on the ground, alongside friendly, dismounted
warfighters and the civilian population?

The advantages of UGV use cannot be overlooked, they do not get hungry, nor are they
afraid. They follow orders, have a 24-hour, 7-day a week potential for operation, and will never
suffer from Post Traumatic Stress Disorder.'" |

The question remains, should UGVs possess a lethal capability? When one begins to
compare and contrast the nuances of IW, and what is required in order to succeed, the RSTA- -
specific UGV is a logical choice. On the other hand, the abili;[y to wage portions of a ground war
remotely while minimizing friendly loss of life through the use of UG Vs certainly has merit.
The following sections will briefly address several major issues in UGV research and hopefully
provide the reader with enough information to make a decision as to where the UGV
. development path in support of IW should lead. One thing is for certain, UGVs are here to stay
and it is‘ up to the Department of Defense to determine a proper road map for pfocurement and
fielding. The U.S. Congress mandated in 2001 that by 2010, 1/3 of all combat aircraft will be
unmanned and by 2015, 1/3 of all ground vehicles will be unmanned.'? The services have not

met this requirement, largely due to the war efforts and reduced budgets, although investments
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have been rnadé in UAS technology to increase their production, specifically in the area of
Intelligence, Surveillance, and Reconnaissance (ISR) capabilities. UGV programs for the Army
and Marine Corps remain under the control of the Robotic Systems Joint Program Office

(RSITPO), where at least one variant under development is armed.

Focus Area 1: Nuances of Irregular War

Unmanned systems designed to increase situational awareness at any level are a valuable
commodity to the warfighter. As discussed earlier in the paper, UAV use during the largely
conventional Gulf War with Iraq paid dividends in providing indicators and warning of Iréqi
troopvmovement, facilitating the jéint targeting cycle. ISR systems are in greater demand where
the enemy is among the population, and in some instances, is a segment of the population .as is
the case in IW. Targeting becomes a major challenge at all levels, and the use of lethal force can
at times require the highest levels of authorization. Unmanned systems that provide the
electronic eyes and ears for commanders in these situations are well regarded and considered a
high demand, low density asset.

Irregular Warfare (IW) is defined as, “‘a violent struggle among state and non-state actors
for legitimacy and influence over the relevant population(s). Irregular warfare favors indirect
and asymmetric approaches, though it may employ the full range of military and other capacities,
in order to erode an adversary’s power, influence, and will.”!* The subsets of TW are Counter
Insurgency (COIN), Unconventional Warfare (UW), Stability Operations, Counter Terrorism
- (CT), and Foreign Internal Defense (FID). The indigenous population is at the center of the IW
environment where the belligerents vie for influence and support from the people. In

conventional, or regular warfare, the population largely remains on the periphery as two



Moreau, 11

belligerents fight each other’s militaries on a mostly symmetric battlefield. TW poses a myriad of
' challenges for the regular force tasked with fighting the irregular force. Asymmetric tactics are
the norm in IW, and come in a variety of forms such as the use of IEDs, the gravitation to urban
areas, and the fact that irregular forces do not wear uniforms, making it nearly impossible to
identify them fforﬁ non-combatants unless they commit a hostile act or demonstrate hostile
intent.'*

In the wake of IRAQI and ENDURING FREEDOM, the Department of Defense (DOD)
spent billions of dollars supporting the Services at training and equipping warfighters to deal
with the challenges associated with IW. At the tactical level, the IW fight takes place at the
battalion-level and below,v'and in a context where decentralized operations are requfred to ensure
maximum contact and interaction with the population. Company and Pl.atoons are provided
assets usually reserved for higher echelons, e.g. communications, ISR, and at times, additional
manpower.

Of all the requirements in support of the small unit, those technologies that increase
situational awareness are often the single-most valuable capabilities in support of small unit
leader decision-making. The fact that IW pits a uniformed force against a non-uniformed force,
being able to positively identify friend from foe is of the utmost importance, and by extension,
supports force protection measures. The goal in IW is influence over the population, and any
collateral damage, i.e. killing néh—combatants alienates the population, and also plays into the
enemy’s hands, potentially having strategic implications. Joint and Service-level IW
experimentation routinely identifies the requirement for increased situational awareness at the
small unit-level, supporting decision-making, and has inserted technology over the years in

attempts to do just that. UGV development to date has, for the most part, focused on providing
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capabilities to the small unit in dealing with the IED threat, falling in the RSTA-specific
category. If the assessments hold true that future conflicts will be irregular in nature, where
fighting amongst the people is the environment, and the objective is not the destruction of the
opposing force, but inﬂuenéing the people, technology designed at increasing situ'ationall
awareness in an ISR or RSTA context is vital to success from the perspective of targeting,
security, and force protection.

As an enabler, ISR/RSTA technology is valuable for U.S. small units while conducting
COIN operations in Afghanistan. Not surprising, the primary mission for RSTA-specific UGVs
is counter IED as it is the enemy’s primary means of inﬂicting casualties on coalition forces in
Afghanistan. From locating and identifying, to the rendering safe of the unexploded ordnance,
RSTA-specific UGVs aﬁd other ISR capabilities facilitate control of key terrain and support

mobility throughout the battlespace while reducing the potential for loss of life or limb.

Analytical Point #1

The nuances of IW demand increased situational awareness at the lowest tactical levels.
UGVs designed for RSTA missions, or more simply put, extending the eyes and ears of the small
unit provides a much-needed capability for ground forces. Whether the mission is to cléar and
hold, or find and fix, RSTA-specific technology supports the IW force by improving the contact

| rate with the enemy, deemed necessary at establishing security for the population in support of

civil action development. 15

By their nature, IW enemy forces exploit the seams and boundaries between friendly forces
and population centers, all the while enjoying relative freedom of movement throughout the

battlespace. A major challenge for friendly forces is locating the enemy in these areas at the
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right time and place to either capture or kill them, while protecting the local populace from
ensuing violence. Often, one must wait until the eﬁemy actually commits a HA or demonstrates
HI before authorization to employ lethal force is allowed under the Rules of Engagement (ROE).
The U.S. military acknowledged that it must further develop certain capabilities in order to
succeed at the 23 missions associated with TW.!® These capabilities come in the form of
individual and unit training, command and control (C2) systems, tactical UAS, and Unattended
Ground Sensors (UGS), designed specifically for the small unit. These systems extend the
operational reach of tactical units and facilitate economy of force operations by increasing RSTA
endurance and persistence in an attempt to elevate situational awareness of the surrounding
areas, i.e. increasing the chances of being in the right place at the right time to confront the
enemy."”

‘Combat operations in IW are more dispersed and within a non-linear battlespace, requiring
’demands for force protection in all directions and at all times. The enemy seeks not to confroht
you in large numbers, but employ hit and run tactics aimed at inflicting casualties over an
extended period of time in hopes that popular support for the friendly force diminishes. The
enemy in IW is elusive, fairly self-reliant, and maintains an ability to influence the population for
support through intimidation of the use of social fnedia/digital technology.'® Terrain in IW is not
simply cleared, then passed off to the local population as the friendly force moves to another
area. It must be secured for the duration of the conflict and maintained in order for the host
nation government to one day take contfol in a self-sustaining fashion. In other instances, the
terrain must be secured until elections are held and a government is formed, which may take

months or years.19
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Analytical Point #2 |

Because IW is largely fought in and among the population, highly trained, professional
forces are required to combat threats that use asymmetric tactics as a means of closing- the
technology gap. Herein lies the challenge, as an asymmetric tactic is to hide amongst the
population when the threat is not local. In other cases, the threat may be part of the indigenous
population, thereby defaulting automatically to projecting force from within largely non-
combatant areas. Discriminating between friend and foe; or non-combatant from enemy
combatant is very important as the unintentional killing of innocent civilians can have strategic
implications. Intelligence collection is often one of the overriding keys to success in IW.
General Sir Fraﬁk Kitson of the British Army, in his book, “Low Intensity Operations”, 1971,
said that, “if it is accepted that the problem of defeating the enemy consists very largely of
finding him, it is easy to recognize the paramount importance of good inforrnafion.”20

The U.S. military is exceptional at killing fhe enemy through the employment of direct and '
indirect fire, but the prerequisite is always target acquisition and identification. Unfortunately,
intelligence collection suffers in TW due mainly to the cultural divide between the civilian
population and the foreign military force. As a result, real-time ISR is synonymous with IW as a
means of reducing the impact of, at fimes, marginal intelligence as dernbnstrated by the ever
increasing demand for a persistent capability in Afghanistan aimed at identifying hostile
activity.?1

Civilian populations that enjoy immunity in conventional warfare, find themselves in the
midst of conflict in IW.?* In order for the U.S. to effectively conduct operations in IW, it must
spread its force out amongst the population to develop relationships with the people, and

establish security of an area so that the enemy’s presence is no longer welcome. Support, in a
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variety of forms, is pushed down to these small units living amongst the populatio.n, and a greater
reliance on decision-making is required.23 Small units fighting TW often operate in austere
locations, where access to the population becomes vital to achieving success. It is in this
environment that warfighters are required to make split-second decisions, determining who
within the population is vulnerable to the effects of lethal force, who should be protected, and
who should be killed.2* For armed UGVs to effectively support IW, as described above; they
must demonstrate significant abilities at dealing with uncertéinty, incomplete information, and
}posse.ss human-like intuition at identifying patterns of life. Is this a bridge too far
technologically? At the moment it is, but it is not inconceivable that developers will one day

achieve a level of autonomy in ground robotics that could pave the way for fully autonomous

“armed UGVs.

Analytical Point #3

If the requirement is increasing situational awareness for the small unit, arguably the
technology is available, e.g. mobile ground sensors used to look around a corner, under a vehicle,
or establish an electronic listening post or obéervation post. If the need is to extend the eyes and
ears of the small Llnit; a variety of RSTA-specific UGVs, e.g. Dragon Runner, Talon, Packbot,
etc are available and have EOQ/IR payloads for this very use. Currently, these systems provide
support to the IED mission, but could easily receive modification to support information-
. gathering tasks in support of IW. |

Aerial reconnaissance and surveillance with UAS technology is being developed at a rapid
pace, enjoying a nearly obstacle-free maneuver space, whereas UGV development faces an array

of manmade and natural obstacles to contend with. COIN operations in Irag showed that TW
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often requires less kinetic action to suceed, and when lethal force must be applied, the decision to
do so is left up to the individual warfighter. Does the U.S. rﬁilitary ever want to relinquish this
authority to an unmanned system roving the battlefield? Is the U.S. military willing to separate
the man in the control loop from what the machine is doing, which would be the case in fully
autonomous UGVs? RSTA-specific UGVs fill gaps where UAS is unable to look, and where
human access is not possible, and can PID HA/HI of an enemy combatant, support decision-
making, and effectively close the targeting loop. This arguably is where UGV development

should focus, not on an ability to remotely kill.

Focus Area 1 Conclusion

IW places unique demands on the warfighter due to the proximity bf the population to
military operations. The ever-present reality is thev fact that the people’s support is the goal for
both sides of the conflict, not the destruction of the adversary’s war-making ability. The
slightest negative impact, whether physically or psychologically, that separates the friendly force
from thé population, e.g. collateral damage, makes working and living with the people that much
harc’ier.25

The wars in Iraq an_d Afghanistan highlight the difficulty in obtaining accurate, and timely
intelligence on the enemy and have to a degree forced the demand for persistent ISR. ISR,
primarily UAS, increases the probability of identifying enemy activity, but much of the time it is
a case of being in the right place at the right time. RSTA-specific UGVs have proven their worth
in the counter-IED mission, saving countless lives by rendering-safe unexploded ordnance jury
rigged to detonate by a myriad of initiating devices.

It would not take a great deal of effort to learn from the IED missions and adopt new
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tactics, techniques, and procedures focused at empioying RTSA-specific UGVs in scenarios
where ground observation is vital to maintaining security in a local area. In IW, particularly
COIN, units must not only clear the ground of the enemy, but also hold it until such time thé
local population can provide its own security. This mission is by and large the responsibility of
the infantryman, with assistance from civil-military specialists that work with the population. It
is time consuming and requires vigilance in maintaining a secure environment for the people to
live their day-to-day lives. To augment the aerial observation capability UAS provides to the
small units providing security while living amongst a local population, RSTA—specific UGVs
should be used to enhance situational awareness, increasing the eyes and ears of an already
overburdened small unit, and no;c engaging the enemy with lethal force.

Does it make sense to develop armed UGV that are unable to converse with the
population, or develop relationships, but do in fact increase the potential for placing those people

we must protect in harm’s way through the use of lethal force?

Focus Area 2: Mobility, Communications, and Autonomy Shortfalls
The nuances associated with IW pose a challenge to the warfighter, as do the technological
challenges for the UGV in the areas of mobility, communications, and autonomy. No matter the
type of UGV, RSTA-specific, or armed platform, the ability to move, communicatfz, and execute
tasks in the absence of human interface through autonomy is imperative to its success on the
battlefield. The following sections will attempt to hilghlight the points deemed most challenging
for armed UGV development, a‘nd also relate the challenges to RSTA-specific UGV

development as well.
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Analytical Point #1

The ability for UGVs to negotiate difficult terrain has challenged science and industry for
years, and falls well short of achieving a level of performance required to effectively work
with/among military units operating in most, if not all environments under dynamic situations.
In the last 20 years, science and academia have developed unique and innovative ways in which
tele-operated and autonomous machines overcome both man-made and natural obstacles. Some
systems articulate, others crawl, while others walk upright akin to a quadruped while negotiating
terrain.

Autonomous systems remain exclusively in pfototype form and serve as a test-bed for the
advancement of software, enabling continued research and development. RSTA—specific UGVS
currently in use by the U.S. military are all tele-operated, each requiring one or more personnel
to control the system’s actions. None achieve levels of mobility th_at would allow them to
'participate in high tempo, fluid operations, e.g. attacks or raids. For the most part, these'systems
are slow moving, and require deliberate input via their Operator Control Units (OCUs) that serve
as the command and control link from operator to UGV. UGV mobility is measured not only by
. how well the vehicle negotiates terrain, but also how well an operator remotely controls it
through the OCU. OCUs in form and function may mirror a home garﬁing console controller in
size and simplicity, or be as large as a small laptop, providing multiple options for control. (See
Appendix D) Operating a modern UGV is in many ways like playing a video game, where
spatial relationship regarding obstacles is virtual and depicted on the OCU screen, 61‘ maintained
through memorizing key features of the surrounding area while operating the UGV,

This tele-operation unfortunately results in decreased mobility as too often the operator

miss-judges the proximity of obstacles due to the lack of depth perception on the OCU monitor,
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or simply forgets about a rock that is adjacent to the UGV. Missions like counter IED require
slow, deliberate movement over varying types of terrain, and today’s OCUs provide the required
Human Robot Interaction (HRI) to safely and efficiently tele-operate RSTA-specific UGVs to
and around the IED.*® These aforementioned limitations in mobility make lethal payload
employment unlikely, unless the armed UGV is used in non-dynamic missions like physical site
security, or entry control point monitoring.27 UGVs are too slow to avoid enemy fire and lack

Artificial Intelligence (AI) to tell them to seek cover in order to survive.”

Analytical Point #2

To effectively receive commands from the operator through the OCU, solid
communications must be maintained. RSTA-specific UGVs can operate tethered to the OCU,
rather than tele-operation through radio frequency. This is done for several reasons; most
importantly to ensure no transmission is lost thereby losing the UGV. One of the reasoné UAS
technologies have been more aggressive in their development than the UGV is the fact that UAS
communication’s architecture, including command and control nodes, pre—existéd and the
maneuver space aircraft use contains less obstructions to the command and control links frorﬁ
Ground Control Station to the UAS.” Non-line of sight or Beyond Line of S ight (BLOS)
operation is limited to a UGV’s ability to send and receive communications. Radio Frequency
Interference and Electro-Magnetic Interference are prevalent on the ground and cause signal - .
degradation during UGV tele-operation. Radio propagation technology, i.e. antenna research is
critical during UGV design, and can Be the deciding factor in how far BLOS the vehicle will be
able to operate in different environments.> Directional and omni-directional antennae and their

location/orientation on or within the UGV facilitate communications and mobility.
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Unfortunately, [W is often fought in populated areas where urban canyons and man-made
EMI degrade remote control operation. To counter this problem, some systems have semi-
autonomous capabilities incorporated in their design that command the UGV to backtrack a
specified distance should tdtal loss of communication with the OCU occur.

Until these issues are solved and communication reliability is elevated to a higher level, it
is unlikely that armed UGV will see much service in future conflicts where population density
is high as there is no room for error in transmission of fail-safe commands or targeting data,
especially in IW whére the population may be in the line of fire. For autonomous armed UGVs
to have a chance, they would be required to maintain a near 100% reliability rating in
corr‘/lmunications‘, software, and develop an ability to understand the external environment as at
no time could the user afford a runaway system that has the ability to kill both non-combatants

and friendly forces.

Analytical Point #3

Autonomy was mentioned in the previous section, as a means of ensuring limited/no loss
of the UGV from communications interference by providing the system with rudimentary
artificial intelligence to execute tasks on its own. Autonomy, in a larger context when diécussing
UGYV development, indirectly refers to the limits we will allow the operator to separate his or
herself from control of the.vehicle. Proponents of UGV development often take the position fhat
their efficacy lies in the potential for reducing manpower requirements as the robot assumes
human tasks or functions, e.g. logistics support.31 Those that advocate armed UGV use also see
the potential for less warfighters being sent into combat, as robots take up positions and conduct

tactical tasks in place of the human.
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Early manpower assessments regarding UGV capabilities came to the conclusion that one
individual could be trained to operate multiple tele-operated systems.>” This assessment was
later proven inaccurate, as the minimum ratio for operator-UGV cpntrol‘is 1:1 as seen in many of
the RSTA-specific UGVs used in Iraq ar'ld Afghanistan.” For larger, more complex systems that
incorporate complicated EO/IR suites or lethal payloads, the ratio jumps to 2:1 and 3:1.** The
complexity of military operations, especially where lethal force may be employed remotely
through an unmanned system, requires more than one controller to move the vehicle, operate the
Weapon syétem, and maintain situational awareness.35 Experimentation by the T eam
Performance Lab at the Ur;iversity of Central Florida demonstrated that 2-person UGV control
teams better executed simple UGV tasks in an urban setting as compared to single individuals.*®
Autonomous or Al capability in UGVs could certainly reduce these ratios by enabling the
vehicle to act or think on its own. One operator could “monitor” multiple UGVs and only
remain in the loop to authorize lethal force.”’

Additional experimentation of targeting scenarios where one individual controlled several
tele-operated systems demonstrated degradation in the ability to effectively monitor multiple
scenarios. Automated targeting recognition aids have been developed to assist in this area, but
still fall short in helping operators overcome their attention deficits when multiple scenarios' are
being played out remotely.38

Current armed UGVs do not possess the levels of autonomy or Al to assist in dealing with
dynamic situati;ms, uncertainty, or ambiguity in the face of incomplete information. They are
unable to distinguish between non-combatants and combatants who wear the same clothes or
carry the same weapons. RSTA-specific UGVs al;e fairly simple, but could easily be advanced

with mission payloads to support logistic missions, biometric tasks, or identify patterns of life



Moieau, 22

while occupying semi-permanent positions, without the need for autonomy.’ ?
Questions concerning autonomy and lethal capability in UGVs abound. What happens if
the fail-safe system does in fact fail? Is the U.S. developing capabilities just because it can,

7" There is research

without forethought as to the consequences should something go wrong
being conducted within the Office of Naval Research that deals with the levels of independence
afforded by autonomous programs in UAS. Mixed Initiative Machine Instructed Computing
(MIMIC) is aiding UAS at working more independently by gathering knowledge frorh human
interaction and embedding it into Ground C‘ontrol Stations.*' Collaborative Optimization System
for Mixed-Initiative Control, or COSMIC focuses én large-scale military operati.ons to provide a
collaborative environment where operators will be able to control multiple systems.*?

Hopefully the outcome of these two programs can be applied to autonomous UGV
development, increasing their interaction with warfighters and other unmanned systems. Even if
armed UGVs are developed with significantly advanced levels of Al and can reliably operaté
autonomously in and amongst troops or in forward areas, questions and concerns about the

moral, ethical, and legal consequences surface and must be answered before advancing this level

of robotic capability.

Focus Area 2 Conélusion

There is no question as to the value of current RSTA-specific UGV mobility,
communications, or autonomy, as seen in the continued procurement and fielding of these V
systems in support for the War on Terror. They have been designed around the assumption that
the distances for their remote operation would not exceed the using organization’s ability to

cover it with small arms fire. They have a minimal BLOS capability, but can be moved forward
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of friendly positions in most terrain, and lie in wait, monitoring théir surroundings for potential
enemy activity. They can advance into areas where human presence is not feasible and sift
through the ground to determine if an IED is present, then carry out the. tasks of rendering it safe.

But due to the mol?ility shortfalls attributed to tele-operation through OCUs, coupled with
communications interference, these systems are not 1'e5dy to assume combat rolés alongside
warfighters because theyv move too slowly and take too long in providing enough information for
the operator to effectively interpret their surroundings. The fact that IW takes place in urban
areas the majority of the time, requires significant amounts of research and development in
advancing mobility and communications capabilities in UG Vs to enable them to operate
alongside dismounted troops in this environment.

In 2004 during the battle for Fallujah, Iraq, it was estimated that one platoon of Marines
took approximately six hours to clear 54 houses. Fallujah is 5 kilometers square, and contains
around 39,000 structures. Two infantry battalions, with three rifle companies each working 16-
hour days, required 20 days to clear all buildings in a very fluid and dynamic pperation.43 Given
the fact that no UGV can climb stairs at the same rate a human can, one can see how long this
mission may have taken if fobotics were used to clear rooms, instead of Marines.

-RSTA-specific UGVs could have been integrated in the outer security, as part of the
cordon force, moving down potential avenues of approach and sending back data on what may
be around the next corner, or two.

HRIin sﬁpport of military operations continues to be defined by their use in ordnance
disposal and UAS o’perations.44 Until UGVs can overcome the spatial 1'e1atiohship issues through
the use of OCUs and advance autonomous behavior, it is unlikely that armed systems will ever

gain military acceptance. Even if armed UGVs are developed with significantly advanced levels
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of Al and can reliably operate autonomously in and amongst troops or in forward areas,
questions and concerns about the moral, ethical, and legal consequences surface and must be

addressed.

Focus Area 3 Ethical, Moral, and Legal Issues

The hopes of military leaders, engineers, and lawmakers that one day robotics will
supplement human counterparts in most military tasks, includirig_combat, certainly has merit.*’
An ability to deploy an armed robot into an environment where it uses sensory and psychomotor
capabilities akin to a human being to hunt down and kill the enemy without jeopardizing friendly

1.46 Why not develop UGVs so they may be sent to conduct the most

lives seems logica
dangerous of operations in warfare?

Autonomous armed UGVs will require an ability to execute cognitive processes as they
navigate through the environment before humans will rely on them, and this level of Al has not
yet been fully developed. If in the future the U.S. succeeds at developing armed UGVs with the
required level of artificiél intelligence (AI) or autonomy that decision-makers feel comfortable in
| approving their use in IW, or even conventional war, legal, moral, 4and ethical concerns must be

addressed before these systems are deployed. The final section of this paper will highlight those

concerns as related to IW primarily, but also to conventional war as well.

Analytical Point #1
Advancing armed UGV technology to the point where it can reliably hunt down and kill
the enemy through either tele-present or autonomous operation begs the quéstion, 1s it morally or

ethically acceptable to do so? The just war tradition of jus ad bellum (guiding a country in
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 determining if military response to aggression is warranted) and jus in bello (guiding a nation in
determining the level or proportion of response to that aggression) should be discussed when
considering armed UGV development.*’ These two moral foundations on which the U.S.
determines the use of and lgvel of force employed against foreign adversaries is an important
discussion point withinfhe frémework of lethal unmanned system development.
Armed autonomous UGVs must be capable of delivering proportionate levels of lethal
- force while discriminating between combatants and non-combatants, considered requirements
under jus in bello.®® Tn IW, there is often no distinction between the enemy and the civilian
population as fhey may be one in the same, and Warfightefs must therefore wait until the HA/HI
is identified before lethal force can be employed. Unless the system is tele-operated and several
personnel are able to identify these enemy activities through the UGV’s sensor suites, it is hard
to imagihe a commander willing to accept the risk associated with autonomous killing in such
complex situations.

Using asymmetric tactics, enemy forces in IW often use human shields as a means of
deterring U.S. ability to discriminate targets or fire lethal systems. Is it cost effective to develop
Al to the degree that systems may in fact be able to single out threats amongst a human
population? Is it possible for UGVs to one-day exercise better ethical judgment than humans
when placed in shoot/no-shoot scenarios?” From a deterrent standpoint, having an armed fleet
of unrﬁainned systems, both ground and air capable, may persuade potential adversaries from
certain actions, especially if these systems are overtly introduced into a Combatant
Commander’s Area of Responsibility. This effect is akin to the introduction of first-strike
systems like the F-22 into theater and can be seen as a positive outcome if the threat is deterred

without having to fire a shot in anger. On the other hand, a country that designs an unmanned
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system to the degree that most, if not all other nations have no response for, are we then
entertaining the possibility of an unmanned systems arms race? Would this greater military’
divide between countries force those lacking in robotic technology to seek other means to
counter the capability, e.g. Weapons of Mass Destruction? The concept of developing a fleet of
unmanned lethal systems to force belligerents to capitulate rnight have the reverse effect where
the opponent seeks extreme measures when faced with a no-win situation, i.e. where the death of
their people is grossly out of proportion to the destruction of a lone unmanned system.

Robert E. Lee once said, ‘“it is good that we find war so horrible, or else we would become
fond of it.”*® The U.S. will li};ely mairltain a responsible protocol for using armed unmanned
systems, but vshould the technology fall into the hands of rogue states, or terrorists, the potenrial
outcome could be disastrous. It is possible that oppressive regimes that have lethal unmanned
technology might become more willing to wage war. Rapid proliferation of lethal unmanned
systems may cause unnecessary harm to the world where loss of life for one belligerent is grossly
out of proportion to another that is employing lethal robotics rn a non-discriminatory manner.
Careful consideration on the moral and ethical ramifications of unmanned war should be

included in any armed UGV program.

Analytical Point #2

From a legal perspective, ermed autonomous and semi-autonomous UGVs will likely pose
challenges regarding accountability for robotic actions where lethal force was employed.”!
Acknowledging the legal ramifications of fully autonomous lethal force, the Office of the
Secretary of Defense in the Fiscal Year 2009-2034 Unmanned Systems Integrated Roadmap,

made it clear that the decision to pull a trigger, or in this case press a button with the intent of
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employing lethal force will not be fully autorﬁated, and remain under the control of human
beings.’> Regardless of this fact, the;e are still potential scenarios where c.olla'teral damage is
inflicted By an armed UGV, resulting in legal issues for the unit controlling it. Does the
international community need to develop unmanned system war crimes?”® As discussed under
the moral and ethical considerations, if lethal unmanned systems should end up killing the wrong
people, whé will be held accountable... the developer, the controllef, or the parent command? It
is conceivable that UGV related ROE might be required in order to protect both the combatant’s
rights and the force controlling the system, especially in ITW >* Even if the human remains in the
loop for lethal force employmént, per DOD guidance, thefe‘still remains the chance that humans
will make mistakes, trusting what the computer is telling them to do. On July 3, 1988, the crew
of the USS Vincennes inadvertently shot down Iran Flight 655 with 290 civilians aboard over the
Persian Gulf when the Aegis computer declared it as a hostile Iranian F-14.> Again in 2003,
U.S. Patriot Missile batteries shot down two allied planes as the target acquisition systems
identified them as hostile tracks.”® There is a fine balance associated with how much trust one
has in computer driven systems and how far that trust extends with regards to allowing the

accomplishment of tasks automatically.

Focus Area 3 Conclusion

Consideration on the moral, ethical, and legal ramifications must be made surrounding
armed UGV development, prior to their consideration for procurement. Irresponsible use of the
system in expcrimentatién, training, or real-world use could set back overall UGV development
years, if not decades. Collateral damage from lethal UAS use has occurred in the War on Terror,

and is deemed acceptable under the jus in bello theory that appropriate discrimination and
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proportionality were used during the targeting process. For those that believe one;day armed
‘UGVs will operate alongside warfighters in combat, the support mechanisms for both Vehicle,.
payload, and situational awareness aspects of the system will all have to discriminate friend from
foe, \évhile determining the appropriate level of force the system will employ. Legél issues
derived from frat}‘icide or collateral damage to friendly populations will need further examination

before the U.S. commits to any UGV development outside the RSTA-specific realm.

Overall Conclusion

The th‘ought of waging war remotely, through the use of autonomous/semi-autonorhous
systems may be attractive to some, but the reality is technology can only pfovide assistance to
the warfighter and not fight war in place of humans. The fog and friction associated with war is
compounded in IW, where combatants and non-combatants share <the same homes, roads,
clothes, and culture. It is in some ways inconceivable to take the lethal UAS model of attacking
enemy personnel remotely, ‘and apply it to UGVs. UGV shortfalls in mobility, communications,
and autonomy force rhé current systems into tightly controlled mission scenarios, e.g. perimeter
security, logistical fesupply, or counter-IED missions.

There exist no algorithms for UGVs that ensure their behavior falls within ethical
boundaries or moral constraints when faced with a life or death situation.”” This cognitive
process is left up to the warfighter, and should remain so. As the U.S. continues to invest in
unmanned technology, research must be made to address the moral, ethical, and legal issues
surrounding remotely controlled lethal capabilities that will undoubtedly affect all levels of

warfare, tactical through strategic. Research should include identifying metrics for ethical and
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moral reasoning as a core component of any autonomous development, regardless of where the
DOD stance is on automated lethal force.

If the overwhelming requirement in Afghanistan, as witnessed in Iraq, is for increasing
the situational awareness of the small unit due to the decentralization of operations, future
RSTA-specific capabilities should be developed in modular payload form, e.g. reconnaissance
and surveillance, target identification, Chemical, Biological, Radiological, and Nuclear
detecfion, and advanced EOD capability. If the IED is the weapon of choice for ilregulaf threats,
furthering the development of RSTA-specific UGVs that can take the place or augment
mechanical route clearance teams may be a step in the right direction at maintaining mobility
throughout an operating area. Removing the man from the task of route clearance also reduces
the likelihood of enduring the éoncussive effects of a high-order detonation.”®

The DOD UGV developmental roadmap should follow the historical UAS model,
focusing on developing a means to increase the effectiveness of the warfighter by aiding in target
acquisition/identification of enemy forces, accessing locations of the battlefield that are
impractical for a human to do so, or execute tﬁe mundane tasks of moving supply items from
point A to point B in rear areas. In the end, due to the array of technolo.gic‘al shortfalls, and the
legal, moral, and ethical issues surrounding unmanned lethal capabilities, UGV development
should be focused at meeting the challenges associated with IW as Reconnaiséance, Surveillance,
and Target Acquisition (RSTA) platforms, not as systems capable of employing lethal force on

the battlefields of tomorrow.
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Appendix A

Above Image: SWORDS - Special Weapons Observation Reconnaissance Detection System
Source: http://military.discovery.com/technology/robots/medium-ugv/swords.html

Above Image: GLADIATOR Unmanned Ground Vehicle
Source: http://www.defenseindustrydaily.com/usmec-gladiators-to-pack-a-swarm-01198/
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Appendix B

Above Image: German GOLIATH Unmanned Ground Vehicle
Source: http://www.ww2incolor.com/britain/Golias.html

Above Image: DRAGON RUNNER Unmanned Ground Vehicle
Source: Major David Moreaw/USMC
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Appendix C

Above Image: MAARS: Modular Advanced Armed Robotic System
Source: http://foster-miller.qinetig-na.com/lemming.htm
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: Appendix D

~ Above Image: Example of UGV Operator Control Unit (OCU)
Source: http://www.spawar.navy. m11/1obots/resomces/Common%ZOOCU/Common%ZOOCU htm

Above Image: Example of Operator Control Unit with RSTA-Specific UGV system
Source: http://inhabitat.com/britains-new-dragon-runner-robot-deactivates-live-explosives/dragon-runner-
with-backpack/
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