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Preface 
 

This paper addresses a need within the US military for embracing and integrating existing 

communication technology.  As a communications officer in the United States Marine Corps, I 

am responsible for the design, installation, operation, and maintenance of communication 

architectures.  The United States military is considered the most technologically advanced 

military in the world, yet it uses communications equipment decades outdated and software years 

behind the industry standard.  The Department of Defense places obstacles in its path to 

efficiency.  Each service maintains its network independently.  Each network is designed in 

similar fashion and yet has little to no interoperability.  It has only recently become possible to 

email a person in the Navy from a Marine Corps Exchange client, although both services are 

under the same department.  These silos of excellence, as I refer to them in this study, are 

inhibitors to efficiency and collaboration, a key weakness in any organization but even more so 

in a military organization.  While I do not claim to have all the answers I do believe that 

researching and testing potential solutions is better than the status quo.   

I would like to thank my academic mentor for his guidance on changing my topic to one 

more appropriate to my interests.  I would also like to thank him for his understanding as I 

worked through some difficult personal issues.  I would also like to thank all of my proof 

readers, and there were many.  Without your help I would probably have had a lot more typos.  

Finally I would like to thank everyone from Microsoft who took time out of their busy schedules 

to help me track down valuable research and even volunteered to provide feedback on my paper.   
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Executive Summary 
 
Title: Unified Communications: Simplifying DoD Communication Methods  
 
Author: Major Eric L Holmes, United States Marine Corps 
 
Thesis:  The implementation of unified communications will provide the Department of Defense 
with an interoperable communications platform across disparate systems that will effectively 
increase the warfighter’s ability to make decisions.                    

Discussion: The current methods of transmitting information are at times not suitable for a 
commander’s need for the relay of mission-critical information in near real-time.  Unified 
communications technology is able to deliver the flexibility and adaptability required to provide 
reliable and expedited communications to forces in distributed austere environments.  Unified 
communications enables users to link applications into a common user interface facilitating 
collaboration on enterprise networks and across the Global Information Grid (GIG).        
 
Conclusion: Reporting time-sensitive information or responding to commander’s critical 
information requirements (CCIRs) is vital at all levels of warfare, but it is particularly important 
at the operational level.  At the operational level commanders lead forces that are dispersed 
across significant time and space.  Having the ability to host impromptu meetings and coordinate 
efforts is essential to maintaining a high operational tempo.  The military operates in a fast paced 
environment where the reliable and expedited exchange of information is crucial to mission 
success.  Unified communications will help the military to make better use of existing 
capabilities and enhance staff effectiveness.                
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Introduction:  

 The United States Department of Defense (DoD) utilizes various forms of 

communication to command and control operational forces and direct the day-to-day functions of 

garrison units.  The DoD has not experienced an inability to communicate nor a detrimental 

degrade in communication functions that have prohibited the effective command and control of 

operational forces.  This does not mean there is not a more effective way of employing the 

technology the DoD has available.  Unified Communications (UC) is a technological capability 

that facilitates the integration of multiple communication mediums. The use of UC can enhance 

communication between joint and or coalition forces making existing communication mediums 

seamless to the end user.  The implementation of UC will provide the DoD with an interoperable 

communications platform across disparate systems that will effectively increase the warfighter’s 

ability to make decisions. 

Digital communications changed the way the services operate on the battlefield and in 

garrison.  Inter and intra networking architectures have made the exchange of information 

between distributed forces a simple process.  Electronic mail (email), instant messaging (IM), 

and video conferencing aid the ability of service members to be productive regardless of where 

they are located or who they are collaborating with.  However, the current system platforms 

function as “silos” which do not allow for flexible real time communications.  UC can bridge the 

gap between platforms and facilitate seamless real time communications.  Ultimately, 

overcoming any large organization’s tendency to compartmentalize is essential, something DoD 

has addressed overtly for some time.  Now is the time to take the step and to do so with UC.     

Literature Review:  

 UC is a pivotal part of any plan to consolidate redundancy in IT system deployments.  

The majority of professional literature on UC speaks to the benefits of a successful 

implementation in business.  Bern Elliot’s article, The Value of Unified Communications, 
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suggests effective employment of UC will make businesses more agile and responsive.  The 

DoD can benefit from improvements in both of these areas.  Elliot goes on to argue that the use 

of presence is crucial to an organization’s ability to streamline processes.  Elliot concludes that 

presence enables users to identify the appropriate individuals within an organization to address 

problems. 

 The examples provided in Neeraj Gill’s article, Putting the Unified in Unified 

Communications-Collaboration is the Key, address the improvements gained through the use of 

UC capabilities.  Gill suggests that the efficiencies UC provides will make business 

communications seamless, instantaneous, and cost-effective.  Like Elliot, Gill proposes that UC 

will make businesses more responsive.   

 There is a common theme throughout the literature on UC.  That theme is the importance 

of presence to UC.  Presence is the foundation of a well-developed UC architecture.  Roger 

Hulme’s article, One for all: Unified Messaging Comes of Age, describes presence as an essential 

element of UC.  Presence allows users to know who is available and by what means they can be 

reached.  This enables the business to be more effective.  Thus UC aids a business in being agile 

and responsive.  The ability to effectively command and control forces on a distributed 

battlefield requires commanders and staff members at the operational level to be responsive.  

One can gather from the literature that UC is ideal for command and control.   

 UC is not a perfect solution.  Critics of UC highlight security and privacy vulnerabilities 

to both personal and corporate information.  Jun Xu’s article, “E-Business in the 21st Century: 

Realities, Challenges and Outlook, concludes that system integration will be a major issue for 

most adopters of UC.  However,” he goes on to state that if UC is successfully integrated, 

businesses will see significant Return on Investment (ROI).  It is clear that even critics see the 

benefits of UC if implemented properly.     
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 The literature on UC is sparse.  The limited coverage detailed above represents much of 

the expertise addressing this topic.  There are, of course, technical manuals that do the obvious: 

they allow configuration of UC so the user can maximize its potential, but no more.  The 

conceptual benefit, particularly going from a business to a military organization is not addressed.  

This MMS begins this conversation.     

DoD Digital Communications, Background:  

 Senior leaders within the US military have grown accustomed to working in a digital 

environment. Leaders who entered service prior to 1990 can be referred to as digital immigrants.  

They are seen as digital immigrants because they adapt analog processes and learn to operate in 

the digital environment.  Digital immigrants are able to navigate volumes of data, exchange 

crucial information, and draft reports in a fraction of the time possible a few years ago.  

However, digital natives have shown that they are capable of processing information and 

collaborate at a rate previously thought impossible.  A digital native is “a person born or brought 

up during the age of digital technology and so familiar with computers and the Internet from an 

early age.”1

A digital immigrant is more likely to print a document and edit the hard copy instead of 

editing the digital version using built in tracking or comment features within the application.2  

“Digital natives are used to receiving information really fast. They like to parallel process and 

multi-task,” says Marc Prensky, an expert in the field of education and learning.

  There is nothing physically different between digital natives and digital immigrants.  

The difference between digital natives and digital immigrants is how they think about and 

process information.   

3  Understanding 

the differences between digital users is significant because the current non-commissioned 

officers and junior officers are digital natives.  All new recruits and commissioned officers going 

forward will be digital natives.  Digital natives not only are willing to embrace new technology, 
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they demand that these technologies are made available to use to their advantage.  The use of 

social networking as a collaborative medium is a primary example.   

 Social media is a powerful example of UC in action.  Users of social media are capable of 

knowing who is available online and what forms of communication (email, IM, voice) is 

accessible to the other users at a glance.  The user is able to reach a colleague in the most 

appropriate form given the associate’s online status.  Another benefit of UC’s integration into 

social media is platform ubiquitous delivery of information.  A person could be at their desk on a 

computer, in a meeting using a tablet, or outside the building using their mobile phone and still 

have the message routed to the correct device.   

 Social media is a perfect example of integrating the communication medium.  The DoD 

has mandated that social media sites be accessible from DoD networks.  In February of 2010 the 

DoD released Directive-Type Memorandum (DTM) 09-026, titled Responsible and Effective use 

of Internet-based Capabilities.  The purpose of DTM 09-026 is as follows:  

This memorandum establishes DoD policy and assigns responsibilities for responsible and 
effective use of Internet-based capabilities, including social networking services (SNS).  This 
policy recognizes that Internet-based capabilities are integral to operations across the Department 
of Defense.4   
     

In response to DTM 09-026 the Marine Corps released Marine Administrative Message 

(MARADMIN) 181/10.  MARADMIN 181/10, titled Responsible and Effective Use of 

Internet-based Capabilities, reversed the Marine Corps ban on the use of SNS on the 

Marine Corps Enterprise Network (MCEN).  MARADMIN 181/10 did not open up the 

network to all SNS.  It also established restrictions on when and the duration SNS could 

be accessed from machines on the MCEN.5

The use of SNS to share For Official Use Only (FOUO) material is strictly 

prohibited.  The user agreement statements associated with SNS clearly states that the 

material posted to the site becomes the property of the site and can be used for any 

purpose.  When establishing an account on Facebook users must agree to Facebook’s 
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Statement of Rights and Responsibilities.  In the Statement of Rights and Responsibilities 

it says the following: 

Content that is covered by intellectual property rights, like photos and videos (IP content), you 
specifically give us the following permission, subject to your privacy and application settings: you 
grant us a non-exclusive, transferable, sub-licensable, royalty-free, worldwide license to use any 
IP content that you post on or in connection with Facebook (IP License). This IP License ends 
when you delete your IP content or your account unless your content has been shared with others, 
and they have not deleted it.6 
 

Deliberately giving up control of FOUO information/material is in direct violation of the 

Marine Corps Operations Security (OPSEC) Program.  Therefore, SNS are not suitable 

for DoD collaboration.  This does not negate the fact that a means of collaboration is 

needed.  UC fills this need.  The protection of government information is paramount in 

network security.  Because of stringent network defense requirements for DoD 

infrastructure UC solutions must be tightly controlled.  The safeguarding of DoD 

information takes precedence to ease of use.  Employed correctly a UC solution can 

facilitate cross boundary communications that is both government controlled and secure.  

A UC solution of this type could support all services, government agencies, and coalition 

forces.                 

The potential UC represents for collaboration and work productivity is limitless.  There 

are some security concerns that must be addressed for deployment on the DoD network; 

however, any full scale enterprise employment of a platform would need to address similar 

concerns.  UC will offer service members a “streamlined mechanism for managing 

communications.  The user could check all message types, regardless of communication device, 

from one central location.”7 The deployment of UC will deliver unparalleled collaborative 

capabilities compared to the DoD’s current network architecture.  It is essential that a UC system 

expand beyond the current service boundaries.  An effective DoD level enterprise collaboration 

medium does not exist.  The lack of integration at the DoD level hinders information exchange 
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between units of different services.  This limitation affects operational level planning and 

decision making.    

What is Unified Communications:  

 It is important to define UC in order to understand the benefits it provides.  A UC 

platform can consist of a multitude of integrated software features.  According to Bern Elliot, the 

lead Gartner analysis in unified communication, states:  

 
elements of unified communications include VoIP systems, e-mail, audio and Web conferencing, 
videoconferencing, voice mail, unified messaging and IM. These are evolving toward integration, 
but each also is developing in its own way. For instance, voice, video and Web conferencing 
capabilities will converge, and IM's presence capabilities will expand to all live channels, 
including voice, conferencing, video and e-mail.8 
 

It is apparent that experts in the field view converging technology as the next step in the 

evolution of information systems.  Merging voice with data or email with voicemail provides 

users with the means to maintain constant connectivity.  Commanders can theoretically 

command and control from one mobile device.                 

A good UC platform will consist of four key features: voice, email, conferencing, and 

instant messaging/presence.  By integrating these features UC provides the framework for a more 

efficient collaborative environment in which the various communication mediums become an 

enabler to productivity.     

 Voice:  A Voice system is the most important communication capability.  The telephone 

is the primary form of communication for many users.  From its inception through today it has 

continued to be a vital part of any organization.  Telephone systems are a network of connected 

circuit switches.  Those circuit switches are referred to as the Public Switched Telephone 

Network (PSTN).  Most users connect to a PSTN for access; however, large organizations 

sometimes have a need for a robust internal phone network.9

Like many large organizations the enterprise voice systems within the Marine Corps are 

legacy private branch exchange (PBX) based voice systems.  However, many are transitioning to 
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Internet Protocol (IP) based voice systems.  IP based phone systems are quickly replacing 

traditional phone lines.  Voice over IP (VoIP) phones offer organizations significant cost savings 

over traditional phone lines.  There is a downside to VoIP phones.  If there is a network outage 

VoIP phones will not work.  Another issue is bandwidth.  If the amount of bandwidth available 

reduces, VoIP calls will experience degradation.  The quality of the call will continue to degrade 

in relation to the amount of bandwidth available until the call drops.  For system redundancy a 

degree of traditional PBX need to remain online allowing for a hybrid IP/PBX architecture that 

will allow for integration into a larger suite of interconnected communication systems while 

maintaining reliable connectivity if there is a network system outage.    

The incorporation of tactical voice communication into a UC architecture is pivotal for 

deployed forces.  The introduction of Radio over IP technology has made communication with 

dispersed forces easier.  RoIP is similar to VoIP except the data signal is transmitted to a tactical 

radio unit.  The current RoIP technology is capable of facilitating UC in the field.  By integrating 

UC at the tactical level commanders can close the gap on reporting of significant events.           

 Email:  Service members and civilians within DoD rely heavily on email as a means of 

conducting business.  It is a requirement for an email client to support assured delivery.  Next to 

the telephone, email is the most widely used form of communication within most organizations.  

In fact, in some instances email may be the primary form of communication.  What makes email 

so valuable is it allows users to communicate at their convenience.  Regardless of time 

differences or schedules one could send an email and wait for a response.   

An additional benefit of email is the ability to address multiple recipients.  Most phone 

bridges have a maximum capacity of 20 callers; however, an email can be addressed to a limit of 

500 recipients.10  The Marine Corps currently deploys Microsoft Exchange email server.  The 

fact that the Marine Corps has already deployed Exchange as an enterprise email solution will 

facilitate the ease of UC integration.     
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 Conferencing:  Some form of conferencing is used by most organizations.  As budgets 

are reduced organizations are embracing web conferencing.  The Marine Corps is no exception.  

There are currently two forms of Video Teleconferencing (VTC) systems within the Marine 

Corps.  They are both Tandberg telepresence platforms.  One is a desktop version; the other is a 

conference room suite system.  Both are expensive.  UC provides the opportunity to not only 

incorporate these systems into a more robust communication capability, but it will also allow for 

the deployment of cost effective video conferencing to countless additional users.  Under current 

budget constraints low cost web cameras can replace expensive VTC suites.  Shifting from 

dedicated VTC suites to a desktop camera integrated into a UC system could save millions.       

 Instant Messaging and Presence:  The final minimum requirement includes an instant 

messaging capability with support for presence.  IM is a common placed communication 

medium.  Windows Live Messenger, Yahoo messenger, and Google Talk are excellent examples 

of commercially available IM clients.  IM is a communication session established between one 

or more users.  IM is considered a good mix between voice and email.  Because IM is a live 

session it offers the immediate communication of a phone call while maintaining a written record 

like an email.  This is one reason why military operation centers use IM for their reporting 

capability.   

Presence is a lesser known network capability.  Presence refers to a systems ability to 

display the current status of a user on the network.  A simple way to think of presence is the 

status icon on an IM client.  A green status symbol would indicate one is available.  A red status 

symbol would indicate a user is in a meeting or away from their desk.  When integrated into a 

UC platform presence becomes more useful than just displaying status.  Presence can be fully 

integrated into calendar and voice features.  The result would be a reactive system that would be 

independent of user input unless needed.  An example would be if/when a user picks up the 

phone to make a call the presence status changes to show they are on the phone.  Another 
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example would be at the scheduled time of a meeting the user’s presence status changes to reflect 

the meeting.   

 Microsoft offers one of the most complete UC platforms on the market to date.  

Microsoft’s platform is Lync, which replaced Office Communication Server.  Lync integrates 

IM, voice and video calling, online meeting, and application sharing into a single client 

offering.11

 Keeping with the example of Microsoft Lync as a UC platform, the use of a UC system 

can have tremendous telephony benefits.  Integrating Lync with existing PBX IT managers can 

replace traditional desktop phones with VoIP softphones.  The user will be able to make and 

receive calls from a desktop or laptop, significantly reducing hardware cost and access charges.  

Users with a requirement for reliable phone service can be equipped with a hardware based VoIP 

phone that can switch to the PBX if a network outage is experienced.  Integrating the systems 

with a UC server allows the user to become mobile and yet still remain connected and 

  Discussing the Microsoft Suite of office products presents an opportunity to provide 

a real world example of how UC works.  Utilizing Microsoft Office and SharePoint users are 

able to share information.  A user can create a document in Word then post that document to 

SharePoint.  Other users can access this document and work on it simultaneously.  These users 

can see the edits made by the other users accessing the document at the same time.  If a question 

arises they can start an IM session with one or multiple users.  If required, the users can escalate 

the session to a voice or video conference.  In addition, if there is a contributor that is not online 

at the moment that person can be added regardless of location if that user is available.12  This 

example is a significant improvement over the current capabilities available.  Currently there is 

no way to determine if a contributor is online.  Coordinating a meeting, phone conference, or 

VTC is the only way to bring coworkers together.  This method does not guarantee all required 

participants will be available to attend.  Through UC each participant can join the meeting via 

the best medium available to them.           
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productive.  Calls are routed to the user’s device based on the user’s presence status.  In addition, 

if a device with a front facing camera is available the user can participate in a video conference 

from anywhere.13

Unified Communications Vulnerabilities: 

  This capability will give commanders the ability to be available at all times.          

Some opponents of UC argue that the more integrated systems become the easier it will 

be to exploit potential vulnerabilities.  A UC platform must be interconnected to operate with 

other systems.  Once systems are connected they become susceptible to exploitations it was 

previously isolated from.  Like civilian corporate networks DoD systems are built upon the 

following: 

network and application services that provide access to a variety of data sources.  A perpetrator 
needs only a single weakness in order to attack a system.  While some attacks require 
sophisticated techniques and technologies (i.e., denial of services, phishing, malicious software, 
hacking), most attacks are not sophisticated (i.e., preying on poor security practice and human 
weaknesses, social engineering).”  Users of network systems are often oblivious to potential 
threats.  Information technology (IT) managers have a better perspective on the risks associated 
with integrated systems.14       
 
Gavin Hill, technology director at Dimension Data, conducted a survey of IT users and IT 

managers.  Those surveyed covered a wide degree of experience levels.  The survey found that 

52% of IT users believed that unified communications technology was as secure as any other 

network system.15

The occurrence of cyber incidents on networks has increased at an alarming rate over the 

past several years.

  The IT managers surveyed were more skeptical of the security of UC.  The 

survey found that only 31% of IT managers believed UC was as secure as any other network 

system.16  These statistics indicate that most users give little consideration to security.  

Therefore, security needs to be built into the architecture at the design phase.  However, the end 

user still has a responsibility to follow security protocols.  The adoption of UC increases the 

number of attack vectors a hacker can infiltrate a network.  If an organization implements UC 

both IT users and managers will need to adjust how they view cyber security.           

17  John Rittinghouse, senior security and management executive at 
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Hypersecurity, claims that government and civilian “organizations continue to experience 

various cyber-attacks from inside and outside of the organization.”18  The DoD is a constant 

target for cyber-attacks that threaten operational networks daily.  Some reports suggest that as 

many as 20,000 new malicious viruses are developed each day.19  According to Dr. Talal Al-

Kharobi and Mohmmed Abduallah Al-Mehdhar, the most effective attack against a UC suite is a 

distributed denial of service (DDOS) attack.  A DDOS “attack works by sending a lot of strange, 

malformed or other types of packets to a server or gateway, and then the huge traffic is redirected 

to the victim node to make it stop responding.”20  The result of a DDOS attack could shut down 

IP services for any organization.  According to J. Dawkins, CEO and founder of True Digital 

Security, DDOS attacks “target a host but impact the structure of the network, and attacks 

exploiting the structure of the network” can disrupt all services for that organization.21

 Email and instant messaging face similar challenges.  They both facilitate the effective 

exchange of information; however, they are both susceptible to interception.  In the instance of 

email and IM the most common vulnerability is the user.  Hackers utilize social engineering and 

spear phishing attempts to collect information on the user.22  What is not discussed is how most 

exploits are initiated by the end user.  Most viruses can be detected through normal scans.  

However, end users frequently open attachments without scanning, even when they do not know 

the origin exposing the machine and the network.     

 

 The benefit of current IP based conferencing systems is their multifaceted functionality.  

The DoD utilizes Defense Connect Online (DCO) for IP based conferencing.  Within the DCO 

web application users can view video, hear audio, exchange documents, and share their desktops.  

Web conferencing consumes large amounts of bandwidth in order to establish and maintain a 

connection.  A small drop in packets can have significant impact on a video conference call.  

This is evident by a jerky or frozen image even when the audio has not been interrupted.  Web 

conferencing applications require a substantial amount of bandwidth.  The large demand for 
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capacity by web conferencing applications means any degradation in bandwidth would have a 

corresponding reduction of service reliability.  A DDOS attack would be the most detrimental 

cyber threat to UC service.     

Vulnerability Mitigation:  

The writers that express concern over the vulnerability of UC fail to take into account 

basic network security practices.  Although the threat is real, steps are taken to mitigate the risks.  

Each of the primary features of UC can be protected from exploitation.  Distributed denial of 

service can have a significant impact on VoIP services.  To maintain reliable service VoIP 

transmissions pass large amounts of data.23

Zero day vulnerabilities are unknown and thus cannot be planned for.  However, security 

for the network, and thus the systems operating on that network, can be taken into consideration 

and included in the network design.  The development of a network security strategy must begin 

during the system analysis phase.24  During the system analysis phase IT administrators must 

determine the types of Internet traffic necessary to complete the organization’s mission.  Once 

the type of traffic permissible is identified administrators can create an access control policy

  If there is a disruption of the data flow the user will 

experience an immediate drop in call quality.  Employing sound network defense strategies will 

protect the network from attacks that can cripple not only UC but basic network services as well.     

25  

“An access control policy is simply a corporate policy that states which type of access is allowed 

across an organization’s network perimeters. For example, your organization may have a policy 

that states, ‘Our internal users can access Internet websites and FTP sites or send SMTP mail, but 

we will only allow inbound SMTP mail from the Internet to our internal network.’”26  The access 

control policy is the foundation for safeguarding UC systems on the network.  The early 

identification of accepted network traffic allows administrators to screen for and block anything 

outside of the approved parameters.     
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By taking into account the security considerations for UC before a deployment IT 

managers can save time, resources, and money.  While UC offers benefits it also presents a 

unique set of challenges.  For example, when voice systems are integrated with the data network 

the two separate systems security vulnerabilities are capable of crossing boundaries.  Issues such 

as this one must be considered during the planning and system analysis phase.  

The first line of defense for an enterprise network is the Demilitarized Zone (DMZ).  The 

DMZ consists of external and internal facing firewalls as well as servers.  All traffic that is 

passed to the internal intranet is filtered through the servers in the DMZ.  Firewalls separate the 

DMZ from both the Internet and the organizations internal network.  The purpose of a firewalls 

programming is to enforce the access control policies developed during the system analysis 

phase.  The IT administrator is able to control the level of connectivity through the firewall.  

Once the level of connectivity is determined the firewall ensures that access beyond those 

parameters is restricted.27

Firewalls generally utilize a combination of defensive measures to prevent intrusion.  The 

most common measures are static packet filtering, dynamic packet filtering, and proxy.28  Marine 

Corps firewalls use a combination of these features to form a defense in depth and minimize 

exposure.  In order to understand the strengths and weakness of each they will be covered here.    

  The restriction of access beyond what is specified in the access 

control policy reduces the networks exposure to threats.       

Static packet filtering can be employed in order to control access to what enters and exits 

a network.  “Static packet filtering controls traffic by using information stored within the packet 

headers.  As packets are received by the filtering device, the attributes of the data stored within 

the packet headers are compared against the access control policy (referred to as an access 

control list [ACL]).” 29  Once the packets are analyzed the firewall can make the determination to 

pass the packets through or block them.30  Although static packet filtering is very efficient there 

are drawbacks to its usage.  Static packet filtering only inspects the packet.  The process happens 
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at a fraction of a second; however, nothing is stored for future reference.  This is significant 

because a hacker who codes a virus to appear as if it is a return request will infiltrate the firewall.     

Because there are limitations to the efficiency of static packet filtering administrators 

may opt to utilize dynamic packet filtering.  “Dynamic packet filtering takes static packet 

filtering one step further by maintaining a connection table in order to monitor the state of a 

communication session.”31

Analyzing how dynamic packet filtering handles attacks compared to static packet 

filtering reveals the effectiveness of the process.  A common tactic of hackers is to send a packet 

that looks like it was requested by a system on the network.  A static packet filter will analyze 

the packet and discover it contains an acknowledgment.  The acknowledgment tricks the filter 

into believing the packet is a response to a request by a machine on the network.  In this example 

the packet would be allowed to pass through the firewall.  A dynamic packet filter cannot be 

fooled in this manner because it utilizes a connection table to identify active connections 

originated on the Local Area Network (LAN).  “When the information is received, the dynamic 

packet filter references its connection table (sometimes referred to as a state table). When 

reviewing the table entries, the dynamic packet filter realizes that the internal system never 

actually connected to this external system to place a data request.”32  Because the information 

request did not originate on the LAN the packets are blocked from entering.   

   Having the ability to maintain a connection table allows the firewall 

to effectively screen sessions instead of only relying on the packet itself.  The end result is better 

security with little intrusion on the end user’s experience.   

The establishment of a proxy server would prevent machines on the LAN from 

connecting directly to outside sources.  A proxy, like its name implies, acts as a middleman for 

computers requesting information.  The requesting machine would establish a connection to the 

proxy.  In turn the proxy then establishes a connection outside the DMZ and requests the 
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information.  Because the internal machine never establishes the connection all the way through 

the DMZ its exposure is reduced.33

The combination of the previously mentioned security practices is the basis for an 

Intrusion Detection System (IDS).  IDS does not only scan and analyze network traffic it also 

scans “access logs and analyzing the characteristics of files to see if they have been 

compromised.”34  When security parameters are clearly set an IDS is capable of identifying and 

isolating anomalies on the network.  Once quarantined the network intrusion can be eliminated.          

 

Another form of network security is the use of a virtual private network (VPN).  The use 

of a VPN would allow users to access corporate data while encrypting traffic.35

Another layer of protection would include the use of token-based access.  A form of 

token-based access is Public Key Infrastructure (PKI).  The DoD employs PKI as a way to 

digitally sign and encrypt emails as well as controlling access to restricted sites.  PKI uses a 

combination of public and private keys for encryption and decryption

  “In the creation 

of a VPN connection, several security features come into play. These features include 

authorization, authentication, filtering, and encryption. Any organization considering 

implementing a VPN must take each of these features into account during its planning 

process.”36  A VPN can be thought of as a tunnel.  In fact, it is often referred to as tunneling.  A 

secure network connection is established within public network traffic.  Before a VPN is 

established the end-user must be authenticated thus ensuring unauthorized users do not gain 

access to the LAN.  A commander or staff member can securely log onto the DoD network from 

any location with Internet access.    

37  The DoD employs 

credentials on common access cards (CAC) for this process.  When digitally signing emails the 

credentials on the CAC “creates a one-way hash of the data, and then uses the private key to 

encrypt the hash. The encrypted hash, together with some other information, such as the hashing 

algorithm, is known as a digital signature. In order to validate the integrity of the data, the 
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receiving software first uses the signer's public key to decrypt the hash. It then uses the same 

hashing algorithm that generated the original hash to generate a new one-way hash of the same 

data.”38  Once the hash is verified the email is considered authentic.  The use of a CAC to access 

the network, access restricted websites sites, and digitally signing emails provides a reasonable 

level of security for unclassified networks.  Information that would require additional security 

would be moved to a classified network.    

The network security policies and practices outlined in this section demonstrate the 

defense in-depth mentality of network security.  While no one security feature is perfect the 

combination of multiple forms of security minimizes the weakness of any one system.  A result 

of integrating network systems is an increase in potential vulnerabilities.  The unified systems 

will be exposed to threats that it was previously isolated from.  However, a robust network 

defense strategy designed and implemented responsibly will mitigate most if not all of the risk 

associated with UC.  The issues identified are threats to networks systems irrespective of a UC 

deployment.   

Benefits of Unified Communications:  

A cultural shift must take place in order to convince leaders to see beyond service 

requirements and move toward the employment of a UC plan integrated at the DoD level.  The 

DoD Unified Capabilities Master Plan (UCMP) is a good first step.  The UCMP identifies the 

enablement of “strategic, tactical, classified and multinational missions with a broad range of 

interoperable and secure capabilities for converged non-assured and assured voice, video, and 

data services from the end device, through Local Area Networks (LANs), and across the 

backbone networks” as a significant benefit.39

 On today’s rapidly changing battlefield leaders need to have the ability to respond 

quickly to new information and make the appropriate decision.  The communication systems 

deployed in support of our forces are increasingly more complex.  Despite the investments made 
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in the latest technology ensuring that the right information, is received by the right person, in a 

time frame that it is actionable is still difficult to achieve.  The intent behind the DoD UCMP is 

to facilitate the warfighter’s ability to maintain the initiative and aid leaders in making informed 

decisions.  

 The military’s current budget constraints will require leaders to make a decision on 

maintaining the status quo or force closer cooperation and integration.  The former will 

eventually lead to a technological lag in the communication systems of the services.  With less 

money the services will be forced to “make do” with what is in the current inventory.  Outdated 

communication assets will introduce vulnerabilities prime for exploitation.  The latter will 

improve collaboration ensuring a truly joint common operational picture.  The integration of 

systems will facilitate the utilization of shared resources.  The sharing of resources will alleviate 

a single service the burden of funding new technology.  An inter-service communication 

integration plan will save tax dollars and improve both operational and tactical level 

coordination.  UC is the key to truly joint operations.              

UC is a maturing technology that is rapidly gaining acceptance.  As leaders and IT 

managers determine where UC fits in command and control the focus needs to shift from the 

technology itself to where UC solutions offer the most value.40  Individuals have always 

managed to reach the appropriate person or deliver the right message to the intended recipient.  

However, it has not always been done as efficiently as possible.  How many hours are spent 

trying to track down the right person?  How much time is wasted trying to schedule the right 

people for a conference call?  What opportunity was missed at the tactical level because the right 

decision make could not be reached?     

In the business world, the military, and private life people have used phones, email, fax, 

and instant messaging to communicate. What makes unified communication an improvement 

over the way communication methods are currently conducted?  What is the value added that 
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makes UC worth the investment?  The simplest feature of UC is the most impactful.  The 

presence feature is what starts to bind the other features together and make them force 

multipliers.  Presence is what truly distinguishes UC from other methods of communicating.  

“Unified communications is designed to eliminate barriers that have traditionally separated voice 

calls, e-mail, instant messaging and conferencing in all forms.”41

Presence is what makes UC truly transformational.  By establishing a common integrated 

platform it is possible to transition between devices seamlessly while maintaining connectivity 

and make availability known.  Bern Elliot, lead analyst in UC with Gartner writes that “in 

addition to integrating communication channels…unified communications offers a way to 

integrate communication functions directly into business applications.”42  This idea is like the 

example given earlier about phone or calendar integration.  By having presence integrated into 

business applications users will know if you are available and by what means you are available.  

Elliot refers to this capability as “communications-enabled business processes (CEBP).  By 

2012, 80% of leading organizations will have adopted some form of CEBPs for competitive 

improvement.”

  Presence will speed up the 

decision making process.  Presence will allow a user to know what key decision makers are 

available at a glance.  Being able to receive timely information and make decisions based off of 

that information will significantly reduce the cycles of the Observe, Orient, Decide, Act (OODA) 

loop.     

43

UC brings together various mediums of communication technology providing the user 

with a simplified process for contacting other users.  The intent is to reduce the difficulty of 

reaching a user by multiple means.  Sending an email, sending a text message, and leaving a 

voicemail just to ensure the intended recipient receives the message is inefficient.  UC cuts 

through these duplicative efforts allowing a user to send one message through any medium of 

their choosing with the certainty that the recipient will receive the message on the medium of 
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their choosing.  This process is more effective and breaks “down the barriers between voice, 

video, email, and other applications to improve communication and collaboration across 

enterprises.”44 

One of the most difficult things to do is work on an operational planning team (OPT) or a 

working group (WG).  When assigned to one of these groups it is seldom ones only 

responsibility.  Action officers in the Pentagon often find themselves assigned to several of these 

groups, some of which meet at the same time.  This makes effective collaboration difficult if not 

impossible.  UC can facilitate action officers’ ability to participate on multiple groups by running 

different sessions on their desktop concurrently.  Another problem with working groups is 

tracking down participants after the meeting adjourns.  If a need arises for input on a crucial 

issue and the key decision maker is away from their desk the current forms of communication 

only allow one to leave a message, send an email, or send a text.  All of these methods are not 

time sensitive.  UC integration would allow one of those messages to be pushed to the device the 

user has with them.  Team members also find it difficult to schedule impromptu meetings as 

complicated issues come up.  “Trying to schedule informal or unplanned conference calls often 

results in delays while waiting for others to respond.  Unified communications provides presence 

and point-and-click conferencing capabilities.”45

Implementation of Unified Communication: 

  By eliminating the burdensome processes that 

are currently used and utilizing a UC solution users are able to collaborate on the fly.  Users can 

also drag and drop people into the conference at will allowing everyone to participate in the same 

session.46 

The Goldwater-Nichols Act of 1986 centralized the civilian command of the military, 

clearly delineated the chain of command, and mandated cooperation between the services.  The 

Goldwater-Nichols Act effectively changed how the military is structured and how the services 

interact with one another.47  In the years following Goldwater-Nichols, there was still division 
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between the services when it came to the acquisition and administration of IT assets.  In order to 

correct the services divergent cultural adopted toward IT systems the Clinger-Cohen Act was 

passed.  The Clinger-Cohen Act mandated the following:  

Agency heads are to design and implement processes for maximizing the value and managing the 
risks of their IT acquisitions. This provides for the selection of investments using minimum 
criteria on whether to undertake an investment and gives a means for senior management to obtain 
timely information on cost, capability of the system to meet requirements, timeliness and quality. 
IT investment processes are to be integrated with the processes for making budget, financial, and 
program management decisions.48       
 

The DoD ensures it is in compliance with both the Goldwater-Nichols Act and the Clinger-

Cohen Act; however, the DoD has fallen short of true integration and interoperability between 

service IT systems.  There is currently no DoD enterprise level integration of communication 

systems.  As it stands, each service and the Office of the Secretary of Defense (OSD) maintains 

separate and distinct networks.  Collaboration between services is limited to external portal sites 

which do not provide a clear operational picture.   

 DCO and Intelink are the only two portal sites that provide inter-service collaborative 

capabilities.  The capabilities DCO and Intelink provide are limited in scope.  DCO is the more 

robust of the two sites.  As discussed previously, DCO supports video, audio, document sharing, 

and desktop sharing.  The problem with DCO is it is a passive system.  Users must receive an 

invite to a session and log into the session in order to participate.  Intelink is a wiki site and 

document repository.  The only collaborative feature Intelink provides is document sharing and 

editing.   

 During deployed operations units from different services are more likely to share IT 

resources.  Deployed units still have a discrepancy in IT system integration with different 

services.  Following operations in the African theater Special Purpose Marine Air Ground Task 

Force (SPMAGTF) 12.1 submitted an after action report detailing the communication systems 

used for command and control.  The after action report states the following:  
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Information sharing and knowledge management were facilitated through a variety of 
collaboration tools including Microsoft Internet Relay Chat (mIRC), SharePoint, Defense Connect 
Online (DCO), Jabber MomentIM, and Intelink, which became the primary means and was 
deemed most effective49

    
    

Separately each system identified is capable of providing reliable Command and Control 

(C2) support.  The issue is there is no integration between these systems.  In order to 

access SharePoint permission must be granted.  Jabber and mIRC are separate chat 

applications.  Submitting information on one is not transcribed to the other.  Managing 

information flow on these disjointed systems is counterintuitive to C2.   

 UC supports the staff officer’s ability to streamline information flow.  Information 

flow within a Command Operation Center (COC) is structured around processes 

established along functional areas.  The identified processes do not always facilitate 

efficiency.  Calls and emails are directed to users without the appropriate skillsets or 

authority to make a timely decision.  UC ensures the right person, receives the right 

information, to make a decision.                                    

Unified communication is a complex issue.  Different organizations have different needs 

which shape their deployment plan.  The enterprise architecture must be kept in mind when 

developing an implementation plan.  Robert Desourdis Jr., a senior systems architect at Science 

Applications International Corporation, addresses this when writing, “enterprise architectures 

can be created at many different levels within and across governance, organizations, and 

jurisdictional or stakeholder boundaries, but these uses must be strongly coordinated.”50  The 

DoD UCMP directs the following minimum requirements for UC implementation:  

1. Drive technology insertion through a common UC operational framework. 
2. Transition to UC using implantation phases defined by each DoD Component, as specified in 

respective DoD Component implementation plans.  DISA and the other DoD Components 
shall collaboratively integrate these implementation phases to maintain consistency and 
integrity of the UC operational framework, and to manage overall DoD UC risks.  

3. Employ prototype, preproduction, multi-vendor, and UC Pilot test and evaluation activities to 
ensure products are interoperable, secure, and NetOps compliant.  

4. Use competitive multi-vendor approved products based on common user requirements and 
listed on the DoD UC approved products list (APL).  
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5. Ensure Quality of Service (QoS) is available end-to-end, independent of technology 
employed, for non-assured/assured UC. 

6. Reduce the Defense Red Switch Network (DRSN) footprint by revalidating user 
requirements, migrating users, as appropriate, to classified DISN voice services such as Voice 
over Secure Internet Protocol (VoSIP), investing in an IP capable DRSN, and enabling 
gateways among DoD classified voice networks  

7. Provide UC across DoD and commercial networks using commercial standards, as 
appropriate.   

8. Implement end-to-end UC at a pace consistent with respective DoD Component mission 
requirements and available resources.  DoD Components shall coordinate with DISA on UC 
implementation schedules to ensure synchronization across the DoD enterprise.   

9. Use the DoD identity management and access control process.51

 
 

The one common thread is that all UC plans require an organized and repeatable planning 

process.  The implementation plan should follow industry best practices to ensure compatibility 

and future upgradeability.  The end state is to develop a “robust information-sharing architecture 

for true interoperability.”52 

Because UC is an integration tool the sum of its parts can be modular.  This allows 

organizations to leverage their already existing infrastructure increasing their return on 

investment.  The IT administrator with input from key stakeholders needs to determine what 

features would work best for the organization.  Working with the users to develop a common 

picture of how the architecture should function will ensure the network is functional and secure.  

As experts assert this vision of the architecture should include “guidance, rules, and product 

descriptions for developing and presenting architecture descriptions that ensure a common 

denominator for understanding, comparing, and integrating Families of Systems (FOSs), 

Systems of Systems (SoSs), and interoperating and interacting architectures”53

In order to deploy a suitable UC solution the DoD will have to combine separate systems.  

Given the current budget crisis the DoD will need to get a significant return on investment (ROI) 

for not only current systems but any potential new system investments.  A UC platform adopted 

by the DoD will need to be capable of integrating with the current hardware and software 

infrastructure while enhancing functionality.  Any interoperability issues with existing hardware 

and software will be a nonstarter for DoD implementation.     
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Conclusion:  

There have been significant technological advancements in the field of 

telecommunications.  The systems alone do not amount to a revolutionary change in the way 

users communicate and interact, how people use those systems does.  The versatility and 

functionality of social networking is a prime example.  Users today are able to exchange 

thoughts and interact with other users geographically dispersed in a way unimaginable only a 

few years ago.  This new capability is UC, a variant of social media.  The integration of diverse 

telecommunication assets that can access different services is the foundation for a revolutionary 

shift in the way people interact and collaborate.54   

The future of UC is unknown.  As more organizations embrace this capability more 

venders will develop varying solutions.  Determining the best solution for an organization is 

difficult.  It will depend on the needs of the organization.  The type of required connectivity will 

also play an important role.  Mobile and isolated users will not only want similar capabilities, but 

will justifiably require similar capabilities in order to be productive.   

There is currently no set standard for a unified communication platform.  Designing a 

resilient system with the redundancy to survive an austere environment, yet flexibility enough to 

meet the requirements of service members will be difficult.  For the US military, relying on 

industry best practices will be a starting point, but developing a robust military oriented 

implementation plan will be crucial to success.55

The potential UC holds for collaboration and work productivity is limitless.  As the 

Marine Corps’ budget is cut service members will have to leverage technology to meet demands.  

  According to Bern Elliot, this will “include 

initially focusing on a subset of unified communications functionality, ensuring that key 

stakeholders are involved in the planning, providing plenty of user training, conducting extended 

pilot periods, measuring success and failure of initial trials, and learning from early experiences 

and pilots.”56 
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A robust UC plan can have great effects in support of both garrison and deployed forces. By 

employing unified communications IT managers will be able to identify and remove redundant 

systems.  The integrated capabilities will make users more productive and reduce IT costs; 

however, the ability of service members in austere environments to collaborate with service 

members supporting them from within the United States is priceless and it is possible through 

UC.   

There are security concerns with UC.  Those concerns can be mitigated through diligent 

network security practices at both the administrator and user level.  All of the mitigation 

techniques discussed are already implemented on both garrison and tactical Marine Corps 

networks.  UC can offer service members a “streamlined mechanism for managing 

communications.”57

UC is an enabler for the modern warfighter.  Unified communication platforms will 

provide users with the ability to use the most appropriate medium of communication to 

collaborate with a distributed force.  The users can be in garrison or forward deployed and still 

have the ability to collaborate in real time.  This ability will significantly improve the speed at 

which information can be gathered, exchanged, and processed, fundamentally changing 

operational art.   Increased productivity and functionality in the command operation center will 

lead to increased operational effectiveness.  This effort has started and is ongoing.  The challenge 

will be ensuring that these integrated functions are effectively implemented so that leaders have 

the right information at the right time and are not overwhelmed by it.  The implementation of UC 

will provide the Department of Defense with an interoperable communications platform with 

disparate systems that will effectively increase the warfighter’s ability to make decisions.                  

  There is no justification to avoid the usage of this technology because of a 

fear of vulnerabilities.  With the proper implementation of security protocols and standard 

network security devices potential vulnerabilities can be mitigated.  This will allow UC 

platforms to function in their intended manner.                
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Illustrations 
 

 

 

Figure 1, unified communications diagram for business58 

 

 

 

Figure 2, Communication service59
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Figure 3, Mobile Instant messaging architecture60 

 

 

 

Figure 4, Network DMZ61
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