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A New Era for Command and
Control of Aerospace Operations

Lt Gen David A. Deptula, USAF, Retired

The AOR will become a CAOC.

Gen “Hawk” Carlisle
—Commander, Pacific Air Forces

ontrol of the aerospace environment is a fundamental prerequi-

site to successful operations in the physical domains of air, sea,

land, and space. Once established, such control facilitates the
freedom of action and movement for all joint forces. Accordingly, com-
mand and control (C2) of aerospace operations are critical functions
that must be a priority for the Department of Defense.

Disclaimer: The views and opinions expressed or implied in the Journal are those of the authors and should not be construed as carry-
ing the official sanction of the Department of Defense, Air Force, Air Education and Training Command, Air University, or other agencies

or departments of the US government. This article may be reproduced in whole or in part without permission. If it is reproduced, the Air
and Space Power Journal requests a courtesy line.
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Our ability to C2 air and space forces will be affected by three major
interrelated trends: emerging threats, new technologies, and the veloc-
ity of information. The changes in these three areas since the design,
establishment, and operation of the air and space operations center—
the AN/USQ-163 Falconer—have been dramatic and are accelerating.
Therefore, it is time to determine whether we can achieve success in
future operations by evolving our current concept of operations
(CONOPS), organizations, and acquisition processes for moderniza-
tion—or if we must seek fundamental change to each of these ele-
ments that affects our theater air control system (TACS). Before pro-
viding an answer, let’s take a brief look at each of the trends affecting
our ability to C2 our aerospace operations effectively.

Emerging Threats

The organization, size, and configuration of the AN/USQ-163 Fal-
coner have basically remained the same since its inception. Further-
more, we have essentially been on a holiday from large-scale C2 air-
power activities; for over two decades, we have had the luxury of not
being contested in the air and space domains. Those days are rapidly
changing. According to the Department of Defense’s report on Military
and Security Developments Involving the People’s Republic of China, 2014,
the People’s Liberation Army Air Force “is pursuing modernization on
a scale unprecedented in its history and is rapidly closing the gap with
Western air forces across a broad spectrum of capabilities including air-
craft, command and control (C2), jammers, electronic warfare (EW),
and data links.”' Such developments present a fundamental threat to
the current American C2 construct. Additionally, other potential ad-
versaries have studied the American way of war and have determined
that it would be most advantageous to keep us out of their neighbor-
hood rather than face our combat power.

Operations such as Desert Storm, Allied Force, Enduring Freedom,
Iraqi Freedom, and Odyssey Dawn have repeatedly demonstrated the
overwhelming prowess of American airpower. Therefore, possible ad-
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versaries are adopting (and proliferating) antiaccess and area-denial
(A2/AD) expertise—new generations of cruise, ballistic, air-to-air, and
surface-to-air missiles; antisatellite weapons; and cyberspace capabili-
ties intended to deny US forces freedom of action. Failure to respond
with new C2 thinking to these evolving A2/AD threats will force us to
operate with greater risk and farther away from our areas of interest.?

A2/AD threatens our ability to C2 air and space operations in three
ways. Near-peer adversaries can employ kinetic and nonkinetic weap-
ons to deny us communications and intelligence, surveillance, and re-
connaissance (ISR) from our space-based assets, thereby isolating our
forces and blinding our leadership. Cyber attacks—now evolving be-
yond mere hacking or denial of service—are becoming more sophisti-
cated and may be used to intentionally disrupt operations at the com-
bined air and space operations center (CAOC). Accurate, long-range
cruise and ballistic missiles are growing in their potential to threaten
large, fixed, and exposed CAOCs.

As the most senior organizational element of the TACS and the fac-
tory for generating the air tasking order—the administrative vehicle for
translating the combatant commander’s air strategy into executable
plans—the CAOC becomes an extremely lucrative target. This situation
poses a question that challenges our conventional approach to C2. Can
we deliver information to the war fighter at the tactical edge without
having to rely on the traditional C/AOC model of hundreds of people
organized in stovepiped divisions around segregated mission areas?
The answer will have cascading effects on the architecture that we
build to organize and operate C2 in the future—and the degree to
which we enjoy operational success.

New Technologies

Innovative technologies, which enable new capabilities, will require
novel ways to C2 as a means of optimizing the production of desired ef-
fects. We need to think beyond the constraints that traditional culture

July-August 2014 Air & Space Power Journal | 7
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imposes on new technology. For example, fifth-generation aircraft are
termed “fighters,” but, technologically speaking, F-22s and F-35s are not
just fighters—they are F-, A-, B-, E-, EA-, RC, AWACS-22s, and -35s. They
are flying “sensor strikers” that will allow us to conduct information-age
warfare inside a contested battlespace whenever we desire—if we fully
exploit their “nontraditional” capabilities in a fashion that becomes the
new “traditional.”

Doing so will demand leading-edge networking capabilities and dif-
ferent approaches to solving our data-bandwidth issues. For example, to
accommodate the explosion in data growth from new sensors, instead
of building bigger pipes to transmit all the collected information, we
should process it on board and transmit only the data of interest to the
users. This approach inverts our current ISR processing methodology.

Existing service-component integrated capabilities could enable ad-
vanced joint operational concepts. For example, fifth-generation sensor
strikers—F-22s and F-35s—could be used to cue Aegis fleet missile de-
fense batteries to engage adversary antiship ballistic missiles launched
against US carrier strike groups. Fully capitalizing on these capabilities
calls for an innovative way of designing our force. As we bring a new
long-range ISR/strike aircraft into the Air Force inventory to capitalize
on the impact of long-range precision effects, we must amplify those
effects through integration with the array of other forces by means of
networked sensor/shooter capability from seabed to space.

Velocity of Information

Significant advancements in telecommunications, sensors, data stor-
age, and processing power are emerging every day. As a result, the tar-
geting cycle has evolved from months to weeks to days to minutes,
and from multiple, specialized, and separate aircraft assigned to sepa-
rate commands, to “finding, fixing, and finishing” from one aircraft in
minutes.

July-August 2014 Air & Space Power Journal | 8
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Consider just one example from Operation Iraqi Freedom. A Predator
piloted from Nevada by the Air Force successfully spotted and identi-
fied a sniper who had pinned down a Marine ground force. The re-
motely piloted aircraft delivered video of the sniper’s location directly
to an on-site Marine controller who used it to direct a Navy F/A-18 into
the vicinity. The Predator laser-designated the target for the Navy jet’s
bombs, eliminating the sniper. The entire engagement took less than
two minutes. That is the synergy of precision and information we must
achieve routinely. With an MQ-9 Reaper, the engagement could have
been shortened further by combining the ISR sensors, designator, and
weapons on one aircraft.

Although the increase in information velocity dramatically enhances
the effectiveness of combat operations, we must contend with a down-
side. As a result of modern telecommunications and the rapid trans-
mission of information to, from, and between various levels of com-
mand, we have many examples of “information age” operations in
which commanders at operational and even strategic levels usurp
tactical-level execution. This devolution of the construct of centralized
control / decentralized execution to one of centralized control / cen-
tralized execution has reduced effectiveness in accomplishing mission
objectives. We need discipline to ensure that “reachback” does not be-
come “reachforward.” Centralized control / centralized execution rep-
resents the failed Soviet command model that stifled initiative, in-
duced delay, moved decision authority away from execution expertise,
and bred excessive caution and risk aversion. The results of such a
model against a more flexible command structure were evident in
1991, when Soviet-sponsored Iraq unsuccessfully applied similar C2
constructs against the US-led coalition.

Higher-level commanders who are unwilling to delegate execution
authority to the echelon with the greatest relevant situational knowl-
edge and control suffer from their remote perspective, create disconti-
nuity, and hamstring the capability of commanders at the tactical
level to execute a coherent, purposeful strategic plan. Growing acces-
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sibility to information requires the restructure of C2 hierarchies to fa-
cilitate rapid engagement of perishable targets and capitalize on our
technological advantage. Information synthesis and execution author-
ity must be shifted to the lowest possible levels, and senior command-
ers and staffs must discipline themselves to stay at the appropriate
level of war.

As described earlier, advancing threats demand that we move beyond
large, centralized, and static C2 facilities. Replacing them with a mobile,
distributed C2 structure that can handle the same volume and diversity
of information as today’s regional CAOC will call for a reappraisal of
how we deal with information flow. The “art of command” will morph
to realize Metcalfe’s Law network values while the “science of control”
will continue to demonstrate Moore’s Law by expanding technology to
extend human capacity.® The path for optimal growth of both is found
through a focus upon gaining and maintaining a decision-cycle advan-
tage as the critical path guide.

Elements of a New Architecture for Aerospace C2:
Novel Concepts of Operations and Organizational Change

Concepts of Operations

The US military is now at a juncture where the velocity of informa-
tion, advances in stealth and precision-engagement technologies, sen-
sor developments, and other technologies will permit it to build com-
pletely new CONOPS from those based on legacy “combined arms
warfare” models that simply align segregated land, air, and sea opera-
tions. We now have the potential to link information-age aerospace ca-
pabilities with sea- and land-based means to create an omnipresent de-
fense complex that is self-forming and, if attacked, self-healing. Such a
complex would be so difficult to incapacitate that it would possess a
conventional deterrent quality that would exert a stabilizing influence
wherever it is deployed. The central enabling idea is cross-domain
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synergy, which refers to the complementary, as opposed to merely ad-
ditive, employment of capabilities in different domains such that each
enhances the effectiveness—and compensates for the vulnerabilities—
of the others. This combined-effects approach deals with integrating
existing and future air, space, and cyber capabilities within an agile op-
erational framework guided by human understanding.* It is an intel-
lectual construct built on a technological infrastructure.

Developed with the idea of creating an ISR, strike, maneuver, and
sustainment complex that employs information-age technologies to en-
able highly interconnected, distributed operations, this “combat cloud”
will usher in an entirely different architecture for the conduct of war-
fare. Adoption of the combat-cloud concept and the resulting CONOPS
will deliver accurate, decision-quality information to all relevant infor-
mation nodes to produce the desired effect, regardless of service, do-
main, platform, or level within the command hierarchy.

The combat-cloud concept is somewhat analogous to “cloud comput-
ing,” which is based on using a network (e.g., the Internet) to share in-
formation rapidly across a highly distributed, self-evolving, and self-
compensating network of networks. However, instead of combining
the computing power of multiple servers, the combat cloud combines
the war-fighting power of combat systems by capitalizing on C2 and
ISR networks to quickly exchange data derived from any source across
an all-domain architecture of sensors and shooters to increase their ef-
fectiveness and attain economies of scale.

If enabled by sufficiently secure, jam/intrusion-resistant connectiv-
ity, a viable combat-cloud construct—compared to legacy operational
concepts—would permit the employment of lower numbers of current
and future-generation combat systems to produce higher levels of ef-
fectiveness across larger areas of influence. For example, instead of as-
sembling traditional strike packages of massed fighters, bombers, and
supporting aircraft to attack individual targets, the combat cloud could
integrate complementary capabilities into a single combined “weapons
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system” capable of conducting disaggregated, distributed operations
over a dynamic, fluid operational area.

The combat cloud requires equipping all platforms as sensors as well
as “shooters” (defined as an ability to achieve a desired effect) and—
even more importantly—employing them to that purpose. It demands
a C2 paradigm that enables automatic linking analogous to today’s cell-
phone technology (i.e., moving from one cell zone to another is trans-
parent to the user) as well as seamless data transfer, without the need
for continual, deliberate human interaction within and/or between the
air combat cloud nodes.

Organization

Although we need to realize and exploit the advantages of modern
aerospace and information-age technology to build new CONOPS, we
must also recognize that innovation can be applied to organization as
well as from technology. The Operation Desert Storm air campaign
was an inflection point that highlighted the need to reform and mod-
ernize our C2 processes to catch them up with the precision, stealth,
and effects-based planning methodology that led to the campaign’s
success. Our AN/USQ-163 Falconer CAOCs and associated planning
and execution processes were the outcome of the C2 lessons learned
from that air campaign. They have served us well in the past, but we
face a much different future—one that will be defined by the new
threats, new technologies, and increasing velocity of information de-
scribed previously. Our combat C2 organizational architecture, pro-
cesses, and organizations must evolve and advance at least at the same
pace as these trends.

For example, our current 1990s-designed CAOC organization is built
around separate tasking processes for ISR (Planning Tool for Resource
Integration, Synchronization, and Management [PRISM]) and force ap-
plication (Theater Battle Management Core Systems [TBMCS]). How-
ever, we are now operating in an era when the platforms that PRISM
and TBMCS were designed to manage can now perform either mis-
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sion—or both. During the last two years of Air Force F-16 combat op-
erations in Iraq, those aircraft were tasked nearly 100 percent of the
time to conduct ISR activities using their targeting pods. Meanwhile,
MQ-9 Reaper remotely piloted aircraft were equipped with laser-
guided bombs to strike selected targets, including those discovered by
the Reapers’ own sensor suite. Despite such overlap, the Reapers were
tasked through PRISM, and the F-16s through TBMCS. However, evolv-
ing technologies now afford us the opportunity to ensure that most of
the aircraft in the Air Force’s inventory can efficiently and effectively
act as both sensors and shooters. It is time to end the segregation in-
herent in the current CAOC organizational and process design and
move to a much more integrated planning and tasking function.

The fundamental C2 tenet of centralized control and decentralized
execution has guided aerospace operations since World War II. Al-
though that principle remains sound, emerging technologies and con-
cepts permit us to consider evolving in the direction of a “centralized
command, distributed control, and decentralized execution” construct.
It is an appropriate progression towards more agile, flexible C2 in an
era of increasing threats and accelerating information velocity. During
the Desert Storm air campaign, aircrews were assigned the vast major-
ity of targets to be attacked before they took off. Today, over Afghani-
stan, the vast majority of such targets are not specified to the aircrews
delivering the effects—and often remain unknown to planners—until
well after the sensor/shooter aircraft are airborne.

We now operate in an era of increasingly precise target discrimina-
tion and effects delivery. However, we can apply force more adeptly
than we can assess its effects. Never has so much accurate firepower
been placed on an adversary in such a compressed period of time.
During Iraqi Freedom, for example, more than 600 coordinates for mo-
bile targets were processed per day. Our challenge now is to skillfully
C2 the rapid employment of precision systems, assess the effects, and
react in the most productive way, all while operating in an efficient,
distributed fashion.
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A recent CONOPS innovation emerged in the design of the “Rapid
Raptor” concept, which involves deploying a flight of four F-22s and
one C-17 on short notice and being ready for operations at several dis-
tributed locations.® How will we carry out centralized command, dis-
tributed control, and decentralized execution when (not if) connectiv-
ity is severed? Deployed detachment commanders need to be an
integral element of a new TACS—as do our wing commanders—fulfill-
ing a role much more integral to a distributed C2 system than simply
their historical force-provider role.

We have to think outside the organizational constructs that history
has etched into our collective psyche. The days of strategies and plans
based on unchanging divisions, wings, and fleets are coming to a long-
overdue end. Network-centric, interdependent, and functionally inte-
grated operations—performed by the right mix of available forces, re-
gardless of service or nomenclature—are the keys to future success in
war fighting.

Although General Carlisle’s message at the beginning of this article
specifically concerned his area of responsibility (AOR), his insights ap-
ply in all theaters. In the future, we need to invert the paradigm of
large, centralized theater C2 nodes and develop a system that issues
specific direction to particular elements of combat power according to
a paradigm of multiple nodes responding in parallel to guidance de-
signed to produce desired theater-wide effects. Determining how to do
that should be the focus of the time, effort, and resources we spend on
C2. This is how we should prepare for the next war rather than rely on
the methods we used to fight the last one.

Conclusion

The challenges of emerging threats, new technologies, and the ve-
locity of information demand more than a mere evolution of current
C21ISR paradigms. We need a radically new approach that capitalizes on
the opportunities inherent in those same challenges. We cannot expect
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to achieve future success through incremental enhancements a la
CAOC 10.x upgrades—that method evokes an industrial-age approach
to warfare that has lost its currency and much of its meaning. We can-
not meet the requirements of information-age warfare with “spiral de-
velopment”; rather, we must have modular, distributed technological
maximization that permits and optimizes operational agility. That kind
of agility calls for dramatic changes to our C2 CONOPS; our organiza-
tional paradigms for planning, processing, and executing aerospace op-
erations; and our acquisition processes. It also demands a determined
effort to match the results to the three critical challenges and opportu-
nities while simultaneously fitting them seamlessly into the context of
joint and combined operations.

We will not meet future national security issues in a fiscally con-
strained environment by simply buying less of what we already have.
We must embrace and invest in innovation, creativity, and change—a
charge that applies not only to the systems we procure in the future

but also to the ends, ways, and means that we command and control
them. &
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and executing national security operations from humanitarian relief to major
combat. He was the principal attack planner for the Operation Desert Storm
air campaign; commander of no-fly-zone operations over Iraq in the late 1990s;
director of the air campaign over Afghanistan in 20071; joint task force com-
mander (twice); and air commander for the 2005 South Asia tsunami relief.
General Deptula also served on two congressional commissions charged with
outlining America’s future defense posture. He is a fighter pilot with more than
3,000 flying hours—400 in combat—including multiple command assignments
in the F-15. During his last assignment as the Air Force’s first deputy chief of
staff for intelligence, surveillance, and reconnaissance (ISR), he transformed
America’s military ISR and drone enterprises. General Deptula currently serves
as dean of the Mitchell Institute of Airpower Studies; senior scholar at the Air
Force Academy; board member on a variety of public, private, and think-tank
institutions; and thought leader on defense, strategy, and ISR.

Let us know what you think! Leave a comment!
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Describing the Elephant

Framing a Discussion on Command and Control
Col Henry Cyr, USAF

To believe that the wars of the future, thanks to some extraordinary techno-
logical advances yet to take place in such fields as computers or remotely
controlled sensors, will be less opaque and therefore more subject to rational
calculations than their predecessors is, accordingly, sheer delusion.

—Martin van Creveld

ne of the historical strengths of the US Air Force has been its

rapid projection of combat airpower across the globe, leverag-

ing command and control (C2) that expand our range and
scope of action. Prior to the end of the Cold War, C2 capacity was
closely aligned with the task and level of need. Airborne C2, the ser-
vice's most operationally flexible component, was a central and under-
stood element of a core mission well suited to tackle an existential war.
With the passing of time, the nature of threats to the nation changed,
and technology advanced. The Air Force retired legacy airborne and
air-control C2 assets, updated remaining programs to reflect the evolv-
ing threat, and optimized technology accordingly. In an earlier age,
the professionalism of the C2 crews and the singular task of major the-
ater war with the USSR ensured technical competence and mission fo-
cus. As the range of threats to which the Department of Defense
(DOD) responds has expanded and the effects of fiscal reduction have
become manifest, our C2 construct and expertise have not kept pace.
Today, more than ever, we need a deeper and holistic understanding of

Disclaimer: The views and opinions expressed or implied in the Journal are those of the authors and should not be construed as carry-
ing the official sanction of the Department of Defense, Air Force, Air Education and Training Command, Air University, or other agencies
or departments of the US government. This article may be reproduced in whole or in part without permission. If it is reproduced, the Air
and Space Power Journal requests a courtesy line.
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the broad mission area to help design appropriate and adaptive con-
structs that meet the C2 demands of the operational and tactical levels
of war.

Discussing C2 can be a challenge because of the breadth of the topic
and because we use similar words to express distinctly different mean-
ings. When discussing air superiority; global strike; global mobility;
and intelligence, surveillance, and reconnaissance (ISR), we readily
understand the core meanings of these functions. This is not the case
with C2. The denotation of that term varies across the levels of war; by
service, mediums, career fields, and platforms; and across the realms
of academics, joint-requirements modelers, and contractors—key part-
ners in the development of C2 concepts and capabilities. Whether be-
cause of this confusion or in spite of it, among all five core missions of
the Air Force, the intangible C2 tends to be the most assumed—an in-
visible given in our operations and our modeling. These challenges in
understanding C2, coupled with the sense of its presumed ubiquity,
prompt lingering questions about our C2 operations writ large.

As the Air Force faces sequestration budgets, basic and honest inqui-
ries arise concerning its C2 operations. What “amount” of C2 is re-
quired, and how will we provide it? Who is qualified to do it—every-
one? How is the task of airborne battle management appropriately and
adaptively integrated along the spectrum of C2? Our success with re-
motely piloted aircraft and reachback ISR systems prompts the ques-
tion, why can’t we conduct tactical C2 remotely? Furthermore, can we
do without it in the future if “fifth-generation” fighter/bomber aircraft
have all the situational awareness (SA) they need? Addressing these
questions demands fresh evidence and perspective but is also served
by a reminder of enduring truths. The articles featured in this issue of
Air and Space Power Journal use historical accounts, case studies, and
theory to examine aspects of these honest inquiries.

In terms of scope, these articles touch all three levels of war, empha-
sizing the often-neglected tactical level of C2, where war takes on its
most tangible forms. This level offers a detailed look at what C2 really
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entails in the battlespace. Although designed to be platform agnostic,
most of the articles incorporate recent experience with the Joint Sur-
veillance Target Attack Radar System (JSTARS), providing a practical

framework for the theoretical discussions. It is this discussion in the-
ory that will repave the path ahead for better understanding and op-

erational performance in this complex core function. To move down

this path requires a common frame of reference.

10 Propositions Regarding Command and Control

Ten general propositions concerning C2 emerge from the following
articles. First, C2 is a joint function with established tasks and doctrine.
Decades of US experience with C2 operations are layered into Joint
Publication (JP) 1, Doctrine for the Armed Forces of the United States; JP
1-02, Department of Defense Dictionary of Military and Associated Terms;
JP 3-0, Joint Operations; JP 6-0, Joint Communications System; and other
governing doctrine. The prevalence of C2 in our joint doctrine reflects
the centrality of performing C2 well and the tragedy of doing it poorly
(e.g., Operation Eagle Claw during the Iran hostage crisis; the 1994
Blackhawk shoot-down in Operation Northern Watch; Operation Ana-
conda in Afghanistan; blue-on-blue Patriot engagements in 2003; and
various incidents of civilian casualties). Those who ponder a future in
which C2 is conducted safely remote from the chaos of battle might
then be asked how this reconciles with the collective wisdom of such
established and pervasive joint doctrine.

Second, C2 requires unique operational competencies that span all mili-
tary operations. This statement contains two unique elements (compe-
tency and span of task) that coalesce into a unified theme: the ability
to perform effective C2 is not simply inherent in the ability to accom-
plish other operational tasks. The pervasive need for C2 within all mil-
itary operations oftentimes has the pernicious effect of making it ap-
pear as a rudimentary task, the effective performance of which is
inherently innate to those operations. Unique C2 competencies exist;
they are required to translate a commander’s vision into action; and
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they are joint. Some articles in this issue convey these facts through
operational vignettes that span multiple combatant commands and
various levels of conflict. They demonstrate a desired end state in
which military battle managers are trained to bring order from chaos,
condensing stunningly complex environments into an understandable
battlespace. All of these articles share a central theme—that these
competencies must span every DOD operation, using doctrinally con-
sistent skills which yield high-functioning C2 systems transportable to
any fight.

Third, airborne C2 inherently expands a commander’s influence over op-
erations. From Marshal Mikhail Tukhachevskii forward, military think-
ers valued the superior operational oversight from C2 in the air. By
means of its mobility, airborne C2 offers range, reach, and adaptabil-
ity—coupled with unique communications and surveillance feeds un-
matched from space—to provide in situ problem solvers who align un-
derstanding of the commander’s intent to the chaos of actual conflict.
Many forms of remote C2 have been demonstrated, ranging from our
own air defense sectors in the continental United States to some opera-
tions in US Central Command today. These options, however, require
vast capital investments and years of infrastructure development that
could not be matched in, say, Operation Odyssey Dawn / Unified Pro-
tector in Libya. Living without airborne C2 would also ignore the vast
number of operations that still occur on line-of-sight radios, which can-
not be heard remotely on any scale necessary to maintain C2 over a
conventional fight.

Fourth, overcoming fog, friction, and chance calls for continuous, in-
battlespace problem solving with on-scene SA. The US Africa Command
and maritime case studies in this issue illustrate how much problem
solving and initiative really take place at the tactical level of C2. Ad-
vances in reachback communication architectures, which have en-
abled routine strike and ISR missions, have prompted an increasing
desire to push existing strategic- and operational-level reachback C2
down to the tactical level. This discussion, though certainly valuable,
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must be informed by “facts on the ground” and not analogy. Central to
such dialogue is an understanding of the vast amount of decision mak-
ing at the tactical level that is never made apparent outside the physi-
cal battlespace. When operations like Odyssey Dawn / Unified Protec-
tor in Libya succeed, no one sees the suspension of naval gunfire due
to dense Strike Eagle operations in an open kill box. Nor does anyone
know about the positive identification of non-English-speaking parti-
san forces not killed due to high levels of' localized SA. Rather, the fact
that those outside the battlespace simply see the successful outcome
inherently masks the vast amount of problem solving that actually oc-
curs in the battlespace, far removed from observers.

Fifth, C2 arrangements supply an action arm in the battlespace by lever-
aging SA from all levels of war. Arguably, we have developed the most
powerful ISR capabilities in the history of the world. Additionally, fifth-
generation aircraft present their own source of SA in new ways. With-
out the unifying force that is C2, these amazing technical advances
may realize only individual success or localized advantage rather than
broader operational-level advances. This point is further reinforced
when we remember that the development and sharing of SA remain
anchored in part to line-of-sight radio communications, with many
participants in the air, on the ground, or at sea lacking dependable
voice-satellite capability. Even if we cultivate such capability for all of
the DOD, we will still require the line-of-sight radio for continuity of
operations if an adversary “turns off” space.

Sixth, the importance of C2 increases with operational complexity and
cultural expectations about precision. In his article “C2 Rising,” Lt Col
Paul Maykish shows a gradual rise in the significance and scale of C2
operations based on megatrends in war and an understanding of the
unchanging nature of C2. An additional rise in the need to compre-
hend and develop adaptive C2 constructs derives from shifts in Ameri-
can culture that must be matched by more elegant solutions. From Op-
eration Desert Storm forward, America and its coalition partners
expect ever-increasing precision in operations. This enhanced expecta-
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tion of precision and reduced tolerance for loss of life and destruction
of property demand more operational oversight, not less—a situation
that presents a paradox. That is, we prefer as little C2 as necessary to
carry out missions but must have enough to satisfy the amount of
oversight that our nation expects of a highly precise and less wantonly
destructive military.

Seventh, C2 systems ill matched to specific operations may produce dys-
function. Voids in C2 systems force ad hoc arrangements to fulfill the
unchanging C2 sub-functions. Several modern examples of C2 voids
come to mind. For Odyssey Dawn / Unified Protector, JSTARS was ini-
tially tasked to support operations in Libya as an ISR asset but quickly
filled operational-level C2 voids by chance rather than design (see
“Command and Control in Africa” by Maj Damon Matlock, Maj Jona-
than Gaustad, Maj Jason Scott, and Capt Danielle Bales). The joint air-
to-ground integration cell, an initiative centered on large-scale close
air support, addresses voids in the theater air control system in the old
air support operations center’s sphere of influence. The dynamic air
response coordination cell is an ad hoc C2 node that is forming to deal
with an Air Force-Navy seam for reroling aircraft to new missions.
Special Operations Command has created a tactical air coordinator
(airborne) role to manage higher-volume air operations associated
with raids. Finally, numerous ongoing C2-of-ISR projects are driven
largely by perceived C2-function-based voids.

All five examples may be good C2 adaptations worthy of praise, but
they also serve as evidence. When we fail to honor the C2 sub-functions,
voids appear that eventually must be filled. Every one of these is a
window into what happens when C2 capabilities do not match an op-
erational need. In these cases, we have seen the C2 voids and have
adapted with the luxury of time. Without such a luxury in future con-
flicts, what burden do we levy upon commander(s) that could be more
easily resolved by adaptive and appropriately constructed C2 systems?

Eighth, to have high-functioning C2, we must consider all aspects of the
C2 system (e.g., C2 professionals, doctrine/tactics, competencies, skills,
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platforms, technologies, plans, authorities, tasks, sub-functions, and ef-
fects). The sheer complexity of the C2 mission area makes taking a ho-
listic view challenging. Whether due to the magnitude of the task, dif-
fering service views of C2, or confusion about how we discuss the
topic, coherently integrating the many aspects of C2 has proven prob-
lematic, oftentimes leading to suboptimal operational results. Descrip-
tively, C2 operations remind us of the classic story of the Sufi elephant
in which blind men examine one part of the creature, each believing
that it represents the whole but all presenting vastly different views of
the beast. Similarly, when we address C2 questions, we will find it
helpful to consider all parts of the system to determine if our concepts
lead us to holistic, adaptive, and effective ends.

Ninth, commanders control operations in a mix of three ways: in person,
by plans (e.g., the joint air operations plan, air operations directive, air
tasking order, and airspace control order), and by delegation with intent
(e.g., decentralized execution, distributed C2, mission-type orders, and mis-
sion command).! Currently, the Air Force is navigating this spectrum of
control with the idea of moving authorities for certain C2 tasks down
to the tactical level of war. The “distributed C2” concept is a response
to contested, degraded environments.? Yet, the concept is moving for-
ward, accompanied by uneasiness regarding the risks we take if we
distribute more decision making “to the edge.” Martin van Creveld
notes that this is normal in dealing with uncertainty in war insofar as
centralization and decentralization come down to “readiness at higher
headquarters to accept more uncertainty while simultaneously reduc-
ing it at lower ones.”* He captures the idea that all centralized/decen-
tralized debates in military operations simply come down to where we
distribute uncertainty in war.

Finally, the measure of merit for any C2 system is results—accomplish-
ing missions in any situation. Never really about career fields, platforms,
or specific capabilities, C2 operations instead have to do with strength
in the form of adaptive integration—that essential requirement to forge
mission accomplishment in diverse joint and coalition fights. A recur-
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ring theme throughout this C2 focus issue is that our strength lies not
singularly in our people, ideas, weapons, or platforms but in their sys-
tematic and adaptive integration via C2—by way of the unifying vision
of a commander. Results are, and will always remain, the ultimate
measure of merit for our thoughts regarding C2.

Conclusion

Commanding and controlling forces reflect an immutable need of a
commander to array and employ those forces. The core challenges—to
commanders and, by extension, the C2 function—are enduring. The
specific methods and means to do so have changed over time, but ef-
fective C2 has always called for unique competencies and systems.
Given the complexity of the topic, refocusing within the DOD to meet
the demands of over a dozen years of counterinsurgency and counter-
terror operations and, now, declining military budgets, we must en-
gage in informed discussion about the C2 needs of commanders to
deal with warfare that is increasingly distributed, complex, and varied.
Thus, to overcome the inevitable fog, friction, and chance that these
future commanders will face, we need mobile and adaptive C2 capable
of bringing order from chaos—just as we needed it when the first ob-
servation balloon launched. The articles in this issue of Air and Space
Power Journal work towards clarifying a modern doctrinal understand-
ing of C2 by offering research and discussion informed by the actual
work of today’s C2 operations. &

Notes

1. Adapted from Allan English, Richard Gimblett, and Howard G. Coombs, Networked Op-
erations and Transformation: Context and Canadian Contributions (Montreal: McGill-Queen'’s
University Press, 2007), 19-20.

2. See Lt Col Alan Docauer, “Peeling the Onion: Why Centralized Control / Decentralized
Execution Works,” Air and Space Power Journal 28, no. 2 (March-April 2014): 24-44, http://
www.airpower.maxwell.af.mil/digital/PDF/Tssues/2014/ASPJ-Mar-Apr-2014.pdf.
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Officer School, US Marine Corps Command and Staff College (distinguished
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C2 Rising
A Historical View of Our Critical Advantage
Lt Col Paul J. Maykish, USAF

Life can only be understood backwards, but it must be lived forwards.

—Seren Kierkegaard

he command and control (C2) core function can be somewhat

difficult to grasp. For example, consider the service publication

Global Vigilance, Global Reach, Global Power for America. This
compelling piece lays out concise, one-page descriptions of the origi-
nal five Air Force core functions: air and space superiority; intelli-

Disclaimer: The views and opinions expressed or implied in the Journal are those of the authors and should not be construed as carry-
ing the official sanction of the Department of Defense, Air Force, Air Education and Training Command, Air University, or other agencies
or departments of the US government. This article may be reproduced in whole or in part without permission. If it is reproduced, the Air
and Space Power Journal requests a courtesy line.
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gence, surveillance, and reconnaissance (ISR); rapid global mobility;
global strike; and C2.' The first four core functions have power and
clarity. They are the legacy of the air and space nation. However,
when readers reach the fifth core function, they are led to believe that
the meaning of C2 is maintaining networks in the cyber age. Yet, in
terms of grasping C2, networks do not explain that concept any more
than missiles explain air superiority or bombs define global strike.

America’s greatest advantage in war fighting lies not in the quality of
its people, ideas, weapons, or planes but in the systematic integration
of those elements via C2. Going back to Napoleon, modern thinkers
have consistently made this observation. Men such as Field Marshal
Helmuth von Moltke (the Elder) and the US Air Force’s Col John Boyd
mark a steady rise toward identifying C2 operations as the prime inte-
grator of military power in terms of people, ideas, weapons, and ma-
chines.?

To analyze the concepts of these thinkers, Carl von Clausewitz of-
fered a helpful distinction. He taught that the character of war will
change while certain aspects in the nature of war never change. Both
the changing and the unchanging aspects are always at play in war,
and both merit our devoted study.? Moltke, Marshal of the Soviet
Union Mikhail Tukhachevskii, Air Chief Marshal Hugh Dowding, and
Boyd were forced to think about C2 operations based on the evolving
character of war in their day but also produced insights about C2 funda-
mentals in the nature of war. They navigated (1) the rise of industrial-
age warfare, (2) the new operational level of war, (3) the range and
speed of the aviation age, and (4) the beginning of information-age
warfare. At the same time, they found that universal C2 sub-functions
and concepts are inherent to the unchanging nature of war. Both the
changing and unchanging aspects of C2 in their works represent a con-
stant movement toward viewing C2 as our critical advantage (or its ne-
glect—our critical weakness). Moreover, we can now observe these
same universal sub-functions across industries ranging from NASA'’s
mission control to national power grids. Seeing the nature of C2
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through both the eyes of'its greatest contemporary thinkers and uni-
versal forms can also make this subject more tangible to anchor our
views of how we fulfill these sub-functions in the future.

A Six-Stage History of Modern
Airpower Command and Control

Until Waterloo, military C2 in war was predominantly a single-man,
single-battlefield affair. While empires like Greece, Persia, and Rome
had periods of “grand strategy,” the portrait of C2 in ancient warfare is
framed largely through individual battles—often great ones. In these
battles, the commander could apprehend the scope of the battlefield
and control it with an officer corps and signals.

Napoleon Bonaparte. (From “The Emperor Napoleon in His Study at the Tuileries,”
Wikipedia: The Free Encyclopedia, accessed 1 June 2014, http://en.wikipedia.org/wiki
[FileJacques-Louis_David_-_The_Emperor_Napoleon_in_His_Study_at_the
_Tuileries_-_Google_Art_Project,jpg.)

In this stage, Napoleon was a transitional figure in expanding the art
of C2. His dispersed armies often moved along a wide front and then
converged on the day of battle. One division would engage, and the
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others would “march to the sound of the guns.” Often, a corps would
arrive at the 11th hour of battle, providing decisive reserves and the
margin of victory. This era, stage one, is represented by the looming of
industrial-age warfare and an expansion of C2 art by Napoleon.

——

Helmuth von Moltke (the Elder). (From “General von Moltke,” Wikimedia Commons,
accessed 1 June 2014, http://upload.wikimedia.org/wikipedia/commons/8/8f/General
_von_Moltke,jpg.)

By 1870, revolutions in transportation (the train) and communica-
tion (the telegraph) expanded the commander’s operations over many
battlefields simultaneously. These revolutions changed the character
of war for Moltke during the Franco-Prussian war. In 1932 Russian the-
orist Georgii S. Isserson captured Moltke’s role by noting that “Moltke
the strategist was faced with a completely new problem of coordinat-
ing and directing combat efforts, tactically dissociated and dispersed in
space to achieve the overall aim of defeating the enemy.”* Until then,
only the strategic and tactical levels of war existed. This new phenom-
enon, the nascent emergence of an operational level in war, was some-
thing separate from the tactical and strategic levels.” Moltke observed
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that new transportation and communication phenomena allowed
forces to “move divided and fight united” (largely how we fight today).°

This change in the character of war indirectly shaped C2 history in
the ideas of Moltke. He thought that winning strategies would now in-
volve having what he called a “system of expedients” to take advantage
of the opportunities found at this new level of war. He went as far as
saying that “strategy is a system of expedients” (emphasis added).” Two
key leaps in Moltke’s observation transfer to C2 theory: (1) warfare
now required a systems approach to accommodate its broader charac-
ter, and (2) the system with the best inherent adaptability in respond-
ing to fog and friction (“expedients”) would prove superior. This idea
created a quiet turn toward a C2 profession ushered in by revolutions
in technology and the character of industrial-style warfare.®

C2 systems in this era were simple compared to modern ones. In
Moltke's era, such systems were also remarkably high functioning:

A relatively small staff (even Moltke’s General Staff in 1870 numbered
only approximately seventy officers, as against close to a million men that
it controlled during hostilities against France), some wagons with filing
cabinets and maps, a pool of mounted orderlies, and such technical con-
trivances as field telescopes, standards, trumpets, drums, and pigeons
(later supplemented by telegraph and telephone) formed the sum total of
command systems.’

Even until World War I, fielded forces used carrier pigeons for C2 com-
munication at the Battle of Verdun—Iess than 100 years ago.” Yet, in
these simple systems, Moltke and the Prussians adapted to a new level
in war while grasping the systems approach we still use today. Thus,
Moltke’s era, stage two, is marked by the front edge of an operational
level in war and foresight into systems warfare.
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Mikhail Tukhachevskii. (From “Mikhail Tukhachevsky,” Wikimedia Commons,
accessed 1 June 2014, http://upload.wikimedia.org/wikipedia/commons/6/66/Mikhail
_Tukhachevsky,jpg.)

The next great leap in understanding modern C2 came in the brutal
form of the Red Army. The genius of that Soviet war machine, Mikhail
Tukhachevskii, advanced many characteristics of modern warfare, in-
cluding airborne paratroopers and tanks. He was also fascinated by how
airplanes could (1) transform the concept of range (what he called
“deep battle”) and (2) provide unparalleled observation and integrated
firepower to advancing forces (what he called “airmechanization”). One
could argue that the Germans married the same ideas in the blitzkrieg
concept that crippled Poland and Western Europe in 1939 and 1940.

By 1924 Tukhachevskii had begun to grasp the new complexity of C2
by articulating its sub-functions inherent to the nature of warfare. In
that same year, he had five of the six functions we use today in Air
Force Tactics, Techniques, and Procedures (AFTTP) 3-1, Theater Air
Control System 2013, and by 1937, six of six."! In 1937 Tukhachevskii
even conceptualized these C2 functions performed in the air, where a
bird’s-eye view would offer maximum awareness to both commanders
and shooters:
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Communications aircraft carry out the following tasks: (a) delivery of orders
and collection of situation reports, (b) maintenance of communications be-
tween divisions, [and] (c) battlefield surveillance. Translators note: “Vois-
kovoi” now normally implies “divisional, organic to divisions,” but here prob-
ably includes corps as well. “Liaison with tanks” (lit. fr. “‘accompaniment of
tanks”) is a complex concept [to translate]. The same term is now used for
artillery support of the leading elements of a mobile force once they have
broken loose. In this Regulation [from Tukhachevskii] it implies a mixture of
guiding the tanks navigationally and tactically, reporting their progress back,
and probably controlling the fire of their supporting artillery.'?

Here we see that Tukhachevskii imagined something like the Joint
Surveillance Target Attack Radar System (JSTARS) well before we
Americans built it. His era, stage three, is marked by the post-World
War I operational level of war and articulation of unchanging C2 func-
tions in the nature of war.

From Tukhachevskii forward, a scientific quest occurred to feed C2
functions with more situational awareness (SA). Radar and radios be-
came the backbone of these SA feeds.” Thus, as soon as technology al-
lowed, radar became central to modern forms of C2. The British
“Dowding” system of radar, observers, and mission controllers repre-
sents the classic leap into this stage of C2.

Hugh Dowding (From “Hugh Dowding,” Wikimedia Commons, accessed 1 June 2014,
http://upload.wikimedia.org/wikipedia/commons/7/7c/Hugh_Dowding.jpg.)
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Britain’s Air Chief Marshal Hugh Dowding, a veteran of World War I,
had a brilliant mind and reserved character (thus the nickname
“Stuffy”). In 1936 he became head of the United Kingdom (UK) Fighter
Command and offered an alternative view to that of strategic bombing
advocates such as Giulio Douhet (Italy), Hugh Trenchard (England),
and William “Billy” Mitchell (United States). Dowding wanted deter-
rence based on “fear of the fighter” planes. As the theory went, if an is-
land nation like England possessed a dominant fighter force, then no
significant attack on the homeland would take place from the air. As
Stephen Bungay points out, however, Dowding knew that “all the fight-
ers in the world were of little use if they could not find their enemy.”**
To address this kill-chain problem and match the Luftwaffe, Dowding
pushed to develop a nationwide awareness system of costal radars
known as “Chain Home.”

In theory, at the heart of Dowding’s system were the human prob-
lem solvers running C2 operations:

The quality of the information depended crucially on the skill and experi-
ence of the operators, for judgment as well as calculation played a role.
They had to work very fast, or their information was useless. They were
also under pressure, as lives depended on the accuracy of their reports. . . .
[They had] rigorous performance measures, and so improved constantly.
Operator skill was paramount to the system’s effectiveness. . . . For the sys-
tem to work, everybody in it had to practice.”

Officers and enlisted troops in this system performed C2 sub-functions
as we know them today. Shooters needed to be oriented and paired dy-
namically on a grand scale. Problems woven into the nature of war de-
manded human judgment and intervention. Basic forms of order to air
operations were necessary to execute decentralized missions. Real-
time assessments had to be made, relayed, and acted upon. Radars fed
the mission controllers, who functioned as “sheepdogs,” herding the
fighter squadrons into battle to save their nation. To this day, the
United States uses the Dowding model to guard its airspace via the
Western Air Defense Sector and Northeastern Air Defense Sector.
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The Operations Room at Headquarters Royal Air Force Fighter Command,
Bentley Priory. (From Imperial War Museum, © IWM [C 1869], http://www.iwm.org
.uk/collections/item/object/205195170. Reprinted with permission.)

Interior of the Sector “G” Operations Room at Duxford, Cambridgeshire. The
call signs of fighter squadrons controlled by this sector can be seen on the wall
behind the operator sitting third from left. The controller is sitting fifth from
the left, and on the extreme right, behind the Army liaison officer, are the R/T
operators in direct touch with the aircraft. (From Imperial War Museum, © IWM
[CH 1401], http://www.iwm.org.uk/collections/item/object/205195667. Reprinted
with permission.).
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After the success of this air defense system, large radars were eventu-
ally placed on airborne early warning aircraft like the E-2 and EC-121.
In theory these platforms became extended-range and air-mobile ver-
sions of the defensive Chain Home radar model.'® This period, stage
four, is marked by increased depth in battlespaces from the speed and
range of the aviation era in full swing and sophisticated SA feeds used
by teams of controllers to form a complex, adaptive defensive system.

Photo courtesy Public Affairs, 116th Air Control Wing, Robins AFB, Georgia

An airborne JSTARS crew bears much resemblance to the Royal Air Force con-
trol room 70 years later.
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John Boyd, pilot. (From Wikimedia Commons, accessed 1 June 2014, http://commons
wikimedia.org/wiki/File:;ohnBoyd_Pilot.jpg.)

Although the Dowding system emerged from defense, Col John
Boyd ushered in a comprehensive dimension to C2 using competition
fundamentals. Airmen recognize Boyd’s observe, orient, decide, act
(OODA) loop as a model for obtaining air dominance in war.'” In the-
ory, if our OODA loop is shorter than that of our enemies, we end up
on the proper side of fighting. Less well known is Boyd'’s presentation
“Organic Design for Command and Control,” in which he brings OODA
to a system-wide level reminiscent of Moltke’s call for a system of ex-
pedients. Boyd thought that bringing the OODA concept to a system
level could maximize our capacity for independent action, calling
these qualities “initiative and adaptability.” At the same time, this sys-
tem could ensure that all actions at the speed of air war would remain
aligned to the commander’s intent and vision. He referred to this qual-
ity and the reduction of friction as “harmony.” Yet, all three of these
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qualities hang on the ability to produce “insight” on a system-wide
level. Thus, a key distinction of Boyd’s trust-based C2 system involves
adding system-level “insight” to the defensive “expedients” found in the
Dowding model.'®

In principle, Boyd added a comprehensive quality to C2 operations
whereas the Dowding system was defensive from inception. In doing
so, Boyd advanced yet another level of detail to the concept of Moltke’s
“expedients” from stage two. The Dowding system concentrated on de-
fensive expedients while Boyd extended expedients to include the pro-
active production of insight motivated by competition fundamentals.

Whether or not we think of it this way, we moved toward Boyd in
the form of the theater air control system (TACS), within which both
ISR and C2 enterprises feed offensive air operations in a way the
Dowding system did not.’ Today we can witness our move in this di-
rection by noting the sheer size of US Central Command’s intelligence,
surveillance, and reconnaissance division—comparable to the size of
the air and space operations center’s combat operations floor. The
early TACS and these modern expansions began to transfer the OODA
concept past a four-ship to an entire complex, adaptive system for
harnessing airpower and producing insight.?* Thus, changes in Boyd’s
era are marked by the front edge of the information age, including
computer-based C2 and adding system-wide “insight” to the defensive
expedients found in the Dowding model. This multistage view of C2
history shows that C2 theorists navigated megatrend-type changes
while gaining insight into C2 fundamentals at the same time (table 1).
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Table 1. Six stages of modern command and control operations
Stages of | Waypoints Navigating Discovering Key C2 Result
Modern C2 Megatrends Fundamentals
Stage 1 Napoleon The looming of Expanding C2 art Pushed C2 art
(France) industrial-style in the single leader,
warfare single battlefield
model
Stage 2 Moltke Transportation and | A “system of Envisioned
(Prussia) communication expedients” over systems
revolutions multiple battlefields | warfare
Stage 3 Tukhachevskii | New operational “Expedients” refined | Made C2
(Russia) level of war and the | into clear C2 sub- tangible
front edge of the | functions
aviation age
Stage 4 Dowding Range and speed | Sophisticated SA Systematized
(United of the aviation feeds and teams feeds and
Kingdom) erain full swing of controllers teams
with increasing performing C2 sub-
battlespace depths [ functions form an
adaptive system for
defense
Stage 5 Boyd Computer-based | Transferring Incorporated
(America) data management | competition competition
and the front edge |fundamentalsintoa [fundamentals
of the information | system of “insight”
age
Stage 6 Uncertain Network-centric Uncertain Uncertain
C2 operations and
cyber warfare

Stage one characterizes C2 in most of human history. Stage two in-
troduces systems warfare and the C2 concept of “expedients” (rapid ad-
aptations). Stage three transfers expedients into detailed and intrinsic
C2 sub-functions, which are enduring C2 fundamentals in the nature
of war. Stage four introduces elaborate SA feeds into a defensive C2

July-August 2014

Air & Space Power Journal | 38




A

\¢ FEATURE

Maykish C2 Rising

system with sensors, radios, operators, and observers matched to the
range and speed of the aviation era in full swing. Airborne early warn-
ing aircraft appear in this stage to extend and geographically transport
the stage-four model. Furthermore, because the Air Force came into
being during this stage (by means of the 1947 Key West agreement),
our C2 core function was then known as “air defense.” Stage five added
a comprehensive and offensive edge to C2 functions via Boyd’s de-
scription of competition fundamentals designed to create maximum
insight and adaptability at a system level. During this stage, the Massa-
chusetts Institute of Technology created the Semi-Automatic Ground
Environment (SAGE) system for the Air Force, introducing the role of
computers for processing large amounts of information in a C2 sys-
tem.”! Stage five also resulted in offensive-spirited systems like JSTARS
(the very name containing the terms target and attack). Appropriately,
the name of this service core function migrated from air defense to
command and control in this stage.

In stage six, our work is characterized by network-centric warfare as
a stronger shift into the information age acts upon our military C2 sys-
tems. The Department of Defense commissioned the Command and
Control Research Program as a means of understanding the effects of
the information age. On the one hand, program authors David Alberts
and Richard Hayes follow Boyd in calling for a system of insight that
empowers the “edge” of our systems. They aggressively concluded that
“traditional approaches to Command and Control are not up to the
challenge. Simply stated, they lack the agility required in the 21st cen-
tury.”* On the other hand, Col Jeffrey Vandenbussche, USAF, notes
how militaries operate in a context of increased political sensitivity
and thus may need to remain traditionally hierarchical at times to
check-and-balance risk vertically.* Additionally, other futurists have
predicted that stage-six C2 will be known as knowledge-centric warfare
(KWAR) in which winning and losing boils down to pure strategies of
competitive knowledge.**
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To ground our perception of stage six, we would do well to revisit
Clausewitz’s distinction between the “character” and “nature” of war.
Its character may change (e.g., information-age networks and cyber
warfare), but its fundamental nature does not (e.g., C2 sub-functions
and war being characterized by fog, friction, and chance). Both deserve
our devoted study. No matter what we conclude about the changing
character of C2 operations in stage six, it is equally important to recog-
nize the unchanging C2 sub-functions and competition fundamentals
woven into the very nature of war. The future of our C2 core function
should feel like grasping the current megatrends without letting go of
the C2 universals.

Unchanging and Tangible C2 Sub-functions

Tukhachevskii wrote extensively on C2 from 1924 to 1936 before he
was executed as a result of a fabricated charge of treason in Stalin’s
“Great Purge” of 1937. His work remained inaccessible until 1987,
when Richard Simpkin published an English translation. There are
three key aspects of Tukhachevskii’'s C2 writings in stage three: (1) C2
planes extend a commander’s influence over the chaotic and deepen-
ing battlespace, (2) using “functions” helps define C2 concretely, and
(3) the similarity of Tukhachevskii's functions to ours demonstrates
the unchanging nature of the C2 sub-functions in war.

First, Tukhachevskii began to leverage aircraft for C2. In the 1936
Russian Field Service Regulation, he wrote that “the complexity of the
modern battle turns a particularly bright spotlight on the question of
command and control” to include the use of planes.? His writings span
levels (operational/tactical) and mediums of war (air/land/sea) with
an emphasis on land war, based on his stage of history. Yet, without
question, he viewed aircraft in a C2 role to

1. drive reconnaissance and surveillance that feed all other C2 func-
tions,

2. deliver dynamic orders,
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3. collect situation reports or battle damage assessments,
4. bridge and maintain line-of-sight communications in depth, and

5. help link combined-arms fighting (“airmechanization”).*

Tukhachevskii also captured the often-neglected tactical level of C2,
writing that “due to complexity, real control of the battle must neces-
sarily imply control of the entire tactical process.”*

Second, using “functions” to comprehend C2 constituted a major
leap toward grasping its meaning. Complex concepts are often defined
this way. For instance, macroeconomists use this approach to under-
stand money. Specifically, if something serves as (1) a medium of ex-
change, (2) a store of value, and (3) a measure of wealth, then it is
money. To a macroeconomist, it does not matter if this means Polyne-
sian stones of varying sizes or commoditized Monopoly money. If
something serves those three functions, we call it money. In the same
way, if something fulfills these C2 functions, we call it C2 at the tacti-
cal level of war.

Third, Tukhachevskii’'s writings have strong parallels with our own
tactical service doctrine (table 2). In 2009 the Air Force traced the
same basic set of Tukhachevskii's tactical C2 functions in AFTTP 3-1,
TACS. These correlations help demonstrate a universal quality of C2
work found in the nature of war.
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Table 2. Tukhachevskii and modern tactical service doctrine
Tukhachevskii's Writings AFTTP 3-1, TACS:

Tactical C2 Functions

« thorough reconnaissance (p. 193) Orient shooters

« adoption of a plan that matches the situation (p. 193)

« organization of physical security of communications and
resupply (pp. 193, 194)

« systematic control over reconnaissance and surveillance
(p.207)

« imminent threat-warning arrangements for physical security
and air defense (p. 208)

« orders that lay down the final missions with locations and Pair shooters
times (p. 100)

« concentration of forces on a single, clear-cut, and clearly
stated aim (p. 150)

« allocation of tasks to troops (p. 193)

« responsiveness to changes in the situation (p. 193) Solve problems

+ dynamic need to lay down intermediate [fire support Bring order
coordination measures] (p. 100); provisions for cooperation
(p. 193); setup of “control arrangements” (p. 152)

« issue of orders in good time (pp. 193, 208)

« observation of the way orders are carried out at lower levels
(p- 193)

« collation and observation of friendly forces (p. 208)

« organization of communications (p. 208)

« provisions for all arms [fires] cooperation in each phase of the
operation (p. 208)

+ policy on radio use (p. 208)

« means of maintaining uninterrupted communications with
mobile forces and rearwards (p. 208)

« personal initiative (p. 193) Speed decisions

« prompt passing of reliable information downwards and Produce assessments
sideways and of situation reports upwards (p. 193)

Source: For the page references, see Richard Simpkin, Deep Battle: The Brainchild of Marshal Tukhachevskii, trans. Richard
Simpkin and John Erickson (London: Brassey’s Defense Publishers, 1987).
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These tactical C2 sub-functions also have numerous C2 tasks in our
doctrine that fulfill each function. However, staying above the task
level of detail, we can describe our current tactical sub-functions by
using Boyd’s OODA loop terminology.

e 1, orient shooters: increase shooter/sensor SA and threat warn-
ing by providing SA. Battle management and ISR fusion tasks in
this function enhance the observe/orient steps of Boyd’'s OODA
loop.

e F2, pair shooters: improve economy of force in dynamic situa-
tions. Use of SA orchestrated from sensors enhances the decide
step of Boyd’s OODA loop.

e F3, solve problems: apply resourcefulness for adaptive execution
of the air tasking order. Countless problems resolved at the tactical
level require critical thought to ensure the commander’s intent
and mission accomplishment. This function surrounds every step
of the system-wide OODA loop. Problem solving brings harmony
or dynamic order to operations.

e F4, bring order: employ routine force accountability and over-
watch integrating sensors, fires, and friendly locations. This func-
tion surrounds every step of the system-wide OODA loop and
brings static order to operations.

e F5, speed decisions: streamline and minimize processes fusing
combat identification and applications of the rules of engagement.
This function lies at the heart of the decide step in Boyd’s OODA
loop.

e F6, produce assessments: convert information into accurate esti-
mates of situations in all directions—down to a joint terminal at-
tack controller (JTAC) and up to the combined force air compo-
nent commander (CFACC). This function pervades each step in
Boyd’s OODA loop.*
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These functions manifest in current phenomena of our tactical C2
operations. Our C2 jets have massive radars for finding and early warn-
ing to orient shooters.” Pairing shooters produces economy of force,
guided dynamically to the commander’s intent (when the air plan
meets reality); it is the reason that Air Force C2 players immerse in
shooter/sensor formats, norms, and tactics, techniques, and proce-
dures. Solving problems lies at the heart of C2. Continuous problem solv-
ing at a level above a four-ship (or two-ship these days) addresses
Clausewitz's problem that war is characterized by fog, friction, and
chance. Problem solving at the tactical level creates the resourcefulness
needed to implement an air tasking order and align solutions to the
commander’s intent. Bringing order creates the minimum structure nec-
essary to enable optimization and adaptation of air assets at the speed
of air operations. Speeding (good) decisions represents the essence of the
OODA loop transferred to an area-of-responsibility scale. The producing
assessments function moves key conclusions 360 degrees down to the
JTAC and up to the CFACC at the speed of air operations. This function
allows the system to “think” beyond a single flight of aircraft or bombers
in near-real time with accurate estimates of the situation.*

The historical continuity between our functions and Tukhachevskii’s
reveals an apparent permanence of these sub-functions. This C2 pat-
tern should also guide our visions of how we perform them in future
war. In real conflict of any scale, someone has to fulfill these poorly
understood C2 functions embedded in the nature of war. The tactical
C2 functions help define C2 in broader terms that most warriors can
understand and perhaps value as an “advantage.”
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History Shows That Work Remains

At the same time, we cannot say that C2 is fully understood. For ex-
ample, at the next level of war, we can observe other sub-functions,
but they are not quite unified at this time. Tukhachevskii captured
other functions that seem to apply to the operational level of war:*

e optimizing assets

e producing operational thought

e pairing cross-theater fires

e weighing strategic value of tactical actions
e providing theaterwide warning

e organizing scramble orders

e delegating authority to maximize independent action
e ensuring interoperability

e performing cross-nation coordination

e issuing dynamic orders

e controlling phases

A second source of operational functions comes from historian Mar-
tin van Creveld, another champion of the functional approach to C2 as
reflected in the vast sweep of history depicted in his book Command in
War. He articulated that an ideal C2 system has functions to gather,
distinguish, distribute, estimate situations, develop objectives, analyze,
adapt, decide, plan order, and monitor.** Yet, “Annex 3-30, Command
and Control,” sketches operational C2 functions as planning, directing,
coordinating, controlling, tasking, executing, monitoring, and assessing
air, space, and cyberspace operations.*

Among Tukhachevskii, van Creveld, and “Annex 3-30,” one finds a
general picture of functions at the operational level of war, but they
are not quite in sync (table 3). With the addition of complexity, tactical
and operational levels also share identical functions (like assessment)
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while other functions are completely different (further complicating
our efforts to grasp the art and science of C2). In stage six, we must
work toward a comprehensive taxonomy of C2 functions to be more
surgical about how we design C2 systems for any environment. Adding
the C2 joint capability areas shows some, but not identical, similarities.

Table 3. Operational C2 functions in Tukhachevskii, van Creveld, Air Force
doctrine, and C2 joint capability areas

value of tactical
actions

Providing
theaterwide
warning
Organizing
scramble orders
Delegating
authority to
maximize
independent action
Ensuring
interoperability
Performing cross-
nation coordination
Issuing dynamic
orders

Controlling phases

« Estimating situations

« Developing
objectives

+ Adapting

+ Deciding

+ Planning

+ Ordering

+ Monitoring

Tukhachevskii Van Creveld “Annex 3-30” C2 Joint Capability
Areas™
+ Optimizing assets |+ Gathering + Planning + Planning
+ Producing information + Directing + Organizing
operational thought | « Distinguishing + Coordinating « Understanding
+ Pairing cross- (filtering) + Controlling + Deciding
theater fires « Distributing « Tasking + Directing
+ Weighing strategic (displaying) + Executing + Monitoring

+ Monitoring
+ Assessing air,
space, and
cyberspace
operations

*See “Joint Staff J6: Warfighting Mission Area (WMA) Architectures,” accessed 7 June 2014, https://sadie.nmci.navy.mil
/jafe/jid/)CAs.aspx.
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C2 of Anything

Between stages four and five, large-scale C2 operations began to
spread across multiple industries. The similarity of the sub-functions
across industries is telling, perhaps pointing toward what we could call
“universal C2” and continuing to underscore the criticality of C2. For
example, NASA mission control is famously committed to the success
of its astronauts who venture out into complex and potentially fatal
missions. The activities in Houston during a space shuttle mission
bear a remarkable physical similarity to those in our TACS—headsets,
booms, radios, consoles, logs, and situation displays—hinting at some
universality of C2 in any complex endeavor. In Houston, mission con-
trollers orient astronauts, pair them to tasks necessitated by the mis-
sion, solve problems for them (famously for Apollo 13), bring order to a
mission through norms such as a countdown, speed decision making
at the pace of manned spaceflight, and continuously produce assess-
ments of the mission (out to the astronauts and up to the president).
As such, they are basically performing the same AFTTP 3-1 C2 func-
tions for a completely different mission.

NASA photo

NASA mission control for space shuttle launch STS-128.
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All complex operations in this era seem to stumble upon the need
for high-functioning C2 systems. Carrier war rooms, nuclear reactor
control rooms, the National Military Command Center, the Federal
Emergency Management Agency, and command posts around the
world all resemble each other in both function and form. The apparent
universality of C2 offers more evidence for the need to have full-time,
adaptive problem solvers directly connected to operations—individuals
who will watch over and act upon any complex human endeavor. This
universal phenomenon has even spawned the parallel academic disci-
pline of operations management—a requirement in the complex sys-
tems of the industrial age.

Universal C2 is a growing subject of study across industries. In the
2007 essay Development of a Generic Activities Model of Command and
Control, British authors examined a range of C2 operations: national
power grids, railway networks, air traffic systems, emergency services,
and the UK military (three different service examples). They sought
“to provide a research tool that may be applied to any command and
control domain.”* While the authors focused only on communication
tasks instead of coordination actions and critical thought, the result is
clear similarities in the form of a taxonomy that slices across indus-
tries. The researchers found an aspect of universal C2.

Coming back to military operations, we see that universal C2 is also
evidenced in the steady reemergence of ad hoc forms today wherever
C2 voids exist. Air Combat Command (ACC) has various “C2 of ISR”
initiatives that focus on the orientation, pairing, and problem solving
associated with the employment of sensors as opposed to shooters. In
another ad hoc form of C2, US Special Operations Command (SOCOM)
has experienced busier air operations in “the funnel” over special op-
erations forces (SOF) objectives in the 9/11 era. These busier air opera-
tions have demanded creation of new tactical air coordinator (air-
borne) (TAC[A]) players devoted to SOF missions. Regardless of the air
player who takes on this new role, it performs exactly the same
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TAC(A) tasks common to full-time problem solvers in a large close air
support fight.

In both the ACC and SOCOM examples, why are there grassroots
pushes for an ad hoc C2 arrangement? C2 voids were discovered. Why
do they exist? The C2 sub-functions were not being fulfilled. We ob-
serve the need for tactical C2 in new forms wherever C2 voids exist in
complex operations. This is just another way to observe the universal
need for tactical C2 as any operation increases in complexity or preci-
sion. In these voids, we can observe how C2 sub-functions engender
from the nature of war and how the functions simply take on new
forms as required by the changing character and scope of war.*

Conclusion

The six-stage concept history shows an increasing need to think
about C2 operations in terms of advantage. Both the changing character
and the unchanging nature of war point to a general rise in the signifi-
cance of C2 operations. Regarding the character of war, the bloom of
industrial-age warfare led Napoleon to become a transitional figure
pushing the art of C2. The front edge of an operational level in war
forced Moltke to think about a “system of expedients.” He saw so much
advantage in a system of adaptations that he labeled this strategy it-
self. For Tukhachevskii, the operational level of war made a full arrival
in his World War I experience, forcing him to think and shed “a particu-
larly bright light” on the subject of C2 to include fundamental sub-
functions that do not appear to change. The range and speed of the
aviation era in full tilt forced Dowding to create a new air defense sys-
tem with elaborate SA feeds. With this C2 system, he helped to save
England. Finally, early forms of the information age surrounded Boyd
as he envisioned a C2 system that produces pure competitive advan-
tage in the forms of insight, initiative, adaptability, and harmony.

These same men came upon unchanging aspects of C2 in the nature
of war itself—like the C2 sub-functions. Tukhachevskii was the first
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modern warrior to write about sub-functions of a C2 system in stage
three. This functional view allowed him to creatively fulfill these un-
changing functions, including an early pitch for C2 aircraft. These sub-
functions and concepts like OODA mark a quest to trace this invisible
profession with the tangible. The quest itself parallels a general rise in
the significance of C2 operations as its own subject and a form of ad-
vantage.

In stage five, C2 operations also proliferated across industries. One
can find very similar sub-functions as another hint at the universal
quality of C2 work. As history unfolds before us, the ad hoc emer-
gence of new C2 arrangements pops up wherever C2 voids occur.
These voids appear in many forms, but all derive from ignoring the
sub-functions—offering another indication about their universal qual-
ity and importance.

As we move forward in stage six, C2 may remain an elusive service
core function. We know its significance and often address it, but rarely
with deep satisfaction.*® C2 is perplexing for several reasons. When we
say “C2,” we bound several subjects at once: the people who do C2,
doctrine, competencies, skills, platforms, technologies, systems, au-
thorities, tasks, sub-functions, and effects. Addressing any one of these
“boxes” alone can lead to only partial understanding and dissatisfac-
tion.*” Other compounding factors add to the perplexity of C2: the
range/speed of air operations, C2 across varying levels of war, joint dif-
ferences in doctrine and capabilities, C2 as a junction of art and sci-
ence, Colonel Boyd's three science problems (uncertainty, incomplete-
ness, and entropy of SA), continuous joint interoperability dilemmas,
unrehearsed C2 in international coalitions (e.g., Libya), a new era of
cyber war, performance of C2 across the full range of the Department
of Defense’s operations with limited training, and a host of unarticu-
lated social factors that create friction points in C2 operations.

In the end, C2 theory has come a long way since the use of carrier
pigeons in Verdun less than 100 years ago. In some ways, we are only
just beginning to grasp the enormity of what has been achieved and

July-August 2014 Air & Space Power Journal | 50



\7 FEATURE

22

Maykish C2 Rising

what is yet to be achieved. Our C2 operations are a critical advantage
over adversaries who must perform the same hard work in complex
operations. Although such operations are by no means new, grasping
the changing and unchanging aspects of C2 like our theorists will fos-
ter our C2 mastery into the future. The full power of our people,
ideas, platforms, and weapons would remain untapped without a
high-functioning C2 system that is strong in the fundamentals. &
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Weapons School (2014), to name a few.

37. The acronym DOTMLPF (doctrine, organization, training, materiel, leadership and
education, personnel, and facilities) provides a cross-reference for the problem of partial
solutions to building a program of any kind. Dr. Craig Admundson of Cask LLC defined each
term the following way in a briefing: doctrine—the way we fight (e.g., emphasizing maneu-
ver warfare combined air-ground campaigns); organization—how we organize to fight (divi-
sions, air wings, Marine air-ground task forces, etc.); training—how we prepare to fight tacti-
cally (basic training to advanced individual training, various types of unit training, joint
exercises, etc); materiel—all the “stuff” necessary to equip our forces (weapons, spares, etc.)
so they can operate effectively; leadership and education—how we prepare our leaders to
lead the fight from squad leader to four-star general/admiral (professional development);
personnel—availability of qualified people for peacetime, wartime, and various contingency
operations; and facilities—real property (installations and industrial facilities, such as
government-owned ammunition production facilities that support our forces). New thinking
or changes in any one of these areas could be incomplete if taken out of context with the
whole institutionalization process represented by DOTMLPF.

Lt Col Paul ). Maykish, USAF

Lieutenant Colonel Maykish (BS, University of Montana; MEM, Yale University;
MA, School of Advanced Air and Space Studies) is a student at the National
War College, Washington DC. He served as an air battle manager for Opera-
tions Desert Fox, Enduring Freedom, Iraqgi Freedom, and New Dawn. After
completing US Army Ranger School as an Airman, he was assigned to the E-8C
Joint Surveillance Target Attack Radar System (JSTARS) from 2001 to 2006. He
then served as initial cadre for a rapid-tactics innovation team at Nellis AFB,
Nevada. From Nellis, he coauthored command and control, cross-domain, and
JSTARS doctrine; he also cochaired five US Central Command conferences on
subjects including countersmuggling, the countering of improvised explosive
devices, and intelligence fusion with operations. Lieutenant Colonel Maykish
worked in the Strategy Division (J-5) of the Joint Chiefs of Staff, Washington,
DG, as an Air Force Fellow before returning to the JSTARS as director of opera-
tions and commander for the 16th Airborne Command and Control Squadron.

Let us know what you think! Leave a comment!
Distribution A: Approved for public release; distribution unlimited.

http://www.airpower.au.af.mil

July-August 2014 Air & Space Power Journal | 55



\/

The Rest of the C2 Iceberg

Lt Col Dave Lyle, USAF

FEATURE

s
'V

erhaps nothing is more human than to assume that things easily

seen are more real and important than those largely hidden

from view. Take icebergs, for example. Typically, we focus on
the highly visible tips of icebergs above the water’s surface rather than
the much larger masses of ice hidden from us under the cold, dark wa-
ter. We fail to appreciate how much the tip depends on all of that mass
below it in order to float and how much additional mass is hidden
from our view.

Disclaimer: The views and opinions expressed or implied in the Journal are those of the authors and should not be construed as carry-
ing the official sanction of the Department of Defense, Air Force, Air Education and Training Command, Air University, or other agencies
or departments of the US government. This article may be reproduced in whole or in part without permission. If it is reproduced, the Air
and Space Power Journal requests a courtesy line.
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Titanic iceberg. (From Wikimedia Commons, accessed 3 June 2014, http://commons
wikimedia.org/wiki/FileTitanic_iceberg,jpg.)

In many ways, it’s the same story with Air Force command and con-
trol (C2). Over the last couple of decades, the US Air Force has pio-
neered and developed a C2 enterprise for joint and coalition airpower
that is rivaled by none.! When we describe it, we tend to emphasize
the highly visible aspects of tactical employment, like the mission-
package coordination and tactical execution activities practiced in ev-
ery Red Flag exercise.” As one would expect, however, there is much,
much more to the C2 story in terms of who created the plan and
whether it will contribute to our desired strategic outcomes.

As we make difficult choices in an era of reduced resources, we
must ensure that we do not lose sight of the people, processes, and
ideas that help link our tactical actions to desired strategic outcomes.
This article describes the foundational C2 concepts that comprise the
“entire C2 iceberg.” After a brief discussion of the more familiar “tip of
the C2 iceberg,” it then addresses “the rest of the C2 iceberg”—the peo-
ple, processes, and products that constitute the air tasking cycle in
component major command and numbered air force headquarters. For
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our purposes—and to suggest a useful distinction not discriminatingly
demarcated in Air Force C2 doctrine—the article refers to these as
component headquarters command and control (CHQ C2). It lays out
current threats to CHQ C2, including cognitive traps, systemic factors,
and ‘systems illiteracy,” all of which currently work to weaken our entire
C2 system design—and, ultimately, our strategic performance—from
within. Finally, the article discusses what can be done to ensure that
the Air Force's operational-level C2 skills maintain pace with our tacti-
cal prowess, assuring that this prowess—as well as the Air Force it-
self—remains relevant in future security environments.

The Whole Iceberg: Fundamental Functions of C2

Military historian Martin van Creveld observed, “As even a cursory
look at their nature will reveal, the functions of command are eternal.
Provided he had a force of any size at his disposal, a stone-age chief-
tain would be confronted with every single one of them, just as is his
present day successor.”® A functional approach to C2 system design an-
chors planners in the fundamentals of what must be done in C2 opera-
tions before getting specific about how to do it or who should do it. In a
metaphorical sense, let us lift the entire C2 iceberg, step back far
enough to see the whole thing, and describe what it does.

According to Joint Publication (JP) 1-02, Department of Defense Dic-
tionary of Military and Associated Terms, command and control is “the
exercise of authority and direction by a properly designated com-
mander over assigned and attached forces in the accomplishment of
the mission.” Thus, the two most essential elements are (1) a com-
mander who has the authority to assign missions and direct forces to
accomplish them and (2) a system through which the commander can
control his or her forces to carry out that mission.

Commanders exercise command through use of'a C2 system, defined
in JP 1-02 as “the facilities, equipment, communications, procedures,
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and personnel essential to a commander for planning, directing, and
controlling operations of assigned forces pursuant to the missions as-
signed.” Thus, the design of a C2 system must concentrate on serving
the needs and requirements of the commander and the mission. The
system’s design must have the ability to flex to both the individual com-
mander’s specific requirements and the ever-changing mission environ-
ment. As described in the 1989 RAND study Command Concepts: A The-
ory Derived from the Practice of Command and Control, the essence of C2 is
developing, transmitting, and executing the “command concept,” which
only the commander has the authority to develop and promulgate:

Going beyond personality alone, . . . the essence of command lies in the
cognitive processes of the commander—not so much the way certain peo-
ple do think or should think as the ideas that motivate command deci-
sions and serve as the basis of control actions: Ideally, the commander
has a prior concept of impending operations that cues him (and his C2
system) to look for certain pieces of information. Our theory cuts through
the technological overlay that now burdens the subject . . . [and] repre-
sents an attempt to separate the intellectual performance of the com-
mander from the technical performance of the C2 system.5

In other words, the critical minimum infrastructure of a holistic C2
system cannot be determined generically or agnostically; rather, it is
entirely dependent upon the commander’s requirements, given spe-
cific missions to accomplish under specific conditions. This C2 system
is then used to translate the specific command concept into meaning-
ful, collective action.

Holistic C2 systems, however constructed, must be adequate to
match the needs of the commander, whose responsibility can range
from very small areas of interest in the case of a highly specialized
task force to the breadth of the entire globe in the case of a functional
combatant command. At a minimum, they must
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e build situational awareness (keep the commander and staff in-
formed of the current situation and his/her guidance from higher
headquarters);

e translate commander’s intent (assist the commander in the develop-
ment and communication of the command concept [which in-
cludes both their organizational and operational concepts]);

e produce feasible plans (disseminate the command concept to subor-
dinates in clear and unambiguous terms); and

e conduct mission control (be sufficient to monitor and control the ex-
ecution actions of subordinates to the minimum degree required
to accomplish the commander’s concept, and to allow the com-
mander to issue new instructions when the situation and/or the
commander’s concept changes).

Any discussion of holistic C2 systems, under contested conditions or
otherwise, will concentrate on supporting these most basic functions.
It is the job of the commanders and the staff to build and adapt the C2
system to meet those parameters in each case, and there is seldom
only one feasible and acceptable way to do it. No matter how it is
done, the C2 system serves as an extension of the commander and
thus can never be divorced from human interaction.

“The Tip” versus “the Rest” of the C2 Iceberg

When we talk about C2 in the context of Air Force tactical employ-
ment, we usually have in mind the C2 elements that execute the air
tasking order (ATO)—the Airborne Warning and Control system
(AWACS), Joint Surveillance Target Attack Radar System (JSTARS),
control and reporting center (CRC), air support operations center
(ASOC), and air and space operations center (AOC) combat operations
division (COD).” Typically, personnel receive training in these ele-
ments during common exercises such as Red Flag (live fly) and Virtual
Flag (simulated flight environments), in which we sharpen our execu-
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tion tactics, techniques, and procedures. The C2 elements above—the
ones focused on executing the current plan in real time—can be
thought of as the tip of our metaphorical C2 iceberg. They serve as
connections to the larger C2 system that almost all operators became
familiar with early in their initial tactical assignments. Other vital ac-
tions support employment (e.g., space enhancement and cyber activi-
ties), but this article examines the central tasking processes for air-
breathing assets.

The rest of the iceberg includes everything that produces the over-
arching plan which allows commanders to translate their strategy into
the operations and tasks that will fulfill the mission. The rest of the
iceberg creates the conceptual and logistical underpinnings of the joint
campaign executed by mission commanders at the tip of the iceberg.
This requires a blend of operational art and science as well as the abil-
ity to negotiate complex bureaucratic environments.® C2 systems liter-
acy—the construction of sufficiently accurate individual and collective
mental models of the world with which to take useful action—involves
understanding the whole C2 iceberg and the dynamic organizational
processes that keep it afloat (see the figure below).
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Figure. The C2 iceberg (notional). (From Shutterstock, http://www.shutterstock
.com/pic.mhtmP?id=131163173&src=id, adapted for this article in accordance with the
licensing agreement, http://www.shutterstock.com/licensing.mhtml.)

AAMDC - US Army Air and Missile Defense Command

AETF - air expeditionary task force

AFFOR - Air Force forces

AOC - air operations center

AOD - air operations directive

ASOC - air support operations center

ATO/ACO - air tasking order / airspace control order
AWACS - Airborne Warning and Control System
BCD - battlefield coordination detachment

CC - component commander

C-MAJCOM/C-NAF - component major command /
component numbered air force

COCOM - combatant command

CRC - control and reporting center
DIRMOBFOR - director of mobility forces
DIRSPACEFOR - director of space forces

ISR - intelligence, surveillance, and reconnaissance

July-August 2014

(J)ACCE - joint air component coordination element
JAOP - joint air operations plan

JPRC - joint personnel recovery center

JSTARS - Joint Surveillance Target Attack Radar System
JTF - joint task force

MARLO - Marine liaison officer

MISREP - mission report

NALE - naval and amphibious liaison element

OGA/IA - other governmental agency / international agency
OPORD - operation order

OPTASKLINK - operations task

link

ROE - rules of engagement

SOLE - special operations liaison element

SPINS - special instructions

TACREP - tactical report

TST - time sensitive target
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In the US Air Force, the rest of the iceberg deals with component
major command or component numbered air force processes that sup-
port specific geographic and functional combatant commanders.’
These can be described generically as the component headquarters or
CHQ, each of which has an Air Force forces (AFFOR) commander and
staff who present forces to the joint force commander and deal with
Air Force service-specific issues as a “force provider.” It also includes
the AOC, with the trained and proficient core of a joint or coalition air
operations center (JAOC/CAOC) staff.’® When the joint task force
(JTF) commander establishes functional components, the joint force
air component commander (JFACC) uses the jointly manned JAOC/
CAOC to perform operational missions as a “force consumer.” The
commander of Air Force forces is always an Air Force commander and
typically “dual hatted” as the JFACC although a JFACC can be an Air-
man from any service. Furthermore a JAOC should always be jointly
manned with augmentees from the other service and coalition compo-
nents. In practice, it is not unusual for the deputy JFACC to be an avia-
tor from another service or coalition military partner. Air Force opera-
tional forces are normally presented to the joint force as an air
expeditionary task force (AETF) in accordance with joint and service
doctrine."

The organizational skills required of commanders and their staffs to
perform well in the rest of the iceberg are not the same as those tacti-
cal skills needed to succeed in the tip although having an in-depth un-
derstanding of tip activities is absolutely critical to building feasible
plans in the rest of the iceberg.'? Practitioners of CHQ C2 must be able
to think beyond their tactical “family of origin” weapons systems and
understand how the various joint and coalition forces can fit together
into a coherent scheme of maneuver. Air planners in the JAOC are
specifically trained in the joint operation planning process for air but
also support the parallel joint operation planning process performed
by JTF headquarters.'® Thus, they must be familiar with multiple joint
and functional operational-art concepts, doctrine, and terms. More-
over, they must be able to translate between them as they produce air
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component supporting plans to the joint campaign.'* CHQ planners
must work with various embedded liaisons from other agencies to co-
ordinate integrated planning. Above all, they must focus these pro-
cesses on getting the right decision-quality information to the appro-
priate commanders, who then use the same system to assess the
situation, choose courses of action, accept risk, disseminate their guid-
ance, and assign concrete tasks to the tactical units in the tip.

Just as one must understand aerodynamics, engineering, thermody-
namics, computer science, and more when designing and operating
aircraft, so must people who design and operate C2 systems grasp the
organizational theories and concepts inherent to CHQ C2. They must
be versed in group decision-making theories, jargon used in opera-
tional graphics and orders production, war gaming, operational analy-
sis, communications network architecture, and information security.
These concepts, and many others not detailed here, are like the crys-
talline structure upon which the collective strength of the entire C2
iceberg depends.

These people, processes, and tools of CHQ C2 bring predictability,
rigor, and discipline to the air tasking cycle, which is very important to
a process in which seemingly minute details can often have a dispro-
portionately large impact on effectiveness during execution. They en-
able the detailed integration of many assets from many locations, help
to eliminate costly resource mismatches and targeting errors, identify
operational limits, and create the cognitive and logistical backbone of
the plan that the COD and its subordinate tactical C2 elements can
then modify as needed on the day of execution. Shortcutting this pro-
cess may be necessary at times or even desirable, but doing so almost
always comes with additional costs in a systemic sense: it usually in-
creases strategic and operational risk when careful target analysis and
weaponeering, requirements resourcing, deconfliction of friendly
forces, synchronization of supporting effects, collateral damage esti-
mates, and so forth, are abbreviated or omitted for the sake of opera-
tional urgency. For very good reasons, these processes and procedures
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have withstood the test of time and should be the entering argument
for the evolution of our C2 systems. Those who fail to understand the
holistic nature of the system when offering alterative solutions risk in-
troducing internal threats to our C2 excellence.

Threats to C2 Excellence

Complacency in C2 System Design

Often, long periods of success without serious challenge lead to com-
placency. When something is done well for a long period with few no-
table mishaps, the human tendency is to forget lessons previously
learned, become comfortable, and assume that the future will closely
resemble the past. When this happens, it becomes very difficult to rec-
ognize game-changing events in the operational environment—that is,
until it is too late. Four conditions that we have collectively become ac-
customed to over decades of deployed combat operations may lead to
cognitive complacency in the design and maintenance of C2 systems.

The “recent” operational environments have been largely
static and predictable compared to likely future conflicts. The
Air Force can be proud of the service provided to the joint force in ar-
eas like ISR, close air support, air mobility, tactical C2, personnel re-
covery, and medical evacuation. Much has been accomplished with
relatively few assets—and made to look relatively easy in most cases
due to a permissive air-threat situation, sufficient basing, and the fairly
static nature of associated logistical problems. This operational envi-
ronment allowed incremental improvements, added by a succession of
staffs over time. However, many of the professionals responsible for
these improvements have largely moved out of C2 assignments, taking
their experience and understanding with them.

The operational C2 environment has been tactically focused
on ground operations rather than robust, multidomain cam-
paigns. Although we have trained CHQs with robust scenarios in Blue
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Flag and other higher headquarters command post exercieses, funding
for those activities has been significantly curtailed or eliminated, with
many being cancelled or relegated to “tabletop only” status.!> We are
rapidly approaching a point where some CHQ staff members will
never have seen “what right looks like” regarding the full CHQ C2 re-
quirements for high-intensity major combat operations.

We have slowly regressed to simpler processes and products
that will not support higher-intensity war fighting, to the detri-
ment of high-level C2 skills. Our total weight of effort in US Central
Command’s area of responsibility (CENTCOM AOR) has been low
enough that we have been able to plan and track the entire ATO using
basic Microsoft Office tools. At the same time, our skills with the tools
necessary for planning major combat operations via theater battle
management core systems applications have atrophied.'® It has been
logical to do so—there is no reason to make a task more difficult dur-
ing actual combat operations when something less complex works bet-
ter. However, we need to recognize that the less simplified processes of
today may be completely unsuitable to handle more complex issues to-
morrow. Now is the appropriate time to challenge ourselves and regain
the skills needed for a much higher-demand signal from airpower.

Our ability to conduct C2 has not been significantly contested.
Conventional wisdom requires us to consider the likelihood of con-
tested and degraded operations, but we have only recently begun con-
sidering their implications for CHQ C2. Currently, we can coordinate
the simultaneous actions of military forces around the globe and per-
form feats of synchronization and precision of which futurists of old
could only dream. Allowing ourselves to become more dependent on
our tools, we may have lost touch with many of the basic tenets of C2.
Articulating the fundamental challenges and trade-offs of C2 across the
entire combat air forces (specifically those in operations) will help us
take proactive measures to protect our C2 in contested environments.
This will also help us avoid the “one size fits all” mentality that never
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addresses all of the problems involved in a contested and degraded op-
erations scenario.

Threats from Systemic Factors

Because C2 has been “assured” in the conditions described above, an

enterprise-level solution has not developed to address some systemic
matters that threaten our C2 expertise in terms of managing human

capital and resources. We must address eight emerging issues.

C2 demand signals and resource allocations are going in oppo-
site directions. At the very time that more institutional C2 knowledge
and experience are needed to deal with near-peer challenges as called
for in the Joint Operational Access Concept and supporting concepts
like the Air Sea Battle Concept, our C2 resources either remain static
or decrease.!”

C2 experience in the staffs is decreasing because of personnel
policies, including the present system of career incentives. A ca-
reer field for air battle managers in the AWACS and CRC exists, but
there is no similar career field at the CHQ C2 level in the Air Force
that helps the Air Force Personnel Center match people with the orga-
nizational experiences discussed previously with CHQ C2 assign-
ments. Because of the lack of a career field for CHQ C2 operational-
level planners—and very few opportunities for squadron command
outside a small number of AOC training and testing squadrons—our
brightest future leaders (who usually understand the tactical tilt of the
Air Force system very well) enjoy few career incentives to seek CHQ
C2 assignments actively. Ironically, these AOC and AFFOR assign-
ments would prepare someone for operational and strategic command
later as an AFFOR and AOC division director, AOC commander, and
JFACC. Instead, these assignments tend to hurt rather than help
chances for promotion to senior rank.'® As a result, those who do at-
tain senior rank usually do so through a succession of mostly tactical
assignments or staff assignments other than those in CHQ C2. Often,
these officers end up making major decisions that affect the future of
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the AOC and AFFOR albeit without the full understanding of what
CHQs do and what sustaining and modernizing them requires. Talent
and intelligence can make up for many deficiencies; the leaders we get
through the mandatory path of tactical assignments at the squadron,
group, and wing levels usually have those qualities in abundance.
However, the development of expertise in a complex enterprise carries
fundamental demands for focused engagement with the conceptual el-
ements over time to cultivate intuition, expertise, and mastery. Some-
times there is simply no substitute for time and experience under ac-
tual conditions to become truly proficient.'” When it comes to the
complexities of CHQ C2, no crash course can teach personnel all they
need to know, no matter how talented the students may be.

C2 is not in our cultural DNA, as are tactical weapons systems.
Despite its foundational importance, joint and combined organizational-
level C2 is difficult to visualize and even more difficult to fit into ser-
vice narratives that we use to describe our organizational essence. Good
Air Force commanders have traditionally recognized the importance of
organizational-level operational C2—hence, the AOC and AFFOR con-
struct. However, few senior leaders have an emotional attachment to
C2 in the same way they do airframes, leading to a subtle bias towards
the tip-of-the-iceberg systems that most individuals have more famil-
iarity with from their tactical backgrounds. The Air Force's service cul-
ture reinforces this propensity to value tactical operations and ad-
vanced technologies over operational-level competency.* When C2
initiatives have to compete for precious attention and resources, com-
manders may tend to fall back on the heuristics emphasized by their
personal experience in tactical assignments and deemphasize less fa-
miliar CHQ programs, even if they are critical to future success from a
larger, much more systemic perspective.?

Some legacy CHQ C2 training has already fallen victim to bud-
get pressures. AOC initial qualification training has been normalized
in the program objective memorandum (POM), but both in-residence
advanced AOC training (the Command and Control Warrior Advanced
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Course or C2WAC) and initial AFFOR training have been curtailed in
recent years because of a lack of funding rather than a lack of demand
in the field. Blue Flag, the operational AOC training specifically de-
signed to train AOC, joint air component coordination element
(JACCE), and AFFOR personnel in the full range of air tasking cycle
processes, has already been cut in fiscal years 2014 and 2015 due to
budget pressures, increasing the risk that personnel assigned to the
AOC and AFFOR will not experience realistic CHQ C2 battle-rhythm
processes until an actual contingency occurs. Emphasis on operational
planning has improved in Air Force professional military education
(PME) for officers (specifically, Air Command and Staff College), but
many officers assigned to AOC and AFFOR staffs do not attend those
courses before receiving their AOC, JACCE, and AFFOR assignments.
Budget pressures have eliminated CHQ C2 training previously offered
by the 505th Command and Control Wing at Hurlburt Field, Florida, to
students of the School of Advanced Air and Space Studies despite the
high probability that many of its graduates will be assigned to high-im-
pact CHQ C2 jobs after graduation.?* The service has never offered a
formal course to train members of the JACCE, regardless of the critical
role they play in connecting higher headquarters and functional com-
ponent planning with centralized air planning in the JAOC.*

Cessation of in-residence AFFOR and advanced training cre-
ates systemic effects in the C2 force. When the people selected for
these CHQ assignments do not have formal training in the basics, they
do the best they can when they get there. They take the initiative and
develop procedures on their own that address the exigencies of the
particular moment. Nevertheless, these local solutions usually are nei-
ther scalable to different levels of intensity nor translatable to other
headquarters. Over time, this situation creates a pernicious effect on
the aggregate levels of C2 experience and understanding across the
force, making adaptation to different situations or combining person-
nel from various CHQs in an emergency situation a much more intrac-
table problem. The result, validated by our own historical experience
before establishment of the CHQ C2 processes, is extended C2 “pickup
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games” and process disconnects during critical moments of escalation
and conflict.

The lack of proper understanding of CHQ C2 and of sufficient
doctrinal terminology to distinguish “tip” from “rest” functions
creates the illusion that we are adequately addressing C2 from
an institutional perspective. Because we don’t make a clear doctri-
nal distinction between the mostly tactical C2 processes in the tip and
the mostly bureaucratic C2 processes involved in CHQ C2 in the rest
of the iceberg, we tend to talk past each other when we mention C2
generically among different C2-related activities. Sometimes the false
impression that “C2 is covered” encourages us to neglect some critical
aspects entirely (e.g., CHQ advanced training and career manage-
ment) in our steady-state budgeting and programming and personnel
system. Air battle managers are considered a distinct C2 career field,
and many of them later become excellent leaders in CHQ C2 organiza-
tions, but their normal duties in the JSTARS, AWACS, and CRC do not
specifically prepare them for CHQ assignments or make them CHQ C2
process experts upon initial arrival. POM normalization for AOC initial
qualification training has been very beneficial and stabilizing for initial
training, but failure to fund the AOC simulation capabilities and their
upgrades threatens our ability to provide mission-qualification training
once the students leave the schoolhouse.

CHQ C2 systems illiteracy leads directly to strategic illiteracy
and service irrelevance. As a distinguished Air Force strategist once
remarked, “You're not a strategist unless you're a strategist of bureau-
cracy.” The best strategy is useless unless one understands and
knows how to maneuver through the social systems in which strategy
is informed, formed into a plan, and transformed into taskings. Fur-
ther, as the venerable physicist Stephen Hawking once said, “The
greatest enemy of knowledge is not ignorance; it is the illusion of
knowledge.”® If leaders rise to rank primarily through demonstrating
tactical excellence without the requisite CHQ experience and aware-
ness to understand the relevant issues, they probably will not make
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the right decisions, no matter how well intentioned, intelligent, or tal-
ented they are.

Systemic deficiencies have been concealed by abundant re-
sourcing so far, but that is about to end. In an era of funding for
overseas contingency operations, we have often been able to address
systemic inattention to CHQ C2 via rapid-acquisition programs and
fallout funds. In times of budget austerity, this is less likely to happen.
Our ability to create local “bailing wire and paper clip” solutions for C2
technical issues is not going to keep pace with the rate of change as
some parts of the C2 system are upgraded through normalized POM
inputs while others are neglected.?

Faulty C2 Assumptions Caused by Systems Illiteracy

As we explore alternative options to the current AOC and AFFOR con-
structs in the future, we must be cautious not to oversimplify the prob-
lem with proposed solutions that do not acknowledge the full depth of
our current C2 processes. Each process has evolved out of necessity to
add depth and rigor to the air tasking process, and significant risks
may arise if its contributions—and the reasons they were introduced
in the first place—are not fully understood. Unless one is truly “sys-
tems literate” and considers the whole of the C2 issue before offering
simplifying prescriptions, proposals to modify our C2 will probably
solve only part of the problem and may make its other parts worse.
Knowledge of foundational C2 theory validated by a thorough under-
standing of history suggests that the following general assumptions
about C2 are fundamentally flawed unless they are carefully qualified.

We can automate situational awareness and eliminate the fog
of war through technology.”” Airpower is not just about collecting
data, looking for patterns, and selecting the right preprogrammed deci-
sion algorithm to activate or deactivate strike packages. It is much
more complex, involving an understanding of the entire environment
and choosing multiple responses to shape outcomes favorably across
the physical, cognitive, and moral domains.?® In war the desired ends
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are political effects, which are social constructs by definition. Humans
in the loop—more specifically, groups of them working in concert—are
still the only parallel processors capable of deducing social context
from the results of potential or actual tactical actions.?” Even the best
algorithms behind automated “big data” analysis depend on assump-
tions built into their search algorithms, ones developed ahead of actual
events that may not yield appropriate insights when social contexts
change faster than the algorithm can be reprogrammed. Any proposed
operational concept that treats air warfare as reducible to a targeting
exercise against certain types of targets—and nothing more—is funda-
mentally flawed from inception.*

We can automate the planning process and gain efficiencies in
personnel. Blanket information technology solutions, even when well
funded, can seldom adapt to very different requirements driven by
complex joint and coalition operations. If an automated data-collection
process is not configured to “ask” the right questions or the means of
displaying information does not match the way that rotating com-
manders visualize and absorb information, then the tool will actually
hinder effective C2. This is a general truth of any complex situation—
as the system becomes more complex, “blanket solution” attempts to
control them tend to generate more unintended consequences.

We can centralize all of the global requirements for “function
X” in one place to gain efficiencies in personnel. Because the so-
cial interface prevents full automation of C2 decision making, any C2
system has fundamental human-cognitive load limits. One has only
limited time to build the situational awareness and context needed to
correctly interpret the information received by humans in the loop. Al-
though it may be possible to centralize some very discrete functions
that do not require screening for social context (e.g., weaponeering
analysis on discrete target sets or imagery analysis), the artificial intel-
ligence required to do so with the entire C2 enterprise does not yet ex-
ist and never will as long as social effects matter. Detailed contextual
knowledge is needed to estimate the social effect that airpower actions
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will have in specific areas and contexts; thus, generalists with wide-
area or global responsibilities are less likely to draw correct conclu-
sions looking at the same data as a specialist intimately familiar with
local contexts. Air strategy is not simply a matter of hitting targets in a
mechanistic fashion—it’s about knowing which targets matter in a so-
cial sense and why. Consequently, one needs specific area expertise
and concentration in areas like geography, economics, local culture,
threats, doctrine, and so forth.

We can conduct all of our planning via distributed means.
The Air Force learned the importance of “actual presence” the hard
way during development of the JACCE, whereby possessing a “seat at
the table” became a requirement to have a voice in the plan.® This
comes down to basic human psychology. We communicate and form
trust primarily through receiving nonverbal cues of intent, embodied
in what are often unconscious cues passed through gesture and tone
of voice, and physical cues that affect our perceptions of trustworthi-
ness in others.** Without these, we become suspicious of each other
and fill in the missing data with stereotypes that often erode trust and
communication. The effect of being on different sleep cycles further
reinforces the misperception that distributed planning efforts are not
supporting and often run counter to the requirements of war fighters
closer to the fight. As anyone who has served in the CENTCOM AOR
can attest, it is usually impossible to get anything done with a higher
headquarters back home until afternoon, CENTCOM time, and the
questions from that headquarters usually arrive at the same time de-
ployed planners are ready to turn in for the night.

We also need to acknowledge that not all critical C2 processes hap-
pen during scheduled battle-rhythm events and that having forward
planning presence and personal relationships with the key planners is
critical to joint planning and execution. Without liaisons and regular
battlefield circulation, the air component has less influence in shaping
the initial presentation of joint courses of action, which tend to domi-
nate the discussion over subsequent suggestions, even the sounder
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ones—another documented cognitive bias that is largely subconscious.
A final opportunity lost by not having a forward geographic presence
is the prospect of chance meetings with planners of the other services.
These often lead to better solutions and detection of previously un-
known problems that may never surface during preplanned battle-
rhythm distributed meetings in which the social pressures of rank and
precedence may restrict free discussion or sidebars that often generate
the most creative solutions.

Most C2 functions can be distributed to subordinate units and
entities. The C2 system necessary to carry out the mission is com-
pletely dependent on what the mission is—there is no universal solu-
tion for C2. As long as the system can perform the basic strategy-to-
task-to-assessment processes described at the beginning of this article
and personnel can accomplish their mission in the conditions they en-
counter, the C2 system is adequate, even without all of the processes
in the iceberg. But oftentimes the AOC and AFFOR processes devel-
oped the way they did for good reasons. Before options for distribution
or consolidation of functions are considered, commanders must under-
stand the impact on their ability to control forces effectively and effi-
ciently when assumptions prove incorrect—when friction and chance
enter the equation. Commanders must realize that when they delegate
control, they also delegate risk acceptance. If the distributed node does
not have the expertise, situational awareness, or span of control neces-
sary to make good command and risk decisions, then delegation of C2
may prove worse than taking an operational pause while the CHQ C2
elements reconstitute their critical processes. This is especially true
when joint schemes of maneuver are highly interdependent and when
the distributed node is already under stress to perform its primary
mission.*

“What works in Red Flag and weapons school for C2 training
will work for CHQ C2.” As we have seen above, the rest of the ice-
berg gets good training when large organizations have to work with
other large organizations and merge their bureaucratic processes in
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common directions. The tip-of-the-iceberg forces get good training
when they have to adapt to changes to a plan that had already been
provided in order to fulfill previously defined missions. Thus, with the
exception of the combat operations floor, exercise events that usually
offer good training for the AOC (conducting parallel planning, racking
and stacking priorities, and resolving resource shortfall dilemmas)
leave the tactical units spinning uselessly, losing valuable training
time while waiting for guidance. It is much better to have a controlled,
constructive model for CHQ training in which a simulated air entity
can hold endlessly while the staff works through its training objectives
and perhaps learns more from a mistake than making the right call in
the first place.

Similarly, trying to conduct AOC process training during a tactical
exercise with defined takeoff times, airspace, targets, and mandatory
lists of players makes it impossible for AOC planners to exercise opera-
tional art in a real sense. In real life, the AOC’s job is to ask what prob-
lems should be solved and design feasible, creative solutions for opera-
tional and tactical problems, which may or may not involve all of their
assets. Thus, AOC play in a live or virtual event in which players,
roles, timing, and locations are defined is analogous to having to de-
fine and solve a word problem or receiving an already-solved algebra
problem and being told to concoct a story about the variables so that
the predetermined flying or simulator schedule solution makes sense.
It is good exercise support for the tactical units, but it is not effective
CHQ C2 training. If inexperienced AOC personnel serving as AOC re-
sponse cells (i.e., people who create simulated outputs from processes
that aren’t really happening to create a realistic training environment
for others) don’t know “what right looks like,” then participation in Red
Flag can actually constitute negative training. CHQ training has to do
with processes, and CHQ processes do not happen when other head-
quarters elements are neither participating nor being simulated by
someone else.
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Having so many outstanding tactical C2 “hammers” in the tip and
only a small cadre of identified CHQ C2 experts to consult on new pro-
posals makes it really easy to imagine that all CHQ problems are
“nails.” Recent proposals for the Advanced Integrated Warfighting
Weapons Instructor Course, designed by tactical C2 integration experts
to address issues in operational warfare, are going in exactly the wrong
direction for CHQ C2. Instead of doubling down on tactical experience
by requiring participants to spend more time in their specialized fam-
ily-of-origin major weapons system as tactical integrators, we need to
pull tacticians out of those systems sooner and teach them to be gener-
alist, multidisciplinary CHQ planners and organizational-process ex-
perts as senior captains and junior majors.* Doing so will give them
more time to season in an actual CHQ rather than learn all of their
CHQ C2 skills in classrooms and labs. It will allow them to bring real-
world CHQ C2 experience into intermediate developmental education
and improve their capability to serve later as AOC and AFFOR division
chiefs and directors, who need more organizational than tactical skills
to perform their CHQ C2 missions.

Six Ways to Secure Operational-Level C2 Excellence

Given the requirements of operational C2 discussed previously and
the need for holistic systems literacy to be effective across the entirety
of the C2 enterprise, we can make a few general recommendations re-
garding requirements for maintaining current C2 capabilities in the
face of increasing external and internal challenges.

Recognize That CHQ C2 Is Very Challenging and That How Well It
Is Done Has a Significant Effect on Strvategic Outcomes, with Far-
Reaching Consequences for National Security and Prestige

CHQ C2 is not rocket science—it is much more difficult than that.
When the hand moves the handle slightly at a component headquar-
ters, the end of the tactical whip can quickly go supersonic. In other
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high-impact professions that require multidisciplinary knowledge to
perform competently, such as medicine or law, we demand extensive
screening and professional preparation—including thorough testing
and board screening processes—before selecting someone for the task.
CHQ C2 should be no different. Assignments there should not be seen
as the “alpha tours” of old, a manning bill to be paid and escaped from
as soon as possible to maintain career viability in a system biased
more towards tactical achievement.

Acknowledge That the Heart of Operational C2 Is a Human
Problem, Not a Technical One, Which Requires Specialized
Organizational Skills and Practical Experience Earned over Time to
Build and Maintain C2 Excellence

The skills necessary at this level are not identical to those required at
the tactical level. We must actively encourage and develop dedicated,
organizational-level C2 experts with the same rigor as we do at the tac-
tical, identify and track them in the personnel system, and ensure that
CHQ C2 experts have career opportunities commensurate with those
available to tacticians and strategists. Organizational-level C2 expertise
must be multidisciplinary by nature, and those who practice it must
have a solid grounding in many different fields of theory and knowl-
edge, as well as the organizational techniques to bring people and in-
sights from various fields into the same planning effort.*> The back-
ground that one needs to perform in the rest of the iceberg includes,
but is not limited to, history, geography, decision theory, social and or-
ganizational theory, internal and external cultural awareness, aware-
ness of the negative effects of cognitive bias, and familiarity with a
number of analytical tools and group-planning techniques that support
good decision making.*®* Many of these skills take years of concen-
trated study before their practitioners become proficient—skills not re-
quired or learned in the tactical assignments in which most members
begin their career.
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We also need to be more proactive in identifying individuals with the
aptitude and desire to assume the complex challenges of organizational-
level operational C2 and in consciously steering them into viable career
paths and command opportunities so they can build the experience
they need to lead the C2 enterprise later. This also includes creating
squadron-command-equivalent billets within CHQ C2 assignments so
that C2 leaders can compete for senior leadership positions later, along
with the tactical specialists. It makes no sense to train people specifi-
cally for multidisciplinary CHQ C2 positions but then insist that they
spend the next four to six years commanding tactically focused units
before they can use those skills again, thus allowing their CHQ C2
skills to stagnate in the meantime. It leaves little time for the deliber-
ate engagement and reflection that our future CHQ C2 leaders need to
propose innovative CHQ C2 solutions—the current CHQ C2 system is
not the final answer to our future rest-of-the-iceberg questions.

CHQ C2 assignments should be career enhancements, not speed
bumps to avoid. Because these jobs are inherently joint, steering our
sharpest young minds towards them will increase our competence—
hence, influence—in joint settings as well. The same young officers
and noncommissioned officers who rub shoulders with their sister-
service equivalents in CHQ C2 assignments will surely see them again
someday in a joint headquarters, the Pentagon, and possibly even in
the “Tank”—and those personal relationships will pay dividends.*” If
the Air Force wants more say in joint planning and processes, it needs
to send Air Force people who can already speak in terms of joint plan-
ning processes—not those who are just learning it on the fly after a
lifetime as inwardly focused Air Force tactical specialists.

Recognize That Tactical Proficiency in a Specific Mission Design
Series and the Ability to “Speak Air Force” Ave the Cost of Entry but
Are Not Sufficient in Themselves to Succeed at CHQ C2

Simply to survive in joint- and coalition-planning environments, or-
ganizational-level operational C2 practitioners must not only be fa-
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miliar with joint, allied, and sister-service doctrinal concepts and lan-
guage but also be conversant in several operational-planning
methodologies. They must be able to serve as translators between dif-
ferent service languages and cultures, but first they must have profi-
ciency of their own in terms of Air Force doctrine and C2 terminology.
They should begin their work in C2 with expertise in at least one or
more tactical areas, but they should not stay with one mission design
series too long before receiving an operational C2 assignment. This en-
sures that they have time to develop the organizational skills needed
to carry the air tasking cycle all the way from strategy to task. Incen-
tives should be offered to those who pursue sister-service PME after
they complete Air Force PME. Allowing people to self-identify them-
selves for CHQ C2 assignments in such a way is a good indicator of in-
dividuals who have the perspicacity and drive to make the dramatic
shift from tactics, to operations, and eventually strategy.

Invest in In-Residence Initial and Advanced Training for
Organizational-Level Operational C2 Assignments, and Spread
Specialized Education across a Caveer in the Same Way We Do with
Our PME

Online AFFOR education is better than nothing, but it robs students of
the opportunity to gather valuable insights gleaned from face-to-face
interaction with experienced teachers who can tailor their instruction
to specific requirements of the students and their assignments. Addi-
tionally, spreading out initial and advanced operational-level C2 train-
ing—as was the practice between AOC initial qualification training and
the Command and Control Warrior Advanced Course—allows students
to see a CHQ in action before reengaging in the theory. Doing so leads
to a richer educational experience when they return to the classroom
and even greater dividends when they become advanced-training grad-
uates. Requiring some experience between initial C2 training and ad-
vanced training will better prepare students to engage with the ad-
vanced material, and they will even bring back new insights and
lessons learned that will strengthen the entire community. CHQ skills
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require a lifelong-learning mind-set, and our preparations for these po-
sitions should mirror this fact. It is good that some of our formal PME
courses have already incorporated CHQ C2 education and training into
their syllabi, but it is also true that many of the people assigned to
CHQ C2 assignments have not yet attended these courses.

Continue to Invest in Organizational CHQ Operational C2 Exercises
and Encourage COCOM-Level Exercises to Include Training
Objectives That Involve CHQ Processes

Except for people who monitor and direct tactical execution (found
mostly in the COD), AOC and AFFOR players get useful mission train-
ing when they actually interact with the staffs and entities they would
have to talk to in real life to conduct joint and coalition parallel plan-
ning, including active participation in joint battle-rhythm processes.
Such training can occur in the context of major COCOM exercises like
Terminal Fury, Austere Challenge, and Emerald Warrior, as well as
Blue Flag, in which those processes can be simulated with enough fi-
delity to offer AOC personnel accurate inputs and useful critiques of
their processes and products to facilitate learning. This does require
commitment on the part of the primary training audience—usually
the COCOM staff—to create scenarios and master-scenario event lists
that address AOC and AFFOR needs since these may be the only op-
portunities that these entities have to fully exercise their C2 functions
in the joint boards, bureaus, centers, and cells that drive a joint battle
rhythm.

Explove New Three-Dimensional Operational Graphics, Animations,
and Computer Simulations to Raise Generval Awareness of “Rest of
the Iceberg” Issues and to Tmprove the Systems Literacy of Those
Who Ave Not C2 Experts but Will Find Themselves Making Decisions
about the C2 Enterprise

It is almost impossible to engage either creatively or critically with
something without a basic mental model. Rich visualizations and ani-
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mation have an amazing power to access the creative mind and to in-
form our intuitions about systemic complexity. Even prespeech infants
who do not understand anything about the inner workings of comput-
ers can easily manipulate computer interfaces of today to access and
play their favorite video games on touch-screen devices using the vi-
sual metaphors of Windows-based user interfaces.*® We have an un-
precedented ability to use data to create empirically accurate simula-
tions of operational scenarios. We can and should visually depict our
schemes of maneuver, using both rich, multidimensional graphics and
simulations to help C2 practitioners better visualize the operational
constraints and linkages that make the rest-of-the-iceberg activities es-
pecially daunting. This is not to say that we should allow ourselves to
be dependent on such tools—the ultimate goal is still to build systemic
intuition that can be applied with a grease board as easily as a projec-
tor. Currently, however, the products we use are usually too simple for
either educating C2 or practicing high-level operational C2. We still
employ two-dimensional Microsoft Word and PowerPoint products to
frame and war-game complex, multidisciplinary operational problems
in the planning process, and we too often present gross oversimplifica-
tions of complex planning efforts to decision makers in three-to-four-
slide quad-chart decision briefings.

Animated operational graphics that utilize standard symbology —
used from initial education through actual mission rehearsals and de-
briefings—will help us better illustrate joint interdependencies in ways
that static, two-dimensional products never can. Using them, we can
develop the same kind of intuitive feel for operational warfare that we
experience every time we use colored and animated weather maps to
evaluate complex weather systems: within just a few seconds of obser-
vation, we can usually tell whether or not we need an umbrella. If we
had similar visual tools for operational-art concepts, it would be much
more difficult to take for granted rest-of-the-iceberg operational consid-
erations like resource allocation and mutual interdependence if the
simulation stops when it encounters a constraint. Airpower advocate
Alexander de Seversky understood this concept well when he collabo-
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rated with Walt Disney in making the film Victory through Air Power in
1943. De Seversky used simple, hand-animated operational graphics to
illustrate complex concepts of operational art to the general public.
Even if his message was at times overly simplistic, the explanatory
power of the animations is undeniable and, in many ways, superior to
the way we teach the same operational concepts today.*

In an ideal situation, we could replace de Seversky’s cartoons with
accurate, simulator-generated depictions of our operational schemes of
maneuver and threats. We could play out an entire joint scheme of ma-
neuver in a simulated battlespace, checking for seams in the plan and
limiting operational constraints before presenting joint courses of ac-
tion to commanders. For example, if a joint plan called for more air-re-
fueling tanker gas than actually available, if the same asset were as-
signed to multiple locations, or if an asset were planned to penetrate an
enemy’s integrated air defense system without sufficient mutual sup-
port, then the simulation should highlight the discrepancy and point to
the limiting factors, in much the same way that commercially available
strategy games do with combinations of color and sound alerts. We are
already training a generation of gamers to think this way, so why are
we not training a generation of planners in a similar fashion?

Are we going to have this kind of modeling and briefing capability
soon? No. Would our situational awareness and systemic literacy ben-
efit from the incremental steps it would take to get there, rather than
just using the static slides and diagrams we rely on today? Yes. And
would it help us to make our planning assumptions explicit and open
for debate, even if absolute systemic truth could never be depicted?
Absolutely.

Conclusion

Any discussion of icebergs would have to include the tragedy of RMS
Titanic—the largest, most advanced ship of its time, possessing stagger-
ing levels of capacity, technology, prestige, and raw power. Many peo-
ple, perhaps including some members of its crew, considered it “un-
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