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Foreword

Cyber crimes committed by malicious insiders are among the most significant threats to net-
worked systems and data. When developing policies and procedures for responding to cyber secu-
rity events, it is important to consider the insider threat.

A malicious insider is a trusted insider who abuses his trust to disrupt operations, corrupt data,
exfiltrate sensitive information, or compromise an IT (information technology) system, causing
loss or damage. Left unchecked, their rogue actions may compromise the nation’s ability to fend
off future attacks and safeguard critical infrastructure assets, such as the electric power grid. In
fact, some of the most damaging attacks against the government have been launched by trusted
insiders. As increased information-sharing exposes sensitive information to more insiders, such
attacks will become an increasingly serious threat. Their concerns are shared by the private sector,
where corporations maintain valuable, highly sensitive information and financial institutions man-
age the flow of and access to electronic funds.

The research described in this report was sponsored by the Department of Homeland Security
Science and Technology Directorate’s Homeland Security Advanced Research Projects Agency
Cyber Security Division. The work was conducted, and the report written, by members of the
CERT® Insider Threat Center at Carnegie Mellon University’s Software Engineering Institute.
The authors built upon a previous S&T-funded 2004 report, Insider Threat Study: Illicit Cyber
Activity in the Banking and Finance Sector, to develop a greater understanding of the behavioral,
technical, and organizational factors that lead to insider threat attacks [Randazzo 2004]. Drawing
on case files provided by the United States Secret Service, they analyzed actual incidents of insid-
er fraud, from inception to prosecution. As part of their effort, the authors compared the technical
security controls commonly used to prevent internal and external attackers. Their findings can be
used to inform risk management decisions being made by government and industry and to support
law enforcement in cybercrime investigations.

I would like to specifically recognize the tremendous participation by the United States Secret
Service in this effort. In granting the authors access to case files, the agency was instrumental in
the development of this report.

Douglas Maughan, Director

Cyber Security Division

Homeland Security Advanced Research Projects Agency
Science and Technology Directorate

Department of Homeland Security

Research Sponsened By
8 Homeland
":f_nl-_-_ -.:’.:.: S ecurit Y

Science and Technology
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Executive Summary

This report describes a new insider threat study funded by DHS S&T in collaboration with the
USSS and the CERT® Insider Threat Center, part of Carnegie Mellon University’s Software En-
gineering Institute. The primary goal of the current research is to produce empirically derived
findings from insider and outsider computer criminal activity within the banking and finance sec-
tor to help security professionals prevent, detect, and manage malicious insider activity and risk.
The central question of this research is

What are the observable technical and behavioral precursors of insider fraud in the fi-
nancial sector and what mitigation strategies should be considered as a result?

For the purposes of the current study, we focus on attacks rather than accidental acts and continue
to define a malicious insider as

a current or former employee, contractor, or other business partner who has or had
authorized access to an organization’s network, system, or data and intentionally exceeded
or misused that access in a manner that negatively affected the confidentiality, integrity, or
availability of the organization’s information or information systems [Cappelli 2009]

Staff of the Insider Threat Center extracted technical and behavioral patterns from 67 insider fraud
cases, as well as 13 external® fraud cases; all 80 cases occurred between 2005 and the present.
Using this information and discussions with staff of other agencies, including the Department of
the Treasury, and from some financial organizations, we developed insights and risk indicators of
malicious insider activity within the financial services sector.

The majority of the 80 organizations impacted by these crimes are included in the banking and
finance industry, including retail, commercial, and investment banks; accounting firms; credit
card issuers; federal credit unions; and insurance providers; while some are financial departments
of retail businesses (automobile, builders, employee benefit providers, employee staffing, engi-
neering, fashion, home improvement, transportation) and federal, state, and local governments.
This information is intended to help private industry, government, and law enforcement more ef-
fectively prevent, deter, detect, investigate, and manage insider threat in this sector.

Our research applied the multiple case study method described by Yin [Yin 2009]. USSS cases of
insider fraud® were selected if they occurred against a U.S. organization, almost exclusively® re-

CERT® is a registered trademark owned by Carnegie Mellon University.
External fraud cases are those in which no malicious insiders were involved.

USSS case types include criminal violations involving fraud against banks, savings and loan associations, credit
unions, check cashers, stockbrokers, and other financial organizations.

Of the 67 insider cases, only 1 did not result in being adjudicated guilty by a U.S. court of law. In that case,
investigators found sufficient evidence of the crime to warrant prosecution, but other factors in the case resulted
in it being declined for prosecution.
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sulted in criminal conviction, and had a sufficient quantity and quality of behavioral and technical
information available. A small set of external fraud cases were also studied to facilitate an infor-
mal comparison with the insider cases. The exploratory nature of this study and its method of case
selection make it challenging to generalize our results to a larger population of insider fraud. Nev-
ertheless, this study does help provide an understanding of the precursors and contextual factors
that surround and influence a select sample of insider fraud cases in the financial services sector.

Findings

The following six broad findings are based on analysis of the 80 cases selected and examined for
this report.

FINDING ONE—Criminals who executed a “low and slow” approach accomplished more dam-
age and escaped detection for longer.

« Onaverage, over 5 years elapse between a subject’s hiring and the identified start of the
fraud, and it takes an average of almost 32 months to be detected by the victim organization.

« The lower 50 percent of cases (under 32 months in length) had an average actual monetary
impact of approximately $382,750, while the upper 50 percent (at or over 32 months in
length) had an average actual monetary impact of approximately $479,000.

FINDING TWO—Insiders” means were not very technically sophisticated.
« Very few subjects served in a technical role (e.g., database administrator) or conducted their
fraud by using explicitly technical means.

« In more than half of the cases, the insider used some form of authorized access, whether cur-
rent or authorized at an earlier time but subsequently withdrawn for any number of reasons,
including change in job internally or a change in employer, and in a few of the cases, the in-
sider used some non-technical method to bypass authorized processes.

FINDING THREE—Fraud by managers differs substantially from fraud by non-managers by
damage and duration.

« Fraud committed by managers consistently caused more actual damage ($200,105 on aver-
age) than fraud committed by non-managers ($112,188 on average).

o Fraud committed by managers lasted almost twice as long (33 months) as compared to non-
managers (18 months).

« Of all the non-managers, accountants cause the most damage from insider fraud ($472,096 on
average) and evade detection for the longest amount of time (41 months).

FINDING FOUR—Most cases do not involve collusion.

« Only 16 percent of the fraud incidents involved some type of collusion, with 69 percent of
those involving collusion exclusively with outsiders.

« Only 1 case involved collusion with other insiders.
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FINDING FIVE—Most incidents were detected through an audit, customer complaint, or co-

worker suspicion.

« Routine or impromptu auditing was the most common way that an attack was detected (41
percent). In terms of who detected the attack, internal employees were the most common (54
percent) followed by customers (30 percent).

« Only 6 percent of the cases were known to involve the use of software and systems to detect
the fraudulent activity.

« Transaction logs, database logs, and access logs were known to be used in the ensuing inci-
dent response for only 20 percent of the cases.

FINDING SIX—Personally identifiable information (PIl) is a prominent target of those commit-

ting fraud.

« Roughly one-third (34 percent) of the cases involved Pl being the target by the insider or
external actor with younger, non-managers stealing P11 more often than older employees.

« The average tenure of employees who stole P1l was shorter than the tenure of malicious in-
siders who did not steal PII.

Our modeling and analysis of insider fraud cases revealed two scenarios: the manager scenario
(51 percent) and the non-manager scenario (49 percent). In the manager scenario, the perpetrators
of fraud are able to alter business processes, sometimes by manipulating subordinate employees,
to profit financially. In the non-manager scenario, the perpetrators are often customer service rep-
resentatives who alter accounts or steal customer account information or other P1I to defraud the
organization. These two scenarios share many patterns, but each has key distinguishing character-
istics regarding timeline, incentives, the organization’s trust in the insider, others’ suspicions, out-
sider facilitation, and concealment. Fraud cases examined in previous CERT studies were more
similar to the fraud committed by non-managers than that committed by managers.

Recommendations

The following behavioral and/or business process recommendations, and monitoring and technical
recommendations are provided in response to the six findings described above. These recommen-
dations are intended to be implemented in conjunction with other organizational controls targeted
at preventing, detecting, or responding to malicious insider activity. Be sure to consult with legal
counsel prior to implementing any recommendations to ensure compliance with federal, state, and
local laws.

Behavioral and/or Business Process
o Clearly document and consistently enforce policies and controls.

« Institute periodic security awareness training for all employees.

Monitoring and Technical
« Include unexplained financial gain in any periodic reinvestigations of employees.

« Log, monitor, and audit employee online actions.

« Pay special attention to those in special positions of trust and authority with relatively easy
ability to perpetrate high value crimes (e.g., accountants and managers).
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Restrict access to PII.

Develop an insider incident response plan to control the damage from malicious insider activ-

ity, assist in the investigative process, and incorporate lessons learned to continually improve
the plan.
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Abstract

This report describes a new insider threat study funded by the U.S. Department of Homeland Se-
curity (DHS) Science and Technology Directorate (S&T) in collaboration with the U.S. Secret
Service (USSS) and the CERT Insider Threat Center, part of Carnegie Mellon University’s Soft-
ware Engineering Institute. Researchers extracted technical and behavioral patterns from 67 insid-
er and 13 external fraud cases; all 80 cases occurred between 2005 and the present. Using this
information, we developed insights and risk indicators of malicious insider activity within the
banking and finance sector. This information is intended to help private industry, government, and
law enforcement more effectively prevent, deter, detect, investigate, and manage insider threats in
this sector.
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1 Introduction

This report describes a new insider threat study funded by DHS S&T. The CERT® Insider Threat
Center* completed the study in collaboration with the USSS. This effort extracted technical and
behavioral patterns from 80 fraud cases—67 insider and 13 external®—that occurred between
2005 and the present. These cases were used to develop insights and risk indicators to help private
industry, government, and law enforcement more effectively prevent, deter, detect, investigate,
and manage malicious insider activity within the banking and finance sector. This study updates
an initial study of insider threats in the banking and finance sector [Randazzo 2004].

The report starts by providing definitions, an overview of selected current literature on insider
threats, and the study research methodology, which may be of greater interest to researchers than
financial sector practitioners. It then covers the findings we derived from an analysis of selected
cases and describes a system dynamics model of the crime of fraud. Finally, we compare this
crime profile, including the system dynamics model, with other crimes, provide mitigation strate-
gies, and describe additional steps that could be taken by researchers or information security prac-
titioners in this area who hope to reduce the occurrence of individuals committing illegal acts
against their organization.

1.1 Terms and Definitions

A number of authors have defined insider attacks and characterized insider subjects. Predd and
colleagues define an insider generally as someone with legitimate access to an organization’s in-
formation assets, including contractors, auditors, temporary employees, former workers, and non-
malicious subjects who cause damage unintentionally [Predd 2008]. This definition is broader
than many others, but it generally reflects a consensus in the literature that, in addition to current
employees, insiders may include other personnel with past or current authorized access, including
contractors or even customers. For the purposes of the current study, we concentrated on insiders
who caused harm to an organization through deliberate actions.

The following definitions are critical to our study:

« A malicious insider is a current or former employee, contractor, or other business partner who
has or had authorized access to an organization’s network, system, or data and intentionally
exceeded or misused that access in a manner that negatively affected the confidentiality, in-
tegrity, or availability of the organization’s information or information systems [Cappelli
2009].

CERT is a registered trademark owned by Carnegie Mellon University.
More information about the CERT Insider Threat Center is available in Appendix A.

External fraud cases are those in which no malicious insiders were involved.
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« Insider fraud is a malicious insider’s use of IT for the unauthorized modification, addition, or
deletion of an organization’s data (not programs or systems) for personal gain or the theft of
information leading to an identity crime [Weiland 2010].

« Anidentity crime is “the misuse of personal or financial identifiers in order to gain something
of value and/or facilitate some other criminal activity.”®

« Avictim organization is a business entity that was impacted by the actions of a malicious in-
sider.

« A precursor is an action, event, or condition that precedes the insider crime and is hypothe-
sized to be associated with that crime. If the hypothesized association can be confirmed with a

comparison to case controls, then those observable precursors indicate increased risk of the
crime [Band 2006].

1.2 Related Empirical Research

Empirical insider threat research generally falls into one of three categories:
« surveys of violation frequency by type as reported anonymously by victim organizations

« simulations of insider actions by experimental groups
« post-hoc reviews of actual cases

The rest of this section provides a high-level overview of each of these three areas of empirical
research.

1.2.1  Surveys

For years researchers have surveyed organizations to gather data on the frequency and types of

computer-related crimes and violations they have experienced. Two of the most prominent sur-

veys are the Computer Security Institute (CSI) survey, conducted in collaboration with the Feder-

al Bureau of Investigation (FBI), and the CSO Magazine survey, conducted in collaboration with

the USSS and the CERT Insider Threat Center. This critical information has

« established the frequency, types, costs, and countermeasures involved in a range of computer
crimes experienced by a range of government, private, and other participating organizations

« documented important trends in computer crimes such as an apparent increase in the sophisti-
cation of insider crimes [CSO 2011]’

Similar surveys by Verizon have documented the variety and seriousness of these breaches [Veri-
zon 2011]. This research has reconfirmed the continued impact of insider acts within the banking
and finance sector.

6 This definition comes from the USSS website (http://www.secretservice.gov/criminal.shtml).

7 For more information, see the article titled “2011 Cybersecurity Watch Survey: Organizations Need More Skilled
Cyber Professionals to Stay Secure” [CSO 2011].
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1.2.2 Simulations

Computer scientists have often simulated insider activity to test different insider activity detection
methods. Maybury and colleagues performed one of the most thoroughly reported simulations of
this kind [Maybury 2005]. They assessed the timeliness and accuracy of several prototype tech-
niques to provide early warning of malicious insider activity in an operational setting. More re-
cently, Caputo and colleagues employed a blind control group format to an insider simulation. In
a double-blind, control-group experimental design, Caputo and colleagues compared volunteer
MITRE employees acting as highly motivated malicious versus benign insiders in pursuit of simi-
lar information targets [Caputo 2009a, Caputo 2009b]. The study’s design addressed a critical
deficiency in the insider threat literature: the lack of control groups involving insiders who violate
policies or laws with versus without malicious intent. The research revealed that these groups
used somewhat different approaches that could distinguish their motivation for security profes-
sionals.

While simulations are excellent for conducting exploratory research, testing detection methods,
and overcoming gaps in more naturalistic research designs, researchers and practitioners should
work closely together to generalize the results to actual insider activity within the banking and
finance sector. Empirically derived lessons learned need to be interpreted and evaluated by securi-
ty personnel in this area.

1.2.3 Case Studies and Other Empirical Research

The Defense Personnel Security Research Center (PERSEREC) compiled information related to
espionage and insider events and produced two data sets that are available for research. The Na-
tional Security Espionage Database contains publicly available information on espionage against
the United States and includes 200 case variables describing more than 150 criminal events
[Herbig 2002]. While this data set provides an invaluable overview of these cases over time, it
does not provide the level of information available from more in-depth case studies with addition-
al data sources, such as interviews with investigators, suspects, and their co-workers and legal
records. This detailed information is critical to deriving practical lessons for security practitioners.
However, the PERSEREC did compile more detailed data on 80 cases involving insiders who
targeted the U.S. Department of Defense, military contractors, and other components of the U.S.
critical infrastructure [Fischer 2003]. Shaw, Ruby, and Post reported more detailed data on a sub-
set of these cases [Shaw 1998].

Shaw and Fischer used a multiple-source, case-study approach to examine 10 cases of malicious
insider information technology (IT) activity in critical infrastructure industries [Shaw 2005]. For
each case, they examined the background of the event, the environment in which it occurred, the
specifics of the event, the motivations of the subject, the investigative and legal actions taken, and
the lessons learned.

CERT Insider Threat Center research has focused on malicious insider threat compromises that
have been adjudicated in the United States. In 2002, the Insider Threat Study Team, composed of
USSS behavioral psychologists and CERT information security experts, collected approximately
150 insider threat cases that occurred in U.S. critical infrastructure sectors between 1996 and 2002
and examined them from both a technical and a behavioral perspective. The USSS and DHS S&T
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funded this project. A subsequent study examined 23 incidents of illicit insider activity in the
banking and finance sector and reported the following key findings [Randazzo 2004]:

« In 87 percent of the cases, the insider used legitimate system commands in committing the
malicious activity. The insiders needed little technical sophistication because they tended to
exploit known or newly discovered design flaws in systems used to enforce business rules or
policies.

o  Of the perpetrators, 81 percent planned their actions in advance.

« In 85 percent of the cases, someone else knew about the insider’s actions before or during
the malicious acts.

« In 81 percent of the cases, financial gain motivated the perpetrators. Revenge was the moti-
vator in 23 percent of the cases, and 27 percent of the perpetrators were experiencing finan-
cial difficulties at the time they committed the acts.

o  Perpetrators came from a variety of positions and backgrounds within the victim organiza-
tion, but management had identified 33 percent of them as “difficult” and 17 percent as “dis-
gruntled.”

« Audit logs helped to identify the insiders in 74 percent of the cases.

«  Of the victim organizations, 91 percent suffered financial loss, with amounts ranging from
hundreds to hundreds of millions of dollars.

o  Of the perpetrators, 80 percent committed the malicious acts while at work, during working
hours.

The USSS and the CERT Insider Threat Center published the results of the study in a series of
case analyses in the banking and finance sector [Randazzo 2004], the IT sector [Kowalski 20083],
the government sector [Kowalski 2008b], and IT sabotage across all critical infrastructure sectors
[Keeney 2005]. The 2004 USSS/CERT Insider Threat Study laid the foundation for extensive
follow-on research within the CERT Insider Threat Center, including the development of models,
reports, training, and tools to accomplish the following:

« raise awareness of the risks of insider threat

« help identify the factors influencing an insider’s decision to act

« help identify the indicators and precursors of malicious acts

« identify countermeasures that will improve the survivability and resiliency of the organization

Over the past seven years, Carnegie Mellon’s CyLab,® followed by DHS National Cyber Security
Division Federal Network Security Branch, funded the CERT Insider Threat Center to update its
case library with more recent cases. Over 550 additional cases were collected and coded in the
CERT insider threat database, bringing the case library total to over 700. The general structure of
the database, depicted in Figure 17 on page 51, includes 30 major constructs and is operational-
ized by hundreds of specific variables.

8 For more information, visit the CyLab website (http://www.cylab.cmu.edu/).
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1.3 Theory Related to the Insider Threat

There is an abundance of literature on counterproductive work behavior (CWB), which Sackett
defines as “any intentional behavior on the part of an organizational member viewed by the organ-
ization as contrary to its legitimate interests” [Sackett 2002a]. CWB includes a wide variety of
both self-destructive and retaliatory behaviors, but it specifically encompasses sabotage, stealing,
fraud, and vandalism. Sackett also provides a thorough review of the CWB literature and groups
the antecedents of CWB into personality variables, job characteristics, work group characteristics,
organizational culture, control systems, and perceived injustice [Sackett 2002b]. This work sup-
ports Shaw’s research and the CERT Insider Threat Center’s previous research findings on per-
sonal predispositions and organizational and individual stressors as antecedents of a range of ma-
licious activity [Shaw 2006, Band 2006].

The primary personality model used in CWB research is the Five Factor Model (FFM), which
includes dimensions of openness to experience, extraversion, conscientiousness, agreeableness,
and emotional stability. After reviewing the literature on the FFM dimensions and CWBs, Salga-
do found 44 studies conducted between 1990 and 1999 that examine the relationships between the
FFM dimensions and deviant behaviors (17), absenteeism (13), work-related accidents (9), and
turnover (5) [Salgado 2002]. This work showed that low levels of conscientiousness and agreea-
bleness were significant, valid predictors of workplace deviance. Related work showed that work-
place stress and the perceived status of the insider within the organization were correlated with
CWBs [Mount 2006, Stamper 2002].
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2 Research Method

The primary goal of the current research is to produce empirically derived findings from insider
and outsider computer criminal activity within the banking and finance sector to help security pro-
fessionals prevent, detect, and manage malicious insider activity and risk. This section provides
an overview of the research method, including subject or case selection criteria and sources, case
coding procedures, and the system dynamics modeling approach.

The central question addressed by this research is

What are the observable technical and behavioral precursors of insider fraud in the cases
examined for this study, which are drawn from the financial sector, and what mitigation
strategies should be considered as a result?

This research applied the multiple (or comparative) case study method described by Yin, Kaarbo,
and Beasley [Yin 2009, Kaarbo 1999]. This approach supports analytical generalizations and hy-
pothesis testing of available data rather than statistical comparisons across groups or populations
(e.g., subjects with various levels of risk factors who do and do not commit insider acts). Because
it is difficult to get separate samples of individuals with hypothesized risk characteristics who do
and do not commit insider acts, our study sought general patterns among demonstrated insider
subjects, especially personal characteristics and behavioral and technical steps associated with
insider attacks.

2.1 Case Identification and Selection
The following criteria guided the selection of insider cases:

1. The case subject is a malicious insider who committed fraud using some form of information
technology. This explicitly excluded many cases where the insider defrauded a financial in-
stitution by means of simple cash drawer theft.®

The victim organization is U.S. based.

The subject’s actions were confirmed by criminal conviction, confession, or other independ-
ent, reliable, and verifiable means.

4.  Sufficient quantity and quality of information is available to ensure that cases are of compa-
rable depth and have the appropriate amount of behavioral and technical details.

In addition, a small set of external fraud cases—cases in which no malicious insiders were in-
volved—uwere also studied to facilitate an informal comparison with the insider cases. This
study’s selection of prosecuted cases, including cases that ended in a plea bargain, may have

o Two cases that more closely resembled IT sabotage and theft of IP were retained because of their impact and

relevance to the concerns of the financial sector.
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caused a selection bias toward insider events that are not typical of all insider offenses. It is gen-
erally acknowledged that many insider offenders are not prosecuted due to

1. the difficulty of prosecuting these cases

2. the costs of pursuing small-value crimes or crimes where recovery of misappropriated funds
is unlikely

the relatively mild sentences that often result from conviction
the potentially negative impact on the victim organization’s public image

Prosecuted cases may represent a distinct subset of insider events in which the victim organization

« was highly motivated to work with law enforcement by the extent of the offense and the real
and reasonable likelihood of a successful outcome, such as recovery of funds

« needed an agency’s police powers (e.g., search, forensic investigation, arrest) to terminate
the activity or gain redress

Nonetheless, these cases offered the study team an added measure of data reliability.

While information from USSS case files was the starting point for our research, we also searched
other sources for information on these cases, including various media outlets (found through
searches on LexisNexis news databases and internet search engines such as Google) and criminal
justice databases (found through searches on LexisNexis court databases). Finally, we conducted
interviews with principal parties involved in investigating the incident, primarily the law en-
forcement or bank investigators involved.

2.2 Coding Method and Database Description

Case coding is a critical process in which information gathered through case file document review
and interviews is entered into the CERT insider threat database according to a prescribed method-
ology that is documented in a codebook. Appendix B shows the structure of the database used in
this project, which is the same as the structure of the codebook that guided the coding process.
The codebook provides operational definitions and examples of all the required items.

Because reliability is important for all types of data collection, we develop, test, and follow spe-
cific procedures to ensure that data are collected and coded in a consistent and predictable man-
ner. To address consistency in coding, coders were 1) trained by more experienced coders and 2)
briefed on the codebook’s conceptual framework and typology to help them gain a clear under-
standing of the contents. Once trained coders completed cases, a second coder examined the cod-
ing results to ensure that details in the original source documents were not inadvertently missed
by the first coder. Furthermore, a record quality index is automatically calculated for each case; in
doing so, missing or blank fields are flagged so that a coder either has to indicate that field as ex-
plicitly unknown or enter the information found in the sources.
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2.3 Modeling and Analysis Approach

The primary purpose of our modeling effort is to clarify the complex nature of the insider fraud
threat. Our models evolved through a series of group data analysis sessions with individuals expe-
rienced in both the behavioral and technical aspects of insider crimes. We used system dynamics,
a method for modeling and analyzing the holistic behavior of complex problems as they evolve
over time [Sterman 2000]. System dynamics model boundaries encompass all the variables neces-
sary to generate and understand problematic behavior. This approach encourages the inclusion of
soft factors in the model, such as policy-related, procedural, administrator, or cultural factors.

The system dynamics models for this project were developed during a group modeling session
and presented to several financial organizations prior to the publication of this report. System dy-
namics modeling involves identifying the primary variables of interest, the influences between
these variables, and the feedback loops that are critical for understanding the complex behavior
associated with insider fraud. Our group modeling session brought together people from various
specialty areas, including clinical psychology, behavioral science, computing science, and cyber-
security. The group studied the details associated with and identified patterns in the insider fraud
data. The group modeling process enabled the team to step back and consider the big picture at
times and focus on individual concepts at other times. The goal was not to represent all cases with
perfect accuracy but to paint a broad picture that represents key dynamic aspects of a preponder-
ance of the case findings.
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3 Crime Profile and Findings

Our case analysis yielded six findings based on trends and descriptive statistics observed in the
case files, which are detailed in this section; however, a more general characterization of the sub-
jects and the crimes will hopefully provide additional insights. The crime profile describes varia-
bles such as sex and age of the subject, but do not presume that this establishes a clear individual
profile that could be acted upon. In fact, it most likely describes a profile of a large number of
individuals who work in this industry. Rather than infer that the characteristics we describe below
could be used for targeting in your workplace, compare them to your own organization to deter-
mine if and why the same characteristics may or may not depart from what we found in this set of
cases. Eighty cases are included in the analyses below. The 13 external cases were not considered
when calculating the statistics if they were not included in many of the analyses relevant mainly
to insider issues.

3.1 Subject and Crime Description

Age at the Beginning of the Offense

Data on age at the time of the offense were available for 58 of the insider fraud cases. The average
age at the initiation of the crime was 39 and the median age was 38. Figure 1 shows the distribu-
tion of cases by age ranges.

Number of Insider Cases by Age Range
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Age Ranges (years)

Figure 1: Number of Insider Fraud Cases by Age
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Gender

Twenty-three (31 percent) of the 67 insider fraud subjects were male and 44 (69 percent) were
female. This finding departs from our previous case research on fraud, which found gender more
evenly split between male and female subjects [Randazzo 2004]. The high incidence of female
perpetrators in this data does not indicate a greater likelihood for females to commit fraud as
much as it may reflect the distribution of women in these roles within the organizations studied.
For example, 52 percent of the female subjects were in non-management positions, while only 30
percent of the male subjects were in non-management positions. This finding may reflect the fact
that women were simply over—represented in our sample.

Subject’s Country of Origin

Data on national origin were available for 46 of the 67 insider cases. Eight subjects out of 46 (17
percent) were citizens of a foreign country. No single country or region was consistently repre-
sented, with Nigeria being the only country to occur more than once. Others involved subjects
from China, Guatemala, Venezuela, Vietnam, Jamaica, Guyana, and the Bahamas. Data on na-
tional origin were available for 6 of the 13 external cases. Of those 6 cases, 3 were U.S. citizens
and 3 were from foreign countries.

Monetary Impact and Sentence

Actual damages are indicated in every USSS case file as the dollar amount the victim organization
lost as a result of the subject’s activities, while potential damages are the monetary damages that
the subject had the ability to cause had he not been caught. Figure 2 shows the actual and potential
damages for all 80 cases—the significant difference between the average and median was in large
part due to the largest case with an actual and potential damage amount of 28 million dollars.

Actual and Potential Damages
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Figure 2: Average and Median Actual and Potential Damage (in Dollars)

Though we examined a smaller number of external cases, Figure 3 shows the difference in dam-
ages, both average and median, between our 67 internal cases and the 13 external cases.
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Internal and External Case Damage

Comparison
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Figure 3: Comparison of Damages for Internal and External Cases

Figure 4 reflects the length of the sentence, both in terms of the jail time and the probation or su-
pervised release. Because of the amount of larger sentences, the average time was higher than the
median by about 9 months. Subjects were, on average, sentenced to 2.3 years of jail time, while
they were given 3.2 years of supervised release. It is limiting to have a felony on one’s record in
addition to stipulations that prohibit one from working in a fiduciary role; however, consistent
pre-employment screening should be followed to reduce the chance that a previous violation is
not identified during the hiring process.
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Sentence Outcomes (in years)
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Figure 4: Average and Median Sentence Outcomes (in Years)
The remainder of this section will detail six findings that we derived from an analysis of 80 cases.

3.2 FINDING ONE: Criminals who executed a “low and slow” approach
accomplished more damage and escaped detection for longer.

This finding addresses the chronological relationships among important, common events in our
cases. We calculated average times between those events to determine the window during which
the victim organization(s) might have been able to detect and respond to the incident.

3.2.1 Description
The milestones we examined were the point at which

1. the subject was hired

2. the subject began the fraud activities

3. the victim organization detected the fraud

4. the victim organization reported the fraud to law enforcement (LE)

Data were available for the milestones from 47 insider cases. The available case information
yields an interesting and somewhat consistent trend regarding the amount of time between these
milestones. Examining only these milestones provides only part of a case chronology, since it
does not take into account other potentially significant events in the life of the subject or devel-
opments within the victim organization. However, it may suggest windows of opportunity during
which specific measures may prevent or disrupt the fraud activities or lessen their ultimate impact.
Figure 5 shows the average timeline for the 47 cases where this data were available.
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Figure 5: Average Timeline of a Case (in Months)

There are, on average, over 5 years between a subject’s hiring and the start of the fraud. Though
some subjects may have started planning and even executing their fraud before the first known
instance of fraud captured in the case, this analysis indicates that subjects worked for a long peri-
od of time without conducting any fraudulent activities. Though we observed personal and/or fi-
nancial struggles in individual cases that led to those subjects committing their fraud, there was
not a known, common event (e.g., divorce, personal bankruptcy, change of work assignment) that
immediately preceded or triggered the fraud.

More concerning are the 32 months between the beginning of the fraud and its detection by the
victim organization or law enforcement. This period suggests another lengthy period during which
organizations may be able to counter the fraud, if not prevent it. Stopping the fraud during this
period could lessen its impact on the victim organization.

Comparing potential and actual monetary damages to the duration of the crime may suggest what
controls may have been effective at detecting fraud activities. Figure 6 shows an interesting, alt-
hough not entirely consistent, picture of this comparison.
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