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The Eroding Foundation
of National Security

It is relatively common to cite numbers of aircraft, tanks, and ships
as a surrogate for military strength. But over the longer term, a better
measure is the relative size of a nation’s economy, with particular emphasis
on those components relating to technology and manufacturing. Examin-
ing this point of view and assessing the US outlook, assuming the nation’s
current trajectory is sustained, the implications are not encouraging.

A few years prior to the attacks of 9/11, the US Congtess created a bi-
partisan commission to propose a national security strategy for the early
part of the twenty-first century. This endeavor, led by Senators Gary
Hart (D-CO) and Warren Rudman (R-NH), became known simply
as the Hart-Rudman Commission. The commission’s staff was led by
Gen Chuck Boyd, USAE retired, whose enormous service to the nation
included seven years as a resident of the “Hanoi Hilton” and related en-
virons. Senator Hart has since described the effort as perhaps the most
important thing he has ever worked on—strong words given his role on
the Warren Commission and contributions to resolving many critical
national security issues. There were about 15 members of the commis-
sion, representing all parts of the political spectrum. The resulting report
was unanimously endorsed by the participants.

The first of two major findings in the report—which took almost two
years to prepare and was released prior to 9/11—stated that Americans
were likely to die on our nation’s soil by the tens of thousands due to the
actions of terrorists. We did not base this unfortunately rather prescient
conclusion on any hard intelligence—rather, it stemmed from a few
pieces of simple logic. First, there are a large number of people on this
planet who harbor intense hatred for the United States and its success.
Second, following the end of the Cold War, the US military had such
predominant relative strength that it made no sense for an enemy to
engage the United States in conventional combat. Third, modern tech-
nology had, for the first time in history, made it possible for individuals,
or small groups acting alone, to profoundly disrupt the lives of very large
groups of people.

The commission made a number of recommendations, including the
need to establish a homeland security organization that would involve
the elements that now largely form the Department of Homeland Se-
curity. Unfortunately, the report was released during a period when the
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nation was preoccupied counting chads and butterflies on presidential
election ballots and thus was largely ignored. In fact, to this day only
one of the 50 recommendations offered by the commission has been
implemented: creation of the Department of Homeland Security. Un-
fortunately, as history progressed, Congress soon had 108 of its commit-
tees and subcommittees providing oversight of that department.

A second major finding of the Hart-Rudman Commission warned
that “second only to a weapon of mass destruction detonating on an
American city, we can think of nothing more dangerous than a failure
to manage properly science, technology and education for the common
good.” This finding seemed to come as somewhat of a surprise to many
readers. After all, this was a commission established to examine US de-
fense needs—yet its principal findings did not propose that the nation
needed more carrier battle groups, more tactical air wings, or more in-
fantry divisions. Rather, the report’s findings focused heavily on science,
technology, and education; not because the size of the nation’s military
force is not of the utmost importance, but because the latter was suffer-
ing from even greater neglect.

A few years later, a committee was established by the Congress, once
again on a bipartisan basis, with the purpose of examining the nation’s
ability to compete in the evolving global economy. The resulting effort
was conducted by the National Academies of Science, Engineering, and
Medicine and produced, among other publications, a 500-page book
generally referred to as the “Gathering Storm report,” after the first line
in its title.!

This committee, unanimous in 19 of its 20 recommendations (the
sole dissenting vote considered it unnecessary for the federal government
to fund energy research), was composed of 20 members and included
presidents of public and private universities, CEOs of Fortune 100 com-
panies, former presidential appointees, three Nobel Laureates, and the
head of a state public school system. Upon completing our work, two
members joined the president’s cabinet, one as secretary of energy and
the other as secretary of defense.

While not specifically focused on national security matters, the com-
mittee clearly recognized that without a viable economy there could be
no viable defense. The chairman of the Joint Chiefs of Staff more recently
echoed this view during congressional testimony, and the experience of
the Soviet Union as the Cold War drew to a conclusion served to punc-
tuate his assertion.

The arithmetic is relatively simple. Without a strong economy, there
will be modest tax revenues. With modest tax revenues, there will be
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modest funds for defense. With modest defense, the nation will be
endangered. The question thus becomes, How does the United States
maintain a strong economy in this revolutionary age of globalization?

But it is not only a failure of the nation’s overall economy that could
undermine US national security. The ability to conduct modern war-
fare is also heavily dependent upon two particular elements of the
economy. The first of these is science and technology, and the second
is manufacturing.

For more than a half century, secretaries of defense have pointed to
the importance of maintaining technologically superior forces as an off-
set against larger forces maintained by other nations. Technological
advantages have been known to have decisive impacts throughout the
history of warfare. Pivotal advancements include gunpowder, the stir-
rup, longbow, machine gun, tank, aircraft, atomic bomb, ballistic mis-
sile, nuclear submarine, precision-guided ordnance, space systems, night
vision, stealth, and more.

Importantly, unlike during the Cold War era, the leading edge of the
state of the art in most technological disciplines no longer resides within
the Department of Defense or the “defense industry.” Increasingly, the
nation’s defense will depend upon adapting innovations that have their
roots in the commercial sector. Thus, the extent to which the nation
maintains a military lead will increasingly be a function of the global
competitiveness of the United States.

But with a heavily service-oriented economy (with the service sector
gradually increasing from 31 to 73 percent of overall output since 1850)
and a declining manufacturing sector (declining from 23 to 12 percent
of GDP in the past 40 years), it becomes highly problematic how
the nation’s military can be provided the equipment it needs to ensure
success in times of conflict or crisis. Recall that during the peak of pro-
duction in World War 11, the United States manufactured 13 aircraft
per hour, 24 hours a day, seven days a week. This is certainly not to
neglect other important aspects of modern warfare, but manufacturing
still counts—as does technology.

The two highest-priority recommendations included in the Gathering
Storm report were, first, that the United States must repair its failing
K-12 public education system, particularly in math and science; and,
second, that it must substantially increase its investment in scientific
research. The two US presidents who held office since the report was
released, one a Republican and one a Democrat, both strongly embraced
these findings. But implementation has, once again, been sporadic—at best.
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The fundamental issue is not how the United States is faring in com-
parison to itself in previous eras, but how it will fare in the burgeoning
world of globalization. Arguably, globalization has been prompted by
two technological advancements. The first is the advent of modern jet
aircraft that make it possible to move objects, including people, around
the planet at nearly the speed of sound. The second is the development
of information systems that move ideas and knowledge around the
world literally at the speed of light. Significantly, both these advance-
ments trace their roots to work sponsored by the US Department of
Defense. The result, as pronounced in the words of Frances Cairncross
of The Economist, is that “distance is dead.”

Yes, distance is dead. In fact, Nobel Laureate Arthur Compton fore-
cast as long ago as 1927 that “communication by printed and spoken
word and television [will be] much more common . . . so that the whole
earth will be one great neighborhood.” The author of the bestseller 7e¢
World is Flat, Tom Friedman, stated, “Globalization has accidentally
made Beijing, Bangalore and Bethesda next-door neighbors.”

One of the more profound consequences of globalization is that indi-
viduals will no longer compete for jobs simply with their neighbors across
town; rather, they must compete with their neighbors across the planet in
such places as Tianjin, Taiwan, Toulouse, Tokyo, and Trivandrum.

Concurrently, the business neighborhood is also internationalizing at an
unprecedented rate, with some three billion new would-be capitalists hav-
ing entered the global job market following restructuring of the world’s
geopolitical system just prior to the beginning of the current century.
These individuals are increasingly well-educated, particularly in science
and technology; highly motivated; and willing to work for a fraction of
the wage to which the average US worker has become accustomed.

Ironically, in this new world disorder we can expect that the “established”
nations will be the most challenged. One reason is that past success desensi-
tizes the ability to recognize and respond to needed change. Why would
anyone change the very things that have put one in first place>—a ques-
tion that might have been asked by the leaders of Spain in the sixteenth
century, France in the eighteenth century, England in the nineteenth
century, and even the United States in the twentieth century. It might
also have been asked by the leaders of such businesses as Kodak, Pan
Am World Airways, and Blockbuster. As Wall Street lawyers are fond of
reminding, past performance does not assure future results.

Another reason why today’s industrialized nations may be the most
challenged in the emerging era is an economic one: nine factory workers
can be hired in Mexico for the cost of one in the United States; in Viet-
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nam, 20 assembly workers can be hired for the cost of one in the United
States; five chemists can be employed in China for the cost of one in the
United States; and eight engineers can be hired in India for the cost of
one in the United States. Productivity rates of course differ from country
to country but not nearly enough to offset differences of such magni-
tudes. Over time, wages will of course rise in the developing countries,
as they already have in China, but because of the sheer size of the world’s
potential workforce, it will take decades to approach equilibrium, par-
ticularly for the less-skilled portion of the workforce.

Adding to the employment challenge in developed countries is that
many low-end skills can now be performed by robots. Indeed, technol-
ogy can destroy jobs just as it can create them—all part of the chaos
of the marketplace. During the recent economic downturn, one-third
of US manufacturing jobs—5.5 million jobs—disappeared. Forty-two
thousand factories closed. A few of these are now reopening—but with
smaller, less-well-paid workforces that produce the same output as be-
fore. It should be emphasized that it is not simply factory workers whose
jobs are being affected by this trend; it is increasingly a “full-spectrum”
problem, impacting accountants, dentists, radiologists, architects, pro-
fessors, scientists, lawyers, and engineers—even basketball and baseball
players. Further, it is no longer simply factories that are moving abroad;
the list now includes research laboratories, logistics depots, administra-
tive offices, financial centers, and prototype shops.

A strong economy is in part propelled by a citizenry with significant
purchasing power. In this regard it is estimated that within a decade, 80
percent of the world’s middle class will reside in what are now catego-
rized as developing nations. In less than two decades, more middle-class
consumers are projected to live in China than in all the rest of the world
combined. There are already 80 million people in China who can rea-
sonably be characterized as middle class. Globally, it is estimated that
by the mid 2020s, there will be two billion such consumers—with the
number in China exceeding the total population of the United States at
that time by a factor of two.

One consequence of this global restructuring is, forecasters say, by
2050 less than 20 percent of the world’s gross “domestic” product will be
generated by the United States and Europe combined—further suggest-
ing the magnitude of the shift that is engulfing the planet. Of course, the
possibility exists that some other nations could implode; however, it has
never been a particularly sound business strategy to assume that one’s
competition will simply “implode.”
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Various studies, one of which led to a Nobel Prize, have demonstrated
that during the past half-century, 50-85 percent of the increasc in the
nation’s GDP is attributable to advancements in science and technology,
as is two-thirds of the increase in productivity. Scientists and engineers
comprise less than 5 percent of the nation’s workforce, but, importantly,
the work performed by that 5 percent disproportionately creates jobs for
much of the other 95 percent.

Given these figures, each 1 percent of the population that is composed
of scientists and engineers underpins about 15 percent of the growth in
GDP. Over the long term, each percentage point of growth in GDP is
accompanied by about 0.6 percentage point’s increase in overall employ-
ment. Hence, one might conclude that, within limits, each 1 percent of
the workforce engaged in science and engineering accounts for on the
order of 10 percent of the increase in jobs—a substantial multiplier.

For example, the invention of the iPad, the Blackberry, and the
iPhone—all rooted in much earlier research performed in solid state
physics—created jobs not only for scientists and engineers, but also for
factory workers, truck drivers, salespersons, and advertisers. The Journal
of International Commerce and Economics notes that in 2006 the 700
engineers working on Apple’s iPod were accompanied by 14,000 other
workers in the United States and nearly 25,000 abroad.

Floyd Kvamme, a highly successful entrepreneur and former chair
of the President’s Council of Advisors on Science and Technology, has
said that “venture capital is the search for good engineers.” Steve Jobs
told the president of the United States that the reason Apple employs
700,000 workers abroad is because it couldn’t find 30,000 engineers in
the United States. Microsoft is currently establishing a software facility
across the border in Canada because US immigration policy precludes it
from hiring the talent it needs from around the world.

Other than its democracy, free enterprise system, and rule of law, per-
haps the greatest competitive advantage the United States has enjoyed
in recent decades has been its array of great universities. According to
The Times of London, the top five universities in the world—and 18
of the top 25—are located in the United States. The highest-ranking
Chinese institution currently holds 17th place, although massive efforts
are underway to enhance China’s higher-education system. Rankings by
China’s Shanghai Jiao Tong University place US institutions in five of
the top six places and 18 of the top 25.

Recently, however, as US state and local tax revenues declined precipi-
tously due to the economic downturn, the nation’s public institutions of
higher learning found themselves facing severe budget shortfalls—some
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requiring Draconian corrective measures, such as the 65 percent tuition
and fee increase imposed by the State of California during a single three-
year period. During the past decade, the state universities that educate
70 percent of the nation’s students have on average suffered a 24 percent
budget reduction, not including the effect of inflation. State funding for
colleges and universities per student is now at a 25-year low. To partially
offset this shortfall, average net (after financial aid, much of it provided
by taxpayers) tuition has increased at a rate that far exceeds either the
inflation rate or the growth in family income. In short, many states have
simply decided to disinvest in higher education, de facto privatizing
their research universities but without the commensurate endowments.

The US scientific enterprise would barely function today were it not
for the larger number of immigrants who came to the United States,
most in search of an education, and remained to contribute upon com-
pleting their academic work. However, fewer of the very best foreign
minds are now coming to the United States for their education, and of
those who do, fewer are remaining. Worse yet, US immigration policy
seems designed to drive such individuals out of the country after they
receive their degrees.

And that brings one to the presumptive source of much of America’s
future science and engineering talent, particularly in the national de-
fense arena: the US public K-12 system—or, more accurately, system of
systems—with its 14,000 independent school districts, 99,000 schools,
49 million students, and 3.2 million teachers. Were one to give this
system a grade, it would be generous to assign a C-minus—which is
not a formula for continued success by a nation whose citizens are ac-
customed to a lifestyle supported by a GDP-per-capita that is six times
that of the average for the rest of the world.

The domestic K—12 pipeline for college graduates includes, of course,
some outstanding schools, some exceptional teachers, and some extra-
ordinary students. Further, the proliferation of charter schools, albeit ata
rather glacial pace, is having a net positive effect. So too are such private
initiatives as Teach for America, Math for America, the National Math
and Science Initiative, FIRST, and numerous other such endeavors, but
each on a small relative scale. Whatever the case, in international tests
in math and science, US students are firmly ensconced near the bottom
of the global class.

In international standardized tests involving 15-year-olds from 34
OECD countries, US students now rank 21st in science and 26th in
mathematics—a further decline of four places in science and one in
math during the past three years alone. Writing scores are the lowest ever
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recorded by US students, and a report by the Hartland Program on Ed-
ucation Policy and Governance ranked the US high school class of 2011
as 32nd in overall performance among the 34 OECD nations. Others
have noted that math scores of the children of janitors in Shanghai are
markedly superior to those of the children of professional workers in the
United States.

In US standardized tests, sometimes referred to as the Nation’s Report
Card, 67 percent of US fourth graders scored “not proficient” (the lowest
ranking) in science. By eighth grade that fraction had grown to 70 per-
cent, and by twelfth grade it reached 79 percent. Seemingly, the longer
young people are exposed to the US public K-12 education system,
the worse they perform. In contrast, when the head of a large US city’s
public school system visiting Finland asked her counterpart if she knew
what percent of their students were performing below grade-level, the
reply was, “Why, I can tell you their names.”

A little analysis reveals additional disconcerting trends. During the
40 years the US National Assessment of Education Progress test has
been administered, real spending per student increased by 140 percent
and staffing per student increased by 75 percent. Meanwhile, scores in
reading and science were basically unchanged, and math scores declined
slightly.

Mathematics scores among nine-year-olds, the so-called bright spot in
recent tests, did improve slightly. But overlooking the fact that few firms or
the US military employ nine-year-olds, at the evidenced rate of improve-
ment it will take about 150 years for these public school students to
catch up with their private school counterparts, even in this country,
assuming the latter also continue to improve at their historic rate. And
this has little to do with catching up with the youth of Finland, Hong
Kong, Taiwan, India, Singapore, and China.

Perhaps most disheartening of all is the epidemic of self-delusion now
permeating the nation that might be referred to as the “Race to the Bot-
tom.” This is a race wherein some states lower their standards to obscure
the poor absolute performance of the students for whose education they
bear responsibility. The Vital Signs Report issued by Change the Equa-
tion notes that “Across the nation, only 38 percent of U.S. 4th graders
were proficient or advanced in math in 2009. Yet states, on average,
reported proficiency rates that (based on the state’s own tests) were a full
37 percentage points higher.”

Recently, some parents, school systems, and even states have begun
holding their children out of class on the day standardized tests are ad-
ministered in an ostrich-like response to the K12 dilemma. Yes, there
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is considerable pressure in taking standardized tests, and, yes, there is
considerable pressure out there in the global job market as well. And,
no, the Common Core standards being used in math and reading are
not a federal government takeover of elementary and secondary educa-
tion; the standards were instituted by the governors of 45 states and
the District of Columbia as guidelines for what a youth must learn to
survive and prosper in the global economy.

It is also occasionally argued that the United States secks to educate a
larger proportion of its youth than other nations; however, an analysis
conducted under the auspices of Harvard’s Kennedy School of Govern-
ment indicates that the fraction of US students scoring at the highest
of three levels of performance in a standardized mathemartics test was
“significantly exceeded’” by students in 30 of the 56 participating nations.
Similarly, highly accomplished US students with at least one college-
educated parent ranked behind overall highly accomplished students in
16 countries, no matter the educational level of the latter’s parents.

One may recall how strongly Americans reacted a few years ago when
it was discovered that our nation’s Olympic basketball team no longer
ranked first in the world. Yet, at the same time, the populace seemed
remarkably complacent that our nation ranked 6th in innovation-based
competitiveness, 12th in percent of adults with college degrees, 15th in
science literacy among top students, 16th in college completion rate,
20th in high school completion rate, 23rd in the state of physical infra-
structure, 27th in life expectancy, 28th in mathematics literacy among
top students, 40th in improvement of innovation-based competitiveness
in the decade, and 48th in the quality of overall K—12 math and science
education. Worse yet, the nation’s position has generally deteriorated
since these rankings were collected.

It is worthy of note how quickly a leadership position in science or
engineering can vanish in the face of the rapid rate of change in these
particular fields. Craig Barrett, former CEO of Intel and a member of
the committee that prepared the Gathering Storm report, points out
that more than 90 percent of the revenues Intel realizes on the last day
of any given year is derived from products that did not even exist on the
first day of that same year.

According to the College Board, only 43 percent of all college-bound
US high school seniors meet “college-ready” benchmarks. ACT, another
organization that administers college entrance examinations, concludes
that the figure is only 24 percent, and this of course excludes the nearly
one-third of students who either never began or dropped out of high
school. Nor does it reflect the one-third of those who do graduate high
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school but do not enter college. In the case of potentially pursuing an
education in engineering, the college-ready proportion is found to be
about 15 percent.

A root cause of this dilemma is that 69 percent of 5th-8th grade
students in US public schools are taught math by teachers who pos-
sess neither a degree nor a certificate in math. Fully 93 percent of these
students are taught physical sciences by teachers with neither a degree
nor a certificate in the physical sciences. In fact, more than half of the
nation’s science teachers have not had a single college course in the field
they teach.

There are a plethora of reasons why the United States suffers a short-
age of qualified teachers, among which are lack of prestige assigned by
the public to the teaching profession, lack of discipline in the classroom,
demanding work, and inadequate pay for the best teachers.

The latter tells a great deal about the nation’s priorities. US News and
World Report observed a few years ago thar a high school teacher in the
United States needed to work 43 hours to make $1,000. But a corporate
CEOQ could, on average, do so in two hours and 55 minutes, Kobe Bryant
took five minutes and 30 seconds, and Howard Stern needed to labor
only 24 seconds in his chosen profession. In 40 of the 50 states, the
highest-paid public employee is a college football or basketball coach.

When Americans are willing to pay more to ensure their city’s profes-
sional football team has a good quarterback than to ensure their children
have good teachers, it should not be a surprise that 53 percent of the
nation’s teachers abandon the classroom within five years to pursue other
careers. For once, the problem is 7ot a lack of funds. The United States
spends more per K—12 student, totaling 7.4 percent of GDP, than any
other country with the exception of Switzerland. The worst-performing
schools in the nation are in Washington, DC—which just happens to be
where the most highly funded public schools are found. Based on the
writer’s travels in 112 countries, it appears not to be without justifica-
tion that Bill Gates has remarked, “When I compare our high schools
to what I see when I'm traveling abroad, I'm terrified for our workforce
of tomorrow.”

He might also have been terrified by what he has seen as it affects
recruiting future US armed forces. The nation’s K~12 system is not only
the source of future scientists and engineers who will build the economy
that underpins national defense and produces leading-edge military
capabilities, it is also a source of military manpower. The modern war
fighter requires technical skills to operate and maintain sophisticated
military systems, including the latest devices of cyber warfare. Discon-
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certingly, 75 percent of today’s military-age youth are deemed unquali-
fied to serve in the US armed forces at all, because of mental shortcom-
ings, physical inadequacies, moral failings, or all three.

Ironically, as many former school board members have learned, the
fastest way to be voted out of office is to propose that the length of the
school day be extended. But in 2011, 292 school districts did in fact
change the length of the school week: shortening it to four days—largely
a consequence of mounting budgetary pressures. Even before this trend
began, the US school year averaged 180 days, while the school year in
China was 220 days—a 22 percent difference. The short school year in
the United States was of course intended to free students so they could
help with the harvest, something that relatively few students do today.
No business could survive if it closed its plants for three months a year.

Management consultants McKinsey & Company sought to link
GDP—not an unreasonable surrogate for the standard of living in a
country with a relatively stable population—with K-12 educational
achievement. It concluded that if US youth could match the academic
performance of students in Finland, the size of the US economy would
increase between 9 and 16 percent; that is, about two trillion dollars.

In the face of such statistics, an interesting but largely unknown ex-
periment in education has been taking place in New York City, where
the Harlem Success Academy has been selecting students from the local
neighborhood by lottery. Yet, in standardized tests, six nearby public
schools have only 31 percent of their students proficient in reading and
39 percent in math while the Harlem Success Academy has 88 percent
of its students proficient in reading and 95 percent in math. To be sure,
not all charter schools have been as successful—but the overall evidence
in their favor is compelling.

The American Dream simply does not work without quality educa-
tion for a/l. Between 1979 and 2004, the real after-tax income of the
poorest one-fifth of Americans rose by 9 percent; that of the richest
one-fifth by 69 percent; and that of the top 1 percent by 176 percent.
Further, children in the highest quartile of academic performance but
with parents in the lowest economic quartile have a lower probability of
graduating from college than children in the lowest academic quartile
with parents in the highest economic quartile. This is not the Ameri-
can Dream. Today’s younger generation is the first in US history to
be less-well-educated than their parents. They are almost certain to be
less healthy than their parents. And surveys indicate that two-thirds of
today’s parents believe their children are likely to enjoy a lower standard
of living than they themselves enjoyed. According to the Hamilton
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[nstitute, the median income of men between 25 and 64 years of age
fell 28 percent over the 40-year period ending in 2009. In the case of
high school graduates who did not attend college, the decline in in-
come was 47 percent.

Given the situation that exists in grades K-12, it is not surprising
that the nation’s supply of engineers and physical scientists has become
a major concern to many US corporate executives. It is an even greater
concern among those who bear responsibilities for national security
and cannot simply shift engineering and manufacturing offshore and
for whom the requirement for security clearances largely limits the em-
ployee pool to US citizens. Nearly two-thirds of the students who receive
doctorates in engineering from US universities today are foreign born.

The Gathering Storm report, among numerous other assessments,
concluded that if the United States is to create jobs for its citizens, lead-
ing in innovation is a necessary but not sufficient condition, as math-
ematicians like to say. To maintain a leading position will require that
a cadre of citizens be produced who excel in science and engineering
and also that the citizenry as a whole be equipped to hold jobs in a hi-
tech world. Yet, today, only 16 percent of US baccalaureate degrees are
awarded in science and engineering. In China, the corresponding share
is 47 percent, and in Singapore even more. In the singular case of engi-
neering degrees, the share in Asia is 21 percent; in Europe, 12 percent;
and in the United States, 4.5 percent. By almost all of these measures
the United States was ranked first, or near-first, only a few decades ago, a
time when the foundation was being laid for the technological advance-
ments that are the basis of much of today’s economy.

In terms of the fraction of baccalaureate degrees that are awarded
within the discipline of engineering, the United States ranks 79th
among the 93 nations considered in one recent study. The only coun-
tries ranked behind the United States in this respect were Bangladesh,
Brunei, Burundi, Cambodia, Cameroon, Cuba, Zambia, Guyana, Lesotho,
Luxembourg, Madagascar, Namibia, Saudi Arabia, and Swaziland. The
United States most closely matches Mozambique in the fraction of grad-
uates studying science and engineering.

During the past two decades—part of an era that has been described
as technology’s greatest period of accomplishment—the number of engi-
neers, mathematicians, and physical scientists graduating in the United
States with bachelor’s degrees actually fe// by more than 20 percent, until
a very recent up-tick as the shine on careers in law and on Wall Street
began to tarnish. This contrasts with a growsb during the above time
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period in the production of lawyers of 20 percent and masters in busi-
ness administration of 120 percent.

The number of engineering doctorates awarded by US universities to
US citizens actually dropped 34 percent in the decade prior to the release
of the Gathering Storm report. Reflective of this is a full-page article
that appeared in the Washington Post that bore the headline “How to
Get Good Grades in College.” A sub-headline advised, “Don’t Study
Engineering.” Apparently many young people read the Washingron Post.
Speaking to a group of political leaders in the nation’s capital, Jeff Immelt,
CEO of General Electric, forthrightly shared his opinion on the topic:
“We had more sports-exercise majors graduate than electrical engineer-
ing graduates last year. If you want to become the massage capital of the
world, you're well on your way.” And this is in spite of the fact that 43
percent of the grades awarded by US colleges and universities are now
A’s, the grade most commonly granted. In 1970, 27 percent of grades
were A’s. Yet, the average full-time student at a four-year college now
spends 12 hours a week in class and 14 hours studying outside of class
for a 26-hour workweek. Not surprisingly, employers state that three-
fourths of the college graduates that they actually hire are not prepared to
enter the work force, educationally, culturally, or both.

A popular misconception is that STEM (science, technology, engi-
neering, mathematics) professions do not pay well—a conclusion some-
times based on comparisons with the extraordinary compensation
received by a few individuals working on Wall Street, in entertainment,
or sports, particularly prior to the “dot.com bubble” period. One study
has shown that on average, STEM workers earn 26 percent more than
their non-STEM counterparts who possess comparable levels of edu-
cation. The most common undergraduate degree among Fortune 500
CEO:s is an engineering degree. Furthermore, following the 2008 financial
crisis when overall unemployment exceeded 10 percent, it peaked at
5.5 percent in STEM fields. Exacerbating the dilemma in producing
scientists and engineers is the enormous “leakage” in the talent pipeline.
If, in the year 2030, the United States needs one additional engineering
researcher with a PhD, we must begin with a pool of about 3,000 stu-
dents in 8th grade today.

Another major problem is that in the United States, engineers are all
too seldom a woman or a member of a minority group. Women, com-
prising half the nation’s population and 58 percent of its undergraduate
degree recipients, receive only 20 percent of the engineering bachelor’s
degrees and 19 percent of the engineering doctorates awarded by US
universities. In contrast, women now receive a majority of the degrees
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in law and medicine and represent an extraordinary 72 percent of high
school valedictorians.

Members of minority groups also receive a disproportionately small
share of science and engineering degrees. For example, African Ameri-
cans and Hispanics, each comprising about 13 percent of the US popu-
lation, receive fewer than five percent each of the bachelor’s and doctoral
degrees awarded in these fields. There have been recent encouraging
signs of gains; however, the improvement to date has been on the mar-
gin. 'This is a particular concern for the long term since demographic
results indicate that within about three decades, minorities will make up
the majority within the United States, and that is already the case among
those younger than 18 years of age.

Ironically, there will probably never again be a shortage of engineers
in the United States in terms of overall numbers. The reason is that US
firms can now readily ship much of their engineering work overseas if
there are insufhicient numbers of engineers at home. One problem, of
course, is that most of the jobs those engineers create will also be located
overseas.

One periodically reads that there are too many engineers in the United
States. There are several reasons why this claim deserves scrutiny. The
first is that although the nation graduates more individuals with engi-
neering degrees than there are engineering jobs, many of those receiving
such degrees plan to continue their careers in other fields, including
business, medicine, and law. Engincering degrees are broadly considered
an excellent undergraduate foundation for studies in a variety of other
disciplines. Another factor is that the pace at which new knowledge is
being developed is so rapid that engineers who do not keep up with the
state of the art very quickly find themselves irrelevant and members of
the so-called “excess” of engineers.

The issue is not that the nation may have too many engineers and
scientists; the issue is that the nation may have too many engineers and
scientists relative to what the nation chooses to invest in what engineers and
scientists do—such as build modern infrastructure, create jobs for others,
support national security, produce clean forms of energy, and help counter
disease. With regard to the latter, the field of biomedical research, a
discipline strongly supported in public surveys, has witnessed a decline
in government funding of 23 percent in real terms during the past de-
cade after a significant “catch-up” period a few years earlier. Overall,
the United States has sunk from first to tenth place in the fraction of
GDP devoted to R&D and to 26th in the world in the share of national
R&D funding provided by government. China is projected to surpass
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the United States in R&D investment in both absolute terms and as a
fraction of economic output within a decade.

One might reasonably argue that investing in research should be
the province of the nation’s industrial sector, since industry is a major
beneficiary of the results of research. But a survey conducted by the
US National Bureau of Economic Research reveals that 80 percent of
the senior corporate financial executives questioned said they would be
willing to forgo funding research and development to meet near-term
profitability projections. Constructive or not, the reality of the “next-
quarter-oriented” financial markets is to greatly emphasize near-term re-
sults at the expense of long-term, high-risk endeavors—such as research
and development. Today, shareholders of Fortune 500 firms hold their
stock in a particular company on average only four months, thereby
having little interest in investing in research. Thus, to an ever increasing
extent, America’s future resides upon our federal government providing
the funds needed to support research that will largely be conducted in
the nation’s universities. The great industrial research institutions such as
the iconic Bell Laboratories seem to have seen their best days.

Intel’s Howard High's comments are fairly representative of the de-
mands placed on US industry: “We go where the smart people are. Now
our business operations are two-thirds in the U.S. and one-third over-
seas. But that ratio will flip over in the next ten years.” Or, in the words
of DuPont’s then-CEO, Chad Holliday, “If the U.S. doesn’t get its act
together, DuPont is going to go to the countries that do.” Bill Gates
says, “We are all going where the high .Q.’s are.” Why do they do this?
Because it is what their shareholders demand.

An analysis of the most recent Standard & Poor’s index of the 500
largest publicly traded US corporations shows that 47 percent of their
corporate revenue already comes from ousside the United States. Under
this scenario “American” firms and their shareholders can still prosper
and CEOs can still receive their bonuses, but there will be fewer jobs for
the average US worker, a greatly diminished defense industrial base, and
reduced funding available for the nation’s armed forces. Furthermore,
US corporate tax policy is designed to keep US firms from investing at
home the profits they earn overseas. Today, more than a trillion such
dollars are sitting abroad looking for investment opportunities there.

But if we must rely on the federal government to support a greater
share of research, the government’s own Congressional Budget Office
projects that if established practices continue, by the year 2043 “entitle-
ments  (mostly social programs) and interest on the national debt will
entirely consume federal revenues—leaving no money whatsoever for
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research (or education or defense). Interestingly, that is the year a child
born today would nominally receive a PhD in science or engineering,

[t is popular among politicians to blame China for this predicament
in which the United States finds itself. But is it China that runs our pub-
lic schools? Does China decide how many Americans will study science
and engineering? Does China train the nation’s teachers? Does China
decide how much the United States should invest in research?

The bottom line, even as the United States today faces a major debt
crisis, is that its leaders need to understand the difference between spend-
ing for investment and spending for consumption. While the nation
will need to do a lot less of the latter, it will need to do a lot more of the
former. US national defense depends on maintaining a strong economy,
and a strong economy in this age demands prowess in science and en-
gineering. Prowess in science and engineering depends on an educated
citizenry and investment in research—and in both of these foundational
areas, the United States is failing.

While testifying before a committee of the Congress in support of
funding for education and research, I was asked by a member, “Mr.
Augustine, do you not understand that we have a budget crisis in this
country?” I responded by saying that I am an aeronautical engineer and
in my career worked on a number of airplanes that during their develop-
ment programs were too heavy to fly. Never once did we solve the prob-
lem by removing an engine. In the case of creating jobs for Americans,
it is research, education, and entreprencurism that are the engines of
innovation, the creators of jobs, and therefore the underpinning of the
nation’s defense capability. I was flattered when President Obama used
this analogy during his State of the Union Address. Y]

Norman R. Augustine

Former Assistant Director of Defense Research and Engineering
Former Undersecretary of the Army

Retired chairman and CEQ of the Lockheed Martin Corporation

Former chairman of the National Academy of Engineering

Note

1. Institute of Medicine, National Academy of Sciences, and National Academy of En-
gineering, Rising above the Gathering Storm: Energizing and Employing America for a Brighter
Economic Future (Washington: National Academies Press, 2007), available for free download
at htp://www.utsystem.edu/competitive/files/rags-fullreport. pdf.
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Limits of the Chinese Antisatellite
Threat to the United States

Jaganath Sankaran

Abstract

The argument that US armed forces are critically dependent on satel-
lites and therefore extremely vulnerable to disruption from Chinese anti-
satellite (ASAT) attacks is not rooted in evidence. It rests on untested
assumptions—primarily, that China would find attacking US military
satellites operationally feasible and desirable. This article rejects those
assumptions by critically examining the challenges involved in executing
an ASAT attack versus the limited potential benefits such action would
yield for China. While some US satellites are vulnerable, the limited
reach of China’s ballistic missiles and inadequate infrastructure make it
infeasible for China to mount extensive ASAT operations necessary to
substantially affect US capabilities. Even if China could execute a very
complex, difficult ASAT operation, the benefits do not confer decisive
military advantage. To dissuade China and demonstrate US resilience
against ASAT attacks, the United States must employ technical innova-
tions including space situational awareness, shielding, avoidance, and
redundancies. Any coherent plan to dissuade and deter China from em-
ploying an ASAT attack must also include negotiations and arms
control agreements. While it may not be politically possible to address
all Chinese concerns, engaging and addressing some of them is the sen-
sible way to build a stable and cooperative regime in space.

* K Sk Kk ¥

In May of 2013, the Pentagon revealed that China had launched a
suborbital rocket from the Xichang Satellite Launch Center in southwest
Sichuan province that reached a high-altitude satellite orbit. According

Jaganath Sankaran is a postdoctoral fellow at the Belfer Center for Science and International Affairs
at Harvard’s Kennedy School of Government and was previously a Stanton Nuclear Security Fellow at
the RAND Corporation. Sankaran received his doctorate in international security from the Maryland
School of Public Policy, where he wrote his dissertation on space security.
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to Pentagon spokesperson Lt Col Monica Matoush, “the launch ap-
peared to be on a ballistic trajectory nearly to geo-synchronous earth
orbit.”! An unattributed US defense official said, “It was a ground-based
missile that we believe would be their first test of an interceptor that
would be designed to go after a satellite that’s actually on orbit.”? In
fact, the anticipation of this launch had sparked reports in the United
States that China would be testing an antisatellite (ASAT) missile that
might be able to attack US global positioning system (GPS) navigation
satellites orbiting at an altitude of 20,000 kilometers (km).> However,
the Chinese claimed the launch carried a science payload (a canister of
barium powder) to study Earth’s ionosphere. Reporting on the launch,
China’s state-run Xinhua news service announced that “the experiment
was designed to investigate energetic particles and magnetic fields in
the ionized stratum and near-Earth space. The experiment has reached
expected objectives by allowing scientists to obtain first-hand data re-
garding the space environment at different altitudes.”® Even though the
barium payload release occurred at an altitude of 10,000 km, the Chi-
nese did not clarify how high the missile actually went or what launch
vehicle was used.’

The launch reignited the perceived threat of Chinese ASAT missile at-
tacks on US military satellites. The growing US concern about Chinese
ASAT capability goes back to 2007 when Beijing shot down one of its
own satellites in low Earth orbit (LEO). China has also conducted “mis-
sile defense” tests viewed as proxies for ASAT missions.® These Chinese
activities are seen by many analysts as a threat to US space capabilities.
The persistent refrain has been that the US military exploits space sur-
veillance capabilities better than any other nation, resulting in an asym-
metric advantage to its armed forces on a global scale.” Given this US
advantage, analysts posit China will find it prudent to directly attack US
satellites—executing a space “pear] harbor” that would cripple US mili-
tary capabilities for years.® Without its eyes and ears in space to provide
early warning and real-time intelligence, it is argued, the United States
would be in a painfully awkward situation should China put direct mili-
tary pressure on Taiwan.’

However, the argument that US armed forces are critically depen-
dent on satellites and therefore extremely vulnerable to disruption from
Chinese ASAT attacks is not rooted in evidence.!® Instead, it rests on

[20]
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untested assumptions—primarily, that China would find attacking US
military satellites operationally feasible and desirable.'!

This article tests those assumptions by critically examining the chal-
lenges involved in executing an ASAT attack versus the limited potential
benefits such action would yield for China. It first examines which US
military satellites are most vulnerable to Chinese ASAT attack and then,
by demonstrating the limited reach of China’s ballistic missiles and in-
adequate infrastructure capacity for launching multiple rockets, posits
that it would be infeasible for China to mount extensive ASAT opera-
tions necessary to substantially affect US capabilities. The article next
explores the limited benefits China would achieve from an ASAT attack,
arguing that even if it manages to execute a very complex and difhicult
ASAT operation, the benefits do not confer decisive military advantage.
Finally, it suggests policy actions—both unilateral US military-technical
innovations and bilateral cooperative measures with China—to dissuade
China and to demonstrate US resilience against ASAT attacks.

The Challenges of Antisatellite Attacks

Which US military satellites would China be able to destroy and how
easily? The answer to this question gives a clear indicator of Chinese of-
fensive space capabilities.

Arraying the range of potential target satellites—US, allied, and pri-
vate, operating across a spectrum of orbital space—against the capa-
bilities of Chinese missiles and launch infrastructure clearly shows that
China possesses very limited means to conduct an extensive ASAT op-
eration against the United States. To make that case, one must first un-
derstand the various US military satellites, their operational parameters,
and the services they provide.

Based on military significance, US satellites can be primarily classed
as (1) intelligence, surveillance, and reconnaissance (ISR) satellites, (2)
GPS satellites, and (3) communications satellites. All three operate from
different altitudes dictated by the functions they provide (see table 1).12
ISR satellites can be further divided into imagery or signals intelligence
(SIGINT) satellites. ISR imagery satellites operate in LEOs of around
1,000 km. A plethora of ISR imagery satellites, both government-owned
and private, are used by US armed forces to construct a picture of adver-
sary capability. Signals intelligence ISR satellites performing electronic
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intelligence (ELINT) and communications intelligence (COMINT)
collection operate mostly from geosynchronous orbits (GEO) of 36,000
km and are used to develop data on adversary assets and functional ca-
pability, particularly during times of peace.

Table 1. US military satellites, missions, and operational parameters

Satellite Orbit Orbit Altitude Military Mission Present and Future

Satellite Systems
Low Earth Orbit (LEQ) < 1,000 km Intelligence, Surveil- Keyhole (KH) series,

lance, and Reconnais- | IKONOS, SPOT, Geo-
sance (ISR) Imagery Eye, Landsat

Low Earth Orbit (LEO) < 1,000 km Meteorology | Defense Meteoro-
logical Satellite Program
(DMSP), Joint Polar
Satellite system (JPSS),
Defense Weather Satel-
lite System (DWSS)

Medium Earth Orbit 20,000 km Positioning, Navigation | Global Positioning System
(MEOQ) and Timing (GPS)

Highly Elliptical Orbit 36,000 km Missile Early Warning | Defense Support

and Geosynchronous Program (DSP), Space-
Earth Orbit (HEO and Based Infrared System
GEO) (SBIRS)
Geosynchronous Earth | 36,000 km Communications Defense Satellite Com-
Orbit (GEO) munications System

(DSCS), Ultra High Fre-
quency Follow-On (UFQ),
Mobile User Objective
System (MUOS), Milstar,
Global Broadcast System
(GBS), Advanced Ex-
tremely High Frequency
(AEHF), Wideband
Global SATCOM (WGS)

Geosynchronous Earth | 36,000 km Signals Intelligence Chalet, Vortex, Mercury,
Orbit (GEO) (SIGINT), Electronic Rhyolite, Magnum, Men-
Intelligence (ELINT), tor, Trumpet, Intruder,
Communications Intel- | Prowler

ligence (COMINT)

Source: Lt Col Peter L. Hays, United States Military Space: Into the Twenty-First Century, INSS Occasional Paper
42 (USAF Academy, CO: Instituce for National Security Studies, Seprember 2002), 10; Federation of American
Scientists, “Signals Intelligence,” htep://www.fas.org/spp/military/program/sigint/; and Federation of American
Scientists, “IMINT Gallery,” 8 July 2002, http://www.fas.org/irp/imint/.

US GPS satellites operate from an altitude of around 20,000 km.
They are an important component to the successful execution of any
modern US military operation in addition to their extensive commer-
cial applications. They provide deployed forces with precise positioning,
navigational, and timing information that facilirates rapid maneuvering
and precise targeting. US military communication satellites operate far-
thest from Earth in GEQOs at an altitude of approximately 36,000 km.

[22]
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The US military employs a variety of military and commercial commu-
nications satellites for different activities.

China’s Missiles Will Not Be Enough

The substantial range of orbital altitudes—1,000 km to 36,000 km—
across which satellites operate poses a challenge to China’s ability to at-
tack US military satellites. Of the three sets of orbiters discussed above,
ISR imagery satellites operating at altitudes less than 1,000 km are most
vulnerable to ASAT attack by China’s intermediate range ballistic mis-
siles IRBM). This was demonstrated by the 2007 Chinese ASAT test.
On 11 January 2007, China launched a two-stage, solid-fuel, medium-
range Dong Feng (DF)-21 ballistic missile using a mobile transporter-
erector-launcher (TEL) from the Xichang Space Center which slammed
into one of its polar-orbiting LEO weather satellites (Feng Yun 1C) or-
biting at an altitude of approximately 850 km."

Caution should be exercised, however, in linearly scaling this Chinese
ASAT capability to satellites operating at higher altitudes. The DF-21
ballistic missile used in the 2007 test cannot reach either GPS or com-
munications satellites. In fact, even China’s most powerful solid-fueled
intercontinental ballistic missiles ICBM) are unable to reach an altitude
of 20,000 km where GPS satellites operate. These limitations of Chinese
missiles are due to fundamental constraints of physics.

To illustrate: a Chinese [ICBM carrying a 2,000 kilogram (kg) payload
with a burn-out velocity of 7.0 km/sec (traveling a ground distance of
approximately 11,500 km) when launched straight up with a reduced
payload of 500 kg reaches a maximum altitude of only 10,500 km. The
same ICBM with a reduced payload of 250 kg reaches an approximate
maximum altitude of only 15,000 km. This limitation, as discussed
above, implies that China would not be able to execute an ASAT attack
against GPS satellites operating at 20,000 km or US military communi-
cations and SIGINT satellites operating at 36,000 km using its current
missile inventory. To reach these higher orbiting satellites, China would
have to build new and more-powerful ICBMs. Even if it manages to
develop such an ICBM, China certainly will not be able to produce a
large number of them without substantial financial stress. Alternatively,
it can use its liquid-fueled space launch vehicles; however, this imposes
other difficulties discussed below.
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China’s Infrastructure Further Limits Antisatellite Operations

There are other challenges for China in successfully executing an
ASAT attack against US satellites. Any operationally relevant ASAT op-
eration will require the destruction of more than one satellite. In the case
of ISR imagery satellites, for example, shooting down one would have
very little impact upon net US satellite-enabled surveillance capabilities.
In real-world scenarios, a chain of ISR satellites orbiting over a location
of interest at various times are used to gain information on an adversary.
Take for instance US operations in the 1991 Gulf War. An assortment
of US military, allied, and private ISR satellites like Landsat, SPOT,
Okean, Resurs-F, Resurs-O, Lacrosse, KH-11, KH-12, White Cloud,
RORSAT, EORSAT, Almaz, and others were used.! In all probability, a
US-China engagement in the Taiwan Straits would involve as many or
more satellites. It would be exceedingly difficult for China to continue
destroying such a number of satellites over a period of time without
subjecting its launch infrastructure to counterattack.

A similar challenge exists in the case of GPS satellites. The GPS con-
stellation consists of around 30 satellites. To meaningfully dilute GPS
signals in a local area such as the Taiwan Straits would require destroy-
ing six or more satellites, as discussed in detail below. Even after a loss
of six GPS satellites, the signal degradation lasts for only 95 minutes.
For China to force US armed forces to operate without GPS over a sus-
tained period of time would require destruction of 10 or more of these
satellites—a very difficult task.

Similarly, a fleet of nine US military communications spacecraft pro-
vided coverage over the Persian Gulf area during the 1991 Gulf War.
Allied military satellites like the Skynet (UK), MACSAT, and Telecom/
Syracuse (France) were utilized as well, as were nonmilitary space com-
munication systems (INTELSAT, INMARSAT, EUTELSAT, ARAB-
SAT, and PANAMSAT)." In any future conflict between the United
States and China, dozens of communications satellites could be used,
making targeting very complicated. To locate and attack these targets,
China would likely have to employ its liquid-fueled space launch vehi-
cles performing complex and time-consuming orbit transfer maneuvers
to reach the 36,000 km orbit where communications satellites operate.

The time needed to transit from LEO to GEO on a transfer orbit is
usually more than five hours. Even direct launches to GEO take several
hours. The time delay between launch and actual attack would provide

[24]
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enough time for the United States to relocate its GEO military commu-
nications satellites if it suspects an ASAT attack is imminent. Such re-
location maneuvers have been done before. For example, to meet growing
bandwidth demands during the 1991 Gulf War, the Defense Satellite
Communications System (DSCS) reserve West Pacific satellite was re-
located from its 180° longitude geostationary parking slot to 65°E to
service demands over the Gulf region.!® Even if Chinese space launch
vehicles could reach these higher orbits in time to intercept US military
communications satellites, executing dozens of such launches in quick
succession is close to impossible. China’s infrastructure limits such a
venture.

The total number of space launches to orbits higher than LEO by
China in 2012 was nine; there were also nine in 2011, eight in 2010, two
in 2009 (with one failure), and four in 2008. In the last five years the two
quickest back-to-back launches to orbits higher than LEO occurred with
a gap of 15 days. However, the average time between launches is close
to a month and a half.!” This launch record suggests that launching doz-
ens of ASATs almost simultaneously as required to cripple US military
operations is almost impossible for China. Additionally, China has to
date used only one space launch facility for higher-than-LEO launches,
the Xichang Space Launch Center, which has only three launch pads.
Achieving a number of simultaneous launches using just this one launch
site questions the feasibility of China being able to successfully execute
an ASAT arttack without becoming subject to counterattack. Unlike the
ICBMs which can be quickly fired, liquid-fueled space launch vehicles
take time to fuel, and these preparations are very visible. If the United
States anticipates and observes the preparation for an ASAT attack, it
could destroy the launch vehicles during preparation.

Even if China were able to execute such an ASAT operation, would
it be willing to weather the collateral consequences? Destroying a US
satellite might produce debris fields that invariably affect other satel-
lites. The debris field created by the 2007 ASAT test is now generally
seen as the most prolific and severe fragmentation event in five decades
of space operations.'® Additionally, any major US military operation
would involve satellites from coalition partners, neutral nations, and
private companies. Would China shoot at satellites from neutral na-
tions like Japan, India, or European nations leasing out their capabilities

to the United States? In the wake of the 2007 ASAT test, China faced
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sustained international pressure to explain its actions. Not only did the
United States issue its own démarche to the Chinese foreign ministry, it
successfully convinced the United Kingdom, Australia, Canada, Japan,
and the Republic of Korea to issue similar démarches. France and Ger-
many made their independent protests to Chinese actions.! Attacking
a third-party satellite during a US-China conflict might impel these ac-
tors to side with the United States—an outcome China would certainly
want to avoid. The array of factors discussed in this section raises reason-
able doubts about Chinese potential to launch an operationally relevant
ASAT mission to degrade US military operations.

Limited Benefits from Antisatellite Attacks

What benefits might accrue to China from executing an elaborate
ASAT operation against US and allied satellites during a Taiwan Straits
conflict, assuming such an operation were feasible? How does such an
attack impact the outcome of a US-China military engagement? Given
existing satellite redundancies and the availability of alternate systems,
the benefits to China from attacking US satellites are limited. A Chi-
nese ASAT operation, if successful, would result in differing outcomes
depending on the type of satellite targeted. In the case of GPS satel-
lites, the redundancy of the constellation renders any attack flecting and
limited in benefits. As for ISR satellites, the availability of alternate air-
borne platforms limits the utility of an ASAT attack. Finally, targeting
communication satellites imposes the difficulty of managing escalation
constraints on an ASAT operation.

Satellite Redundancies Preserve US GPS Capability

The GPS constellation of around 30 satellites orbits Earth at an alti-
tude of 20,000 km in six orbital planes with four satellites in each plane
plus some spares. This unique orbital arrangement guarantees that the
signal of at least four satellites can be received at any time all over the
world. In reality, more than four satellites are accessible from any loca-
tion, giving high-resolution positioning and timing information to the
US military user.

If China decided to launch an ASAT artack against GPS satellites, what
might it expect to gain militarily from such an operation? How might
the attack affect US operational capability during a naval conflict in the
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Taiwan Straits? To answer these questions, a calculation was performed
by modeling a hypothetical conflict region for a period of 72 hours—the
“China-Taiwan region” (shown in fig. 1) where it is expected conflict
between the United States and China is most likely. The region also in-
cludes the Chinese East Fleet located in Dinghai and the Chinese South
Fleet located in Zhan Jiang.

% Dinghai {East Fleat)

REGION OF GPS >

DEGRADATION %
f ATAIWAN

i . "'.I-Ehan Jiang (South Fleet)

20° Latitude
]

| £,
120° Longitude

Figure 1. Hypothetical “China-Taiwan Region” in which China might attempt
to degrade GPS signals by an ASAT attack

The simulation focused on calculating the effort required by China
to degrade GPS accuracy—measured in geometric dilution of precision
(GDOP)—in the modeled region. GDOP is a dimensionless measure
of GPS 3D positioning accuracy calculated from the geometric relation-
ship between the receiver position and the position of the satellites the
receiver is using for navigation. The current GPS satellite constellation
is designed to provide a worldwide GDOP value of less than six with at
least four satellites visible over any spot. When the GDOP rises above
six, GPS satellite constellation coverage over the region is not very good,
resulting in positioning errors. Even mildly unfavorable GDOP values
can lead to position errors of 100 to 150 meters. As the GDOP contin-
ues to rise above six, it is possible that no determination of position can
occur.?’

The average GDOP value for deployed US forces in the entire modeled
region before an ASAT attack is consistently below 3 for the duration of
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the simulation (as seen in top graph in fig. 2). To meaningfully impact US
performance—for example, force US ships to operate without access to ac-
curate GPS signals—China would have to decrease accuracy to a GDOP
value greater than six. To do that, it would have to successfully attack and
disable at least five GPS satellites passing over the region. However, with five
GPS satellites removed, the GDOP rises above six for a meager five minutes
before the redundancy in the GPS constellation compensates for the de-
graded signal (see middle graph in fig. 2). Similarly, when six GPS satellites
are destroyed, the degradation lasts for a period of only 95 minutes centered
around the chosen time of attack (see bottom graph in fig. 2). It should be
noted that Chinese users of GPS signals would suffer the same degradation
as US armed forces. Other countries around the world would also eventu-
ally suffer from varying degrees of loss in GPS accuracy due to this attack.

"The effect of this hypothetical ASAT attack is not consistent through-
out the region. Although the average GPS signal degradation in the
modeled China-Taiwan region lasts for 95 minutes, locations near the
edges of the modeled region are not affected as much. For example, the
Chinese Eastern Fleet located in Dinghai suffers GPS signal degradation
for only 65 minutes, and the Chinese Southern Fleet located in Zhan
Jiang suffers signal degradation for only 15 minutes. This implies that if
China wants to hinder US operations in the Taiwan Straits region and
at the same time limit the ability of US naval forces to attack its eastern
and southern fleet locations where most of the Chinese ships and logisti-
cal capabilities reside, it would have to destroy more than six satellites.
Also, since the GPS degradation displays a periodic pattern after the
attack (see fig. 2), occurring at the same time every 24 hours, US forces
would be able to adapt to the effects of the attack.

In reality, however, attacking even six GPS satellites simultaneously
would be a daunting military operation for China. As discussed in the pre-
vious section, Chinese ICBMs are not capable of reaching the operating
altitude of GPS satellites. Given this limitation, China would have to use
its liquid-fueled space launch vehicles for attacking GPS satellites, which
in turn has its own disadvantages as articulated earlier.?! Even if China
managed to execute the attack scenario outlined above, the actual benefits
seem limited. The most that would be gained is 95 minutes of signal deg-
radation, after which the redundancy of the GPS satellite constellation
makes up for the effects of the attack and US armed forces will be able to
operate GPS assets at normal accuracy.??
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Figure 2. Number of GPS satellites China would have to attack to meaningfully
degrade GPS signals in the entire China-Taiwan Region

What would China gain from 95 minutes of GPS degradation in a tactical
military operation? US ships and aircraft have accurate inertial navigation
systems that would still permit them to operate in the region. As for the ability
to use GPS-guided bombs, table 2 below shows that the percentage use of these
munitions was around 25 percent in recent US operations. The United States
could shift to laser-guided bombs that follow a narrow beam of pulsed energy
trained on the target and are more precise than GPS-guided bombs. They also
have a capability to attack moving targets like ships that GPS-guided bombs
do not.? In fact, between Operations Enduring Freedom and Iraqi Freedom,
the DoD decreased its use of GPS-guided bombs by about 13 percent and
increased the use of laser-guided bombs by about 10 percent.?*

Table 2. Usage of GPS-guided munition in recent US military operations

Desert ! Enduring Iraqi
Operation Storm Alllgcsl)gg)rce Freedom Freedom
) : (1991) (2001-02) (2003)

| Total air-delivered weapons 227648 23,644 17,459 29,199
| Total GPS-guided munitions delivered 0 | 652 5,000 l 6,542
| 7% of GPS-guided munitions employed 0% | 0.30% | 28.64% 22.40% |

Source: Walter J. Boyne, Operation Iraqi Freedom: What Went Right, What Went Wrong, And Why (New York: Tom Doherty
Associates, 2003); “Air Weapons: How Many JDAM is Enough?” Strategy Page, 24 September 2008; John A. Tirpak, “Preci-
sion: The Next Generation,” Air Force Magazine 87, no. 9 (September 2004); and Christopher J. Bowie, Robert P. Haffa Jr,
and Robert E. Mullins, Furure War: What Trends in Americas Post-Cold War Military Conflicts Tell Us about Early 215t Century
Warfare (Falls Church, VA: Northrop Grumman, 2003).
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The US military could also shift to conventional nonprecision mu-
nitions if unable to use GPS-guided bombs. Although this may cause
some problems for the United States, it would likewise affect China.
Uncertainty in what is being targeted and where weapons will fall can
have a significant psychological effect on an enemy. For example, in-
terviews of Iraqi soldiers captured during the Gulf War revealed that
their greatest fear was being attacked with B-52s, each dropping 38,250
pounds of conventional nonprecision munitions. The shock, noise, and
disruption of a large-scale, wide-area air attack can have a paralyzing and
demoralizing effect out of proportion to the amount of physical destruc-
tion achieved.?” It may not be in China’s interest to attack GPS satellites
and force the United States to revert to a wide-area bombing campaign.

Along with the considerable operational difficulty in successfully ex-
ecuting an ASAT attack on GPS satellites, there seems to be limited
military benefit for China in such an operation. These findings raise rea-
sonable doubts about the validity of the claim that China would find US
GPS satellites a highly valuable target in a future Taiwan Straits conflict.

Alternate Systems Preserve US ISR Capability

The availability of alternate systems limits the possible gains from an
ASAT attack on ISR satellites. The unique advantage of ISR satellites is
that they do not have overflight restrictions and are able to fly over hos-
tile territory and collect information unhindered by air defense systems.
This makes them a viable target for ASATs. However, most ISR satellites
in LEO travel at a velocity of approximately 7.5 km/sec, completing
one revolution around the earth in 90 minutes; therefore, they have very
little persistence over a particular location. Airborne ISR platforms, on
the other hand, can provide focused coverage and longer endurance over
a particular location and at the desired time. Airborne platforms play
a very active role in local battlefield ISR. The United States possesses
an extensive array of airborne platforms that can duplicate and likely
outperform certain missions conducted by ISR satellites. A few of these
airborne platforms are described below.

* The U-2 provides continuous day and night, high-altitude, all-
weather surveillance and reconnaissance in support of ground, na-
val, and air forces. Its main payload is an ASARS-2 synthetic aper-
ture radar (SAR), which in moving-target-indicator mode provides
a view of dynamic targets against a SAR or a cartographic back-
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ground. In spot mode against stationary targets, the radar provides
a higher degree of detail and finer target discrimination.?¢

* The E-8C Joint Surveillance and Target Attack Radar System
(JSTARS) is an airborne battle management, command and con-
trol, intelligence, surveillance, and reconnaissance aircraft. Its
APY-3 ground moving target indicator (GMTI) radar allows it to
provide ground and air commanders with detailed and persistent
information on adversary forces to support attack operations and
targeting.27

e The RC-135 Rivet Joint is an electronic reconnaissance aircraft that
supports theater military commanders with near-real-time intelli-
gence. It can passively monitor and record signals across a wide
spectrum, geolocate them, and analyze their modulations with very
high accuracy.?®

* The EP-3E (Aries II) is the Navy’s SIGINT reconnaissance aircraft.
Its sensitive receivers and high-gain dish antennas allow it to detect
a wide range of electronic emissions from deep within targeted ter-

ritory from A-band to J-band, and possibility up to K-band.?’

* The E-3 Sentry is an airborne warning and control system (AWACS)
that provides all-weather airspace surveillance, command, and con-
trol. Its APY-2 surveillance radar provides three-dimensional sur-
veillance of a massive volume of airspace and direction of aerial
operations within that space. This capability leads to accurate po-
sitioning and tracking information on enemy and friendly aircraft

and ships.?

* The E-2C Hawkeye is used for airborne early warning (AEW).
From an operating altitude above 25,000 ft., it warns the naval task
force of approaching air threats and provides threat identification
and positional data to fighter aircraft. It is capable of tracking more
than 2,000 targets and controlling the interception of 40 hostile
targets.’!

In addition to these and other airborne platforms, UAVs like the
RQ-4 Global Hawk, MQ-1 Predator, MQ-SX, MQ-9 Reaper, MQ-1C
Grey Eagle, MQ-5 Hunter, MQ-8 Firescout, and RQ-7 Shadow also
perform a range of signal intelligence, communications relay (theater),
wide-area and full-motion video surveillance, armed reconnaissance/
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attack, and jamming missions.? In fact, it seems these airborne plat-
forms and UAVs are more important and perform the bulk of battlefield
intelligence collection, whereas ISR satellites serve to monitor adversary
capabilities and developments prior to the conflict.

A number of these airborne platforms also have stand-off function-
ing capability and do not need complete air superiority to operate. For
example, JSTARS has the capacity to detect, precisely locate, and track
thousands of fixed and mobile targets on the ground over an area larger
than 20,000 square km from a stand-off distance in excess of 250 km.3?
The ASARS-2 radar in the U-2 aircraft can take pictures of the battle-
field to a range of 162 km.?* The E-3 AWACS S-band surveillance radar
can survey, in 10-second intervals, a volume of airspace covering more
than 500,000 square km around the AWACS (i.e., 400 km in any direc-
tion).? The RC-135 Rivet Joint can collect and rapidly analyze signals
within a 460 km range.3® The E-2C Hawkeye is capable of detecting
aircraft approaching at a distance greater than 550 km.> All of these
platforms should therefore be able to operate outside of China’s inland
air defense systems in a hypothetical conflict in the 180-km-long Tai-
wan Straits.

These airborne systems certainly do not make ISR satellites irrelevant.
Satellites still perform some battle roles along with aerial platforms.
However, when analysts claim that US forces would be lost without ISR
satellites during a military engagement, there seems to be an incongruity
between reality and perception. Commanders rely heavily on airborne
assets during battlefield operations. For example, during the 1991 Op-
eration Desert Storm, Gen Chuck Horner, commander of the coalition
air forces, pulled in and used every airborne platform, including the
high-flying TR-1/U-2R aircraft, the RE-4C for tactical information, the
RC-135 Rivet Joint to monitor electronic emissions, the Boeing E-3B/C
AWACS, the EC-130E Airborne Battle Command and Control Center
(ABCCC) for combat management, the E-8A JSTARS to find ground
targets, and Navy F-14s equipped with TARPS (tactical air reconnais-
sance pod system).

This trend has persisted. Recent US military operations continue to
extensively employ airborne ISR systems. In the 2003 Operation Iraqi
Freedom, for example, coalition air forces employed 80 aircraft (includ-
ing the RC-135, C-130, E-2, E-3, E-8, EC-130, EP-3, and U-2) that
flew nearly 1,000 ISR sorties during the initial weeks, collecting 42,000
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battlefield images and more than 3,000 hours of full-motion video.?®
The airborne systems also provided 2,400 hours of SIGINT coverage
and 1,700 hours of moving-target-indicator data.®” In fact, the MC-
12W Liberty aircraft was developed during Operation Iraqi Freedom
specifically to intensify data collection, including real-time, full-motion
video and SIGINT to support battlefield decisions of military troop
leaders.*

All of these platforms, some in more advanced versions, are still in ser-
vice with US forces and would be used in a conflict in the Taiwan Straits,
raising questions as to the value of attacking US reconnaissance and
intelligence satellites. Why would China choose to attack ISR satellites
when airborne platforms pose a much greater threat and would be easier
to attack? In fact, one could argue that these aerial platforms would be
more attractive targets tactically and would have the additional advan-
tage of not escalating the conflict.

Communication Satellites and Escalation Control

In an ASAT attack, communications satellites present another prob-
lem: escalation control. The Naval Telecommunications System (NTS)
that would support the US Navy in a hypothetical conflict with China
in the Taiwan Straits is very elaborate. It comprises (1) tactical com-
munications among operating afloat units aggregated around a battle
group, (2) long-haul communications between shore-based forward na-
val communications stations (NAVCOMSTA) and forward-deployed
afloat units, and (3) strategic communication connecting NAVCOM-
STAs with the national command authorities.*! Of the three, strategic
communication is the only component that is primarily dependent on
satellites and therefore susceptible to ASAT atracks.

Tactical communication needed to coordinate movements between
ship-to-ship, ship-to-air, air-to-ship, and air-to-air elements of a forward-
deployed battle group are predominantly serviced by high frequency
(HE), very high frequency (VHE), and ultra high frequency (UHF) ra-
dio nets.** Close formations use “line-of-sight” (LOS) radio, which will
carry out to 25-30 km, depending on the size of ships concerned and
the heights of their antennas. Communication with picket ships and be-
tween formed groups will require “extended line-of-sight”—also known
as “over the horizon”—radio, which will carry out to 300-500 km. An-
other type of LOS circuit operated between ships in a battle group is
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the data link, which automatically connects tactical computer systems
at a high data rate. These data links allow ships to share information and
weapon control orders to be passed automatically.® Long-haul com-
munications between the shore-based NAVCOMSTAs and forward-
deployed afloat units are normally conducted in distances ranging from
750 to 11,000 km using both HF and UHF radio links as well as UHF
and super high frequency satellite communications (SHF SATCOM).*
Although long-haul communications are dependent on SATCOM, they
can also be conducted, albeit with reduced data rates, using HF and
UHEF radio links.

It is the strategic portion of naval communications that is largely de-
pendent on SATCOM. HF and UHF radio links can perform some of
the strategic naval communication, however, SATCOM accounts for
the bulk of it. Therefore, the component of the NTS that China would
be aiming to disrupt with its ASATS is strategic communications that
would connect the National Command Authority (NCA) with the for-
ward-deployed battle group. This poses a unique problem. Normally,
China should prefer to disrupt and disable the communication capabili-
ties of the forward-deployed naval battle group near Taiwan and then
negotiate with the US NCA to have it withdrawn or stand down. How-
ever, it can only accomplish the opposite. By using ASATs, China would
cut off the forward-deployed battle group from its NCA and still might
not significantly disable or disrupt the battle group’s ability to execute
its naval mission. China could hope that such an attack might force the
battle group to stand down. However, it must also have to contend with
the possibility that the battle group commander might act more rashly
in the absence of direct guidance from the NCA, particularly if combat
maneuvers have been initiated. Would China be willing to take such
risk? Arguably, the risk might not be worth the potential escalation it
might trigger.

Dissuasion through Technological Innovation

Redundancies and alternate systems give a large measure of opera-
tional security to US forces, enabling them to operate in an environ-
ment with degraded satellite services. This can be further improved by
developing additional redundancies and alternates. The commander of
US Strategic Command, Gen C. Robert Kehler, expounding on one
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of the goals of “mission assurance” in the 2011 National Security Space
Strategy, called for actions to prepare US forces to “fight through” any
possible degradations or disruptions to US space capabilities.** Pursuing
such actions will enhance deterrence against ASAT attacks by demon-
strating the resilience of US forces and thereby diminishing the incen-
tive for an adversary like China to target US space systems.

The United States should also study and improve its ability to use
measures like satellite sensor shielding and collision avoidance ma-
neuvers for satellites. These would dilute an adversary’s ASAT opera-
tion and increase the apparent uncertainty of the consequences of an
ASAT attack.“® Monitoring mechanisms—both technical and nontech-
nical—that provide long warning times and the ability to definitively
identify an attacker in real time should also be a priority. The US Air
Force has started to invest in such capabilities on a small scale. Gen
William Shelton, head of Air Force Space Command, announced on 21
February 2014 the upcoming launch of the geosynchronous space situ-
ational awareness (SSA) system designed to “have a clear, unobstructed
and distinct vantage point for viewing resident space objects.”¥” Such
systems will help in attributing an ASAT attack. Similarly, the ground-
based Rapid Attack, Identification, Detection, and Reporting System
(RAIDRY) is a valuable US asset to identify, characterize, and geolocate
attacks against US satellites.*®

However, these unilateral measures offer no direct positive induce-
ment for the Chinese decision maker to desist from taking an aggressive
posture on space security. Such inducements will require more coopera-
tive ventures that integrate China more deeply into the global space com-
munity. The United States could, for example, make available its data
on satellite traffic and collisions, which would help China streamline
its space operations. Such gestures demonstrate a modicum of goodwill
which can encourage further cooperation. The United States has already
put in place policy actions to share SSA data with allies. The latest guid-
ance document on US space policy, the National Security Space Strategy
released in 2011 by the Office of the Secretary of Defense and the Office
of the Director of National Intelligence, states that “the United States is
the leader in space situation awareness (SSA) and can use its knowledge
to foster cooperative SSA relationships, support safe space operations,
and protect US and allied space capabilities and operations.”*® How-
ever, the United States has been more forthcoming and willing to ink
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data-sharing arrangements with allies than with China. The US Strate-
gic Command (USSTRATCOM) has signed SSA data agreements with
Japan, Australia, the UK, Italy, Canada, and France.® Although there
may be security reasons behind this preference to engage primarily with
allies, it is important to realize that China is the nation that most needs
to be induced to contribute to the peaceful development of space opera-
tions. The United States should use all available diplomatic leverage to
partner with China and share SSA data to make it a part of the global
space community.

Dissuasion through Cooperative Engagement

Any coherent plan to dissuade and deter China from employing an
ASAT attack will have to also include negotiations and arms control
agreements. While a comprehensive arms control agreement in space
may suffer verification issues,’! even a limited agreement will endow
the principals with several benefits. An arms control agreement may not
completely prevent the covert development of Chinese capabilities, but
it will significantly reduce the confidence of the Chinese military in an
ASAT weapon system that an otherwise meticulously designed testing
program would give it.

An arms control agreement or even the negotiating process over such
an agreement will convince any potential adversary, including China,
of important thresholds. These processes can provide a valuable forum
to develop ground rules for space operations, including during peri-
ods of war. For example, US military satellites that provide missile early
warning have a tactical utility, but more importantly, they also serve to
maintain the stability of nuclear deterrence between the United States
and China. Rules should be explored to eliminate any consideration
of targeting these satellite systems. While serving as the US deputy as-
sistant secretary of state for space and defense policy in 2012, Frank A.
Rose claimed that “there has [sic] been a number of Chinese defense
intellectuals arguing that shooting down American nuclear early warn-
ing satellites is de-escalatory. We want to have a discussion with them
so that they understand that this is not the case.” That discussion will
not occur unless there is direct contact and an inclination to engage in
reaching middle ground. Engaging in negotiations over space security
and demonstrating leadership with such measures will help characterize
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the United States as a responsible actor and render it with the authority
to respond with force when an attack is made on its or allied space assets.
The latest National Security Space Strategy has indicated that the United
States would use force in response to offensive operations against it in
a manner consistent with long-standing principles of international law,
treaties to which the United States is a party, and the inherent right of
self-defense.’® The international community should be convinced of the
justice to punish a space aggressor and to support the United States in its
use of lethal force to do so. Engaging in discussions to establish ground
rules during times of peace will help to provide such support.”
Unfortunately, there has been a lot of opposition within the United
States to engage in any type of formal negotiations with China. China,
along with Russia, has been demanding a space arms control agreement
with the United States. In April 2002, China’s vice foreign minister
Qiao Zonghuai summarized the official Chinese view in the United Na-
tions Conference on Disarmament (UNCD) by stating, “Due to the
development in technology, considerable progress has been made in
outer space—related weapons research and military technology. It will
not take long before drawings of space weapons and weapon systems
are turned into lethal combat instruments in outer space.” Meanwhile,
military doctrines and concepts such as “control of space” and “ensuring
space superiority” have been unveiled successively, and space operation
command headquarters and combatant troops are in the making. If we
remain indifferent to the above-mentioned developments, an arms race
would very likely emerge in outer space in the foreseeable future. Outer
space would eventually become the fourth battlefield besides land, sea,
and air. To avoid repeating the mistakes that have been made on the is-
sue of nuclear weapons, it is imperative for the international community
to take effective measures to forestall any possible mishaps. The inter-
national community has concluded a number of legal instruments to
regulate the activities carried out in outer space by all states. However,
after a careful reading of these legal instruments, we find they are not
adequate to effectively prevent an arms race in or the weaponization of
outer space. Given the situation, it is imperative to conclude an interna-
tional legal instrument devoted to preventing the weaponization of and
an arms race in space.”55 The US government has, however, consistently
rejected all space arms control talks sponsored by Russia and China at
the United Nations, seeing these as a covert attempt to limit US military
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space operations. The 2006 National Space Policy explicitly states that
“the United States will oppose the development of new legal regimes
and other restrictions that seek to prohibit or limit US access to or use of
space.”*® Even in the aftermath of the 2007 Chinese ASAT test, a State
Department official said,

The test is not cause to open negotiations on a new treary that would place
limits on what countries can do in space. We do not think there is an arms race
in space. The United States believes that the existing body of existing inter-
national agreements—including the Outer Space Treaty, as well as the liability
and respective compensation conventions—provide the appropriate legal re-
gime for space. The [US] space policy clearly states that the United States will
oppose the development of new legal regimes or other restrictions that seek to
prohibit or limit US access to, or use of, space and that no change in that policy
is warranted. Arms control is not a viable solution for space. For example, there
is no agreement on how to define space weapon. Without a definition you are
left with loopholes and meaningless limitations that endanger national security.
No arms control is better than bad arms control.’’

Recently though, the United States has indicated a willingness to par-
ticipate in a nonbinding, voluntary space code of conduct. Although
not directly addressing the issues undergirding ASAT concerns, this is
a useful attempt to open the grounds for discussion and negotiation.
In January 2012, the US State Department announced its interest in
participating in a European Union—sponsored space code of conduct. In
a written statement announcing the decision, Secretary of State Hillary
Clinton said, “the long-term sustainability of our space environment
is at serious risk from space debris and irresponsible actors. Unless the
international community addresses these challenges, the environment
around our planet will become increasingly hazardous to human space-
flight and satellite systems, which would create damaging consequences
for all of us.”*® Others have also come out in defense of this initiative.
Writing in the Strategic Studies Quarterly, Amb. Gregory L. Schulte,
deputy assistant secretary of defense for space policy, and Audrey M.
Schaffer, space policy advisor to the office of the undersecretary of de-
fense for policy, argued,

A code of conduct in space operations such as the EU’s draft proposal would en-
hance US national security by building international political consensus around
precepts such as debris mitigation, collision avoidance, hazards notifications,
and general practices of spaceflight safety. The precepts in the EU’s proposal
are largely consistent with current US practices and, because the draft focuses
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on behaviors, not capabilities, it would not constrain the development of, for
example, missile defense.””

The Pentagon has given some reserved support for the code of con-
duct. Gen William Shelton has said that the US military will gain from
an international “code of conduct” on space activities.*’

Opponents to space arms control negotiations have, however, come
out against even this very limited engagement. Amb. John R. Bolton,
former US ambassador to the United Nations, has argued that “the last
thing the United States needs is a space code of conduct. The ideology
of arms control has already failed in the Russian ‘reset’ policy, and it is
sure to fail here as well. The European Union code would interfere with
our ability to develop antiballistic missile systems in space, test antisat-
ellite weapons and gather intelligence.”®! Others have argued that the
code of conduct for space will restrict how space forces are used by the
US military.® Members of the Senate Armed Services Committee have
expressed reservations in the code, claiming it would limit US actions
in space and thereby harm national security, even after assurances by the
administration that the code is voluntary and nonbinding.63 In fact, it
explicitly avoids addressing any issues of space security and deals only
with civilian spaceflight operations safety.

Such opposition to exploring cooperative measures with China is
short-sighted and flawed. To dissuade and deter China from employing
an ASAT attack, the United States will need to employ all its assets, in-
cluding diplomacy, to communicate to China the US ability to operate
effectively in the face of an ASAT attack operation. Military-technical
solutions might provide some relief; however, it is important to engage
and address legitimate Chinese concerns about US weapons programs.
Central to the threat of Chinese ASAT capabilities is China’s perceived
incongruence in capability between US and PLA forces. While it may
not be politically possible to address all Chinese concerns, engaging and
addressing some of them is the sensible way to build a stable and coop-
erative regime in space.

Conclusion

The argument that because the US armed forces are more dependent
on satellites than potential adversaries, those satellites would be an obvi-
ous and valuable target, fails to hold up to critical examination. They are
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vital assets; yet, because of their resilience and redundancies, none of the
individual components are critical. Adversaries like China will choose
to attack those US assets that would result in tangible gains while con-
trolling the consequent escalation. However, as argued above, attacking
US ISR, GPS, or communication satellites seems to generate flecting
and limited benefits f