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12. A Proposed Pattern of Enterprise Architecture

Dr Clive Boughton
Australian National University

Abstract

The latest versions of the Department of Defence and Ministry of Defence Architecture
Frameworks (DoDAF and MoDAF), as well as the Object Management Group’s Unified
Profile for DoDAF and MoDAF each employ a meta-model, thus providing a basis for
effective implementation of tools for constructing consistent architecture descriptions.

UPDM comprises extensions to both OMG’s Unified Modelling Language (UML) and Systems
Modelling Language (SysML), and thus provides for architectural descriptions that contain a
rich set of (formally) connected DoDAF/MoDAF viewpoints expressed in a form familiar to
those who use UML and SysML.

These represent significant advancements that enable architecture trade-off analyses,
architecture model execution, requirements traceability, and speedier transition to systems
design and implementation. All very useful to both the enterprise architect and the solutions
architect. But is there more that can be done, especially for those who should contribute input
to the enterprise architecture?

In this paper an extra model/view in the form of a pattern is described that is intended to aid
in the development of enterprise architectures (EA), both small and large. The proposed
pattern of EA is developed using information extracted from the Computer Emergency
Response Team Resilience Maturity Model (CERT RMM) and the Capability Maturity Model
Integrated (CMMI) for Acquisition, and for Services as well as the People Maturity Model.

Although not completed, the pattern of EA is developed to the extent that some benefits from
its use/application across several types of organisation are readily apparent. One of its main
benefits is to allow business analysts/engineers early capture of EA requirements. A further
benefit is that the “pattern” should be easier for executive decision makers to appreciate and
understand - without feeling technically incompetent.
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e M Context

* . - 3
Just throwing in some - ;

ideas & concepts!

Maybe some light bulb
moments for you?

Not quite finished yet!

sed Pattern of EA Clive Boughton

o

el What prompted my thinking?

Severally: Architecture, Processes, Decisions

Interesting experiences and/or observations

+ Especially decisions and processes lacking ‘logic’

Seeing people reel from too much (mindless) change
+ As well as information overflow

Seeing repercussions of many COTS ‘solutions’

+ A COTS gives us 80% of the solution!! A silver bullet?!

+ Little/ no analysis of options — a ‘shaped’ OCD
Continuing, awkward integrations of business & IT

« Eventhough ‘architecture’ has been around for a while

+ Despite the recognised imperative of up-to-date information
Perhaps because | am confused

« After all everything is getting more complex —isn’t it?

+ Cost, time and quality still matter — don’t they?

sed Pattern of EA Clive Boughton
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o

et ol What prompted my thinking?

Stuff that’s not being referred to or used often

¢ Architecture Frameworks — in last 5 years

» DoDAF, MoDAF, latest versions are more holistic wrt EA

* UPDM becoming very mature and supports MBSE well!

*  TOGAF seems to have significant following - doesn’t seem to
support MBSE.

CMMI in last 10 years (from SEI & CERT)

* Development
m Covers systems & software - roots from SW-CMM 1991
Services
m Greater than 80% of world economy
m Greater than 50% US DoD acquisitions.
Acquisition
B Most enterprises do this — began 1994
Resilience
m Extends Services to include greater emphasis on business survival
People
B For developing individual capability to shaping the workforce

Proposed Pattern of EA Clive Boughton

sohvare Observations - 1

‘Business’ Organisations

* Most deemed to be governedby ‘business strategy’
» Strategic directions — driven by ‘environment’ (change).
» Business needs — driven by ‘market’ (change).
» Operational needs - driven by ‘technology’ (change).
» Efficiency needs — driven by ‘economy’ (change).
*» Mostinterventions cause significant and costly

disruption
» Few interventions are successful — particularly large one
H Don’t live up to expectations or ‘improve things’
H Risk! What's that? We’ll be right mate!
H Take years to facilitate and get into shape

H Leave a big ‘?’ regarding value for money

B Leave mostly LOSERS @ @

Proposed Pattern of EA Clive Boughton
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sohvere A Observations -

‘Business’ Organisation Architectures

* Enterprise Architecture:
» Mostly immature — or do not really exist
» Typically ‘controlled’ by IT infrastructure
» Infected with legacy constraints

» Minimally documented - if they do exist
» Rarely articulated as being associated with ‘business’
| PO
* Systems Architecture:
» Usually seen as only the IT stuff
» Sometimes seen as the EA (because of multiple SAs)
» Sometimes appears completely separate to EA

Proposed Pattern of EA Clive Boughton

2

sohvare Observations -

‘Business’ Organisation Maturity Essentials

Business

» Structure

» Nature

» Stability
Management

» Style
Capability
» Consistency
» Professional depth
Resiliency
» ‘Ready’ for impacts of change
» Survivability

Proposed Pattern of EA Clive Boughton
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7

oy [ Overview of inputs

Organisations and their business
* Do they know what they do?
* Do they know their business drivers (and changers)?
* Are they struggling with the IT behemoth?

Enterprise architecture

* Isit all determined from OV-17?

* Isit overborne by IT constraints?

* A holistic view or a bitsy view (system-by-system)?
Architectural frameworks

* DoDAF emphasis now on data-centric process!

* DoDAF in context with FEA and OMB’s EAAF!

FEA =Federal EA, OMB = Office of Management & Budget, EAAF = EA Assessment Framework

Proposed Pattern of EA Clive Boughton

77

e [ Optimal B-A-M overlap?

Does it matter?

Architecture Business

—>

Should this be
Natucity other way
' around?
Suspect larger overlap for
Probably only small overlap for orgs. subject to low levels
orgs. subject to continuous of change.
change.
Proposed Pattern of EA Clive Boughton
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== 4% |s this a starting point for EA?

DoD Enterprise Architecture

AeCh teserco Lows, Fiegs, and Tokcy
DODAF |l [Laws||Regs | [Policy

Force Application

Building Partnerships

Command & Control

Net.centric
Battlespace Awareness

R
YYYYTYYTYYY

Protection

Logistics
Force Support

‘T‘
LI

Joint Capability Areas

Corporate Management & Support

Solution Architectures

Dept of Army Dept of Navy

DON AirForce
Architecture Architecture

TRy
IR EEEREEER)

Proposed Pattern of EA

7

vz Al Is this a way to get a grip?

Design
Develop Operate

Acquire

‘ CERT-RMM

‘ CMMI-DEV

CMMI-ACQ

| CMMI-SVC

DEVELOPMENT OPERATION

Proposed Pattern of EA Clive Boughton
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see A7) Answer: To last 2 questions

' .
Perhaps! / OooKay!

So, let me see ""\
what you cook |
up!

BUT Conceptualisation is key! ,

Clive Boughton

e [ Perceptions!

yway! I'm no geek. A
So, do I need to know?

Is that an ORG-CHART?

Proposed Pattern of EA Clive Boughton

UNCLASSIFIED
126



UNCLASSIFIED
DSTO-GD-0734

o ol Properties

If thinking about systems and their
conceptualisation it’s appropriate to
study some basic properties!

DATA PROCESS STATE

PROCESS STATE DATA

STATE DATA PROCESS
Treat a business organisation as a complex real-time system

d Pattern of EA Clive Boughton

w48 Clues: CERT-RMM & CMMI-Svc

Services
* Form a layer, decoupling Operational activities from
organizational arrangements of resources, such as people
and information systems.

* Form a pool that can be orchestrated in support of
operational activities, and the Operational activities define
the level of quality at which the Services are offered.

Capabilities
* Relate to Services via the realization of the Capability by a
Performer thatis a Service.

* In general, a Service would not provide the Desired
Effect(s), but rather, [provide] access to ways and means
(activities & resources) that would.

Proposed Pattern of EA Clive Boughton
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w8 Clues: CERT-RMM & CMMI-Svc

Operations
* Realise Capabilities.

Systems
* Help fulfill Capability requirements.

* Support Operational activities & facilitate information
exchange.

Pattern of EA Clive Boughton

w8 Clues: CERT-RMM Proc. Areas

Enterprise - . Process
Operations

Engineering
= = Management Management

ADM COMM AM MA
CTRL COMP EC MON
RRD EF

RRM

RTSE

sSC

VAR

Pattern of EA Clive Boughton
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==./8 Clues: Conceptual Data Model

DIV-1 (new in DoDAF 2.0):

* Addresses the information concepts at a high-level on
an operational architecture.

Used to document the business information
requirements and structural business process rules
of the architecture.

Describes information that is associated with the

information of the architecture. Includes information
items, their attributes, and their inter-relationships.

The intended usage of the DIV-1 includes:
* Information requirements
* Information hierarchy

Proposed Pattern of EA Clive Boughton

o

.. Clues: Logical Data Model

DIV-2:

* Allows analysis of an architecture’s data definition
aspect, independent of implementation / product
specific issues.

* Provides a common data definition dictionary to
consistently express model descriptions including -

» Information in an OV-1 High Level Operational Concept

Model or an Activity Resource flow object in an OV-5b
Operational Activity Model.
» Entities & elements constrained and validated by capture of
business requirements in an OV-6a Operational Rules Model.
» Information content of messages that connect life-lines in an
OV-6¢ Event-Trace Description.

» Elements required due to Standards in the StdV-1 Standards
Profile or StdV-2 Standards Forecast.

Proposed Pattern of EA Clive Boughton
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see A7) Clues: Logical Data Model

DIV-2:

Bridges the gap between the conceptual data model
and physical-levels.

Introduces attributes and structural rules that form
the data structure.

Provides more detail than the conceptual data model.

Communicates more to the architects and systems
analysts types of stakeholders.

Pattern of EA

w8 DODAF Meta-Model Definitions

Activity: Work, not specific to a single organization, weapon system or
individual that transforms inputs (Resources) into outputs (Resources) or
changes their state.

Resource: Data, Information, Performers, Materiel, or Personnel Types that
are produced or consumed.

* Materiel: Equipment, apparatus or supplies that are of interest, without
distinction as to its application for administrative or combat purposes.

Information: The state of a something of interest that is materialized - /n any
medium or form - and communicated or received.
» Data: Representation of information in a formalized manner suitable for
folo [Fg] rpretation, é
pies co e whole mode
lues, enumeration values, recor

» Architec I De ption: Informati an architecture siich as an OV-
5b Operatioti v Moded.

ttern of EA
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w8 DoDAF Meta-Model Definitions

+ Performer. Any entity - hAuman, automated, or any aggregation of Auman
and/or automated - that performs an activity and provides a capability.

mechanism is a Parfﬂs“mar. The c
Data, Materiel, Performers, and G

==.0F DoDAF Meta-Model Definitions

Capability: The ability to achieve a Desired Effect under specified
(performance) standards and conditions through combinations of ways and
means (activities and resources) to perform a set of activities.

Condition: The state of an environment or situation in which a Performer
performs.

Desired Effect: A desired state of a Resource.
Measure: The magnitude of some attribute of an individual.

Measure Type: A category of Measures.

Location: A point or extent in space that may be referred to physically or
logically.

Pattern of EA
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==./F DoDAF Meta-Model Definitions

Guidance: An authoritative statement intended to lead or steer the execution
of actions.
* Rule: A principle or condition that governs behavior; a prescribed guide for
conduct or action.
': A ‘rﬁn‘*em amonc rarﬁe

Project. A temporary endeavor undertaken to create Resources or Desired

Effects.

Vision: An end that describes the future state of the enterprise, without
regard to how it is to be achieved; a mental image of what the future will or
could be like.

Skill: The ability, coming from one's knowledge, practice, aptitude, etc., to do
something well.

Pattern of EA

phe, Basic Properties - 1

‘Business’ Organisations
* Usually driven by desired goals & have a mission
* Usually comprise:
» Financial ‘systems’
» Human resource ‘systems’
» Assets (property, equipment, people)
» Administrative ‘systems’

Typically provide:
» Services (and their maintenance)
» Products (and their maintenance)
Sometimes undertake:
» Acquisitions
» Developments

ttern of EA
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7

e Basic Properties - 2

‘Business’ Organisations

* Typically see assets as:
» Buildings
» Vehicles
» Furniture
» Computing equipment
* Often DON’T see assets as:

» People
» Information
H client information maybe an exception

attern of EA Clive Boughton

s A7) A Conceptual Model?

l Iderived from
Business
‘ Requirements
Goals I
Mission '

Services

Fd
7
7’

i v

Finances People Assets

¥

* % 0 0
»" Are maintained

Records

Proposed Pattern of EA Clive Boughton
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Potential issues

Software &
Improvements
'

Lots can go wrong

« SWOT
» Toomany Ws & Ts

Forgot the mission
» Didn’t pass grandmother test (Don Watson - Weasel Words)

New legal requirements
» Requiring significant changes to services / products

New standards

Poor service delivery

Bad financial management

Ageing assets

A workforce growing more ‘inflexible’

Proposed Pattern of EA Clive Boughton

e ol The Basic Concept Model

Business
Requirement

Proposed Pattern of EA Clive Boughton
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s A7 Adding Attributes

Business
Requirement

ReqlID
StrategicOtyective
Avallability
Recoverabdity
ValidationLevel
CSF
Authornty
Responsibiity

%

Proposed Pattern of EA Clive Boughton

s, A7 Adding Multiplicity

Business
Requirement

ReqID
StrategicObjectve
Avallability
Recoverabéty
ValidationLevel
CSF
A
Responsibity

O\mersmg

Proposed Pattern of EA Clive Boughton

UNCLASSIFIED
135



UNCLASSIFIED
DSTO-GD-0734

s A Adding Roles

Business
Requirement

ReqlD
StrategicObjective
Avallability
Recoverabiity
ValidationLevel 1.0 oy
gf : derivesFrom isResolvedTo
Responsibiity
Qwnership

.* | isMetUsing
Asset
AssetName

posed Pattern of EA Clive Boughton

A Basic Pattern for Services

Improvements [/
S

Business Delivered Service
|_Requirement | SvelD
ReqlD SAID
StrategicObjective AvailabilityRecord
Availability ActualStartDate
Recoverabity ActualCompletionDate
ValidationLevel 1.* 1.* Degreehtat?
derivesFrom isResolvedTo
Authonty Defined I
R:sponsmy maySupport Service I Service Agreement
SAID
Owne(shlg SveReqiD I P oemsior
AssatlD I i
Pl N 1.* DDescnpz.m
————————— Diective
Description mayBeMetBy mayMeet | RequiredAvatabiity
Mission RequiredStartDate
Role RequiredComplationDate
Availabiity
* | isMetusing RelirementDate e —

1 Pattern of EA
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Improvements |
'

Measures & Monitoring Data

1.7 120

Busine

ReqlD
StrategicObjective
Availabilty
Recoverabilty

Responsibility
Ownat

mayBeDeterminedBy | 1..*

mayDetermine

well
SAID
AvailabilityRecord
ActualStartDate.

Degreeher?

Delivered Service

ActuaiCompistionDate

oy

1.+ |Desergtion

mayBeMetBy

SvcV-3b?

Objective
RequiredAvailability
RequiredStartDate

mayMeat

Priori

ReguiresCompletionDate

Improvements /
S

mayDeterming

ReqlD
StrategicObjective
Availability
Racoverability

1®

derivesFrom

heipsMael

isProducedBy

Pfgm

isAchievedThru

1

e
SAID
AvailabilityRecord
ActualStantDate
ActualCompietionDate
DagreaMeat?

1.

produces

UNCLASSIFIED

mayBaMatBy

mayMaat

RequiredAvailability
RequiredStartDate
RequiredCompletionDate
Priori
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e

oy [ Life Cycle States
)

NegotiationsComplate (Finalised Contract)

- Arrange o Sign Contract
- Arrange Kick-off Mesting
= Send Invites

ContractSignad (Signaturas) + InvitesAccepled (Attendess)

Actions:
- Create Comms Plan
‘—h - Create WBS
- Estimate Resources
AdlustmentsRequired (Project Data) - Produce Schedule
- Estimata Costs.
- identify Risks
onito - Develop Quality Plan
Actions: . Davelop HR Plan
- Check Progress
- Check Schedule
- Check Costs PlanningComplete (Final Plans)
- Chack Quality
- Check Risks
- Report Parformance

Actions:

. - Staff Project

Reportlssued (Project Data) - Manage Team ProjectComplete —3 s
I —— 1 - Perform Quality Ass.

- Manage Stakeholders
- R Pr

Proposed Pattern of EA Clive Boughton

sohvere A An Essential Model

Advantages

* Provides the ‘essential’ fabric of an enterprise
» Data PLUS data relationships - NOT just data!
» Better still - NORMALISATION (for continuing integrity)
» IMPLEMENTATION-FREE (requirements are the changer)
» Traceability enables easy analysis of impacts of change(s)
» Allows for ‘optimum’ implementation
» Supports incremental development

» State model can be easily added
» Introduces ‘events’ that drive or change the system
» Further enables discovery of impacts of change before
implementing any change
* Process models can be easily added
» Includes actions to be taken when particular events occur
» Defines ‘expected’ behaviour

attern of EA Clive Boughton

UNCLASSIFIED
138



UNCLASSIFIED
DSTO-GD-0734

sohvere A Information Model

Advantages

* Can obtain a comprehensive (logical) model:

» Of essential enterprise requirements — which can be used to
build and / or evaluate any particular enterprise

» Of architectural and design building blocks that are free from
any (vendor) implementation

» Based on other mature models concerning enterprises (e.g.,

CERT-RMM, CMMI-Svc)

» That can be ‘mapped’ to existing enterprise when it’s difficult
to comprehend what to do when undertaking ‘changes’

» That enables more effective and more timely enterprise
process improvement

» Useful for simulation and automated development —
NIRVANA (for some)!

* Strongly supports MBSE!!

Proposed Pattern of EA Clive Boughton

sohvere A Usefulness of Model

To Executives
Only a few concepts and representations to learn and
remember — and they can be kept simple!
Not limited to OV-1 {/ think this is good)

Aligns better with basic visualisations of what a
business organisation does.

Enables simplified views - for different levels of
understanding

Discussions can remain conceptual in nature —
there’s no technology but an executive has a greater
opportunity to understand whether an implementation
technology has been successful or not.

Proposed Pattern of EA Clive Boughton
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sovvre A Usefulness of Model

To Architects

Less translation is required before discussions with
executives.

Provides a common point of understanding.

Traceability to requirements enables impacts of
changes to be discovered and described more easily.

Can use model to more quickly undertake
architectural and design tradeoffs - AADL and more
advanced modeling tools will be very useful here.

Can use model to effect simulation — again AADL and
the more advanced modeling tools may be very
useful.

d Pattern of EA Clive Boughton

sl The Pattern
I Ookayr ]

But you mentioned
something about a
pattern.

i

Proposed Pattern of EA Clive Boughton
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vz ol A DoDAF 2.0 meta-model

This does not intend to
replicate details of the
Dol MOR.

Information and Data

fsubsets|
places)

Dascribed

associ ateOne

associ ate Tuo

representedBy
relationship
describadBy
cn BeforeAfterTyoe

OveranTyoe | consumer

producer

deseription

superSublype
ruleConstrainsdetivity

Information

| Pattern of EA

Software &
Improvements [/

«metaconstraints .

astereotypen» T e:_met_acoistra_m»_ «stereotype»

EntityRelationship {umiRole = "endTyge"}ymiRole = "owner'} DataModel
I

| |

- v !

«stereotyped relationship» astereotype» astereotype»

| Entityltem LogicalDataModel

| /definedBy o..-;

{s’ereolype = Details}

«metaconstraints
{umiRole = "ownedAttribute™}

| |
| |
W i
«Stereotype» astereotypen»
ExchangeElement EntityAttribute

«metaconstraints

" {umiRole = "memberEnd"}

sed Pattern of EA Clive Boughton
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Now you’re inviting

trouble!

re you sure this sign
small enough?

Pattern of EA

UNCLASSIFIED
142



