‘ DRAESTANTIA PER SCIENT A4 ’

NAVAL
POSTGRADUATE
SCHOOL

MONTEREY, CALIFORNIA

THESIS

EVALUATION OF EFFICIENT XML INTERCHANGE
(EXI) FOR LARGE DATASETS AND AS AN
ALTERNATIVE TO BINARY JSON ENCODINGS

by
Bruce W. Hill
March 2015
Thesis Advisor: Don Brutzman
Co-Advisor: Don McGregor

Approved for public release; distribution is unlimited




THIS PAGE INTENTIONALLY LEFT BLANK



REPORT DOCUMENTATION PAGE Form Approved OMB No. 0704—0188

Public reporting burden for this collection of information is estimated to average 1 hour per response, including the time for reviewing instruction,
searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the collection of information. Send
comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden, to
Washington headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA
22202-4302, and to the Office of Management and Budget, Paperwork Reduction Project (0704-0188) Washington, DC 20503.

1. AGENCY USE ONLY (Leave blank) 2. REPORT DATE 3. REPORT TYPE AND DATES COVERED
March 2015 Master’s Thesis

4. TITLE AND SUBTITLE
EVALUATION OF EFFICIENT XML INTERCHANGE (EXI) FOR LARGE
DATASETS AND AS AN ALTERNATIVE TO BINARY JSON ENCODINGS

6. AUTHOR Bruce W. Hill

5. FUNDING NUMBERS
W4v02

7. PERFORMING ORGANIZATION NAME AND ADDRESS
Naval Postgraduate School
Monterey, CA 93943-5000

8. PERFORMING ORGANIZATION
REPORT NUMBER

9. SPONSORING /MONITORING AGENCY NAME AND ADDRESS
Commander Navy Information Dominance Forces (COMNAVIDFOR)
115 Lake View Parkway
Suffolk, VA 23435

10. SPONSORING/MONITORING
AGENCY REPORT NUMBER

11. SUPPLEMENTARY NOTES The views expressed in this thesis are those of the author and do not reflect the official policy
or position of the Department of Defense or the U.S. Government. IRB Protocol number: N/A.

12a. DISTRIBUTION / AVAILABILITY STATEMENT 12b. DISTRIBUTION CODE
Approved for public release; distribution is unlimited A

13. ABSTRACT

Current and emerging Navy information concepts, including network-centric warfare and Navy Tactical Cloud,
presume high network throughput and interoperability. The Extensible Markup Language (XML) addresses the latter
requirement, but its verbosity is problematic for afloat networks. JavaScript Object Notation (JSON) is an alternative
to XML common in web applications and some non-relational databases.

Compact, binary encodings exist for both formats. Efficient XML Interchange (EXI) is a standardized, binary
encoding of XML. Binary JSON (BSON) and Compact Binary Object Representation (CBOR) are JSON-compatible
encodings. This work evaluates EXI compaction against both encodings, and extends evaluations of EXI for datasets
up to 4 gigabytes. Generally, a configuration of EXI exists that produces a more compact encoding than BSON or
CBOR. Tests show EXI compacts structured, non-multimedia data in Microsoft Office files better than the default
format.

The Navy needs to immediately consider EXI for use in web, sensor, and office document applications to improve
throughput over constrained networks. To maximize EXI benefits, future work needs to evaluate EXI’s parameters, as
well as tune XML schema documents, on a case-by-case basis prior to EXI deployment. A suite of test examples and
an evaluation framework also need to be developed to support this process.

14. SUBJECT TERMS 15. NUMBER OF
Extensible Markup Language (XML), Efficient XML Interchange (EXI), JavaScript Object Notation PAGES
(JSON), Compact Binary Object Representation (CBOR), Binary JSON (BSON), data serialization, 135

data interoperability

16. PRICE CODE

17. SECURITY
CLASSIFICATION OF
REPORT

Unclassified

18. SECURITY
CLASSIFICATION OF THIS
PAGE

Unclassified

19. SECURITY

CLASSIFICATION OF

ABSTRACT
Unclassified

20. LIMITATION OF
ABSTRACT

UuU

NSN 7540-01-280-5500

Standard Form 298 (Rev. 2-89)
Prescribed by ANSI Std. 239-18




THIS PAGE INTENTIONALLY LEFT BLANK

i



Approved for public release; distribution is unlimited

EVALUATION OF EFFICIENT XML INTERCHANGE (EXI) FOR LARGE
DATASETS AND AS AN ALTERNATIVE TO BINARY JSON ENCODINGS

Bruce W. Hill
Lieutenant, United States Navy
B.S., University of Notre Dame, 2008

Submitted in partial fulfillment of the
requirements for the degree of

MASTER OF SCIENCE IN NETWORK OPERATIONS AND TECHNOLOGY
from the

NAVAL POSTGRADUATE SCHOOL
March 2015

Author: Bruce W. Hill

Approved by: Don Brutzman
Thesis Advisor

Don McGregor
Co-Advisor

Dan Boger
Chair, Department of Information Sciences

111



THIS PAGE INTENTIONALLY LEFT BLANK

v



ABSTRACT

Current and emerging Navy information concepts, including network-centric warfare and
Navy Tactical Cloud, presume high network throughput and interoperability. The
Extensible Markup Language (XML) addresses the latter requirement, but its verbosity is
problematic for afloat networks. JavaScript Object Notation (JSON) is an alternative to

XML common in web applications and some non-relational databases.

Compact, binary encodings exist for both formats. Efficient XML Interchange
(EXI) is a standardized, binary encoding of XML. Binary JSON (BSON) and Compact
Binary Object Representation (CBOR) are JSON-compatible encodings. This work
evaluates EXI compaction against both encodings, and extends evaluations of EXI for
datasets up to 4 gigabytes. Generally, a configuration of EXI exists that produces a more
compact encoding than BSON or CBOR. Tests show EXI compacts structured, non-

multimedia data in Microsoft Office files better than the default format.

The Navy needs to immediately consider EXI for use in web, sensor, and office
document applications to improve throughput over constrained networks. To maximize
EXI benefits, future work needs to evaluate EXI’s parameters, as well as tune XML
schema documents, on a case-by-case basis prior to EXI deployment. A suite of test

examples and an evaluation framework also need to be developed to support this process.
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I. INTRODUCTION

Network-centric warfare hinges on the dual criteria of interoperable systems and
timely information flows, but oftentimes these criteria are at odds. The Extensible
Markup Language (XML) is a common data format for systems communicating across
the web, and its structure and ubiquity enable both syntactic and semantic
interoperability. However, it is verbose by design (Bos, 2001). In network environments
with low bandwidth and intermittent connectivity, verbose file formats are undesirable.
File compression before transmission alleviates this issue, but until recently, there has
been no open standard for an XML-specific compression algorithm. In 2004, the World
Wide Web Consortium (W3C) began addressing this issue, and in 2014 it released the
Efficient XML Interchange (EXI) Format Recommendation (Schneider, Kamiya,
Peintner, & Kyusakov, 2014). EXI is an alternate encoding of XML data, which, in some
cases, results in files that are less than 10 percent, the size of the original XML file
(Bournez, 2009). The potential performance and impacts of EXI in limited-throughput
network environments, such as those regularly encountered by afloat naval units, is

significant and warrants investigation through use-case analysis.

A. PROBLEM STATEMENT

Networks with intermittent uptime and limited throughput must maximize
utilization of network resources. These constraints are problematic for applications where
large, monolithic data sets must be transmitted. In such scenarios, file compression prior
to transmission can decrease transfer time. EXI compaction performance has been
measured for XML file sizes up to 100 megabytes (MB), and results indicate it offers
higher compaction rates than the Zip and Gzip algorithms. However, some applications
require larger amounts of data to be transferred, and research is necessary to evaluate the

performance of EXI compression in such cases.

Similarly, XML is commonly used by web-based applications and web services to
transmit small data exchanges between a client and server as requested by the user. The

performance of EXI for these cases is well documented (Bournez, 2009; Kyusakov, 2014;
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D. Peintner, Kosch, & Heuer, 2009; J. Schneider, personal communication, October 20,
2014). However, many web applications use the JavaScript Object Notation (JSON)
format as an alternative to XML, and compact binary encodings of JSON also exist.
Given that these binary encodings are analogous to EXI, research is necessary to evaluate

the performance and tradeoffs between the two formats.

The EXI standard defines multiple configuration options that can dramatically
affect the performance of an EXI encoding, both in speed and compactness. Though
much research and time has been invested in developing the EXI standard and its
descriptions of the various configurations, there is little open documentation of best
practices or empirical results that can inform developer decisions for configuring an EXI

codec.

B. PURPOSE AND MOTIVATION

This research re-evaluates and extends previous work of the W3C EXI Working
Group and NPS researchers to explore the use of EXI in transmitting large XML files and
database information over networks with intermittent connectivity (Bournez, 2009;
Snyder, McGregor, & Brutzman, 2009; Snyder, 2010). It extends the NPS test-corpus of
XML documents to include additional datasets representative of real-world naval
operations. First, it measures EXI compaction performance for large native XML files
from 100 MB to 4 gigabytes (GB) and compares the results to conventional compression
algorithms. Second, it measures compaction of both EXI and binary JSON encodings for
small data transfers representative of those found in web applications. During both of
these threads of inquiry, the methodology explores various configurations of the EXI
codec and XML schemas to assess their impact on EXI encodings with the goal of

identifying best practices supported by real-world data.



C. RESEARCH QUESTIONS

Four research questions form the basis for inquiry and organization in this thesis.

They are:

. For large XML files between 100MB and 4GB, does the EXI format offer
compaction rates superior to Gzip?

. Does the EXI format offer compaction rates superior to Gzip-compressed
JSON?

. Does the EXI format offer compaction rates superior to BSON and
CBOR?

. What impact do the various EXI configurations have on compaction rates?

D. THESIS ORGANIZATION

This thesis is comprised of five chapters. Chapter I provides an introduction,
purpose and outline of research questions. Chapter II is a review of relevant scholarly and
professional literature on: the United States Navy's information and communications
environments; data serialization formats and interoperability; and binary and compressed
encodings for compact representation of serialized data. Chapter III describes the
methodology for data collection and format conversions for comparing binary and
compressed encodings of XML and JSON. Chapter IV presents and discusses empirical
test results. Chapter V lists major findings of this research and recommendations for

future work.

A portion of Chapter Il (specifically, Chapter II, Section D) addressing XML
Verbosity and binary XML encodings is a collaborative, co-written product and also
appears in The Role of Efficient XML Interchange in Navy Wide Area Network
Optimization (Debich, 2015). For additional information on EXI and its role in wide area

network (WAN) optimization, refer to that document.
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II. BACKGROUND AND RELATED WORK

To meet increased demands and network-centric and cloud-based operating
models for pushing real-time information to forward-deployed tactical and afloat units,
the Navy must meet the twin criteria of data interoperability and efficient delivery. The
Extensible Markup Language (XML) provides the former at the expense of the latter, but
the Efficient XML Interchange (EXI) standard allows for compact binary representations
of XML data. An alternative to XML commonly used in web-based applications is
JavaScript Object Notation (JSON), which is commonly used for data interchange in web
applications and in some modern database systems, and also has spurred development of
multiple binary encodings. This chapter reviews the literature concerning the Navy’s
information landscape and technical limitations for high-bandwidth applications, as well
as the tradeoffs between and performance of XML, JSON and their derivative binary

encodings.

A. THE NAVY INFORMATION LANDSCAPE

Several operational and architectural concepts are defining and changing the road
ahead for U.S. Navy communications. Each presents potential benefits, as well as distinct

challenges in afloat environments.

1. Network-Centric Warfare

The network-centric warfare (NCW) concept is, and has been for several years,
fundamental to the U.S. Navy’s operations and information technology (IT) strategy. As
originally proposed, NCW derives value “from the content, quality, and timeliness of
information moving between nodes on the network” (Cebrowski & Garstka, 1998, “The
Business of America”, para. 1). “Speed of Command” (Cebrowski & Garstka, 1998,
"How Can the Military," para. 4) is one such benefit of modern information flows, and
stems directly from timeliness of information. With rapid access to networked

information, military commanders can make more effective decisions.



Though modern network speeds continually increase, information timeliness is a
problematic and ever-advancing goal for afloat units. First, the capacity of network links
available to U.S. Navy ships pales in comparison to terrestrial lines. Second, advances in
distributed sensor networks and unmanned vehicles will likely continue to drive
exponential growth in data transiting U.S. Navy networks from ship to shore (Chief of
Naval Operations for Information Dominance, 2013, p. 10). Large-scale data transfer
paired with significant time delay over limited-bandwidth links makes information

dominance at sea a challenge.

2. Cloud-Based Architecture

Cloud-based architectures are gaining ground in the public sector, and the U.S.
Navy, along with the Department of Defense, is following suit and incorporating the
cloud in current policy and IT planning (Department of the Navy Chief Information
Officer, 2013). Navy IT leadership expects to reap benefits in performance, security and
life cycle costs through a cloud architecture compatible with other military branches and
government agencies (Deputy Chief of Naval Operations for Information Dominance
[DCNO(ID)], 2014). However, the same document addresses the unique needs of afloat
units in a cloud architecture, particularly complications associated with anti-access/area

denial (A2/AD) threats.

3. Sensor Networks

The U.S. Navy’s Task Force Cloud Charter identifies sensor and combat systems
data as initial focus points for the U.S. Navy cloud (DCNOJID], 2014). These systems
tend to generate small, repetitive transmissions, which, in aggregate, offer commanders
unprecedented situational awareness. Such awareness, however, comes at a price: as the
U.S. Navy deploys more systems to its networks, the collective data load stresses network
capacity (Porche, Wilson, Johnson, Tierney, & Saltzman, 2014). Porche et al. (2014, p.
14) note that afloat analysts are crippled by slow transfer speeds when working with
sensor data—download limits often prevent them from ever seeing the information.
Current cloud approaches may be insufficient to meet the challenging topologies and
performance variability facing afloat networks.
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4. Network-Optional Warfare

Though network-centric warfare is the basis for much of the fleet’s current
command and control (C2), A2/AD threats mean that the electromagnetic spectrum will
likely be contested in conflicts with technologically advanced opponents (Rowden,
Gumataotao, & Fanta, 2015). Alternate C2 models, not predicated on high-throughput
radio frequency (RF), are possible. Network Optional Warfare seeks to achieve stealth
and surprise through the use of data transmission via visible light, acoustic, free-space
optics and other unconventional media (Goff, 2014; Hughes, 2014). As these media are
likely low-bandwidth in comparison to existing RF-based channels, efficient, compressed
communications technologies are a key enabler (Brutzman, Hughes, Kline, Buettner, &

Ekelund, 2014).

5. Network Limitations

The Navy draws heavily on commercially developed technologies to run its
information systems. Often, those technologies are designed for use on terrestrial
networks with far higher bandwidth than is available for afloat communications channels.
As such, terse data exchange formats are not always first priority in commercial
technology development. For perspective, a one-terabyte download over a terrestrial fiber
line takes a matter of minutes, while the same download over Wideband Global
SATCOM link requires a few days (Porche et al., 2014). Similarly, commercial
technologies are designed for low-latency networks. Round-trip delays for
transcontinental and inter-continental links are approximately 200 to 400ms, but for a
ship-to-shore transmission via a satellite in geosynchronous orbit, the delay can be closer
to 900ms (Bentrup, Otte, Chan, Vavrichek, & Gingras, 2012). With this degree of

disparity, many commercial technologies are not viable for afloat applications.

Intermittent network availability is another issue facing Navy communications.
For some applications, such as undersea and remote sensors or unmanned vehicles,
continuous data transmission is not feasible or desirable. In these cases, nodes collect and
store sensor data for a period of time and transmit once connected to the larger network.

Fall (2003) discusses alternate techniques for improving performance in these
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environments, including military ad-hoc networks, through a delay-tolerant network
architecture. Other work explores data mules, or mobile nodes in a static sensor network,
to periodically harvest data from nodes and move it to a wide-area network access point
(Anastasi, Conti, & Di Francesco, 2008). In either scenario, consolidated bursts of sensor
data may spike network traffic, reflecting a tradeoff space between bandwidth

consumption and sensor granularity.

6. Solution Approaches

Given these challenges facing afloat network and system designers, there are
several general approaches to the Navy’s limited network problem, none of which are

mutually exclusive.

a. Say Less

Though a trivial solution, reducing or eliminating data transmission is a simple
way to conserve network resources, though it is problematic. The approach appears in
fleet procedures such as RIVER CITY and EMCON with different motivations, such as
operational security and detection avoidance. However, it is incompatible with the fleet’s
preference for network-centric operations and shift to cloud architecture. If the American
tactical advantage comes from fast information flows as suggested by Cebrowski and
Garstka (1998), reducing transmissions means ceding that advantage—information
ceases to be timely, the crux of NCW. Though useful in certain situations, saying less is

generally not the preferred solution.

b. Buy More

Expanding the available network capacity for afloat units is a viable solution,
though not without its drawbacks. Adding capacity invariably incurs major costs. The
cost may come in systems development and acquisition satellite constellations, measured
in billions of dollars (Chaplain, 2009). It can come from using more energy at the cost of
fuel, and for battery-constrained systems such as sensor networks, additional power may

be technically infeasible. Regardless of cost, additional satellite capacity may not be



available when needed, and in fiscally constrained times, less costly solutions are

desirable, particularly if they work in conjunction with new system acquisitions.

C. Use It All

Network throughput, or the amount of data passing over a network in a unit of
time, is dependent on time (Kurose & Ross, 2013, p. 35). Systems that send network
traffic in intermittent bursts leave the networks underutilized during downtimes and over-
utilized during others, making time the critical resource. This leads to another approach
to the issue: traffic shaping and network optimization, which seek to smooth out the flow
of network traffic, holding excess transmissions until later, and sending them during lulls.

Navy afloat units are working to adopt these technologies.

d. Say the Same Thing in Fewer Words

Similar to human languages and communication, digital communications provide
many ways to send the same message, some more concise than others. At the simplest
level, this category of approaches seeks the digital equivalents of acronyms and
contractions, implemented through alternate data encodings and compression. The
fundamental drawback to this approach is that the receiver of a message must be able to
decode, or make sense of, the message, and they should be able to do so quickly. This

work focuses on this area and expands the underlying concepts in subsequent sections.

7. Interoperability Considerations

Network-centric information sharing in a tactical environment hinges also on
hundreds or thousands of networked systems communicating. Just as humans must
communicate in a shared language, so must the computer systems they use. In broad
terms, there are two avenues toward this interoperability: deploy homogeneous systems at

all network nodes, or focus on interfaces and data formats.

Homogeneous systems are unviable for the fleet for several reasons. The Navy
constantly designs and acquires new systems, which means that synergy requires
forward, reverse and sideways compatibility. This is an ongoing challenge for the Navy.

The challenge stems in part from human factors such as bureaucracy, acquisition
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procedures and the sheer size of the organization (Wong & Gonzales, 2014). Another
pain point lies in technical issues—operational systems in the Navy’s massive IT
portfolio span decades of technology. A full technology refresh to a homogeneous

baseline is prohibitively expensive and time consuming.

For the Navy, interoperability is best achieved through well-defined data formats
and system interfaces. In this paradigm, modular, black-box functionality is acceptable as
long as developers incorporate open specifications for the system’s data format and
interface. Efficient XML Interchange, the subject of this research, maintains XML’s
lingua franca functionality alongside significant benefits to network throughput, by

providing a compact way to transmit XML.

B. DATA SERIALIZATION

When a computer exchanges data over a network, it converts the data from a non-
linear form in main memory to a sequential series of bits to send over the communication
medium in a process called serialization (Eck, 2011, p. 533). The receiver deserializes the
bits back into a data structure in main memory, which it can then process further (Eck,
2011). It is important to note both that the in-memory data structure at either end of the
communication may differ while the serialization over the medium remains constant, and
that there are multiple possible serializations of any data structure. Serialization ties

closely to interoperability and compression.

1. Semantic Interoperability

At the core of interoperability is the notion that an idea needs to move from one
human mind to another, and that, regardless of transfer mechanism, it is semantically
identical at both ends. In practice, the transfer is rarely precise; people may not express
themselves clearly, and two listeners might come to different understandings of the same
message. When the communication between people occurs over a network, the m