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ABSTRACT

Physical network maps are important to critical infrastructure defense and planning. Cur-
rent state-of-the-art network infrastructure geolocation relies on Domain Name System
(DNS) inferences. However, not only is using the DNS relatively inaccurate for infrastruc-
ture geolocation, many router interfaces lack DNS name entries. We adapt the technique
of Wang et al. to send traceroute probes from distributed vantage points, and approximate
a target’s location by finding the nearest landmark. To evaluate the technique’s perfor-
mance, we geolocate router interfaces previously geolocated via DNS-based router posi-
tioning (DRoP). Our results show that 50% of the targets have error distances greater than
2,400 km; however, 75% of the nearest landmark predictions are less than 5 ms distant. We
find that geolocation accuracy is insensitive to vantage point location, while the use of more
vantage points improves accuracy. To better understand these results, we use Constraint-
based Geolocation (CBG) on a subset of DRoP predictions. Forty-six percent of 4,638
DRoP location inferences are in regions outside the feasible physical boundaries imposed
by CBG and 56% are 1,800 km away from the CBG centroid. Our findings suggest that our
methodology can supplement prior work to not only geolocate infrastructure without DNS

names, but also improve accuracy.
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CHAPTER 1:

Introduction

Geolocation is the determination of the position of an object in physical space. The result
of geolocation is generally a meaningful location such as a street address. In contrast,
positioning produces a more precise geographic coordinate.

When the Global Positioning System (GPS) is unavailable, objects can fall back on geolo-
cation services to deduce or infer their current geographic location. One of the popular
techniques to geolocate is to analyze received radio waves, which is known as radioloca-
tion.

Since network-enabled devices have network addresses that are indicative of their attach-
ment point, these addresses can be used for geolocation. For example, Internet devices
can use a device’s globally unique Internet Protocol (IP) address to estimate its location.
Various IP geolocation techniques are discussed in Chapter 2.

Internet devices can be broadly classified as either “edge” or “infrastructure.” Edge de-
vices are the end points on the Internet where traffic originates or terminates. Examples
of edge devices include Personal Computer (PC), or smart phones. Infrastructure devices
support Internet communication between edge devices by relaying information from one
edge device to another. Examples of infrastructure devices include switches, routers, and
firewalls.

Differences in capabilities between edge and infrastructure devices means geolocation tech-
niques designed for edge devices may be unsuitable for infrastructure devices. Edge de-
vices generally have hardware components that can provide geolocation information while
infrastructure devices do not. For example, GPS or WiFi-Based Positioning System (WPS)
is unsuitable for network routers because they are not equipped with wireless receivers and
cannot easily receive signals within a datacenter. Unlike edge devices, infrastructure de-
vices are usually immobile and remain in the same area. The geolocation of routers and

access points generally do not change on short time scales.



Further, commercial IP geolocation efforts have largely ignored infrastructure geolocation.
Instead, most geolocation research and commercial services focus on the edge. For ex-
ample, geolocation of edge devices permits targeted location-based advertising. Similarly,
geolocation can enforce geographic access control, for instance to determine if a user has
rights to a company’s digital contents. The National Broadcasting Company provided free
live streaming of the XLIX Super Bowl for viewers within the United States (U.S.) and
Mexico, but required viewers to purchase a subscription if they are outside the two coun-
tries [1].

This thesis introduces and examines a new technique that deduces a router interface geo-
graphic location using topology information, delay measurements, reference points, which
are router interfaces with known locations. Infrastructure devices such as router interfaces
generally have fixed locations, static network addresses, consistent network topology in-
formation. The characteristics of router interfaces and the estimated proximity to reference
router interfaces can be leveraged to estimate their location. Close proximity of router in-
terfaces to reference points may support highly-accurate, fine-grain geolocation of router

interfaces.

In the next section, we discuss the importance of designing and developing techniques that
accurately geolocate infrastructure devices.

1.1 Motivation

Geolocation of infrastructure devices allows better planning that improves the resilience of
critical infrastructure. Many of today’s critical services operate on the Internet or IP infras-
tructure, such as electric distribution grids, medical, financial, transportation and communi-
cation services. To be resilient against natural disasters or terrorist attacks, IP infrastructure
should be planned with redundancy in mind. Achieving redundancy in the IP infrastruc-
ture of a given area allows the services in that area to continue operation in times of crisis
without crumbling under load. Therefore, to determine if the IP infrastructure is robust in
a particular area, planners require the geographic location of Internet infrastructure devices
in that area.

In addition to infrastructure planning, router geolocation helps to reveal Point of Presence
(POP) and facilitates the generation of POP-level maps of the Internet. POP-level maps



show the size of each Autonomous System (AS) network in terms of the number of routers,

their connectivity, and the number of colocations of the network. Details from POP-level

maps help identify critical nodes of the network as well as to understand the dynamics of a

network at a given area [2].

1.2

Research Questions

This thesis examines the accuracy of our technique of using topology information, delay

measurements, and reference points to deduce the geographic location of router interfaces.

In this study, we investigate the following:

1. What is the accuracy of geolocating router interfaces using the our technique?

2. What are the factors that affect the accuracy of our technique?

14

. Is the ground truth accurate?

Significant Findings

. To be best of our knowledge, this is the first work to geolocate router interfaces that

do not have hostname.

. Our methodology determines landmark router interfaces that are near the target router

interfaces. Seventy-five percent of targets have estimated Round Trip Time (RTT) of
less than 10 ms away from their nearest landmarks.

. We evaluated the accuracy of DNS-based router positioning (DRoP) across its loca-

tions and found that only 54% of the router interfaces assigned with DRoP locations
are also within the CBG possible region.
We discovered examples of incorrect DRoP geolocations and determined the errors

were due to bad DNS inferences.

. We found that geolocation accuracy was insensitive to the location of the vantage

point but more vantage points improves accuracy.

Thesis Structure

The remainder of the thesis is organized as follows:

e Chapter 2 surveys available IP geolocation techniques and related work.



e Chapter 3 discusses the methodology of geolocating IP addresses by using router
interfaces as landmarks. In this Chapter, we also outline the procedures of evaluating
the accuracy ground truth with the Constraint-Based Geolocation (CBG) technique.

e Chapter 4 examines and analyzes the results of geolocating router interfaces with
our methodology. We analyze the accuracy of using our methodology to geolocate
global router interfaces, and in North America and Oceania continents. We also ex-
plore the impact on geolocation accuracy when we vary the location of the vantage
points, as well as the number of vantage points involved in the process. To under-
stand the causes of inaccurate results, we highlight three examples of our geolocation
results. As the accuracy of our methodology depends on the accuracy ground truth,
we analyze the results of geolocating some of our ground truth data with CBG.

e Chapter 5 concludes our work and recommends potential areas of research in [P
infrastructure geolocation.



CHAPTER 2:
Background and Related Work

Obtaining geographic information of IP addresses from network operators is unsuitable.
Network operators are allocated with IP address ranges by their respective Regional In-
ternet Registrys (RIRs). They then assign these IP addresses to their network resources
or allocate to their customers. While network operators have the geographic information
of their network resources or customers, they generally do not answer geolocation queries
from the public. They may be restricted by company policies to ensure customer security
and privacy are not compromised, and to reduce administrative overheads. On the other
hand, requesting geolocation information of multiple IP addresses belonging to different
network operators is slow and inefficient. To request for geographic information of an IP
address, the public has to determine the relevant network operator then submit the request.
This method does not scale up for large number of IP geolocation requests. Clearly, more
efficient IP geolocation solutions are required.

Geolocating devices on the Internet is non-trivial. The Internet is a collection of many
independent, inter-connected networks with physical presence around the world. The most
fundamental piece of information about an Internet host, its IP header, which reveals no
information about its geographic location. Clearly, the Internet was not designed with

geolocation in mind.

The Internet Engineering Task Force (IETF) has realized many applications require loca-
tion information and doing so may have security and privacy implications, so they estab-
lished the GEOPRIV working group to develop and refine location representations in IETF
protocols without compromising on privacy and security [3]. Examples of enhancements
include RFC3825 [4] and RFC4776 [5], and defining protocols to discover the local Loca-
tion Information Server (LIS) [6].

Before IETF protocols are enhanced with geolocation features, the location of an Internet
device has to be deduced by other means. Internet devices that want to geolocate them-

selves may collect and analyze information about its environment. To geolocate a target



Internet device other than itself, it can query IP geolocation databases with target device’s
IP address (Section 2.1), or collect delay measurements between that device and a reference
point (Section 2.2), or consider topology information of that device (Section 2.3).

Edge devices in WiFi-enabled environments may rely on WPS for geolocation. WPS de-
vices geolocate their location by querying public WiFi location databases with the Ba-
sic Service Set Identifications (BSSIDs) and Service Set Identifications (SSIDs) of nearby
WiFi access points, then together with measured received signal strength of the Access
Points (APs) and results of queries from the location databases, the device is able to cal-
culate its location. WPS is considered a rarget-assisted geolocation technique because the

geolocation process is voluntarily initiated and facilitated by the edge device itself.

Domain Name System (DNS) Pointer Records (PTRs) of IP addresses may hint the geo-
graphic location of the Internet device; however, the PTRs of IP addresses may not indi-
cate geographic information and the assignment of PTRs to IP addresses is not mandatory.
Zhang et al. found from their experiment that 0.5% of router interface IP addresses were
assigned with incorrect DNS PTRs [7]. This caused the hostnames returned from PTR
queries to be incorrect, hence the router interfaces were misnamed. Zhang et al. attributed
router interface misnaming to be caused by administrative mistakes or the lack of timely
updates. Zhang et al. used trace routes to discover misnamed router interfaces. In addition
to misnamed router interfaces, router interfaces may not be assigned with PTRs. This pre-
vents the router interface hostnames from being identified. Of the 31,790K router interfaces
surveyed by Huffaker er al., they found 18,956K (40.4%) routers without hostnames [8].
The inability to query accurate router interface hostname or makes geolocation based on

hostname inference difficult.

A whois of the IP address reveals administrative information including the geographic ad-
dress of the IP address, but the device assigned with that IP address may not reside at that
location. The whois protocol [9] allows a user to query a whois server to obtain information
of an Internet resource, which can be an IP address block, domain name, or an autonomous
system. The information given in whois may not indicate the true physical location of that
IP address. For example, the whois information for 205.155.65.20 (www.nps.edu) does not
indicate its true location. The information states that the IP address belongs to California
State University, and the given geographic address is 401 Golden Shore, Long Beach, CA.



In general, non-target-assisted 1P geolocation techniques may be split into two phases.
Non-target-assisted geolocation refers to geolocation of a target Internet devices without
them directly contributing geographic-related information about their location. The first
phase is to compile a list of geolocation information to be associated with IP addresses.
The geolocation information can be fine-grained, such as geographic coordinates or street
addresses; or coarse-grained, such as cities or states. One of the popular sources of free
geolocation information is GeoNames [10]. The second phase is to associate [P addresses

to their correct geolocations using various geolocation techniques.

IP Geolocation techniques can be broadly categorized according to the data used to drive
geolocation. In this thesis, we group them into three categories: data-based, delay-based or
topology-based.

This chapter surveys the popular geolocation techniques of each category and discusses the
limitations of each technique.

2.1 Data-Based Geolocation

Geolocation driven by databases is the earliest form of IP geolocation [11]. Information
from whois [12] and DNS [13] are used to create rudimentary IP geolocation databases,

which supports coarse-grained IP geolocation.

Data-based geolocation returns the geographic location of an IP address or range by re-
ferring to the previously determined geographic location i.e., the geographic data of that
IP address or range from a geolocation database. The geographic data for that IP address
or range may consist of one or more of the following: country, state, city, ZIP code, lati-
tude and longitude. Geolocation databases are provided by either commercial or academic
entities.

The strength of data-based geolocation is quick response and high efficiency. As measure-
ments and processing have been precomputed, geolocation information is a simple task of
looking it up from the database.

Companies provide different levels of geolocation services, with some services being free
of charge and others requiring expensive subscriptions [14]. Free IP geolocation databases



are offered by HostIP [15] and IPInfoDB [16] while MaxMind [17] and IP2Location [18]

charge several of hundreds of U.S. dollars for access to their databases.

HostIP [15] and Spotter [19] are geolocation databases provided by non-commercial enti-
ties. HostIP is a community-driven geolocation service. It provides an Application Pro-
gramming Interface (API) for participating users and ISPs to provide direct feedback re-
garding their geolocation. HostIP does not specialize in infrastructure geolocation. Spotter
is a research project by the Eotvos Lorand University in Budapest, Hungary. Spotter uses
both delay-based and topology-based geolocation techniques to populate its database of
geolocation information. Laki er al. measured the accuracy of Spotter with 23,000 network
routers from Cogent. They found that Spotter could geolocate 35% of the routers within 10
km, and almost 70% of the routers have error distances below 50 km [19].

The methodology used by most geolocation database service providers to populate their
databases is unknown. Unlike non-commercial geolocation databases such as HostIP and
Spotter, commercial geolocation services do not disclose their underlying techniques used
to collect geolocation information of [P addresses. Within each company, their geolocation
services are further differentiated into tiers, each offering different levels of accuracy and
recency. The methodologies used between each tier are also not disclosed by the compa-

nies.

Shavitt and Zilberman compared the accuracy [20] of GeoBytes [21], HostIP, IP2Location,
IPligence [22], MaxMind, NetAcuity [23], and Spotter [19], with ground truth from Co-
operative Association for Internet Data Analysis (CAIDA) [24]. The ground truth dataset
consisted of 25K IP addresses from a tier-1 Internet Service Provider (ISP), a tier-2 ISP,
and five research networks. The accuracy of each database can be determined from the
“City Match” column. For a geolocated IP address to be considered a city match, it has to
have an error distance between itself and the ground truth of less than 100 km. The free
geolocation database from HostIP did not perform well. Only 28.1% of the IP addresses
in HostIP database are also found in the ground truth. Of the 28.1% can be compared with
the ground truth, HostIP located only 17.9% in the correct city. Commercial geolocation
databases IP2Location and IPligence did not perform better. While 93.9% of their IP ad-
dresses can be found in the ground truth, less than 15% matched the correct city. Their
results are summarized in Table 2.1.



Database | Matched IP Addresses | Country Match | City Match

GeoBytes 67.3% 80.1% 26.5%
HostsIP 28.1% 89.0% 17.9%
[P2Location 93.9% 80.9% 14.16%
[Pligence 93.9% 81.0% 0.8%
MaxMind 79.6% 84.7% 29.4%
NetAcuity 67.9% 96.9% 79.1%
Spotter 54.1% 85.6% 27.8%

Table 2.1: Results of Shavitt and Zilberman comparison [20] with CAIDA’s ground truth
dataset [24].

2.2 Delay-Based Geolocation

Delay-based techniques try to deduce a target’s geolocation primarily by actively or pas-
sively measuring the end-to-end delays between the target and other Internet resources with
known locations. The host on the Internet that initiates a delay measurement is called a van-
tage point while hosts on the Internet that have known geographic location information and

are used as reference points are called landmarks (Figure 2.1).

The end-to-end delay, D.pg_;0—end» between two points on a packet-switched network like

the Internet can be characterized by Equation 2.1.

Dend—to—end = dsrans + dpmp HR dproc . dqueue (2.1)

Where,

® dirans 18 the transmission delay. It represents the amount of time required to send a
complete packet content onto the transmission medium.

® dprop is the propagation delay. It represents the amount of time required for a bit of a
packet to travel between two points on the network.

® dproc is the processing delay. It represents the amount of time required by the router
to process the header of the packet.

® dgueue s the queuing delay. It represents the amount of time the packet waits in the

queue of the output interface, when it waits for turn to be transmitted.



Delay-based geolocation that considers end-to-end delay is usually dominated by the prop-
agation delay, dprop, and the transmission delay, dirans. Queuing delay, dgyene, can be min-
imized by sending a series of delay measurement probes. For simplicity, we assume the
processing delay, dproe, and queuing delay, dgyene, are negligible. Typically, end-to-end
delay measurements use using small packets. This means the transmission delay is small.
For example, a 1,500-byte packet requires 0.12 milliseconds to be transmitted over a 100
Mbps link. When two points are geographically near each other, then the propagation de-
lay becomes small. This is common for fine-grained, delay-based geolocation. However,
when the two points are geographically distant points, then the propagation delay becomes
significant. For example, if a vantage point and the target are on opposite coasts of U.S.,
separated by a distance of approximately 5,000 km, and the packet travels through optical
fiber that has a wave propagation speed of two-thirds the speed of light, then the propaga-

tion delay is 25 milliseconds.

Target

Landmark
(to be geolocated)

1 University Circle
Maonterey, CA93943

Measurement
~, probes _«

Vantage Point

Figure 2.1: A vantage point sends out measurement probes to a landmark, router.nps.edu at 1
University Circle, Monterey, CA 93943, and target with unknown location.

The advantage of delay-based geolocation is that the estimated target location is bounded
by physical constraints. By assuming that the probes travel at two-thirds the speed of
light, the measured delay limits the furthest possible geographic distance that the target can
be away from the vantage point. The ability to constrain location estimates differentiates
delay-based geolocation from data-based geolocation. The error estimates of data-based
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geolocation is unbounded due to inaccurate location information derived from whois or
DNS databases.

GeoPing [13] is one of the first delay-based geolocation technique to make use of the
relationship between end-to-end delay and geographic distance to geolocate an Internet
host. Padmanabhan and Subramanian found the correlation between end-to-end delay and
geographic separation. They leveraged this relationship to estimate the geographic location
of a target. Their technique constructs a delay map with each entry of the map holding the
location of a landmark, and a delay vector that records the delay from this landmark to each
vantage points. A delay vector is created for the target that records the delay from the target
to each vantage point. The technique determines the nearest landmark by finding the least
Euclidean distance between the target’s delay vector and each entry in the delay map. The
location of the target is estimated as the location of its nearest landmark. Padmanabhan and
Subramanian noted that as the number of landmarks increases, the likelihood of finding a

nearby landmark increases, which leads to better geolocation accuracy.

CBG [25] uses multilateration to infer the geographic location of Internet hosts. Multi-
lateration refers to the use of multiple distance measurements between vantage points and
the target to deduce the location of the target. Prior to target geolocation, the technique
determines the best line for each vantage point by measuring the delay from each vantage
point to all other vantage points. The best line describes the relationship between delay
and distance for the particular vantage point. CBG then calculates the delay between each
vantage point and target. The delay is mapped to the respective best line to convert delay
into distance estimates. This distance estimate is the upper bound of the furthest possible
distance between the target and the vantage point. It can be thought of as the radius of a
circular area representing the possible location of the target. Each area is then intersected
with one another to further constrain and reduce the possible region of the target. Unlike
GeoPing, which geolocates a target by producing a set of discrete, possible locations, CBG

geolocates the target by producing a contiguous area of the possible location of the target.

Finally, Posit [26] is a delay-based geolocation technique that requires a relatively small
number of probe packets and estimates the location of a target with the “statistical em-
bedding” technique. The technique first constructs two delay vectors: one for the delay
between the set of vantage points and a set of targets, and one for the delay between the
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set of vantage points and a set of landmarks. Then a training set of targets with known
locations is used to derive the probability distribution of distances between the target and
the set of landmarks. Finally, each target from the set of targets is geolocated using the
statistical embedding algorithm. The algorithm uses CBG to derive a possible region of the
target location, then applies the constrained region to the trained likelihood distribution to

obtain the most likely location of the target.

2.3 Topology-Based Geolocation

Topology-based geolocation techniques rely on topology information to estimate the geo-
graphic location of a target host. These techniques assume that addresses of Internet hosts
or routers that are topologically close are also geographically close. While these techniques
geolocate targets primarily with topology information, topology information is usually ob-
tained from databases or delay-based measurements. The hostname of the target may be
queried from the DNS database to reveal the topology of the target, and may also encode
geographic information about the target. Router interfaces may be named after airport
codes, city names, or creative abbreviations of city names. For example, the hostname of
the router interface ccr21.par01. atlas.cogentco.com contains three hints of its pos-
sible geographical location [8]. The strings that “ccr” may indicate the airport code for
Concord, CA; “par” may indicate Paris, France, or one of the 20 towns named Paris in
U.S.; and “atlas™ may indicate the city Salas Atlas in