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Counterfeit Parts Prevention
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Product Overview

Scot R. Lichty, Lockheed Martin Corporation
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May 8, 2014

This presentation provides a summary overview of TOR-2014-02200, “Counterfeit Parts Prevention
Strategy Guide”, which was produced as part of the 2014 Mission Assurance Improvement Workshop.
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Agenda

Part marking is blurred compared to authentic part

Marking slightly different on counterfeit part

* Motivation

* Counterfeit Escapes

* Intended Product Use

* Differentiators

* Charter and Outline

* Workshop Accomplishments

* SME Comment Summary

* Follow-on Recommendations

* Team Membership and Recognition

Counterfeiter removing die from part *Bags of Electronic Waste

*Photos courtesy of Tom Sharpe
and SMT Corporation
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Motivation

250% increase in suspected counterfeit cases between 2005 — 2008
with another 4X increase between 2009 — 2012

— For NSS systems only 1 known occurrence

New Public Law Instituted — 2012 NDAA, 8818

— Requires “counterfeit electronic parts avoidance and P SOMEBLULLOTHSA Sy bous s

detection systems”

— Increased contractor liability / financial risk with limited safe harbor
Maintain Currency...Continuous Improvement

Significant Portion of Counterfeit Threat Can Be Eliminated

— Simply procuring only from
“authorized suppliers”

— Applying risk mitigation techniques
when using “unauthorized suppliers”

U.S. SPACE PROGRAM MAIW | DULLES, VA | MAY 7 - 8, 2014



Threat

Is This a Possible Source.....?

*Photos courtesy of Tom Sharpe and SMT Corporation s a H |g her PI’ObabI“ty from DIStI‘I bUtO I‘/BI’O ker

**Photo courtesy of Basal Action Network
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Impact of Counterfeit Parts

Counterfeit Parts Can Cause;:

o No 2nd

— Personal injury Chances

— Mission failure for
Space

— Reduced reliability
— Risk to the War Fighter
— Potential loss of contracts

en.wikipedia.org

— Shutdown of manufacturing Phobos Grunt
lines

— Negative cost and schedule
impacts

— Penalties for companies and
individuals

U.S. SPACE PROGRAM MAIW | DULLES, VA | MAY 7 - 8, 2014



Examples of USG Products with Counterfeit Parts

Air Force C-130J

www.defencetalk.com and www.worldtribune.com

« 2007 Aerospace reported to * Display units with parts of .. Comwvguters
SQIC 15t NSS CF part unknown reliability - Distributor provided parts

« Traced to broker * Parts traced to China . Obsolescence

Themes Relevance to Counterfeit Guide

» Unauthorized source procurement * Preventive measures to avoid

* Inadequate requirement flow down procuring from unauthorized sources

» Unspecified testing and inspection  Mitigation actions when only option is
requirements unauthorized source procurement

* Reporting and quarantining failures  Evaluation of all parts received from

suspect suppliers

U.S. SPACE PROGRAM MAIW | DULLES, VA | MAY 7 - 8, 2014



Intended Product Use

* Provide Guiding Principles and Practices for Contractors and
Suppliers to align to and be compliant to 2012 NDAA, 8818 and
DFARS rule, 48 CFR 246.870 (especially lower tiers)

— Establish and strengthen counterfeit prevention systems

— Provide consistent implementation methodology throughout supply chain

— Assist the supply chain in preparing for certifications

— Potential utilization outside of space systems

* Professional associations or educational organizations
— SAE International, JEDEC, AIA, NDIA, SIA, etc.

* Guide for Certifying Agencies
— DCMA

* Assist for criminal investigation (support to)
— DOJ Computer Crimes and Proprietary Information Section
— National Intellectual Property Rights Coordination Center

U.S. SPACE PROGRAM MAIW | DULLES, VA | MAY 7 - 8, 2014



Differentiators

Preventative measures being implemented by NSS programs
Technigues to ensure part availability from authorized suppliers
Lessons learned, best practices, observations and case studies

Basis for building an effective training program with links to fully developed
programs

New reporting and quarantining requirements
Structured to match DFARS rule, 48 CFR 246.870 (released 16 May 2014)

P« Q)
s &9 N O
A © S0 2 & o
@"% o 23‘0 \'b‘\é?’bé &2, e0°
O\ of o G AN
QO™ Q7. e <O A2 ¢ &e¥ (P
rLQ o \O SF P, ¢ x@ 6\.‘
o e W o™ (\é\ W 0T 3@
< @ 0 o® <2 @ 00 o o
Q& QQ oo ?(G

U.S. SPACE PROGRAM MAIW | DULLES, VA | MAY 7 - 8, 2014



Themes from Lower-Tier Survey

* Assistance welcomed to better comply with requirements
* Procure from OCM and Authorized Distributors

e Standardized flow downs helpful
— Commonality lowers costs
* Increased costs to implement law

* Unlimited liability potential

15. What can prime contractors do to help sub-tiers with counterfeit parts prevention?

Better education, training, process assessment and sharing of lessons learned

U.S. SPACE PROGRAM MAIW | DULLES, VA | MAY 7 - 8, 2014



Counterfeit Parts Prevention Strategy Guide Charter

* Qutline recommendations for Contractor
Systems for Detection and Avoidance of
Counterfeit Electronic Parts

* Provide methodologies for counterfeit
avoidance

* Develop a risk assessment methodology
when using unauthorized or non-
franchised suppliers

* |dentify methods to ensure and verify sub-tier compliance

* Address the evolving nature of the threat and what is needed to
maintain currency

U.S. SPACE PROGRAM MAIW | DULLES, VA | MAY 7 - 8, 2014
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Counterfeit Parts Prevention Content (1 of 2)

Aligns to the

Executive Summary

Released DFARS

1. Introduction

2. Design, Operation and Maintenance of Systems to
Detect and Avoid Counterfeit Electronic Parts

3. Use and Approval of Suppliers

A — Training Resources

4. Traceability of Parts to Suppliers

B — Best Practices and Lessons Learned

5. Inspection and Testing of Electronic Parts, Including
Criteria for Acceptance and Rejection

C — Observations and Driving Philosophies

6. Reporting and Quarantining of Counterfeit Electronic
Parts and Suspect Counterfeit Parts

D — Case Studies

7. Flow Down of Counterfeit Avoidance and Detection
Requirements

E — How This Guide Fits In The Total Picture

F — CF Prevention Standards Applicability Analysis

8. Training of Personnel

9. Summary

H — Counterfeit Parts Process Audit Checklist

10. Suggested Updates to Industry Standards

| — Acronyms

J — References

U.S. SPACE PROGRAM MAIW | DULLES, VA | MAY 7 - 8, 2014
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Section
2

Section
3

Section

7

Section
5

Counterfeit Parts Prevention Content (2 of 2)

Program Management and Procurement Flow

U.S. SPACE PROGRAM MAIW | DULLES, VA | MAY 7 - 8, 2014
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Workshop Objectives & Accomplishments

* |Incoming objectives of workshop

— Brief team members on the released
DFARS ruling and comparison to draft
version

— ldentify changes needed to the document
based on the released DFARS

— Finalize ideas to be incorporated
— Compare product with original charter
— Disposition comments received
— Obtain endorsement across team members
for product and follow-on recommendations
» Workshop Accomplishments
— Obtained buy-in from SMEs and team members
— Path forward to closing remaining open items

— Briefing by Attorneys from the DOJ Cybercrimes on prosecution of
counterfeit cases and reporting of counterfeit occurrences

U.S. SPACE PROGRAM MAIW | DULLES, VA | MAY 7 - 8, 2014
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SME Comment Summary

SME
Responders

Gov’'t Agencies

/ Contractors L7
SME Comment Resolution Observations
4 1. Extremely wide distribution of SMEs
Unresolved 15 . .
| Gold 2. Drove improved pedigree and
ouotscore 1 / credibility of document
Ajudicated 23 Silver 3. ldentified gaps and areas requiring
pisagree | a3 / increased attention
N 4. Outstanding clarification and
; " e e readability recommendations

U.S. SPACE PROGRAM MAIW | DULLES, VA | MAY 7 - 8, 2014
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DFARS Counterfeit Avoidance and Detection Criteria

(1) Training of personnel

(2) Inspection and testi Notables:
spection and testin . .
> i » Electronics parts includes
(3) Processes to abolish counterfeit parts proliferation assemblies and embedded

software / firmware
» Traceability
(5) Use of original manufacturer or authorized sources  Flow down to all sub-tier
contractors
 GIDEP Access

(4) Process for electronic part traceability

(6) Reporting and quarantining

(7) Methodologies to identify suspect counterfeit
(8) Design, operation, and maintenance

(9) Flow down

(10) Process for improvement (new)

(11) Screening of GIDEP (new)

(12) Obsolescence management (new)

U.S. SPACE PROGRAM MAIW | DULLES, VA | MAY 7 - 8, 2014
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Topic Follow-on Recommendations

* MAIW Follow-on Recommendations:
— “Malicious or destructive intent” considered out-of-scope for 2014

* 2015 product could incorporate these concepts, which may warrant
different prevention and protection schemes

* Subject to ITAR protection — Not for Public Release

— Develop a guideline document on selecting, qualifying, handling and
verifying COTS assemblies including counterfeit prevention

— Promote common database of supplier counterfeit audits, assessments, or
surveys across industry

U.S. SPACE PROGRAM MAIW | DULLES, VA | MAY 7 - 8, 2014
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