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1. SCOPE.

This Test Operations Procedure (TOP) provides guidance for using vehicle-based Controller
Area Network (CAN) data during performance and endurance testing of military vehicles.

1.1 Purpose.

a. Vehicle CAN data may be used to supplement available test data from traditionally
applied (National Institute of Standards and Technology (NIST)-traceable and calibrated)
transducers during testing, provided CAN data accuracy is verified, the verification is
documented in associated test reports, and use of the CAN data source is stated in the test report
identifying the corresponding data channels. Documentation should include sample frequency,
full-scale range, and resolution of the CAN data channel. A CAN data channel may also be used
in lieu of a traditionally applied transducer channel when the applied transducer fails or becomes
inoperable during a test and retesting is not an option.

b. There may be cases of use when the accuracy and frequency of specific CAN data
channels cannot be independently verified, such as when vehicle-based controllers provide error
messages regarding system functions (e.g., electronic stability control system fault). The
information provided by the vehicle-based data channels may be highly valuable information for
testing and analysis purposes, particularly when controller diagnostic information is available for
analyzing system performance and limitations. In such cases, use of the data are acceptable
provided the data source is stated in the test report.

c. The scope of this TOP is limited to the CAN application layer. Network, data link,
and physical layer implementations are not addressed.

1.2 Background.

a. A CAN is a standardized digital interface that allows the communication of
information in a vehicle between sensors, electronic control units, and computers. A number of
sources provide details on the implementation and common message formats, including
International Organization for Standardization (ISO) 11898 (Parts 1through 6)”*! and the Society
of Automotive Engineers (SAE) J1939%3#. The specification CAN 2.0 was published by Bosch
in 1991 and was in use when this document was authored. CAN is a message-based protocol
with two different formats. The first format uses an 11-bit message identifier and is referred to
as CAN 2.0A. The second format uses an extended 29-bit message identifier and is referred to
as CAN 2.0B.

** Superscript numbers correspond to Appendix C, References.
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b. The SAE J1939 protocol is a variant of CAN 2.0B and is the SAE recommended
practice for communication and diagnostics of vehicle systems in the heavy-truck, bus, and off-
highway vehicle industry. The J1939 protocol is present in many wheeled military vehicles and
is also found on engines used in military generators. The SAE J1939 standards collection (J1939
and J1939 supplemental documents) lays out the format of standard data messages needed to
monitor vehicle systems. The J1939 standards also provide the framework for receiving real-
time diagnostic error messages and reading historical fault codes from vehicle systems.

c. Besides standard J1939 and CAN messaging, most military vehicle systems also
utilize proprietary CAN messages. Typically an interface control document (ICD), defining the
proprietary CAN messages, is available from the program management office. The ICD should
define the available proprietary CAN messaging and diagnostic messages (DM).

2. INSTRUMENTATION.

2.1 General.

Test instrumentation with traditional user-installed sensors will continue to be used in physical
test roles to gather calibration traceable data on system performance. The instrumentation
system should be capable of also recording CAN data and diagnostic messaging information.
For typical operation, the data acquisition system should remain in a passive state to avoid
interaction with any of the controllers on the CAN data bus. If user-installed sensors and CAN
data are to be recorded, then the data acquisition system should be capable of simultaneously
recording both data types.

2.2 Instrumentation Setup.

The setup of a data acquisition system for CAN bus recording typically starts with defining the
desired messages and signals to be recorded. The available signals can be identified by three
methods: a database CAN (DBC) file, a vendor-provided ICD, or a scan and analysis of the
vehicle data bus. The DBC file type is a common format compatible with most data acquisition
and CAN programs. The DBC file contains the description of the connected controllers,
messages and signals for the CAN network. If a DBC file is not available, it is good practice to
develop a DBC file for each CAN network that will be recorded during testing. A DBC file can
be built from the vendor provided ICD and then used to configure the appropriate signal
channels on the data acquisition system. If no documentation is available, a scan (using a
commercial CAN analyzer) of the CAN data bus provides an overview of available messages
and signals. The CAN data bus scan can then be compared to the SAE J1939 and ISO standards
to determine the available signals. The number of signals available for monitoring will vary
depending upon the age and electrical complexity of the system under test.
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2.3 Data Sample Rate.

The data sample rate for the CAN bus varies depending upon the message. CAN is known as an
asynchronous data stream, meaning the CAN bus messages and signals arrive at different times
and are not synchronized with each other. The samples rates of the data channels are not
necessarily consistent and therefore should not be used for any data that requires a frequency
domain analysis. The sample rate of the CAN data should be verified before test execution to
verify that the CAN data will provide the necessary information to analyze system performance.
If data with synchronized time steps are required, then user-installed instrumentation should be
added to meet test data requirements.

3.  EXAMPLES OF SENSOR DATA USAGE.

The examples below highlight some common CAN data that have been recorded and utilized for
vehicle analysis. This is not an exhaustive list.

3.1 Vehicle Speed.

a. The SAE J1939 digital annex lists a data channel in the cruise control/vehicle speed
(CCVS) message as an estimate for wheel-based vehicle speed. The wheel-based vehicle speed
estimate typically is provided from the engine controller, brake system controller, or both. The
wheel-based speed can be verified by comparison to global positioning system (GPS) sensor
data, or another calibrated speed sensor installed on the vehicle. The acceptable error for vehicle
speed measurement for use during vehicle endurance testing is specified in the instrumentation
section of TOP 02-02-505%. The acceptable error for data used as a substitute for vehicle
performance testing is typically specified in instrumentation section of the appropriate
performance TOP.

b. The wheel-based vehicle speed channel is a direct measure of the axle rotation
speed. Therefore, in conditions where the tire loses traction with the ground, the reported vehicle
speed will not be an accurate indication of vehicle speed. A typical case for using the J1939
reported vehicle speed is when foliage or an obstructed view of the sky causes loss of GPS
signal. The wheel-based data can be verified from data collected when a GPS signal was
available. An example of this test usage case is presented in Figure 1.

3.2 Engine Speed.

The SAE J1939 digital annex lists a channel in the electronic engine controller 1 (EEC1)
message as an estimate for engine rotational speed. The engine speed is provided by the
vehicle’s engine controller. The engine speed can be verified at idle with the use of a
stroboscope, or pulse emitting sensor integrated into the data acquisition system. The acceptable
error for engine speed data used in a system performance analysis is typically provided in the
instrumentation section of the applicable TOP.
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0 Example for Usage of J1939 Speed Signal
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Figure 1. Example scenario for J1939 speed usage.

3.3 Vehicle Odometer.

a. The SAE J1939 digital annex lists several channels that provide an estimate of the
distance traveled by a vehicle. The messages are high resolution vehicle distance (VDHR) and
vehicle distance (VD). The vehicle mileage messages are often redundantly broadcast on the
data bus by multiple controllers. Therefore, the specific distance message should be verified and
compared to the actual odometer value shown on the vehicle’s gauge cluster unit.

b. The vehicle odometer is typically used for tracking mileage throughout vehicle testing.
The odometer reading is used in analysis for distance-based system reliability estimates.
Therefore, it is essential to validate that the accuracy of the odometer reading, so that test results
between different vehicles systems have a meaningful correlation. The odometer should be
verified at a vehicle speed of 70 kilometers per hour (km/hr) as specified in TOP 02-02-505.

3.4 Fuel Consumption.

a. The SAE J1939 digital annex lists several common channels for monitoring vehicle
fuel usage. The message fuel economy liquid (LFE) provides a real-time estimate of the vehicle
fuel rate and fuel economy. The message fuel consumption liquid (LFC) is a request-based
message that provides an estimate of total vehicle fuel consumption. A request-based message
requires the instrumentation to send a request to the engine controller to supply the desired
message. Another request based message, idle operation (I0), can potentially provide the total
idle fuel consumption.
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b. Fuel consumption CAN data accuracy should be validated prior to, or during fuel
consumption testing using an external fuel flow measurement system (described in TOP 02-2-
603A7) as a reference. The CAN fuel rate channel should be integrated and compared to the total
consumption measured with the fuel measurement system. Scalar correction factors can be
determined and applied to the CAN fuel rate LFE message data by averaging or least-squares
fitting multiple test runs at different speeds and terrain types. A comparative example of data
from an external fuel measurement system (fuel meter), uncorrected J1939 fuel data, and
corrected J1939 fuel data are presented in Figure 2.
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Figure 2. Comparison of fuel rate data.

3.5 Transmission Feedback.

The SAE J1939 digital annex lists messages that monitor transmission operating states.
For many performance tests it is important to know the current transmission gear setting, as well
as torque converter state. The message electronic transmission controller 2 (ETC2) provides data
channels for monitoring the current and selected transmission gears. The messages electronic
transmission controller 8 (ETCS) and electronic transmission controller (ETC1) provide
information about the transmission torque converter status. The operating state of the torque
converter is critical information for powertrain testing. If available on the CAN, this information
should be captured for all powertrain related performance testing.
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3.6 Vehicle Stability Systems.

a. The SAE J1939 digital annex provides messages that monitor the status and
functionality of vehicle anti-lock braking (ABS), anti-slip regulation/traction (ASR), and
electronic stability control systems (ESC). The ESC systems are referred to as vehicle dynamic
control (VDC) systems in the J1939 documents. The proper functionality of vehicle control
systems is necessary for conducting braking, acceleration, and steering and handling
performance testing. The message electronic brake controller 1 (EBC1) provides the status of
ABS and traction control systems. The message also provides an indication if the brake
controller is intervening with vehicle operation. The messages vehicle dynamic stability control
1 (VDCI) and VDC2 provide status information for the vehicle’s dynamic stability control
operation. The VDC?2 data channel provides the active feedback the ESC system sensors.
Vehicle steering wheel angle, yaw rate, lateral acceleration, and longitudinal acceleration are
also available signals associated with vehicle stability control.

b. The system status signals can be verified prior to testing by disabling the systems and
monitoring the state of the fully-operational status channels. The vehicles often provide a switch
on the dash to disable the stability or traction control systems. The dynamic signals from the
VDC2 message can be verified with the installation of a calibration-traceable inertial system
mounted inside the vehicle cab. The inertial system should be located as close as possible to the
sensor used for the vehicle stability control system. The data from the two inertial systems are
compared for validation of the vehicle’s signal data. A comparative example of CAN data used
during steering and handling testing is shown in Figure 3. The VDC operational channel
indicates that the stability control system was intermittently switching off by the vehicle
controller during testing. In one case, the system switched off during a test run. Using the CAN
data the test engineer was able to determine that the system was not functioning properly, and
which test runs were invalid for analysis purposes.
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Figure 3. Example of diagnostic trouble codes (DTC) and stability system data.

3.7 Tire Status.

Most military vehicles currently include a central tire inflation system (CTIS). The CTIS is
controlled by inputs from the driver based on the vehicle weight and expected terrain type. The
CTIS usually broadcasts vehicle tire pressure, driver selected settings, and any system faults.
The SAE J1939 digital annex lists the Tire Condition (TIRE) message for monitoring tire
pressure and CTIS conditions. Tire pressure is an important data channel to monitor during
steering and handling and braking tests. The accuracy of the CAN tire pressure data may be
verified by comparing to a calibrated tire pressure gauge. The accuracy should be checked at

two different tire pressure settings. The measurements should fall within the tolerances specified
in TOP 02-02-704A3.

4. DIAGNOSTIC DATA USAGE.

a. The J1939 protocol provides standardized reporting of DTCs. The DTC’s are integer
fault codes that describe the failure type and count of the failure occurrences. DTC’s are
available in several request-based messages, however this TOP focuses only on the active
diagnostic trouble codes message (DM1). The DM1 message provides a method to indicate
active faults recognized by the system controllers. The active faults can often be associated with
anomalies seen during vehicle performance testing. Not all vehicle diagnostic trouble codes are
actively broadcasted. Only DTC’s selected by the specific subsystem vendor are actively
broadcasted. The DTC provides the suspect parameter number (SPN), failure mode identifier
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(FMI), and occurrence count (OC). The SPN and FMI can then be mapped to either a standard
contextual definition or a proprietary definition provided in a manufacturer’s ICD.

b. Anexample of DTC used during steering and handling testing is presented in Figure 3.
An intermittent fault was present during a steering and handling test. The fault message
coincided directly with the disabling of the stability control system. The CAN data provided
insight into an intermittent fault that would have otherwise been difficult to recognize and
diagnose.

5. DATA REQUIRED.

The CAN data required to support vehicle performance testing is dependent upon the subject of
the performance sub-test. All data to be collected should be documented in the test plan, to
include the method and instrumentation used, and should be agreed upon by the U.S. Army Test
and Evaluation Command (ATEC) System Team (AST). Sections 3 and 4 of this TOP provide
examples of data that can be collected from the vehicle CAN.

6. PRESENTATION OF DATA.

The format for data presentation should be determined by the AST. Examples of how data can
be presented are provided in Figures 1 through 3 of this TOP.
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APPENDIX A. GLOSSARY

Definition

The FMI defines the type of failure detected in the subsystem
identified by an SPN (SAE J1939-73).

This 19-bit number is used to identify the item for which
diagnostics are being reported (SAE J1939-73).

A 4 byte value that identifies the kind or trouble, the associated
failure mode, and its occurrence count (SAE J1939-73).

A-1
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CAN
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APPENDIX B. ABBREVIATIONS.

anti-lock braking system

anti-spin regulation

U.S. Army Test and Evaluation Command (ATEC) System Team
U.S. Army Test and Evaluation Command

Controller Area Network

cruise control/vehicle speed

central tire inflation system

Controller Area Network (CAN) database file
diagnostic message

diagnostic trouble code

electronic engine controller

electronic stability control

electronic transmission control

failure mode identifier

global positioning system

interface control document

idle operation

International Organization of Standardization

kilometers per hour

Fuel consumption liquid
fuel economy liquid

National Institute of Standards and Technology
occurrence count

Society of Automotive Engineers
suspect parameter number

tire condition
Test Operations Procedure

vehicle distance

vehicle dynamic control
high resolution vehicle distance
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data for vehicle testing, or be used in lieu of data that cannot be obtained otherwise.
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