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ABSTRACT

After the September 11 attacks, it was expected that terrorists would continue
their innovations in tactics to eventually use high-tech weapons of mass destruction
(WMD). Such a WMD attack has not occurred. During the past decade, however, law
enforcement and military authorities in the United States and in other countries have
faced a number of terrorist attacks carried out using more conventional paramilitary

methods with devastating results.

This thesis examines the paramilitary terrorist attacks that occurred in Beslan in
2004 and in Mumbai in 2008 in an attempt to understand the threat and to establish the
criteria for an effective U.S. response to paramilitary terrorism. It is important to
understand that a drastic difference exists between requirements for response to
paramilitary terrorism and the more common active shooter protocols. This thesis
examines the capabilities and limitations of law enforcement, the National Guard, and the
active component (AC) of the military to recommend a response that could be uniformly
achieved across the United States. It was determined that the AC of the military is the
only capable response force. It requires additional planning, coordination, and cross-
training with regional civilian counterparts for an effective response to a paramilitary
attack to be established.
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l. INTRODUCTION

After 9-11, the vulnerabilities to terrorism in the United States (U.S.) were often
examined and evaluated through a lens colored by the expectation that terrorists would
continue their innovations in tactics. Many of these evaluations focused on the possibility
of an attack using weapons of mass destruction (WMD), including chemical, biological,
radiological, or nuclear (CBRN) components. These assessments led the White House to
state in 2002 that CBRN and WMDs “represent one of the greatest security challenges
facing the United States.”?

Such a WMD attack has not yet occurred. During the past decade, however, law
enforcement (LE) authorities in the United States and in other countries have faced a
number of major terrorist attacks carried out using more conventional methods. Attacks
in Mumbai, India, in 2008, made it clear that terrorists do not need a WMD or other high-
tech device to wreak havoc on a major city. They also made it clear that LE agencies in
urban areas are not prepared for such attacks, which can be described as paramilitary
terrorism.3 These attacks highlighted the need for further research into the methods,
equipment, and manpower needed from LE or the military to respond to such tactics. The
lessons learned by Mumbai are directly applicable to major cities in the United States that

share similar vulnerabilities in similar urban areas.

Paramilitary terrorism is best understood as a “sizable group of highly motivated
individuals trained, organized, and equipped like an infantry or special operations unit but

without the status or accountability of a state-controlled military force.”# The capabilities

1 Department of Homeland Security Releases Summary Conclusions From National Exercise,” U.S.
Department of Homeland Security Press Office, December 19, 2003, https://www.hsdl.org/?view&did=
477996.

2 George W. Bush, National Strategy to Combat Weapons of Mass Destruction (Homeland Security
Presidential Directive 4) (Washington, DC: White House, 2002), 1.

3 Terrorist attacks in San Bernardino, CA and Paris, France in 2015, while extremely deadly and
brutal, were not paramilitary style attacks; the threat this thesis addresses is far greater than the active
shooter threat seen in those attacks.

4 Bill Tallen, “Paramilitary Terrorism: A Neglected Threat” Homeland Security Affairs IV, no. 2 (June
2008), 11.



of civilian LE must be weighed against what their military counterparts could bring to
bear if a Mumbai-like terrorist attack occurred on U.S. soil. The questions to be
considered by this thesis are: What is the level of the threat of paramilitary terrorism to
the United States? Is it something for which the United States needs to prepare? How
should the United States respond to this threat? And, should that response be a military or

civil effort?

A. IMPORTANCE

The importance of this thesis lies in the question of whether current civil
responses to possible paramilitary attacks are adequate or appropriate. The current
response of LE to an attack of this scale would utilize mutual aid capabilities, through
which neighboring police units would respond to the area under attack. Current measures
in most U.S. cities require local authorities to exhaust all their mutual aid resources
before calls can be made to the state for military assistance.> This process takes time for
mobilization of forces, while a Mumbai-like attack would continue to devastate the city
in question. This shortfall in response efforts highlights the need for a new approach to be

devised.

In thinking about paramilitary terrorism, it is a mistake to associate the actions
seen in traditional active-shooter doctrine, developed after the killings at Columbine in
April 1999, with the correct measures necessary for situations similar to Mumbai. An
active shooter is defined as “an armed person who has used deadly physical force on
other persons and continues to do so while having unrestricted access to additional
victims.”6 The doctrine that civil LE developed to respond to an active-shooter requires
the earliest deployment of officers to search out the shooter aggressively.’ In the case of
paramilitary terrorism, active-shooter doctrine would only cause more death on the part

of first responders. If first responders followed active-shooter doctrine, they would be

5 California Emergency Management Agency, LE Mutual Aid Plan (2009), 18, https://www.hsdl.org/
view&did=446627.

6 EI Paso County Sheriff’s Office, Policy and Procedure Manual (2004), 1, http://shr2.elpasoco.com/
PDF/policy/chapter 07/731_policy.pdf.

7 Ibid.




victims of the more heavily armed and better-equipped paramilitary terrorists depicted in
this thesis. This response doctrine displays a weakness in current active-shooter
procedures because the doctrine has not prepared for the threat of paramilitary terrorism.8
The differences between active shooters and paramilitary terrorists show that a change in

tactics and equipment is required to respond to a paramilitary terrorism attack.

This research is also directly relevant to current debates on the use of the military
in domestic counterterrorism efforts. The use of the military inside the United States in a
LE capacity has been legally restricted since 1878 when the Posse Comitatus Act (PCA)
made it illegal except when directed by Congress or the President.® However, thinking
about the appropriate domestic role for the military has changed since the attacks of
September 11. The nature of this debate can be seen in the John Warner National Defense
Authorization Act for Fiscal Year 2007. In section 1076 of this legislation, limits on the
use of military forces inside the United States were relaxed so that the President could
address a critical incident more quickly.10 These issues highlight the importance of
addressing the necessary response to paramilitary terrorism at home. The current
problems range from the first responders who do not presently have the necessary
doctrine to the federal level, where modifications to the law have shown the need for a

new answer to the paramilitary terrorism threat.

B. PROBLEMS AND HYPOTHESES

The problems of addressing paramilitary terrorism are the ease of its execution,
the difficulty of identifying an effective and feasible response, the legal limitations on
response, and the lack of attention it has been given. The equipment and training required
for a successful paramilitary attack are both legally available and easy to acquire inside
the United States. The response to paramilitary terrorism is difficult because it requires

8 John Giduck, Terror at Beslan: A Russian Tragedy with Lessons for America’s Schools (Canada:
Archangel Group, 2005), 316.

918 U.S.C § 1385 Use of Army and Air Force as Posse Comitatus, http://www.law.cornell.edu/
uscode/text/18/1385.

10 Michel Chossudovsky, “The “Use of the Armed Forces’ in America under a National Emergency
Unrestricted & Arbitrary Powers conferred to the President & Vice President,” Global Research, June 27,
2007, http://www.globalresearch.ca/index.php?context=va&aid=6169.
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military-style tactics and strength, while at the same time observing legal restrictions and
minimizing collateral damage. Such legal restrictions as Posse Comitatus further
complicate formulating an effective response that may require domestic military
assistance. The attention required to ensure the proper preparations are made to counter
such an attack are also absent, slowing the process of improvement for this issue. These
problems come together to present a situation in which a dangerous type of attack has not

been given the attention necessary to develop an appropriate response.

The hypothesis for this thesis is that state and local LE authorities, as they
currently stand, are not capable of addressing the paramilitary terrorist threat. LE officers
may be able to mitigate short-term losses before the arrival of military forces, but it
appears that military-style forces will be required to bolster the current civil response.
This thesis recommends organizational and policy changes to ensure that an adequate

response to domestic paramilitary terrorism is available.

C. LITERATURE REVIEW

The literature review is divided into two sections. The first section, titled “Is
Paramilitary Terrorism a Threat?,” provides background on the use of paramilitary
terrorism and how the United States may be vulnerable to an attack from it. The second
section, “Appropriate U.S. Response to Paramilitary Terrorism,” examines the literature
supporting a civil or military response to a paramilitary terrorism attack inside the United
States. This section shows different schools of thought on the capabilities of civil and
military response, as well as the problems of using military forces for domestic security

purposes.

1. Is Paramilitary Terrorism a Threat?

Adam Dolnik examined the use of paramilitary terrorism in his book, titled
Understanding Terrorist Innovation Technology, Tactics and Global Trends. In this
work, Dolnik primarily focuses on the idea of terrorist innovation and the likelihood of

each new tactic being used. Dolnik’s work makes initial predictions about terrorists’



desires to move from more focused armed attacks to the indiscriminate mass killings

made possible by the use of CBRN means.1!

Although Dolnik set out to shed light on the likelihood of CBRN attacks, he
instead shows that high-tech attacks have been mostly unsuccessful for terrorists, making
more basic techniques like armed paramilitary attacks attractive for their ease of
execution.12 Dolnik also discusses the lessening of terrorists’ inhibitions to conduct mass
casualty attacks. He attributes this change to the religious character of contemporary
terrorism. He adds that terrorists have shown interest in such paramilitary weaponry as
large-bore sniper rifles and heavy automatic rifles commonly used in paramilitary
attacks.13 Dolnik argues that terrorists display a shift toward old tactics to satisfy new

terrorist desires.

C. J. M. Drake’s work on Terrorists’ Target Selection takes a slightly different
approach than Dolnik’s and states that terrorists were opportunistic when choosing
tactics. Drake underscores a simple and important point that the tactics of many terrorists
were determined by the resources available to them. In this way, he shows that the
weapons and tools available to terrorists could determine what type of attack they
undertook.14 Drake depicts the United States as a country ripe for paramilitary terrorism
due to “the relatively unrestricted gun laws ... [that] have made it possible to openly
purchase small arms up to the level of automatics and [high powered] semi-automatic
rifles in shops.”1> This same ease of access to high-grade weapons in the United States
also supported other paramilitary terrorists in the past. For example, Armalite assault
rifles and .50-caliber sniper rifles recovered in Northern Ireland from the Provisional

Irish Republican Army (PIRA) were all purchased in the United States.16

11 Adam Dolnik, Understanding Terrorist Innovation: Technology, Tactics and Global Trends (New
York: Routledge, 2007), 2-3.

12 |pid., 172.

13 Ipid., 1-2, 25.

14 C.J. M Drake, Terrorists’ Target Selection (New York: St. Martin’s Press, 1998), 93.
15 Ipid., 89.

16 Ipid., 89, 68.



The opportunity, likelihood, and effectiveness of paramilitary attacks were also
addressed by the London Emergency Planning Information Center in January 1991. The
head of the Center believed that this type of attack was probable and that the
consequences could be grave. The British official stated, “Frankly if a terrorist group
really wanted to make a mess of London, they could... We would not be able to cope. By
that I mean we would be limited to chasing after the effects of a disaster.”1” This quote
was something of an omen for the authorities who would later be forced to do the same in

Mumbai.

In their respective works on paramilitary terrorism, Bill Tallen and John Arquilla
both agree that it is a likely form of attack in the United States due to its effectiveness
seen in Mumbai and other places. John Arquilla states that paramilitary terrorism has
already been adopted by terrorist organizations around the globe and that it is a tenet of
their organizations. Bill Tallen believes paramilitary attacks should be expected, thanks
to the ease of development and execution of such assaults. Both authors criticize the
United States for not being more prepared for this type of attack, granted its likely use by

terrorists in the future.18

Authors who have addressed paramilitary terrorism agree uniformly that it is a
large threat to the United States. The only argument against the likelihood of a
paramilitary terrorism attack is that some other form of terrorism is more probable. A
specific argument against the likelihood of paramilitary terrorism itself has not been
raised. Adam Dolnik’s work, for example, initially argues that the use of WMD is a very
likely a form of attack to be expected in the United States. In the end, however, when the
distinct topic of paramilitary terrorism is addressed, no argument against the likelihood of
its use has been raised. Dolnik proves in his work that the likelihood of a paramilitary
attack is high when the ease of paramilitary terrorism is compared to difficulties of

terrorists using WMD.19

17 Ibid., 107.

18 Tallen, “Paramilitary Terrorism,” 9-10; John Arquilla, “U.S. Not Prepared for Mumbai-Like Terror
Attacks,” San Francisco Chronicle, November 21, 2010, 1.

19 Dolnik, Understanding Terrorist Innovation, 2-3, 172.
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2. The Appropriate U.S. Response to Paramilitary Terrorism

The responses to domestic paramilitary attacks are handled differently throughout
the world. In some nations, the civilian arm of the government addresses these issues,
while in others, the military is the only choice for response. Both civilian and military
responses carry with them advantages and disadvantages when it comes to effectiveness,
feasibility, and legality. The literature on the U.S. response to domestic paramilitary
terrorism can be broken into two groups. The first group is made up of authors who
believe the problems of military forces fighting inside their own borders outweigh their
benefits and think that that progress in civil LE since Mumbai has prepared them to
respond adequately to paramilitary terrorism attacks. The second group is comprised of
those who believe that the military is the only viable answer and that a new approach
using the National Guard (NG) or active duty military must be devised to deploy forces
more quickly and efficiently during attacks on U.S. soil.

Maria Jose Moyano Rasmussen represents the first group of authors in her paper,
“The Military Role in Internal Defense and Security: Some Problems.” In this paper, she
describes problems relating to military use in the homeland. The two case studies used to
bolster Rasmussen’s points are the 1992 Los Angeles riots and the ongoing struggle

between the PIRA and the British military in Northern Ireland.

In both cases, Rasmussen shows that the total capacities of civilian LE were not
used before the military was put to work. In this way, the military in both cases was a
“crutch” instead of a practical option.20 In Los Angeles, the call for the military was in
response to civil unrest. In this situation, many other options were available instead of
using the active duty military, such as LE mutual aid and the NG, who have LE training
and experience.2! In Northern Ireland, the British military took over positions that should

have held by civil officials and confusion over LE roles and responsibilities persisted for

20 Maria Jose Moyano Rasmussen, The Military Role in Internal Defense and Security: Some
Problems (Occasional paper #6) (Monterey, CA: The Center for Civil-Mil Relations, Naval Postgraduate
School, October 1999), 9-10, 17.

21 1hid., 10.



some time.22 Qverall, the tactics used by the British military did not help to assuage the
violence in Northern Ireland and instead made it worse. In both cases, the military
brought a great deal of capability, but it was not used correctly.

Paul Shemella considers the same topic from the point of view of the second
group of authors who favor a military response to an overwhelming paramilitary attack.
In “The Spectrum of Roles and Missions of the Armed Forces,” Shemella considers a list
of factors before recommending a type of response to terrorist violence. These factors
included the nation’s history of civilian-military relations, the types of targets that
terrorists choose, and the terrorists’ methods of attack.23 He admits that “the classic and
preferred role for armed forces is to defend a nation from external attack; the only role for
police is to enforce the laws,” but he also states that “if terrorism begins to threaten
national security and promises to continue, decision makers will need to assign certain

military forces the role of dealing with it.”24

Rasmussen and Shemella do not agree on the use of the military, but their
disagreement owes to the different situations they discuss. Shemella discusses situations
in which large-scale terrorist attacks cannot be addressed by police. Rasmussen’s analysis
of military use addresses the situations of localized civil unrest and protracted rebellion,
not terrorist attacks against civilians. Shemella made this clear when he states that “when
citizens are attacked by organized, heavily armed groups...governments often have no
choice but to involve military forces.”2> In this light, it appears that Rasmussen does not
argue against the use of the military to defend the populous. She instead argues against
the military being used as police officers when a civil approach would have been more
appropriate. Both authors insist on the necessity for clear roles and responsibilities for the

parties involved in response.

22 |pid., 23.

23 paul Shemela, “The Spectrum of Roles and Missions of the Armed Forces,” in Who Guards the
Guardians and How, ed. Thomas C. Bruneau and Scott D. Tollefson (Austin: University of Texas Press,
2006), 125.

24 \bid., 124, 133.
25 |bid., 136-137.



John Arquilla and Bill Tallen agree that a bolstered response is needed to a
paramilitary terrorism attack, but they disagree on who should lead the response. John
Arquilla believes, in line with the second group of authors, that a military response is the
most viable option to counter a Mumbai-like terrorist attack inside the United States, and
he makes recommendations on how to improve the organization of military forces to do
so. Arquilla believes that standing brigade-size forces are too large to move quickly and
that they should instead be broken into smaller units for faster response. Bill Tallen
agrees with the necessity of a quicker, stronger response, but he believes (in line with the
first group of authors) that civil leadership by the Federal Bureau of Investigation (FBI)

would be more efficient for command-and-control purposes, as well as response time.26

It is important to note that whether they were correct or not, American civilian
and military leaders have recently made policy and statements in line with Shemella and
Arquilla from the second group of authors who favor a domestic military response to
paramilitary terrorism. John S. Brown speculates in “Defending the Homeland, A
Historical Perspective,” that:

to this point the focus of JTF-6 [a military unit used inside the U.S. for

security] has been the war on drugs, but the enormous mobilization of

military assets for airport security and surveillance functions to support the

war on terrorism presage a more permanent involvement of organizations

like JTF-6 or similar efforts to assist civil counterterrorism efforts as
well.27

In a more direct and controversial statement, the former U.S. Northern Command
(NORTHCOM) Commander, General Ralph E. Eberhart, United States Air Force
(USAF), discussed the topic of legislation affecting the use of active duty military inside
the United States: “We should always be reviewing things like Posse Comitatus and other

laws if we think it ties our hands in protecting the American people.”28

26 Arquilla, “U.S. Not Prepared,” 1; Tallen, “Paramilitary Terrorism,” 9-10.

27 John S. Brown, “Defending the Homeland: An Historical Perspective,” Joint Forces Quarterly
(Summer 2007), 14.

28 Eric Schmitt, “Wider Military Role in U.S. Is Urged,” New York Times, July 21, 2002,
http://www.nytimes.com/2002/07/21/politics/21PENT.html.
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On this same topic, Davis, Mosher, Brennan, Greenberg, McMahon, and Yost
from RAND agree with the rest of the authors in the second group and believe that
situations involving terrorist attacks, beyond the capabilities of civilian LE, need to be
addressed by a combination of active duty military and NG forces. They speculate that
the standard mobilization of the Guard takes too long and an active-duty “dedicated
Rapid-Reaction Brigade” needs to be created to assist in response. They think that this
unit would be able to put around 600 qualified troops on the ground at an attack site in

hours instead of days later.29

William W. Johnson agrees with the work of RAND and is another author who
falls into the second group of those who favor a military response. Johnson took RAND’s
idea further in a monograph he wrote at the U.S. Army General Staff College that states it
is the military’s and federal government’s duty to respond to terrorist attacks of
significance inside the United States. He also states that a rapid response unit of active-
duty military should be available with the necessary resources to counter a threat along
the lines of homeland defense or homeland security. Like Arquilla, he believes the on-
call unit should be broken into smaller groups to be dispersed to each Federal Emergency

Management Agency region for more rapid deployment.30

Individual police departments that have invested heavily in their abilities to
respond to Mumbai-like attacks argue on behalf of the authors from the first group who
favor a civil domestic response to paramilitary terrorism. These departments believe their
ability to deal with terrorist attacks has greatly improved since the Mumbai attacks. Since
those attacks, the Los Angeles Police Department (LAPD) has developed multiple assault
counter-terrorism action capabilities (MACTAC) doctrine that considers the damage that
could be done if police units waited for reinforcements during a paramilitary terrorism
attacks. This doctrine admits that normal patrol units would not be able to defeat the

attackers on their own using traditional tactics and weaponry. With the new MACTAC

29 Lynn E. Davis et al., Army Forces for Homeland Security (Santa Monica, CA: RAND, 2004), 22—
23.

30 william W. Johnson, Active Component Rapid Response Force; The Answer to the Military’s Issues
with Efficient and Effective Support during Response to and Recovery from Incidents of National
Significance, (Fort Leavenworth, KS: U.S. Army Command and General Staff College, 2007), 48-49.
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doctrine, the LAPD has improved on these limitations by using new “small unit infantry
tactics” to counter multiple attacks occurring simultaneously. The department’s new
tactics and training utilize military methods used by some of their police officers in the
war in Iraq and were furthered by inputs from special operations personnel. The result is
a quicker response by better-trained teams armed with heavier weapons (AR-15 rifles).3!
The LAPD believes its new doctrine will allow the department’s personnel to respond to
small paramilitary attacks, but it is questionable if it would allow them to counter the
types of attacks seen in Mumbai. The benefits of the LAPD’s approach are its response
time, familiarity of the officers with the terrain, and the officers understanding of the

legal practices required inside the United States.

The New York Police Department (NYPD) also falls into the first group and
argues for its own civil response to domestic paramilitary terrorism. The NYPD believes
it has the answer to paramilitary terrorism after taking lessons from Mumbai and making
changes to its doctrine for responding to multiple paramilitary shooters. Traditionally, the
department deploys highly trained tactical teams known as emergency service units
(ESV), also known as SWAT (special weapons and tactics) teams. The NYPD recognizes
that in the case of a Mumbai-like attack that these teams would be spread thin while
responding to numerous shooters at multiple locations. In response to this, the NYPD
developed critical incident response capacity (CIRC) teams that draw their members from
other elite investigatory and weapons units inside the NYPD. In this way, the NYPD was
able to use advanced training for non-ESU members of the NYPD to increase the number

of police officers qualified drastically to respond to a paramilitary attack.32

The two groups in the literature are separated by their preferred methods of
response and each believes the other group does not properly address the issues

surrounding their response. In the first group, Bill Tallen’s recommendation for a civil-

31 «“The Los Angeles Police Department Receives California Peace Officer Standards and Training
Excellence in Training Awards for Individual and Organizational Achievements,” Los Angeles Police
Department, April 20, 2011, http://www.lapdonline.org/april_2011/news_view/47751.

32 David Reeder, “NYPD’s Elite E-Men: ESU & CIRC,” Tactical-Life, http://www.tactical-
life.com/online/tactical-weapons/nypds-elite-e-men/.
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led response highlights the issues in this debate.33 Rasmussen added to Tallen’s
discussion by emphasizing that civil LE agencies have not been properly utilized in their
full capacity before the military was brought in.34 The LAPD and NYPD represent the
type of civil forces that the authors in the first group support, and both departments
believe that the progress in civil LE since Mumbai has prepared them adequately to
respond to paramilitary terrorism attacks without additional assistance thanks to their
increased resources and training.3®> The authors from the second group think that the
military is the only viable answer and have shown that they have no faith in a civil
response to paramilitary terrorism. In addition, they want a reorganization of military

reaction forces to occur immediately for faster response time.36

These two groups do not agree on the capabilities of the forces they argue on
behalf of or the advantages and disadvantages of their implementation. The first group
focuses on situations where in which military forces have turned into police forces by
fighting protracted engagements in their homeland. This group does not address the
benefits of brief deployments of the military where authority could be quickly handed
back to civil authorities as soon as they were ready. The first group also seems
overconfident in the transition of their civil LE agents into combat troops and does not
address the appropriateness of this move or their vulnerabilities to large-scale attacks like
those that occurred in Mumbai. This group focuses too much on the civil capabilities to
mitigate the loss of life in the short term instead of the long-term fight and recovery from
heavy attack. The second group jumps very quickly to the deployment of the military
domestically without properly utilizing the local assets available to the civil response.
The second group also avoids the problems associated with the liberal use of the military

in the homeland for counterterrorism efforts.

33 Tallen, “Paramilitary Terrorism,” 9-10.
34 Rasmussen, “The Military Role in Internal Defense and Security,” 10, 41.

35 Los Angeles Police Department, “The Los Angeles Police Department,”; Reeder, “NYPD’s Elite E-
Men.”

36 Shemela, “The Spectrum of Roles and Missions of the Armed Forces,” 125; Arquilla, “U.S. Not
Prepared,” 1; Davis et al., Army Forces for Homeland Security, 22-23; Johnson, Active Component Rapid
Response Force, 48-49.
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D. METHODS AND SOURCES

The goal of this thesis is to determine the appropriate response to an
overwhelming paramilitary terrorism attack inside the United States. The development of
the correct response will highlight the advantages and disadvantages of the civil and

military response to domestic attacks.

The primary method used in this thesis will be a comparative case study
examination of three well-known examples of paramilitary terrorism: the North
Hollywood shootout of 1997, the Beslan school massacre of 2004, and the Mumbai
attacks of 2008. The North Hollywood shootout is used to show the extreme measures
undertaken by LE personnel to thwart two individuals who used basic paramilitary
techniques to wage a major attack in Los Angeles. The lessons learned from this attack

are used to measure the likelihood of success of different types of responses.

The Beslan attack is used in a similar fashion to show the extreme of what a
paramilitary attack can encompass. This example includes a full spectrum of tactics and
equipment available to terrorist groups who would want to undertake a paramilitary
attack in the United States. Responses proposed by the pro-civil and pro-military groups

can be evaluated to their maximum capability by using the Beslan case study.

Since Mumbai shares characteristics with large U.S. cities, the Mumbai attacks
are used as a case study to show how a large-scale paramilitary attack could unfold across
a major U.S. city. This case study provides a wider look into paramilitary attacks and
builds on the initial lessons learned from North Hollywood and Beslan to formulate an

appropriate U.S. response.

The methods used to measure the viability of each type of response to a
paramilitary terrorist attack are the effectiveness of countering the attack, feasibility of
the response, and legal issues that may affect the response efforts. The effectiveness of
the response is gauged by whether or not the type of response would bring enough forces
to bear to counter the attack in progress. The feasibility examines whether it is possible to

execute each response. The legal measure evaluates the primary legal issues affecting the
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implementation of each type of response. In the end, the most beneficial response will
rise to the top by using the aforementioned three measures of effectiveness.

E. THESIS OVERVIEW

Chapter 1l examines the North Hollywood Shootout of 1997, the Beslan school
attack of 2004, and the Mumbai attacks of 2008 as case studies of paramilitary style
attacks. The focus is on the characteristics of the tactics and equipment used by the
enemy forces, as well as the tactics and equipment employed by the responders to those
incidents. It also presents the lessons learned from each incident. These examples provide
the context required to understand the paramilitary terrorism threat. The case studies also
provide the characteristics of the possible enemy paramilitary terrorist force that each

type of response would need to be able to overcome.

Chapter 111 focuses on the feasibility and effectiveness of the three types of
response discussed by the pro-civil and pro-military response groups in the literature
review. The purely civil LE response, argued for by the first group, is evaluated by its
feasibility and effectiveness, and then the NG and active duty military responses, argued
for by the second group, are evaluated in the same way. The feasibility evaluation
discusses the factors affecting the employment of each type of response. Feasibility
issues, such as the resources required to bolster civil LE, reducing military response time,
increasing readiness of the NG, and increasing the spectrum of active duty military use
domestically are all discussed. The criteria used for the effectiveness evaluation is
whether each type of response proposed would be able to counter the enemy force
discussed in the case studies chapter. By the end of the chapter, the effectiveness and
feasibility of each response should be clear.

Chapter IV addresses the legal issues surrounding the response to paramilitary
terrorism in the United States. This chapter brings to light the problem of providing an
appropriate level of response to paramilitary terrorism and the legal issues that affect
each type of response. The problems of militarizing civil LE and the implementation of
the PCA against domestic military deployment are centers of the debate for those two

types of responses to paramilitary terrorism. The issues of using the NG under federal
14



(Title 10) or state (Title 32) control are also discussed. The chapter concludes by
providing a better understanding of legal advantages and disadvantages for each type of

response.

Chapter V provides a conclusion to the discussion of the appropriate response to
paramilitary terrorism in the United States. It summarizes the debate between the three
types of response and determines which one was determined to be the best response after
considering the feasibility, effectiveness, and appropriateness of the responses presented
in Chapter Ill. It also makes recommendations for each type of response to increase
readiness for a paramilitary attack. The findings then consider the legal restrictions and
problems identified in Chapter IV to determine if the chosen response can be legally
employed. The two academic schools of thought from the literature review presented in
Chapter | are then discussed to determine which group of authors was the closest to the
results found in this thesis. The conclusion then proposes the best way to respond to
paramilitary terrorism in the United States after the advantages and disadvantages are

weighed for each type of response.
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Il. CASE STUDIES

The case studies in this chapter describe three accounts of paramilitary terrorism
in which existing civil efforts failed to respond to the attacks in question effectively. The
three case studies are the North Hollywood shootout of 1997, the Beslan school massacre
of 2004, and the Mumbai attacks of 2008. These case studies are used to highlight the
tactics and equipment used by the enemy forces, as well as the tactics and equipment
employed by the responders to those incidents. These case studies also show the ease of
executing paramilitary terrorist attacks and the difficulty in responding to them even
when the full scale of military force was used. The lessons learned are examined to draw
conclusions for a better way to prevent these disasters from occurring in the United
States. The final goal is for the threat of paramilitary terrorism to be understood so that an

effective response can be determined.
A. NORTH HOLLYWOOD

The North Hollywood shootout was much smaller in scale than either of the two
other case studies, but it provided a great deal of insight into how a paramilitary attack
could play out on American soil. In this case, a single pair of attackers squared off with
local LE officers and required the deployment of over 350 police officers to subdue

them.37

1. Armament and Equipment

The two men began their attack with a type of bank robbery they had been
successful with previously. They had on multiple occasions executed “paramilitary-style
‘takeover robberies’ in which they dressed in full body armor, equipped themselves with
military firearms and raided their targets using brute force.”38 In this case, the two men
were armed with three fully automatic 7.62 mm AK-47 assault rifles, one 5.56 mm AR-

15 assault rifle, and a collection of various handguns. Their assault rifles were fitted with

37 Bill Coffin, “WARZONE: The North Hollywood Shootout, 10 Years Later,” Risk Management 54,
no. 3 (March 2007): 36-41.

38 |pid.
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high capacity 100 round magazines of steel core, armor piercing ammunition. Their body
armor, which would cause the largest problem for the responding officers, covered their
entire bodies and was reinforced with steel plates making it impossible for any of the
responding officers to penetrate with their weapons throughout the engagement with the

attackers.39

The responding officers were armed very differently than the assailants at the
bank. The initial officers and SWAT team officers thereafter had light armor vests and
were armed with 12 gauge shotguns and small caliber pistols. Even the AR-15s that
would later be provided to the LAPD patrol cars would still be outmatched by the assault

rifles carried by the attackers in Los Angeles that day.40

2. Chronology of the Attack

The attack unfolded when two police officers saw the two attackers enter the
bank. The two police officers immediately called for backup, which arrived very quickly.
With a large contingent of police officers already outside of the bank, one of the attackers
stepped out for only a moment and fired one volley of 7.62 ammunition that wounded
several of the officers who had arrived on scene.#l Additional waves of police officers
arrived on scene in response to the two gunmen. After the gunmen exited the bank and
tried to depart, the officers on scene engaged them and were completely outmatched by
the two gunmen. Officers scored hits w