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Introduction To Preliminary Activities

Before an Operationally Critical Threat, Asset, and Vulnerability Evaluatior™ (OCTAVE™) can be
conducted, there are preliminary activities that need to occur, or should occur. This volume provides
materials to support those activities. In generd, it is assumed that an internal champion and the
analysis team would be involved in these activities. An internal champion is assumed to be someone
who is interested, motivated, and influential enough to convince management to proceed with an
OCTAVE. The following items are included in this section:

OCTAVE Method Preparation Guidelines: the directions for preparing to perform an
OCTAVE, including defining the overall schedule and plans for the workshops. These
guidelines are to be used first by an internal champion to gain senior management
sponsorship and select an analysis team. Once the analysis team is ready to proceed, they
would use the guiddines to

- facilitate setting the scope of the evaluation

- facilitate the selection of participants from various levels of the organization
- set the schedule for workshops and activities

- coordinate logistics

Preparation Example Results: an introduction to the example organization used in al of the
example results as well as their preparation activities and decisions.

Tailoring Guidelines: a set of guidelines for tailoring the overal evauation to your
organization as well as a summary of the possible process tailoring.

Senior Management Briefing: The internal champion can use this briefing to gain senior
management sponsorship and, as needed, to brief those involved in preparation. This briefing
contains an overview of the OCTAVE Method as well as general descriptions of the resource
and time requirements.

ParticipantsBriefing: The analysis team can use this briefing to familiarize all of the
OCTAVE participants about the method and their rolesin the evaluation. This briefing
contains a genera description of the OCTAVE Method and should be supplemented with the
actual schedule of activities and assignments of personnel.

The following table lists the entry and exit criteriafor OCTAVE Preparation, a suggested temporal
flow of events or activities, and a checklist for the types of skills needed by the analysis team for
these activities. The entry/exit criteria can be used by the analysis team to check their progress. Note

SM Operational Critical Threat, Asset, and Vulnerability Evaluation and OCTAVE are service marks of
Carnegie Mellon University.
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that, in some cases, the person or group doing the activities at this early stage may be the champion or
agroup of managers.

OCTAVE Preparation
Entry/Exit Criteria

Entry Criteria

D Senior management sponsorship of OCTAVE exists (OPR.1).

D Analysis team members have been identified (OPR.2).

Analysis Team Skills

Skills Required for OCTAVE AnalysisTeam Members Additional Peopleto Augment
Preparation and Roles the Analysis Team

good communication skills

understanding of the
organization's business

environment
ability to develop plans and
schedules
logistics coordinator
Suggested Temporal Flow of Events Suggested Time Span
Gain senior management sponsorship - 1-2 hour briefing and discussion
Select analysis team - 1-2 hour discussion
Train analysis team - 2-3daysfor training or 1 week for

familiarization

Select senior managers for Process 1
Scope evaluation (select operational areas)
. 2-3 hour meeting
Select operational area managers

Select general and IT staff

Set schedule - 34 hours, spread out over afew days

Brief al participants - 1-2 hour briefing

PI-2 02001 Carnegie Mellon University
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OCTAVE Preparation
Entry/Exit Criteria (cont.)

Exit Criteria
Analysis team members understand the OCTAVE Method (OPR.3).

Senior managers and the analysis team have selected operational areas to participate in
OCTAVE (OPR.4).

Senior managers, operational area managers, and the analysis team have selected participants
for the process (OPR.5).

The analysis team has devel oped a detailed schedule for OCTAVE (OPR.6).

U0 O OO

Participants have been briefed about OCTAVE and understand their roles in the evaluation
(OPR.7)

Note: The numbers in parentheses are references to specific inputs, outputs, worksheets, or activities
as defined in the OCTAVE Data Flow in Appendix B, Volume 16. For example, (OPR.4) is the
fourth output of Preparation.
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OCTAVE Method Preparation Guidelines

The Preparation Guidelines can be used by the organization’s managers and the analysisteam in
preparing to do an Operationally Critical Threat, Asset, and Vulnerability Evaluation (OCTAVE). This
section reflects the most probable scenario for preparation. It is assumed that the analysis team does
not exig prior to gaining senior management approval and that there is a champion — someone
internal to the organization with an interest in seeing the OCTAVE Method implemented.

Contents
Title Page
1 Introduction PG-2
2 Obtain Senior Management Sponsorship of OCTAVE PG-3
3 Preparation PG-4
3.1 Sdect Anaysis Team Members PG-4
3.2 Train analysis Team PG-9
3.3 Sdect Operationa Areasto Participatein OCTAVE PG-10
3.4 Sdlect Participants PG-11
3.5 Brief All Participants PG-17
4 Coordinate Logistics PG-18
4.1 Preparation Sessions PG-21
4.2 Phase 1: Build Asset-Based Threat Profiles PG-21
4.3 Phase 2: |dentify Infrastructure Vulnerabilities PG-26
4.4 Phase 3: Develop Security Strategy and Plans PG-28
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1 Introduction

The Preparation Guidelines can be used by the organization’s managers and the analysis team in
preparing to do an Operationally Critical Threat, Asset, and Vulnerability Evaluation (OCTAVE). It
also provides a convenient place to document all of the participants, team members, and logistics.
There are many ways that the OCTAVE Method can scoped and be implemented. These guidelines
reflect the most probable scenario for preparation. OCTAVE Method activities are led by an
interdisciplinary analysis team whose members are from the organization being assessed. However,
before the evaluation is performed, senior management sponsorship must be gained, the evaluation
needs to be scoped, and personnel need to be selected. It is assumed, for the purposes of these
guiddlines, that the analysis team does not exist prior to gaining senior management approval. Itis
also assumed that there is a champion — someone interna to the organization with an interest in
seeing the OCTAVE Method implemented. The champion should be willing to do the initial work of
gaining senior management understanding and sponsorship. Thisis just one scenario, obviously, your
experience may be different. It can be safely assumed, however, that all of these activities need to be
done.

This section will help organizations prepare for each phase of OCTAVE and assist the champion and
the analysis team in performing the up-front preparation and selection of personnel. It is divided into
three main parts:

Sponsor ship (Section 2) — Gain senior management sponsorship for the OCTAVE Method.
This activity is likely done by a champion.

Preparation (Section 3) — Select the analysis team, scope the evaluation, and select
personnel. These activities are usually done by senior and mid-level managers, and the
analysis team.

L ogistics support (Section 4) — Schedule the workshops and handle the equipment
requirements. These activities are usually done by the analysis team’ s logistics coordinator.

These Preparation Guidelines can be used to help you schedule the evaluation before you get started
in the actua process. The champion and the analysis team should both use this guide. Some
coordination or hand-off of responsibility between the champion and the analysis team will occur
once the analysis team is ready to go.

Note that OCTAVE is organized into a series of workshops; therefore some logistics and scheduling
support is also required. It is the analysis team’ s responsibility to ensure that this is done, whether by
someone on the team or by another person with logistics responsibility. Logistics support information
for all activities, including preparation, is provided in this guide.

PG-2 02001 Carnegie Mellon University
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2 Obtain Senior Management Sponsorship of
OCTAVE

At some point, someone within the organization will decide that OCTAVE is needed. For the purposes
of this guide, this person isreferred to as the champion. The specifics about who makes this decision
and how it is made will vary with each organization and situation; they are not covered here. The
primary point made in this guide is that senior management must sponsor the activity. In order for that
to occur, the appropriate senior managers must be aware of the evaluation process, the expected
outcomes, and what commitments of time and personnel must be made. Senior managers could be a
chief executive officer, adirector, a governing board, or anyone high enough in the organization to
commit the organization and its resources to this effort.

Before starting an OCTAVE, senior managers must be convinced to support it. Several methods can
be used to achieve early buy-in, which is necessary to start any type of preparation and scheduling.
The Senior Manager’ s Briefing dlides, provided later in this volume, can be used for that purpose.
Other materials, such as the Complete Example Results in Appendix C (Volume 16), can aso be used.
The individua trying to get OCTAVE started will need to pull together the necessary materials and
brief the appropriate senior manager(s) to get their approval.

A typical schedule for an OCTAVE is provided later in this guide, in Section 4.0. The requirements
for personnel and rough estimates of staff time can aso be used to help senior managers understand
what they will be supporting. These guidelines can also be used in acquiring sponsorship.

Sponsorship implies the following:

visble, continued support of the OCTAVE activities

active encouragement of staff participation

delegation of responsibility and authority for accomplishing all OCTAVE activities
commitment to allocate the necessary resources

agreement to review the results and decide on appropriate actions

The last item is particularly important, as any assessment or evaluation losesits valueif little or
nothing is done with the results and recommendations. An assessment that goes nowhere s, in fact,
worse than no assessment at all, because participants and managers will be less inclined to do another
in the future.
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3 Preparation

Preparation can be done in one or more meetings, usually with senior managers in attendance or
providing oversight. The order of activities provided here is but one example of how events can
proceed. Y ou may need a different order of activities to accommodate your particular circumstances.

Once sponsorship is acquired, the analysis team should be selected and trained. The analysis team

will then lead the remaining activities to determine the exact scope of the evaluation and to help select
the participants. Senior management and operationa area managers will be involved to provide
scoping direction and to assist in the selection of personndl. Findly, al participants should be briefed
about what will be happening and what their roles will be.

3.1 Select Analysis Team Members

The first step is the selection of the interdisciplinary analysis team, who will be responsible for
carrying out most of the activities during OCTAVE. The core analysis team should consist of threeto
five personnel, selected from the various operational areas in the organization as well as from the
Information Technology (IT) Department. Supplemental team members, such as an operational area
manager or avulnerability assessment tool expert, may be added to particular workshops as needed to
provide additional skills. Logistics support can be accomplished by one of the core team members, or
an additional person can be assigned to the team for that specific purpose.

The analysis team will lead the scoping and personne selection, facilitate the initial set of workshops,
and gather and analyze information. This team will aso be responsible for performing or helping with
vulnerability evaluations of selected infrastructure components, and for developing protection
strategies for the organization and mitigation plans for information security risks.

Ovedll, the analysis team needs to

include between three to five people in the core group
represent both business/mission and I T perspectives
have knowledge of the businessand IT processes
have good communication and facilitation skills

be committed to the effort

PG-4 02001 Carnegie Mellon University
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3.1.1 Analysis Team Roles and Responsibilities
The roles and responsibilities of the analysis team are to

work with managers to scope the evaluation, select participants, and schedule OCTAVE
activities

coordinate with senior and operational area managers and I T support for vulnerability
evauations

gather, analyze, and maintain data and results during the OCTAVE process

enable the assessment activities. One of the major functions is to ensure that designated
personnd attend their specific workshops.

provide logistics support (See Section 3.1.4 and Section 4 for details.)

3.1.2 Skill Requirements for the Analysis Team

OCTAVE is acomplex process. However, it does not require extensive or unique skills on the part of
the anadlysis team. OCTAVE isnot atypica vulnerability evaluation, focused on technological aspects
with heavy automated tool use. It is much closer to atypical business process or management
evaluation, since it involves gathering information from personnel and the technological
infrastructure and analyzing both. So it is helpful if someone on the analysis team is familiar with or
has done assessments or evaluations. Although audits are usualy looking strictly for compliance with
regulations or standards, familiarity with those might aso be helpful. For the IT member of the
analysis team, some familiarity with the realities of security is needed. This should not be someone
who believes any onetool or firewall isthe silver bullet that solves all security problems. The IT
representative needs to have a more pragmatic viewpoint — they don’t have to understand all aspects
of security, just be able to see their own limits and look for more expertise as needed.

The specific skills needed for each OCTAVE process are detailed in the Process Guidelines. Refer to
these to determine when it may be necessary to supplement the skill base of the core analysis team.
(See Table 1 for asummary.) In genera, the skills required for the core members of the analysis team
are

facilitation skills

good communication skills

good anaytical skills

ability to present to and work with senior managers, operational area managers, and staff
understanding of the organization’s business environment

understanding of the organization’s information technology environment and how the
business staff legitimately uses information technology in the organization

In addition, at different times, the core team will need to have the following skills or should be able to
acquire them through supplemental team members:
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understanding of the organization’s information technology environment and knowledge of
the organization’ s network topology

understanding of common exploits of technology vulnerabilities

knowledge of how to interpret the results of vulnerability evaluation software tools
understanding of the organization’s planning practices

ability to develop plans

Table 1 lists the skills needed for each process. In addition, it can be used as a checklist to help select
core and supplemental analysis team members.

Table 1: Analysis Team Skills Required for Each Process

Process Skills Required

Preparation | - good communication skills
understanding of the organization’s business environment

ability to develop plans and schedules

Process 1 - facilitation skills

ability to present to and work with senior managers

Process 2 - facilitation skills

ability to present to and work with operational area managers

Process 3 - facilitation skills

ability to present to and work with general and IT staff

Process 4 - understanding of the organization’s business environment

understanding of the organization’s information technology environment
good communication skills

good analytical skills

Process 5 - understanding of the organization’s business environment and how business staff
legitimately uses information technology in the organization

understanding of the organization’s information technology environment and
knowledge of the organization’s network topology

good communication skills
good analytical skills

understanding of the common exploits of technology vulnerabilities
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Table 1: Analysis Team Skills Required for Each Process (cont.)

Process Skills Required

Process 6 - understanding of organization’s information technology environment and
knowledge of the organization’s network topology

understanding of common exploits of technology vulnerabilities

knowledge of how to interpret the results generated by vulnerability evaluation
software tools

good communication skills
good andytica skills

Process 7 - understanding of the organization’s business environment

understanding of the organization’s information technology environment
good communication skills

good analytical skills

Process 8, - understanding of the organization’ s business environment
Workshop A understanding of the organization’s information technology environment
understanding of the planning practices of the organization

ability to develop plans

good communication skills

good anaytica skills

Process 8, - facilitation skills
Workshop B ability to present to and work with senior managers
good communication skills

good anaytica skills

3.1.3 Logistics Support

The analysis team will have logistics to coordinate. One person should take the lead for coordinating
logistics. This person can be a part of the core team or someone outside the analysis team. The
logistics coordinator should be familiar with the organization, be familiar with the culture of the
organization, be able to commit to the time required for this role, and be authorized to make things
happen. This includes

coordinating meeting rooms, viewgraph projectors, etc.
scheduling all meetings

handling unexpected events such as scheduling additional meetings and/or substituting
personnel in meetings
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3.1.4 Estimated Time Requirements for Analysis Team Members
Table 2 summarizes the time commitments needed for the analysis team. See Section 3.4 for time
requirements of additional personnel who might be needed to supplement the analysis team. If any
members of the core team members are involved in running the vulnerability evauation tools, they
may need to spend one or more days running the tools and analyzing the results.

Table 2: Estimated Time Requirements for the Analysis Team

Processes

Staff

Estimated Time Requirement

All

Core Members

1 to 2 days for preparation

7 days for workshops (more if additional workshops are
needed)

2 - 4 days for work outside of the workshops
1 - 5 daysto run vulnerability tools
%2 day for wrap-up and briefing al participants

All

Logistics
Coordination

2-3 hours per workshop for coordinating logistics and
handling any issues during the workshop

being “on-call” or easily reached during the entire
assessment

3.1.5 List the Analysis Team Members

Consider al of the above requirements and list the names of the analysis team membersin Table 3.
One person should also be responsible for scribing or making sure al information is recorded. If
known, supplemental team members should also be listed.

Table 3: Core and Supplemental Analysis Team Members

Name

Title Responsibility

CoreTeam Members

PG-8

02001 Carnegie Mellon University



OCTAVE Method Implementation Guide v2.0 Preparation Guidelines

Table 3: Core and Supplemental Analysis Team Members (cont.)

Name Title Responsibility

Supplemental Members

3.1.6 Supporting Documentation and Information

Some of the following types of site documents or information can be used (if it exists) to help scope
the assessment and can be a source of information to the analysis team during some of the workshops.
If possible, the analysis team should collect this information before the workshops begin.

organization chart that outlines responsibilities

list of computing equipment

software used (operating systems, major applications)
network diagram/topology

security policy documents

security procedure documents

architecture documents

Security training materials

router configuration tables

logs and audit data

tool configurations

security newsletters

list of available vulnerability evaluation tools/checklists/scripts for
- operating systems

- goplications

- physical security

3.2 Train Analysis Team

This guide assumes that the analysis team will be trained prior to the assessment or will have
sufficient time to become familiar and comfortable with these materias. Training can be obtained
from an internal or external source, or, at a minimum, the analysis team can use the OCTAVE Method
Implementation Guide to learn “asthey go.” While al of the materials required to carry out the
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OCTAVE Method are contained in the OCTAVE Method Implementation Guide, some tailoring may
be required and team members may want to practice the activities before facilitating the workshops.
In generd, training in the method will take about three days, assuming training involves actually
performing most of the processes as ateam. If the team feels they can learn as they go, they should
alow for aweek to read and familiarize themselves with the material and practice using some of the
worksheets or the Asset Profile Workbook. See also the section in the Volume 1 [abeled “ Analysis
Team Training” for additiona ideas on method training and tailoring.

3.3 Select Operational Areas to Participate in OCTAVE

In the spirit of targeted data collection, not al of the organization needs to be evaluated. Rather, key
operational aress are selected for the evaluation. The analysis team should assist senior managersin
deciding which operational areas are to be examined during OCTAVE. The following are rough
guidelines for choosing operational areas. However, management should use its own judgment in
selecting areas. The Senior Management Briefing dides can also be used to help with this activity.

At least four operationa areas are generally recommended, one of which must be the
Information Technology (IT) or Information Management (IM) Group.

Select a broad cross-section of operational aress.

If the T or IM Group is dispersed, or managed as separate support groups, select a cross
section of those groups.

Select operationa areas that reflect the primary operational or business functions as well as
the important support functions of the organization.

Consider areas that are remote in location or different in terms of the type of work or support
they need.

Consider the time commitment necessary by the personnel in that areaand any critical
operations that may occur during OCTAVE.

Consider areas that require eectronic information to accomplish their functions.

Given the guidelines above, use Table 4 to list the selected operational areas. Also consider the
guestions in this table when selecting the key operationa areas.
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Table 4: Sdlected Operational Areas

Key Operational Areas

Question Notes

What areas of your organization are critica to
achieving the mission of your organization?

Have you considered your entire organization,
including support functions?

What additional areas are critical ?

Which areas would you like to participateinthe | 1.
risk assessment? 2
3.
_ 4. (IT)
Note: The Informatloh '.I'echr?ology (IT) Group 5. (optiond)
must, by default, participate in the assessment. :
Y ou should sdlect three additional operational 6. (optiondl)
areas. Optionally, additional areas can be 7. (optiona)

selected if you believe you need them to
adequately scope OCTAVE.

3.4 Select Participants

The analysis team leads this activity, which will likely occur in more than one session. Senior
managers select the operational areas and appropriate managers, and those operational area managers
select participants from among their staff. Table 5 provides a summary of the participants for each
activity in OCTAVE and the estimates for their time. In most cases, the people participating in
Processes 1, 2, and 3 can provide the supplementary support to the analysis team in other processes.
For example, one of the IT staff members from Process 3 could be the supplementa analysisteam
member for Processes 5, 6, and 8. The sections after the table provide additional guidance and a place
to document the selections. The time required for running the vulnerability evaluation toolsisonly an
estimate. The actua time will depend entirely upon the number of components selected for
evauation, the nature of the tools used, and the ability of the team to schedule time for running those
tools.
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Table 5: Participantsin OCTAVE

Type of Participants Participate | Estimated Notes
In Time
At |east 3 senior managers Process 1 % day
Process 8, up to a2 day
Workshop B
At least 4 operational area Process 2 Ve day
managers, including IT. From
these, you may want to further
select:
1 operational area manager | Process 7 1day Optional: to supplement the
(optiond) analysisteam
1 operational area manager | Process 8, 1lday Optional: to supplement the
(optiond) Workshop A analysis team
3-4 staff members from each Process 3 Y2 day
operationa area. In addition,
you may need to select:
1 staff member (optional) Process 4 1lday Optional: to supplement the
1 staff member (optional) Process 7 1lday analysis team
1 staff member (optiona) Process 8 1 day
3-4 membersfrom IT. In Process 3 Y2 day
addition, you may need to
select:
1-3IT staff members (optiona) | Process 5 % day Optional: to supplement the
1-2 IT staff members (optional) | Process 6 Y- 1 day analysis team in selecting key
infrastructure components,
1-3IT staff members (optional) | Process 8, Y%- 1 day running vulnerebility
Workshop A assessment tools, and helping

with risk mitigation plans

3.4.1 Select Senior Managers
The analysis team will coordinate this activity. The senior managers who originally sponsored
OCTAVE should dso decide who amongst them should participate in the Process 1 workshop. They
will identify important information assets, the threats to those assets, the security requirements of the
assets, the current protection strategy, and organizational vulnerabilities. At least three senior

managers are needed who

are familiar with the types of information assets used in your organization

are able to commit to the time required for this assessment

have the authority to select and authorize time for operational area managers

preferably, have been in their role for at least a year

PG-12
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Senior managers in your organization will be asked to contribute the following amount of time:

% day to attend a senior management workshop in Process 1

% day to review and approve the protection strategy and risk mitigation plansin Process 8,
Workshop B

Record the names of the senior management participants in Table 6. As you consider who might be
appropriate, keep in mind those assets and functions believed to be critical to the organization.

Table 6: Senior Management Participants for Processes 1 and 8

Name Title Responsibility

3.4.2 Select Operational Area Managers

The analysis team will coordinate this activity. Senior managers will select managers from the
previoudy selected operational areas to participate in the workshops. Operational area managers are
needed to identify important information assets, the threats to those assets, the security requirements
of the assets, the current protection strategy, and organizational vulnerabilities. Thereis usualy only
one operational area manager workshop (Process 2), athough additiona workshops can be held if
needed. At least four operational area managers, including the IT manager, are needed. Select those
who

have key responsibilities for the selected operationa areas

are familiar with the types of information assets used in your organization
are familiar with the ways in which these information assets are used

are able to commit to the time required for this assessment

preferably, have been in their role for at least ayear

have the authority to select and authorize time for staff members

Operationa area managers in your organization will need to contribute the following amount of time:

%4 day to attend the operational area managers workshop in Process 2

for selected operational area managers, up to one additional day to participate in risk analysis
(Process 7) and protection strategy development (Process 8, Workshop A). Thisis optional,
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but recommended if the analysis team wants to add someone with experience in developing
organization-level plans.

Select the managers who will represent the operational areas and list them below in Tables 7 and 8.
As you consider who might be appropriate, keep in mind those assets you believe to be critical to
your organization.

Table 7: Operational Area Management Participants for Process 2

Name Title/Operational Area Responsibility

Table 8: Optional Operational Area Management Participants for Processes 7 and 8

Name Title/Operational Area Responsibility

3.4.3 Select Staff Members

Each of the operational area managers must select three to four key staff members from their areas to
participate in the Process 3 workshops. They will identify important information assets, the threats to
those assets, the security requirements of the assets, the current protection strategy, and organi zational
vulnerabilities. There should be at least three workshops involving staff — two for general staff and
onefor IT staff. Depending upon the number of operational areas selected, you may need more than
two workshops for general staff. Y ou should try to keep workshop participants to five staff members.
If there are more than five, it will be difficult for &l of them to participate actively and some may feel
too overwhelmed to contribute. Higher numbers of participants can also be difficult to manage for a
new analysis team.

Other staff may be needed to supplement the skills of the analysis team during the rest of the
processes. Refer to the specific time requirementsin Table 5 for these personnel, and list the ones you
can identify in the table below.
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3.4.3.1 Staff Members from Each Operational Area
Listin Table 9 at least three to four people from each selected operational areawho

are familiar with the types of information assets used in their area
are familiar with the ways in which the information assets are used
are able to commit to the time required for this assessment
preferably, have been in their role for at least ayear

Table 9: Saff Participantsfor Process 3

Name Title/Operational Area Responsibility

3.4.3.2 Optional Staff Members

Additional members of the general staff may be needed to supplement the knowledge or skills of the
analysis team during Processes 4, 7, and 8. During Process 4, additiona help in performing the gap
analysis on asset-based threat profiles might be needed. Record their namesin Table 10 if known at
this point. It is also possible that these individuals will be identified only after critical assets are
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selected. They can then be brought in for avery short time to look at a particular asset. In Processes 7

and 8, additiona help may be needed for analyzing risks, defining evauation criteria, or developing
mitigation plans. Y ou may also find that you need to revigit this list as you progress.

Table 10: Optional General Saff Members

Process 4: Create Threat Profiles

Name Title Responsibility

Process 7: Conduct Risk Analysis

Name Title Responsibility

Process 8, Workshop A: Build Protection Strategy

Name Title Responsibility

The technology evaluation will likely require additional IT staff commitment or external
representatives to support the analysis team. They will help identify key components of the
computing infrastructure and examine them for technology vulnerabilities. They may also assist in the
analysis of the vulnerability assessment results. The IT manager should make these staff selections
with assistance from the analysis team. Table 11 can be used to record their names. The selected staff
should be

familiar with the types of information assets used in their area
familiar with the ways in which the information assets are used
able to commit to the time required for this assessment
preferably, have been in their role for at least ayear
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Table 11: Optional IT Staff or External Participants

Process 5: | dentify Key Components

Name Title Responsibility

Process 6: Evaluate Selected Components

Name Title Responsibility

Process 8, Workshop A: Develop Protection Strategy

Name Title Responsibility

3.5 Brief All Participants

Before any of the workshops begin, al participants should understand what the purpose of OCTAVE
is and what their role will be. Thisis aso a good opportunity for senior management to make their
sponsorship visible. The Participants Briefing provided at the end of this volume can be used for this

purpose.
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4 Coordinate Logistics

This section describes al of the necessary scheduling and logistics support. It can be used as guidance
and also as a checklist for ensuring that everything is ready before participants show up for their
workshop. Logistics includes

setting up the initiad schedule

coordinating meeting rooms, viewgraph projectors, etc.

handling unexpected events such as scheduling additional meetings and/or substituting
personnel in meetings

A genera schedule of activitiesis provided in Figures 1 and 2. Figure 1 shows the preparation
activities, while Figure 2 shows the activities during the evaluation itself. There islikely to be some
time lag between the two sets of events. There are several assumptions with this example schedule. It
is assumed that a three-day training class will be needed for the analysis team and that two general
staff workshops will be needed during Process 3. It is a so assumed that aweek of elapsed time will
be needed to run the vulnerability tools (not atotal of aweek’s effort, rather a week with the tools run
at different times and shifts to avoid interrupting key operations). The shortest possible timeframe for
performing the workshop portion of OCTAVE is a bit less than two weeks. Coordination of people
usually adds to the time as does running the vulnerability evauation tools.

The OCTAVE Method activities are largely a series of short workshops. While the order of the
activitiesis fixed, the actual schedule can be quite flexible. The analysis team will need to devise a
schedule that meets the needs of both the organization and the process. Y ou will need to remember
that some processes have pre- and post-workshop activities, and time should be alowed for those.
Check the detailed process guidance and decide how you want to handle that time and where you
might be able to double up some of the data processing work. The introduction to each process and
the preliminary activities includes a temporal flow of events/activities and suggested times. These are
only suggestions, but they can help you plan ahead.

After the sample schedule, the remaining part of Section 4 provides tables for documenting logistics
and scheduling information associated with OCTAVE. Additional guidance on conducting the
workshops is provided in the Process Guidelines for each OCTAVE process. Within these tables are

the logistical requirements for the activity

aplaceto list the participants and analysis team members for the activity

aplaceto list the day and time that the meeting is scheduled

aplace to list the room number and any specific equipment that has been acquired for use
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Figure PG-1: Sample Schedule for Preliminary OCTAVE Activities

Preliminary Activities Days

Preparation sessions

Select analysisteam e

Train analysis team

Select participants o

Participants briefing ®

Legend:

|:| partial to several daysfor aworkshop or other activities

@ abriefing, usually 1 to 2 hours
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Figure PG-2: Sample Schedule for OCTAVE Workshop Activities

Wor kshop/Action Days

1(2(3(4|5|6|7|8|9(10(11(12|13|14|15|16|17|18|19|20

Phase 1: Build Asset-Based Threat Profiles

P1: Identify Senior Management
Knowledge

P2: Identify Operational Area
Knowledge

P2: I dentify Operational Area
Knowledge (optional)

P3: Identify Staff Knowledge

P3: I dentify Staff Knowledge

P3: I dentify Staff Knowledge (1T)

P4: Create Threat Profiles

Phase 2: Identify Infrastructure Vulnerabilities

P5: I dentify Key Components

P6: Prework (run tools)

P6: Evaluate Selected Components

Phase 3. Deter mine Security Strategy and Plans

P7: Conduct Risk Analysis

P8,wA: Develop Protection Strategy

P8,wB: Develop Protection Strategy

ResultsBriefing [
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4.1 Preparation Sessions

Note that part of the preparation sesson may have occurred before the analysis team was selected.
This section refers to scoping OCTAVE and selecting participants. Generally, preparation will occur
across multiple sessions as details are worked out, so the three hours set for the session could be
broken into one or more sessions. Scheduling should occur after the analysis team is trained so that
they can assist in developing a practical schedule. During the preparation session, the following is
accomplished

Brief participating senior managers on the OCTAVE Method (if needed).
Agree on the scope and participants.

Develop agenera schedule of events, including identification of any known constraints on
the schedule.

Analysis team responsibilities

Schedule the meeting and notify all participants.

Fecilitate the activities.

Record or capture the results.

Asapost-activity, define the detailed schedule and review it with senior managers.

Table 12: Logistics for Preparations

Participants Time Facilities/L ogistics

Analysis team members - 3hours - A conferenceroom
2 hoursfor - Overhead projector or equivalent
preparation . Briefing dides

Participants (at least 3 senior Meeting Day and Room
managers) Time

Equipment

4.2 Phase 1: Build Asset-Based Threat Profiles
Phase 1 of OCTAVE has at least four workshops and one briefing.

The first workshop examines the senior management perspective.
The second workshop examines the operationa area perspective.

The third workshop(s) examines the perspective of the genera and IT staff levels of the
organization.
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The fourth workshop integrates these perspectives to produce an organizational view of the
assets, threats, protection strategies, organizational vulnerabilities, and security regquirements.

4.2.1 Process 1: Identify Senior Management Knowledge

There should be one Process 1 workshop for senior managers. The analysis team leads the senior
managers in this workshop. The senior managers identify information assets and determine which are
most important to the organization. They then construct plausible scenarios outlining concerns about
the threats to important information assets and define the security requirements for each important
asset. Finally, they measure their security practices in relation to known good security practices.

Analysis team responsibilities

Schedule the meeting and notify al participants.
Facilitate the activities.
Record or capture the results.

Table 13: Logistics for Process 1: Identify Senior Management Knowledge

Participants Time Facilities/L ogistics

Analysis team members Y day - Direct display projector or overhead for slides
Flip charts or overhead to capture information

Participants (at least 3 senior | Meeting Day | Room
managers) and Time

Equipment

4.2.2 Process 2: Identify Operational Area Management Knowledge
There could be up to two workshops for operational area managers, depending on how many
managers are selected to participate. The analysis team leads the participating managers in this
workshop. The managers identify information assets and determine which are most important to the
organization. They then construct plausible scenarios outlining concerns about the threats to
important information assets and define the security requirements for each important asset. Finally,
they measure their security practicesin relation to known good security practices.

Analysis team’s responsibilities
Schedule the meeting and notify all participants.
Fecilitate the activities.

PG-22 02001 Carnegie Mellon University




OCTAVE Method Implementation Guide v2.0 Preparation Guidelines

Record or capture the results.

Table 14: Logistics for Process 2: Identify Operational Area Management Knowledge

Workshop | Participants Time Facilities/L ogistics
First Analysis team members Y% day - Direct display projector or
workshop overhead for slides

Flip charts or overhead to capture
information

Participants (at |east 4 operational Meeting Day | Room

area managers) and Time Equipment
Second Analysis team members Y% day - Direct display projector or
needed - Flip charts or overhead to capture
information

Participants (at |east 4 operational Meeting Day | Room
area managers) and Time Equipment

4.2.3 Process 3: ldentify Staff Knowledge

There are usually no more than four staff workshops, depending upon how many staff members are
selected. No more than five staff members should be in aworkshop. IT staff members meet in a
separate workshop. If IT isdistributed across several departments, you might want more than three or
four members and more than one IT Staff workshop. The analysis team runs the workshop with the
participating staff. Staff members identify information assets and determine which are most
important. They then construct plausible scenarios outlining concerns about the threats to important
information assets and define the security requirements for each important asset. Finaly, they
measure their security practicesin relation to known good security practices.

Analysisteam’s responsibilities
Schedule facilities and participants.
Facilitate workshops.

Record results.
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Table 15: Logistics for Process 3: Identify Saff Knowledge
Workshop Participants Time Facilities/L ogistics
General Staff Analysis team members % day Direct display projector or
Workshop 1 overhead for slides
Flip charts or overhead to
capture information
Participants (up to 5 staff members) Meeting Room
Day and Equipment
Time
General Staff Analysis team members Y day Direct display projector or
Workshop 2 overhead for slides
Flip charts or overhead to
capture information
Participants (up to 5 staff members) Meeting Room
Day and Equipment
Time
IT Staff Analysis team members % day Conference room with space
Workshop 3 to hang flip charts
Overhead projector or
equivalent
Participants (3-4 1T staff members) Meeting Room
Day and Equipment
Time
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Table 15: Logistics for Process 3: |dentify Saff Knowledge (cont.)

Wor kshop Participants Time FacilitiesL ogistics
Optional Analysis team members Y day - Conference room with space
General Staff to hang flip charts
Workshop (if - Overhead projector or
needed) equivalent
Participants (up to 5 staff members) Meeting Room
Day and Equipment
Time

4.2.4 Process 4: Create Threat Profiles

The information elicited from the previous workshops is consolidated by the analysis team to creste
an integrated view. They anayze the information and identify the assets that are most crucial to
meeting the mission of the organization — called the critical assets. Finally, they describe the security
requirements and build a threat profile for each critical asset.

Analysis team responsibilities
Schedule conference room.
Hold workshop.
Record results.

Table 16: Logistics for Process 4. Create Threat Profiles

Participants Time Facilities/L ogistics

Analysis team members up to 1 day - Conference room with table space
Overhead projector or equivalent

Supplemental team members Meeting Day and | Room
Time Equipment
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4.3 Phase 2: Identify Infrastructure Vulnerabilities

Phase 2 includes two workshops and a vulnerability evaluation. It focuses on the information
technology area to identify technology vulnerabilities that are exposing the organization’s assets. It
builds on the information identified during Phase 1 by identifying the high-priority infrastructure
components.

Note: Thereis pre-work for the Process 6 workshop — running the vulnerability tools. Care should be
taken that this is done before the scheduled workshop begins.

4.3.1 Process 5: Identify Key Components

The andysis team conducts the workshop with selected members of the IT staff. The analysis team
must ensure that documentation of the present state of the computing infrastructure is available. The
team will examine network access paths to identify the key classes of components for critical assets.
Next, they will select specific components from the key classes to evaluate and determine an
approach for conducting the vulnerability evaluations. Findly, they will schedule the vulnerability
evaluations, acquire al necessary permissions, and notify any personnel who might be affected.

Analysis team responsibilities
Schedule facilities and additional 1T staff.
Hold the workshop.
Record results.
Schedule vulnerability evaluations, acquire permissions, and notify al affected personnel.

Table 17: Logistics for Process 5: Identify Key Components

Participants Time Facilities/L ogistics

Analysis team members Y2 day - Conference room with table space
Overhead projector or equivalent

Participants (additional IT staff members | Meeting Day Room
as needed) and Time Equipment

4.3.2 Process 6: Evaluate Selected Components
The participants in this process are the analysis team, selected members of the information technology
staff, and, optionally, third party tool experts or contractors. Prior to the workshop, the vulnerability
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evaluation(s), supported by software tools, checklists, or scripts, are performed. The people who
conduct the vulnerability evaluation(s) must also review and analyze the results prior to the
workshop. During the workshop, the people who conducted the vulnerability evaluation(s) discuss the
summary of the results with the analysis team. Together, they must decide what actions need to be
taken.

Pre-work

The pre-work activities are to run the vulnerability tools and summarize the results. Whether done by
third parties, supplemental 1T staff, or the analysis team members, these activities will require some
logistics in order to schedule tool execution. The exact nature of the coordination depends on the
tools, the components selected, the infrastructure, and the organization itself (see the Process
Guidelines for specific details).

Analysis team responsibilities
Schedule and participate in vulnerability evaluations.

Hold the workshop to analyze results with respect to the organization and the critical asset
threat profiles.

Record results.

Table 18: Logistics for Process 6: Evaluate Selected Components

Workshop Participants Time Facilities/L ogistics
Process 6: Pre- | Analysisteam members At least 1 day - Access to the site's computing
work facilities

Small room for discussion

Supplemental team members Daysand Times | Room(s)
Equipment
Process 6: Analysis team members Y day - Accessto the site’'s computing
Workshop facilities

Small room for discussion
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Wor kshop Participants Time FacilitiesL ogistics
Supplemental team members Meeting Day and | Room(s)
Time Equipment

4.4 Phase 3: Develop Security Strategy and Plans

Phase 3 has three workshops to analyze asset, threat, and vulnerability information and to identify and
prioritize the risks to the organization. In addition, a protection strategy and risk mitigation plans are
developed for the organization.

4.4.1 Process 7: Conduct Risk Analysis

The analysis team creates arisk profile for each critical asset and establishes criteria by which risks
are evaluated. Supplementa team members from previous workshops may aso be called in to assist
as needed.

Analysis team responsibilities
Schedule facilities and additional participants.
Participate in workshop.
Record results.

Table 19: Logistics for Process 7: Conduct Risk Analysis

Participants Time Facilities/L ogistics

Analysis team members Y%- 1 day - Conference room with space to
display information

Overhead projector or equivalent

(optional)
Supplemental team members Meeting Day and Room
Time Equipment
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4.4.2 Process 8: Develop Protection Strategy

There are two workshops in Process 8. In Workshop A, the analysis team and supplemental members
develop a protection strategy for the organization, mitigation plans for risks to critical assets, and an
action item list. In Workshop B, the analysis team presents their findings and recommendations to
senior managers. Senior managers can then revise, if necessary, and approve the plans.

Analysis team responsibilities
Schedule facilities and additional participants.
Hold workshops.
Prepare for presentation and discussion with senior managers.
Record results.
Facilitate senior management discussions.

Table 20: Logistics for Process 7: Conduct Risk Analysis

Wor kshop Participants Time FacilitiesL ogistics

Workshop A Analysis team members - 1day - Conference room with
space to hang flip charts

Overhead projector or

equivalent
Supplemental team members Meeting Day | Room
and Time .
Equipment
Workshop B Analysis team members Y2 day - Conference room with

spaceto hang flip charts

Overhead projector or
equivalent

Senior managers and other attendees | Meeting Day | Room
and Time Equipment

4.4.3 Results Briefing

Thefind, optional, OCTAVE activity is a briefing to al of the participants in the evaluation to inform
them about the risks identified during the assessment, the protection strategy and the mitigation plans

02001 Carnegie Mellon University PG-29




Preparation Guidelines

OCTAVE Method Implementation Guide v2.0

developed to address the risks. Other personnel from the organization or third parties can be invited as

wdll.

Analysis team responsibilities

Schedule facilities and participants.

Present the briefing or support senior management presenting the briefing.

Table 21: Logistics for Results Briefing
Participants Time Facilities/L ogistics
Analysisteam members 1-2 hours Large conference room/auditorium
Overhead projector or equivalent
Participants (everyone who participated in | Meeting Time Room
any part of OCTAVE) Equipment
PG-30
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Preparation Example Results

Thisis a section dof the Complete Example Results contained in Appendix C, Volume 17. The section
numbers as well as table and figure numbers used within this section are identica to thosein
Appendix C and may, therefore, appear to be non-sequential. This portion of the example resultsis
provided in this volume to make it easier to understand this particular part of OCTAVE.

Contents
Title Page
2 Medical Treatment Facility Background PE-3
3 MTF Preparation Results PE-5
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2 Medical Treatment Facility Background

These example results concern afictitious medical treatment facility. The Medica Treatment Facility
(MTF) is ahospital with several clinics and labs, some of which are distantly located. It has:

a permanent administrative organization

both permanent and temporary

- physicians

- surgeons

- medicd staff

- facility staff

- maintenance

asmall information technology (IT) department (three people) responsible for on-site computer
and network maintenance and upgrades, and handling smple user help requests

Figure 1 shows a high-level view of the MTF organization.

Figure 1: MTF Organization Chart

MTF
Administrator
| |
Administration Medical Labs
Records - Surgery
- In-patient
) - Out-patient
Maintenance - etc. Remote Clinics
IT

One of the main systems is the Patient Information Data System (PIDS). PIDS includes the network,
PCs, and applications to link and integrate another set of smaller, older, function-specific databases,
which include patient care, lab results, and billing. Patient data can be entered into either PIDS or one
of the other databases at any time from any workstation. Data can be entered by physicians,
administrative clerks, lab technicians, or nursing staff. Workstations are located in all physicians
offices, treatment rooms (including emergency rooms), nursing stations, labs, and administrative
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offices. Off-gite access is aso available from physicians private computers and may eventualy be
available via persona digital assistants (PDAS). Support for PIDS, the network, and most of the other
databases is provided by an independent contractor, ABC Systems. One or two databases are legacy
systems built and maintained either internally or by another external contractor. MTF aso has asmall,
internal IT staff to provide on-site help desk support and basic system maintenance for the hospital,

al clinics, and the labs. Internal 1T personnel were provided with limited training from ABC Systems.

In August 2000, MTF senior managers decided they wanted a comprehensive review of information
security within their facility. Severa new regulations would be coming out in the following year that
would require documented information security risk assessments and proof of good security practices.
After some discussion and consultation with other medical facility managers, they decided to use
OCTAVE. They assigned theinitia planning and preparation to the assistant administrator, E. Smith.
Smith used the OCTAVE Preparation Guide to start the process and to determine what to do first.
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3 MTF Preparation Results

Smith and other senior officids at MTF held an initial discussion to select an analysis team (Table 1).
With the exception of the logistics coordinator, al analysis team members were assigned to this effort
on a50% time basis. An dternate I T member was identified as the work schedules of al IT staff were
subject to emergency interrupts. The analysis team members (including the alternate) were trained in
the OCTAVE Method in early September and worked with Smith to develop an overal schedule. This
schedule was refined after some discussion with senior managers to discuss the process in more detail
(using part of the Senior Management Briefing) and to select the operational areas to be evauated and
the senior managers who would be interviewed (Table 2).

Table 1: Analysis Team Members

Name of Core AnalysisTeam Member | Job Functionin MTF
L. Pierce (analysisteam leader) an operationa manager for Surgery A
J. Cutter (recorder) amid-level administrative clerk from Records
S. Nolan IT staff member
R. Green Alternate IT member
K. Brown for logistics (part-time) Facilities assistant manager

Table 2: Senior Managers, Operational Areas, and Operational Area Managers

Senior Managers Operational Areas Operational Area Managers

P. Rollins (Hospital Administrator) | Information Technology  J. Donadson

B. Houston (Director of Out-Patient Records M. Davis
Admissions)

M. Samuelson (Director of Medical | In-Patient Treatment L. Roland
Operations)

R. Smith (Director of Pathology) Lab 2 J. Livingston

C. Davidson (Manager, Clinic D)

Once the operational area managers were identified, the anaysis team met with them to select the
staff participants. The I T staff will participate in a separate workshop from the remaining staff
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members. The analysis team decided to mix the representatives from the other operationa areas into
two workshops. (Table 3)

Table3: General and IT Saff Members

Operational Areas Name of Staff Member Workshop

Information Technology C. Jones IT Staff Workshop
L. Gunnar
S. Leeds

Out-Patient Records K.Ambrose Generad Staff Workshop 1
S. Woods Genera Staff Workshop 2
W. Goodman General Staff Workshop 2

In-Patient Treatment J. Simmons General Staff Workshop 1
S. Cdler Genera Staff Workshop 2
M. Davidson Generd Staff Workshop 2
L. Madison Genera Staff Workshop 1

Lab 2 J. Fleet Genera Staff Workshop 1
K. Harriman Genera Staff Workshop 1
S. Thomas General Staff Workshop 2

Once the staff members were selected, the fina schedule (Figure 2) was created and al participants
were provided with an initial briefing (using the Participants Briefing). The logistics coordinator, K.
Brown, made sure all the necessary equipment and rooms were available and sent reminder email to
all participants the day before their workshop. The participants were briefed on September 11, 2000,
and the final workshop with senior management to review the proposed protection strategy and
mitigation plans was held on October 27, 2000.
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Figure 2. OCTAVE Shedule

Event 911 9/18 9125 10/2 10/9 10/16 10/23
Participants’ Briefing E

P1: Senior Management Workshop i

P2: Operational Area Management l

Workshop

P3: Staff Workshops (2)
P3: IT Staff Workshop

P4. Threat Profile Workshop
P5: Key Components Workshop

P6: Run Vulnerability Tools -I

P6: Vulnerability Evaluation
Workshop

P7: Risk Analysis Workshop

P8: Protection strategy Workshop A i|

P8: Protection Strategy Workshop B
(with senior management)
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Tailoring Guidelines

Thissection isfor analysis teams and other OCTAVE users. It provides some suggestions for the
overal tailoring and a summary of the tailoring guidance found in each process section for processes
and artifacts. Y ou should read this section before starting the evaluation to determine the extent of
tailloring needed to suit your organization.

Contents
Title Page
1 Overview of Tailoring PT-2
2 Tailoring the Evauation PT-3
3 Tailoring Mgjor Artifacts PT-7
4 Summary of Individua Process Tailoring PT-9
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1 Overview of Tailoring

OCTAVE was designed as a generic evaluation that almost any organization in any domain could use.
It should be tailored to your specific constraints, culture, and applicable regulations. OCTAVE can be
tailored at multiple levels. The overal evaluation can be tailored, individua processes can be tailored,
and the artifacts (e.g., worksheets or catalog of practices) can be tailored. These guidelines provide
some suggestions (it is not an exhaustive list) for the overadl tailoring and a summary of the tailoring
guidance found in each process section for processes and artifacts.

The overall tailoring suggestions here have not been extensively tested, but we believe they are worth
considering as you look for different ways to adapt OCTAVE to your needs and congtraints. The
summary of the process tailoring should help you decide, ahead of time, what you might want to
consider before the first workshop. Y ou can refer to the OCTAVE principles and characteristics
[Alberts 2001] if you want to make sure you adhere to the basic concepts of what OCTAVE was
intended to be.
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2 Tailoring the Evaluation

There is a multitude of ways to tailor the overall evaluation. These are some, but by no means al, of
them. In general, be cautious with tailoring anything new as you might eliminate an important aspect.

2.1 Order of Processes

The basic flow of events described in this Method Implementation Guide is sequential. To some
extent, the processes depend upon the outputs of previous processes. For example, building an
organizationa strategy in Process 8 depends on information about current organizational
vulnerabilities gathered in Processes 1 to 3. The vulnerability evaluations of Phase 2 need the critical
assets identified in Process 4 to provide adequate focus. Some processes, however, can be moved
around in order, depending upon your organization.

Processes 1-3 are set up in descending order among the organizational levels, from senior
management to staff. This alows lower levels of the organization to see the opinions of others at the
end of their own workshop. Some senior managers, however, are culturally attuned to reviewing and
refining what has been recommended from others. The analysis team may consider running Processes
1-3in reverse and letting the senior managers build on the opinions and information from operational
area managers and staff.

If your organization already does routine vulnerability evaluations on your systems and components,
then you may be able to simply review the results for applicable components as opposed to running
the tools again. Asthe results of the surveys are not used until Process 8, they could be distributed,
collected, and discussed with the participants at any time before Process 8.

2.2 Schedule

The example schedule provided in the Preparation Guide can be either condensed or expanded. With
the possible exception of the vulnerability evaluations, most of OCTAVE can be accomplished within
atightly coordinated two-week span. Generally, the difficulties of coordinating different people's
schedules, unexpected events, and critical projects will interfere with all of the processes. In addition,
setting up and coordinating technologica vulnerability evaluations can be time consuming for any
organization that does not do this on a routine basis.

On the other end of the spectrum, the schedule can be lengthened to three months or more, although
the risk of the analysis team working with stale data increases. If this needs to be done, schedule
Processes 6, 7, and 8 as close as possible or be prepared to act upon the results of the vulnerability
evaluations of Process 6 immediately. It could be disastrous to wait a month after Process 6 to begin
thinking about technological vulnerability mitigation in Process 7.
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2.3 Number of Workshops

Throughout Processes 1-3, it was stated that there was a maximum number of participants, usually
five, depending upon the capabilities of the analysis team to manage a large number of people.
Scheduling difficulties always arise, as do personality conflicts. So the number of workshops for any
of these first three processes can increase as needed. It is not quite as useful to have only one
participant in aworkshop — a minimum of three is preferred. However, if akey senior manager is
unable to make a session, he or she can be worked with separately.

If you are dealing with a dispersed or multi-Site organization, you may find travel restrictions force
the number of workshops to increase. The number of workshops is significant only in the amount of
time it takes to conduct them.

2.4 Format of Workshops

The process guiddines set a specific format for the workshops and assume that it all takes placein
one sequential chunk of time on one or, a most, two days. Processes 1-3 can be run across severa
daysin small pieces, even during lunch. Assets and security requirements can be identified on one
day, areas of concern on another, and the survey and survey discussion can be held on athird day. The
surveys could aso be completed prior to the workshop and then discussed. Processes 4 and 7 are
longer, amost full-day workshops. These can be broken into pieces by asset, focusing on one critical
asset per day as opposed to one long session. Any of these format changes can be made to decrease
any negative impacts on the analysis team members' regular job duties.

2.5 Phase 2 and Outsourcing

Phase 2 isthe one set of activities that is most likely to be outsourced by many organizations. Some
organizations do not have the internal expertise to run vulnerability evaluation tools on all of their
systems or they have a particular system that is not under their direct control. In the ideal case, the
analysis team works with the other party during Process 5. The analysis team brings the information
about what needs to be protected and the threats they see, and the third party brings their knowledge
of what systems and components support those assets. Together, they identify the key components
and determine the type of vulnerability evaluation that is needed. The third party runs the appropriate
tools, collects the data, and returns to discuss the results with the analysis team during Process 6.

In some cases, the analysis team may find they have no easy way of working with the third party.
Contracts may not permit this type of work or there may be restrictions on who can be contacted. In
these cases, Phase 2 may have to wait until later. In the meantime, such problems call out for looking
at the collaborative security management practice. (See the Catalog of Practicesin Appendix A.)

2.6 Outsourcing in General

Some organizations outsource their entire I'T infrastructure. In this case, you will need to work with
that third party to acquire an I T-knowledgeable member for the analysis team for the duration of
OCTAVE. Contractud arrangements or other manageria approvals may be needed to ensure this
occurs and that you have the full support of the IT member.
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2.7 Getting Senior Sponsorship

The Senior Management Briefing is one way to gain senior manager support and commitment.
However, many managers prefer amuch clearer idea of what they are going to get for their resources.
Here are some suggestions for providing senior managers with the information the need to support the
evaluation:

Y ou could use selected portions of the example results to show managers the type of dataand
information you will be producing with OCTAVE. This doesn’t require alot of time or effort.

Y ou could digtribute the surveys (electronically or paper), collect and summarize the results,
and use the results to help convince managers that you have considerable room for
improvement and need the rest of the evauation to focus your improvement efforts
effectively.

Y ou could ask senior managers what the most important asset is, then spend afew hours on
their own with the Asset Profile Workbook, documenting the risks to the asset and potential
mitigation actions. This can be used to show managers useful results directly applicable to the
organization. This does require, however, that the analysis team become familiar with
Processes 4-8. This can be apart of their training or familiarization.

You could find al of the applicable regulations, laws, documents, edicts, directives, and any
other paperwork that directs organizations such as yours to do information security
evaluations, e.g., [HIPAA® 98] and [Gramm 00]. This can be helpful in reminding managers that
future audits, accreditation reviews, and other events are likely to look closely at the way you
identify and manage information security risks.

2.8 Risk Probability

If you are familiar with risks and risk management, you will know that probability and impact are
both considered the main aspects of risk. OCTAVE assumes the probability for al marked or active
branches of the risk tree to be equa — one. The reasoning behind this is smple — that there is not
enough current, validated data to make any kind of accurate, reliable predictions of probability.
While some data have been gathered and made available on the general probabilities of certain types
of attacks, trandating that probability to the context of a specific company and a specific asset is far
more difficult.

That being said, if you have a set of reliable information for your company showing the current
probability for certain types of attacks with your current system configuration and organizational
practices, then you might be able to assign a qualitative value of probability to some risk profile
branches. We smply caution you to always consider the magnitude of the risk impact first. If, for
example, human lifeis at risk from improperly modified data, you may be obligated to mitigate the
risk, no matter how small the probability.

! Health Insurance Portability and Accountability A ct
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2.9 Independent Analysis Teams (Facilitated or Expert-Led)
Within very large organizations that have many sites or facilities (e.g., branches of the military,
government, or large corporations), it can be more cost effective to train a set number of analysis
teams and let them travel or move around as needed to conduct evaluations. Such site- or facility-
independent teams would need to supplement their membership with local personnd, usudly at least
one staff member and one IT staff member. The local team members could be briefed (with the dides
for each process) as apart of just-in-time “training”. The local team members could then be used as a
source of local information and for verification or correction of findings and recommendations. Some
of the benefits of independent teams are their ability to see much larger patterns across the larger
organization and the reduction in training and personnel costs.

2.10 Automation

A last evauation-wide tailoring point is the use of automation to speed up the collection,
consolidation, formatting, and review of information collected during OCTAVE. A smple tool could
easly be constructed within a multi-layered spreadsheet, or a more complicated database program
could be used. Either option could reduce the amount of data capture and integration as well as
provide a more convenient historical record.
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3 Tailoring Major Artifacts

A second way to tailor OCTAVE isto adapt the artifacts to suit your organization or the particular
regulations, standards, or domain that you work with.

3.1 Catalog of Practices

The catalog of practicesis deliberately divided into two main sets of practices— strategic and
operational. Strategic practices focus on organizational issues at the policy level and contain good,
general management practices. Strategic practices include business-related issues as well asissues
that require organization-wide plans and participation. Operational practices focus on technology-
related issues. They include issues related to how people use, interact with, and protect technology.
Since strategic practices are based on good management practice, they should be fairly stable over
time. Operational practices are more subject to changes as technology advances and new practices
arise to deal with those changes.

Nonetheless, the catalog is a general catalog of good security-related practices; it is not specific to any
domain, organization, or set of regulations. It can be modified to suit a particular domain’s standard of
due care or set of regulations (e.g., the medical community’ s security regulations [HIPPA 98]). It can
a so be extended to add organization-specific standards, modified to terminology suitable to a specific
domain, or the thresholds for summarizing the results can be modified.

If the catalog of practices is modified, the surveys used in Processesl, 2, 3, and 8 more than likely
must also be modified. Y ou may also find that some areas are not applicable or only partly applicable.

3.2 Generic Threat Profile

The generic threat profileis abasic profile that covers arange of threats to critical assets. The threat
profile can be tailored to meet your organization's needs. Y ou can change the components on one of
the trees or use the blank tree provided for this purpose. For example, if terrorism or corporate
espionage is area threat to your critical assets, you can modify the definition of human actors on the
appropriate tree. Y ou may also want to modify the threat profile if you have natural disasters unique
to your area or if your Siteis located in an area with severe electric power or water supply issues.

Another possible tailoring of the threat profile is expanding it or decomposing one of the trees. For
example, the Human Actors Using Network Accesstreeis a genera tree for any network access. You
may find you want a separate tree for each mgjor type of system to help clarify your network access
threats. For example, you may have a strictly internal network with corporate data accessed by your
employees from work or home. Some of the same data are on an externally accessible server and
network for customers and third parties. Y ou may want two different threat trees for Human Actors
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Using Network Accessto distinguish between threats (and eventually mitigation plans) to the same
information asset coming viatwo different systems. Another example is the Human Actors Using
Physical Access tree, which could be decomposed for different buildings or different sites.

The caution hereis not to get too complex and create more data than you can reasonably dea with.
You can use the generd profile, and, if the situation and the threats warrant it, decompose it later in a
separate follow-on activity.

3.3 Asset Profile Workbook

This workbook was compiled from separate worksheets to put al of the information about asingle
asset in one place. Obvioudly, you can break it gpart into separate worksheets. Y ou could also
reformat, reorganize it to suit corporate standards, or make it a standard report from a database tool.
In addition, it could be condensed, eliminating some of the detailed information, and used as a
summary for reporting results to other parts of the organization or for maintaining current status on a
critical asset’srisks.

3.4 Slides

Each processis accompanied by a set of dides and notes used to familiarize new team members with
the process, its activities, and any specific concepts. If you do any tailoring of the overall process,
artifacts, or terminology, don’t forget to check the dides before you use them. These dlides can also
be combined together to make longer briefings for other parts of the organization, third parties,
customers, or collaborators. Organization-specific information should also be added where

appropriate.

3.5 Example Results

The example results are just that — an example. It may not be particularly relevant to your domain and
you may want to create your own example results. Y ou can tailor these results to suit the assets,
threats, and risks that are applicable to your domain and organization. As each set of process results
builds upon the previous set, care should be taken to maintain internal consistency across the
example. Once you have a set of results from OCTAVE, you can sanitize your own data and useiit as
an example.
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4 Summary of Individual Process Tailoring

The following tables summarize the types of tailoring, and why you might want to tailor, for each
processin OCTAVE. Processes 1 to 3 are similar enough that thereis only one table. Note that
tailoring can ripple from one process to the next. For example, if you add a new type of security
requirement to Processes 1-3, Activity 3, thisripplesinto Processes 4 and 7 for consolidated security
requirements and threat profiles. Notes provided in the “Why Tailor?’ column indicate tailoring
ripples by referencing other rows in the tables with the relevant activity number (e.g., A1-3.2).

Table 1: Tailoring Processes 1 to 3

Processes 1-3: Knowledge Elicitation Workshops

Activity | Tailoring Description Why Tailor?
Number [tem
A1-3.1 | Asset Change the list of basic Include unique types of assets specific to
categories asset categories. your domain.
A1-3.1 | Number of Increase or decrease the Decrease if thisis a new process and the
assets number of important analysis team needs to constrain the effort.
assets (from five) that | f ienced
participants select. ncrease for experienced teams or very
large, complex organizations.
A1-3.2 | Threat Add, delete, or change Include unique or common domain threats
sourcesand | the classes of threat (e.g., terrorists or corporate espionage).
outcomes sources and outcomes. .
Remove irrelevant sources.
Add outcomes that you fed are crucia to
identify (e.g., accuracy).
Add outcomes to reflect changesin
security requirements.
Note: Seedso A1-3.3.
A1-3.3 | Security Add, delete, or change Add or expand to new types (e.g., add
requirements | the types of security authenticity).
i . s (inteari
ISt mﬂlggng] s (integrity, Reflect changes made to threat outcomes.

confidentiality).

Note: Seeadso Al1-3.2, A4.2, and ASA.3.
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Table 1: Tailoring Processes 1 to 3 (cont.)

Processes 1-3: Knowledge Elicitation Workshops

Activity Tailoring Description Why Tailor?

Number [tem

A1-3.4 | Catalog of Add, delete or modify Meet new or modified regulations, laws, or
practices practices. standards for due care.

Incorporate technological advances or
different types of toals.

Incorporate changes or improvementsin
the state of management practices.

Note: Seealso D8A.1 and A8A.2.
Al-3.4 | Surveys Modify surveys. Match changes to catalog of practices.

Simplify or expand the detail of the
surveys.

Focus on different organizational level or
group of people (e.g., third-party
contractors).

Note: Seealso D8A.1 and A8A.2.
Table 2: Tailoring Process 4
Process 4: Creating Threat Profiles
Activity Tailoring Description Why Tailor?
Number [tem
A4.2 Security Add, delete, or change Add or expand to new types (e.g., add
requirements | the types of security authenticity).
list requirements (integrity, .
confidentiality).
A4.3 Modify threat | Add, delete or modify Reflect changes in security requirement
profile any of the threat types.
components (actor, : .
mcego moti\fe, Add threats unique to your domain.
outcome). Note: Seeaso Al-3.2,A1-3.3, and A8A.3.
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Table 3: Tailoring Process 5

Process5: | dentify Key Components

Activity Tailoring Description Why Tailor?

Number [tem

A5.1 Classes of Add, delete, abstract, Address new types of hardware or system
key decompose, or change components.
components | the classes. Address unigue types of components

included in your systems.

A5.1 Expand to Expand this processto Identify classes of physical components as
physical identify classes of aprecursor to doing afocused evaluation of
access threats | components relative to physical security (e.g., buildings, rooms,

attacks on physica doors).
Security.
Table 4: Tailoring Process 6
Process 6: Evaluate Selected Components

Activity Tailoring Description Why Tailor?

Number [tem

D6.1 Levels of Expand the levels of Increase your ability to distinguish
Severity vulnerability severity, between different types of vulnerabilities

(e.g., from three t_o_fi_ve) and their impact on your organization.
8][ f[:k?:rl] g?dﬂ;e definition M akg the definitions more meaningful to
your situation.
Be consistent with the organization's
standard tools.
Table5: Tailoring Process 7
Process 7: Conduct Risk Analysis

Activity Tailoring Description Why Tailor?

Number [tem

A7.2 Risk Expand the measures of Prefer five or more levels (e.g., high,
evaluation impact (beyond high, high/medium, medium, medium/low, and
criteria medium, or low) or low) for greater clarification of impact.

modify the impact aress
(e.g., reputation).

Delete areas that don’t apply to your
organization or add unique areas (e.g.,
community safety).
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Table 6: Tailoring Process 8

Process 8. Develop Protection Strategy

Activity | Tailoring Description Why Tailor?
Number [tem
D8A.1 | Survey Change the thresholds Prefer atighter (or looser) threshold to
summary from 75% to reflect indicate apracticeis or is not generally
thresholds your own preference performed in the organization.
for what constitutes a
majority opinion.
D8A.1 | Survey Change the structure Reflect earlier changes made to the catalog
summary or categories on the of practices or surveys.
categories summary worksheet. Note: Seeadso Al-3.4 and A8A.2.
A8A.2 | Protection Change the categories Reflect earlier changes made to the catalog
strategy on the worksheets. of practices or surveys.
Reflect corporate standards for documenting
strategies.
Note: Seeadso A1-3.4 and D8A.1.
A8A.3 | Mitigation Change the categories Reflect changes made to the threat profile.
f th .
plans cr;:iﬁt ructure of the Reflect corporate standards for documenting
gation plans. o
mitigation plans.
Note: seedso A1-3.2,A1-3.3, and A4.3.
A8B All Tailor format, content, Different senior managers prefer information
worksheets | and depth of detail for presented in different ways— add or subtract
presentation to senior detail, follow corporate standards, adapt to
managers. specific manager preferences.
A8B.1 | Survey Tailor to diminate al Organization culture may require that al
results attribution, produce a attribution be diminated, even identification
concise format, or of which level thought a practice was or was
highlight key aress. not being done.
Senior managers may want only highlights of
survey results.
A8B.1 | Risk profile | Condense or change Suit the preferences or time constraints of
the format to a senior managers.
different type of I N .
graphic (eg., color pie Highlight significant aspects of the risks.
chart) or plain text.
X8B.1 Protection Change the format or Meet corporate standards.
strategy, content. )
mitigation Suit management preference.
plans, action Enhance communication of the results with
list the rest of the organization.
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