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ABSTRACT (U) 

Technical Report 

A data diode is a computer security device that restricts the communication along 
a network connection between two computers so that data can only be transmitted 
in one direction. This enables more sensitive or highly classified computer 
networks to receive data directly from a less secure source while prohibiting the 
transmission of data in the opposite direction. This paper discusses several ways 
to implement a data diode and some triplications of the alternatives. 
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Data Diodes 

Executive Summary 

Data diodes will become increasingly important with any growth in demand for 
connectivity of classified and open networks. These devices give one way 
connectivity and allow for the automatic transmission of information from a less 
secure network to a more secure network without compromising the security of the 
latter network. 

Data diodes using modified RS-232 serial lines have been in use for some time, but 
have several flaws in their design. This paper shows how data diodes can be 
constructed using optical fibre and optical components. Several ways to 
implement an optical data diode are described and implications of the alternatives 
are discussed. Optical data diodes could be evaluated to very high levels of 
assurance, thus potentially could be accredited to allow one way connectivity 
between unclassified hostile networks and Top Secret codeword networks. 

The main aim of this paper is to show that it is relatively easy to construct a data 
diode, with high assurance, out of commercial off the snelf products. It is also 
demonstrated that electronic mail and news services can be implemented through 
the data diode. 

This paper demonstrates that even though data diodes prevent communication in 
one direction, it is still possible to have protocols which require bidirectional 
handshaking appear to be transmitted through the data diode. This is achieved by 
having software, which is cognizant of the data diode, watch valid protocol 
transactions occur and then reconstruct the events on the high side of the data 
diode. For such communication methods to succeed, it is critical that the gateway 
machine, on the high side of the data diode, be able to keep up with the flow of data 
from both its own native network, and those arriving from the data diode. 

Further investigation and testing is required to improve the reliability of service 
through the experimental data diode which has been constructed. 
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1. INTRODUCTION 

1.1 Purpose of a Data Diode 

A data diode is a computer security device that restricts the communication along 
a network connection between two points so that data can only be transmitted in 
one direction. The data diode is configured to guarantee that no data can be passed, 
either explicitly or covertly, in the opposite direction. 

The data diode can be a permanent connection and can eliminate the need for an 
air gap or the need for tape transfer of data being moved from a network classified 
at a lower level to a network classified at a higher level. 

A typical situation where a data diode is useful has a connection between two 
systems of different classification levels, where data from the lower classified 
system is to be sent to the higher classified system. This is depicted in Figure 1. 
Under security restrictions, these networks cannot normally be connected due to 
the threat of highly classified data being observed by users on the lower classified 
network. 

(Data fCozv 

Lower 
Classified 
Network « Higher 

Classified 
Network 

9{p (Data (floiv 

Figure 1 Depiction of a Data Diode 

1.2 Assurance of a Data Diode 

The assurance of a data diode measures the strength of guarantee that the data 
diode will behave in the expected manner and can be trusted to do so. The 
assurance levels EO to E6 of the Information Technology Security Evaluation 
Criteria (ITSEC)[1] can be used to measure the assurance of a data diode. 
Mechanisms to restrict covert channels are generally imposed at levels above the 
E3 evaluation level. This implies that it is possible for an E3 data diode to leak data 
from the higher classified network through covert means without failing the 
accreditation. In some situations this would not be acceptable and higher 
assurance levels would be required. 

1.3 Physical Protection 

Since a data diode is essentially a one way path between two networks and it is 
assumed that the two networks have differing security requirements, the data 
diode may need to be physically protected to avoid the threat of reconfiguration or 
bypass. 
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2. ELECTRONIC CABLE DATA DIODES 

A number of computer networks currently use a data diode in the form of an RS232 
communication line with one of the transmit lines physically cut to ensure no 
transmission along that particular line. This is depicted in Figure 2. 

Tfata Jiozv 

Figure 2 Using a modified RS232 Line as a Data Diode 

2.1 Disadvantages of this (RS-232) approach 

The main disadvantage with this configuration for a data diode is that although no 
data can be transmitted along the cut wire (that is, no data can be sent along the 
wire from the RS232 transmit port on the high side of the line to the receive port on 
the low side of the wire), it is possible for data to be communicated from the high 
network to the low network along the other wires of the RS232 line. This could be 
exploited by co-operating processes on each of the machines connected to the 
RS232 line, that is, the two processes could transmit d: ta in a covert manner. This 
would suggest that a data diode of this configuration would be most useful in 
situations requiring evaluation levels less than or equal to E3. 

Another disadvantage of this design is that the bandwidth of the data diode link is 
restricted to the bandwidth of an RS232 line, which is relatively low. 

2.2 Increasing the assurance of this Data Diode 

In order to increase the assurance that covert channels in this type of data diode 
cannot be exploited, something must be done to stop cooperating processes 
communicating the "wrong" way through the data diode. One way that this can be 
done is by enforcing strict administrative, procedural, and physical control over 
the two machines on either end of the data diode. Such measures might include the 
following rules: 

1. Both gateway machines should have no user accounts and may be accessed 
only by network security managers. 

2. Auditing of the activity on both machines should be conducted. 
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3. Only cleared personnel should have physical access to the mac hiñes and the 
data diode. 

Thus the collective assurance of the cut RS232 line and the computers connected to 
it, if they are controlled with appropriate measures, could conceivably be 
accredited for use in situations normally requiring assurance levels greater than an 
E3. 

2.3 Physical protection 
Since the design and correct operation of the data diode relies on the modified 
RS232 cable and its configuration to the two computers, it is necessary to prevent 
reconfiguration of both the cables and the computers. This could be achieved by 
locating the data diode and the two computers in a room with controlled access. 
Server rooms often have such controlled access. 
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3. OPTICAL DATA DIODES 

3.1 Background 

Trusted Computer Systems group has constructed an optical data diode from 
"commercial off tne shelf" hardware products and special purpose software. It is 
possible to constiuct numerous different variations of the design. The following 
description is specific to the particular way in which the data diode is constructed 
and to the particular workstations to which it is connected. The objective of this 
paper is to establish "proof of concept" and not to exhaustively discover all aspects 
of the concept. 

3.2 Principles of Design 

The basic principle, that this design relies on, is the fact that fibre optic transceivers 
transmit data along optical fibre in one direction. For normal two way 
communication there are two single fibres, each carrying data in one direction. This 
is shown in Figure 3, which depicts a fibre optic repeater and a fibre optic receiver 
used in a gateway configuration between two Local Area Networks (LANs). If one 
of ihe optical fibres is physically removed then clearly no data can flow in that 
direction. The assurance of this scheme can be physically guaranteed to an 
extremely high level. 

Fibre Optic 

Figure 3 Using a fibre optic repeater and transceiver in a gateway configuration 

3.3 A design that works 

The following data diode design is a "proof of concept" system, thus there may be 
better or more cost effective ways of constructing a system with such functionality. 
This specific design allows the connection of two Ethernet networks. 

The components that were used in the data diode are listed below: 

• 2 Transceivers - Netcor NC 31F (Fibre Optic Transceiver). 

• 1 Repeater - Netcor UCR 507 (Universal Repeater). 

• 1 Ethernet card to suit the workstation. 
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• Appropriate fibre optic and coaxial cables and connectors for ethernet. 

• Gateway software on the high side workstation. 

The design of the optical data diode is depicted in Figure 4. 

Figure 4 Fibre Optic Data Diode 

Some points that should be noted about this design are listed below: 

1. It was not possible to simply remove the appropriate optical fibre from the 
configuration shown in Figure 3. The second transceiver and power supply 
were required to convince the repeater to work. If this second transceiver was 
not connected the repeater would detect a failure and would not transmit 
data to the other transceiver. The second transceiver cannot supply data but 
does supply a carrier signal which is required by the repeater. 

2. The UCR-507 repeater manual states that the repeater “is fully compliant 
with Ethernet and IEEE 802.3 specifications for a network utilizing the 
CSMA/CD protocol" and "the repeater operates at the network physical 
layer, receiving ethernet frames on any of it's receiving ports and regenerat¬ 
ing and retransmitting to all other ports which have been installed into the 
unit". Thus the fibre optic transceiver receives data asynchronously and is 
not dependant on the repeater or other transceiver for timing signals. 

3. Therefore, the repeater copies all ethernet packets that it sees on the low side 
network through the fibre optic receiver to the extra ethernet card in the 
workstation. That is all activity on the low side network can be seen on the 
high side network. 

4. The workstation with the extra ethernet card is configured as a gateway 
machine. Thus this machine will need to monitor all the data that it receives 
from the data diode and decide if any of the packets need to be transferred to 
the high network. 

5. The fibre optic repeater could be replaced by a fibre optic bridge, which could 
then assist the gateway workstation in filtering packets. 
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3.4 Assurance of the Data Diode 

The assurance of this data diode relies on the following two facts: 

1. There is no fibre optic link between the transmit port of the transceiver on the 
receiving side of the data diode and the receiving port of the transceiver on 
the transmitting side of the data diode. This can be verified visually. 

2. The transceiver on the receiving side of the data diode has not been tampered 
with. Or more specifically, the detecting diode of the receiving port of this 
transceiver has not been replaced with a component that can both transmit 
and receive. This should be easily verifiable. 

If both the above facts can be verified then the correct operation of the data diode 
is assured to a very high level. This means that you do not have to rely on the 
correct operation or assurance of any of the other components used in the data 
diode, as is the case with the RS-232 data diode. 

3.5 Quality of Service Through the Data Diode 

The major inherent flaw in this scheme is that the majority of protocols operating 
over ethernet networks require significant amounts of handshaking between 
sender and receiver to ensure reliable transmission, which is impossible without a 
bidirectional data path. At first sight, this would appear to totally eliminate the 
possibility of providing bidirectional services like those based on TCP /IP, across 
the data diode link. Fortunately this is not entirely true. Certainly any service that 
naturally relies on a bidirectional flow of data cannot be initiated from the high 
side, but appropriate monitoring daemons may react to transactions occurring on 
the low side and pass the relevant data to the appropriate high side counterparts. 

For example (see Figure 5): consider the case of electronic mail. In our 
configuration, this is transmitted using the TCP/IP based Simple Mail 

Low Side 
Ethernet 

Data Diode Gateway & Filters 

—I Email I—^ 

-*-j Handshaking |-^ 

I® 

> 

> 

Packet Fillet 

collects txith 
Ejmü 

HWashakinj 

i 
M.r' 77¾ 

- 

■«Mis» 

Figure 5 Time line of email delivery through a data diode 
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Transmission Protocol (SMTP). As noted in the previous section, the high side 
network sees all the packets that are transmitted on the low side network. When 
mail arrives, via the low side ethernet, to a machine connected to the low side 
ethemet (number ® in Figure 5), all the SMTP packets can be collected by a packet 
filter on the high side. The mail has been addressed to the low side machine and 
this machine responds appropriately according to the bidirectional protocols used 
(number ®). The high side gateway simply observes the mail transaction taking 
place (numbers ® and ®). It can then strip off, layer by layer, the overlying 
ethernet, IP, TCP and SMTP protocol information, leaving the raw e-mail message 
(number ®). If the mdl delivery transaction between low side sender and receiver 
machines appears to be valid, the message can be checked to see if the intended 
recipient is a user with access to the high side network, and if so, it can be 
forwarded through the conventional mail delivery agent on the high side network. 
This arrangement has proved useful to the authors, who while having access t ) 
two such networks, typically spend more time on the higher secured network and 
thus were less able to respond in a timely fashion to messages originating on the 
less secure net. Note though that this configuration results in duplicatk n of 
messages. If this is a problem the low side mail system could be configured to 
discard mail for a high side recipient. The mail would still be received on the high 
side as long as a the low side performs a valid SMTP transaction on first receipt of 
the message before discarding the message. Indeed the recipient need only be 
known to the low side system as an alias in the mail system database. 

3.6 Low Side Choke 

Thus, is has been demonstrated that even though data diodes prevent 
communication in one direction, it is still possible to have protocols which require 
bidirectional handshaking appear to be transmitted through the data diode. This is 
achieved by having software, which is cognizant of the data diode, watch valid 
protocol transactions occur and then reconstruct the events on the high side of the 
data diode. However the sending process still does not know if the sent message 
has been received on the high side of the data diode and the receiving process does 
not know if it has received everything that was sent. For such communication 
methods to succeed, it is critical that the gateway machine, on the high side of the 
data diode, be able to keep up with the flow of ethernet packets from both its own 

native network and those arriving from the data diode. 

Providing a SMTP service is thus a relatively easy case as SMTP is a simple, 
verbose protocol and most messages are short (typically less than one kilobyte). 
These conditions rarely stress the packet filtering software. Nevertheless, cases 
have been noted of large documents (containing images or other binary encoded 
data) encapsulated as e-mail and successfully mailed on the low side network, 
which were not completely reconstructed on the high side due to loss of packets 
through buffer overrun as the filtering software and I/O drivers struggled to keep 

up. 

In order to prevent packet lossage it is necessary for the packets to be processed on 
the high side gateway faster than they are generated on the low side. This either 
means that the high side has sufficient processing speed or alternatively the packet 
emanation on the low side can be artificially slowed to create a low side "choke". 
One way to assure that the gateway workstation on the high side network has 
sufficient processing speed is by having it powerful enough and making it a system 

dedicated to its gateway function. 
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3.7 Tamperproofing or physical protection 

Since the design and correct operation of the data diode relies on the absence of a 
fibre optic cable, it is necessary to stop the threat of reconfiguring or bypassing of 
the data diode. This is the case with any data diode and the threat could typically 
be minimised by locating the data diode in a room with controlled access. Often a 
server room has such controlled access. 

Depending on the risks involved and the situation in which the data diode is used, 
the data diode could require some sort of tamperproofing mechanism in order to 
detect any malicious reconfiguration. 
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4. ANOTHER POSSIBLE DESIGN 

Another possible design for the data diode is where two machines communicate 
directly with each other through their ethernet cards connected to fibre optic 
transceivers. This is depicted in Figure 6. The communication from the high side of 
the network to the low side of the network is cut by removing the appropriate fibre 
optic cable between the two optical transceivers. 

Figure 6 Alternate design for Fibre Optic Data Diode 

The major difference of this design to that depicted in Figure 4 is that the fibre optic 
repeater is not required and another computer with extra ethernet card is 
connected to the second transceiver. 

Some points that should be noted about the design are listed below: 

1. As yet, this configuration has not been tested to check for implementation 
difficulties, but in principle this design should be viable. 

2. Both of the gateway workstations require extra ethernet cards and need to be 
configured to act as gateways to filter and forward data packets that they see 
on each of their own ethernet cards. 

3. As with the previous data diode design, true bidirectional protocols, cannot 
be used over this configuration. 

One advantage of this design is that if the two computers are already required for 
other network connections, such as integrity filters (for example, a STUBS 
gateway [2], [3]), then the only components needed to construct the data diode are 
the two fibre optic transceivers, two extra ethernet cards and appropriate cabling. 

9 

RESTRICTED 



DSTO-TR-0209 RESTRICTED 

5. SUMMARY 

5.1 Cunent Achievement 

Trusted Computer Systems Group has shown that it is relatively easy to construct 
a data diode, with high assurance, out of commercial off the shelf products. 

The group has also been able to implement electronic mail and news services 
through the data diode. 

5.2 Future Work 

Further investigation and testing is required to improve the reliability of service 
through the data diode. Experimentation would be needed to discover what 
configurations are most suitable for the various services required and under which 
circumstances these configurations are most appropriate. This may depend on the 
frequency and size of the data to be transmitted or on the protocols that deliver the 
data to the gateway machine on the low security side of the data diode. 

10 
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